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CHAPTER 1

PNEEET]

[English]

AIGF AN 2] ESP-AT @44 WMHERRAE1E . PASAAT N EAngEsk AT BEfF, AN &4

1.1 ESP-AT &ft4

[English]

ESP-AT @ R K n T B T 27 iy B B 0, SRR PR A, Pl ™ . i
ESP-AT #8%, B DAPGEMATCL MY 6 S0 F DA S i 4D Re, HIEmEE 7o
AR BT Y B

ESP-AT J& 5T ESP-IDF 5 ESP8266_ RTOS_ SDK LR H A TR . ‘B {# ESP S44/EMMAL, MCU 14
FAl. MCU &% AT fipd-45 ESP B4, ¥ ESP SLAHPATA M HEAE, HH21 ESP 4R [0l AT 1wy,
ESP-AT #4t T KEIEERFER AT 44, W Wi-Fi 64, TCP/IP 34, Bluetooth LE %14, Bluetooth
@, MQTT 654, HTTP £54. Ethernet fyd4%,

R YFiH ESP-AT T# & T ESP-IDF 8 ESP8266_RTOS SDK, AT ESP8266 NonOS SDK.,

AT ayPA “AT” JFif, fU3% Attention, PAFTY—1T (CR LF) NEERE. MARREK QAR OK 2
ERROR MWL, 7R Y iy 9 BIRAHATE R . T, Frf AT ey M T, BRI T — & a4
P, FEGEH] AT fy i, WEERF E— A IITe e, MARE T —&ard. MR B RIFT5e5,
SRE TR, W&RE busy p. .. . HEA K AT @i MEE TS WAT &4 5
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<:> Wi-Fi (ESP8266, ESP32, ESP32-S2)
AT Cmd/Rsp

<:> BT (ESP32)

1. ESP-AT #E4

BOARCE R, MCU @i UART 38 % ESP Bidl, Kik AT fir % PASHIL AT mahy . {Hjg, @ithn] AR
SR OLE AR, (i AR S 0, Bl4n SDIO,

FAE, @Al DARST ESP-AT TR, AfTTAEZM AT s, PASEBEZHIIIGE.

1.2 &R

[English]

RSO LB AN AR AT BIF. Bk AT SRl AT i i 5 2R B8 1F DA SR {2 8] 12 dn ] 2
%, EEPRANT ESP R :

o ESP32 %7

o ESP32-S2 %%
o ESP32-C3 %7
o ESP8266 %7

REFRIFEIINGHELL, AT BABIPEIT I @S A TS, SRR B4 4007 T § BSP-AT 7 —F & T

LA E T

4 Chapter 1. A\|1IER
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1.2.1 BEHAES

% 1: ESP-AT I3 TR {4

TR IheE

ESP % #x ML

USB ¥4k (%4 ESP J %4k f1 PC) TECE R e H SR

PC T, RFRE T = AL

USB #iflik (33 PC #1 USB % UART H [#5ike) Kk AT fipde. Helle AT e B 5 14 42
USB % UART H 5k 4 USB {55-F1 TTL 5%

FEIPLR (%4 USB %% UART S LB ESP FF &) | &%k AT 4. Ballc AT iRy 555

< Download / Log output>

Bl 20 ESP-AT 3l {243 7 B A

WE: R 4 i LR ESP JF MR USB % UART £ O, (HANSRGEAGE FRE (=26,
HE 2 AL ER: TX/RX AW,

1.2.2 ESP32 %%l
ESP32 AT RHIWA~ UART #20: UARTO fIF M EEFRIfE HRE, UARTL T K08 AT fr Al AT

M 7.

Py ESP32 11 iEH: GPIOL Ml GPIO3 i UARTO, {HiEH AR GPIO {25 UARTL, "FICKFH4l
IEun R ESP32 RAIKI4 .

WAk ESP32 BAIHITT LR HIFE R 2% ESP32 RAIELIHIT KA.

1.2. Wk 5


https://docs.espressif.com/projects/esp-idf/zh_CN/stable/hw-reference/modules-and-boards.html

ESP-AT User Guide

ESP32-WROOM-32 3%l

% 2: ESP32-WROOM-32 £ 41| i {43025 40 i

IgE ESP FFEMREM HEZEER
> A —+ 1
A E A H AR UARTO PC
« GPIO3 (RX) . TX
« GPIO1 (TX) « RX
A 32
AT Ay 4 /Wi, UART1 USB # UART &} 0 Eibe
« GPIO16 (RX) . TX
« GPIOI17 (TX) « RX
« GPIO15 (CTS) « RTS
« GPIO14 (RTS) « CTS

BEW] 1: ESP JFAcARA PC Z RIS C N EAE ESP JFAM L, @ATEMA USB s 2k HEHT S AR
PC Bjin],

el 2: CTS/RTS B A TEM I BE A D e A 75 4% .

Download/Log output

ESP board USB to serial converter
RX X
™ RX
CcTS ATS
AT
command/response ATS cTs

& 3: ESP32-WROOM-32 RT3 R 75

ST

R FEERERET ESP32-WROOM-32 Bl #ti1i#d:, 5% (ESP32-WROOM-32 £ AHE 15 .

6 Chapter 1. [ TiEM



https://www.espressif.com/sites/default/files/documentation/esp32_wrover_datasheet_cn.pdf
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ESP32-WROVER %%l

# 3: ESP32-WROVER A1 {2 45 ) 70 ic

IgE ESP FFEMREM HEZEER
> A —+ 1
A E A H AR UARTO PC
« GPIO3 (RX) . TX
« GPIO1 (TX) « RX
A 32
AT Ay 4 /Wi, UART1 USB # UART &} 0 Eibe
« GPIO19 (RX) . TX
.« GPIO22 (TX) « RX
« GPIO15 (CTS) « RTS
« GPIO14 (RTS) « CTS

BEW] 1: ESP JFAcARA PC Z RIS C N EAE ESP JFAM L, @ATEMA USB s 2k HEHT S AR
PC Bjin],

el 2: CTS/RTS B A TEM I BE A D e A 75 4% .

.................. road/Log output

ESP board USB to serial converter
RX ™
™ RX
CTS RTS
AT
command/response ATS cTs

K 4: ESP32-WROVER Z 51|l {414 7R 25 E

PN

MR FE T ESP32-WROVER 4t fTiE8:, HE% (ESP32-WROVER £ A AL ) .

1.2. Wk 7



https://www.espressif.com/sites/default/files/documentation/esp32_wrover_datasheet_cn.pdf
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ESP32-PICO Z&7%I

% 4: ESP32-PICO R ¥4 14 1 5 M 43 Hic

IgE ESP FFEMREM HEZEER
b A —+ 1
A E A H AR UARTO PC
« GPIO3 (RX) . TX
« GPIO1 (TX) « RX
A 32
AT Ay 4 /Wi, UART1 USB # UART &} 0 Eibe
« GPIO19 (RX) . TX
.« GPIO22 (TX) « RX
« GPIO15 (CTS) « RTS
« GPIO14 (RTS) « CTS

BEW] 1: ESP JFAcARA PC Z RIS C N EAE ESP JFAM L, @ATEMA USB s 2k HEHT S AR
PC Bjin],

el 2: CTS/RTS B A TEM I BE A D e A 75 4% .

ESP board

RTS CTs

K 5: ESP32-PICO R A B iEH R B IE

WR T EHST ESP32-PICO-D4 #E7H##E, 5%  (ESP32-PICO-D4 HARMEA) .

3 Chapter 1. [ TiEM



https://www.espressif.com/sites/default/files/documentation/esp32-pico-d4_datasheet_cn.pdf

ESP-AT User Guide

ESP32-SOLO %%l

# 5: ESP32-SOLO R A {4 1 73 Tic

IgE ESP FFEMREM HEZEER
> A —+ 1
A E A H AR UARTO PC
« GPIO3 (RX) . TX
« GPIO1 (TX) « RX
A 32
AT Ay 4 /Wi, UART1 USB # UART &} 0 Eibe
« GPIO16 (RX) . TX
« GPIOI17 (TX) « RX
« GPIO15 (CTS) « RTS
« GPIO14 (RTS) « CTS

BEW] 1: ESP JFAcARA PC Z RIS C N EAE ESP JFAM L, @ATEMA USB s 2k HEHT S AR
PC Bjin],

el 2: CTS/RTS B A TEM I BE A D e A 75 4% .

._-"'

Download/Log output

ESP board USB to serial converter
RX ™
X RX
AT command/response  CTS ATS
RTS CTS

Kl 6: ESP32-SOLO AR 7R B K]

IR EE T ESP32-SOLO-1 #HTi#8:, 5% (BSP32-SOLO-1 5 AHKE 1) .

1.2.3 ESP32-S2 %37l

ESP32-S2 AT R WA~ UART $:11: UARTO f T F# R4 H HE, UARTL T A% AT firdFIEIL
AT R ,

1.2, s 9



https://www.espressif.com/sites/default/files/documentation/esp32-solo-1_datasheet_cn.pdf
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% 6: ESP32-S2 Series ZRFIRE 1A M7

IigE ESP F &R EH HEEEEHR
; A i
Tt H A UARTO PC
« GPIO44 (RX) . TX
« GPIO43 (TX) « RX
AT 654/ 2
fir /WL UART1 USB # UART i 1K
. GPIO21 (RX) . TX
« GPIOL7 (TX) « RX
« GPIO20 (CTS) « RTS
« GPIO19 (RTS) « CTS

BEW] 1: ESP IR AR PC Z[RI M4 ISR C N EAE ESP JFAcM b, @AFEMN USB Bdfa 2k E 2T A AR
PC BW],

BEW] 2: CTS/RTS WAL RECF R RE A7 14 .

ESP board

Download/Log output

ESP board USB to serial converter
RX X
™ RX
CcTS RTS
AT command/response ATS cTs

Kl 7: ESP32-S2 RANE R R K

R EH R T ESP32-S2-WROOM #A#1T1#E: , 5% (ESP32-S2-WROOM & ESP32-52-WROOM-
I BeAREAE Y .

1.2.4 ESP32-C3 &3

ESP32-C3 AT RMMA~ UART #e10: UARTO I F B A G, UARTL T Ak AT a4k
e AT Wi

10 Chapter 1. A\|1IER



https://www.espressif.com/sites/default/files/documentation/esp32-s2-wroom_esp32-s2-wroom-i_datasheet_cn.pdf
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% 7 ESP32-C3 Series R HIAEFHERE 73 1L

Ihge ESP FF&IRE M HER&ER
PR/t H A UARTO e
. GPIO20 (RX) . TX
« GPIO21 (TX) « RX

AT fiy /MRy >

UART1
« GPIO6 (RX)
« GPIO7 (TX)
« GPIO5 (CTS)
« GPIO4 (RTS)

USB # UART i 11
« TX
« RX
.« RTS
. CTS

BEW] 1: ESP JF AR PC Z[BIM4F S C N EAE ESP JF A 1

PC BW],

BEW] 2: CTS/RTS WAL RECF R RE A7 14 .

ESP board

USE to serial converter

Download/Log output

, BHFRMN USB $li e 5t A AR

ESP board USB to serial converter
R —TX
T ———— RX
CTs RTS
AT command/response RIS —————— CT5

Kl 8: ESP32-C3 RIS (TR EIA

WERFEE AT ESP32-C3-MINL-1 B TER, #S%  (BESP32-C3-MINL1L f A ) .

1.2. Wk
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https://www.espressif.com/sites/default/files/documentation/esp32-c3-mini-1_datasheet_cn.pdf
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1.2.5 ESP8266 %%l

ESP8266 AT R P~ UART #%11: UARTO HF F#EF. %Kik AT AR AT may; UARTL H
T HE

% 8: ESP8266 F ¥l {41 1% 8 1 i

IgE ESP FF&ARE R HEREEH

TEFE UARTO PC
« GPIO3 (RX) « TX
« GPIO1 (TX) + RX

A A 3 2

AT fir 4 /). UARTO USB # UART i 0gie
« GPIO13 (RX) o TX
« GPIO15 (TX) « RX
« GPIO3 (CTS) « RTS
« GPIO1 (RTS) « CTS

i &

fth H UART1 USB 4 UART 11§k
« GPIO2 (TX) « RX

BEW] 1: ESP JFAARA PC Z[RIMAF ISR T N EAE ESP JFAM L, @ATEMA USB s 2RI S AR
PC BWT,

el 2: CTS/RTS & A TEM A TE s D e A 75 4% .

Kl 9: ESP8266 F 5 R K

R BHARE R, AT ESP8266 RTOS SDK fy ESP-WROOM-02 AT [ A% swap g, &
Ff RX/TX 5 CTS/RTS #4750k, A EREDRE, EFEWTT UARTL, A ESP FF R RYFE
CP2102N ith i, IR &5 USB % UART H: 8 3.3 V Al GND MESHI Tk,

12 Chapter 1. |45/
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MR FEFE AT ESP-WROOM-02 5 ESP-WROOM-02D /02U 4 #1718, 5% (ESP-WROOM-02
BRI B (ESP-WROOM-02D/02U HAMAKHY .

WL A % ESP8266 #i4H {5 8] &% ESPR266 LY,

1.3 THiES

[English]

ASCHPA ESP32-WROOM-32 B MBI, /43t 2 ESP SIS R AT [FEfF, DAL P besk 2
Bl b, HE ESP RIBL ] S5 AT,

TEABSE AT B2 R, WEHREC IERERT R, R S% 0 thiis,

PR RSEEAL, AT BOAE B SR ar o A TS BRI 2% 47T if ESP-AT 5 —F & T F
£ S

1.3.1 T AT B

THIE MDA 2R AT B R E PC:
BIFEAT B+

AR T R AT [
AL A B BE R EA T T

AL, FoATTF#E T ESP32-WROOM-32 X}V [ ESP32-WROOM-32_AT_Bin_V2.1 [H{F, %M H G5 K&
HAEA bin SCHNAFUT, HEe ESP RABLHFEE H 458 & bin U AT SR /43 :

at_customize.bin /! ZR/HRE
bootloader // bootloader
bootloader.bin
customized_partitions // AT B %F X bin X#
ble_data.bin
client_ca.bin
client_cert.bin
client_key.bin
factory_param.bin
factory_param_WROOM-32.bin
mgtt_ca.bin
mgtt_cert.bin
mgtt_key.bin

server_ca.bin

)

1.3. THES 13



https://www.espressif.com/sites/default/files/documentation/0c-esp-wroom-02_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/0c-esp-wroom-02_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp-wroom-02d_esp-wroom-02u_datasheet_cn.pdf
https://www.espressif.com/zh-hans/products/socs/esp8266
../../../en/latest/Get_Started/Downloading_guide.html
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(8:EW)

server_cert.bin

server_key.bin

download.config /] T EH S
esp-at.bin // AT [ J B
factory /] EFERITAEE bin X

factory_WROOM-32.bin

factory_parameter.log

flasher_args.json // T HS B B R

ota_data_initial.bin // ota data X #J#A1H

partition_table /!l —F KAk
partition-table.bin

phy_init_data.bin // phy HIEESE E

HH, download.config SUPFHLEBERFEHISEL:

--flash_mode dio --flash_freq 40m --flash_size 4MB
0x8000 partition_table/partition-table.bin
0x10000 ota_data_initial.bin

0xf000 phy_init_data.bin

0x1000 bootloader/bootloader.bin

0x100000 esp-at.bin

0x20000 at_customize.bin

0x24000 customized_partitions/server_cert.bin
0x39000 customized_partitions/mqtt_key.bin
0x26000 customized_partitions/server_key.bin
0x28000 customized_partitions/server_ca.bin
0x2e000 customized_partitions/client_ca.bin
0x30000 customized_partitions/factory_param.bin
0x21000 customized_partitions/ble_data.bin
0x3B000 customized_partitions/mqtt_ca.bin
0x37000 customized_partitions/mqtt_cert.bin
0x2a000 customized_partitions/client_cert.bin

0x2c000 customized_partitions/client_key.bin

. —-flash_mode dio {LFULIAFER fash dio B4
o —-flash_freq 40m fURILFE RN flash EIHAFE K 40 MHz;
e ——flash_size 4MB {CFEILE4E HY flash /)8 4 MB;

e 0x10000 ota_data_initial.bin fUFEHE 0x10000 HilkBEs ota_data_initial.bin {4,

14
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1.3.2 JER AT B ERE

T AR SR B RGP B ARSI -

Windows
FHEHSRZHT, W F#k Flash F2 T H, BHZH K Flash FTETEMNE, HSHELHT readme.pdf L
8l doc LRI,

o T Flash N TH;

o MRPEEATRERE P (HAb, FRAT3%+% Developer Mode. )

P

1] DOWNLOAD TOOLMOLDE | = || = || 2 |

Developer Mode

Factory Mode

& 10: Flash FzE T Hp#E
o VRNV ESP FE TH, 41 ESP8266 %45 MWk “ESP8266 DownloadTool”, ESP32-S2 1541V 1%
& “ESP32-S2 DownloadTool”; (ItAl, FA1iE#F “ESP32 DownloadTool”,)
o Rf AT [fFReR R, PANF O KA
— HEFEITAL R S E 2 0x0 Hidik: 2k “DoNotChgBin™, i FH Ly [l {41 BRIA L # 5

- I FEZA bin XA EAF ML G download.config SCHFFEATHCE, W) Ak
“DoNotChgBin”;

AT RS B, TR AR N EE O COM i, A “COM:” "NHg k% 1
S B XUAEE I SN HES % (£ Windows A A .

PR SERUG, i AT B2 TR .

1.3. THIES 15


https://www.espressif.com/zh-hans/support/download/other-tools
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/get-started/establish-serial-connection.html#windows
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7| ESPRESSIF DOWNLOAD T... | = || B |[wim]

ESPE266 DownloadTool

ESPE285 DownloadTool

ESP32 DownloadTool

ESP32D2WD DownloadTool

ESP3252 DownloadTool

K 11: Flash F# T Bkt

16 Chapter 1. A\|1IER
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[ v 3HEHL » OS(C) » bin » ESP32-WROOM-32_AT Bin V2.1.0.0 » build » factory v|\¢,,|

B2EES - A= RE  FEEE g=

-

=5

_| factory_parameter.log | SPIDownload | HSPIDownload | GPIOConfig |
|7] factory WROOM-32.bin

»

g
aa
(=] §=
m

1 o T
B

SpiFlashConfig

———  FLASH SIZE ;
SRR SpiAutoset
@ 40MHz m ) BMbit DaNotChgBin

) 26.7MHz SPI MODE ) 16Mbit [ LOCK SETTINGS

© 20MHz Qo o AL DETECTED INFO

) BOMHz © qouT ©) 64Mbit 1
© DIO ) 128Mbit
© DOUT
() FASTRD

Download Panel 1

COM: COM13 -

START STOP H ERASE |

BAUD: [g21600 -

120 TR A B B P

1.3. THES 17
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| download.config - iD=

SR _SRE(E) ER(0) FE(V) FEIH)
)2 partition_table/partition—table. bin
0x10000 ota_data_initial.bkin

0xf000 phy_init_data. bin

021000 bootloader/bootloader. bin

| ESP32 DOWNLOAD TOOL V3.8.5

| sPIDownload | HSPIDownload | GPIOConfig |

0x100000 esp-at. bin

0x20000 at_customize. bin

0x24000 customized_partitions/server_cert.bin
0x39000 customized partitions/matt_kev. bin
026000 customized partitions/server_key.bin
0x28000 customized partitions/server_ca. bin
0x2e000 customized partitions/client_ca. bin
0x30000 customized partitions/factory _param bin
0x21000 customized partitions/ble_data. bin
0x3B000 customized partitions/mqtt_ca bin
0x37000 customized partitions/mqtt_cert.bin
0x2a000 customized partitions/client_cert.bin
0x2¢000 customized partitions/client_key. bin

[l m

() FASTRD

Download Panel 1

f . FLASH SIZE
CombineBin pifutoSet
e r—"—"’"""” =

[JLOCK SETTINGS
DETECTED INFO

m

COM: COM13

suar | sror || emase |

BAUD: (921600

B 13 REE LAk S A

18
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Linux 8 macOS
TGRS Z i, %% esptool.py.

PAT R AT EH —, K AT [P R
o I TFHEEZA bin U ZRFEFHBAE: HA DA T i, #if PORTNAME F download.config Z4{(;

esptool.py --chip auto --port PORTNAME --baud 115200 --before default_reset --after|,

—hard_reset write_flash -z download.config

¥ PORTNAME B4 i IF K M) T 83 Ok, A EBICERE%E D4R, 2% 7 Linux Al macOS
AEFE I,

¥ download.config Bl piiZ SO IS E5 %
PAF S5 E b & ESP32-WROOM-32 #i4l i A4 :

esptool.py --chip auto --port /dev/tty.usbserial-0001 --baud 115200 --before,
—default_reset --after hard_reset write_flash -z --flash_mode dio --flash_freq 40m
——-flash_size 4MB 0x8000 partition_table/partition-table.bin 0x10000 ota_data_
—initial.bin 0xf000 phy_init_data.bin 0x1000 bootloader/bootloader.bin 0x100000,,
—esp-at.bin 0x20000 at_customize.bin 0x24000 customized_partitions/server_cert.bin
—0x39000 customized_partitions/mqtt_key.bin 0x26000 customized_partitions/server_
—key.bin 0x28000 customized_partitions/server_ca.bin 0x2e000 customized_partitions/
—client_ca.bin 0x30000 customized_partitions/factory_param.bin 0x21000 customized_
—partitions/ble_data.bin 0x3BO00 customized_partitions/mqtt_ca.bin 0x37000,

—customized_partitions/mqtt_cert.bin 0x2a000 customized_partitions/client_cert.bin

—0x2c000 customized_partitions/client_key.bin

o BT ESTEE AR E R 0x0 Hudik: #yAPAF 4>, it PORTNAME #l FILEDIRECTORY Z4f;

esptool.py --chip auto --port PORTNAME --baud 115200 --before default_reset --after
—hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_size 4MB 0x0
—FILEDIRECTORY

¥ PORTNAME #fie il IT A My N8 04 FR, A ELEMEZE DL, HE% 1 Linux fll macOS
FAEFR G .

S FILEDIRECTORY et T (P 7= R P 1O SCHEBE AR, SBHS LT, CPERE 22 factory/XXX.bin,
DT R e 2 ESP32-WROOM-32 41 Al

esptool.py --chip auto --port /dev/tty.usbserial-0001 --baud 115200 --before,
—default_reset --after hard_reset write_flash -z --flash_mode dio --flash_freq 40m|

—--flash_size 4MB 0x0 factory/factory_WROOM-32.bin
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https://github.com/espressif/esptool
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/get-started/establish-serial-connection.html#linux-macos
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/get-started/establish-serial-connection.html#linux-macos
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/get-started/establish-serial-connection.html#linux-macos
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/get-started/establish-serial-connection.html#linux-macos

ESP-AT User Guide

IRFRRG, Wik s AT B2 TR A .

1.3.3 #2& AT B TRERBY

TR IO T BRI A AT [ 75 R i -
« FTHHROLTHE, 40 SecureCRT;
o B BT ROREEIC “AT ar4 /MR 59RO (RERTIE AL fr i 42 ) ;
o WHER: 115200;
o Bl 8;
o KEe{z: None;
o {FILfL: 1;
o Ji¥s: None;
o A “AT+GMR” @4, I H4fT (CR LF);
TN EPTR, W OK, WIZoR AT [ b iid .
AT+GMR =
AT version:2.1.0.0(883f7f2 - Jul 24 2020 11:50:07)
SDK version:v4.0.1-193-ge7ac221b4

compile time(0ad6331):5ep 25 2020 10:23:43
Bin version:2.1.0(WROOM-32)

Ok

& 14: AT njghy

BN, G A ESP S gPILH &, WA R/l BT $ e B . o H SRR Y H
GAAL, WBERT ESP-AT [EfFE 2 IERRIIRL T .

ESP32 FF#LH &

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:Oxee
clk_drv:0x00,q_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DI0, clock div:2

load:0x3ff£0030,1en:4

load:0x3f£ff0034,1len:7184

ho 0 tail 12 room 4

(R

20 Chapter 1. A\|1IER




ESP-AT User Guide

(8:EW)

load:0x40078000,1len: 13200
load:0x40080400,1len:4564
entry 0x400806f4
boot: ESP-IDF v4.2 2nd stage bootloader
boot: compile time 11:23:19

(30)
(31)
(31)
(33)
(38)
(42)
47)
(52)
(56)
(63)
(71)
(78)
(86)
(93)
(101)
(108)
(112)
(187)
—load
I (194
—load
I (194)
—load
I (206)
—map

I (627)
—load
I (678)
—load
I (695)
I (695)

H H H H H H H H H H H H H H H H H H

boot: chip

boot.esp32:
boot.esp32:
boot.esp32:

revision: O

SPI Speed

SPI Mode

: 40MHz
: DIO

SPI Flash Size : 4MB

boot: Enabling RNG early entropy source...

boot: Partition Table:

boot: ## Label

boot:
boot:
boot:
boot:

A W N R O

boot:

phy_init
otadata

nvs

boot: b5 ota_1

boot: End

esp_image:

esp_image:

esp_image:

esp_image:

esp_image:

esp_image:

esp_image:

at_customize

ota_0

Usage

RF data
0TA data
WiFi data

unknown
0TA app
OTA app

of partition table

segment O:
1:

segment

segment

segment

segment

segment

segment

paddr=0x00100020
paddr=0x0012a328

: paddr=0x0012dd18

: paddr=0x0012e124

: paddr=0x00130020

: paddr=0x0023a498

: paddr=0x00256840

Type ST Offset
01 01 0000£000
01 00 00010000
01 02 00012000
40 00 00020000
00 10 00100000

00 11 0028000

vaddr=0x3f400020
vaddr=0x3ffbdb60

vaddr=0x40080000

vaddr=0x40080404

vaddr=0x400d40020

vaddr=0x400822f8

vaddr=0x400c0000

boot: Loaded app from partition at offset 0x100000

boot: Disabling RNG early entropy source...

max tx power=78,ret=0

2.1.0

Length

00001000
00002000
0000000
000e0000
00180000
0 00180000

size=0x2a300 (172800) map
size=0x039%e8 ( 14824)

size=0x00404 ( 1028),

size=0x01ef4d ( 7924)

size=0x10a470 (1090672),

size=0x1c3a0 (115616)

size=0x00064 ( 100)

ESP32-S2 JFHLH &

ESP-ROM:esp32s2-rc4-20191025

(M ogksr)
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Build:0ct 25 2019
rst:0x1 (POWERON) ,boot:0x8 (SPI_FAST_FLASH_BOOT)
SPIWP:0xee
mode:DI0, clock div:1

load:0x3ffe6100,1en:0x4

load:0x3ffe6104,1len:0x1a24

load:0x4004c000,len:0x1a6c¢c
load:0x40050000,1en:0x20fc
entry 0x4004c35c

I (46) boot: ESP-IDF v4.2 2nd stage bootloader
I (46) boot: compile time 11:24:34
I (46) boot: chip revision: O
I (47) gio_mode: Enabling default flash chip QIO
I (53) boot.esp32s2: SPI Speed : 80MHz
I (57) boot.esp32s2: SPI Mode : QIO
I (62) boot.esp32s2: SPI Flash Size : 4MB
I (67) boot: Enabling RNG early entropy source...
I (72) boot: Partition Table:
I (76) boot: ## Label Usage Type ST Offset Length
I (83) boot: O phy_init RF data 01 01 0000£000 00001000
I (91) boot: 1 otadata 0TA data 01 00 00010000 00002000
I (98) boot: 2 nvs WiFi data 01 02 00012000 0000000
I (106) boot: 3 at_customize unknown 40 00 00020000 000e0000
I (113) boot: 4 ota_0 O0TA app 00 10 00100000 00180000
I (121) boot: 5 ota_1 OTA app 00 11 00280000 00180000
I (128) boot: End of partition table
I (133) esp_image: segment 0: paddr=0x00100020 vaddr=0x3f000020 size=0x21bec (138220) map
I (167) esp_image: segment 1: paddr=0x00121c14 vaddr=0x3ffc9330 size=0x02fe0 ( 12256)
—load
I (169) esp_image: segment 2: paddr=0x00124bfc vaddr=0x40024000 size=0x00404 ( 1028)
—load
I (173) esp_image: segment 3: paddr=0x00125008 vaddr=0x40024404 size=0x0b010 ( 45072)
—load
I (193) esp_image: segment 4: paddr=0x00130020 vaddr=0x40080020 size=0xb0784 (722820) map
I (324) esp_image: segment 5: paddr=0x001e07ac vaddr=0x4002f414 size=0x09f18 ( 40728)
—load
I (334) esp_image: segment 6: paddr=0x00leabcc vaddr=0x40070000 size=0x0001c ( 28)
—load
I (346) boot: Loaded app from partition at offset 0x100000
I (346) boot: Disabling RNG early entropy source...
(FHEL)
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max tx power=78,ret=0

2.1.0

ESP32-C3 FFHLH i&:

ESP-ROM: esp32c3-20200918
Build:Sep 18 2020
rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:0xee
mode:DI0, clock div:2
load:0x3fcd6100,len:0x14
load:0x3fcd6114,1len:0x179c
load:0x403ce000,len:0x894
load:0x403d0000,1len:0x2bf8
entry 0x403ce000

I (54) boot: ESP-IDF v4.3-betal 2nd stage bootloader

I (55) boot: compile time 12:09:42

I (55) boot: chip revision: 1

I (57) boot_comm: chip revision: 1, min. bootloader chip revision: O

I (64) boot.esp32c3: SPI Speed : 40MHz

I (68) boot.esp32c3: SPI Mode : DIO

I (73) boot.esp32c3: SPI Flash Size : 4MB

I (78) boot: Enabling RNG early entropy source...

I (83) boot: Partition Table:

I (87) boot: ## Label Usage Type ST Offset  Length

I (94) boot: O phy_init RF data 01 01 0000£000 00001000

I (102) boot: 1 otadata 0TA data 01 00 00010000 00002000

I (109) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (117) boot: 3 at_customize unknown 40 00 00020000 000e0000

I (124) boot: 4 ota_0 0TA app 00 10 00100000 00180000

I (132) boot: 5 ota_1 0TA app 00 11 00280000 00180000

I (139) boot: End of partition table

I (144) boot: No factory image, trying OTA O

I (149) boot_comm: chip revision: 1, min. application chip revision: O

I (156) esp_image: segment 0: paddr=00100020 vaddr=3c140020 size=29cc8h (171208) map

I (201) esp_image: segment 1: paddr=00129cf0 vaddr=3fc8f000 size=03be8h ( 15336) load

I (205) esp_image: segment 2: paddr=0012d8e0 vaddr=40380000 size=02738h ( 10040) load

I (210) esp_image: segment 3: paddr=00130020 vaddr=42000020 size=135bfOh (1268720) map

I (489) esp_image: segment 4: paddr=00265c18 vaddr=40382738 size=0c778h ( 51064) load

I (502) esp_image: segment 5: paddr=00272398 vaddr=50000000 size=00004h ( 4) load
(T oUakEy)
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I (508) boot: Loaded app from partition at offset 0x100000
I (544) boot: Set actual ota_seq=1 in otadatal[0]

I (544) boot: Disabling RNG early entropy source...

max tx power=78,ret=0

2.1.0

ESP8266 JFHLH & :

boot: ESP-IDF v3.4-rc 2nd stage bootloader

(120) boot: End of partition table

(124) boot: No factory image, trying OTA O

(129) esp_image: segment 0: paddr=0x00010010 vaddr=0x40210010 size=0xac0d0 (704720) map
(138) esp_image: segment 1: paddr=0x000bcOe8 vaddr=0x402bc0e0 size=0xlaba8 (109480) map
(146) esp_image: segment 2: paddr=0x000d6c98 vaddr=0x3ffe8000 size=0x00788 ( 1928)
—load

I (155) esp_image: segment 3: paddr=0x000d7428 vaddr=0x40100000 size=0x00080 (  128)
—load

I (164) esp_image: segment 4: paddr=0x000d74b0 vaddr=0x40100080 size=0x059c4 ( 22980)

—load

I (54) boot: compile time 11:18:21

I (54) boot: SPI Speed : 80MHz

I (57) boot: SPI Mode : DIO

I (61) boot: SPI Flash Size : 2MB

I (65) boot: Partition Table:

I (68) boot: ## Label Usage Type ST Offset  Length

I (75) boot: O otadata O0TA data 01 00 00009000 00002000
I (83) boot: 1 phy_init RF data 01 01 0000£000 00001000
I (90) boot: 2 ota_0 OTA app 00 10 00010000 000e0000
I (98) boot: 3 at_customize unknown 40 00 000£0000 00020000
I (105) boot: 4 ota_1 OTA app 00 11 00110000 000e0000
I (112) boot: 5 nvs WiFi data 01 02 001£0000 00010000
I

I

I

I

I

I (173) boot: Loaded app from partition at offset 0x10000
phy_version: 1163.0, 665d56c, Jun 24 2020, 10:00:08, RTOS new
max tx power=78,ret=0

2.0.0

TR A TR ESP-AT TR, EFEEESP-AT 4,

R AR ST AT 1] ESP-AT, 3§ | bdie st i, TR TR DA SRE PR [ T 4, SRS -1
BET AT, TR R BB R AT [,
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CHAPTER 2

AT Elf

Please refer to [English]

2.1 ZHrIEHF

AR T BB AR [

2.1.1 ESP32-WROOM-32 Series
e v2.1.0.0 ESP32-WROOM-32 AT Bin V2.1.0.0.zip (#EFF)
e v2.0.0.0 ESP32-WROOM-32 AT Bin_V2.0.0.0.zip

2.1.2 ESP32-WROVER-32 Series
e v2.1.0.0 ESP322WROVER_AT Bin V2.1.0.0.zip ($E#)
e v2.0.0.0 ESP32-WROVER_AT Bin_ V2.0.0.0.zip

2.1.3 ESP32-PICO Series

e v2.1.0.0 ESP32-PICO-D4_AT_ Bin_V2.1.0.0.zip ($##)

e v2.0.0.0 ESP32-PICO-D4_AT Bin_V2.0.0.0.zip

25


../../../en/latest/AT_Binary_Lists/index.html
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROOM/ESP32-WROOM-32_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROOM/ESP32-WROOM-32_AT_Bin_V2.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROVER/ESP32-WROVER_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROVER/ESP32-WROVER_AT_Bin_V2.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_PICO_D4/ESP32-PICO-D4_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_PICO_D4/ESP32-PICO-D4_AT_Bin_V2.0.zip
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2.1.4 ESP32-SOLO Series

e v2.1.0.0 ESP32-SOLO AT Bin V2.1.0.0.zip (JfE#)

e v2.0.0.0 ESP32-SOLO__ AT Bin_V2.0.0.0.zip

2.2 ZHmeaE

R T BT AR A [0

2.2.1 ESP32-S2-WROOM Series

o v2.1.0.0 ESP32-S22WROOM_AT Bin V2.1.0.0.zip (##)

2.2.2 ESP32-S2-WROVER Series

e v2.1.0.0 ESP32-S2-WROVER_AT Bin V2.1.0.0.zip (##)

2.2.3 ESP32-S2-SOLO Series

o v2.1.0.0 ESP32-52-SOLO_ AT Bin V2.1.0.0.zip ($##%)

2.2.4 ESP32-S2-MINI Series

e v2.1.0.0 ESP32-S2-MINI AT Bin V2.1.0.0.zip (#E47)

2.3 AmeIE

HERE T BRORT AR A [0

2.3.1 ESP-WROOM-02 Series

e v2.2.0.0 ESP8266-IDF-AT V2.2.0.0.zip (HE#)
e v2.1.0.0 ESP8266-IDF-AT V2.1.0.0.zip

e v2.0.0.0 ESP8266-IDF-AT V2.0.0.0.zip
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https://download.espressif.com/esp_at/firmware/ESP32/ESP32_SOLO/ESP32-SOLO_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_SOLO/ESP32-SOLO_AT_Bin_V2.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-WROOM/ESP32-S2-WROOM_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-WROVER/ESP32-S2-WROVER_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-SOLO/ESP32-S2-SOLO_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32S2/ESP32-S2-MINI/ESP32-S2-MINI_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP8266/ESP8266-IDF-AT_V2.2.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP8266/ESP8266-IDF-AT_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP8266/ESP8266-IDF-AT_V2.0_0.zip

CHAPTER 3

[English]

AERF AN G4 AT 5S> WERASHIbRE, 40 [ESP32 Only], WA () frd HiE
T ESP32 R4, AR AL, WERSF T ESP R4, 4% ESP32, ESP8266. ESP32-52.
ESP32-C3.

3.1 Kl AT &

[English]

AT: i AT J53)

AT+RST: M

AT+GMR: #FRAF L

AT+CMD: )24 H B SRR A fir e S i 42881
AT+GSLP: kA Deep-sleep i,

ATE: FEJHE % AT [ B3 6g

AT+RESTORE: W] H&E

AT+UART _CUR: '8 UART 4 yilamffl s, AMefrs flash
AT+UART DEF: %% UART BHARCE, 13777 flash

AT+SLEEP: %8 sleep iz,
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../../../en/latest/AT_Command_Set/index.html
../../../en/latest/AT_Command_Set/Basic_AT_Commands.html
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o AT+SYSRAM: 5if)24 Fil 43 bk (8] F fi /N 25 )
o AT+SYSMSG: il /B R G IRE R

o AT+USERRAM: #AEH 235K RAM

o AT+SYSFLASH: #Eif)kiE flash ] F14rIX

o [ESP32 Only] AT+FS: RS H#AE

o AT+RFPOWER: #if)/i%#& RF TX Power

o AT+SYSROLLBACK : [A]7E% DAY & {2

o AT+SYSTIMESTAMP: i /5% B A< Hi i i) 3%

o AT+SYSLOG: iz AT £~ aHER

o AT+SLEEPWKCFG: %8 Light-sleep MiEEVHEAIMLEE GPIO
o AT+SYSSTORE: %% SHAF M

o AT+SYSREG: 5% 174¢

o [ESP32-S2 Only| AT+SYSTEMP: #%if] ESP32-S2 NHRE

3.1.1 AT: it AT S5

hITHS

LT

AT

Wi :

0K

3.1.2 AT+RST: EFiER

28
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0K

3.1.3 AT+GMR: EEFRAFEE

<AT version info>
<SDK version info>
<compile time>

<Bin version>

(0)¢

o <AT version info>: AT B.UDEMRAE S, BAIIIE esp-at/components/at/1ib/ HF K. fUigE
PIVERY , TPt

e« <SDK version info>: AT {#ffF4 SDK MA(FHE, EN1E X esp-at/module_config/
module_{platform}_default/IDF_VERSION ({4,

o <compile time>: [ JHTE] .

 <Bin version>: AT [E{FHAMEE. BAFERATE menuconfig HEIL.

1L

o WERGHAEMN ESP-AT BfFHA LA, #5ei4t AT+GMR ARE B

P

AT+GMR

AT version:2.2.0.0-dev(cadlec4 - ESP32 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time(98b95fc):0ct 29 2020 11:23:25

(@3
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Bin version:2.1.0(MINI-1)

0K

3.1.4 AT+CMD: EiFHFEHZHUMAGIRGIEE

+CMD:<index>,<AT command name>,<support test command>,<support query command>,<support

—set command>,<support execute command>

0K

e <index>: AT W75

e <AT command name>: AT iS4

e <support test command>: 0 F/RA T, 1 Fni

o <support query command>: 0 F/RATH, 1 FRIFF
e <support set command>: 0 FE/RALH, 1 FTRIFF

o <support execute command>: 0 FRATEr, 1 FnLFH

3.1.5 AT+GSLP: # )\ Deep-sleep =z
wES

e

AT+GSLP=<time>

Wi % ¢
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<time>

0K

S8

o <time>: W#PEA Deep-sleep MM, i ZFb. BOEMEIE, B H e, IR
WREEAE, SRS BN AT .
— ESP32 fil ESP32-S2 #4£4%: fzk Deep-sleep B 2% 28.8 K (2 311 ZF).,

— ESP8266 ¥4 fixk Deep-sleep IR L4 3 /NG, i T RECFARPFBR A, B 14 ERIR AR 1R] 2 1 1
B R G P T ) 1

tEA
o ESP8266 #4544 GPIO16 #4:5] RST 44 A Aerr MEAR T 45 o J5 1 4 e .
o HTINFRERZW, Ja kst A Deep-sleep FSLBRETK SHISHH Z Al S fFFEZE 5
o WAL H B A ESP8266 (1) RST & IR (IGH T Ik f H A Deep-sleep HHIefi .

3.1.6 ATE: FREsi%H AT EEIEE

HITHE

Eld

A

ATEO

Y

ATE1

W 3% ¢

0K

S8

o ATEO: XHnE
« ATELl: FRE[ 5
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3.1.7 AT4+RESTORE: {ZEHI %=
HiITH<

A .
"ﬂ/?\'

AT+RESTORE

Wi i ¢

0K

L

o UMAHER A ER flash B9S8R HERA S,

o BITEMASLERRE.
3.1.8 AT+UART_CUR: &5 UART %4gillEitEE, F{F7EF flash
EiaS

ZE

AT+UART_CUR?

W

+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

0K

AT+UART_CUR=<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

Wi 3% ¢

0K
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e <baudrate>: UART J{f%
— ESP32 fil ESP32-S2 4% 353 80 ~ 5000000
— ESP8266 #%&4£5: CFFILEIAN 80 ~ 4500000
o <databits>: FIE{I
5: 5 bit Zdafis
6: 6 bit HFE{r
— 7: 7 bit FAEAL
— 8: 8 bit Ffr
o <stopbits>: {F-1i
— 1: 1 bit fF1Lf
— 2: 1.5 bit {1

— 3: 2 bit {F L

o <parity>: KIG{V
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
—0: FEEREMEE
— 1: {fif RTS

— 3: [AHH#iEE RTS 1 CTS

iEAR
o IR MHE UART BLESEIWSERE, BTFrSaeRE , vTReS513E EA diin 25
o ARULEARLEE] flash,
o MMM IEIRET HiER &N CTS/RTS &M, #1E0W Wa tr# 4% Ml components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,
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B

AT+UART_CUR=115200,8,1,0,3

3.1.9 ATH+UART_DEF: & UART EIAECE ., R7EF flash
i

A

AT+UART_DEF?

W

+UART_DEF : <baudrate>,<databits>,<stopbits>,<parity>,<flow control>

0K

AT+UART_DEF=<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

Wi i3 ¢

0K

2

e <baudrate>: UART 4%
— ESP32 f1 ESP32-S2 %% Vi~ 80 ~ 5000000
— ESP8266 14 R 80 ~ 4500000

o <databits>: FE{i
— 5: 5 bit ZdEfL

6: 6 bit ZHifr

7: 7 bit Fd{L

8: 8 bit %z

34 Chapter 3. AT &#4&




ESP-AT User Guide

o <stopbits>: (&}
= 1: 1 bit {11 f
— 2: 1.5 bit {114
— 31 2 bit fEILf

o <parity>: K57
— 0: None
—1: O0dd
— 2: Even

o <flow control>: s

— 00 AERERA

g CTS

3: [AEEiGE RTS 1 CTS

L)

o FLEHUCRHRAFAE NVS 3K, 243 B L MR A 2L
o EJHRE RS RE W HIEHE W A K CTS/RTS M, PN WA #+i£ 4% M components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

Pl

AT+UART_DEF=115200,8,1,0,3

3.1.10 AT+SLEEP: & EEERE
EEHS

Py
A

AT+SLEEP?

W .
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+SLEEP:<sleep mode>

0K

AT+SLEEP=<sleep mode>

Wi i ¢

0K

S8

e <sleep mode>:
— 00 ZEJH HERR AR
— 1: Modem-sleep DTIM #i3, GHBRIHCRARYE AP ) DTIM & 3¢

— 2: Light-sleep £3X;, CPU $f B gl AREHR, SPBBFRIEAT+ CWIAP fy45 X B listen
interval ZHE W M)

— 3: Modem-sleep listen interval Bz, SPHILHEIRIEAT+CWIAP A% B 1listen interval
SHE K

L)
o HAFE station iz, A AJPAEE Modem-sleep Fil Light-sleep RERRARZ
o B Light-sleep BizlHT, @UURANEL AT+SLEEPWEKCFG {415 B UM BEyR , 75 W A, 5
Fr—E AT HERRR S
o ¥ Light-sleep /5, U144 Light-sleep MaHE SN B, 4KF B 2k ABEAREK , 24 Light-sleep
W 25 A R I, TR R B B M HRAS K e i

o AL ATARE 0, 1, 3, {EARERI 2 (T ESP-IDF ARSCFRILAH) o #AiGdl, R
AT+SLEEP=2, fi4 AT+SLEEP? £:R[i| 3, TiAJE 2
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B

AT+SLEEP=0

3.1.11 AT+SYSRAM: EiFHEFKHETEFIR/NHETE
EHH

A

AT+SYSRAM?

W

+SYSRAM:<remaining RAM size>,<minimum heap size>

0K

S8

e <remaining RAM size>: MH[FfH=SA]), Bf7: byte

e <minimum heap size>: F/NEZS[A], E{: byte

=Bl

AT+SYSRAM?
+SYSRAM: 148408,84044
0K

3.1.12 AT+SYSMSG: Eif/IHEBERFAZRTER

Y RGBS

=

A

AT+SYSMSG?

W

3.1. BHiAT &
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+SYSMSG:<state>
0K

REGS

Dyt
WEAGRNER

ke

AT+SYSMSG=<state>

ja] 7 <
0K
8
¢ state>:
— Bit0: iR Wi-Fi i #4525 B2 BT EREE
£ 0: AATE)
* 1: FTEJ +QUITT
— Bitl: R E B
0 MR /RE B, AN XX, CONNECT
* 1 R RE RS B, W +LINK_CONN:status_type,link_id,ip_type,terminal_type,
remote_ip,remote_port,local_port
— Bit2: EBRRSEREE, EHT Wi-Fi £ 142X, Bluetooth LE SPP } Bluetooth SPP
0 ATEHIRRER
* 1: 24 Wi-Fi, socket, Bluetooth LE B} Bluetooth JRZS & A okAsnt, FTEIE/RER., 0:
- "CONNECT\r\n" s PL "+LINK CONN:" JF3k#4E 51z &
- "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
- "WIFI DISCONNECT\r\n"
(@323
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- "+ETH_CONNECTED\r\n"

- "+ETH_DISCONNECTED\r\n"

- Pl "+ETH_GOT_IP:" FFLWRTFEE

- PL "+STA_CONNECTED:" JkmWiERfE B

- PL "+STA_DISCONNECTED:" FF3k W2 R K
- PL "+DIST_STA_IP:" FWMETE L

- PL "+BLECONN:" JF3k gy 7~ f5 &

- DL "+BLEDISCONN:" JFk@i2 =1 &

L)

o HAT+SYSSTORE=1, Wit HBCRRITAE NVS 531X,
o A Bit0 4 1, B Wi-Fi 5 545X Bf&$/R +QUITT,

o A Bitl N 1, ¥ & ¥ WMAT+CIPSTART FAT+CIPSERVER fiv %, & 4K 18 &~
“4+LINK__CONN:status_ type,link_id,ip_ type,terminal type,remote_ ip,remote_ port,local port”
AR “XX,CONNECT”,

)

P

// B Wi-Fi BEEKAEATHETEL
/] EEEWAT AR T R

/] FERERAREHATHE L
AT+SYSMSG=2

3.1.13 AT+USERRAM: #{EHFPEIZ=H RAM
FAG<

i
AP ET ] S RAM R/

Py -
iy 4

AT+USERRAM?

Wi i *
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+USERRAM: <size>

0K

RESS
yfie:
YE. BE. 5. BER. BEUH T RAM %5

O e
iy

AT+USERRAM=<operation>,<size>[,<offset>]

W

+USERRAM:<length>,<data> /] RERZEER, f2HEXNEE

0K

S8

. <operation>:
0: BT RAM =5[]
L B P RAM %3[H]
- 2: [ RAM SR
- 3t WP RAM Begii
—4: FHRHA P RAM _Ei %
o <size>: 4ML/iE/ B RAM K/h

o <offset>: /5 RAM WfREE. ERil: 0

o IHESITLAHA R EZ B2 B P RAM %5 0].

o 4 <operator> fy write B}, RGUE| M A EHEIATIRI >, T DA A B B, HdEk
JEN Y5 <length> —%{.

+ 4 <operator> } read HfIf HKE KT 1024, ESP-AT &PARIFEARAZ R IIE , RIS 52 i
1024 FH45 48R, &4 PA \r\nOK\r\n 455
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B

// %F 1 KB A RAM g
AT+USERRAM=1, 1024

// 1 RAM Z=[aFF#4(0 8 B N\ 500 F 3% iz
AT+USERRAM=2,500

// W RAM ZE{F 100 frEHELE 64 FFHIE
AT+USERRAM=3, 64,100

// BHJR P RAM Z
AT+USERRAM=0

3.1.14 AT+SYSFLASH: &EFigsiEE flash BP9 X

EEHL

i
#if flash 173 IX

AT+SYSFLASH?

W

+SYSFLASH:<partition>,<type>,<subtype>,<addr>,<size>
0K

BES

yfig:

B B, R flash H 9K
i

AT+SYSFLASH=<operation>,<partition>,<offset>,<length>

W i <

3.1. BHiAT &
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+SYSFLASH:<length>,<data>
0K

o <operation>:
— 0 #rpX
-1 55K
-2 FArIX
« <partition>: | X 4k
o <offset>: fpfsitt
o <length>: %Ki
o <type>: HP XA
o <subtype>: XA
o <addr>: FfforXHshk
o <size>: HFUFXAUN

o A QTR at_customize.bin, FEAFRW ZH 4T A < Ly K.

o BEBRAXEF, EAELOFIHM <offset> I <length> Z4k, M ToeBEBIRZH R XK. BN, &
4~ AT+SYSFLASH=0,"ble_data" R[E[R¥EA~ “ble_data” Ximk, UNRIERRDKIBTAENE <offset>
<length> &%, WX NSHEZRE 4 KB FREEE.

o KT KHE 2% ESP-IDF JrIX 4,

4 <operator> i write W, RGULH|M A5 EHATIRIE] >, MR DA A B )8R, Bk
EW 5 <length> —F,

o HORHT, WLERIZ X,

e 5 PKI bin B}, Z%{ <length> W & 4 FITHIEEEE.

r3t])

// M "ble_data" SR EHHH 0 AFEE 100 FH
AT+SYSFLASH=2, "ble data",0,100

(@3
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(8 k7))
// FE "ble_data" HREFH I 100 LE N 10 FF
AT+SYSFLASH=1,"ble_data",100,10
// M "ble_data" HREFFH I 4096 LB 8192 FFH
AT+SYSFLASH=0,"ble_data",4096,8192
3.1.15 [ESP32 Only] AT+FS: XHRGIRE
RESS
[
AT+FS=<type>,<operation>,<filename>,<offset>,<length>
Wi 3% ¢
0K
¥
o <type>: HHEI{Hf FATFS
— 0: FATFS
¢ <operation>:
— 0: ERSCHE
~ 1 BIfk
— 2 P
= 3t AR
— 4 EWPRAET U, HATCCRR H 5k
o <offset>: ffSHhitl, (AR EEEHIERE
o <length>: K&, (UG HAFRE
EA
o fEAA L THEF at_customize.bin, FEAIEE 2% ESP-IDF /3 [X % FldefT A 2 L4 K.
o BEIBCAIR I A BE TSR B ST RIS, SR [ S B K RE P K
31. B AT & 43
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+ 4 <operator> i write B, RGLE|M A5 EHATIRI >, MR DU A ZE S I 8dE, Bk
JEN 5 <length> —F{,

=Bl

/] REREAN M

AT+FS=0,0,"filename"

/] EENXEHHE 100 XEAN 10 FH
AT+FS=0,1,"filename",100,10

/] NEAXHRBHAE 0 LFEE 100 FF
AT+FS=0,2,"filename",0,100

/] FIHARE T PR X
AT+FS=0,4,"."

3.1.16 AT+RFPOWER: %Zif/i&E® RF TX Power

OGS

Yitig:
#if) RF TX Power

DN .
"Il/?\‘

AT+RFPOWER?

W

+RFPOWER:<wifi_power>,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>
0K

AT+RFPOWER=<wifi_power>[,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>]

Wi % ¢
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0K

S8

o <wifi__power>: i}y 0.25 dBm, WANEERHSEAEN 78, WSLERE RF Power {H> 78 * 0.25
dBm = 19.5 dBm. Jit® J5nlizfT AT+RFPOWER? iy fiiAsLbriy RE Power {H.

— ESP32 i ESP32-S2 &£ M HUE L E Fy [40,78]:

REE | KBRE | EBR dBm
[34,43] | 34 8.5
[44,51] | 44 11
[52,55] | 52 13
[56,59] | 56 14
(60,65 | 60 15
(66,71] | 66 16.5
[72,77] | 72 18
78 78 19.5
— ESP32-C3 45 I BUETE R [40,84):
BEE | EhrE S2fR dBm
[40,80] | < WEMH > | < WEMH > *0.25
[81,84] | 80 20

— ESP8266 % £ M HUE L J [40,82]:

BEE | EbrfE | EBF dBm
[40,47] | 32 8

[48,55] | 48 12

[56,63] | 56 14

(64,67] | 64 16

(68,73] | 68 17

[74,77] | 74 18.5
[78,81] | 78 19.5

82 82 20.5

e <ble_adv_ power>: Bluetooth LE |3/ RF TX Power, BUHTEFIH [0,7].
— 0: 7dBm

— 1: 4dBm
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— 2: 1dBm

— 3: -2dBm
— 4: -5 dBm
— 5! -8 dBm
— 6: -11 dBm
— 7 -14 dBm

e <ble_scan_ power>: Bluetooth LE H1{if) RF TX Power, BUE L A%} {EH[F] <ble_adv_power>
%%&o

e <ble__conn_ power>: Bluetooth LE iE#:/1) RF TX Power, BUHE FE K& X WAL R <ble_adv_power>
B4

3.1.17 B8R
« T RF TX Power 7p N AIR MG, 144> HMA 5 20 Y8 BEE L, Br DA

esp_wifi_get_max_tx_power ZrifjF|f{ wifi_power HU{H P fES5 esp_wifi_set_max_tx_power X E

MEATEES:, (AR HIRE K.

3.1.18 AT+SYSROLLBACK: [EI% 3Ll git0E 4

hTHe

AT+SYSROLLBACK

Wi i ¢

0K

5EA
o Aapo it OTA 4, RAWRRE S — OTA 73 XE
3.1.19 AT+SYSTIMESTAMP: ZEif]/i% = A6+ a)E;

EAH<

ik
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A ) AR 1 o 1) 78

Py
A

AT+SYSTIMESTAMP?

Wi 3% ¢

+SYSTIMESTAMP:<Unix_timestamp>
(0)

HEG?

i
BEEAHINT AR, 24 SNTP eSS, 552 2 805

P
"ﬂlf\‘

AT+SYSTIMESTAMP=<Unix_timestamp>

W i <

0K

S8

e <Unix-timestamp>: Unix I[a) &, B 7,

=Pl

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.20 AT+SYSLOG: FBEEsSiEZR AT Si2R5BI1EFR

EEHS
i
#2) AT BRI R A
LT

3.1. BHiAT &
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AT+SYSLOG?

Wi i ¢

+SYSLOG:<status>

AT+SYSLOG=<status>

W

0K

2%

o <status>: R AIR

-0 &H

-1 /A

B

// JB AT 2% KRR R

AT+SYSLOG=1

0K
AT+FAKE

ERR CODE:0x01090000

ERROR

48
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/] A AT #iERBRT
AT+SYSLOG=0

0K
AT+FAKE

// &4 “ERR CODE:0x01090000"

ERROR

AT FHRARD 2 —A 32 AL+ NBEHIEE, & SR

el FRE VE
bit32 ~ bit24 | bit23 ~ bit1l6 | bitl5 ~ bit0
o category: [HFE{H 0x01
» subcategory: 4fiRZiA
il miR A | WA
3
ESP_AT SUB_OK 0x00 OK
ESP AT SUB_COMMON_ ERROR 0x01 feg
ESP AT SUB NO TERMINATOR 0x02 RIRFNGEHREE (WPA “mn” 45R)
ESP_AT SUB_NO_AT 0x03 KIRFELE AT (AT HER at, At 5

aT)

ESP AT SUB PARA LENGTH MISMATO4 SR AT
ESP AT SUB PARA TYPE MISMATCH 0x05 BRI T
ESP AT SUB PARA NUM MISMATCH 0x06 Y e N
ESP AT SUB PARA_ INVALID 0x07 TR SR

ESP AT SUB_PARA PARSE FAIL 0x08 FRHT SRR
ESP_AT SUB_UNSUPPORT CMD 0x09 RIS
ESP_AT SUB_CMD_ EXEC FAIL 0x0A HATF o2
ESP_AT SUB_CMD_PROCESSING 0x0B AHEIAT F— St o
ESP AT SUB_CMD OP_ ERROR 0x0C B R i

o extension: FERYJEMER, AFENTRMAAFPY EMEE, 15 H components/at/include/

esp_at.h,

B, 455%4tF0 ERR CODE:0x01090000 7R “A %47,

3.1.21 AT+SLEEPWKCFG: B E Light-sleep IER;EFIMREE GPIO

3.1. BHiAT &
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RESHS

Py -
ﬂﬂ/?\‘

AT+SLEEPWKCFG=<wakeup source>,<paraml>[,<param2>]

Wi i <

0K

o <wakeup source>: Wik
— 00 JE I hne
- 1: fREAECE
— 2: GPIO Mg

<paraml>:
— MM R E R, S EEORMEIRE ], BAL: 2R
— MY GPIO I, Z3530R GPIO %1

e <param2>:
— MIEEEJE A GPIO I, %S H R LT
— 0: kAP
= 1: EF

5EA

o I£ ESP8266 & I, {£i RTC 10 1) GPIO16 ANEEB HMLEE ESP8266 1451y GPIO &,

Z )

/] R R
AT+SLEEPWKCFG=0, 1000

// GPI012 F A 1% v F Af e B
AT+SLEEPWKCFG=2,12,0
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3.1.22 AT+SYSSTORE: BESKEFiER
EHHS

otk

) AT SETEEER,

AT+SYSSTORE?

Mjn] oz <

+SYSSTORE: <store_mode>

0K

RES

[k

AT+SYSSTORE=<store_mode>

W i :

0K

2%

o <store_mode>: SFFHE
- 0: MAHCEANIEA flash
— 10 mAECEAEA flash (ERIA)

L)

o MR EM S, APHEaS, HohEiG

« ARSI TS
— AT+SYSMSG
— AT+CWMODE

— AT+CIPV6

M RAM i .

3.1. BHiAT &
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AT+CWJAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
AT+CWAPPROTO
AT+CWJEAP
AT+CIPETH
AT+CIPETHMAC
AT+BLENAME
AT+BTNAME
AT+BLEADVPARAM
AT+BLEADVDATA
AT+BLEADVDATAEX
AT+BLESCANRSPDATA
AT+BLESCANPARAM
AT+BTSCANMODE

AT+BLECONNPARAM

52
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B

AT+SYSSTORE=0
AT+CWMODE=1 // A # A\ flash
AT+CWJAP="test","1234567890" // T )\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // & )\ flash
AT+CWJAP="test","1234567890" // # A\ flash

3.1.23 AT+SYSREG: Z5&F 7528

REHL

fiy 4

AT+SYSREG=<direct>,<address>[,<write value>]

W] 7 <

+SYSREG: <read value> // i Ti& %% Lot
OK

SH

<direct>: LEE A4

- 0: AT

- 12 HIfF
« <address>: (uint32) AF{7AEbhE, FEFIESHM XN (FARSE T
<write value>: (uint32) B AfH, (& T 52 FEpem]

5EA

o AT A ZFfedeiihl, DL i R BV A7 A7 e AT 2%

=Bl

3.1. BHiAT &
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// ESP32-82 1033 #rii, 0x3F40402C d &AM ik 0x3F404000 548t Hak 0x2C (GPIO_ENABLE1

~REG) A0k
AT+SYSREG=1,0x3F40402C, 0x2

// ESP32-S2 1033 & F
AT+SYSREG=1,0x3F404010,0x2

// ESP32-S2 1033 # H {f & F
AT+SYSREG=1, 0x3F404010, 0x0

3.1.24 [ESP32-S2 Only] AT+SYSTEMP: #Eif ESP32-S2 HZREE

FAH<

Py
iy 4

AT+SYSTEMP?

M) oz <

+SYSTEMP: <temperature>
0K

S8

+ <temperature>: {EHH{E, AA: RKE

5EA

o MEFEHE: -10°C ~ 80°C, i%Z/NT 1°C

P

AT+SYSTEMP?
+SYSTEMP:21.59
0K
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3.2 Wi-Fi AT 9%

[English]

AT+CWMODE: i1/ 8 Wi-Fi 5, (Station/Soft AP /Station+Soft AP)
AT+CWJAP: #H: AP

AT+CWRECONNCFG: #if)/&'E Wi-Fi EiERH
AT+CWLAPOPT: & AT+CWLAP fA 4R Bt
AT+CWLAP: FHUEIW K AP

AT+CWQAP: WiIt5 AP fiE#

AT+CWSAP: Wil ® ESP32 SoftAP %k

AT+CWLIF: Z5if]i%$:3] ESP SoftAP [ station {58,

AT+CWQIF: WiIT station 5 ESP SoftAP HyiZE$:

AT+CWDHCP: J3f /%5 H DHCP

AT+CWDHCPS: #5ifi] /1% ESP SoftAP DHCP 4t IP Hitik3i [l
AT+CWAUTOCONN: |HLES H i AP

AT+CWAPPROTO: 2Fif] /%% Soft AP #iz{F 802.11 b/g/n #M¥Arif
AT+CWSTAPROTO: ¥ Station £z~ 802.11 b/g/n Pz
AT+CIPSTAMAC: #5if) /3 E ESP Station f) MAC Hilit:
AT+CIPAPMAC: #if] /& ESP SoftAP 1) MAC ik
AT+CIPSTA: #5if /138 ESP Station [ IP Hiik

AT+CIPAP: #if] /%5 ESP SoftAP ) IP Mk
AT+CWSTARTSMART: FFj& SmartConfig

AT+CWSTOPSMART: {2 SmartConfig

AT+WPS: % WPS Mg

AT+MDNS: #'% mDNS fig

[ESP32 Only] AT+CWJEAP: 3 WPA2 ik AP
AT+CWHOSTNAME: 25 /1¢ & ESP Station [ EH14Fx

AT+CWCOUNTRY : #if /38 Wi-Fi E 54

3.2.
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3.2.1 AT+CWMODE: #Eifj/ig® Wi-Fi #&5 (Station/SoftAP /Station+SoftAP)

AT+CWMODE?

Mjn] oz <

+CWMODE : <mode>
0K

W ESP s Wi-Fi s
A

fir

=

AT+CWMODE=<mode> [ ,<auto_connect>]

W

0K

S8

e <mode>: iz
0: J¢ Wi-Fi j&zt, 3 H 2] Wi-Fi RF

1: Station f#z{
— 2: SoftAP #i=z{
— 3: SoftAP+Station Fi=;

o <auto_ connect>: YJJ#: ESP &£ Wi-Fi # 0} (F140, M Soft AP 5 It Wi-Fi #z1J]4: % Station
istak Soft AP+ Station Hist), FE7H RN HENERE AP MISHIE, TRML: 1. SHEAIT, BT,
WLEHE H 3l iR

- 0: 2 B3hiER: AP Tike
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- 1o FH AghiEsE AP fII6E, HZRIC 2R H 3R AP (R E AR E] flash &, W) ESP i &-4f
Fhigsi AP

588

o BAT+SYSSTORE=1, ARVEEHRAEIE NVS 44X

)

AT+CWMODE=3

3.2.2 AT4+CWIAP: EHE: AP
EAH<

Jyiie:
#rif]5 ESP Station ##K) AP {55

Py -
ﬂﬂ/?\‘

AT+CWJAP?

W i <

+CWJAP:<ssid>,<bssid>,<channel>,<rssi>,<pci_en>,<reconn_interval>,<listen_interval>,

—<scan_mode>, <pmf>

% # ESP Station FEiEB:H AP
A

AT+CWJAP=[<ssid>], [<pwd>] [,<bssid>] [,<pci_en>] [,<reconn_interval>] [,<listen_interval>][,

—<scan_mode>] [,<jap_timeout>] [,<pmf>]

W i <
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WIFI CONNECTED
WIFI GOT IP

0K
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

g},

+CWJAP:<error code>
ERROR

AT+CWJAP

W

WIFI CONNECTED
WIFI GOT IP

0K
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP:<error code>
ERROR

S8

. <ssid>: H#A: AP {1y SSID
— g SSID FUERSHA L. " \\ FRRTFAT,

o <pwd>: BEHEK 64 FI7 ASCIH

58
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L)

<bssid>: Hfr AP ff) MAC #ilik, 424> AP Gl SSID i, %SHCR T M
<channel>: {55
<rssi>: 5B
<pci_en>: PCIiAjiE

— 0: ESP station "W S{Lf]—Fne >N AP %4, {5 OPEN fl WEP

— 1: ESP station 7 5% OPEN Hl WEP 2 AMNU{EAi]—Fings ity AP 4k
<reconn_interval>: Wi-Fi EiE[RfF, #Ai: b, BOAME: 1, HKME: 7200

— 0: WiTFiE32/5, ESP station AE % AP

— [1,7200]: WiFFi%E4%/5, ESP station fREGE M 5 AP Hi%
<listen__interval>: Wit AP beacon [[uIf, HAK AP beacon [HIf#, ERINME: 3, FEH: [1,100]
<scan_mode>: F#fifHi

— 0: PREEENNE, $EHFR AP JFA IR, ESP station 55— MIRFIN AP HEH

= 1 BAFTEEW, FraEEERG A 255, ESP station SHEEINESRIRMN AP HEH
<jap_timeout>: AT+CWJAP fir% RN, HA: 7, BIAME: 15, {5 [3,600]
<pmf>: PMF (Protected Management Frames, 24P H45ERMT), BRAALL 0

— 0 FREEH PMF

— bit 0: B4 PMF IJfg, $m30Hf PMEF, QR HAL R & HA PMF Zhag, W ESP ia 5 feitd
LA PMF #Eit4%

~ bit 1: 75 PMF, #RTE PMF, B4R R LH PMF 2B s
<error code>: R, {Ufiz%

— 1 R

— 2 TR

— 3 FUERE AR AP

— 4 R
FUEAE: kA R

WP AT+SYSSTORE=1, W8 EUHEIES] NVS 4 X
Ay 275 B station A

RS W) <reconn_interval> S5 AT+CWRECONNCFEG fiy4H 1) <interval_second> Z4{
FIFE . URIBFTARMG O E <reconn_interval> 4, Wi-Fi Bi%[a] [ i8] % FHBGAE 1

3.2.
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o BRI <ssid> il <password> Z4Y, KA E—RIEME
o PATES S ECE A 2 IR EAR T, BRIACH 15 7, Wi 240 <jap_timeout> BE
o FEZLRIR TPv6 Huhl, T EAT+CIPVi=1

o 4 OK A3 IPv4 WK ELMERL, MARE IPve MR . 28] ESP-AT DA IPv4 MZH
F, IPv6 M4 Mkl .

o WIFI GOT IPv6 LL FAEDZLIREF|AHIEERE IPv6 Hitl, XA HuhEEiE T EUI-64 AHiit4 4 sk 1y,
AFEEHSS . BT, XNTEWREAE 0K ZHf, HAlfefE 0K 2 J5.

o WIFI GOT IPv6 GL fRFEC LT 45 IPve Hudik, ZHuhk2d AP FAMEI S it &tk
JG BRI TH AT R, FEEHESS . BT, XATEI R EEYE 0K Z /i, WrlREYE 0K 2 )5
W REH T AP A SZHF IPv6 AT,

P

// W E B4 AP B SSID & "abc", A E "0123456789", |4 &
AT+CWJAP="abc","0123456789"

// WwE A AP B SSID & "ab\,c", AL E "0123456789"\", M@ E:
AT+CWJAP="ab\\\,c","0123456789\"\\"

/] R ZA~ AP A AAF# SSID "abc", Wit BSSID K E| E AT AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// #nR ESP-AT E i it PMF ## AP, &4 &
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.3 AT+CWRECONNCFG: Zif]/i®8 Wi-Fi EEiE

EOH<

A=)

4y

fi

#rif) Wi-Fi EiER S
O

I

A

=

AT+CWRECONNCFG?

W i+
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+CWRECONNCFG:<interval_second>,<repeat_count>
0K

AT+CWRECONNCFG=<interval_second>,<repeat_count>

Wi i ¢

0K

2%

e <interval_second>: Wi-Fi Ei&[a][F, Bf7i: b, BHAME: 0, HK[H 7200
— 0: WiIF#%ER:)S, ESP station AHEIE AP
— [1,7200]: WrFFiEH: )G, ESP station HEfEHEIRR S AP #EigE

e <repeat_ count>: ESP X422l EIE AP HWREL, ASEAFE <interval_second> AN 0 BFARK,
PN 0, HKMEH: 1000

— 0: ESP station {54 22i#4% AP

— [1,1000]: ESP station i fASHHE E HIREEE AP

r3t)

// ESP station £[§ 1 # &R EHE AP, 2% 100 K
AT+CWRECONNCFG=1,100

// ESP station ZWTFE#E A E&E AP
AT+CWRECONNCFG=0,0

L)
o AfyAHH <interval_second> B S5 AT+CWJIAP HH) [<reconn_interval>] Z4AHF

o G M THEhIT AP, Wi-Fi SCUHAIHLUE Wi-Fi B3R
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3.2.4 AT+CWLAPOPT: g8 AT+CWLAP 4 AMERMEM
REGS

A .
"ﬂé’\'

AT+CWLAPOPT=<reserved>,<print mask>[,<rssi filter>][,<authmode mask>]

Wi i ¢

0K

o

ERROR

S8

o <reserved>: {4E4I

o <print mask>: AT+CWLAP [QHEFERER B RATSE, BIAME: 0x7FF, 25 bit %k 1, Wi
X ZEL, R 0, IR IR 28

— bit 0: 2FH B/~ <ecn>
— bit 1: B2HFER <ssid>

— bit 2:

Ju

TR <rssi>

P

— bit 3: B2HE/R <mac>

— bit 4: B E/R <channel>

Ju

— bit 5: BEHE/R <freq offset>

o

— bit 6: G E/R <freqcal val>

— bit 7: B E/R <pairwise_ cipher>
— bit 8: BB/~ <group_ cipher>
— bit 9: BB E/R <bgn>

— bit 10: E&FEax~ <wps>

o [<vssifilter>]: AT+CWLAP WL R E B IASEGLE, WA, 20 R E S AT rssi
filter ZH(HM AP, Hfi: dBm, BRIAfH: 100, JEREl: [-100,40]

o [<authmode mask>]: AT+CWLAP WA RER BRATIAIET A AP, BIAE: 0xFFFF,
W vit x W 1, WERXINER XA AP, i 0, NAER
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bit 0: /275 7~ OPEN AUEJ =) AP
bit 1: 275 7~ WEP INIE =X AP
bit 2: 275 7% WPA_PSK iAIF =1 AP
bit 3: 275 7% WPA2_PSK iiF /=iy AP

bit 4: B E/~ WPA_WPA2 PSK IAUE =1 AP

— bit 5: &75 % WPA2_ENTERPRISE A\JF 5 H0 AP
— bit 6: 275k /% WPA3_PSK M IE =l AP
— bit 7: 275 ER WPA2_WPA3_PSK iAIF /=01 AP

— [ESP32-C3 Only] bit 8: 27 7 WAPT_PSK i\JE /3ty AP

P

/] F—=ABHEK L, K& AT+CWLAP @34 R fE 5 E RSST /7

/1 FBZASHG 31, W OOxIF, RAMAMEA L bit XA SEHL BTk
AT+CWLAPOPT=1,31

AT+CWLAP

/1 RETINIEH R4 OPEN fy AP
AT+CWLAPOPT=1,31,-100, 1
AT+CWLAP

3.2.5 AT+CWLAP: $9#%X4&i 5T g AP

REGS

i

FIIMFFERE & IFR AP, WidEE SSID. MAC Hilib sl {FiH 5
A

AT+CWLAP=[<ssid>,<mac>,<channel>,<scan_type>,<scan_time_min>,<scan_time_max>]

FH YA ) AP

3.2. Wi-Fi AT §4&
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AT+CWLAP

W] 3 2

+CWLAP:<ecn>,<ssid>,<rssi>,<mac>,<channel>,<freq_offset>,<freqcal_val>,<pairwise_cipher>,
—<group_cipher>,<bgn>,<wps>
0K

S8

o <ecn>: JE Iy

— 0: OPEN

— 1: WEP

— 2: WPA_PSK

— 3: WPA2_ PSK

— 4: WPA__WPA2_ PSK

— 5: WPA2 ENTERPRISE

— 6: WPA3_PSK

— 7: WPA2_ WPA3_PSK

— [ESP32-C3 Only] 8: WAPIL_PSK
o <ssid>: FAFHSE, AP [ SSID
o <rssi>: {FT5iRJE
o <mac>: FFFRSE, AP 1§ MAC Hiht
e <channel>: {ZiE%
o <scan_ type>: Wi-Fi 92

— 0: F3hHHH

— 1 gghidH

o <scan_ time_ min>: fpAMEE RN, PO 28, W [0,1500], WARHRZEEChHEH
i, RSEIH

o <scan_time_max>: fMEiHR KM, BA07: ZF, JERE: [0,1500], RBA 0, BRI
SRR, T3hiHEh 120 ms, #EhiHih 360 ms

. <freq_offset>: il ({£F5H)

. <freqeal val>: BUEBME( ((LFTIH)
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o <pairwise_ cipher>: XA
— 0: None

1: WEP40

— 2: WEP104
— 3: TKIP
— 4: CCMP
— 5: TKIP and CCMP
— 6: AES-CMAC-128
— 7 R
o <group_ cipher>: NI 5 <pairwise_cipher> S M2 E AR
o <bgn>: 802.11 b/g/n, # bit &k 1, WFIRFAREX VR, HBEN 0, MIFRREE AR RAR
— bit 0: 2EfffHE 802.11b A=
— bit 1: 2EFHE 802.11g #z
— bit 2: 2&{#HE 802.11n iz
o <wps>: wps flag
— 0: R3ZFF WPS

— 1. 7 WPS

EA
o X ESP8266 i%%, <scan_ time_min> fl <scan_ time_ max> Uik B NAHFEIME. R IX

PIN SRR W RN SR 0 s B MEAMAE, MECER I SECOAME, 38 120 ms,
BB 360 ms.

z3t)

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// FHIGE SSID Hy AP
AT+CWLAP="Wi-Fi"

3.2.6 AT+CWQAP: HiHF 5 AP pyi&Es:
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HITHL

=l

AT+CWQAP

Wi i <

0K

3.2.7 ATH+CWSAP: ECE ESP SoftAP &#

FEAH<

ifig:
25if] ESP SoftAP [l & 55

e

AT+CWSAP?

W

+CWSAP:<ssid>,<pwd>,<channel>,<ecn>,<max conn>,<ssid hidden>

0K

BEAS
YT ESP SoftAP ML F %
/ /?,’\:

oF

g

=

AT+CWSAP=<ssid>,<pwd>,<chl>,<ecn>[,<max conn>][,<ssid hidden>]

W i <

0K

S8

o <ssid>: FRFHRSEL, EARLIK
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o <pwd>: FHHSH, B, JEH: 8 ~ 64 T ASCII
e <channel>: {ZiE%
o <ecn>: MEHFX, AXEF WEP

— 0: OPEN

2: WPA_PSK
— 3: WPA2 PSK
— 4: WPA_WPA2 PSK

o [<max conn>]: FVFIEA ESP SoftAP [j# % station £tH , BYETEHE: [1,10]

[<ssid hidden>]:
— 0: J7#% SSID (FkiL)
— 1: RJ7#% SSID
38R
o KRIFASHEFBAT+CWMODE=2 8{Z AT+CWMODE=3 N AH%

o HAT+SYSSTORE=1, TtEBEBCRHRFAE NVS 43X

r3t)

AT+CWSAP="ESP","1234567890",5,3

3.2.8 AT+CWLIF: ZEigiZE#EF] ESP SoftAP B station {8

BiTHe

=

A

AT+CWLIF

W i <

+CWLIF:<ip addr>,<mac>

0K

3.2. Wi-Fi AT $%$&
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S8

o <ip addr>: #%$:ZF| ESP SoftAP 1 station [ IP Hitil:

o <mac>: %E}EF| ESP SoftAP 1) station [ MAC Hihl:

5EA

o RIGLTCIEEMFS IP, [UCFFE ESP Soft AP HIiE AR station DHCP 3 BERI I T A AL

3.2.9 AT4+CWQIF: HEfFF station 5 ESP SoftAP g%

HITHL

Dyie:
Wi A %A ESP SoftAP [ station

Pla sy
A

AT+CWQIF

W

0K

Wi A% A ESP SoftAP [y station

AT+CWQIF=<mac>

M ¥ :

0K

S8

o <mac>: FEWIFFEREN station ) MAC Hbhl

68
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3.2.10 AT+CWDHCP: BH/%H DHCP

AT+CWDHCP?

Wi i ¢

<state>

RESHS

yhig:
JE /55 H DHCP

Py
A

AT+CWDHCP=<operate>, <mode>

M .

0K

S8

e <operate>:
- 0: £
— 1

e <mode>:

— Bit0: Station ) DHCP
— Bitl: SoftAP fy DHCP

o <state>: DHCP BIRE

— BitO0:

* 0: 221 Station [ DHCP

* 1: |3 Station [ DHCP

— Bitl:

3.2. Wi-Fi AT §4&
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* 0: 28/ SoftAP 1y DHCP

* 1: JBH SoftAP ) DHCP
— Bit2 (ESP32 only):

* 0: 22 Ethernet i) DHCP

* 1: B Ethernet f) DHCP

5 EA
« BEAT+SYSSTORE=1, FiEFUEHEES] NVS 41X
o REEMSGEREFS IP Hlkf) iy > 2AH I, WAT+CIPSTA FAT+CIPAP
— #5H DHCP, WIEZ TP Hihkox bt
— S P, W DHCP 2%
- AR E A bk

r3t)

// B JH Station DHCP, 41 ® DHCP mode * 2, N3 DHCP mode % 3
AT+CWDHCP=1,1

// 25 SoftAP DHCP, #w ) DHCP mode >4 3, J|# DHCP mode 4 1
AT+CWDHCP=0, 2

3.2.11 AT+CWDHCPS: #if/i%EB ESP SoftAP DHCP 4Bty IP it SEH

FOHS

s

AT+CWDHCPS?

Wi

+CWDHCPS=<lease time>,<start IP>,<end IP>
0K
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RESHS
g

g

=

#EE ESP SoftAP DHCP R4 #5/Bihy IP HihkyE Rl
A

AT+CWDHCPS=<enable>,<lease time>,<start IP>,<end IP>

Wi i ¢

0K

e <enable>:

b

— 1: ¥ DHCP server {55, LS8 AIHE
=k

— 0: il DHCP server filll, WEENAME, JFESHILHHE

B

<lease time>: FLZymfIA], BAfZ: Jp4h, BUEHIEME: [1,2880]
<start IP>: ESP SoftAP DHCP flR44¢ 1P il bngiess 1P

<end IP>: ESP SoftAP DHCP fR4-%% IP Huihbihpysise 1P

HAT+SYSSTORE=1, P8 F SRR NVS 43X

Afy W ATE ESP Soft AP B ffifiE, HIT)E DHCP server il 1

BCER 1P HuhEFEE L2545 ESP Soft AP FE[H] — M B

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // W% &, KEBINE

3.2.12 AT+CWAUTOCONN: FEBHETHIhERE AP

3.2.

Wi-Fi AT $4%&
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RESHS

Py -
“ﬂ/?\‘

AT+CWAUTOCONN=<enable>

Wi i <
0K
a8
e <enable>:
- 1. b AZERE AP (BHA)
— 0: FHURE SNk AP
WiEA

o ABERIE] NVS K

r3t)

AT+CWAUTOCONN=1

3.2.13 AT+CWAPPROTO: #if/iRE SoftAP X T 802.11 b/g/n thilrAt

EEAHL

A e
“ﬂ/?'

AT+CWAPPROTO?

W i <

+CWAPPROTO=<protocol>
0K

72
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RESHS

Py -
“ﬂ/?\‘

AT+CWAPPROTO=<protocol>

Wi i <

0K

o
e <protocol>:
— Dbit0: 802.11b HpARE
— bitl: 802.11g tMXARE

— bit2: 802.11n WM ERHE

L)

o MPT, ESP ¥4 H %5 802.11b. 802.11bg 5 802.11bgn Prislkri

o BHATEBL T, ESP8266 %41 PHY mode J2 802.11bg #izt, I ESP8266 %K) PHY mode 2

802.11bgn iz

3.2.14 AT+CWSTAPROTO: %8 Station T 802.11 b/g/n thil#rifE

FOH<

DN .
"Il/?\‘

AT+CWSTAPROTO?

W

+CWSTAPROTO=<protocol>
0K

3.2. Wi-Fi AT §4&
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AT+CWSTAPROTO=<protocol>

Wi i ¢

0K

S8
e <protocol>:
— bit0: 802.11b PpsARUE
— bitl: 802.11g HMMA7E
— bit2: 802.11n PrsARUE

5EA

o M7, ESP %% H %+ 802.11b, 802.11bg 5§ 802.11bgn il brifk

o BRAIELL T, ESP8266 %% 1#% PHY mode & 802.11bg iz, I ESP8266 %% %) PHY mode &

802.11bgn =

3.2.15 AT+CIPSTAMAC: #if/i%E ESP Station §J MAC it

FAH<

ig:
Zrifi] ESP Station 1) MAC H#ihit

AT+CIPSTAMAC?

W i ¢

+CIPSTAMAC: <mac>
0K

RE®H

Dyie:
P E ESP Station 1) MAC Hiht

74
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[

AT+CIPSTAMAC=<mac>

Wi i ¢

0K

B

<mac>: FESE, FEn ESP Station [ MAC #ihit

i5tEA
#HAT+SYSSTORE=1, WEFEHCRRITE] NVS 73X
ESP SoftAP j MAC Hufik 5 ESP Station AR, RN UEFEK MAC ikt

MAC Huhkf Bit 0 AfEk 1, i, MAC #ihknfPAE “la:-7, (HARWPAZE “15:--7
FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 2 LR HuHE, ANREIRE

=Pl

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.16 AT+CIPAPMAC: Zif/i%xE ESP SoftAP g MAC #hiit

I}

SR

A=

4y

fi

T

2rif) ESP SoftAP ) MAC #iik
A

=

AT+CIPAPMAC?

Mjn] oz <

+CIPAPMAC:<mac>
0K

3.2. Wi-Fi AT §4&
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RESHS
g

pray

%8 ESP SoftAP ] MAC Hihl
wA:

=

AT+CIPAPMAC=<mac>

Wi i ¢

0K

S8

<mac>: FFHRSE, F/R ESP SoftAP ) MAC Mt

L)z

FAT+SYSSTORE=1, P& HECRAAEE] NVS 43X

ESP SoftAP ) MAC #ihik 5 ESP Station A[E], AN F R EFFEN MAC bk
MAC Huhkf Bit 0 AfER 1, B, MAC bt PAE “18:-7, (HATPAE “15:-7

FF:FF:FF:FF:FF:FF £ 00:00:00:00:00:00 & Tkl , ASRESE

r3t)

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.17 AT+CIPSTA: #Eif/i%E ESP Station B IP bt

G

=

fig:

#7if) ESP Station [ IP Hihl

=
°

AT+CIPSTA?

Wi i ¢

76 Chapter 3. AT §49%




ESP-AT User Guide

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip611:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

0K

& ESP Station 11 IPv4 Hihil:
A

wmA

=

AT+CIPSTA=<"ip">[,<"gateway">,<"netmask">]

Wi i :

0K

o < ip” >: FHEEE, Fn ESP station 1y IPv4 Huhil:
e <” gateway” >: [Wx
e <” netmask” >: T WL

e <” ipv6 addr” >: ESP station [t IPv6 Hihik:

o SEAEAAON, HAY ESP station A AP B RCELHS IP #uhk/5, A REANEI e IP ik

o HAT+SYSSTORE=1, Bl#E HHHRAES] NVS 43X

o ABREAMASGKE DHCP (a4 f W, WMAT+CWDHCP
— FEHEES IP sbhk, WAL DHCP
— #J5H DHCP, W%k 1P Hhhk

- o KECE S E S BRI E

3.2. Wi-Fi AT §4&
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B

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.18 AT+CIPAP: ZEif/i&E ESP SoftAP By IP it
i

Yriie:
251 ESP SoftAP ff) IP Huhk

O e
iy

AT+CIPAP?

MW 3% <

+CIPAP:ip:<"ip">

+CIPAP:gateway:<'"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip611:<"ipv6 addr">
+CIPAP:ip6gl:<"ipv6 addr">

0K

RESHY

=y

4y

fE:
B ESP SoftAP 1) IPv4 #iihil

s
H

7

.

=

AT+CIPAP=<"ip">[,<"gateway">,<"netmask">]

W

0K

S8

o <7 ip” > FRFHRZEL, FIR ESP SoftAP [y IPv4 ikt
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e < gateway” >: &

e <” netmask” >: TN

e <” ipv6 addr” >: ESP SoftAP fj IPv6 Ml

L)

o FHAT+SYSSTORE=1, PFiEHEUHHEAFE] NVS 43X

o REMLHE DHCP Wy ER I, WMAT+CWDHCP
— B IP sbhk, WAL DHCP
— #J5H DHCP, NI%EH#ES TP sk
— R —WEESES LRI E

B

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.19 AT+ CWSTARTSMART:

FFE ESP-TOUCH4AirKiss &AL

A

=

FF B SmartConfig

AT+CWSTARTSMART

REGS

Lyt :
F a8 € 2241 SmartConfig

AT+CWSTARTSMART=<type>[,<auth floor>]

W i <

3.2. Wi-Fi AT §4&
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0K

S8

o <type>: KA
— 1: ESP-TOUCH
— 2: AirKiss
— 3: ESP-TOUCH+AirKiss
+ <auth floor>: Wi-Fi YRS, ESP-AT A£%E#H:F] authmode KT I S(H AP
— 0: OPEN (iA)
— 1: WEP
— 2: WPA_PSK
— 3: WPA2 PSK
— 4: WPA_ WPA2_PSK
— 5: WPA2_ENTERPRISE
— 6: WPA3_PSK

— 7: WPA2 WPA3 PSK

WiEA
o WZA K SmartConfig WEE, HS% ESP-TOUCH i 4574
o SmartConfig U 7F ESP Station =0T ;
o 4. Smart get Wi-Fi info F/n SmartConfig iiZh3-HE] AP {58, Z)5 ESP =i{iE# AP;
e J4JM. Smartconfig connected Wi-Fi FI/RaiThiER:F| AP;

o [Ak ESP 4555206 SmartConfig i W 25 5 [ 25245 FH 1, BT PAZEAET B Smartconfig connected
Wi-Fi # S iERE T 6 BoHEHAT+CWSTOPSMART

o W[ AT+CWSTOPSMART {5 1F SmartConfig, SXGHMATEHAM AL . W&, & SmartConfig ;12
B ) AT HAD Ay 2

r3t)

AT+CWMODE=1
AT+CWSTARTSMART
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3.2.20 AT+CWSTOPSMART: {&1F SmartConfig

hiITHe

A .
"ﬂ/?\'

AT+CWSTOPSMART

Wi i ¢

0K

L]

o Juit SmartConfig B 57, FEAEMITHAL G Z BIHHAT+CWSTOPSMART FEjif SmartConfig
i I NTE

B

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.21 AT+WPS: H#E WPS 15§t
BESS

Wk

AT+WPS=<enable>[,<auth floor>]

W i <

0K

S8

e <enable>:
— 1: FFj3 PBC kA WPS

— 0: %I PBC 24885 WPS
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o <auth floor>: Wi-Fi AiFREH{E, ESP-AT A4&iE#:%] authmode (KT I BIER AP
0: OPEN (®i0)

1: WEP

— 2: WPA_PSK

— 3: WPA2 PSK

— 4: WPA__WPA2 PSK

— 5: WPA2_ENTERPRISE
— 6: WPA3_ PSK

— 7: WPA2 WPA3 PSK

L
o WPS Mifig e ESP Station {HE Y1 5L I H
o WPS A3 WEP 5

B

AT+CWMODE=1
AT+WPS=1

3.2.22 AT+MDNS: %8 mDNS 1)§E
HEG

A

AT+MDNS=<enable> [, <hostname>,<service_name>,<port>]

W

0K

S8

¢ <enable>:

— 1: JF/d mDNS Jifig, JFLSHHEIHE
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— 0: XM mDNS Jifig, JFESHILHES

e <hostname>: mDNS FH|4FF

El

e <service__name>: mDNS [R5 4 Fx

e <port>: mDNS i

B

AT+MDNS=1, "espressif","_iot",8080
AT+MDNS=0

3.2.23 [ESP32 Only] AT+CWJEAP: &} WPA2 &MV iR AP

FOH<

Jifik:
#rifi] ESP station AR AP BOECE (5 B

[

AT+CWJEAP?

Wi i ¢

+CWJEAP:<ssid>,<method>,<identity>,<username>,<password>,<security>
0K

RESHS

=y

4y

fiE:
S Hir ki AP
i)

e

AT+CWJEAP=<ssid>,<method>,<identity>,<username>,<password>,<security>[,<jeap_timeout>]

M

0K

g},

3.2. Wi-Fi AT §4&
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+CWJEAP:Timeout
ERROR

o <ssid>: it AP i SSID

— fiR SSID s R AL L. L \\ SRR, TR L
« <method>: WPA2 M\l iRIAF =

— 0: EAP-TLS

— 1: EAP-PEAP

— 2. EAP-TTLS
o <identity>: FrBr 1 W50y, FAFRRHHN 1 ~ 32

« <username>: B 2 P4, 5 1~ 32 45, EAP-PEAP. EAP-TTLS Wit iE h= ik
BAZE, EAP-TLS K LHFREARSE

o <password>: WB: 2 (TS, JEH: 1~ 32 %7, EAP-PEAP, EAP-TTLS WAl s
AZH, EAP-TLS R EFHEARSE

¢ <security>:
— Bit0: & mikAs
— Bitl: fR55EES

o [<jeap_timeout>]: AT+CWJEAP AR fGBIINE], BA: &b, BRIME: 15, JEE: [3,600]

r3t)

// #FZE EAP-TLS AIEF KA ALK AP, RE H4, BIEMSEIESH, WEEFmiEH
AT+CWJEAP="d1link11111",0, "example@espressif.com",,,3

// HEZE EAP-PEAP AEF R AR AP, B & AP 4. B8, FRIEREHZIER, T E 5%
iEH

AT+CWJEAP="d1link11111",1,"example@espressif.com","espressif","test11",0

HRICD:
WPA2 R4S =% DA ERR CODE: 0x<%08x> #5=UFT Bl :
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AT_EAP_MALLOC_FAILED

0x8001

AT_EAP_GET_NVS_CONFIG_FAILED

0x8002

AT _EAP_CONN_FAILED

0x8003

AT_EAP_SET_WIFI_CONFIG_FAILED

0x8004

AT _EAP_SET_ IDENTITY_FAILED

0x8005

AT _EAP_SET_ USERNAME_ FAILED

0x8006

AT _EAP_SET PASSWORD_ FAILED

0x8007

AT_EAP_GET_CA_LEN_FAILED

0x8008

AT_EAP_READ_CA_FAILED

0x8009

AT _EAP_SET_ CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT EAP_ READ_CERT FAILED 0x800C
AT _EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_ CERT_KEY_ FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT EAP_ ALREADY_ CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT _EAP_SSID NULL 0x8013
AT _EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT _EAP_CONN_TIMEOUT 0x8016
AT _EAP_GET_IDENTITY_FAILED 0x8017
AT _EAP_IDENTITY_ LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT EAP_PASSWORD_LEN_ERROR 0x801C
AT _EAP_GET_SECURITY_FAILED 0x801D
AT EAP_SECURITY_ ERROR 0x801E

AT _EAP_ METHOD_SECURITY_UNMATCHED

0x801F

AT EAP PARAMETER COUNTS ERROR

0x8020

AT_EAP_GET_WIFI_MODE_ERROR

0x8021

AT EAP_ WIFI_MODE NOT_STA

0x8022

AT _EAP_SET_CONFIG_FAILED

0x8023

AT EAP METHOD_ERROR

0x8024

L)

o HAT+SYSSTORE=1, W& HEUNEHRIFE] NVS 43X
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o MAAASFEIT Station FEX
o (] TLS ALy A AR aiik 15

3.2.24 AT+CWHOSTNAME: Zif/ixE® ESP Station BJEH ZFR

FOH<

Dyie:
#rif) ESP Station 1) ENLAFR

s

AT+CWHOSTNAME?

L)V

+CWHOSTNAME : <hostname>

0K

RE®

Jyiie:
P E ESP Station [ 1ML

AT+CWHOSTNAME=<hostname>

W i <

0K

F1%IT)a Station A=K, Mk |[A]:

ERROR

S8

e <hostname>: ESP Station [ EWLZFK, wmKRKE: 32 &3
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588

o JilEHEBCARTE fash

P

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.25 AT+CWCOUNTRY: Zi#/iE Wi-Fi BRKHB
EHHS

ik
i) Wi-Fi B Z A

Py -
ﬂﬂ/?\‘

AT+CWCOUNTRY?

W i ¢

+CWCOUNTRY : <country_policy>,<country_code>,<start_channel>,<total_channel_count>

0K

REGS

=y

4y

fi
W Wi-Fi BZA
A

fir

=

AT+CWCOUNTRY=<country_policy>,<country_code>,<start_channel>,<total_channel_count>

W

0K
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« <country_ policy>:
— 0: BFEZEMNLHCA ESP BAEAR AP () EZEAY
— 1t AUEEZA, RAREA G BCE N E 2 A
o <country_code>: EZFMNM, HAKE: 3 MFRF
o <start_ channel>: EI{fF51E, JEH: [1,14]

e <total channel count>: {18\ 4

38R

o JlEEBCAEGFE fash

)

AT+CWMODE=3
AT+CWCOUNTRY=1,"CN",1,13

3.3 TCP/IP AT &%

[English)]
« AT+CIPVG: J3H /2 IPv6 W% (IPv6)
o AT+CIPSTATUS: #5if] TCP/UDP/SSL #HRESHE B
o AT+CIPDOMAIN: 38 f#Hr
« AT+CIPSTART: %~ TCP #$8:. UDP #&#is SSL 4%
o AT+CIPSTARTEX: #SLHFAM ID 1) TCP 4. UDP &4 SSL 4%
o MEREHEREXN] +++ BHEEEX
o AT+CIPSEND: {5 &KX 8 Wi-Fi & #EX T R EEdE
o AT+CIPSENDEX: Fe-§ i@ 2 X TR MY Rm L k5
« AT+CIPCLOSE: %4 TCP/UDP/SSL %z
o AT+CIFSR: ZxifjAHh IP HihkFn MAC ik
o AT+CIPMUX: NI/ &M 2 R
o AT+CIPSERVER: #r/%H TCP 5 SSL g% #%
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o AT+CIPSERVERMAXCONN : #if] /U R 45 SuVF 8 i e K 34K
o AT+CIPMODE: #iff) /i B AL ik

o AT+SAVETRANSLINK: ¥ BFHLEEHEX 5E

o AT+CIPSTO: #rif) /' EAH TCP JR45 AR E]

o AT+CIPSNTPCFG: #if] /B XF SNTP iR 55#%

o AT+CIPSNTPTIME: #if) SNTP H}ji]

o AT+CIUPDATE: it Wi-Fi FFg% [ -

o AT+CIPDINFO: ¥ +IPD 4 HiER

o AT+CIPSSLCCONF: #xifi /& SSL 7 F e &

o AT+CIPSSLCCN: Z5if]/#E SSL & F ik /A 14 (common name)

o AT+CIPSSLCSNI: #iff) /15 H SSL % Fifft) SNI

o AT+CIPSSLCALPN: 25/ ¥%'% SSL % i ALPN

o AT+CIPSSLCPSK: #%ifi /'8 SSL % Fiit) PSK

o AT+CIPRECONNINTV: #if]/#% % Wi-Fi 5 #£42 X, Ry TCP/UDP/SSL & j% [i] I
o AT+CIPRECVMODE: %5/ & socket IR

o AT+CIPRECVDATA: FREBESEBIOE R socket FH

o AT+CIPRECVLEN: Eif#ah#iii=XT socket Fidh iy KB

o AT+PING: ping XfuEHL

o AT+CIPDNS: #5if) /& DNS 4525 E

o AT+CIPTCPOPT: #%if)/i% & socket &I

3.3.1 AT+CIPV6: F3F/ZF IPv6 M4 (1Pv6)

EOHS

Jyiig:
#iff) IPv6 452 5 lihE

A

AT+CIPV6?

W
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+CIPV6:<enable>

0K

REG

yfik:
/251 TPv6 W 2%

O e
iy

AT+CIPV6=<enable>

W

0K

S%

o <enable>: IPv6 MZEHERIRES. BRIAME: O
— 0: 22 IPv6 M %%

— 1: B IPv6 WM&

5EA
o TEMEMI BT IPv6 MZH) BRI A, FEEEM IPve K 4. (Bl fn: BT IPv6

W % f J§ TCP/UDP/SSL/PING/DNS, i # %  TCP6/UDP6/SSL6/PING6/DNS6 %
TCPv6/UDPv6/SSLv6/PINGv6/DNSv6 )

3.3.2 AT+CIPSTATUS: #if TCP/UDP/SSL #E#EREFEE

AT+CIPSTATUS

W
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STATUS:<stat>
+CIPSTATUS:<1link ID>,<"type'">,<"remote IP">,<remote port>,<local port>,<tetype>
0K

S8

e <stat>: ESP station 3 OHLIRES
0: ESP station HERW ARG
1: ESP station HEWIRARE, (HIS K 1H Wi-Fi @4

— 2: ESP station B3 AP, k15 IP #uhk

— 3: ESP station EL#5. TCP, UDP 5 SSL 44
4: ESP ¥4 A TCP. UDP #l SSL #JWiIT

— 5: ESP station JFfid Wi-Fi 4%, (HMRE# E AP SN AP T
o <link ID>: WZE8 ID (0 ~ 4), HFZELANTL

° <” type” >: ?;‘r\gjﬁ%@ﬁv %%f?ﬁ%ﬂ 9 TCP” . ” UDP” . ” SSL” . b2 TCPVG” N b UDPV6” ﬁ
“SSLv6”

o <” remote IP” >: FEfFHRESEL, FoRitiy IPv4 Hidiksl IPv6 Hidik
o <remote port>: L {H
o <local port>: ESP A H{H
o <tetype>:
— 0: ESP &% i
— 1: ESP & tE IR S5 4%

3.3.3 AT+CIPDOMAIN: 5 Zf#Hr
HEG

s

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W

+CIPDOMAIN:<"IP address'">
0K
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S8

« <” domain name” >: FHEHTIYIEHS
 <ip network>: ik IP W%, BRiAEH: 1
— 1t EIRENT N IPv4 il
— 20 HENTR 1Pv4 Hitik
— 3 HARNT R IPv6 Hidik
o <” IP address” >: f#ffritny IP Hudit

L)
AT+CWMODE=1 // & E station i%iﬁ
AT+CWJAP="SSID", "password" // HEREW %

AT+CIPDOMAIN="iot.espressif.cn" // B & @A

/] BARNT, REATA IPvd Mk

AT+CIPDOMAIN="iot.espressif.cn",2

/1 BARAT, REMTA IPve Hiik
AT+CIPDOMAIN="ipv6.test-ipv6.com",3

/] BAERAT, EHRMBATA IPve Hiib
AT+CIPDOMAIN="ds.test-ipv6.com",1

3.3.4 AT+CIPSTART: 3T TCP &=, UDP {&555) SSL &k
I TCP &
BESS

// B#F (AT+CIPMUX=0):
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep alive>][,<"local IP">]

// % ¥ (AT+CIPMUX=1):
AT+CIPSTART=<1ink ID>,<"type">,<"remote host">,<remote port>[,<keep alive>][,<"local IP">
=]
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Wi 3% ¢

CONNECT

0K

o <link ID>: FZ53EE ID (0~ 4), HTZEEHEL
o <" type” >: FAFRESE, FRMGERESA,” TCP” o “TCPv6”. BRAHE:” TCP”
+ <” remote host” >: FAFHISHL, FRiliy [Pv4 Huhk, IPv6 Huhk, =il
« <remote port>: VLH 1H
+ <keep alive>: TCP keep-alive [A][f, ZRIAE: 0
— 0: 2] TCP keep-alive HfE
— 1~ 7200: FrfEIReE, sA: 7D
o <” local IP” >: JERESFERIANL IPv4 Hidiksl TPv6 Hitlh, %S HAE AL W48 H: O FIA M Z 1P

HuhEREEEA T . BRUCHESN, AREAEMN, fFAfTRE, SEEChARUE
L)

o WIRAET IPv6 W%z, TCP B4, FWENRWREAT+CIPVi=1, @i AT+CWIAP 3KREE|—A>
IPv6 bk

o <keep alive> ZH A S EF| socket I TCP_KEEPIDLE, keepalive % 4M)  socket &I
TCP_KEEPINTVL BRAS{#if] 1, TCP_KEEPCNT BHAS{Hi 3

B

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"
AT+CIPSTART="TCPv6","test-ipv6.com",80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at E.i@it AT+CWJAP 3KE(Z| IPv6 4 5 iil
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004",80,,
"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"
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iI UDP %%

REG

(11}

Py
ol

// ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<local port>,<mode>,<"local IP">]

// %#%#: (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>,<
—"local IP">]

Wi 3% ¢

CONNECT

0K

5EA

<link ID>: M# % ID (0 ~ 4), HTZEEH
<" type” >: FAHFERSHL, FRMBIEREAL” UDP” 5 “UDPv6”. BRIMH:” TCP”
<” remote host” >: FHSA, Foniti [Pv4 Hilk, TPv6 Hill, sl
<remote port>: L 1{H
<local port>: ESP ¥4/ UDP i [1{H
<mode>: 7£ UDP Wi-Fi iff& |, ASEMELHBRH 0

— 0: #5243 UDP i), ANeZsxtss UDP k{5 E (2RA)

— 1 B — R BIE S0 E R R X i UDP £, wo st UDP Huhk{E Bk & iS5 15
£ 10 TP ki Fssg O

— 2: BREENLE] UDP Hfait, &Socextig UDP Hidik 5 5ok Ak i i A 1) TP kb 1

<” local IP” >: HEREERAN] IPv4 ﬂﬁﬂtﬁ IPv6 Huhl, ZSEHEAMZ W23 DAl AL 1P
HhEHEHERE A H . BRIACHEEH, R, i, SEWHERE

WIS UDP 4 s TP k2 TPvA Z03% Mtk (224.0.0.0 ~ 239.255.255.255), ESP #4545 & 1551
Pl UDPv4 4135

94
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o N5 UDP 38 fyti 1P stk 2 IPv4 |4tk (255.255.255.255), ESP %456 & 1% Fl#2lk UDPv4
I

« W UDP P Himus P HAkE  IPv6 4 4% #i ik (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF.FFFF.FFFF:FFFF:FFFF), ESP %% ¥ 3T IPv6 M %%, % 36 fH: ik
UDP 4#%

o [HHZE <mode> Hi, FFIEILESE <local port>

o WIRAILT IPv6 M@ UDP &, FEGREAT+CIPV6=1, Fit AT+CWIAP 3REF|—
IPv6 #ihk

B

// UDPv4 ¥4
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #F IPve [ %4 UDP ¥4
AT+CIPSTART="UDPv6","fe80: :32ae:a4ff:fe80:65ac",1000,,,"fe80::5512: £37f:bb03:5d9b"

// ETF IPv6 W4 UDP % 4%
AT+CIPSTART="UDPv6","FF02: :FC",1000,1002,0

$BIT SSL &
REHS

O e
iy

AT+CIPSTART=[<1link ID>,]<"type">,<"remote host">,<remote port>[,<keep alive>,<"local IP">
=]

W

0K

o <link ID>: [Z5i%4% ID (0 ~ 4), HTZEZRINE L

o <7 type” >i FAFRBE, FRMAIERIN, " SSLY B “SSLv6”. BUA(E:" TCPY
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L)

Pl

<” remote host” >: FRFHRSH, KRty IPv4 Hilik, TPv6 Huhik, Bl
<remote port>: FCifis 1{H
<keep alive>: SSL {#FHEIE, BHAE: O

<” local IP” >: MZ40E AL IPv4 itk ok IPv6 il , %S 507EAHZ W 45 4 DI Rl A b 22 TP
HuhERHERA M . BUCHEE, R EAEME . FFAfTRE, SECFARUE

SSL B B n] ] AFE A R IE R th T PR ER ], ESP8266 HAERS A1 7% SSL 4%
SSL R KRNI, WA LERSHEARGSER

QAL AT+CIPSTART fin 424k SSL i, HANMEdREIERIEEIY 10 #2, W] [a] 2 AR 15 5
K, BB TR TR0 A4

TSARILT IPv6 W& SSL 4, FHEiBAT+CIPV6=1, L@t AT+CWJIAP 3R] —4
IPv6 Hutl

<keep alive> Z iAWl E 5| socket &I TCP_KEEPIDLE, keepalive 5 4p)  socket &I
TCP_KEEPINTVL ERIASffi[f] 1, TCP_KEEPCNT BiA<{#i/f] 3

AT+CIPSTART="SSL","iot.espressif.cn",8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at B AT+CWJAP 3 E(Z| IPv6 4 5 it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d4",1000, ,
"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.5 AT+CIPSTARTEX: EIHI)5EC ID 89 TCP &E#E. UDP £33 SSL &k

R HAT+CIPSTART ML, AFGAET : EZEEMNITFIT (AT+CIPMUX=1) dFFahnhe ID, &
i A SRR ER I 1D,

3.3.6 [[RERAEEZEX] +++: BHEEEX

HHRITHS

Ly :

BHE AR, HEAZFIBBARX

96
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Command:

/] REREEER

+++

L)

o MWEIRIATar WA =DM + 745 (A ASCII 14: 0x2b), [AWfar&45REA CR-LF F4F

o BRORE A + FATRIEAMA 20 ms INFE][R]FE N B Hfb A, S =S + FAFIS 240 20 ms 1A [A] FE
WA HALEA, =A> + FRFEZ R LA 20 ms W] EFE NS AR A G0, + SRR et
AR Rk &

o ARRFFIRIAT AN BOA fir - ul 5

3.3.7 AT+CIPSEND: #EEEBWENZE Wi-Fi EBEREATRERIE

REG

i
AR AR T, R K Rk M

O e
iy

// HB¥EE: (AT+CIPMUX=0)
AT+CIPSEND=<1ength>

// %3 (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP &%y ¥ 45 X3 E LA 1
AT+CIPSEND=[<link ID>,]<length>[,<"remote host">,<remote port>]

W i :

0K

ERm R AT CHER SRR, SR T A AR, 24 AT B0 E 8 KA F] <length>
Ja, BRI

USRS R BB AR I B RT T, aR [l -
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ERROR

LUES A CiE2 npn v AT

SEND OK

A

&

1

&

=y

4y

ab .

E .

PEA Wi-Fi i £ 42 X,
A

it
i

=

AT+CIPSEND

Wi 3% ¢

0K
>

Y

ERROR

PEA Wi-Fi & 542X, ESP8266 i KL 2048 777, fek&kik 1460 547; HAth ESP &tk
BRI 8192 AT, FRONAIE 2920 7. WA BIHEAA B R R TR KB T4, AT Kar RIS
I, A EHRRFAE 20 ms NRE . ARG+ ++ B, RIS A4 NI R, iR
IfE 1 A —4% AT s

A W AETT IR % A5 AR X DAS AR T - %58 Wi-Fi UDP %, AT+ CIPSTART 644 <mode>
WA EH 0,

S8

o <link ID>: MZ%#4: ID (0 ~ 4), AT ZEEWIFR
<length>: ¥R, FIfE: 2048 7
e <” remote host” >: UDP {&#&a] DAFgEX B EHL: IPv4 #ihlk, IPv6 #hl, =iH4

o <remote port>: UDP {&#;n] DAF5 & Xt s s 11
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3.3.8 AT+CIPSENDEX: #ZBEHREXTRAYT RMA XL ERIE

TR AT, TE KRB AGEEE, B AR \O (0x5c, 0x30 ASCII) fil ¥t ik

// ¥ E: (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// %+ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP iy ¥ 45 @ xt3 IP Mpibfusg o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">,<remote port>]

W i <

0K
>

Eaknay 2R AT CERArBCR AT RS, BERHET DA AR E R EERIBE, 24 AT Ballcs) iy B 1 Bk )
<length> Tl & th B \O “FAFIN, BdletemTin.

GRS A ST 1 B R % e o T T

ERROR

R EE e iy, R[]

SEND OK

S8

o <link ID>: [M%#H: ID (0~ 4), HTZERRTE N
o <length>: K/, fAMH: 2048 F4Y
« <” remote host” >: UDP f&kin] ARG i AL IPv4 #idik. IPv6 Huht, =44

 <remote port>: UDP &4 n] PAF X} b it
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L]

o R R ZORIN, S8R I BE \O FATI (0xBe, 0x30 ASCII), Mdifefirls, RE0REEE
AR, SFRFR 4 AT s

o WEREEE P \<any>, WMSLBFHL, R <any> £75

o WERFTFERIE O, HifHE LA \\O

3.3.9 AT+CIPCLOSE: 3% TCP/UDP/SSL &i&

HESHY

Dy
KM Z HEHAEAN ) TCP/UDP /SSL 4%

s

AT+CIPCLOSE=<1link ID>

HITHL

g
KM AT TCP/UDP /SSL 4%

AT+CIPCLOSE

Wi % ¢

0K

28

o <link ID>: FFXHIMFMLES ID, WEREH 5, MR KM T %

3.3.10 AT+CIFSR: ZEigaih IP #hiitFn MAC bt

hiTHe

=t

,/?\:
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AT+CIFSR

Wi i ¢

+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:

0K

APIP,<"APIP">
APIP6LL,<"APIP6LL">
APIP6GL,<"APIP6GL">
APMAC,<"APMAC">
STAIP,<"STAIP">
STAIP6LL,<"STAIP6ELL">
STAIP6GL,<"STAIP6GL">
STAMAC,<"STAMAC">
ETHIP,<"ETHIP">
ETHIP6LL,<"ETHIPGLL">
ETHIP6GL,<"ETHIP6GL">
ETHMAC, <"ETHMAC">

e <” APIP” >: ESP SoftAP [ IPv4 skt

o <” APIP6LL” >: ESP SoftAP [ IPv6 Z<Hbk i ol

o <” APIP6GL” >: ESP SoftAP K IPv6 4 fmHiht

e <” APMAC” >: ESP SoftAP ) MAC Hiht

o <” STAIP” >: ESP station f) IPv4 itk

o <” STAIP6LL” >: ESP station [ IPv6 A< Hif& & Hihl

e <” STAIP6GL” >: ESP station [ IPv6 45k

e <” STAMAC” >: ESP station §J MAC Mtk

e <” ETHIP” >: ESP ethernet [ IPv4 il

e <” ETHIP6LL” >: ESP ethernet [{fj [Pv6 AsHbAdk kbl

e <” ETHIP6GL” >: ESP ethernet [{] IPv6 4Rl

e <” ETHMAC” >: ESP ethernet 1) MAC Hiil:

5EA

o AN ESP W iBEIA AR D fER)S, A REEWEI ey IP kAl MAC Mtk
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3.3.11 AT+CIPMUX: BH/ZHZEEER

EOH<

Dyt
A EE AR

AT+CIPMUX?

i i 2

+CIPMUX: <mode>
0K

BCE A

e

=

AT+CIPMUX=<mode>

Wi

0K

S8

o <mode>: JEEHA, BUAHE: 0

— 0: FER
- L ZER

L)

B 24 AT EEREAR T T I 74 T B el A5
o AFFaEHREX (AT+CIPMODE=0), A ReRENZERE
WSRHESL 7 TCP/SSL iRkg5as, AU B, Wi kMRS 4¢ (AT+CIPSERVER=0)

102
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B

AT+CIPMUX=1

3.3.12 AT+CIPSERVER: 331/ TCP &8 SSL PR % 2%
i

#if] TCP/SSL R4 HHRAS

O e
iy

AT+CIPSERVER?

MW 3% <

+CIPSERVER: <mode>[,<port>,<"type">] [,<CA enable>]

0K

RESHS

Py -
ﬂﬂ/?\‘

AT+CIPSERVER=<mode>[,<param2>] [,<"type">] [,<CA enable>]

W i ¢
0K
a8
¢ <mode>:
— 0: XM
— 1. B RS e

<param2>: Z¥ <mode> AN[F], NS HE XAH:

ISR <mode> 2 1, <param2> fU3RHHH 5. BRIMH: 333

o IR <mode> & 0, <param2> fUEMRFFAHEM KMIFIA %K M. BIAH: 0
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— 0 RPIRSS fF IO B B 0 e
— 1t KPS SR R
o <” type” >: R&#8EAL:” TCP”,” TCPv6”,” SSL”, m{ “SSLv6” . BRIAMEH:” TCP”. HT AT
KR, HSHOAGE T ESP8266 Biat

« <CA enable>: T NFRH, WSHATENT ESP8266 i
= 0 A CA AL
— 1: i CAAIE

L)

ZERGOT (AT+CIPMUX=1), A RIS 2

RS E . ASTENLRS ST, &2 A alE— R
YHEEA, SASNE - ER ID

o WIRAET IPv6 ML RS o, TR EAT+CIPVe=1, Fliid AT+CWIAP $FEF])—A4~ IPv6
Hihk:

r3t)

// T TCP %%
AT+CIPMUX=1
AT+CIPSERVER=1,80

// - SSL &R
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT IPve W%, €& SSL 4 &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6",0

/1 X4 800 B % A PR
AT+CIPSERVER=0, 1

3.3.13 AT+CIPSERVERMAXCONN: Zif/ixBIR$2E A IFEIIRIEREL
EAH<

i
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#rif] TCP s SSL R 45 %8 feiF iy il i RIE

Py
A

AT+CIPSERVERMAXCONN?

Wi 3% ¢

+CIPSERVERMAXCONN : <num>
0K

BCE TCP 5 SSL fIR55a% VAL iR R IEHAL
A

g

=

AT+CIPSERVERMAXCONN=<num>

W i <

0K

S8

o <num>: TCP = SSL fe55a% feVF @ L i e K IR

L

o WIFFUCE R NEHAEL (AT+CIPSERVERMAXCONN=<num>), TH7EAIEAR &2 HIBLE.

B

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1,80

3.3.14 AT+CIPMODE: ZEif/ixE{EHiER

3.3. TCP/IP AT &
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EAH<

i
AL

Py
A

AT+CIPMODE?

W] 3 :

+CIPMODE: <mode>
0K

REG?

i
B AR

Py -
"ll[\'\'

AT+CIPMODE=<mode>

W ¥ :
0K
a8
¢ <mode>:
— 0: FA AL
— 1t Wi-Fi & 3002 X, USCRE TCP Higs: . UDP ElE#Ex . SSL AR il
WiER

o JiRE AR fash,

r3t)

AT+CIPMODE=1

106

Chapter 3. AT $<%




ESP-AT User Guide

3.3.15 AT+SAVETRANSLINK: EEHFIEZFEREFE
REFHLHEN TCP/SSL EFEAER
RE®H

A

AT+SAVETRANSLINK=<mode>,<"remote host">,<remote port>[,<"type">,<keep alive>]

W

0K

e <mode>:
— 0: XM ESP ErHI#EA Wi-Fi i 1245 X
— 1: JFj3 ESP _ERIEA Wi-Fi & (£42X
+ <” remote host” >: FFHRESE, FoRmin [Pv4 Hidik, TPv6 Hutik, s

o

Qaly aly

e <remote port>: i 1{H
o <V type” >: FHEBESE, FRfEEZAL:” TCP”,” TCPv6”,” SSL”, B{ “SSLv6”, BRi\E:” TCP”
o <keep alive>: TCP keep-alive [A]f§E, BRIAE: 0
— 0: 22 keep-alive Ifjfig
— 1~ 7200: #daIfg, BAAL: A
iEA
o AWENF Wi-Fi JFHLE 12X (5 BARIEAE NVS X, #38 <mode> h 1, TR EHHBIIEAL £42
Ko FEBAER.

o Huipiug IP Huht (354%). S ARG MTE, AN EM SRS fash,

o WRAET IPv6 MUGHELERE, FHELREAT+CIPVi=1, F@AT+CWIAP FIE|—A>
IPv6 Hbhk
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B

AT+SAVETRANSLINK=1,"192.168.6.110",1002,"TCP"
AT+SAVETRANSLINK=1, "www.baidu.com",443,"SSL"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

REFVHEN UDP EEERAER
wRE

[

AT+SAVETRANSLINK=<mode>,<"remote host">,<remote port>, [<"type">,<local port>]

W i ¢

0K

e <mode>:
— 0: XM ESP _EH#EA Wi-Fi i 452X,
- 1: F)7 ESP _ErL#EA Wi-Fi i 1245 K
o <” remote host” >: FFERSE, Fonitis [Pv4 Hiht, IPv6 Mk, o4
o <remote port>: JLifii I {E
o <” type” >: FHHRSH, FREHIEE:” UDP” 5 “UDPv6”. BRIAH:” TCP”

o [<local port>]: JFHLIEA UDP &4, ]2
A
o AULEF Wi-Fi JFHLE £ 42X fFEURTEAE NVS X, HSH <mode> iy 1, Rk LM Ak AL £42
Koo TREREM

o HZhms IP Huht (4% ) . 3D A ERF G, ABES AR flash

o WRMET IPv6 W@ EEER, FERILREAT+CIPVe=1, FH#EGAT+CWIAP REE|—A>
IPv6 itk
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B

AT+SAVETRANSLINK=1,"192.168.6.110",1002,"UDP",1005
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPv6", 1005

3.3.16 AT+CIPSTO: ZEif]/iREAH TCP/SSL R &ZELBRTHTa]

it

Al TCP/SSL IR 45 i il B[]

AT+CIPSTO?

W 7

+CIPSTO:<time>
0K

HEGQ

yite:
WE AN TCP/SSL R 457 i if if 1]

Py -
“ﬂ/?\‘

AT+CIPSTO=<time>

W i <

0K

S8

o« <time>: s TCP/SSL fies5aS e, #r: &b, HUEFEH: [0,7200]

L)

e 24 TCP/SSL % J7iAE <time> WA R A AEBHEEINNS, ESP Ml 554% S WriT i .
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o WERBESHL <time> y 0, MIEHIIGE A, NEBOXFRE.

o TEVCEMIMEIA, 4% i AR -5 IR de i (i, THarf s e BIS, 2P mpioc . et
SERYIRTRI, 2R AR S s AR5 2 P um i s, TS AL IR . BE, &P .

r3t)

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPST0=10

3.3.17 AT+CIPSNTPCFG: Zif/i%EBRXF1 SNTP JRZ2%

EAH<

A

AT+CIPSNTPCFG?

W

+CIPSNTPCFG:<enable>,<timezone>,<SNTP server1>[,<SNTP server2>,<SNTP server3>]
0K

RE®H

O e
iy

AT+CIPSNTPCFG=<enable>,<timezone>[,<SNTP serveri>,<SNTP server2>,<SNTP server3>]

W 7 :

0K

2%

« <enable>: % SNTP Ji4#s:
— 1. %% SNTP J44%;
— 0: R SNTP flR45#%.

o <timezone>: SZHFPAFMFIHEA:
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— R ATEEE . [F12,14], TR/ EG, i SHE R (UTC) M ko k25
FfX (UTC—12:00 & UTC+14:00);

— B FECh UTC R &, UTC &A% 48 TIRT 2 Z D raE] UTC i) A RERFEI A H )
], EH R [+ -] [hhlmm, G0SRHRT XAEAR) TR ZAPY, MWK, WEPRAEARZL, W
% /D (hh) A2 -12 3] 14 2Z 8], 438l (mm) WA200FE 0 2] 59 Z[A]. Blan, QR EAE
RUCE U A AR, Bl UTC+12:45, fWIZIL <timezone> SN 1245, HWE(FH
w2% UTC fifsit.

[<SNTP serverl>]: %—/ SNTP JR55%5.

[<SNTP server2>]: % 4~ SNTP R4 %%

[<SNTP server3>]: %=/ SNTP % %s-

5EA

o WHEMMSGREEPLE=1 SNTP k5%%55%50, WEHAMHH “cn.ntp.org.en” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” HHZz—,

o XFTEMIMHS, AT <timezone> BHTHES M ER <timezone> ZHUA—Hf. [H°N <timezone>
SRS Fh UTC e igal, Blin: i%® AT+CIPSNTPCFG=1,015, AR4Zr i}, ESP-AT &%
BSHTX BRI 0, BIE(ER 15, NETE—Mig=X, BreA%IREE —Fh UTC % s,
Jii2 UTC+00:15, Wi Arif) kA2 0 BfX,

P

// fEf SNTP fR4-#, WEFERK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

B
AT+CIPSNTPCFG=1,800,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

// fE#E SNTP R4-#, WEXEA KK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org","time.google.com"

=,
AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org","time.google.com"

/] fEfE SNTP JR% 5, WEHTT AKX &M ey X (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org","time.google.com"

3.3.18 AT+CIPSNTPTIME: Zif SNTP H¥jg]
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EAH<

Py -
ﬂﬂ/?\‘

AT+CIPSNTPTIME?

Wi i <

+CIPSNTPTIME:<asctime style time>
0K

5EA

o X% asctime I}[a] Y E XiF WL asctime man page,

P

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

0K

AT+CIPSNTPTIME?

+CIPSNTPTIME:Mon Dec 12 02:33:32 2016
0K

3.3.19 AT+CIUPDATE: j&it Wi-Fi #HRE S

ESP-AT Feizf7it, il Wi-Fi Mg p IR 55 BR300 B R 2R X, I T2 1

FEAHL

yhig:
i) ESP B i FHeRES

[k

AT+CIUPDATE?

W

112
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+CIPUPDATE: <state>
0K

it OTA JH4¢3| TCP/SSL IR 55 L a5 A &1 1
A

iy

AT+CIUPDATE

W i ©

+CIPUPDATE: <state>
0K

5

ERROR

REGS

i
THE WSS s A5 R A 1 ]

AT+CIUPDATE=<ota mode>[,<version>] [,<firmware name>][,<nonblocking>]

Mjn] oz <

+CIPUPDATE:<state>
OK

¢ <ota mode>:
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— 0: #ixf HTTP OTA;

— 1: #@id HTTPS OTA, R FRL, 1HHE . /build.py menuconfig > Component config > AT
> OTA based upon ssl 2&fifE, HE{E R FIBuild Your Own ESP-AT Project.

o <version>: AT jfiA, #1v1.2.0.0. v1.1.3.0 5 v1.1.2.0,
o <firmware name>: F}Z¢[E{}:, W ota, mqtt_ca. client_ca s{HT at_customize.csv 1 [ E
XEorIK.
+ <nonblocking>:
— 0: PHIERIA OTA (MBIF, HF| OTA FHFURI s R MG A W Ak % AT fird):
— 1: AEPHZERAR OTA (WELR, JHRSEMUG (+CIPUPDATE:4) FFFH)H).

o <state>:

\}

0: Z5H;

= L REIRS5AE
2: R BRI AS
3: PAFTRIA

— 4r SEINTIR

— -1t FHPRI

5EA

THPTR R AR -
R M8 AP ETH R, AT Kz [n] ERROR, 3§45 fiF— BO A .
IR E R AR P AT BIN, Ay M Espressif Cloud Nz AT [E 7144

TSR0 I 2 EAT4% 0 AT BIN, 35 H4T528 AT+CIUPDATE FOTA Wifg, %% ESP-AT T.
R R FOTA,

BT AT [fFE, WMHAT+RESTORE M) BE .
AEBTIH R HRA o

r3t)

AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0","mqtt_ca"

i)
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(8:EW)

AT+CIUPDATE=1,"V2.2.0.0","ota",1
AT+CIUPDATE=1, ,,1

AT+CIUPDATE=1, ,"ota",1
AT+CIUPDATE=1,"V2.2.0.0",,1

3.3.20 AT+CIPDINFO: &E +IPD g BitiE

REHL

AT+CIPDINFO=<mode>

W i ¢
0K
o
¢ <mode>:
— 0: f£ “+IPD” I “+CIPRECVDATA” W EH, AHEI/RXHE 1P bk A 045 5
— 1: £ “4+IPD” il “+CIPRECVDATA” J4E ., $Rxtus IP Mok A rE 5
N

AT+CIPDINFO=1

3.3.21 AT+CIPSSLCCONF: ZEif/igH SSL EFinicE

EAH<

=y

4y

fE:
i) ESP £ SSL % Pt A AN Y E ELA5 B
A

A

=

AT+CIPSSLCCONF?

M
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+CIPSSLCCONF :<1link ID>,<auth_mode>,<pki_number>,<ca_number>
0K

REGS

// B (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode> [, <pki_number>] [,<ca_number>]

// %#HE: (AT+CIPMUX=1)
AT+CIPSSLCCONF=<1link ID>,<auth_mode>[,<pki_number>] [,<ca_number>]

W i *

0K

28
o <link ID>: MZ5%EHE: 1D (0 ~ max), FELZEEREIT, ASEIEBCN max, WFRRIAAERE, &
SRENERN 5.
e <auth_mode>:
— 0: ANAIE, MHTEEEIEE <pki_number> Fll <ca_number> Z%{;
— 1. ESP-AT $2{1t% FumiE At 55 dsim CA WL
— 2: ESP-AT & 7um# A CA IEASARAE MR 55 d b HTE S 5
— 3 AHEIAIE.
 <pki_number>: UEFRIRHINET], WERRAGMUEBHFY], HEN A 0.
« <ca_number>: CA HJZRG|, ARG CA, HAHY R 0,

o WRAHEARRCE LRI, AR SSL AN T A M 2.

o BCESEBCRHRAATE NVS X, ARG AT+SAVETRANSLINK fip2 B8 HLEA Wi-Fi SSL % 1%
1A, ESP REAE TR ST AN S d T SSL %4
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3.3.22 AT+CIPSSLCCN: #if/igE SSL E i\ F& (common name)

AT+CIPSSLCCN?

Mjn] oz <

+CIPSSLCCN:<1link ID>,<"common name'>
0K

REGS

// HiE¥E: (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// %% $: (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <

0K

o <link ID>: W%%H: ID (0 ~ max), FEREBENHBLT, RXS8EN 0; FELEBENELT, 3
BUEBEN max, WFERIAES: RSEEAER 5.

+ <” common name” >: ASHMAINUEMR S 8 B HRE R A4 o A MATRKKES 64 FH7,

5EA

o WRAHEARRCE RIS, BRSNS SSL I ANB T A M 2.
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3.3.23 AT+CIPSSLCSNI: Zif/i&8E SSL ZPFix#) SNI

AT+CIPSSLCSNI?

Mjn] oz <

+CIPSSLCSNI:<1link ID>,<"sni'">
0K

REGS

[

¥ B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">
% ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<1link ID>,<"sni">

Wi i ¢

0K

S8

o <link ID>: FZE4 ID (0 ~ max), FEFGEERIREOL T, RSN 0; EZEZRWHILT, 75
WUEBEN max, WFORPTA R RSEEONEN 5.

o <” sni” >: ClientHello B f#) SNI, SNI H KR 64 F17.

588

o WRAHERRCEN AR, AR SSL I ANB T A M 2.
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3.3.24 AT+CIPSSLCALPN: #if/i&E SSL ZPix ALPN

AT+CIPSSLCALPN?

Mjn] oz <

+CIPSSLCALPN:<1link ID>,<"alpn">[,<"alpn">][,<"alpn'">]

0K

RES

e

// ¥EH: (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">] [,<"alpn">] [,<"alpn">]

// % & (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i *

0K

o <link ID>: W%i%EH: ID (0 ~ max), FEREBMHLT, RS5MER 05 ELEENBELT, &3
BUEBCA max, WFRITGERE: RSEEINMER 5.

o <counts>: ALPN ¥, Jul: [0,5].
o 0: J5: ALPN FiHE.
o [1,5]: E ALPN [,

o <" alpn” >: FHHSE, FR ClientHello 1) ALPN, ALPN f KK EZRT QMmN K.
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L]

o WCRAHEARRCE LRI, AR SSL AN T A M 2.

3.3.25 AT+CIPSSLCPSK: ZEif]/i%® SSL & Pimay PSK

EHHS
#if ESP {1y SSL % Uit ME R PSK LT

AT+CIPSSLCPSK?

M

+CIPSSLCPSK:<1ink ID>,<"psk">,<"hint">
0K

// B3 E: (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">,<"hint">

// % ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<1ink ID>,<"psk">,<"hint">

L)V

0K

<link ID>: M%£#; ID (0 ~ max), fEREZWHILT, ASUECH 05 EZERNHRLT, 52
BUEBEN max, WFIRFTAER: RSEENEN 5.

<” psk” >: PSK identity, s RKE: 32,

<” hint” >: PSK hint, HAKE: 32,
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i5EA
o ASRALEAELE VA, WA SSL ERNIBATA A
3.3.26 AT+CIPRECONNINTV: Zif/igE Wi-Fi EE#EX T TCP/UDP/SSL E&
iaFm
EAHL

i
Hify Wi-Fi 122X MY E SRR R

O e
iy 4

AT+CIPRECONNINTV?

W

+CIPRECONNINTV:<interval>
0K

fir

=

BHE Wi-Fi £ 1242 X ' TCP/UDP/SSL & i It )a A 2h s i [5]
A

AT+CIPRECONNINTV=<interval>

W

0K

S8

o <interval>: HZNEFERIFEISE, B2 100 ZF, FOAHE: 1, JEH: [1,36000],

L)

o HAT+SYSSTORE=1 B}, FiE HEUCRHRAFAE NVS X,
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B

AT+CIPRECONNINTV=10

3.3.27 AT+CIPRECVMODE: #Eif]/i&E socket #ZUgER
i

ifig:
£rif) socket AR

O e
iy

AT+CIPRECVMODE?

MW 3% <

+CIPRECVMODE: <mode>
0K

REGS

s

AT+CIPRECVMODE=<mode>

Wi

0K

S8

« <mode>: socket R, BIAHE: 0.
— 0: EhF, ESP-AT ¥ HLEIH) socket $dfr B & 3445 301 MCU, 3k>h “+IPD”,

— 1 Y, ESP-AT KA IS 1) socket FaRAr 2] NERZEATIX (socket 320 AT 1, ESP8266
BAHRIAN 5760 547, df ESP8266 BABUAEY 5744 F4Y), &5fF MCU . XIF TCP
SSL #4%, WPRZEAFXW T, FFHLIE socket fL4i; XT UDP &k, WEREAARW T, Wkt
B ER.
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A
o MECEAREN T Wi-Fi & 142
o 24 ESP-AT FERENHANULH] socket By, SR DL RIS AR B E -
— Z#EER (AT+CIPMUX=1), #/5 +IPD,<link ID>,<len>;
— PAMEEERT (AT+CIPMUX=0), &7 +IPD,<len>,
o <len> FIRZEAFIXH socket FHiAYEALSE.

o —HA +IPD i, WikizfTAT+CIPRECVDATA RS . BN, LEF—A> +IPD Bl f/,
—/™ +IPD FF RS A FHL MCU,

o TEWTTTHEEMEIL T, ZmH) socket BRAIIAFAE, MCU (3SR RT ABEEL, HE| AKX AT+CIPCLOSE,
Bmhid, PR +IPD CAPERY, ABATEIRKIEAT+CIPCLOSE Sl AT+ CIPRECVDATA fig %
BT B2 /T, X AR CLOSED {5 KA 2 B

r3t)

AT+CIPRECVMODE=1

3.3.28 AT+CIPRECVDATA: FZKE#EshEWER TH) socket #iE
REHL

// B#EFH: (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % & (AT+CIPMUX=1)
AT+CIPRECVDATA=<1ink_id>,<len>

W i :

+CIPRECVDATA:<actual_len>,<data>
0K

5

+CIPRECVDATA:<actual_len>,<remote IP>,<remote port>,<data>
OK
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o <link_id>: ZHEHBXNRYER ID.

o <len>: FAAHy: OxTHEAE, WISFSLERICEI B BE AR SR/, 3R ] 92 bR K BER R
o <actual_len>: SZPRIRBUNIHHEKIE.

o <data>: FKEUEE.

o [<remote IP>]: FAFHSHL, Fomafi [P Hulk, it AT+CIPDINFO=1 G A fifE.

o [<remote port>]: Xfugim, EBFAT+CIPDINFO=1 fp4{ligE,

P

AT+CIPRECVMODE=1

/1 Bldm, R EH MCU N 0 SEBEFYE 100 FHHHE,
// M7 iHE "+IPD,0,100",

/1 UG, EF LB EAT AT A2 BB 100 F A B Bt
AT+CIPRECVDATA=0, 100

3.3.29 AT+CIPRECVLEN: ZEiG#aiiERKERX T socket HIERKE

BRI P GATI T A R

®
e

AT+CIPRECVLEN?

W

+CIPRECVLEN:<data length of 1ink0>,<data length of 1linkl>,<data length of 1ink2>,<data
—length of 1ink3>,<data length of link4>
0K

2%

o <data length of link>: J—EEPZE M rgE IR KE.
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588

o SSL #f&rf, ESP-AT FRREMELRAKEE, FrAR B E SR T HSCEIR K.

P

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
0K

3.3.30 AT+PING: ping FtiEEH
BESHE

Dy
ping X i E 4L

AT+PING=<"host">

Mjn] oz <

+PING:<time>

0K

19

+PING:TIMEOUT  // RA A A KK PING BHBERAT, tomX N MEE

ERROR

2%

o <7 host” >: FAFRBH, FRATENLY [Pv4 Sl TPv6 Hbhk, seis,.

o <time>>: ping WM INHE], EALL: ZFb.
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L]

o WEARAHET IPv6 M4 ping Xfun FAHL, FEILREAT+CIPVe=1, Fi@tAT+CWIAP FREEH]—A>

IPv6 ikl

o ARG MR AT, W ping KFSeiEd DNS BEATEA AT (TLSEA#tT IPv4 #uhk), FF ping Xf

AL IP Mok

r 3t

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBMEXTEF S
AT+PING="240c: :6666"

3.3.31 AT+CIPDNS: ZEif/i%E DNS JRZLB(ER

EEAHL

i
iU HT DNS g4 8

AT+CIPDNS?

Wi i ¢

+CIPDNS:<enable>[,<"DNS IP1">,<"DNS IP2">,<"DNS IP3">]
0K

REHS

Lyt

W DNS f g5 s B
A

g

=

AT+CIPDNS=<enable>[,<"DNS IP1">,<"DNS IP2">,<"DNS IP3">]

W i ¢

126
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0K

&

ERROR

e <enable>: %& DNS
— 0: J5H B3R DNS %%, DNS Kf k5 H 208.67.222.222, HAY4 DHCP B A 2 E50
1 R TEEE DNS EH, SRR ESEL <DNS IPx> (UM, T ERA(E 208.67.222.222,

« <DNS IP1>: %4> DNS IP #iht, ¥IFixEdmsd, HAY <enable> ZHCh 1 i, WiteEEHF
7)) DNS %8, KA B WHREE <enable> 4 1, H-NARSHERE—ME, MEETAAGHS
B, ESP-AT ¥HE%SEE N 2SI DNS % E ik,

o« <DNS IP2>: % A~ DNS IP #iht, ¥IFiEdmS, HAY <enable> Z¥Ch 1 i, WitEBEHF
3] DNS &, RASHAAR; WHREE <enable> h 1, HNARSHBE —ME, LEEfTERHS
B, ESP-AT ¥HEZSEE N 14T DNS % EikH

o« <DNS IP3>: =4~ DNS IP #iht, ¥Fi&EmS, HAY <enable> ZHCh 1 i, WitEBEHTF
3l DNS &, ASHAFH: WHREE <enable> A 1, I NARSEBE —ME, LEairEiflmd
i}, ESP-AT FHEIZSEE N 2411 DNS BRI,
iEA
o HAT+SYSSTORE=1, Wit E W UEHREIEAE NVS X,
o XEABEONBERETE N — RS L.
o Y4 <enable> 34 0 i, DNS JIR45#5 ] RESARYE ESP 1525 I 4 122 1 1% phy 41 114 e V8 T TAc 2%

7]

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

// #—NET IPve #y DNS R4 %H: T—REBMERXIE+S O

// % _AN#TF IPv6 Hy DNS Hi4 £: google-public-dns-a.google.com
/] FZ=AET IPv6 # DNS R4 #: UL # £ DNS 44
AT+CIPDNS=1,"240c: :6666","2001:4860:4860::8888","240e:5a::6666"
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3.3.32 AT+CIPTCPOPT: #Eif/i%E socket EIR

A HT socket BT

AT+CIPTCPOPT?

Mjn] oz <

+CIPTCPOPT:<1ink_id>,<so_linger>,<tcp_nodelay>,<so_sndtimeo>
0K

REGS

e S N
“ﬂ/?‘

// B%F: (AT+CIPMUX=0):
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>]

// % #¥:: (AT+CIPMUX=1):
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>]

W i <

0K

o <link_id>: W& ID (0 ~ max), FEZEEMEILT, HSEEBON max, WFERPAEE; &
SHENER 5.

o <so_linger>: [# socket [ SO_LINGER &I, BAf7: Fb, BRME: -1.
- =-1: XM;

— = 0: JF8, linger time = 0;
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— > 0: JF)8, linger time = <so_ linger>;

<tcp__nodelay>: Fi'# socket [i) TCP_NODELAY &3, ERA(E: O.
— 0: 28] TCP_NODELAY
— 1: J§H TCP_NODELAY

<so_ sndtimeo>: [l socket [{) SO_SNDTIMEO &1, BAfi: ZF>, BRIAME: 0.

3.4 [ESP32 Only] Bluetooth® Low Energy AT <5

[English]
ESP32 AT {43745 i 4 4Z.0 050 5.0 M.,

[ESP32 Only] AT+BLEINIT: Bluetooth LE #J1&1k.

[ESP32 Only] AT+BLEADDR: #'% Bluetooth LE 154 Hihl:

[ESP32 Only] AT+BLENAME: #5if]/1% % Bluetooth LE &4 R
[ESP32 Only] AT+BLESCANPARAM: #%if] /i Bluetooth LE #5451
[ESP32 Only] AT+BLESCAN: f§ifig Bluetooth LE 44

[ESP32 Only] AT+BLESCANRSPDATA: %% Bluetooth LE F3#mi 57
[ESP32 Only] AT+BLEADVPARAM: Z5#]/#% % Bluetooth LE | $& 5%
[ESP32 Only] AT+BLEADVDATA: %% Bluetooth LE J#§%#i

[ESP32 Only] AT+BLEADVDATAEX: Hzhi%E Bluetooth LE J #E5i#s
[ESP32 Only] AT+BLEADVSTART: FFlf Bluetooth LE %

[ESP32 Only] AT+BLEADVSTOP: {2} Bluetooth LE J"#%

[ESP32 Only] AT+BLECONN: 77 Bluetooth LE %4

[ESP32 Only] AT+BLECONNPARAM : i)/ % %7 Bluetooth LE #EH:5:4
[ESP32 Only] AT+BLEDISCONN: Wi¥f Bluetooth LE 4%

[ESP32 Only] AT+BLEDATALEN: & Bluetooth LE ##500 &
[ESP32 Only] AT+BLECFGMTU: %% Bluetooth LE MTU K J&F

[ESP32 Only] AT+BLEGATTSSRVCRE: GATTS BI#R%

[ESP32 Only] AT+BLEGATTSSRVSTART: GATTS FfEiR%

[ESP32 Only] AT+BLEGATTSSRVSTOP: GATTS {5 11-iR 4%

[ESP32 Only] AT+BLEGATTSSRV: GATTS %¥IR%

[ESP32 Only] AT+BLEGATTSCHAR: GATTS % IR S 4

3.4.

[ESP32 Only] Bluetooth® Low Energy AT %<&
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o [ESP32 Only] AT+BLEGATTSNTFY : [R%%% notify IREEFEESE ) i
o [ESP32 Only] AT+BLEGATTSIND: HR44% indicate R4 EFAF(E LS % P i
o [ESP32 Only] AT+BLEGATTSSETATTR: GATTS & R4 HHEE

o [ESP32 Only] AT+BLEGATTCPRIMSRV: GATTC kAN S

+ [ESP32 Only] AT+BLEGATTCINCLSRV: GATTC &AL IR S

« [ESP32 Only] AT+BLEGATTCCHAR: GATTC K IIR 5 45F

« [ESP32 Only] AT+BLEGATTCRD: GATTC #HURSHHIE

+ [ESP32 Only] AT+BLEGATTCWR: GATTC B R %&FHFE

o [ESP32 Only] AT+BLESPPCFG: £ /¥ 'E Bluetooth LE SPP Z%{

« [ESP32 Only] AT+BLESPP: # A Bluetooth LE SPP iz,

o [ESP32 Only] AT+BLESECPARAM : #5if] /% & Bluetooth LE Jil# 54

e [ESP32 Only] AT+BLEENC: %37 Bluetooth LE Jl%&5 K

« [ESP32 Only] AT+BLEENCRSP: |14 %5 4% A e i e w4 =R

o [ESP32 Only] AT+BLEKEYREPLY : 45X} )5 % &5 M %47 (LG H BY)
o [ESP32 Only] AT+BLECONFREPLY : #5%} 5% 4 I S MINGE S (B EEM B
« [ESP32 Only] AT+BLEENCDEV : 2514551 Bluetooth LE hai5 %51 %
 [ESP32 Only] AT+BLEENCCLEAR: %[ Bluetooth LE MI#5%45 %1%

« [ESP32 Only] AT+BLESETKEY : 1'% Bluetooth LE 7S} 5547

« [ESP32 Only] AT+BLEHIDINIT: Bluetooth LE HID ¥ iE 1k

o [ESP32 Only] AT+BLEHIDKB: %3% Bluetooth LE HID 4#(% 4,

o [ESP32 Only] AT+BLEHIDMUS: %73% Bluetooth LE HID FlA7(% B

« [ESP32 Only] AT+BLEHIDCONSUMER: %% Bluetooth LE HID consumer {3 4,
o [ESP32 Only] AT+BLUFI: JFj5uk % BluFi

« [ESP32 Only] AT+BLUFINAME: #5if]/i%% BluFi %4 %%

3.4.1 [ESP32 Only] AT+BLEINIT: Bluetooth LE #J#&t

EAH<

fig:
7rif] Bluetooth LE 25 #]h1k

.
"ﬂé’\‘
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AT+BLEINIT?

Wi i ¢
HEWIARL, AT &[0 :

+BLEINIT:<role>
0K

HARMIGME, AT &0

+BLEINIT:O
0K

REHL

.
.

=

4y

fi
B Bluetooth LE #Ji5ib A&
A

fir

=

AT+BLEINIT=<init>

Wi i ¢

OK

8

o <Zinit>:

— 0: 44 Bluetooth LE
— 1: client fa o,
— 2: server 414,

WiEA

A S Z 1, B R “at_customize.bin” {8, GG W 4ofT & 7 L Ble services,
o ffiHJHE Bluetooth LE @iy 1, 544, ¥tk Bluetooth LE f .

« Bluetooth LE fta¥linfb)a, NEEEEYH. TR UHMA €, F[FEEWAAT+RST L ERRS, 7
BEHWIiA1E Bluetooth LE f (4,
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o #i ] ESP {E4 Bluetooth LE server, FEJE5% service bin %] flash:
— XF U A i service bin X, 5% esp-at/tools/readme.md;

— service bin SCEFBESEHIIE 55 I esp-at /module_config/module_ ${platform}_ default/at_ customize.csv
T “ble_data” XL

)

AT+BLEINIT=1

3.4.2 [ESP32 Only] AT+BLEADDR: i%E& Bluetooth LE i&&#hiik
EAH<

Jytig:
25ifi] Bluetooth LE &5 11 /A et it

Py -
ﬂﬂ/?\‘

AT+BLEADDR?

W i ¢

+BLEADDR: <BLE_public_addr>
0K

REGS

ifig:
15 & Bluetooth LE 354517k 27

s

AT+BLEADDR=<addr_type> [, <random_addr>]

W

0K
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S8

e <addr_ type>:
— 0: A3Hisik (Public Address)

— 1: BEMIHHE (Random Address)
iEA
o FSHuIE (Static Address) iR DA &f4:
— Mk S LA 1

— ML 20 1 05
— BENUHRER > 2 0H 1 AN 1.

P

AT+BLEADDR=1,"f8:7f:24:87:1c:7b" [/ BB WENAE S I B A

AT+BLEADDR=1 // B A& HE B AR A
AT+BLEADDR=0 // BN E HIE

3.4.3 [ESP32 Only] AT+BLENAME: Zif/iRE Bluetooth LE R & &R

FOH<

Dyite:
#5if] Bluetooth LE %4544 F)

zs

AT+BLENAME?

W

+BLENAME:<device_name>
0K

REG

Lyt :

%' Bluetooth LE % #4544k
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[

AT+BLENAME=<device_name>

Wi i ¢

0K

B

o <device_name>: Bluetooth LE ¥4 %5, KR 32, BRHALFR A “BLE_AT”,

5EA

o HAT+SYSSTORE=1, Bi#EHHBRFRFTE NVS X,

=Pl

AT+BLENAME="esp_demo"

3.4.4 [ESP32 Only] AT+BLESCANPARAM: Zif]/i& 8 Bluetooth LE &%

AT+BLESCANPARAM?

] oz <

+BLESCANPARAM:<scan_type>,<own_addr_type>,<filter_policy>,<scan_interval>,<scan_window>
(0)

REHL

ik

#'% Bluetooth LE 2%k
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LT

AT+BLESCANPARAM=<scan_type>,<own_addr_type>,<filter_policy>,<scan_interval>,<scan_window>

W

0K

o <scan_ type>: A
— 0: WeshidH
— 1 FhHH
« <own_addr_type>: Huih 2%
— 0: Adthbik
— 1: REA LAY
— 2: RPA /A dthbdik
— 3: RPA Ffi#LHbk
o <filter_policy>: iyl
— 0: BLE_SCAN_FILTER_ ALLOW__ALL
— 1: BLE_SCAN_FILTER_ALLOW_ONLY_ WLST
— 2: BLE_SCAN_FILTER_ALLOW_UND_ RPA_DIR
— 3: BLE_SCAN_FILTER ALLOW_WLIST PRA_ DIR
e <scan__interval>: FHH[E]lF

o <scan_ window>: HIHE

L

o <scan_window> ZEIEAFENR T <scan_interval> H{H.

B

AT+BLEINIT=1 // fafa: K%
AT+BLESCANPARAM=0,0,0, 100,50
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3.4.5 [ESP32 Only] AT+BLESCAN: {#&E Bluetooth LE 34
BESS

Yrfie:
FF4 /4211 Bluetooth LE 44

A

AT+BLESCAN=<enable>[,<interval>] [,<filter_type>,<filter_param>]

W )i *

+BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,<addr_type>
0K

¢ <enable>:
— 1 IR
— 0 Il
. [<interval>]: FHiHFSEIE, B 7
— R, RRREASG
- EREIFGE, HREASH
— RBHAN 0 W, MR IR

— ABHBAAE 0 {ER, FI4n AT+BLESCAN=1,3, NIF/REH 3 #J5 B g a4, RIR A
g

o [<filter_type>]: iIJEBETI

)

—1: “MAC”
— 2: “NAME”

o <filter__param>: 1VESE, FRM A MAC itk si 4 Fr

e <addr>: Bluetooth LE Hiihl

o <rssi>: (G

o <adv_data>: | #EHE

o <scan_rsp_data>: J4m R 4

o <addr_type>: | iRIATHbNEZER
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L]

o IR [ OK 1 +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> TF ki i ¥
VA TR E LSS . OK W] REYE +BLESCAN: <addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> Z HikiH, tHH ] HEXE +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> Z )kt .

P

AT+BLEINIT=1  // ffs: %P3

AT+BLESCAN=1  // Fi34#

AT+BLESCAN=0  // {Z1-43

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // i, miREA % MAC H ik
AT+BLESCAN=1,3,2,"ESP-AT" // JFib#, mEEA A& & 4k

3.4.6 [ESP32 Only] AT+BLESCANRSPDATA: &% Bluetooth LE 333k
BE&S

ke
& E Bluetooth LE 411

e

AT+BLESCANRSPDATA=<scan_rsp_data>

Wi % ¢

0K

24

« <scan_rsp_data>: FFINELE, N HEX FArs. I, AR B iR EdEA “0x11 0x22
0x33 Ox44 0x55”, Nfiy4>y AT+BLESCANRSPDATA="1122334455",

B

AT+BLEINIT=2 // ff5: W% %
AT+BLESCANRSPDATA="1122334455"
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3.4.7 [ESP32 Only] AT+BLEADVPARAM: Zif]/i& B Bluetooth LE [“iE&%

i) /S

AT+BLEADVPARAM?

Mjn] oz <

+BLEADVPARAM:<adv_int_min>,<adv_int_max>,<adv_type>,<own_addr_type>,<channel_map>,<adv_
—filter_policy>,<peer_addr_type>,<peer_addr>
0K

RE®H

i
W) RS

AT+BLEADVPARAM=<adv_int_min>,<adv_int_max>,<adv_type>,<own_addr_type>,<channel_map>[,

—<adv_filter_policy>] [,<peer_addr_type>][,<peer_addr>]

W

0K

e <adv_int_ min>: H/N IEEE, KSE(EN /DT <adv_int_max> ZHE. SEGEEH: 0x0020 ~

0x4000,
o <adv_int_max>: FKJ B, ASEEN KT <adv_int_min> Z50H. SEGERE: 0x0020 ~
0x4000,

e <adv_ type>:
— 0: ADV_TYPE_IND
— 2: ADV_TYPE_SCAN_IND
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— 3: ADV_TYPE_NONCONN_IND
e <own_ addr_ type>: Bluetooth LE Hiiht27
— 0: BLE_ADDR_TYPE_PUBLIC
— 1: BLE_ADDR_TYPE_RANDOM
e <channel map>: | %58
— 1: ADV_CHNL_ 37
— 2: ADV_CHNL_ 38
— 4: ADV_CHNL_39
— 7: ADV_CHNL_ALL
[<adv_filter_policy>]: J" il jEas LN

— 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

1: ADV_FILTER ALLOW_SCAN_ WLST CON_ANY

2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
— 3: ADV_FILTER_ALLOW_SCAN_WLST CON_WLST
o [<peer_addr_type>]: X} Bluetooth LE Hiht2s7
— 0: PUBLIC
— 1: RANDOM

o [<peer__addr>]: X} Bluetooth LE il

B

AT+BLEINIT=2 // ff: %%
AT+BLEADVPARAM=50,50,0,0,4,0,0,"12:34:45:78:66:88"

3.4.8 [ESP32 Only] AT+BLEADVDATA: i&E& Bluetooth LE J-iE#iE
RESS
yfik:

B A

P
"ﬂlf\‘
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AT+BLEADVDATA=<adv_data>

Wi i ¢

0K

S8

o <adv_data>: HEEURE, b HEX 5. G0, ZAEBE T SREURY “0x11 0x22 0x33 0x44 0x55”,
)ﬂﬂﬁ‘ﬁé\jﬁl AT+BLEADVDATA="1122334455" ,

5EA

o MR ZHIEAMEHMAYAT+BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer data>,<include power>
WE T #HEdE, WA SR ERN A0 E .

)

AT+BLEINIT=2 // fat: R4 5
AT+BLEADVDATA="1122334455"

3.4.9 [ESP32 Only] AT+BLEADVDATAEX: Hzj)ixE Bluetooth LE J-i&#iE
FAG<

Dyt
EER I CI TR 2

e

AT+BLEADVDATAEX?

W

+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power>

0K
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RESHS

&

4y

.
.

fi
B IR TG %

P
i) H

7

AT+BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>

Wi i ¢

0K

o <dev_name>: FHRHSE, FREAIR. Gl AERERGHIEN Gust-test” | WapdH
AT+BLEADVSTARTEX="just-test",<uuid>,<manufacturer_data>,<include_power>,

o <uuid>: FFERESE FIAN, 28 E UUID A “0xA002”, N4y4->} AT+BLEADVSTARTEX=<dev_name>,

"A002" ,<manufacturer_data>,<include_power>,

o <manufacturer_ data>: | FEIE, h HEX & B0, 254835 B S 78R “0x11 0x22 0x33
0x44 0x55”, N|fy4~ AT+BLEADVSTARTEX=<dev_name>,<uuid>,"1122334455",<include_power>,

+ <include_power>: 3/ #fAIRTHE L& TX R, ASHOVIRBEN 15 B, S 0.

5EA

o WRZHELM M AT+BLEADVDATA=<adv_data> L& T #8dE, WagdaLEan)”
R A

r3t)

AT+BLEINIT=2 // fats: %%
AT+BLEADVDATAEX="ESP-AT", "A002","0102030405" , 1

3.4.10 [ESP32 Only] AT+BLEADVSTART: ¥4 Bluetooth LE =%

TR
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[

AT+BLEADVSTART

Wi i ¢

0K

5EA

o ERMHGASAT+BLEADVPARAM=<adv parameter> & #&S50, W H BRI IES5.
o ERMAGSAT+BLEADVDATA=<adv_data> ¥E 3B, WEES 0 B,

e HZ HI B & M iy SAT+BLEADVDATA=<adv_ data>

wOE T R, W&

W AT+BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer data>,<include_power> 154
EHIEEGRE S, MR, WA AT+BLEADVDATAEX, NM2xg AT+BLEADVDATA K

) FE R 7

B

AT+BLEINIT=2 // ft: RE2
AT+BLEADVSTART

3.4.11 [ESP32 Only] AT+BLEADVSTOP: {&]t Bluetooth LE 3%

AT+BLEADVSTOP

W i :

0K

5EA

o EFHEIES, BEhEST Bluetooth LE 4%, W4 31455 Bluetooth LE J7#%, JLaEHAAMS .

142
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B

AT+BLEINIT=2 // #f: %%
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.12 [ESP32 Only] AT+BLECONN: §#37 Bluetooth LE &#s

S

=

4y

fE:

# 1) Bluetooth LE i#3%

®
°

AT+BLECONN?

Wi i ¢

+BLECONN:<conn_index>,<remote_address>

0K

TR EESLIER:, MmN A g R <conn_index> fl <remote_address> H3{.

REGS

Tytie:
757, Bluetooth LE 43

AT+BLECONN=<conn_index>,<remote_address>[,<addr_type>,<timeout>]

Mjn] Joz <

0K

ORISR

+BLECONN:<conn_index>,<remote_address>

HRM, MR

3.4. [ESP32 Only] Bluetooth® Low Energy AT &<
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+BLECONN:<conn_index>,-1

e <conn__index>: Bluetooth LE jE#:5, JEl: [0,2].
o <remote_ address>: %{Jj Bluetooth LE i%£5Hidil .

o [<addr_type>]: J AR,

o [<timeout>]: FEHGEMIN], BAL: Fbo JERE: [3,30],

o HUHEESORIERZ AT, JesfrAT+BLESCAN 38t s, iR H AR AT #IR S
o IRRIEREIN 30 Fb.

« WIS Bluctooth LT server £ ¥4t FLYEBE AL, WIATDABE IS dr S0ERS 5618 (GATTC) ik
PUMSS . EATDMEIIDAT GATTC fird:

— AT+BLEGATTCPRIMSRV

AT+BLEGATTCINCLSRV

AT+BLEGATTCCHAR

— AT+BLEGATTCRD
— AT+BLEGATTCWR

— AT+BLEGATTSIND

=Pl

AT+BLEINIT=1 // fafs: K P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.13 [ESP32 Only] AT+BLECONNPARAM: Zif/E# Bluetooth LE &EES#

EHHT
hig:
# 1) Bluetooth LE #4545
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AT+BLECONNPARAM?

Wi i ¢

+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<cur_interval>,<latency>,

—<timeout>

&
feesind
o

¥ Bluetooth LE iE:5%L

=
@

AT+BLECONNPARAM=<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

W

0K

VBRI, WFERPATEE

+BLECONNPARAM: <conn_index>,-1

o <conn__index>: Bluetooth LE #E#5, JEH: [0,2].

e <min__interval>: fH/NEREME, JLHE: 0x0006 ~ 0x0C80,
« <max_interval>: FRIEHZMIRG, R : 0x0006 ~ 0x0C80.
o <cur_interval>: MFiiERREFE.

e <latency>: ZEiR, JiMl: 0x0000 ~ 0x01F3,

o <timeout>: #}, JEHl: 0x000A ~ 0x0C80.,

o RATQEORIEHNLIER, I HAUKE client fi (3B ER S

3.4. [ESP32 Only] Bluetooth® Low Energy AT &<
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B

AT+BLEINIT=1 // ff: % 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14,1,500

3.4.14 [ESP32 Only] AT4+BLEDISCONN: HiFF Bluetooth LE &E#£E

¥7FF Bluetooth LE %%

=

A

AT+BLEDISCONN=<conn_index>

Wi i ¢

0K // Y% AT+BLEDISCONN 4
+BLEDISCONN:<conn_index>,<remote_address> // ZEATH 4RI

S8

e <conn__index>: Bluetooth LE ##:%5, {if: [0,2].

e <remote_ address>: X|Jj Bluetooth LE #45Hudik .

588

o SUSCRRR st A S W T

B

AT+BLEINIT=1 // ff: % 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0
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3.4.15 [ESP32 Only] AT+BLEDATALEN: %5 Bluetooth LE #iEEKE
REGS

Yitig:
¢ # Bluetooth LE ¥t B
A

fir

=

AT+BLEDATALEN=<conn_index>,<pkt_data_len>

W )i *

0K

o <conn__index>: Bluetooth LE ##:5, Jif: [0,2].

e <pkt_data_len>: ¥Rt KE, Jul: 0x001b ~ 0x00fb,

5EA

o FEFLHHE S Bluetooth LE %42, FREIKESIRAKE.

r3t)

AT+BLEINIT=1 // fafs: & /3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.16 [ESP32 Only] AT+BLECFGMTU: i%E& Bluetooth LE MTU K&
EEHE

Yriig:
i) MTU (maximum transmission unit, fREHEIC) KJEF

[

AT+BLECFGMTU?
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Wi 3% ¢

+BLECFGMTU:<conn_index>,<mtu_size>

0K

HESHY

&

4y

fi
P MTU [y K

E
e

=

AT+BLECFGMTU=<conn_index>,<mtu_size>

W

0K // dB|A@d

S8

e <conn__index>: Bluetooth LE 5, il [0,2].

e <mtu_ size>: MTU KJF,

L
o A SBIR AL EST Bluetooth LE £,
o [CZFFR Pimis i TA M s MTU K.
o MTU WSEPri R MR, M. 0K HFR2Zialrg MTU KA, RIHREREA—E AR, S0
HAT+BLECFGMTU? #if)55Fr MTU K&,

B

AT+BLEINIT=1 // fafa: K p ¥
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.17 [ESP32 Only] AT+BLEGATTSSRVCRE: GATTS GRS
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GATTS (Generic Attributes Server) gl Bluetooth LE flz4%

Py
A

AT+BLEGATTSSRVCRE

Wi i ¢

0K

L)

o ffiff] ESP /£4 Bluetooth LE server @k 45, FFhist service bin 3043 flash H1,
— QA A service bin U, 2% esp-at/tools/readme.md,

— service bin CFHBEEHNE N esp-at/module_ config/module_ ${platform}_default/at_ customize.csv
S HHY “bledata” Hbhk.

« Bluetooth LE server ¥4k )5, & &M A G 01 @R 5% WAL Bluetooth LE #4z, WIJoyk
B AR5

o WIS Bluetooth LE client EL¥IUAILETI, BT DAGE A ULy Q02 AR 45 o] DAGH F HoAth— S840 B 11
GATTS @4, BlanEah A ERSs . & E RS FIEE AR notification/indication, H &GN :

AT+BLEGATTSSRVORE (B87E Bluetooth LE YEB: 2 i ()

AT+BLEGATTSSRVSTART (34 Bluetooth LE #3257 2 fi{li fil)

AT+BLEGATTSSRV

— AT+BLEGATTSCHAR
— AT+BLEGATTSNTFY
— AT+BLEGATTSIND

— AT+BLEGATTSSETATTR

=Bl

AT+BLEINIT=2 // ff: %%
AT+BLEGATTSSRVCRE
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3.4.18 [ESP32 Only] AT+BLEGATTSSRVSTART: GATTS HBIRS
HiITH<

i
GATTS JF/a4ifii 55

AT+BLEGATTSSRVSTART

REGS

ifig:
GATTS JFE g E s

A

AT+BLEGATTSSRVSTART=<srv_index>

Wi 3% ¢

0K

2%

o <srv_index>: R%E 75, M 1 iR,

P

AT+BLEINIT=2 // ff: W% %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.4.19 [ESP32 Only] AT+BLEGATTSSRVSTOP: GATTS {£ILARS
BITHL

itk
GATTS {5149 k55
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LT

AT+BLEGATTSSRVSTOP

REGS

ifig:
GATTS {5 11 K48 ik 55

s

AT+BLEGATTSSRVSTOP=<srv_index>

W

0K

28

e <srv_index>: R%FS, M 1 FFiGd,

r3t)

AT+BLEINIT=2 // ff6: W% %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.20 [ESP32 Only] AT+BLEGATTSSRV: GATTS AIARSS

FOH<

Yriie:
GATTS KI5

A

AT+BLEGATTSSRV?

Wi i ¢
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+BLEGATTSSRV:<srv_index>,<start>,<srv_uuid>,<srv_type>
0K

S8

 <srv_index>: [RIF/FT, M 1 ITHRIENE.
. <start>:
= 0: IRgs AKIF
- 1: IRFETFR.
o <srv_uuid>: 5% UUID.
o <srv_type>: fRFFIHIRML:
— 0: WEMRSS ;
=1 HEMRSS.

=Pl

AT+BLEINIT=2 // ff: %%
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.21 [ESP32 Only] AT+BLEGATTSCHAR: GATTS AR SS454E

EAH<L

Ty
GATTS % BUR 55 54k

A\ .
"Il/?\‘

AT+BLEGATTSCHAR?

Wi i <
X IR G RAE AR R, WA :

+BLEGATTSCHAR: "char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XA E R, MR
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+BLEGATTSCHAR: "desc" ,<srv_index>,<char_index>,<desc_index>

0K

o <srv_index>: 5575, M 1 FFLREEHY.

o <char_index>: RFFHLIITS, M 1 EIAEH.
« <char_uuid>: fR44Ef) UUID,

« <char_prop>: [R5HHEMEME

o <desc_index>: FHEIIRFFTS .

o <desc_ uuid>: FAEHIASFR) UUID,

r3t)

AT+BLEINIT=2 // #f: W45
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.22 [ESP32 Only] AT+BLEGATTSNTFY: fR%3E notify PRZISIEEAET Pis
BREHY

it
fied5-2% notify M55 HEAE ALY % P13

A

AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length>

W

>

Fi5 > 2o AT HEs o D8, BURHET DA AR, 4R KR EEIAFIZ AL <length> MIfEIY, $hAT
notify #fE.

AR R, R
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0K

e <conn__index>: Bluetooth LE jE#:5, JEl: [0,2].
o <srv_index>: JRGFE, "WizfTAT+BLEGATTSCHAR? 2],
e <char_index>: WIS FEFFAT+BLEGATTSCHAR? 5.

o <length>: HIEKE,

r3t])

AT+BLEINIT=2 /] A RE#

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART  // Fr#4) 4%, % client # /5, MM BRI notify
AT+BLEGATTSCHAR? // i o¥f notify & F i #y 4R 4E

/7 Bldwm, R 3 EMEH 6 TR notify KEN 4 FHMEE, EALTHL:
AT+BLEGATTSNTFY=0,3,6,4

/] B ST KEE, BN 4 FE SR, o 1234, RERFEEHER

3.4.23 [ESP32 Only] AT+BLEGATTSIND: fR%2§ indicate [RZIFIEELS T ik
REGS

Yy
4532 indicate IR 45 HAHE(E 24 % P ik

A

AT+BLEGATTSIND=<conn_index>,<srv_index>,<char_index>,<length>

L)V

>

5 > Fon AT il D 8dE, IURHEW DA A B, S50 K BRI 240 <length> [MER), AT
indicate #4E.

A R Ay, MR R -
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0K

e <conn__index>: Bluetooth LE jE#:5, JEl: [0,2].
e <srv_index>: RS, TLEIFAT+BLEGATTSCHAR? 251,
o <char_index>: WRSFHIEM TS, WiBfTAT+BLEGATTSCHAR? #5if],

o <length>: HIEKE,

r3t])

AT+BLEINIT=2 /] A RE#

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART  // Fr#4) 4%, Y client # /5, M/ EH Y indication
AT+BLEGATTSCHAR? // # % F 3% 7 I8 X indication Hy4H4E

/7 Bldwm, R 3 FMAH 7 FHAE indicate KEH 4 FHMEE, # 4T
AT+BLEGATTSIND=0,3,7,4

/] B ST KEE, BN 4 FE SR, o 1234, RERFEEHER

3.4.24 [ESP32 Only] AT+BLEGATTSSETATTR: GATTS i#ElRZIHHEE
REGS

Dyt
GATTS B M55 R R IR AT

s

AT+BLEGATTSSETATTR=<srv_index>,<char_index>, [<desc_index>],<length>

W

>

P > 2o AT e lioh D8, BURHET DA AR, SR KIS FIZ AL <length> MI{EIY, $hAT
BEERRAE.

A R Ay, MR R -
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0K

o <srv_index>: JR%)¥5E, WisfFAT+BLEGATTSCHAR? #5ifi.
e <char_index>: [R&FHEMFS, WisfTAT+BLEGATTSCHAR? %5,
o [<desc_index>]: FHEHfASFT5
- AT, WSCE R
- FAREE, W ERAE
<length>: K JE,

L)

o WIR <length> ZHUART FFHHRAKIE, MikEXKW. KT service table, Wi compo-

nents/customized__partitions/raw__data/ble_data.

=Pl

AT+BLEINIT=2 // fit.: 4%

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/7 Bltm, w1 EREAH 1 BRHESAKEN 1 FHAEE, #40T:
AT+BLEGATTSSETATTR=1,1,,1

/] ®/R > FEE, BN 1 FRHEENT, flwm s, RERETH

3.4.25 [ESP32 Only] AT+BLEGATTCPRIMSRV: GATTC AMEAXRIRSE

EAH<

i
GATTC (Generic Attributes Client) % PEAR 55

A\ .
"Il/?\‘

AT+BLEGATTCPRIMSRV=<conn_index>

W
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+BLEGATTCPRIMSRV:<conn_index>,<srv_index>,<srv_uuid>,<srv_type>
0K

« <conn_index>: Bluetooth LE ¥#4:5, jifl: [0,2],
o <srv_index>: 5575, M 1 FFARIEHY.
o <srv_uuid>: fli4#y UUID.
o <srv_type>: [[RFFHyZRAL:
— 0: WERS;
- L HERS.

5EA

o (A S, T2 Bluetooth LE #§#%.

=Pl

AT+BLEINIT=1 // fafs: K P 3%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.26 [ESP32 Only] AT+BLEGATTCINCLSRV: GATTC AMBAEMRSZ

RE®H

ifig:
GATTC RIAL 4RSS

AN .
"Il/?\‘

AT+BLEGATTCINCLSRV=<conn_index>,<srv_index>

Wi i :

+BLEGATTCINCLSRV:<conn_index>,<srv_index>,<srv_uuid>,<srv_type>,<included_srv_uuid>,

—<included_srv_type>
0K
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o <conn__index>: Bluetooth LE %5, il [0,2].
e <srv_index>: R4 )75, A[isfFAT+BLEGATTCPRIMSRYV =<conn_index> #¥if.
o <srv_uuid>: fl¢45 UUID,
o <srv_type>: RFHYLEAL:
= 00 WEMRSS
= L HERS.
e <included_ srv_uuid>: @&k 4% UUID,
e <included_ srv_ type>: & ARS AL
= 00 KBRS ;
- L HERSS.

5EA

o ERAMS, FEJLHE#ST Bluetooth LE #EH%.

P

AT+BLEINIT=1 // ff: &P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // RIFEF —FwASHEHLER, 36/€ index &

3.4.27 [ESP32 Only] AT+BLEGATTCCHAR: GATTC AR SS454E
REG

i
GATTC % B 55 F#iE

AT+BLEGATTCCHAR=<conn_index>,<srv_index>

My i+
XTI FHE(E R, MR AT
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+BLEGATTCCHAR: "char" ,<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFHAFF R, MR

+BLEGATTCCHAR: "desc" ,<conn_index>,<srv_index>,<char_index>,<desc_index>,<desc_uuid>

0K

e <conn__index>: Bluetooth LE ##:%5, Jif: [0,2].

o <srv_index>: WR4FE, AHEFFAT+BLEGATTCPRIMSRV =<conn index> ZEif],
o <char_index>: [R&GFHMENTS, M 1 FFUREIE.

o <char__uuid>: [R&45#ER) UUID,

+ <char_prop>: WRFHHIEM B

o <desc_index>: JFALFIAETFS .

o <desc_ uuid>: JFAFIASHY UUID.,

5EA

o fHHAMGS, FFEIHE Bluetooth LE ##.

r3t])

AT+BLEINIT=1 // ff: % /¥
AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // R — & w AW EHLER, $8%E index #if

3.4.28 [ESP32 Only] AT+BLEGATTCRD: GATTC {EER S4FEE
REGS

Dyt
GATTC BEHUIR IS FF AL E SR E

s
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AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>[,<desc_index>]

Wi i ¢
+BLEGATTCRD:<conn_index>,<len>,<value>
0K

8

e <conn__index>: Bluetooth LE ##:%5, Jif: [0,2].

o <srv_index>: R FE, WifTAT+BLEGATTCPRIMSRV =<conn_ index> #rif].,

e <char_index>: RE¥NEFS, AlisfTAT+BLEGATTCCOHAR=<conn_index>,<srv_index> #f
.

o [<desc_index>]: FHERIRFTTFS

— HICE, B E AR E
— HARWE, BHHPARERE .

o <len>: FHEKJE.

e <char_ value>:[R&4EE, HEX 4555, izfTAT+BLEGATTCRD=<conn_ index>,<srv_index>,<char_index>
BEH. B, M)A +BLEGATTCRD: 1,30, WIFR/REIEKAE N 1, AN “0x307,

o [<desc__value>]: R HAEHHAFE , HEX 458,187 AT+BLEGATTCRD=<conn__index>,<srv_index>,<chai
E. BN, #We Rk +BLEGATTCRD:4,30313233, MIFE/REFEKE N 4, WAR “0x30 0x31 0x32
0x337,

WiEA

o HHAMS, FEIHET Bluetooth LE JE#.

o A BIRGSFHEA SCHRFERAE, k(A “ERROR”,
Bl

AT+BLEINIT=1 // f: % /¥

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // M/ —Fw AW LR, $8/€ index &1
/7 Blim, BBE 3 FREHE 2 BRHENSE 1 FHAFEL, #4T:
AT+BLEGATTCRD=0,3,2,1
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3.4.29 [ESP32 Only] AT+BLEGATTCWR: GATTC SHRZ4HEE
BESS

Dyt
GATTC B 55 FF AL fEL sl R A (H

AT+BLEGATTCWR=<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length>

Response:

>

Fig > 2o AT e o L8, BEIHET DA AR, 48R RIS FIZ AL <length> HIfEIF, $hAT
EYN (o

AR RN, R

0K

e <conn__index>: Bluetooth LE ##%5, {if: [0,2].
o <srv_index>: R FE, WiafTrAT+BLEGATTCPRIMSRV =<conn_index> #rif].,

—

e <char_index>: RE¥NEFS, AlisfTAT+BLEGATTCCHAR=<conn_index>,<srv_index> #f
s
.+ [<desc_index>]: KFEMIAATE:
= HRE, WEHARIAATE;
— EARBCE, W5 HRRHAERE.
o <length>: Hl K.

L)
o BEAANS, FESLEL Bluetooth LE .

o A HPRIRIFFHEA S S A, Wik “ERROR”,
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B

AT+BLEINIT=1 // i &P

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // HR{EF — 4o bW &L R, 5% index F#H

/] B, B% 3 EMEME 4 BHE, EAKEN 6 FHHEE, #40T:
AT+BLEGATTCWR=0,3,4, ,6

/1 RE DS FEE, N 6 FRHBAEN T, W "123456", KEFHEE AN

3.4.30 [ESP32 Only] AT+BLESPPCFG: Zif]/iRE Bluetooth LE SPP &%

EEHL

=

4y

fE:

#71f] Bluetooth LE SPP (Serial Port Profile) 24§

=
T

AT+BLESPPCFG?

W

+BLESPPCFG:<tx_service_index>,<tx_char_index>,<rx_service_index>,<rx_char_index>

0K

E B EE Bluetooth LE SPP 3§

=

A

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>,<tx_char_index>,<rx_service_index>,<rx_

—»char_index>]

W

0K
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e <cfg enable>:
— 0: EFTAH SPP 24, JnmiU A2 HULT IR
- L REIA SRR,

e <tx_service_index>: tx R % F B, W i8 fTAT+BLEGATTCPRIMSRV=<conn_index>
FMAT+BLEGATTSSRV? %],

o
i

)

o <tx_ char_ index> :tx [R&HFE)T5 , WisfTAT+BLEGATTCCHA R=<conn__index>,<srv_ index>
MAT+BLEGATTSCHAR? #i.

o <rx_service_index>: rx JR % ¥ 5, W i8 fTAT+BLEGATTCPRIMSRV=<conn_ index>
MAT+BLEGATTSSRV? 5],

e <rx_ char_ index>:rx R&EFFHMFS , WizfTAT+BLEGATTCCHAR=<conn__index>,<srv_index>
MAT+BLEGATTSCHAR? i,

L
o XFF Bluetooth LE & i, tx REGIFMEEM L Z write with response B write without
response, rx RIFFHIEEMLIIZE indicate B notify.

o XITF Bluetooth LE ]R55%%, tx IRSGHFHEEMHELAE indicate B notify, rx IRSFFFHEEELIE

write with response Ef write without response.

Pl

AT+BLESPPCFG=0 // E'E Bluetooth LE SPP %%
AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP %[
AT+BLESPPCFG? // # i Bluetooth LE SPP %%

3.4.31 [ESP32 Only] AT+BLESPP: # A\ Bluetooth LE SPP &=

&

TH<

=y

o

fE:
3t A Bluetooth LE SPP =,
wA:

pray

=

AT+BLESPP

Wi i <
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5EA
o 77 Bluetooth LE SPP 24 dEyk, A4k [ ERROR,

o 1E SPP kg, 3 RWEAT+SYSMSG Jy 1, W AT A Fm B MERAR S EE E

B

AT+BLESPP  // # A\ Bluetooth LE SPP # =

3.4.32 [ESP32 Only] AT+BLESECPARAM: Zit]/iZE Bluetooth LE fnZE&%
EiHS

Jyiie:
25 Bluetooth LE SMP hli#Z%k

P
ﬂﬂ/?\‘

AT+BLESECPARAM?

W i ¢

+BLESECPARAM: <auth_req>,<iocap>,<key_size>,<init_key>,<rsp_key>,<auth_option>
0K

REGS

hiig:
% & Bluetooth LE SMP %244

[

AT+BLESECPARAM=<auth_req>,<iocap>,<key_size>,<init_key>,<rsp_key>[,<auth_option>]

W

0K
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S8

o <auth_req>: AUFHRK.
— 0: NO_BOND

1: BOND

4: MITM

8: SC_ONLY

9: SC_BOND

— 12: SC_MITM

— 13: SC_MITM_BOND
o <iocap>: i AHIHAES .

— 0: DisplayOnly

1: DisplayYesNo

2: KeyboardOnly

3: NoInputNoOutput
— 4: Keyboard display
o <key_size>: WK, MIEMEMH 7~ 16 7,
o <init_key>: ZHRFAURIBIAEH -
o <rsp_key>: ZACRRALLH IR B4 .
e <auth_ option>: Z¢4 i \F LI :
— 0: AL EENR;
— L QSRTCH R 2 B BOE LA, WS WITEE.

L]
o <init_key> fll <rsp_key> ZHI HLAFIZH AL I :
Bit0: JI T 22 Ha4 hfa 5 ) 285 B e 4 2 4
Bit1: T2l %A B S IRK %41
Bit2: T 2c I b B 4H AT B %5 ) CSRK 54
Bit3: TRt dh B e A B 2410 link %54 (fUH T Bluetooth LE il BR/EDR 47 HIR,) .
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B

AT+BLESECPARAM=1,4,16,3,3,0

3.4.33 [ESP32 Only] AT+BLEENC: %#2 Bluetooth LE JI%iERK
BES

i
S WOREEN

O e
iy

AT+BLEENC=<conn_index>,<sec_act>

MW 3% <

0K

2%

o <conn__index>: Bluetooth LE #E#5, JEH: [0,2].

¢ <sec__act>:

0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT NO_MITM;

3: SEC_ENCRYPT_ MITM,

5EA

o MMIAMR, WARNRELESH. B SN BanERE.

z3t)

AT+BLESECPARAM=1,4,16,3,3
AT+BLEENC=0,3
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3.4.34 [ESP32 Only] AT+BLEENCRSP: [EE ¥ imi%k & A E G K

I 5 0 iy B A AR X 17 5K
%

AT+BLEENCRSP=<conn_index>,<accept>

Mjn] oz <

0K

2%

o <conn__index>: Bluetooth LE ##:5, Jif: [0,2].

e <accept>:
- 0: fH4;
- L &,

5EA

o BMAMGYE, AT SAERCN RIS AU 5 RO 45 2R .

+BLEAUTHCMPL : <conn_index>,<enc_result>

e <conn__index>: Bluetooth LE i##5, iRl [0,2].
¢ <enc_ result>:

= 0: SN 1 5

— 1t AR

=Pl

AT+BLEENCRSP=0, 1
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3.4.35 [ESP32 Only] AT+BLEKEYREPLY: £33 HiREEEFA (£ EEME)

REGS

AT+BLEKEYREPLY=<conn_index>, <key>

W )i *

0K

2%

o <conn__index>: Bluetooth LE ##:5, Jif: [0,2].

o <key>: FiXIHH].

P

AT+BLEKEYREPLY=0,649784

3.4.36 [ESP32 Only] AT+BLECONFREPLY: AWM HBRZEERHINGE (E5EEME)

REHS

A=)

4y

fi

[l 52 e X} 4
/7"\

Ele

AT+BLECONFREPLY=<conn_index>,<confirm>

Mjn] oz <

0K
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S8

o <conn__index>: Bluetooth LE %5, il [0,2].

¢ <confirm>:

-0 %

- 1. 2

B

AT+BLECONFREPLY=0, 1

3.4.37 [ESP32 Only] AT+BLEENCDEV: ZEig4jE#) Bluetooth LE MIFHiXZIIFT

EAH<L

ifig:
ISP E R Bluetooth LE %% #5513

AN .
"Il/?\‘

AT+BLEENCDEV?

W

+BLEENCDEV:<enc_dev_index>,<mac_address>
0K

S8

e <enc_dev_index>: C4EIRSHIERS .

e <mac__address>: MAC Hudi.

r3t)

AT+BLEENCDEV?
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3.4.38 [ESP32 Only] AT+BLEENCCLEAR: j&B& Bluetooth LE MEiRZFIFE
RES

Dyt
ML ARSI T R R — S e
/7"\

Ele

AT+BLEENCCLEAR=<enc_dev_index>

Yytie:
b 53 2 4 i P B A 18

A

AT+BLEENCCLEAR

W

0K

28

o <enc_dev_index>: BE4JERGHIEES .

r3t)

AT+BLEENCCLEAR

3.4.39 [ESP32 Only] AT+BLESETKEY: i&E Bluetooth LE E#Z5EI M &R

EEAHL

i
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#ifi) Bluetooth LE #fASHECX 8, #ARKE, W AT &[] -1
A

=

(1]

AT+BLESETKEY?

Wi 3% ¢

+BLESETKEY:<static_key>
(0)

HEG?

Yyfie:
M4 Bluetooth LE jE#:15% &4 Bluetooth LE Xt # 41

P
"ﬂl\'\‘

AT+BLESETKEY=<static_key>

W i <

0K

S8

. <static_key>: Bluetooth LE ##£SHIX %54H .

=Pl

AT+BLESETKEY=123456

3.4.40 [ESP32 Only] AT+BLEHIDINIT: Bluetooth LE HID ti{$#1#&81t

3.4. [ESP32 Only] Bluetooth® Low Energy AT &<
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AT+BLEHIDINIT?

W] o, <
LARRIIRME, W AT i&[a]:

+BLEHIDINIT:O
0K

ARG, W AT &0

+BLEHIDINIT: 1
0K

REGS

Yy
¥k Bluetooth LE HID il

A .
"N/?\'

AT+BLEHIDINIT=<init>

W] . <
0K
8
o <Zinit>:
— 0: B4 Bluetooth LE HID X pI#IHa4L
— 1: Y144k Bluetooth LE HID /i,
L)

« Bluetooth LE HID Ji3: 5 GATT/GAP iy 4[r] i Al .

=Pl

AT+BLEHIDINIT=1

172
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3.4.41 [ESP32 Only] AT+BLEHIDKB: &3i% Bluetooth LE HID ##{E2
BEHY

Dyt
KBRS

AT+BLEHIDKB=<Modifier_keys>,<key_1>,<key_2>,<key_3>,<key_4>,<key_b>,<key_6>

M i :

0K

2%

« <Modifier__keys>: Z{5.
o <key_ 1>: HURY 1.
o <key_2>: U 2,
o <key_ 3>: HH{Lf5 3,
o <key_4>: HURY 4.
o <key_5>: #{UHY 5,

o <key_ 6>: HfLf 6,

38R

. ELEBIEE, 5% Universal Serial Bus HID Usage Tables [f] Keyboard/Keypad Page 594,

B

AT+BLEHIDKB=0,4,0,0,0,0,0 // B NF/H & "a"

3.4.42 [ESP32 Only] AT+BLEHIDMUS: %i% Bluetooth LE HID Riz{Z2
BES

Ly :
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Kk AR E R

Py
A

AT+BLEHIDMUS=<buttons>,<X_displacement>,<Y_displacement>,<wheel>

W i ¢

0K

s4%

<buttons>: FliRiit.

<X_ displacement>: X i,

<Y_ displacement>: Y {iif%.

<wheel>: &,

=Pl

AT+BLEHIDMUS=0,10,10,0

3.4.43 [ESP32 Only] AT4+BLEHIDCONSUMER: % 3% Bluetooth LE HID consumer {5

2
HEHS
Yrtig:
%% consumer [ &
s

AT+BLEHIDCONSUMER=<consumer_usage_id>

W i <

0K

2%

e <consumer__usage_ id>: consumer ID, qll power. reset. help. volume %, {#£[&iE 2% HID Usage
Tables for Universal Serial Bus (USB) # Consumer Page (0x0C) &7,
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B

AT+BLEHIDCONSUMER=233 // BB & &

b

3.4.44 [ESP32 Only] AT+BLUFI: Fjgaxi# BluFi
oS

#i) BluFi i

O e
iy

AT+BLUFI?

LEVE
# BluFi RIFJH, R

+BLUFI:0
0K

47 BluFi & E, WaRE -

+BLUFI:1
0K

REH

yfik:
FFJR k4] BluFi

O e
"ll’/\'\‘

AT+BLUFI=<option>[,<auth floor>]

W 3% ¢

0K

3.4. [ESP32 Only] Bluetooth® Low Energy AT &<
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S8

e <option>:

— 0: x| BluFi;
— 1: JF/8 BluFi.

+ <auth floor>: Wi-Fi INIEBEI(E, ESP-AT A& #HAEB AL T I {ER AP:

r3t)

0:

1:

2:

OPEN (#iA);

WEP;

WPA_PSK;
WPA2_PSK;
WPA_WPA2_PSK;
WPA2 ENTERPRISE;
WPA3_PSK;

WPA2_ WPA3 PSK,

AT+BLUFI=

1

3.4.45 [ESP32 Only] AT+BLUFINAME: ZEif/i%x& BluFi & &%

FOHS

i

#) BluFi 4 Fx

e

AT+BLUFINAME?

Wi i ¢

+BLUFINAME:<device_name>

0K

176
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BESS

Ditig:

P55 BluFi %5845
s

AT+BLUFINAME=<device_name>

Wi i ¢

0K

S8

e <device__name>: BluFi %£&4%4#.

L)

o MNFEBCE BluFi WA, WAEIB T AT+ BLUFI=1 a4 HIBCE., 75 WERF6l ] #RiA 44 Fx BLUFI_DEVICE.,

o BluFi & AMERNKEN 29 77,

B

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.5 [ESP32 Only] Classic Bluetooth® AT #H4<$ 5

[English]
ESP32 AT [&{ 304 82080 5.0 fitAs.
o [ESP32 Only] AT+BTINIT: Classic Bluetooth ¥4k
o [ESP32 Only] AT+BTNAME: 2] /#% & Classic Bluetooth 1% %544 ¢
o [ESP32 Only] AT+BTSCANMODE: & Classic Bluetooth FIH#5=;
o [ESP32 Only] AT+BTSTARTDISC: FFh%FJEH Classic Bluetooth %45
o [ESP32 Only] AT+BTSPPINIT: Classic Bluetooth SPP M4k

« [ESP32 Only] AT+BTSPPCONN: #iif]/#sr SPP %%
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o [ESP32 Only] AT+BTSPPDISCONN: WiFf SPP %4

o [ESP32 Only] AT+BTSPPSTART: FJ& Classic Bluetooth SPP Hpi¥

o [ESP32 Only] AT+BTSPPSEND: %#EE#HEFIX ) Classic Bluetooth SPP %%
o [ESP32 Only] AT+BTA2DPINIT: Classic Bluetooth A2DP HMYAI 44k,

o [ESP32 Only] AT+BTA2DPCONN: Z5if] /7. A2DP ¥4z

o [ESP32 Only] AT+BTA2DPDISCONN: Wi A2DP 45

o [ESP32 Only] AT+BTA2DPSRC: i)/ 1% & 5530 URL

o [ESP32 Only] AT+BTA2DPCTRL: 45| 55idk ik

o [ESP32 Only] AT+BTSECPARAM: #tifi /%% Classic Bluetooth %4 Z4)

o [ESP32 Only] AT+BTKEYREPLY : i Afi i %254 (Simple Pair Key)
 [ESP32 Only] AT+BTPINREPLY : % AMESHIX %S (Legacy Pair PIN Code)
o [ESP32 Only] AT+BTSECCFM: 25X} & I M G R (RSB

o [ESP32 Only] AT+BTENCDEV: % Classic Bluetooth flI%# 5413

« [ESP32 Only] AT+BTENCCLEAR: &R Classic Bluetooth fin%5 i 412

o [ESP32 Only] AT+BTCOD: %8 ¥%£&3H

o [ESP32 Only] AT+BTPOWER: #if]/i#% & Classic Bluetooth ffj TX Zp%

3.5.1 [ESP32 Only] AT+BTINIT: Classic Bluetooth #)i&1t
EEHQ

Lyt :
75 Classic Bluetooth #JIa1LIRZS

LT

AT+BTINIT?

Wi 3% ¢
LOPIR, TR R

+BTINIT:1
0K

HARMIIARAE, R[]

178 Chapter 3. AT $<%




ESP-AT User Guide

+BTINIT: 0
0K

REGS

itk
VIt e 4Y Classic Bluetooth

AT+BTINIT=<init>

M) i :
0K
&8
e Zinit>:
— 0: H4H Classic Bluetooth;
— 1: #1E4k Classic Bluetooth,
~fl

AT+BTINIT=1

3.5.2 [ESP32 Only] AT+BTNAME: #Eif]/i&& Classic Bluetooth &&E &R

EAH<

hiig:
#r1f] Classic Bluetooth #4544 %

Pa sy
A

AT+BTNAME?

W

3.5. [ESP32 Only] Classic Bluetooth® AT 4%
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+BTNAME: <device_name>
0K

REGS

Dyiie:
% & Classic Bluetooth %4544 Fx
/ /?\ .

iy

oF

AT+BTNAME=<device_name>

W i ©

0K

S8

e <device_name>: Classic Bluetooth &£, KK ER: 32,

L)

o BAT+SYSSTORE=1, WlE HEUEFAFAE NVS X,
o R\ Classic Bluetooth X450 “ESP32 AT”,

B

AT+BTNAME="esp_demo"

3.5.3 [ESP32 Only] AT+BTSCANMODE: i&E Classic Bluetooth &=
wES

g
#'H Classic Bluetooth FHi#¥i;
A

fir”

=

AT+BTSCANMODE=<scan_mode>
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Wi 3% ¢

0K

2

e <scan__mode>:
= 00 AR A HA W] 34
— 1t AR A
— 2: BT A AT R
= 3 AT RBUEA R

B

AT+BTSCANMODE=2  // BE¥ % 3 7 4 £

3.5.4 [ESP32 Only] AT+BTSTARTDISC: Fi5 &I EiA Classic Bluetooth i%&
RES

Jyiie:
Hhh % P Classic Bluetooth 1%

A\
"Il/?\‘

AT+BTSTARTDISC=<inq_mode>,<inq_len>,<inq_num_rsps>

W i <

+BTSTARTDISC:<bt_addr>,<dev_name>,<major_dev_class>,<minor_dev_class>,<major_srv_class>,

—<rssi>

0K

S8

e <inq_ mode>:

— 0: general inquiry mode;

3.5. [ESP32 Only] Classic Bluetooth® AT 4% 181




ESP-AT User Guide

— 1: limited inquiry mode.
+ <ing_len>: inquiry B[, JEFE: 0x01 ~ 0x30,
+ <ing num_rsps>: HPALEIRY inquiry responses BIEUE:, #ih 0, AT KpUL | JGERA response.
e <bt_addr>: Classic Bluetooth Huhi
o <dev_name>: &K,
o <major_dev_ class>: L&A
— 0x0: HAt;
— Ox1: TFEAL;
— 0x2: HUiE (FHL. JofE. OAHHTE. JEAHIRALE )
— 0x3: LAN. W45 A5
— Oxd: FH/A (AL #75as. Sofhrs . PR, VCR);
— Ox5: Wil (BUbR. BERkFr. §4):
— 0x6: Bif% (FTED. AL MHL. BoR):
— Ox7: AJZEH;
— 0x8: BrH:;
— 0x9: fEHE;
— Ox1F: K424,
+ <minor_dev_ class>: {if&% LS (Minor Device Class field).,
e <major_srv_ class>: FHfR4A:
— 0x0: JoAkfH:
— Ox1: AP %P (Limited Discoverable Mode);
= 0x8: EfL (PLEARE);
— 0x10: %%, U LAN, X6
— 0x20: {HZ, QFTED. s
— 0x40: fifie, W Z3aR;
— 0x80: X5 A% %, MW v-Inbox. v-Folder;
— 0x100: &4, fzrEds. . HAURS
— 0x200: HL3E, njcdarfihi. RIS . HAURS
— 0x400: {54, 1 WEB JR%5%¢. WAP %5,

o <rssi>: {FEME.
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B

AT+BTINIT=1
AT+BTSCANMODE=2
AT+BTSTARTDISC=0,10,10

3.5.5 [ESP32 Only] AT+BTSPPINIT: Classic Bluetooth SPP (#3181t

S

=

4y

fi

#71f) Classic Bluetooth SPP #il I i bR 2

=
°

AT+BTSPPINIT?

Wi i ¢
LORIIR, R

+BTSPPINIT:1
0K

HARPIIRAL, TR ] -

+BTSPPINIT:0
0K

REHL

Dyie:
VIt LB 4y Classic Bluetooth SPP Y

.
"ﬂ/?\'

AT+BTSPPINIT=<init>

Wi i ¢

0K

3.5. [ESP32 Only] Classic Bluetooth® AT 4%
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2%
o <Zinit>:
— 0: 34Y Classic Bluetooth SPP #p¥;
— 1: WiE4k Classic Bluetooth SPP Ffp¥, {55 master;
— 2: ¥1tE1k Classic Bluetooth SPP 1%, -l slave,
i

AT+BTSPPINIT=1 // master
AT+BTSPPINIT=2 // slave

3.5.6 [ESP32 Only] AT+BTSPPCONN: Z5it]/#3I SPP &

EAH<

Jytig:
#rif) Classic Bluetooth SPP #$2

Py -
ﬂﬂ/?\‘

AT+BTSPPCONN?

W i <

+BTSPPCONN:<conn_index>,<remote_address>

0K

WARARESLERE, Wk 1]

+BTSPPCONN: -1

REGS

Yitig:
##57. Classic Bluetooth SPP %4

[

AT+BTSPPCONN=<conn_index>,<sec_mode>,<remote_address>

184
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Wi 3% ¢

0K

HESLEERN), W AT [0l :

+BTSPPCONN:<conn_index>,<remote_address>

HESLEERR I, W) AT iz [0] :

+BTSPPCONN:<conn_index>,-1

28

e <conn_index>: Classic Bluetooth SPP ##:5, 247 H i iEh:, E#5H 0.
e <sec_mode>:
— 0x0000: TG4 PR ;
0x0001: FFEAAL (A HMERETFE);
0x0036: FFEMN%;
0x3000: Hr[E] PR
— 0x4000: /b 16 (%55,

o <remote_ address>: XiJj Classic Bluetooth SPP 45l .

B

AT+BTSPPCONN=0,0,"24:0a:c4:09:34:23"

3.5.7 [ESP32 Only] AT+BTSPPDISCONN: HiF SPP &
HITHL

Yytie:
Wi I Classic Bluetooth SPP j##%

[

AT+BTSPPDISCONN=<conn_index>

W % <
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0K

AIBATI, WA ]

+BTSPPDISCONN:<conn_index>,<remote_address>

AR IBATRIM, W [m]:

+BTSPPDISCONN: -1

S8

o <conn__index>: Classic Bluetooth SPP ##5, Mu) L ZFRER, #i5H 0,

e <remote_address>: X}Jj Classic Bluetooth A2DP #¢45Huilk .

B

AT+BTSPPDISCONN=0

3.5.8 [ESP32 Only] AT+BTSPPSEND: %i%#iEF% 7 Classic Bluetooth SPP &%
RiITHS

Tytig:
3t A Classic Bluetooth SPP iz,

Py -
iy A

AT+BTSPPSEND

W

wRE®

Iri
KIEEIEE|XF Classic Bluetooth SPP 4%

A

4y

=
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AT+BTSPPSEND=<conn_index>,<data_len>

Wi i ¢

0K

sH
e <conn_ index>: Classic Bluetooth SPP i35, Muj H i aiEds, EEE N 0,
e <data_len>: KiEFIRIIKE.

A

o RGLEIIar e EATIRIE >, SRS ESP BidE A UART Bluetooth A, ARG KA
A+ BN, R R R Ao, EENEE T AT e

B

AT+BTSPPSEND=0, 100
AT+BTSPPSEND

3.5.9 [ESP32 Only] AT+BTSPPSTART: FJg Classic Bluetooth SPP {#§i¥{
RITHS

Hyiie:
JFJ& Classic Bluetooth SPP 3

e

AT+BTSPPSTART

Mjn] Joz <

0K

L)

o TE SPP f&hi, WARAKRREAT+SYSMSG iy bit2 H 1, MARGAKFERTATERARE R E
B

/Lo
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B

AT+BTSPPSTART

3.5.10 [ESP32 Only] AT+BTA2DPINIT:

oS

#rifi] Classic Bluetooth A2DP Ml I ta LR ES

Py -
iy

Classic Bluetooth A2DP il #1441t

AT+BTA2DPINIT?

MW 3% <
LOPIIR, TR R

+BTA2DPINIT: 1
0K

HARMIIAAE, R

+BTA2DPINIT: 0
0K

REH

Yyfie:
WAL EESY Classic Bluetooth A2DP 4%

Do
iy

AT+BTA2DPINIT=<role>,<init_val>

W 3% ¢
0K
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S8

o <role>: fifa
— 0: source;
— 1: sink,
e <init_val>:
— 0: YE# Classic Bluetooth A2DP #fpii;

— 1: ¥4E1k Classic Bluetooth A2DP ¥,

P

AT+BTA2DPINIT=0,1

3.5.11 [ESP32 Only] AT+BTA2DPCONN: Zif/#3T A2DP &3

FEOHS

Yitig:
#rifi) Classic Bluetooth A2DP %%

A

AT+BTA2DPCONN?

Wi % ¢

+BTA2DPCONN: <conn_index>,<remote_address>
0K

ERESIIER:, W AT A4 iR[H] <conn_index> £l <remote_address> Z:4{,

REG

Lyt :
B

4y

Classic Bluetooth A2DP %$=

=

BV
(RO

AT+BTA2DPCONN=<conn_index>,<remote_address>
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Wi 3% ¢

0K

ATHSLIEE ), R ]

+BTA2DPCONN: <conn_index>,<remote_address>

AR, Wk (] -

+BTA2DPCONN:<conn_index>,-1

S8

e <conn__index>: Classic Bluetooth A2DP i&#:5-, M4ui H XmiER:, ERES N0,

e <remote_ address>: X} J5 Classic Bluetooth A2DP 45tk

r3t)

AT+BTA2DPCONN=0,0,0,"24:0a:c4:09:34:23"

3.5.12 [ESP32 Only] AT+BTA2DPDISCONN: EfFF A2DP &E3#E

A

&

I

&

&

4y

.
.

&
H

WrFF Classic Bluetooth A2DP %4

=

AT+BTA2DPDISCONN=<conn_index>

Wi i3 ¢

+BTA2DPDISCONN:<conn_index>,<remote_address>
0K

S8

e <conn__index>: Classic Bluetooth A2DP &35, M4ui H XraiER:, EES M 0,

e <remote_address>: X}Jj Classic Bluetooth A2DP #¢£5Hudik .
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B

AT+BTA2DPDISCONN=0

3.5.13 [ESP32 Only] AT+BTA2DPSRC: ZEif/igBEEMXH URL

oS

FIE AT URL

Py -
iy

AT+BTA2DPSRC?

MW 3% <

+BTA2DPSRC: <url>,<type>

Dyt
BCEFH WM URL

e

AT+BTA2DPSRC=<conn_index>,<url>

Wi i ¢

0K

2%

e <conn__index>: Classic Bluetooth A2DP #45, Ui A X FFpiEE, 4

o <url>: JESCAEEAE, H4EiH SR HTTP, HTTPS fil FLASH.,

o <type>: FHCMFRA, 40 “mp3”,

=

=

N0,

3.5. [ESP32 Only] Classic Bluetooth® AT 4%
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L]

o HETHSCRF mp3 KA.

P

AT+BTA2DPSRC=0, "https://dl.espressif.com/dl/audio/ff-16b-2c-44100hz.mp3"
AT+BTA2DPSRC=0, "flash://spiffs/zhifubao.mp3"

3.5.14 [ESP32 Only] AT+BTA2DPCTRL: 12§ 4hi%H

ik
AT IRt 7

AT+BTA2DPCTRL=<conn_index>,<ctrl>

W i ¢

0K

S8

« <conn_index>: Classic Bluetooth A2DP J455 Mpyi N ik, HEHEH 0,
o <ctrl>: AL

0: A2DP Sink, {5 -7

1: A2DP Sink, FU&HEIC

— 2. A2DP Sink, Pif;

— 3: A2DP Sink, J5iR;

— 4: A2DP Sink, ‘HudkEzsh;
— 5: A2DP Sink, Pkl ;
— 0: A2DP Source, 1&I1F3&L;
— 1: A2DP Source, FFIR¥EHL;

— 2: A2DP Source, #{=3%ik.
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B

AT+BTA2DPCTRL=0,1 // FFrHa#E ik &

3.5.15 [ESP32 Only] AT+BTSECPARAM: ZEif/i&E Classic Bluetooth & &%

oS

#rif) Classic Bluetooth Z4Z%§

O e
iy

AT+BTSECPARAM?

MW 3% <

+BTSECPARAM:<io_cap>,<pin_type>,<pin_code>
0K

REGS

Yitig:
B Classic Bluetooth Z4Z%§

s

AT+BTSECPARAM=<io_cap>,<pin_type>,<pin_code>

Wi i ¢

0K

S8

o <io_cap>: HiAHiiigE
— 0: DisplayOnly;
— 1: DisplayYesNo;
— 2: KeyboardOnly;

— 3: NolnputNoOutput.,

3.5. [ESP32 Only] Classic Bluetooth® AT 4%
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o <pin_type>: i ffj AR [E] g A -
— 0: WJAR%ERY;
— 1: [EEE.
o <pin_code>: LAEINE, RAKE: 16 F17.
L

o AN <pin_type> 4 0, & HBIZME <pin_code> 24,

B

AT+BTSECPARAM=3,1,"9527"

3.5.16 [ESP32 Only] AT+BTKEYREPLY: i\ A 42548 (Simple Pair Key)

iy A TR PRI %54H (Simple Pair Key)

s

AT+BTKEYREPLY=<conn_index>, <Key>

Wi

0K

S8

e <conn__index>: Classic Bluetooth %355, Mui - s, #iEES R 0.

o <Key>: fajBAMCXI%4H (Simple Pair Key).

=Pl

AT+BTKEYREPLY=0, 123456
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3.5.17 [ESP32 Only] AT+BTPINREPLY: i \t£4E2 ¥t #10 (Legacy Pair PIN Code)
TR

Dyie:
W AEGE XY (Legacy Pair PIN Code)

AT+BTPINREPLY=<conn_index>,<Pin>

W )i *

0K

2%

e <conn__index>: Classic Bluetooth #E#5, Yui A X FrAER, #EHESH 0.

o <Pin>: ELHEXEN (Legacy Pair PIN Code),

P

AT+BTPINREPLY=0, "6688"

3.5.18 [ESP32 Only] AT+BTSECCFM: AWM AEELESHINEGE (ESHEEMER)

G0 e M E NG R (G BL)

AN .
“Il/?\‘

AT+BTSECCFM=<conn_index>,<accept>

Wi

0K
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S8

o <conn__index>: Classic Bluetooth E#:, Yu] HZFreER, EHS R 0,
. <accept>: fAHHEE:
— 0: {i4s;

- 1 %,

B

AT+BTSECCFM=0, 1

3.5.19 [ESP32 Only] AT+BTENCDEV: Zif] Classic Bluetooth 1 iZ &I

EAH<L
i
I E R

AN .
"Il/?\‘

AT+BTENCDEV?

W

+BTENCDEV:<enc_dev_index>,<mac_address>

0K

S8

e <enc_dev_index>: #ERLITFE.

e <mac__address>: MAC Hudi.

r3t)

AT+BTENCDEV?
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3.5.20 [ESP32 Only] AT+BTENCCLEAR: j&pB& Classic Bluetooth &g & 3%
RES

Dyt
A RR RS PR — S e s
/7"\

Ele

AT+BTENCCLEAR=<enc_dev_index>

Yytie:
b 53 2 4 i P B A 18

A

AT+BLEENCCLEAR

W

0K

28

e <enc_dev_index>: #ENFTE .

r3t)

AT+BTENCCLEAR

3.5.21 [ESP32 Only] AT+BTCOD: #EBREHR
BEHY

i
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% B Classic Bluetooth 45357

.
A

=

AT+BTCOD=<major>,<minor>,<service>

Wi 3% ¢

0K

S8

o <major>: [HFEHM (major class);
o <minor>: ZEEFHEHA (minor class);

o <service>: [R5 (service class),

r3t)

AT+BTCOD=6,32,32 // FTH#L

3.5.22 [ESP32 Only] AT+BTPOWER: #if)/i&E Classic Bluetooth B TX ThZE

EEHL

=

4y

fig:

#rifi] Classic Bluetooth [ TX Ifj&

=
T

AT+BTPOWER?

W

+BTPOWER: <min_tx_power>,<max_tx_power>
OK

REGS

ig:
P E Classic Bluetooth ] TX Ifj&

198 Chapter 3. AT §49%



https://www.bluetooth.com/specifications/assigned-numbers/baseband/
https://www.bluetooth.com/specifications/assigned-numbers/baseband/
https://www.bluetooth.com/specifications/assigned-numbers/baseband/

ESP-AT User Guide

[

AT+BTPOWER=<min_tx_power>,<max_tx_power>

Wi i ¢

0K

2

P

<min__tx__power>: F/NIFKT, JEHE: [0,7].

<max_ tx__power>: HRKIIFIKF-, JuH: [0,7].

AT+BTPOWER=5,6 // %% Classic Bluetooth tx F =

3.6

MQTT AT Commands

[English]

AT+MQTTUSERCFG: % MQTT I F@k
AT+MQTTCLIENTID: #'& MQTT %3 ID
AT+MQTTUSERNAME: #8 MQTT %[ H 14
AT+MQTTPASSWORD: #'& MQTT k555
AT+MQTTCONNCFG: %% MQTT #4581
AT+MQTTCONN: %3 MQTT Broker
AT+MQTTPUB: kA MQTT JHE (F4FH)
AT+MQTTPUBRAW : %1 MQTT ji.8, (k)
AT+MQTTSUB: 1Tk MQTT Topic
AT+MQTTUNSUB: BU4iT 1 MQTT Topic
AT+MQTTCLEAN: WiFF MQTT &4

MQTT AT 44325

MQTT AT 4.0

3.6.

MQTT AT Commands
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3.6.1 AT+MQTTUSERCFG: & MQTT HFEM
REGS

i
Fo i MQTT stk

AT+MQTTUSERCFG=<LinkID>,<scheme>,<'"client_id">,<"username">,<"password">,<cert_key_ID>,

~,<CA_ID>,<"path">

W

0K

2%

e <LinkID>: X4Hif¢ % #F link ID 0,
e <scheme>:

— 1: MQTT over TCP;

2: MQTT over TLS (AASIRIEF);

8 server IE45)

AL client JE) ;

18 server JEASH HAZAL client §E15)
— 6: MQTT over WebSocket (3T TCP);

(
— 3: MQTT over TLS (
— 4: MQTT over TLS (
— 5: MQTT over TLS (

— 7: MQTT over WebSocket Secure (FF TLS, ARIGIEF);
— 8 MQTT over WebSocket Secure (3T TLS, I server {E35);
— 9: MQTT over WebSocket Secure (#:T TLS, it client JE45);

10: MQTT over WebSocket Secure (T TLS, & server yIF457f HELft client JIFF5).

o <Zclient_id>: MQTT %' ID, HwIKE: 256 Fi7.

e <username>: "4, FT & MQTT broker, HAKE: 64 Fi7.

o <password>: #iY, HTEF MQTT broker, KK E: 64 F5.

e <cert_key_ ID>: jF4 ID, HH] ESP-AT U F—%& cert IEH, Z%CH 0.
« <CA_ID>: CAID, Hi ESP-AT {3 #f—% CA LT, B¥0Hh 0.
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« <path>: BRI, RAKE: 32 5797,

L)

2l
R

F55 AT fr BB KA BRI 256 737,

=2

3.6.2 AT+MQTTCLIENTID: &8 MQTT ZPig ID
RE&H

i
BEE MQTT % i 1D

O e
iy A

AT+MQTTCLIENTID=<LinkID>,<"client_id">

W i <

0K

X
« <LinkID>: 4i{¢ %5 link ID 0.
o <client_id>: MQTT & i 1D,
L

o B AT oM E KRR 256 77,
o AT+MQTTUSERCFG fp%-nl VAE MQTT % /i ID, 3% 2 A 22 5l 4% :
— AT+MQTTCLIENTID fiy4% Al AR EAHXS B A KA i 1D, 24 AT+MATTUSERCFG fiy & YK S

Z IR
— NWAEAE AT+MQTTUSERCFG i F{#i /] AT+MQTTCLIENTID,
3.6.3 AT+MQTTUSERNAME: £8 MQTT ZiHRPE
HESS

i
BE MQTT M4
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LT

AT+MQTTUSERNAME=<LinkID>,<"username'>

Wi i ¢

0K

28

e <LinkID>: %4¥{¢ %% link ID 0.

e <username>: J{T&[i MQTT broker ¥l 745

5EA

o A AT @m0 B KRR 256 715,
o AT+MQTTUSERCFG iy A PABE MQTT /40, #2254
— AT+MQTTUSERNAME fiiy -] AR R BCEARR BRI P44, (812 AT+MQTTUSERCFG i K Z B .

— NWAEAE AT+MQTTUSERCFG Jii i ff AT+MQTTUSERNAME,

3.6.4 AT+MQTTPASSWORD: &8 MQTT EpEF&HEE

REHL

i
E MQTT

A

=

AT+MQTTPASSWORD=<LinkID>,<"password'">

L)V

0K

2%

o <LinkID>: Y4Hi{{ % link ID 0.

o <password>: ] F-&[ii MQTT broker 1%,
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L]

o [5% AT MIAMEKEARGERL 256 797,
o AT+MQTTUSERCFG Al ABEE: MQTT %5, —FH2Z A2 5 0H:
— AT+MQTTPASSWORD 1] DA R EARX I K %0, A4 AT+MQTTUSERCFG fiip &[4 32 B ;

— WEiXE AT+MQTTUSERCFG J5 i JT] AT+MQTTPASSWORD.

3.6.5 AT+MQTTCONNCFG: &8 MQTT ZE#EEH

RESHS

=y

(V(V

fié:
BE MQTT i /Eit
%

Ny -
]

=

AT+MQTTCONNCFG=<LinkID>,<keepalive>,<disable_clean_session>,<"lwt_topic">,<"lwt_msg">,

—<lwt_qos>,<lwt_retain>

W i <

0K

« <LinkID>: 4#i{{3Z#F link ID 0.
« <keepalive>: MQTT ping HEIfIF[E], Hfii: £. Jufl: [0,7200]. BRIME: 0, SPERHIECY 120 £,

e <disable_ clean_ session>: {&#H MQTT jFH & ifind, X ZSHWMELEBiES%E MQTT 3.1.1
ML H Y Clean Session E7,

— 0: fFREIEH T
- 1. ZEEA
o <lwt_ topic>: &IE topic, HIKEF: 128 Fr,
o <lwt_msg>: #IE message, FARKE: 64 FI7.
o <lwt_qos>: jiilg QoS, ZHmlik 0. 1. 2, ERIAH: 0.

e <lwt_retain>: &I retain, (A% 0 8% 1, ZRIAE: 0.
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3.6.6 AT+MQTTCONN: %E# MQTT Broker

I}

WHY

A=

4y

fE:
i) ESP £ 2R MQTT broker
7‘, M

A

s

=

AT+MQTTCONN?

Mjn] oz <

+MQTTCONN: <LinkID>,<state>,<scheme><"host">,<port>,<"path">,<reconnect>
0K

#4: MQTT Broker
W

e

AT+MQTTCONN=<LinkID>,<"host">,<port>,<reconnect>

W

0K

 <LinkID>: 4§j{{3Z$F link ID 0.
e <host>: MQTT broker 42, FwIAKE: 128 F7.
o <port>: MQTT broker W11, fKiIT: 65535,
o <path>: BEEEKAE, HOKKE: 32 795,
¢ <reconnect>:
- 0: MQTT ‘K B 3%
— 1. MQTT H3hEE, SEFERE AR,

o <state>: MQTT JIRZ:
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— 0: MQTT RA46L;
— 1: B\%'% AT+MQTTUSERCFG;
— 2: B\ %% AT+MQTTCONNCFG;
— 3 ERCWIT
— 4 BEIER
— b B#E#E, {HRITT topic;
— 6: CLER:, BT topic,
e <scheme>:
— 1. MQTT over TCP;
— 2: MQTT over TLS (ARIHES);
e server IE45)
P client 1EF)
e server UEF I FLERL client jIE45);
— 6: MQTT over WebSocket (- TCP);

(
— 3: MQTT over TLS (
— 4: MQTT over TLS (
— 5: MQTT over TLS (

— 7: MQTT over WebSocket Secure (#FT TLS, AEIET);
— 8: MQTT over WebSocket Secure (T TLS, I server iE35);

— 9: MQTT over WebSocket Secure (3T TLS, #2{it client jIEF5);

— 10: MQTT over WebSocket Secure (3T TLS, U server {EF57f HEEft client JEF5).

3.6.7 AT+MQTTPUB: k% MQTT B8 (&FH)

e

RESHS

Jyiig:
i topic %A MQTT FAFHHE,, A2kt “EHE, WHHAT+MQTTPUBRAW fi54.
wA:

"A.

oF

AT+MQTTPUB=<LinkID>,<"topic">,<"data'">,<qos>,<retain>

W

0K
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o <LinkID>: 4F[{X3HF link ID 0,

o <topic>: MQTT topic, FHKKJE: 128 F37,

o <data>: MQTT F/FEHME.

o <qos>: RMHEM QoS, Z¥ik 0. 1. 5 2, BIMHE: 0.

e <retain>:@ K77 retain,

o B AT ORI B RERGERT 256 577
o AATOANREARRIE \O, AR AA G, WHMAT+MQTTPUBRAW 64,

3.6.8 AT+MQTTPUBRAW: %7 MQTT H& (=itH)
BES

M topic % MQTT “_HBIE
O]

i
oA

AT+MQTTPUBRAW=<LinkID>,<"topic">,<length>,<qos>,<retain>

Wi 3% <

0K
>

Fig > 2o AT e Floh D8, BERHET DA AR, 4R RIS FIZ AL <length> HI{EIT, Kk
fefITiR .

Ak, W AT g0 -

+MQTTPUB: 0K

AR, W AT aR[H] -

+MQTTPUB:FAIL
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<LinkID>: %73+ link ID 0,

<topic>: MQTT topic, FHAKE: 128 F.

<length>: MQTT JHEKEZ, K[ ESP B AKENMH:

— XF ESP32 St s KRS 2] A AT BR

— X ESP8266 #45, ki 32 Al f 9421 MQTT_BUFFER_SIZE_BYTE MR . %2002
IMEH 512, A[{E build.py menuconfig FiX EEMIME, PAMLE MO ERIRE . % Z2001E

= HEMRERKE + MQTT #:3kKE (BT topic HFRGKE) .
<qos>: KAEN QoS, &Mk 0. 1. 1% 2, BRAME: 0.

<retain>: &1 retain,

3.6.9 AT+MQTTSUB: iTiE MQTT Topic

HE TR topic

AT+MQTTSUB?

W i :

+MQTTSUB: <LinkID>,<state>,<"topicl">,<qos>

+MQTTSUB:<LinkID>,<state>,<"topic2">,<qos>

+MQTTSUB: <LinkID>,<state>,<"topic3">,<qos>

0K

RE®H

yiig:
WHHEE MQTT topic f4E%E QoS, FFiTFZ 1> topic

s

AT+MQTTSUB=<LinkID>,<"topic">,<qos>
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Wi 3% ¢

0K

4 AT BEICIT A topic (1) MQTT JHERF, &u]:

+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

A% topic, WiRME:

ALREADY SUBSCRIBE

28

o <LinkID>: %4H[{{3Z+F link ID 0.
. <state>: MQTT 75:

— 0: MQTT &K#hatk;

— 1: ©ik%'E AT+MQTTUSERCFG;

— 2: B i%E AT+MQTTCONNCFG;

— 3 LW

— 4 BETIERE

- 5 Qs (HARITHY topic;

— 6: DR, Cilldid MQTT topic.
o <topic>: TJ[H topic.

o <qos>: A QoS.

3.6.10 AT+MQTTUNSUB: HHiITE] MQTT Topic

REGS

ik

HPIRBGH T AR E topic, WZURMAGS, PABGHITFIARFK topic.
fiy 4

AT+MQTTUNSUB=<LinkID>,<"topic">

W i <
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0K

AR Fgidi% topic, R :

NO UNSUBSCRIBE

0K

S8

o <LinkID>: M4pi{¢ %35 link ID 0.

e <topic>: MQTT topic, Fx/IKE: 128 Fiy,

3.6.11 AT+MQTTCLEAN: HiHF MQTT &E#:

REHL

Jyiig:
Wi MQTT e, BEsiR.

A

AT+MQTTCLEAN=<LinkID>

W

0K

2%

o <LinkID>: Y4Hi{{ % link ID 0,

3.6.12 MQTT AT 4&i255

MQTT 425 PA ERR CODE: 0x<%08x> 34T EHI .

IR $HIRAY
AT MQTT NO_ CONFIGURED 0x6001
AT _MQTT_NOT_IN_CONFIGURED_STATE 0x6002
TTghe
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R2-ZEW
SHIRFER $EIRD
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT MQTT ALREADY CONNECTED 0x6004
AT _MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_ LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT MQTT PARAMETER COUNTS IS WRONG 0x6008
AT MQTT_ TLS CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT MQTT_CLIENT_ START FAILED 0x600B
AT _MQTT_CLIENT_ PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT__FAILED 0x600F
AT _MQTT_LINK ID READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT MQTT SCHEME VALUE IS WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT MQTT_ CLIENT ID IS NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT MQTT_USERNAME_ READ_FAILED 0x6017
AT _MQTT_ USERNAME_ IS NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT MQTT_PASSWORD_IS_NULL 0x601B
AT MQTT_PASSWORD_IS OVERLENGTH 0x601C
AT _MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT MQTT CERT_KEY ID_ VALUE IS WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT MQTT CA ID_ VALUE IS WRONG 0x6020
AT MQTT_ CA_LENGTH_ERROR 0x6021
AT _MQTT_CA_READ_FAILED 0x6022
AT MQTT_ CERT_LENGTH_ ERROR 0x6023
AT _MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT _MQTT_KEY_ READ_FAILED 0x6026
AT _MQTT_PATH_READ_FAILED 0x6027
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SHIRFER

$EIRD

AT _MQTT_PATH_ IS NULL

0x6028

AT MQTT PATH IS OVERLENGTH

0x6029

AT_MQTT_VERSION_READ_FAILED

0x602A

AT_MQTT_KEEPALIVE_READ_FAILED

0x602B

AT_MQTT_KEEPALIVE_ IS NULL

0x602C

AT_MQTT_KEEPALIVE_VALUE_IS_WRONG

0x602D

AT MQTT DISABLE CLEAN_ SESSION READ_ FAILED

0x602E

AT MQTT_ DISABLE CLEAN_SESSION_VALUE_IS_ WRONG

0x602F

AT MQTT _LWT_ TOPIC_ READ_FAILED

0x6030

AT _MQTT _LWT_ TOPIC IS NULL

0x6031

AT_MQTT_LWT_TOPIC_IS_OVERLENGTH

0x6032

AT MQTT LWT_MSG_READ_FAILED

0x6033

AT_MQTT_LWT_MSG_IS_NULL

0x6034

AT MQTT LWT_MSG_IS OVERLENGTH

0x6035

AT _MQTT_LWT_QOS_READ_FAILED

0x6036

AT MQTT ILWT QOS_VALUE IS WRONG

0x6037

AT_MQTT_LWT_ RETAIN_READ_FAILED

0x6038

AT_MQTT_LWT_RETAIN_VALUE_IS_ WRONG

0x6039

AT MQTT HOST READ_ FAILED

0x603A

AT _MQTT_HOST_IS_NULL

0x603B

AT MQTT_ HOST_ IS OVERLENGTH

0x603C

AT _MQTT_PORT_ READ_FAILED

0x603D

AT MQTT_ PORT VALUE IS WRONG

0x603E

AT MQTT_ RECONNECT_ READ_FAILED

0x603F

AT MQTT_ RECONNECT_ VALUE_ IS WRONG

0x6040

AT MQTT_TOPIC_READ_ FAILED

0x6041

AT_MQTT_TOPIC_IS_NULL

0x6042

AT MQTT TOPIC_IS OVERLENGTH

0x6043

AT_MQTT_DATA_READ_FAILED

0x6044

AT_MQTT_DATA_IS_ NULL

0x6045

AT MQTT DATA IS OVERLENGTH

0x6046

AT MQTT QOS READ FAILED

0x6047

AT MQTT QOS_VALUE IS WRONG

0x6048

AT _MQTT_RETAIN_READ_FAILED

0x6049

AT_MQTT_RETAIN_VALUE_IS_WRONG

0x604A

AT_MQTT_PUBLISH LENGTH_READ_FAILED

0x604B

AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG

0x604C
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R2-ZEW
SHIRFER $EIRD
AT MQTT RECV_LENGTH IS WRONG 0x604D
AT MQTT CREATE_ SEMA _ FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.6.13 MQTT AT i}BH

o —ORBL, AT MQTT fip 45 2AE 10 PR, {H AT+MQTTCONN fir S FRob. BN, AR ek h AN GE
R, fir4 AT+MQTTPUB £7E 10 FhPMR;, {H AT+MQTTCONN iy A7E M KIS R, T 6E
LT A [ o T % i

o QR AT+MQTTCONN @HLT TLS 4k, RMHUE A T 10 B, 0GR i ] AR T
AL AR K

o 24 MQTT jEHEK T, 43278 +MQTTDISCONNECTED: <LinkID> 4 &..

==
T

o 4 MQTT #EHE N, £4%/5% +MQTTCONNECTED:<LinkID>,<scheme>,<"host">,port,<"path">,

<reconnect> JHH .

3.7 HTTP AT 4%

[English]
o AT+HTTPCLIENT: %3 HTTP % Pk
o AT+HTTPGETSIZE: 3B HTTP %E A/
o AT+HTTPCPOST: Post $§& Kl HTTP $i

o HTTP AT 4%%

3.7.1 ATH+HTTPCLIENT: %&3x HTTP ZPimiEsk
RE®H

zs

AT+HTTPCLIENT=<opt>,<content-type>,<"url">, [<"host">], [<"path">],<transport_type>[,<"data
—">] [,<"http_req_header">] [,<"http_req_header">] [...]
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Wi 3% ¢

+HTTPCLIENT:<size>,<data>

0K

S8

L

<opt>: HTTP % it K rvk:
— 1: HEAD
- 2: GET
— 3: POST
— 4: PUT
— 5: DELETE
<content-type>: & il KEHEIEA

— 0: application/x-www-form-urlencoded

1: application/json

2: multipart/form-data

— 3: text/xml
<” url” >: HTTP URL, M4J5HE <host> Fll <path> BH NN, RBHSHIBEXH TS
<” host” >: f#Z 5 IP #hk.

<» path” >: HTTP §&4%.

)

<transport_type>: HTTP & mfefideay, BIAMEN 1:
— 1: HTTP_TRANSPORT_QVER_TCP

— 2: HTTP_TRANSPORT OVER_SSL

<” data” >: 4 <opt> J& POST #i3KIf, ASHCN KRG HTITP M55 &%, 4 <opt> A2
POST i3k, EANSHAGTE (b2, AHREMAZSRIRAENTSL).

<” http_req header” >: " KELZANEKR KA RS 4 -

WK url 2RO, HTTP 251 B 200 host Z4UAI path S8 IR url XA
AR S, HTTP & k6] host %A path Z4L.
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o FECRAMPEEBIAA SR HTTP % Pimdin S (I WA fT 7 7% ESP-AT Fl—F & T 1840 2
), BETEE AT X HH %44 . /build.py menuconfig > Component config > AT >
AT http command support, RGHIFIH (1 W Build Your Own ESP-AT Project) .

r3t)

// HEAD &3k
AT+HTTPCLIENT=1,0,"http://httpbin.org/get","httpbin.org","/get",1

// GET &k
AT+HTTPCLIENT=2,0,"http://httpbin.org/get","httpbin.org","/get",1

// POST &3k
AT+HTTPCLIENT=3,0,"http://httpbin.org/post","httpbin.org","/post",1,"fieldl=valuel&
—field2=value2"

3.7.2 AT+HTTPGETSIZE: 3XEx HTTP HiFEXK/M

REGS

AT+HTTPGETSIZE=<url>

W i <

+HTTPGETSIZE:<size>

0K

2

e <url>: HTTP URL,

o <size>: HTTP HH K/,
A
o HECTURA P BRI SR HTTP K Fimar % (GERE WAe 1 7 A% ESP-AT ] —F & TR 4420 %

), HEWES AN AR R % @m4: . /build.py menuconfig > Component config > AT >
AT http command support, XJGHIFIMH (FEEE W Build Your Own ESP-AT Project) .
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B

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.7.3 ATH+HTTPCPOST: Post I§FEKER HTTP #iE
RE&H

A

AT+HTTPCPOST=<url>,<length>[,<http_req_header_cnt>] [,<http_req_header>..<http_req_header>
=]

W 7

0K
>

P45 > Fon AT HEsIFElcR DR, BERHEST DA AR, SRR KA SI B <length> [Y(HIT, &4
IR R

o ek, R fa :

SEND OK

PRI, R [a] -

SEND FAIL

S8

<url>: HTTP URL,
<length>: 7§ POST fi) HTTP i K JE. HARKBEET R A 4 FLiHEZS R R/
<http_req_ header__cnt>: <http_req_header> ZH1E &

[<http_req header>]: "] %&ikLZ N RKLA NSS4

3.7.4 HTTP AT 4258

o HTTP % ik

3.7. HTTP AT %% 215




ESP-AT User Guide

HTTP & Pinfaixfg | i%AA
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
o HTTP AR5 #%:
HTTP fRF A= | i
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71£7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
« HTTP AT:

— AT+HTTPCLIENT iy 14t iRF% 4 0x7000+Standard HTTP Error Code
HTTP/1.1 Error Code 5., &% RFC 2616).,

(H£ A % Standard

— Bltn, # AT {E¥ ] AT+HTTPCLIENT fiyABUg %] HTTP error 404, £ iR[A 0x7194 450

(hex (0x7000+404)=0x7194),

3.8 [ESP32 Only] LAXKM AT &

[English]
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o« FEEHIIE
o [ESP32 Only] AT+CIPETHMAC: Z5]/#% & ESP PAKM MAC Hihl

 [ESP32 Only] AT+CIPETH: #5if] /i ESP PLIKMA IP Hihk

3.8.1 &Ik

IBATPAKIM AT 64 2 1, T DA T 4 T A%

R AL BSP32-Bthernet-Kit FFRACABINHEFIKF AT G4 RIAHES T 1. ARt
FHR SR ICE LT G, RN A0 H AR BURS T3 RX/TX P

Bk AT UART 41 (B WEOAR) AT UART & BIFIDAK M DI B4 Bl 5% ) -
— T factory_param_ data.csv FAgECH:;

— ¥ WROVER-32 [/ uart_tx_pin M GPIO22 ¥l GPIO2, uart_rx_pin M GPIO19 ¥k GPIO4,
uart_cts_pin M GPIO15 ¥l GPIO1, uart_rts_pin M GPIO14 ¥y GPIO1  (fE{4-3$ETh
REVIE, X EARMHRIIGE), BRI WA TI5r AT port & .

o ffifiE AT ethernet support, WZ{5HEi5 I How to enable ESP-AT Ethernet,
PG % LA R £ ESP32-Ethernet-Kit .
TR

— BEEEHL MCU (41 PC, Wffifi] USB #H fiidk) % ESP32-Ethernet-Kit ) GPIO2 (TX) F
GPIO4 (RX), AfliAAIIREN T EH CTS/RTS;

— ESP32-Ethernet-Kit &4z DA R R 4% .

3.8.2 [ESP32 Only] AT+CIPETHMAC: ZEif/i%E ESP LI KMAE) MAC it
FAG<

Dyt
i ESP PUKMEY MAC itk

Py -
“ﬂlf\‘

AT+CIPETHMAC?

Wi i <

+CIPETHMAC:<"mac">
0K
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HEHS

ik

i E ESP PLKMAE) MAC itk
[ ECH

AT+CIPETHMAC=<"mac">

Wi i ¢

0K

o <” mac” >: FHHSE, FIRDULRME DR MAC Hilt.

o [EFBRAAR LHEDAKM AT 4 (FERTE WA T 7 A BESP-AT Fl —F & RRE 22 7)), HE0E
HAPAF R FE L FHZ a4 . /build.py menuconfig > Component config > AT > AT ethernet
support, RJGHmPELAE (FEITE W Build Your Own ESP-AT Project).,

o FAT+SYSSTORE=1, WtEEUGH R NVS X,
o DAKMIEE I MAC HihikASRE 5 HAh4E 1A AH R .
o ESP MAC #ihitf% bit0 A% H 1. Flin, "[ih “la:--7, (HARRERK “15:--7,

e FF:FF:FF:FF:FF:FF £ 00:00:00:00:00:00 Kot MAC Hbotl, RNEEIRE .

r3t)

AT+CIPETHMAC="1a:fe:35:98:d4:7b"

3.8.3 [ESP32 Only] AT+CIPETH: #i§/igE ESP LIAMEY IP bt

FaAG<

i

#if) ESP DUKKY 1P okt
A
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AT+CIPETH?

Wi i ¢

+CIPETH:ip:<ip>

+CIPETH: gateway:<gateway>
+CIPETH:netmask:<netmask>
0K

REGS

i
WE ESP PUKRFRY IP Mkt

[

AT+CIPETH=<ip>[,<gateway>,<netmask>]

W

0K

o <ip>: FHFESH, FoR ESP KM TP k.
. [<gateway>]: [,

o [<netmask>]: W%,

L

o [EFERIAA ZFFAKRIM AT iy (BT WA fT T /% ESP-AT B —-F & 7Rl 440 2 ), (A2l
PR R %4 . /build.py menuconfig > Component config > AT > AT ethernet
support, RIGHIFLAE (WL Build Your Own ESP-AT Project) .

o HAT+SYSSTORE=1, BLEEHIHRAFAE NVS X,

o Aap Qi Ea4-5 DHCP AHE N, MAT+CWDHCP:
— #AEE IP, W DHCP 2348
— %31l DHCP, NI IP 2848
- RE—RIE G E— K.
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B

AT+CIPETH="192.168.6.100","192.168.6.1","255.255.255.0"

3.9 [ESP8266 Only] {E&Hlit AT &
[English]
o AT+FACTPLCP: J)i%K PLCP #4 PLCP
3.9.1 [ESP8266 Only] AT+FACTPLCP: %)i%x4 PLCP %8 PLCP
RE®H

ez

AT+FACTPLCP=<enable>,<tx_with_long>

Wi i ¢

0K

2%

« <enable>: JHJiI /M FoBLE:

= 0: SNFEIACE, T <cx_with_long> ZHKBRIAE:

— 1 A FEECE, AT %% PLCP AT <tx_with_long> Z4{.
o <tx_with_ long>: %ki%K PLCP g4 PLCP:

— 0: %% PLCP (k)

— 1: &3%K PLCP.

3.10 [ESP32 & ESP32-S2 & ESP32-C3] IEz)) AT &

[English]
o AT+DRVADC: Bl ADC j@iEfE
o AT+DRVPWMINIT: #i54k. PWM IKzhes

o AT+DRVPWMDUTY: #%E PWM 5251t
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o AT+DRVPWMFADE: ¥ PWM #iis

o AT+DRVI2CINIT: &k 12C 41K

o AT+DRVI2CRD: #HL 12C ¥

o AT+DRVI2CWRDATA: B A 12C ¥4k

o AT+DRVI2CWRBYTES: BARNET 4 1) 12C $d
o AT+DRVSPICONFGPIO: [ii'& SPI GPIO

o AT+DRVSPIINIT: #Jh&Ak SPT FALBK)

o AT+DRVSPIRD: #HL SPI ¥

o AT+DRVSPIWR: B A SPI ¥iE

3.10.1 AT+DRVADC: {ZH ADC j#iE{E

REGS

Py -
iy

AT+DRVADC=<channel>,<atten>

W i <

+DRVADC:<raw data>
OK

2%

<channel>: ADCI1 @i, Jill: 0~ 7, MNEMEERBAME L.
<atten>: FEJHiH:

— 0: 0dB %W, WEAEHEN 1.1V;

— 1: 25 dB Z§, WEAEBRE 1.5V;

— 2: 6 dB i, WEEHREN 2.2V;
3: 11 dB 3, WEFEHEEN 3.9V,

<raw data>: ADC j@iE{H, HE(E N raw_data/2 Vidth * atten,

3.10. [ESP32 & ESP32-S2 & ESP32-C3] JRzf) AT &
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i5EA
« ESP-AT H3¥#F ADCI,

o ESP32 il ESP32-C3 >{#F 12 i 5cfF, ESP32-S2 H 75 13 {756 /F .

B

AT+DRVADC=0,0 // ADC1 O @, ®/E: 0 ~ 1.1 V

+DRVADC: 2048 // ESP32 fn ESP32-C3 #iH JE 4 2048 / 4096 * 1.1 = 0.55
// ESP32-S2 My JE % 2048 / 8192 * 1.1 = 0.264

0K

3.10.2 AT+DRVPWMINIT: )it PWM IBzH2E

REGHS

O e
iy

AT+DRVPWMINIT=<freq>,<duty_res>,<chO_gpio>[,...,<ch3_gpio>]

W

0K

o <freq>: LEDC ERZHiZR, HAf: Hz, JiF: 1 Hz ~ 8 MHz.
o <duty_res>: LEDC il 5&5WWAHER, {EHE: 0~ 20 fi.

+ <chx_gpio>: LEDC j@iji x fy#idi GPIO. fifn, WIREAS GPIO16 fEHiEiE 0, Tk
<chO_gpio> “H 16,

A
o ESP-AT HZLHEZF 4 NEiE.

e HAMA MKW EBEREAZ R E T HE PWM &% (WMAT+DRVPWMDUTY
MAT+DRVPWMFADE) Refe U EIE . Flan, W& Rwine 7 m-~iEiE, A4 AT+DRVPWMDUTY
o4 LA RGP I PWM 52 1.

o WA 2 O R AN . A5 SR UL A 23 B HEs SR
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B

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 A3, MEH 5 kHz, HZWoERA 13
AT+DRVPWMINIT=10000,10,17 /] RATHeLER O, FEH 10 kHz, H R E 4 10 i,
v PuM 4 x @A R E —NE

3.10.3 AT+DRVPWMDUTY: 8 PWM g=LE

REHL

(K

AT+DRVPWMDUTY=<chO_duty>[, ...,<ch3_duty>]

W i ¢

0K

B8
« <duty>: LEDC j@ii fi25 1, Juf: [0,2 HHases],
88

o ESP-AT f{Z RS 4 Nilil.

o EHRMEELHFRE LSS, EREKIZSE

B

Bydr 2 b 255, WEREWY 1 M bEZ o 512

AT+DRVPWMDUTY=255,512 // &% B ¥ 0
Wi 2 WEZHA O

AT+DRVPWMDUTY=, ,0 /] REE

3.10.4 AT+DRVPWMFADE: g8 PWM #i3

REGS

=
7
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AT+DRVPWMFADE=<chO_target_duty>,<chO_fade_time>[,...,<ch3_target_duty>,<ch3_fade_time>]

Wi i ¢

0K

2
o <target_duty>: HFRWiZ a5, JEE: [0,2 dutv_resolution 1],
o <fade_time>: WIASHE K], BfL: 25D,

L
o ESP-AT £ HE T 4 MNiliiE.

o HHAEIEILTERE <target_duty> fil <fade_time>, EEAMEEIT],

B

AT+DRVPWMFADE=, ,0, 1000 /] ER—A e EKEE 1 s S REER O
AT+DRVPWMFADE=1024,1000,0,2000, // #Ff— A EE¥EE 0 & =X E A 1024, T 8 B[4
¥E 1 BEEhiEA o

3.10.5 AT+DRVI2CINIT: #)ig4t 12C £HIEzH
REHL

[

AT+DRVI2CINIT=<num>,<scl_io>,<sda_io>,<clock>

W i <

0K

S8

o <num>: 120 $HS, 0~ 1. ARKREEEGSE, AT ERTALR 120 .

e <scl_io>: I2C SCL {51y GPIO &
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e <sda_io>: I2C SDA {5 GPIO &,

o <Zclock>: FHU Y I2C WpBMAHR, {7 Hz, fHKfE: 1 MHz,

1588

o AR HEF 126 ML,

B

AT+DRVI2CINIT=0,25,26,1000 // #7#:1{k I2C0, SCL: GPI025, SDA: GPI026, I2C Hf4F#i%: 1 kHz
AT+DRVI2CINIT=0 // B 1200 AL

3.10.6 AT+DRVI2CRD: iZHr 12C #iiE

REGS

Py
A

AT+DRVI2CRD=<num>,<address>,<length>

Wi i ¢

+DRVI2CRD:<read data>
0K

S8

<num>: 12C g5, JE/: 0~ 1.
<address>: 12C MM £
— 7 fiidbdik: 0 ~ OxTF;

— 10 ik S—AFARYE-LAMLE 1111 0XX, Hi WAL XX 2 10 bk iz, B
fn, g 10 7kl 0x2FF (b’ 1011111111), AR 25 ARk >4 0x7AFF (b’ 111101011111111).

<length>: I2C ¥g B, {ERI: 1~ 2048,

<read data>: 12C %{iE.

L)

12C kg i i a) oy —#b
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B

AT+DRVI2CRD=0,0x34,1 // 12C0 MHik 0x34 A FE 1 FH ke
AT+DRVI2CRD=0,0x7AFF,1 // I2C0 M 10 {uipit Ox2FF ALiZBl 1 F ¥ e

// 12C0 ik 0x34, FFEHMA 0x27, & 2 FFH
AT+DRVI2CWRBYTES=0,0x34,1,0x27 // I2C0 4B &4 HH 0x34, FFEHMH 0x27
AT+DRVI2CRD=0,0x34,2 // I2C0 LA 2 FF

3.10.7 AT+DRVI2CWRDATA: B\ 12C #iig

RE®H

A .
"ﬂ/?\'

AT+DRVI2CWRDATA=<num>,<address>,<length>

W

0K
>

OB SRR, 7 AN AR, BRI S HRE KR, SRS TTA .
TR, B

0K

AR R R, R [ -

ERROR

e <num>: I2C g5, JuRl: 0~ 1,
e <address>: 12C MAMLiAHLL:
— 7 futlhk: 0 ~ Ox7F;

— 10 fizlihk: SE—DFEAHLALE 1111 0XX, Hp g wiis XX & 10 (b r i mwiss. B
a0, AR 10 7k A 0x2FF (b’ 1011111111), ARA % ARSHAE A 0x7AFF (b’ 111101011111111).,

o <length>: 12C ¥EK &, o : 1 ~ 2048,
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L]

o 12C L4y E] A —FD,

P

AT+DRVI2CWRDATA=0,0x34,10 // I2C0 BN\ 10 FHHKEZ WA 0x34

3.10.8 AT+DRVI2CWRBYTES: BAAR#EiT 4 T 12C #iE

RE®H

P
iy

AT+DRVI2CWRBYTES=<num>,<address>,<length>,<data>

W

0K

%

<num>: 12C g5, JEH: 0~ 1.
<address>: 12C MALix£&HBIE
— 7 bt 0 ~ Ox7F,

— 10 il B—AFIWEEAE 1111 0XX, HA R EW A XX 2 10 ik 5w Wi . 5
an, and 10 7kt 0x2FF (b’ 1011111111), ARA % ARSHHE A 0x7TAFF (b’ 111101011111111),

<length>: fFHAR 12C AR JE, WH: 1~ 4 515,

<data>: B4 <length> 5 KEFIEHE, 5 : 0 ~ OXFFFFFFFF,

L)

12C kg i ) R —#

B
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AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // 1200 EXN 2 FH KL 0x1234 FH A 0x34
AT+DRVI2CWRBYTES=0,0x7AFF,2,0x1234 // 12C0 E X 2 FH I 0x1234 £ 10 {rH# ik 0x2FF

// 12C0 B i 0x34. FFEHA 0x27, FKiEH cOxFF
AT+DRVI2CWRBYTES=0,0x34,2,0x27FF

3.10.9 AT+DRVSPICONFGPIO: BZE SPI GPIO

REGS

AT+DRVSPICONFGPIO=<mosi>,<miso>,<sclk>,<cs>

Mjn] oz <

0K

« <mosi>: EHMAFEXR GPIO .

o <miso>: FAMMEEXW GPIO EH, #AMH, B -1.
o <sclk>: SPI BJ8ESXI I GPIO #H.

o <cs>: PEEMHLIE SR GPIO M, #HAM, BAL -1,

3.10.10 AT+DRVSPIINIT: &4t SPI E4H1IEz)
REGS

Py
A

AT+DRVSPIINIT=<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb]

M

0K
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o <clock>: HPEPEEE, 4M%CH 80 MHz, ¥ifi: Hz, fKff: 40 MHz,
« <mode>: SPI iz, jif: 0~ 3.
o <cmd_bit>: mAMBHBIAGEL, JEE: 0~ 16,
o <addr_bit>: HilFBBRINGEL, 5 0 ~ 64,
o <dma_ chan>: jfiif 1 5 2, A~FZE DMA BfA] 4 0.
+ <bits_msb>: SPI ¥tk :
— bit0:
*0: Sefetm MSB (RN
* 1: JefEk LSB.
— bitl:
*0: SEHI MSB (RN 5
* 1: gk LSB.

588

o iH1E SPI Wis L EiEd & SPI GPIO.,

=Pl

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI Hf4b: 100 kHz; Azt 0; 44 W B Fo b M B B A 503y
K 0; Af#£ A DMA; sLfe#rfndzis LSB

0K
AT+DRVSPIINIT=0 // #if& SPI %
OK

3.10.11 AT+DRVSPIRD: iZH SPI #ig
REG

iy

AT+DRVSPIRD=<data_len>[,<cmd>,<cmd_len>] [,<addr>,<addr_len>]

Wi % ¢
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+DRVSPIRD:<read data>
0K

o <data_len>: fHiZHHg SPT ¥, Jif: 1~ 4092 74,

o <cmd>: firdEdE, BAEKEH <cmd_len> ZERIE .

o <cmd_len>: AKRRAMEHTHGSKE, Wl 0~ 2 575,

o <addr>: fyAHbdlk, HhK R <addr_len> 4K E
Bt

o <addr_len>: ARAEHHihl KB, JERH: 0~ 4 F

L

o HAM DMA, <data_len> SRR KRS BUE I HRNME N 64 55

B

AT+DRVSPIRD=2 // & 2 FH #iE
+DRVI2CREAD:ffff
0K

AT+DRVSPIRD=2,0x03,1,0x001000,3 // EEW 2 FH#H Ik, <cmd> % 0x03, <cmd_len> K 1 F ¥,

—<addr> * 0x1000, <addr_len> % 3 %
+DRVI2CREAD: ffff
OK

3.10.12 AT+DRVSPIWR: E )\ SPI #iE

RESHS

Py -
ﬂﬂ/?\‘

AT+DRVSPIWR=<data_len>[,<cmd>,<cmd_len>] [,<addr>,<addr_len>]

W i3 ¢
2 <data_len> ZEEH KT 0, AT x[9:
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0K

Wz BRI, A GRS ANEDE, SEIRAE SR E KER, BRfmITes.
AR ), AT &[0

0K

Y <data_len> ZH{HN O I, Wil AT ey oMb, Aot SPT #dn, Jeif AT i&[nl:

0K

e <data_len>: SPI HIEK ., 0l 0~ 4092,

o <cmd>: %, BEKER <omd_len> ZHBUE.

o <cmd_len>: ARYALHPIAASKEE, W 0~2 F5.

o <addr>: firdHbhl, HHALKEEH <addr_len> ZHUNIE.
Bl

o <addr_len>: ARMELHPHALKEE, JEH: 0~4F

1588

o A AMEM DMA, <data_len> ZAUEHRAENS BE R HRIEN 64 F175

B

AT+DRVSPIWR=2 // B\ 2 FH #iE
0K
> /] FiEEE AT RE
0K

AT+DRVSPIWR=0,0x03,1,0x001000,3 // BN 0 FH i, <cmd> % 0x03, <cmd_len> 4 1 F¥4,
<,<addr> # 0x1000, <addr_len> % 3 %
0K

3.11 Web server AT Commands

o AT+ WEBSERVER: Enable/disable Wi-Fi connection configuration via web server.
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3.11.1 AT+WEBSERVER: Enable/disable Wi-Fi connection configuration via web

server

Set Command

Command:

AT+WEBSERVER=<enable>,<server_port>,<connection_timeout>

Response:

0K

Parameters

<enable>: Enable or disable web server.
— 0: Disable the web server and release related resources.

— 1: Enable web server, which means that you can use WeChat or a browser to configure Wi-Fi

connection information.
<server__port>: The web server port number.

<connection__timeout>: The timeout for the every connection. Unit: second. Range:[21,60].

Notes

There are two ways to provide the HTML files needed by the web server. One is to use fatfs file system
(non ESP8266 chips), and you need to enable AT FS command at this time. The other one is to use
embedded files to storge HTML files (default setting).

Please make sure that the max number of open sockets is not less than 12, you may change the
number by ./build.py menuconfig > Component config > LWIP > Max bumber of open sockets
and compile the project (see Build Your Own ESP-AT Project).

The default firmware does not support web server AT commands (see 417 7 ## ESP-AT F| —F & 1~
[{] #2240 £ JF), but you can enable it by ./build.py menuconfig > Component config > AT > AT WEB
Server command support and compile the project (see Build Your Own ESP-AT Project).

For ESP8266 devices, you may need to turn off some unnecessary options to store the necessary html
files.

For more examples, please refer to Web Server AT 7= 15].
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Example

// Enable the web server with port 80, and the timeout for the every connection is 50

—.seconds:
AT+WEBSERVER=1,80,50

// Disable the web server, the command should be:

AT+WEBSERVER=0

3.12 ESP-AT RFRMRAHLXEZFHILL

[English]
A EESN2E T IR NONOS-AT it ESP-AT iR, fFEEE S EZES.

o NONOS-AT: A#fE#7ff i) ESP8266 AT fijiA, B H T ESP8266 R ¥ H, #T
ESP8266_ NONOS_SDK Jf%, t 515

o ESP-AT: g A, L2 MO T4, 5 NONOS-AT Mk, ZFFEZFIEM S, U Blue-
tooth 154>, Bluetooth LE 134, PAKM @4 . i d4. WELAG K ESP-AT (Y5 BG5S R ESP-AT
A2 FMAT B4,

W FFRINE THAER NONOS-AT 14, VA EANITE ESP-AT )i . FEH MG ITE
i) ESP-AT @4, TR ESP-AT 4, WS AT ¢4 %,

TERPE SN S FERI R ESP-AT a4

# 3: ESP-AT Al Ay -5 S50tk

&4 =N NONOS-AT | ESP-AT
AT Mk AT J53h

AT+RST H e

AT+GMR EIMMAE B

AT+GSLP A deep-sleep =

ATE T2 [l f M) R

AT+RESTORE WA RE

AT+UART _CUR i UART, A~347%| flash

AT+UART DEF i UART, {%#7£%| flash
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x3-4EEW
&d B NONOS-AT | ESP-AT
AT+SLEEP PWEHE sleep BT
ESP8266
1: light sleep | ESP32
2: modem ESP32-S2
sleep !
AT+WAKEUPGPIO i & GPIO Wi light sleep
PSS
# AT+SLEEPWKCFG
AT+RFPOWER W E RF TX Power 2
W5 [0,82]
BAf7: 0.25
dBm
AT+RFVDD R¥E VDD33 # % RF TX
Power
AT+SYSRAM P RGBT A AT sl NEENAF SR
AT+SYSADC #if) ADC fH
AT+SYSIOSETCFG WE 10 TAERIR
AT+SYSIOGETCFG i) 10 TARRR,
AT+SYSGPIODIR WE GPIO TAE N A sk
th
AT+SYSGPIOWRITE | #'& GPIO (%54 HF
AT+SYSGPIOREAD | §#H( GPIO [ FARZS
AT+SYSMSG WERGIHE

AT+SYSMSG__CUR

WELBHIRZRHE , NMrAAEE
flash

S MM SZ
#AT+SYSMSG

AT+SYSMSG_DEF

BWEBRARGHE, RT3
flash

Ml &2

2 AT+SYSMSG
AT+CWMODE P Wi-Fi fist YR B 3hiE R
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R3-&gLkm

A
A<

B9

NONOS-AT

ESP-AT

AT+CWMODE_ CUR

WEYSH Wi-Fi #:, NMRAfT
2] flash

S Ml &S
% AT+CWMODE

AT+CWMODE_DEF

WEERIA Wi-Fi 85, (175
flash

M5
% AT+CWMODE

AT+CWJAP

AP

B Z )6

AT+CWJAP_CUR

8 AP, ZHAMRIFE] flash

M5
#AT+CWJIAP

AT+CWJAP_DEF

3 AP, ZH(fR17% flash

Ml 2

= AT+CWJIAP
AT+CWLAPOPT PWE CWLAP &A@ G 2 1 RE
AT+CWLAP FIHRAHT AP E:ZNG!
AT+CWQAP WrH5 AP %8
AT+CWSAP il & soft AP &3k

AT+CWSAP_CUR

Bt softAP 24, ANRA7E|
flash

S MM S
#AT+CWSAP

AT+CWSAP_DEF

fil E softAP Z¥(, 1#7F%
flash

Ml 2

ZAT+CWSAP
AT+CWLIF LT softAP [ Sta-
tion {5 &5
AT+CWDHCP w'E DHCP

AT+CWDHCP_ CUR

wE DHCP, Afg7r%] flash

5 M4 2
% AT+CWDHCP
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R3-&F

A
A<

B9

NONOS-AT

ESP-AT

AT+CWDHCP_DEF

XE DHCP, 3478 flash

S Ml &S
% AT+CWDHCP

AT+CWDHCPS

W soft AP DHCP 43t (i
IP i

AT+CWDHCPS_CUR

W E softAP DHCP 4rHC iy
IP JElE, APA7E| flash

5 M4 2
# AT+CWDHCPS

AT+CWDHCPS_DEF

E softAP DHCP 4Bl
IP jiif, fRf7%) flash

FunEe
# AT+CWDHCPS

AT+CWAUTOCONN

RS ASER AP

AT+CIPSTAMAC

E Station 2 H) MAC #b
Bi

AT+CIPSTAMAC_CUR

B Station #2111 MAC Hutik,
ARA7E] flash

S MG 42
% AT+CIPSTAMAC

AT+CIPSTAMAC DEF

% & Station $ 1 MAC Huhk,
P17 flash

PSS
% AT+CIPSTAMAC

AT+CIPAPMAC

PEE soft AP 1) MAC Hiik:

AT+CIPAPMAC_ CUR

1% & soft AP i) MAC Hudil:, N
PRA7%) flash

M5
% AT+CIPAPMAC

AT+CIPAPMAC_DEF

% B soft AP f) MAC Hbhl, {7
13| flash

Ml &%

# AT+CIPAPMAC
AT+CIPSTA P& Station ¥y IP Huhl
TTidteE
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R3-&F

A
A<

B9

NONOS-AT

ESP-AT

AT+CIPSTA CUR

XHE Station g IP #ihk, A
PrA7F] flash

S Ml &S
% AT+CIPSTA

AT+CIPSTA_ DEF

iX'E Station 1) IP #bhl, %
773 flash

M5
% AT+CIPSTA

AT+CIPAP

I E softAP [y IP bkt

AT+CIPAP_CUR

WHE softAP (1) TP Mk, A~
PR17F] flash

° FUd 2% AT+ CIPAP

AT+CIPAP_DEF

PWE soft AP ) IP #bhl, {4
173 flash

3 MBIy 4B AT+CIPAP

AT+CWSTARTSMART

JFE SmartConfig

AT+CWSTOPSMART

{81k SmartConfig

AT+CWSTARTDISCOV|

B 5 77 Jey e 1 ) P ot 4
M

AT+CWSTOPDISCOVH

RO 141 ] ¢ Jey 3 I 14 PA) Al £ 46
M

AT+WPS % WPS g
AT+MDNS % '& mDNS Hjhg
AT+CWJEAP TRV s 2

ESP8266
ESP32
ESP32-52

AT+CWJEAP_CUR

AN E B s, AR
173 flash

AT+CWJEAP_DEF

N iy, RT
2| flash

AT+CWHOSTNAME

%E Station 1 FHLZFK

AT+CWCOUNTRY

P8 Wi-Fi ER

AT4+CWCOUNTRY_CU

Ri%E Wi-Fi [EZ0, AMEAEE
flash

S MM SZ
#AT+CWCOUNTRY
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R3-&gLkm

A
A<

B9

NONOS-AT

ESP-AT

AT4+CWCOUNTRY_DH

FikE Wi-Fi B, 55
flash

° M2

#%AT+CWCOUNTRY
AT+CIPSTATUS A ) 8 TE AR S
AT+CIPDOMAIN W44 R Y RE
AT+CIPSTART w7 TCP/UDP/SSL 4
AT-+CIPSSLSIZE PE SSL Buffer size
AT+CIPSSLCCONF fii ' SSL 45 @ i BHOR
AT+CIPSEND FIRB A
AT+CIPSENDEX Kk K BEN length BdE, =%
RN 0 45 REE
AT+CIPSENDBUF BiRE A TCP R %1F 3
AT+CIPBUFRESET | &tk °
AT+CIPBUFSTATUS | #if] TCP RAZIEHIRES ’
AT+CIPCHECKSEQ | #ifj5 A TCP KAl fri% 3
AT+CIPCLOSEMODE | #'% TCP & E:1WiF 7=t 3
AT+CIPCLOSE 3 TCP/UDP/SSL f&#;
AT+CIFSR Erify A IP Mtk
AT+CIPMUX WHEZ R
AT+CIPSERVER #r TCP/SSL 448 K% SSL | ESP32 fl ESP32-S2 % #§
server SSL server, ESP8266 A %4
SSL server
AT+CIPSERVERMAX COWE: JR 55 % LT 8 5 1 e K
R
AT+CIPMODE WAL R
AT+SAVETRANSLINK | EFHLE#HX FRE
AT+CIPSTO P TCP R4 28 2 E i st a]
AT+PING Ping JifE
AT+CIUPDATE Wit Wi-Fi TH% [ 4 BESTIEZ 20
AT+CIPDINFO 2 ST I 28 AR 2 5 R R
iy TP Flie 1
AT+CIPRECVMODE | ¥'8 TCP R8Iy
K
AT+CIPRECVDATA | #sh#UT, S A | A 2% 5
TCP #iff
Thds:
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x3-gLtm
N B NONOS-AT | ESP-AT
AT+CIPRECVLEN esh By, &ifET
TCP Ry K&
AT+CIPSNTPCFG BB A SNTP i 5558 BEL AL
AT+CIPSNTPTIME 2rifi) SNTP B[]
AT+CIPDNS H 52 3. DNS fii %44
AT+CIPDNS_CUR H & X DNS JR554%, ARA
% flash M4 S
% AT+CIPDNS
AT+CIPDNS_DEF & X DNS HR%5a%, 15
flash S Ml A S
% AT+CIPDNS
AT+SYSFLASH #E flash 43X

PR ST RS R RT AR 0] / Bk B _E T FARAIREAL .
S ZUE A Ay S Z I C P A TN, TR AT i) SEEAE B

o HHAZEIRBAE flash Fay AT 44

o AT i} 8

3.13 AT 4493

HH AT fiy LA PR :

L ¥ ESP-AT #fy AT+SLEEP
o« ESP8266 and ESP32
— 1: modem sleep by DTIM
— 2: light sleep

— 3: modem sleep by listen interval
« ESP32-S2

3 i ESP-AT AESI s
2 ¥ ESP-AT #y AT+RFPOWER

« ESP8266 , jiffl: [40,82], Mifi: 0.25 dBm
o« ESP32 |, Ji[l: [40,78], Bifi: 0.25 dBm, H37#% Bluetooth LE
. ESP32-S2 , jifl: [40,78], Hifii: 0.25 dBm
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KR g 5t EA

il 2 AT+< 48 >=7 AL i 1 S RO BT ]
il AT+< g4 >7 AT I

BCE AT AT+< Q4R >=<--> | WEHEM T HENSEIE, Hsirmd
AR AT+< P8 > AT B E XSS

o AREEK AT A& EARMARB a2

o S EBMASE, HHASEF TR S ENR T SR

o RIFT <> WHSHCRATAENS .

o TS [] WIS ETAE, BN EHBOANE. BI0, iB 7 AT+CWIAP fir A LS A

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid","password","11:22:33:44:55:66"

o LHMWSEIGUAESHEIRE R, LA ., Dok, e

AT+CWJAP="ssid","password",,1

o WG SZR PSR, e

AT+CWSAP="ESP756290","21030826",1,4

o FERTFAFHR AR SCALBE, o, L\ A
=\ BSOS
=\, BGES, HRSHIE S I L.
—\" BES, FORTATHRSHING | 5 IoH 5 .
— \<any>: ¥ <any> FAF, RIAM <any> F4F, AT,

o SUR AT fr% POORREARIER L, JUEHT A, U, AT G4 DTEL > SR ABCRAT
PR .

AT+CWJAP="comma\ ,backslash\\ssid","1234567890"
AT+MQTTPUB=O,”tOpiC",”\"{\"Sensor\":012}\"”,1,0

o AT A% B BOA RS 115200,

o 5 AT @AM KRNV 256 77,

o AT M4 PAHIAT (CR-LF) £53, FroAs 0 TRV ICE R “Himiar.
o AT &R RS & U WAT API Reference:

— esp_at_error_code
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— esp_at_para_parse_result_type

— esp_at_result_code_string_index

3.14 SHERRET flash thif AT §<

PATS AT S0 e IR AR A7AE flash 19 NVS Kiskrh, RICE G, SEEMGA.
« AT+UART DEF: AT+UART_DEF=115200,8,1,0,3
o AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
o AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE— Sy ) SHCEBOR A5 RAFS] flash ATDABILAT+SYSSTORE iy SR BLE, HATES Wy & i
B
3.15 AT HE

M ESP-AT fir 4o R[] ) ESP-AT JH A PF2EAL: ESP-AT WM. (#zh) Fl ESP-AT J B (£3h).
o ESP-AT Wiy (#zh)
B AR ESP-AT fiy Q#P R IR, Hiff ik ESP-AT fir&rIIITE2E

2 4: ESP-AT W[

AT N iz iz

OK AT @A 4brsetE, k[ OK

ERROR AT iy & H RS T it A v K 2R R

SEND OK o © ok ik Bt Wk (B X FAT+CIPSEND
MAT+CIPSENDEX fig4) , (HAREREIEC & &3
Xof b

SEND FAIL ] iR ISR 3% A B A 4R (BF X T AT+ CIPSEND
FMAT+CIPSENDEX £54)

+<Command Name>:. .. FEAIFGAR AT fay A BEES R

o ESP-AT 4 84R45 (F3h)
ESP-AT &4 8 240 B E AR SAAL s B .
% 5: ESP-AT 4 E 4

ESP-AT jERIRE 18R
ready ESP-AT [&{4C &l 5 4%

3.14. SHEBRET flash gy AT & 241



ESP-AT User Guide

Ro5-4LEm

ESP-AT jH B &

i

busy p-- RGEN, AL E—5ar%, TCIRAL PRy
i

ERR CODE:<0x%08x> N[ i 2 ) B R AURD

Will force to restart!!! A7 BV E AR R

smartconfig type:<xxx>

Smartconfig 257

Smart get wifi info

Smartconfig £\ 3kHL SSID 1 PASSWORD

smartconfig connected wifi

Smartconfig 52 1%, ESP-AT £ %3] Wi-Fi

WIFI CONNECTED

Wi-Fi station 310 L% 5] AP

WIFI GOT IP

Wi-Fi station 3 0 2 3RE IPv4 Hihl

WIFI GOT IPv6 LL

Wi-Fi station 2 [ EFRHL IPv6 B A< bt

WIFI GOT IPv6 GL

Wi-Fi station ¥ 0T 3RE IPv6 4= aHihlk

WIFI DISCONNECT

Wi-Fi station #2185 AP WiIFi&ER:

+ETH_CONNECTED

PAK 32 1 B %

+ETH GOT IP PAK M 22 O EL AR TPv4 HbhE
+ETH DISCONNECTED PAK 42 11 EL BT

[<conn_id>,JCONNECT

ID y <conn_id> WMZEIER T (BN
T, ID 35 0)

[<conn_id>,JCLOSED

ID Jy <conn_id> MM R CWITF (BN
T, ID ) 0)

+LINK__CONN

TCP/UDP/SSL #4211 E4015 .

+STA CONNECTED: <sta_mac>

station B\ i3] ESP-AT (1) Wi-Fi soft AP %10

+DIST STA_ IP: <sta_mac>,<sta_ip>

ESP-AT /) Wi-Fi softAP #2145 station 4)}fg
IP it

+STA_DISCONNECTED: <sta_ mac>

station 55 ESP-AT [ Wi-Fi soft AP 2 [ i3
Wt

>

ESP-AT IE¥ESE1 H P AB

Recv <xxx> bytes

ESP-AT A i 4 1 ] <> 52

+IPD

ESP-AT 2 &Ik A M2 18

SEND Canceled

BUEAE Wi-Fi 538 4042 X, F Rk 5

Have <xxx> Connections

EL R B AR 55 i 1) fe o R HESE AR

+QUITT

ESP-AT B Wi-Fi £ #42X

NO CERT FOUND

A H E SO0 K A PN R i A4

NO PRVT_KEY FOUND

A H E S KA SR R0 ALY

NO CA FOUND

e FE Sy KA $R B30 CA IR

+MQTTCONNECTED MQTT £ 7%E#:8| broker
+MQTTDISCONNECTED MQTT Y broker £ WiIT iR
+MQTTSUBRECV MQTT E M broker W25 HE

+MQTTPUB:FAIL

MQTT ZATHE KN

T T4k LR
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R5-4GFW
ESP-AT jBEiRE i EA
+MQTTPUB:OK MQTT &AiHURE
+BLECONN Bluetooth LE #3357
+BLEDISCONN Bluetooth LE #4522 i FF
+READ i# L Bluetooth LE &g it BUEEAE
+WRITE 114 Bluetooth LE #4775 A#:4E
+NOTIFY >k B Bluetooth LE i#32) notification
+INDICATE ¥ H Bluetooth LE %321 indication
+BLESECNTFYKEY Bluetooth LE SMP %4H
+BLESECREQ:<conn__index> 553k B Bluetooth LE 321N %8 Bt i sk
+BLEAUTHCMPL:<conn__index>,<enc_ result>Bluetooth LE SMP %} 58 i

3.15. AT 2
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CHAPTER 4

Please refer to [English]

4.1 TCP-IP AT Examples

See: /docs/en/AT_Command_Examples/TCP-IP_AT_Examples.md

4.2 [ESP32 Only] BLE AT Examples

See: /docs/en/AT_Command_Examples/BLE_AT_Examples.md

4.3 MQTT AT Examples

See: /docs/en/AT_Command_Examples/MQTT_AT_Examples.md

4.4 [ESP32 Only] Ethernet AT Rl

See /docs/en/AT_Command_Examples/Ethernet_AT_Examples.
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4.5 Web Server AT =5l

[English]

A EZNA] AT web server B, T2 KL LAT LA I B -

o fEARN N EAT Wi-Fi BL
o IRARY BT OTA BIHHFHR

& R AZ AL/ EEAT Wi-Fi BLR

R AT AR AT OTA BIHHA

[ESP32][ESP32-S Series][ESP32-C Series] 148 Captive Portal 4%

R BHAN AT EH{FATH: AT web server [ITHEE, T S% Web server AT Commands J& % i

4.5.1 fERNEIERBIT Wi-Fi ELH

b1y
i web server, FALEK PC n]PABEE ESP 4 1 Wi-Fi 385 B 0] DA FHLel i i3] ESP %

AP, GBI AHTITE MM 0T, R Wi-Fi BCEAE SRS ESP 4, AR5 ESP SRR % i &
R BB E 1 A -

it

BRI DA AR =2

o B % &ElE ESP %%

o AF N B R E BB
o il ofe [ 2k R

B MR &% ESP B&

ﬁf’a jﬂﬁt@ﬂﬂm%u% ESP Lx% ESP &7 EhCE M AP + STA #iX, A& —1 WEB R%5#%
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L VERRZ BRI AE RN IRECRME R, W RE MR AR AR B 2 BT RO C A SN 30 WEB JIz 55
AR ICIR B

¢ Command

AT+RESTORE

2. i ESP #4454 Station 4+ SoftAP 4z,

¢ Command

AT+CWMODE=3

3. & E SoftAP [1 ssid Fl password ({5 B ERIAIESE ssid 5 pos_softap, TEEEH) Wi-Fi).

¢ Command

AT+CWSAP="pos_softap","",11,0,3

4. (EREZ MR

¢ Command

AT+CIPMUX=1

5. Al web server, Bgll: 80, HIIERENE: 25 s (BRIASK N 60 s).

¢ Command

AT+WEBSERVER=1,380,25

WG, B _Eiday S E38l web server 5, FTITRCMBLAH Wi-Fi i Ih6E, #H ESP &y AP:

WLAN @

AT WLAN 5%

pos_softap —

B3R (A L)

K 1 YiAs s ESP AP
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ERANERRRERMER

TR SRR ESP #45)5, BIA &% HTTP iRk, MEFBZAMBHSMNEE: (FE, WEasmm
RIZFEE BT AP, Blan, QR FHLEES] ESP 1) AP, WRZFHLAZER ESP ¥4
R ATBGE L) FED S 28 hai A web server BRIARY TP bk (415K E ESP #4519 Soft AP IP ik, 2k
N 192.168.4.1, £nfPAE T AT+CIPAP? fy &A1 241/ Soft AP IP Hihik), FTHFECNAE, 4 A4
I R ssid, password, il “FFLRECH” RIAT I EHEL M -

® 192.168.4.1 O

waiting config

Pl 20 G AR T I I

H P E] DA BC M Ui SSID f AHER T T HHE, A ESP UL AP 5113, wEEH R AP If
i password Ji, sl “TFAAECK” RIRT S SHRCK -

BHRE MR

e A 8 0 i T A s i
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® 192.168.4.1 O

Wi-Fi Fll#& FilR

FAST_FWR310_02 o
[@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: WIBEERRI Wi-Fi AP 51138 5
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(D 192.168.4.1

ESP=AT

FAST_FWR310_02

EERIBRLH, #/SBEhxEFIR

connect OK

Pl 4 330 g I I i 2

250
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LW 10 FER RIS, WURE A SR, A AEARSETI M T, T ERT A ESP By IP ok, SEHTITR
s

~

IS, FEAR H R an e R

+WEBSERVERRSP: 1 /! REKE R
WIFI CONNECTED /] RERIEEZEHE
WIFI GOT IP /] F¥RGFKEE IP

+WEBSERVERRSP: 2 /1 REM sk BB W kS 45 %, BLE T VB K WEB KR

URBCR I, R R

® 192.168.4.1 @

ESP=AT

FAST_FWR310_02

BOISE M, 158

connect fail

Pl 5: 331 g I 5K

[, FEER DR R R

+WEBSERVERRSP: 1 /I REESNTFM, RARELREHENRKR IP tfz &, MCU T AR R Z L
HEJEES R, e AR, U E RN & K.
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W LR HERR

VEW 10 BRI TR RR S CBOEE AR RN . BT ESP #iHpg Wi-Fi AP BB IEFFE, AKX AP A9
KHE, HHIAD LM AIEHR AT 6349 W3S web server.

4.5.2 ERRLEERBHIT OTA BEHFHE
&

W BEEATIF web server (M TG, RIPABEREHEA OTA FFR U, 5 M Ui ESP FHesks 4 .

it

o ITHF OTA Be B H

o IR AEIRE M

o BB MR FLER

ITF OTA BEBTH

e, EEMBCAE T “OTA JHEE” I, 4777 OTA MECE RS, W PAEE YETE A . AT Core A

AW 1 (0430 a4 E: ESP By AP, 5P OTA BUE BRI+ S ESP BHUEEAE R —1 11
iy, AR AT I BCE S -

AT 20 MR SR M R 2 g R B AR AR, R . /build. py
menuconfig —> Component config —> AT —> AT firmware version (£ % Build Your Own ESP-AT
Project) SBOZIRA S, BLEPHRAS W AP P KA, DA H R R [ A

R F R X TR E

W, A BUE A QYD L, R A AR A -

BEW] 1 AERORFRE 21, RGN R B F AT A . B a4 1S 6250 bin, HHK/NAN
2M,

BAE R EER

W, REPEEE I, RPN TR
I, RS DR 2 4R 5 6
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E R

& 6: OTA Fir & v i
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ESP=-AT

esp-at-v2.1.1.bin

P 70 PR AR AR AR R
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Pl 8 S A 14 ik s
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+WEBSERVERRSP : 3 /! REFHEK OTA EHEHAE
+WEBSERVERRSP : 4 /! REESEK OTA EHEHEFASHEARBIERH, WA MCU FJNSEHFE
J& ESP &4, DARAHHCA B E 4

AN OTA BRI, FEH H il 4~ (5 8L -

+WEBSERVERRSP: 3 [/ REFHEK OTA EHHEE
+WEBSERVERRSP : 5 /1 REEWH OTA EHHRERBAK, AP TUNERFEEHTH OTA RERT,
B ER P RAAT OTA B4

4.5.3 ERMIS/MEFH#IT Wi-Fi BCF
&

T /I BE I 2 /MR PP P 2. ESP i B AP, IRl s/ IME P R R R AP fFE A%
fnzy ESP By, ESP WA ilaiX eef5 BIEREIXI MY AP, FRl IR E/ MR B SR A T % .

it

BEAECMRE AT DAY A PAR 2

o HLHE ESP % & 5%k
o PR A

o HAF AP i&i%

o HATELIN

BCE ESP RESH

ATV BSP 4, BSP SRR AP + STA B, F0U— WEB IR MiF:
He, AR AT G A

L VERRZ BRI AE R, PR TEIRECRME R, WTRER AR R AR B 2 Bl R BC B BT 320 WEB JI55
L WANUE

¢ Command

AT+RESTORE

2. Fid'® ESP 44 Station + SoftAP i,
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¢« Command

AT+CWMODE=3

3. WHE SoftAP ¥ ssid F password (Ui E BLAEERE ssid 2 pos_softap, password iy espressif).

¢ Command

AT+CWSAP="pos_softap","espressif",11,3,3

T s/ METFEGA N ssid N pos_softap, password k) espressif ] SoftAP KAt #ER:, EH
£RKF ESP 1545 1 S50 R R Bl B T

L. fEREZ R .

¢ Command

AT+CIPMUX=1

2. 7 web server, BEM: 80, HAHEIENE]: 40 s (BRIAG AR 60 s).

¢ Command

AT+WEBSERVER=1,80,40

RIS /MR

FITFFHURAS I8 R IR e :

YT S

Bl 9: FRIBUIME 1) —ZERD

EAPIRT NS5 I N LR ST
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ESP-AT

B =i

P 10: /MR I P A T
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B#R AP iE#F

IR /RIS, ARERHERR AR AP, RRHC R B0 PR O -
L FHEARHAR AP S AHLEC R F IR BER PR I sl /R Y DU “APL TP SETAE

2. FHEARI AN AP AZAYLUEC M FHRMAIT, i didess AP. ISR “APLFHLRT EIiHE
Rk
HATEC

FEANBR AP FE2FHERFH

X PARHE AR AR s o B, A ZHR M A
L ATIFFHL Wi-Fi, JER A

WLAN @«

A WLAN %15=

FAST_FWR310_02 —

=513
el 11 P s T P A YD B et

2. ATHF AR/ IMER? . WAE R IMER I C 4 B 3 s 24 BB d ##9 ssid 24” FAST _FWR310_02”.
YRR AN A IR R DA R 28 ssid, S R CEREACMET T4 w5 -
3. F AR &R password J5, gy “TTARECH”

4. BERSE, /IR BT B -

I, FEE D SRR a0 5 R

+WEBSERVERRSP : 1 /! REKE R
WIFI CONNECTED // RERELEZEE
WIFI GOT IP /] FEHERYFREE IP

+WEBSERVERRSP : 2 /1 RFANEFAREI B W Sy 45 5%, i VB WEB %R

5. FrBCRI R, T/ BT S -
IS, AEHR H R R e R
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FAST_FWR310_02

Message

B =inEnsas

B 120 /IR FPARIBUDI AR B £ 15
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13: FEHE A NMEF

4.5.

Web Server AT 7Rl
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FAST_FWR310_02

1234567890

connecting

| ESESIFT

Bl 14: /P )RS ESP HHGERL I hf
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el 15: /IVER P 14 s 20 5 T
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RGN

Pl 16 /N I 19 2 I St
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+WEBSERVERRSP: 1 /] REEHEF, REFELBEENRKR IP L, MCU T AR E %4
HE BRI, Eirw e, UER LK.

FEABBR AP AXHEMFH

AR IEAER M PR FHEA AP, WA AR A ssid, HFEFZMAAYLAY AP 1) password, FHRHE
$OR KHTIFFAL AP BT (AR FHLSCFE R R TIF Wi-Fi A0S, WAl piT I F4L AP).

-"-I'ETIII EEH /F\ '-J-J'lD

666888666

Message

ANFHHA

K 17: 5 AARHL AP B password

2. JEME, R CHERPHIARRT RN G, ERAEAYIFIRGEZITE, B ESP i
Hﬁzﬁi‘ﬂﬁf‘]lﬂ*ﬂ IR .
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666888666

Message

EEFNAS

AW FHIAS

Kl 18: JHAERAYL AP
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3. TG SRAE /NP T ) S5 DA S HR s HH OB 5 i “RR AR ELAR AP N2 ASHLEC ) FHL” 1Y
HL—E, HEH L.

= A BEHERR
VEW 10 BERTOERR S BRI . iR AT ESP #Hpg Wi-Fi AP 2EIEFH S, AKX AP RIAH
XECE, FMIAC L AIERT AT 52 IS web server,

LW 20 PR DU R PR R i AP R, TERA R B ) Wi-Fi &R BT, M ESP Bitk
) Wi-Fi AP RRIEFITE, PAK AP /Y ssid. password @5 FiR P RV TICE .

BEWT 30 B TR RN R “ RGN Wi-Fi ECE . T s FALER: ESP #itk AP, #fil ESP
i) ssid. password £ 4% Fad A TR T E .
4.5.4 [EHRMEE/NMNEFHTT OTA BEHHE
s /R SE e SE i ESP a5 W AT+, 2% bikie 5 ESP 1% & 74 AR IR 5E ), ESP ARib

MRCE (WERCAAER M SR E, AHEERE). e EG, BT OTA BT e 5 6
WIS IEAT OTA TR, HSH LA R BT OTA BT,

4.5.5 [ESP32][ESP32-S Series][ESP32-C Series] {##fl Captive Portal Ij§E

[Ch1

Captive Portal, J&—Fp “SRFIAIE T T FA, 2448 ] 77 Captive Portal ff] station ¥4 F# L Captive
Portal R 551 AP 545}, ik station S5 b ds Bk 295 @ M 5L, B2 KT Captive Portal f7
2, #25% Captive Portal Wiki,

HfR: BB T AT web KM %IIRE, PIPAE . /build.py menuconfig > Component config >
AT > AT WEB Server command support > AT WEB captive portal support B ZINEE, RIG4iF LI
(i§%% Build Your Own ESP-AT Project). WAk, JEHZIIRE, W A8 SEE MG/ MEFH# TN OTA
W (TS S A DUk, ESCBUEE IO BE 45 U7 1) AT web I 5 % ZRE .

it

Ja M Captive Portal BhfE)S, &% FiRme % 4442 BSP %4 WREL RSN ESP B il E, R5
%H: ESP &1 AP:

B, station WAATERFTHF Captive Portal TFERT ESP &M AP J5, #/n “TFEF/NIE", RIERH
ST RS, HBkEE 3] AT web (3. AAGE B 3hBkEs, R station 4 19HER, A AR 8¢
s BT “pos_softap” $GAFR, Falfii)k Captive Portal HZFTIFMI AR, #EAZF] AT web £
FLTE .
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WLAN «©

] F§ WLAN %3

pos_softap
EiZEE (FER/AIL)

)

B 19: #8FTIF Captive Portal ZhEER) AP

W DL PR HERR

BEH 10 AENH (station 545, AP #545) # 3 #F Captive Portal TIFEA REAIEIZIIREIE R MR, HL, #F

WL ESP B AP JERAR “FEskANIE”, I HBCH A3t AR] AT web ) F 5100, Wl AEZ station

WRAANSHFZIIRE, W, HS%H bt xS A 2 i i s 8 RS IRTFITIF AT web 1510 .
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[English]

5.1 Build Your Own ESP-AT Project

This document details how to build your own ESP-AT project and flash the generated binary files into your
ESP devices, including ESP32, ESP32-S2, ESP32-C3, and ESP8266. It comes in handy when the default
AT [El# cannot meet your needs, for example, to customize the AT port pins, Bluetooth service, partitions,

and so on.
The structure of this document is as follows:
e Overview: Overview of the steps to build an ESP-AT project.

e ESP32, ESP32-52 and ESP32-C8 Series: Details steps to build a project for ESP32, ESP32-S2, and
ESP32-C3 series.

e FESP8266 Series: Details steps to build a project for ESP8266.

5.1.1 Overview
Before compiling an ESP-AT project, you need first get started with ESP-IDF and set up the environment
for ESP-IDF, because ESP-AT is based on ESP-IDF.

After the environment is ready, install the tools and ESP-AT SDK. Then, connect your ESP device to PC.
Use ./build.py menuconfig to set up some configuration for the project. Build the project and flash the
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generated bin files onto your ESP device.

{If#: Please pay attention to possible conflicts of pins. If choosing AT through HSPI, you can get
the information of the HSPI pin by ./build.py menuconfig —> Component config —> AT —> AT hspi

settings.

5.1.2 ESP32, ESP32-S2 and ESP32-C3 Series

This section describes how to compile an ESP-AT project for ESP32, ESP32-S2 and ESP32-C3 series.

Get Started with ESP-IDF

Get started with ESP-IDF before compiling an ESP-AT project, because ESP-AT is developed based on

ESP-IDF, and the supported version varies from series to series:

2% 1: ESP-IDF Versions for Different Series

Project IDF Version | IDF Documentation Version

ESP32 ESP-AT release/v4.2 | ESP-IDF Get Started Guide v4.2
ESP32-S2 ESP-AT | release/v4.2 | ESP-IDF Get Started Guide v4.2
ESP32-C3 ESP-AT | release/v4.3 | ESP-IDF Get Started Guide v4.3

First, set up the development environment for ESP-IDF according to Step 1 to 4 of ESP-IDF Get Started

Guide (click the corresponding link in the table above to navigate to the documentation).

Then, start a simple project of hello_world according to Step 5 to 10 of ESP-IDF Get Started Guide to
make sure your environment works and familiarize yourself with the process of starting a new project based

on ESP-IDF. It is not a must, but you are strongly recommended to do so.

After finishing all the ten steps (if not, at least the first four steps), you can move onto the following steps
that are ESP-AT specific.

{If#: Please do not set IDF_PATH during the process, otherwise, you would encounter some unexpected

issues when compiling ESP-AT projects later.

Get ESP-AT

To compile an ESP-AT project, you need the software libraries provided by Espressif in the ESP-AT repos-
itory.
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To get ESP-AT, navigate to your installation directory and clone the repository with git clone, following

instructions below specific to your operating system.

e Linux or macOS

cd ~/esp

git clone --recursive https://github.com/espressif/esp-at.git

e Windows

cd userprofile’\esp

git clone --recursive https://github.com/espressif/esp-at.git

If you are located in China or have difficulties to access GitHub, you can also use git clone https://

gitee.com/EspressifSystems/esp-at.git to get ESP-AT, which may be faster.

ESP-AT will be downloaded into ~/esp/esp-at on Linux or macOS, or juserprofile’\esp\esp-at on
Windows.

{ifi#:  This guide uses the directory ~/esp on Linux or macOS, or %userprofile’\esp on Windows as
an installation folder for ESP-AT. You can use any directory, but you will need to adjust paths for the

commands respectively. Keep in mind that ESP-AT does not support spaces in paths.

Connect Your Device

Connect your device to the PC with a USB cable to download firmware and log output. See &7 {4 4% for
more information. Note that you do not need to set up the “AT command/response” connection if you
do not send AT commands and receive AT responses during the compiling process. You can change default

port pins referring to 4efT152 AT port & .

Configure
In this step, you will clone the esp-idf folder into the esp-at folder, set up the development environment
in the newly cloned folder, and configure your project.

1. Navigate to ~/esp/esp-at directory.

2. Run the project configuration utility menuconfig to configure.

./build.py menuconfig

3. Select the following configuration options for your ESP device if it is your first time.
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e Select the Platform name for your ESP device. For example, select PLATFORM_ESP32 for ESP32 se-
ries of products, PLATFORM_ESP32S2 for ESP32-S2 series of products. Platform name is defined in

factory_ param_ data.csv .

e Select the Module name for your ESP device. For example, select WROOM-32 for the ESP32-WROOM-

32D module. Module name is defined in factory param data.csv .

e Enable or disable silence mode. If enabled, it will remove some logs and reduce the firmware size.
Generally, it should be disabled.

e The above three option items will not appear if the file build/module_info.json exists. So please

delete it if you want to reconfigure the module information.

4. Now, the esp-idf folder is created in esp-at folder. This esp-idf is different from that in Step Get
Started with ESP-IDF.

e If the terminal prompt an error message like the following, please proceed with the next step to set up

the develop environment in the esp-at/esp-idf.

The following Python requirements are not satisfied:

Please follow the instructions found in the "Set up the tools" section of ESP-IDF

—Get Started Guide.

o If you have compiled an ESP-AT project for an ESP series before and want to switch to another series,

you must run rm -rf esp-idf to remove the old esp/idf and then proceed with the next step.
o If your esp-idf is upgraded, you are recommended to proceed with the next step.
5. Set up the development environment in the esp-at/esp-idf.

e Set up the tools in the folder if it is the first time you compile the ESP-AT project. See Step 3 of
ESP-IDF Get Started Guide.

e Set up environment variables in the folder every time you compile an ESP-AT project. See Step 4 of
ESP-IDF Get Started Guide.

e Install pyyaml and x1rd packages with pip in the folder if you have not done it.

python -m pip install pyyaml xlrd

If the previous steps have been done correctly, the following menu appears after you run ./build.py

menuconfig:

You are using this menu to set up project-specific configuration, e.g. changing AT port pins, enabling Classic

Bluetooth function, etc. If you made no changes, it will run with the default configuration.
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Espressif IoT Development Framework Configuration b
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration ---=
BEootloader config --->
Security features ---=
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

Kl 1: Project configuration - Home window

Build the Project

Build the project by running;:

./build.py build

o If Bluetooth feature is enabled, the firmware size will be much larger. Please make sure it does not

exceed the ota partition size.

e After compiled, the combined factory bin will be created in build/factory. See 4=f7T T ## ELSP-AT

[F] —F & 1~ 5 #240 £ J+ for more information.

Flash onto the Device

Flash the binaries that you just built onto your ESP32 board by running:

./build.py -p (PORT) flash

e Note that you may need to replace PORT with your ESP device’ s serial port name.

e Or you can follow the printed instructions to flash the bin files into flash. Note that you may also need

to replace the PORT.

o If the ESP-AT bin fails to boot and prints “ota data partition invalid” , you should run ./build.py

erase_flash to erase the entire flash, and then re-flash the AT firmware.

5.1.3 ESP8266 Series

This section describes how to compile an ESP-AT project for ESP8266 series.
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Get Started with ESP-IDF

Get started with ESP-IDF before compiling an ESP-AT project, because ESP-AT is developed based on
ESP-IDF:

First, set up the development environment according to ESP8266 RTOS SDK Get Started Guide v3.4.

Then, start a simple project of hello_world according to the Guide to make sure your environment works
and familiarize yourself with the process of starting a new project based on ESP-IDF. It is not a must, but

you are strongly recommended to do so.

After setting up the development environment and starting a simple project, you can move onto the following
steps that are ESP-AT specific.

{1f#: Please do not set IDF_PATH during the process, otherwise, you would encounter some unexpected

issues when compiling ESP-AT projects later.

Get ESP-AT

To compile an ESP-AT project, you need the software libraries provided by Espressif in the ESP-AT repos-
itory.

To get ESP-AT, navigate to your installation directory and clone the repository with git clone, following

instructions below specific to your operating system.

e Linux or macOS

cd ~/esp

git clone --recursive https://github.com/espressif/esp-at.git

o Windows

cd userprofile’\esp
git clone --recursive https://github.com/espressif/esp-at.git

If you are located in China or have difficulties to access GitHub, you can also use git clone https://

gitee.com/EspressifSystems/esp-at.git to get ESP-AT, which may be faster.

ESP-AT will be downloaded into ~/esp/esp-at on Linux or macOS, or %userprofile’\esp\esp-at on
Windows.

{#f#: This guide uses the directory ~/esp on Linux and macOS or %userprofile)\esp on Windows as
an installation folder for ESP-AT. You can use any directory, but you will need to adjust paths for the
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commands respectively. Keep in mind that ESP-AT does not support spaces in paths.

Connect Your Device

Connect your device to the PC with a USB cable to download firmware and log output. See 7% {i% & for

more information. Note that you do not need to set up the “AT command/response” connection if you

do not send AT commands and receive AT responses during the compiling process. You can change default

port pins referring to 4o 7152 AT port 5 .

Configure

In this step, you will clone the esp-idf folder into the esp-at folder, set up the development environment

in the newly cloned folder, and configure your project.

1.

2.

Navigate back to your ~/esp/esp-at directory.

Run the project configuration utility menuconfig to configure.

./build.py menuconfig

Select the following configuration options for your ESP device if it is the first time you build the
ESP-AT project.

Select the Platform name for your ESP device, i.e., select PLATFORM_ESP8266 for your ESP8266 device.

Platform name is defined in factory param data.csv .

Select the Module name for your ESP device. For example, select WROOM-02 for the ESP-WROOM-02D

module. Module name is defined in factory param data.csv .

Enable or disable silence mode. If enabled, it will remove some logs and reduce the firmware size.
Generally, it should be disabled.

The above three option items will not appear if the file build/module_info. json exists. So please

delete it if you want to reconfigure the module information.

Now, the esp-idf folder is created in esp-at folder. This esp-idf is different from that in Step Get
Started with ESP-IDF.

If the terminal prompt an error message like the following, please proceed with the next step to set up

the develop environment in the esp-at/esp-idf.

The following Python requirements are not satisfied:

Please follow the instructions found in the "Set up the tools" section of ESP-IDF,
—Get Started Guide.
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e If you have compiled an ESP-AT project for an ESP series before and want to switch to another series,

you must run rm -rf esp-idf to remove the old esp/idf and then proceed with the next step.
e If your esp-idf is upgraded, you are recommended to proceed with the next step.
5. Set up the development environment in the esp-at/esp-idf.

e Set up the tools in the folder if it is the first time you compile an ESP-AT project. See ESP8266 RTOS
SDK Get Started Guide v3.4 for more information.

e Set up environment variables in the folder every time you compile an ESP-AT project. See ESP8266
RTOS SDK Get Started Guide v3.4 for more information.

o Install pyyaml and x1rd packages with pip in the folder if you have not done it.

python -m pip install pyyaml xlrd

If the previous steps have been done correctly, the following menu appears after you run ./build.py

menuconfig:

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Escs>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

DK tool configuration ---=
ootloader config --->
ecurity features ---=
I
artition Table ---=>

ptimization level (Debug) ---=
omponent config ---=

< Exit > < Help > < Save > < Load >

Kl 2: Project configuration - Home window

You are using this menu to set up project-specific configuration, e.g. changing AT port pins, enabling Classic

Bluetooth function, etc. If you made no changes, it will run with the default configuration.

Build the Project

Build the project by running;:

./build.py build

e After compiled, the combined factory bin will be created in build/factory. By default, the factory
bin is 2 MB flash size, DIO flash mode and 80 MHz flash speed. See 4247 7 ## ESP-AT [ —-F & R

4226 2 5+ for more information.
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Flash onto the Device

Flash the binaries that you just built onto your ESP8266 board by running:

./build.py -p (PORT) flash

« Note that you may need to replace PORT with your ESP device’ s serial port name.

e Or you can follow the printed instructions to flash the bin files into flash. Note that you may also need
to replace the PORT.

e If the ESP-AT bin fails to boot and prints “ota data partition invalid” ;| you should run ./build.py

erase_flash to erase the entire flash, and then re-flash the AT firmware.

5.2 fnfafgsg AT port EH
15 esp-at TR, BN T4 UART: UARTO il UARTL. fEA76H0L T, JH P T AR B e M

BEOWEHCH™ MR, BT esp-at Yiijnl 3 ESP8266 fll ESP32 PiA-F-6&, JA-FAiEfALEs,
FrPA UART #lic &7 XA 25

5.2.1 ESP32 &

ESP32 ) UART 48] DAIE 4 I S i 07 KT 8, BRI S I ESP32 SR S5 Tl fEH 7 release
[E £, UARTO fE24 Log YFTHI, BRI

TX ---> GPIO1
RX ---> GPIO3

o DA T ./build.py menuconfig >  Component config >  Common ESP-related >
UART for comsole output  #f 1T 1% L. UART1 R AT @wmAEBRMFEH (K
4 UART1, {HE M TE M%), RIAE BHE B 7 factory_param.bin W, W PLFE cus-
tomized__partitions/raw__data/factory_param/factory param_ data.csv SCEFAE M, A [R5 4 2 [ 12F
W REE AR, T factory_param_data.csv BJ{ XAk, W] £ ESP_AT_Factory_Parameter_Bin.md.
Ft 4 WROOM-32 #Ri4H
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Parameter Value

platform PLATFORM__ESP32
module_name WROOM-32

magic_ flag Oxfcfc

version 1

reservedl 0

tx__max_ power | 78

uart_ port 1
start__channel 1
channel num 13

country__code CN
uart__baudrate 115200

uart_ tx_ pin 17
uart_ rx_ pin 16
uart_ ctx_ pin 15

uart_ rts_ pin 14

tx_ control_pin | -1

rx_ control_pin | -1

Kk AT port 4451k

TX ---> GPIO17
RX ---> GPIO16
CTS ---> GPIO15
RTX ---> GPIO14

IR EAE ] GPIOL (TX). GPIO3 (RX) [FIfAi2 Log ITENHI AT fir &4 A, AIRARITUIT 45

1. T customized__partitions/raw_ data/factory__param/factory_param_ data.csv 304

2. 15 WROOM-32 M4 vart_port S 0, uart_tx_pin A 1 DA uvart_rx_pin 4 3, IR
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3. SRIGPRAE, EOBTGIERNE, I ogabesk i Eh.

5.2.2 ESP8266 F&

Parameter Value
platform PLATFORM__ESP32
module_name WROOM-32
magic_flag Oxfcfc
version 1

reservedl 0

tx__max_ power | 78

uart_ port 0
start__channel

channel num 13
country__code CN
uart__baudrate 115200
uart_ tx_ pin 1

uart_ rx_ pin 3

uart_ ctx_ pin -1

uart_ rts_ pin -1

tx_ control_pin | -1

rx_ control_pin | -1

R — B R BB X V. HY factory_param.bin.

ESP8266 LA W4 UART O, 434>k : UARTO A1 UART1, H.ff, UART1 HAA TX IhfE (GPI02). DA HAefdiH
UARTO 7ER&4 8 A L. HT ESP8266 UART pin - Afefs ESP32 ApFE(Eameyt, HEEMH GPIO15 fE
b TX., GPIO13 /2 RX, i i ] GPIO1 /2 TX. GPIO3 £k RX. BiiAk LOG UART 4 UART1, TX
> GPIO2; AT port UART -} UARTO, TX ) GPIO15, RX 2} GPIO13.

AR GPIOL (TX) . GPIO3 (RX) [F]IHE Log FTEIAN AT i A, 1] AR AT #:4F (WROOM-

02 Hyfl):

1. ./build.py menuconfig > Component config > ESP8266-specific > UART for console output

> Default: UARTO

2. B customized__partitions/raw__data/factory__param/factory_param_ data.csv 3C4H WROOM-02 J5
ZHfY) uart_tx_pin fll vart_rx_pin 23514 1 1 3, 0K

5.2. WMIIEHL AT port ER
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Parameter Value

platform PLATFORM__ESPR266
module_name | WROOM-02
magic_flag Oxfcfe

uart__baudrate | 115200

uart_ tx_ pin 1
uart_ rx_ pin 3
uart_ ctx_ pin -1
uart_ rts_ pin -1

3. BRIGPRT, BRI, I bk BRI, R —E B RIIRE XV Y) factory_param.bin.

5.2.3 ESP32-C3 ¥&

ESP32-C3 #y UART 4§ JImT DA A8 B i O AT 8 ok, HARE S L ESP32-C3 Z AL A,
TEEJT release [H{FH, UARTO f125 Log HUFTED, BRIAKE N

TX ---> GPIO21
RX -—-> GPI0D20

o PA G T ./build.py menuconfig > Component config > Common ESP-related >
Channel for console output #f 7 & . UART1 fgH AT wmA@E iR (R
4 UART1, HEMTE W), RIAE BHE &7 factory_param.bin H, W PLFE cus-
tomized partitions/raw_ data/factory_param/factory param_ data.csv U HB B, A [E AR 4H [ R
WREE AR, %T factory_param_data.csv BJ{ X4k, W] £ ESP_AT_Factory_Parameter_Bin.md.
FL o MINI-1 #52H
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Parameter

Value

platform

PLATFORM__ESP32C3

module name

MINI-1

magic_ flag Oxfcfc
version 2
module_id 1
tx__max_ power | 78
uart_ port 1
start__channel 1
channel num 13
country__code CN
uart__baudrate 115200
uart_ tx_ pin 7
uart_ rx_ pin 6
uart_ cts_ pin 5
uart_ rts_ pin 4

tx_ control_pin | -1

rx_ control_pin | -1

Kk AT port 4451k

TX ---> GPIO7
RX ---> GPIO6
CTS ---> GPIO5
RTX ---> GPIO4

IS GPIO21 (TX), GPIO20 (RX) R Log FTHIFN AT &4, ATBAR AT el

1. T customized__partitions/raw_ data/factory__param/factory_param_ data.csv 304

2. 1B MINI-1 [ vart_port 5 0, uart_tx_pin 2l 21 DA uart_rx_pin 3k 20, 40K
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Parameter Value

platform PLATFORM_ESP32C3
module name MINI-1

magic_ flag Oxfcfc

version 2

module_id 1

tx__max_power | 78

uart_ port 0

start__channel

channel num 13

country__code CN
uart__baudrate 115200

uart_ tx_ pin 21
uart_ rx_ pin 20
uart_ cts_ pin -1
uart_ rts_ pin -1

tx_ control_pin | -1

rx_ control_pin | -1

3. BRIGPRE, EHgmIEEE, I bk BRI, R —E B RIIRE X ) factory_param.bin.

5.3 MEIRMBEN AT §%

[English]

See ../../en/Compile_and_Develop/How_to_add_user-defined_AT_commands.rst

5.4 wnfa BBEGAL ™S % bin X

See: /docs/en/Compile_and_Develop/How_to_create_factory_parameter_bin.md

5.5 1T B5E X Ble services

5.5.1 BLE services B34 E

BLE Service 1§ X4 % 48 J2: esp-at/components/customized_partitions/raw_data/ble_data/
example.csv. QIIRTFE HE LIRS, IBATEIX AM:

o &P BLE Service 3 ff
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o i esp-at/tools/BLEService.py H#4 A ble_data.bin

o ¥ ble data.bin F# F| ESP32, E & Nz AHLil¥E module_config/module_esp32_default/
partitions_at.csv(ESP32 #ilt) 8l module_config/module_esp32c3_default/partitions_at.

csv (ESP32-C3 i) 43X FHEA & L.

5.5.2 #n{a{& BLE services 3 {&
BLE services [#JE LEUUTF — N2 08dl, 4121 GATT Z5#ik, MRS EREH service & .
characteristic & X DA S —28n] %R description ZH ;.

PRI A X EZ RS, Eblll Service A Service B #1 Service C, X =R FHEMRKHT, B AR
BB SCER R ZERA, FRATH S — A28

e, WEUHINZ, ARG e AT R, H1T Rk LTSS UUID, friiE— IR
% UG . BIRGIH, 0x2800 FRiX—474& L T4 Primary Service, HARHX MRS H) UUID #¢
value “FBf (I Frinf 2 o SIG #ifiif) UUID, fil4n 0x180A, tnf LA & X, Blanms e 2 —A4 B L
k%, UUID 3k 0xA002).,

o it

MEE AT IR X RS T &Y characteristics [ 3, £~ characteristic £/ WA, 172
characteristic fJHIH], B UUID J2[E5E R 0x2803, value “FBCRR X —FT 0 Bl GRYJEtE, XHH
BRG], REMBM, &S, %47/ characteristic (945, UUID afPAFI P HCE X, XH
value FEgif2 characteristic 4~ 5 1 %UHE .

o Bilhn:

LY characteristic GRS IRZE description. LN, ANSIXAS characteristic J& 0] notify 1, )& BLLA IR
% UUID & 0x2902 H description,

o Bilhn:

E X SEFTA R characteristics, #@&—MRFSHIEER, WA & L HABR services , [FIAER) I BRI HES
G

5.6 IMfTEENL5TE

See: /docs/en/Compile_and_Develop/How_to_customize_partitions.md

5.7 wnfafE M ESP-AT SH#ESF

See: /docs/en/Compile_and_Develop/How_to_use_ESP_AT_Classic_Bluetooth.md
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5.8 How to enable ESP-AT Ethernet

5.8.1 Overview

Initialises the Ethernet interface and enables it, then sends DHCP requests and tries to obtain a DHCP

lease. If successful then you will be able to ping the device.

5.8.2 PHY Configuration

Use ./build.py menuconfig to set the PHY model. These configuration items will vary depending on the

hardware configuration you are using.

The default configuration is correct for Espressif’ s Ethernet board with TP101 PHY. ESP32 AT supports
up to four Ethernet PHY: LAN8720, IP101, DP83848 and RTL8201. TLK110 PHY is no longer supported

because TI stoped production. If you want to use other phy, follow the document to design.

Compiling

1. ./build.py menuconfig -> Component config -> AT -> AT ethernet support to enable ethernet.
2. ./build.py menuconfig -> Component config -> AT -> Ethernet PHY to choose ethernet.

3. Recompile the esp-at project, download AT bin into flash.

5.9 WNfaiEm— NI FEZE

Ll LAEARSE AN R A RIAR A TR R B 7=, BREDE (S B AE module_config HEF, WIRAKAEE
X B B A R, KR A S BOAMELEF R, IIFEC R esp32 Fl esp8266 “F-f5. LAEERINN
PLATFORM_ESP32 “f-£5 1Y) WROOM-32 #iZ. i[RIt i A FLE IREE T, hT7E esp-at iyt
AT, FATAGERHERHAR module_espxxxx_ default FRE .

B H 50 ESP32 SDIO AT, FAIFFZEMH SDIO VEA@ERS T, FATLAL B, 47 FA G ar s n
B .

5.9.1 1. BIBERER

1BRi% -4 % Fi ok PLATFORM_ESP32, i3t 44 F) 5 WROOM32-SDIO0, $JJf components/customized_partitions/
raw_data/factory_param/factory_param_data.csv, fiZIEFRE

e Esm
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5.9.2 2. B IERRER

17T Makefile, BH-F-EAFMBURATR, XTI, MG

export ESP_AT_PROJECT_PLATFORM 7= PLATFORM_ESP32
export ESP_AT_MODULE_NAME 7= WROOM32-SDIO

*%k

5.9.3 3. QI FEHEXHEE
e 3.1 # A module_config, R[] @ th A ) BRIA Bl B module_esp32_default #5 Ul — 13K
module_esp32-sdio

o 3.2 WARFRMIATTEAEY partition 43X FEH IDF LA, FrPA at_customize.csv, IDF_VERSION Al
partitions_at.csv FRAMIE L

e 3.3 3 sdkconfig.defaults {4

— BCE I ] module_esp32-sdio HIK NI XEIM, FHEMB U NECE:

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_esp32-sdio/partitions_

—~at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32-sdio/partitions_at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32-sdio/at_

—customize.csv"

— i sdio FL®, HT TR LA SR sdio IFELE, FTATRATHFRERHESE sdio PR E A
%] sdkconfig.defaults C{FRIA]

* Rl UART AT AHGHCE

CONFIG_AT_BASE_ON_UART=y

PAR B

CONFIG_AT_BASE_ON_SDIO=y

5.9.4 4. {BRsEEER B

T ESP32 SDIO AT #il ESP32 UART AT Z[R—4V&, AN EMEM at core JF, FrPAFKATA
e BT SO, A TR B ETAY Lib, WUKE lib & F] components/at/lib HE'F, I lib 4N
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libxxxx_at_core.a, HH xxxx N VELFR. RAAE H R NI Makefile %% ) ESP_AT_PROJECT_PLATFORM
?= PLATFORM_ESP8848, HA JEWIZ i ZEfn4% N 1ibesp8848_at_core.a,

5.10 ESP32 SDIO AT 358

5.10.1 &4y
SDIO AT #-F ESP32 AT, {fiffl SDIO #pili#tfrilif, Hrh ESP32 {2 SDIO slave 5 MCU #Ef7i# {7
SDIO Pl FE#EE /> 4 fiZk: CMD, CLK, DATO f1 DAT1;
o XM, DATL /oK
o XPTHARE, FEHI DAT2 fl DATS.
SDIO slave 4541 T Fis :
« CLK GPIO14
« CMD GPIO15
« DATO0 GPIO2
« DAT1 GPIO4
« DAT2 GPIO12 (PU%k)

« DAT3 GPIO13 (pU%k)

5.10.2 SDIO T&;
ESP-SDIO-TESTBOARD-V1 %72

1. ¥ 1. 2. 3. 4, 51 %F ON, Hfth¥y} OFF,

2. PC 2j master FEsgEl 4. BTG, slave Ml ESP32 LA AT Hah5EAE, Fn master IsfT, A
slave ftH, ,

3. PC $5 SDIO AT F73| slave,

FERG AR ESP32-DevKitC 5% ESP-WROVER-KIT V2 (S{8 2= Fif0#iT) KIE SDIO AT,
HIEiiZ R SDIO demo ) board-compatibility X} strapping 4 Mt/ 7A3E, fFEZ JG, SRIVEBUCIEST
SDIO demo f44iE SDIO ¥flitEHiiEs , ik SDIO AT,

5.10.3 SDIO X E R
Host I

1. SDIO slave #84 FH (M BRAEFXT ESP-SDIO-TESTBOARD-V1 F % 4R)
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o ESP-SDIO-TESTBOARD-V1 4% T —" master #1 3 4> slave (ESP32,ESP8266 DA} ESP8089)

o IR ESP32 {2k SDIO slave, FHEE GPIOS5 $iifi, 2l slave_power_on,

[\

. #11E4k SDIO host
« SDIO host #JhHfb 3242 SDIO MHUHIRIMGL, FERE 1 &kaki#H 4 £k, SDIO i, ¥iffk SD

mode,
3. ¥R SDIO @i
o XHRAFEHE R SDIO spec [EK, R SDIO slave ¥hiiS4L.

o T EHREME, W SDIO host Al slave [FABJE ), B4, PR 24 F slave WIIRILSE G
IR . — % host SHEBIIIRINEERY, 2 FF slave Hahseil, FFFMAYIR SDIO W15 .

4. R

o FRUEHE T ERFENS I DATL (Wi ES . 4BIE R IE S )5, host SEEUH ITE I HIBr - T
W FErE slave AR E A%, host YA CMD53 13211 slave 1% .

+ SDIO AT DEMO #, Jis#fmidid s HA, A5 host Wl CMD53 K& kisid % .

o BEEMME, WRKHE, TELAATHE slave MHILFAE, HAT host A slave F T EHAIL
f SDIO.

o TEVH AT4RST #i& AT+RESTORE 14 )5, host fil slave W[ FE B H B #I i1k SDIO.

ot

Slave
SDIO slave fi4b#E5 SDIO host 25, slave FEH:0 3| SDIO host & &EpEHRIG, %A AT core FH-RHEiE &
Y AT core HEAFALEE, 7E AT core AMBISERG, TR %LEIRL SDIO host.
1. ¥Jiffk SDIO slave
o Vi sdio_slave_initialize fJ#fifk SDIO slave driver

o JH/fl sdio_slave_recv_register_buf yEMHEWHM buffer, T InRNGEREE, WM TZ2
I buffer,

o 1 sdio_slave_recv_load_buf HNzkMIKIFEMAY buffer, HEARENCEE

o sdio_slave_set_host_intena J T M host W H *fIr, %A B Y2 B BEE & 5% bl
SDIO_SLAVE_HOSTINT SEND NEW_PACKET

o i sdio_slave_start FEME{} FFF GRS K 1%
2. JREHR
o A4 SDIO slave % ikF%aTR EARIERERE DMA 5iA), FroATR25eit AT i gidiass D12 n] gk
DMA {5 NAEY, SR)GIE sdio_slave transmit #F47 %%
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3. R

o N TALIE SDIO ¥if&Hi4h AT core )%, ¥FE] sdio_slave_recv 22U SDIO % )5,
i TR R B B AL H 31 AT cores

5.11 SPI AT #55@

ARG FEAN SPLAT fsBl S, T2 LA LA 5T

. fi

o & SPI AT

o SPI AT % %

TR AR 4 ESP32C. ESP32S #4111 ESP %451 SPT AT [(s2l 5 A, ESP32 R4 ESP %
#%I17) SPT AT M XN G 2% ESP32 SPI AT,

5.11.1 f&4¢

SPI AT 1 AT T2, i SPI MY T8RS S . e SPI AT B}, MCU i%45/E>% SPI master, ESP
B EH SPI slave, AN @ SPT Pl SLPET AT W BHEAC H ..

£/ SPI AT BIfE%S

AT TARBGAMA UART AT 8dni s, H2 UART Ppisqe— Lo S md e dm e i b 1 3 59 i
F, b, B SR B AL HdR G SPT P SUAL B B 1k — R i A i 45

W{TREE SPI AT ?

BT PAE A PRI B R A SPT AT

1. #1J ./build.py menuconfig -> Component config -> AT -> communicate method for AT
command -> AT through HSPI {#iig SPI AT,

2. #jd ./build.py menuconfig -> Component config -> AT -> communicate method for AT
command -> AT SPI Data Transmission Mode i%$& SPI $(Jif& iz,

3. @t ./build.py menuconfig -> Component config -> AT -> communicate method for AT
command -> AT SPI GPIO settings fit'#& SPI {fi H]f¥) GPIO i,
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4. @t ./build.py menuconfig -> Component config -> AT -> communicate method for AT
command -> AT SPI driver settings #%+f SPI MHLAY TAERR,, FHECEA RELER BTN,

5. gk esp-at TR (% Build Your Own ESP-AT Project) , B0 B H81T

SPI AT EGIAER

TREW TAFEFRSN ESP B ] SPT AT I ERAMHEHE ] -

# 2: SPT AT EAETH

Signal GPIO Number (ESP32-C3) GPIO Number (ESP32-S2)
SCLK 6 12
MISO 2 13
MOSI 7 11
CS 10 10
HANDSHAKE | 3 )
GND GND GND
QUADWP 8 16
(qio/qout):sup: 1

QUADHD 9 17
(qio/qout):sup: 1

Bil] 1: QUADWP 5|ji# QUADHD 5| I{AERH 4 £ SPT TAREMMEH -

] PAE L . /build. py menuconfig > Component config > AT > communicate method for AT command
> AT through HSPI > AT SPI GPIO settings, JAJG&ice LAERAECE SPI AT XA (&2 Build Your
Own ESP-AT Project),

5.11.2 {#H SPI AT

FEFEA] SPT AT i, ESP e bizfrrg SPI slave TARFEF M T@E RN . %, 760 SPT st T
FXCTAERS, i SPT master JHZIXS SPI slave B3/ F#Af, H2, (I AT ay et mny, %
ESP sy Bl 18h Bil—2e5 8. Hit, FAT/E SPT master Al slave Z AN T —MEFL, KL

slave F:2fj[n] master {7 B HTIfE.
o Master [4] slave &% AT HERS, FHBETFLFERN:

R T AR AR5 :

1. master 1] slave ZIEiFREHBARITIGEK, RIG%5R slave T4 & H W i K2 BHRE G .
2. master Kl EIE T4k LAY slave KM RVF ARG S G, TR EE.

3. master ZiEHHE G, EBH slave $dE Ak LEH .

o Master $ZUN slave &iE1¥) AT Hdight, FHEFLEER:

1. slave @18 F-2k 3@ 51 master JFARHEUEDE .

5.11. SPI AT 5/
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2. master YCHHE, HAEESOTA LIRS, WA slave FlhC LTI

BIEHEX

SPI AT fyi{Zks3 2% CMD-+ADDR+DUMMY+DATA (/). 7ef#ifil SPI AT i}, SPI master {#iJfi %!
) —LE RS AR

o Master [f1] slave 2% & it )3 15 4 S

7 30 FHLMHL R R

CMD (1 byte) ADDR (1 byte) DUMMY (1 | DATA (Up to 4092 bytes)
byte)
0x3 0x0 0x0 data_ buffer

o Master [i] slave ZREHRETHIG, 7B AL ETHE ARG A AR, BARMEEE RSN :

4 THLEMMAL, EVUAEBHRC 245

CMD (1 byte) ADDR (1 byte) DUMMY (1 | DATA
byte)
0x7 0x0 0x0 null

o Master $EUX slave %% K EIE 0B A5 1) 3C:

F 50 EHLBEEANL AR R Eo

CMD (1 byte) ADDR (1 byte) DUMMY (1 | DATA (Up to 4092 bytes)
byte)
0x4 0x0 0x0 data_ buffer

o Master 1§ slave ZARHHEIG , 52 KA AREANHEARGEAA R f, BARME FR 0N

6 EHLEMMAL, AL C 245

CMD (1 byte) ADDR (1 byte) DUMMY (1 | DATA
byte)
0x8 0x0 0x0 null

o Master [i] slave A& R ki i K/ N 38 17 4150

T BN IR S H K

CMD (1 byte) ADDR (1 byte) DUMMY (1 | DATA (4 bytes)
byte)
0x1 0x0 0x0 data_ info
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Hdr 4 549519 data_info WS T ARG SRIEHAIR AR E R, Ry
1. Master [1] slave & EMIBHRFT4, K& 0715 bit,
2. Master [n] slave JGRMEIHIITINS, RITH'FFE master FRRAGREENS, K 16 ~ 23 bit.
3. Magic i, KJF 24~ 31 bit, [5H 0xFE,

o Master FiillE|{E T4 LA slave KMES G, FEKE—FKIHEEN slave #F ABCEHE 1 TAERL
X, RIS KRR TS, AR GEIR s :

% 8 FHUARTR, AWML B/ T 5IRES

CMD (1 byte) ADDR (1 byte) DUMMY (1 | DATA (4 bytes)
byte)
0x2 Ox4 0x0 slave status

RIEMRIEK G, slave 3R [ PR SAE EURHAEREE 4 SZ171Y slave status Y, H ARG

1. slave ZZHi[H] master &REMIEIRIIF TR, KB 0715 bit; {24 slave &b T AR SHT, % T BT
B

2. BRIy, KIE 16 723 bit, Y4755k H&KE OxFF B, F—MdEarFyls =ik Eh
0x0. 24 slave 40T W EARTSHS, ZFEBCA master 551 slave Lk N — FEHREM)TFIT: 2 slave
AT AT RS, KBS slave 1] master KRR N — MR E TS

3. slave W]/ A ELIRES, K 24 7 31 bit,
SPI AT HiEX EiiTE

SPI AT ##s A8 B A =225 M wiA~ 5Tl -
o SPI master [a] slave &% AT 54

| SPI master | | SPI slave |
| |

| - step 1: request to send----> |

| |
| <—————- step 2: GPIO interrupt------ |

|
| - step 3: read slave status--> |
I |
| - step 4: send data---------- > |
|
[

[ - step 5: send done---------- >

BB IR BB T -
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1. master [A] slave &% 35K A slave BEIEHITH K .

2. slave 32U master [F) &6 K, 270 slave SRVFRRICEdE, W) slave  status ZFA7#8 5 A fL1F master
B AWIAREDSL, KGR F L% master [ GPIO HiHf,

3. master BCE| PG, EEL slave [ slave_status 44755, K] slave 3 A BRGNS
4. master FFHG1A slave &REACHE,

5. RIEBURAEHUS, master ] slave K% AR KL RN E..

o SPI slave [i] master %35 AT WK :

| SPI master | | SPI slave |
| |
| === step 1: GPIO interrupt------ |
| |

| - step 2: read slave status--> |

| <—————- step 3: send data-—---------- |

| - step 4: receive done------- > |

BASRAAR BT

1. slave [f] slave_status ZF{ERSE A I master $2BCE H slave IR EIRENL, R5HETIE T Ltk
master ) GPIO H1,

2. master FULEIH WG, 2HL slave [ slave status Z7/7a%, Rl slave ¥EA LB EIRHRES .
3. master FFURIZEICK B slave BIEIE .
4. Bl s B )E, master [1] slave &k — 2 EILUEHR SR MIH A .

SPI AT Master {5455

{#i[f] SPI master 5 ESP iX451247H] SPI slave #4710 E R~ FILIEHES% AT ESP32 SPI Master Example,

5.11.3 SPI AT &E3&
i 15 BA

o ffiff] ESP32-DevKitC JF & #fFEN SPI master, &4 ESP-AT Hf{ at spi-master/spi/esp32 ¢ series
H SR AR o AR (A e 0 R
L. B CPU LAEBIHRUE )y 240 MHz, flash SPI mode Jit &% QIO #iX, flash JiH i 'E )y 40 MHz,

2. B T ESP-IDF v4.3 W4IFIE, HRRBIAES R streambuffer iR/NEHEE 8192 bytes.
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o f#iff] ESP32-C3 /£ SPI slave, #4qikFfisc SPI AT [E {4 (53 Build Your Own ESP-AT Project) ,

IERF ESP32-C3 it TAEAE TCP Bz, HARME Rt S anF
1. f@fE: CPU TAERIZRIEE N 160 MHz,

2. B SPI-AT fysZBACAL 7, ¥ streambuffer [ R/NEE N 8192 bytes, FHffi [l ESP-IDF R ex-

ample/wifi/iperf H1[1] sdkconfig.defaults.esp32c3 FFHH KBl B S4L.

MXER

TERER T HRAAE AT 15

B B 0 A R 4

% 9: SPI AT Wi-Fi TCP #f5H#%

Clock SPI mode master->slave slave->master
10 M Standard 0.95 MByte/s 1.00 MByte/s
10 M Dual 1.37 MByte/s 1.29 MByte/s
10 M Quad 1.43 MByte/s 1.31 MByte/s
20 M Standard 1.41 MByte/s 1.30 MByte/s
20 M Dual 1.39 MByte/s 1.30 MByte/s
20 M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40 M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

eI 10 24 SPT (iR e s i), Z R T R MRS, (] Dual 83 Quad AR REEHE

A ET Standard #iU oK B8 0GE .
Bl 2: HL KT SPL SN GESH M WA 5 R 2% Fiit.

5.12 How to implement OTA update

The following steps guide the users in creating a device on iot.espressif.cn and updating the OTA BIN on it.

1. Open the website http://iot.espressif.cn. If using SSL OTA, it should be https://iot.espressif.cn.

2. Click “Join” in the upper right corner of the webpage, and enter your name, email address, and

password.

3. Click on

4. A key is generated when the device is successfully created, as the figure below shows.

“Device” in the upper right corner of the webpage, and click on

“Create” to create a device.

5. Use the key to compile your own OTA BIN. The process of configuring the AT OTA token key is as

follows:

5.12. How to implement OTA update
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lotBucket

(| e e
@ &? | ‘,“ <] @

=
=]

2 @ iot.espressif.cn V)

My tasks - Team Work ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems BE +

i Start ~ Join Login

R o
N
ﬁ'@ J \H Activate :ue mu.o“ N o
~OR~
Wt ‘MO BILE | REAL] MERS ,'

Kl 3: Open iot.espressif.cn website

Join
Name
Email

Password

lot-Espressif HiStart- Join  Login

Username [a-zA-Z0-9_]+

Email

Password

Join

& 4: Join iot.espressif.cn website
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|0t' ES pl‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product H &, Export <+ Create

4

iot_test

Id 147469
Serial 107c7503 &
(*)  8daysago

& 5: Click on “Device”

Iot' ES pre SSif Device Product iii Start ~ 2 weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
' Public Device

Product

«

Create | Batch Create?

K 6: Click on “Create”
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|0t' ES preSSIf Device Product fif Start ~ 2 weiyuanjia ~
9 Device
# ot test@m

Private Device Not Activatedunactivated
C { id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e .
2695e0e0406b8u816cazb38b286e027ccf2deald [ € developing
5802d10bbee86c617583371a%e4 faf4fe@942f2c

Datastreams Request Logs O
§ walit for request...
+ Create
3 Key set you as owner
Meta-Info &

I | master 5802d10b6eeB6c617583371a%¢e4faf4fed942f2c

owner 7109246496617d2482c6a3b3849819f81734f62

4+ Create

Kl 7: A key has been generated

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus )a
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration =———>
Bootloader config -——->
Security features -—-->

AT Customized Partitions ———>
Serial flasher config =———>
Partition Table -——>

Optimization level (Debug) -——>

< Exit > < Help > < Save > < Load >

K| 8: Configuring the AT OTA token key - Step 1
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Component config
Arrow keys navigate the menu. <Enter> selects submenus —--> (or empty submenus --——-).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable
(=)

PHY —==>
[ ] Ethernet ———
FAT Filesystem support =——==>
FreeRT0S ——>
Log output -——>
LWIP ——=>
mbedTLS -——->
OpenSSL  —>
SPI Flash driver -—-——>
R —

< Exit > < Help = < Save > < Load >

AT 7

Arrow keys navigate the menu. <Enter> selects submenus ——-> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded =M> module < > module capable

(=)

(15) uart cts pin for AT command

[#] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253¢c287f725de50d407 La85dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load >

Kl 9: Configuring the AT OTA token key - Step 2 and 3
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Wf#:  If using SSL OTA, the option “OTA based upon ssl” should be selected.

6. Click on “Product” to enter the webpage, as shown below. Click on the device created. Enter version
and corename under “ROM Deploy” . Rename the BIN compiled in Step 5 as “ota.bin” and save

the configuration.
7. Click on the ota.bin to save it as the current version.

8. Run the command AT+CIUPDATE on the ESP device. If the network is connected, OTA update will

be done.

5.13 WM SEHT esp-idf fg&

MH] LREERIN SR ESP32 UART AT Al ESP8266 UART AT V-5, f/AFE XN —E 0 & SCMF, FlE
4 H &0 PAIE i Makefile SC{FH A ESP_AT_MODULE_CONFIG_DIR AFsrf§iE, ERIA ESP32 UART AT fr &
H 3%} module_config/module_esp32_default, ESP8266 UART AT [t 4 H % N module_config/
module_esp8266_default, EKMRA(EEAEAE H¢ M) IDF_VERSION {91, 41 ESP32 F& W
HEER:

branch:master
commit:7£a98593bc179eab0albc8244d5b94bac59c9al0
repository:https://github.com/espressif/esp-idf.git

S—47HY branch G FIHT R idf #9770 3A AR AT commit (G ARTHTEE idf 49 commit id 5=
714 repository AAF M FTHTEEA idf A9 url

R AT R, HEETOE FHRY) branch. commit 1 repository {&¥CH H O AHZE K4 B W],

B esp-idf ARG, QUCR YN LRI esp-idf HaxMBR, F—XKSiknf, 2EH clone il
esp-idf

{E&: WR repository url K/k Y A84E, UK YT TR P esp-idf HRMIBR, 002 93 0

5.14 J1MTY i ESP-AT A—FEFRAKRAER

See: /docs/en/Compile_and_Develop/How_to_understand_the_differences_of_each_type_of_module.
md
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IOt'ESpreSSif Device Product ¥ Start ~ A weiyuanjia -
Product asarch product name, serial, des: m'—'ﬂ — ataius =
Id J8ET
Name esp_iot_test
Serial Bbddd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total or2
0%
< Product {id: 3867, serial: 6b4dd7a9 }
Id 3867
Name esp_iot_test
Serial 6b4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0r2
0%
Datastreams ROM Deploy
+ Create
version vi0
beta H
corename it _test
upload rom files, support max 10 files 4
Fwmee | ootabin
¥ 10: Enter version and corename
5.14. {7 #% ESP-AT F—FEEFFEEREER 299
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9 Product {id: 3867, serial: 6b4dd7ag }

Id JBGT
Name esp_iot_test
Sarial Bb4ddTag {in 8 hours)
/ Secret click to show secret
Description
Status developing...
Activated / Total orf2
0%s
Datastreams ROM Deploy
e BRT Curont vorion
chore(betal +1.0 codenamediot)
@ ot B

+ Deplaoy

&l 11: Save the current version of ota.bin

5.15 AT API Reference

5.15.1 Header File

o at/include/esp at_core.h

5.15.2 Functions

void esp_at_module_init (uint32_t netconn_mazx, const uint8_t *custom_ version)

This function should be called only once, before any other AT functions are called.

Parameters
e netconn_max: the maximum number of the link in the at module

e custom_version: version information by custom

esp__al__para__parse__result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

Return
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« ESP AT PARA PARSE RESULT OK : succeed

« ESP_AT PARA_PARSE_RESULT FAIL : fail

« ESP_AT PARA_PARSE_RESULT OMITTED : this parameter is OMITTED
Parameters

e para_index: the index of parameter

e value: the value parsed

esp_at_para_parse resullt type esp_at_get_para_as_str(int32_t para_index, uint8_t **result)

Parse string parameter from command string.

Return

« ESP AT PARA PARSE RESULT OK : succeed

« ESP_AT PARA_PARSE_RESULT FAIL : fail

« ESP_AT PARA_PARSE_RESULT OMITTED : this parameter is OMITTED
Parameters

e para_index: the index of parameter

e result: the pointer that point to the result.

void esp_at_port_recv_data_notify_from_isr(int32_t len)

Calling the esp_at_port_recv_data_notify from_isr to notify at module that at port received

data. When received this notice,at task will get data by calling get_data_length and read_ data

in esp_at_device ops. This function MUST be used in isr.

Parameters

e len: data length

bool esp_at_port_recv_data_notify(int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data.

When received this notice,at task will get data by calling get data length and read_data in

esp_ at_ device_ops. This function MUST NOT be used in isr.

Return
e true : succeed
o false : fail
Parameters

e len: data length
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e msec: timeout time,The unit is millisecond. It waits forever,if msec is port MAX_DELAY.
void esp_at_transmit_terminal_from_isr(void)
terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp__at_cmd__struct *custom__at_cmd__array,

uint32 t emd__num)
regist at command set, which defined by custom,

Parameters
e custom_at_cmd_array: at command set
e cmd_num: command number
void esp_at_device_ops_regist(esp at device ops struct *ops)
regist device operate functions set,
Parameters

e ops: device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at custom_ble ops struct *ops)
void esp_at_custom_ops_regist (esp_at_custom__ops_ struct *ops)
regist custom operate functions set interacting with AT,
Parameters
e ops: custom operate functions set

uint32_t esp_at_get_version(void)

get at module version number,

Return at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version

bit7~bit0 : at custom version

void esp_at_response_result (uint8_t result code)

response AT process result,

Parameters

e result_code: see esp_at_result_code_string index
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int32_t esp_at_port_write_data(uint8 t *data, int32_t len)
write data into device,
Return
e >=0: the real length of the data written
e others : fail.
Parameters
e data: data buffer to be written
e len: data length
int32_t esp_at_port_read_data(uint8_t *data, int32_t len)
read data from device,
Return
e >= 0: the real length of the data read from device
e others : fail
Parameters
o data: data buffer
e len: data length
bool esp_at_port_wait_write_complete(int32_ t timeout msec)
wait for transmitting data completely to peer device,
Return
e true : succeed,transmit data completely
o false : fail

Parameters

e timeout_msec: timeout time,The unit is millisecond.

int32_t esp_at_port_get_data_length(void)
get the length of the data received,
Return
e >= 0: the length of the data received

o others : fail
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bool esp_at_base_cmd_regist (void)

regist at base command set. If not,you can not use AT base command

bool esp_at_user_cmd_regist (void)

regist at user command set. If not,you can not use AT user command

bool esp_at_wifi_cmd_regist (void)

regist at wifi command set. If not,you can not use AT wifi command

bool esp_at_net_cmd_regist (void)

regist at net command set. If not,you can not use AT net command

bool esp_at_mdns_cmd_regist (void)

regist at mdns command set. If not,you can not use AT mdns command

bool esp_at_driver_cmd_regist (void)

regist at driver command set. If not,you can not use AT driver command

bool esp_at_wps_cmd_regist (void)

regist at wps command set. If not,you can not use AT wps command

bool esp_at_smartconfig_cmd_regist (void)

regist at smartconfig command set. If not,you can not use AT smartconfig command

bool esp_at_ping_cmd_regist (void)

regist at ping command set. If not,you can not use AT ping command

bool esp_at_http_cmd_regist (void)

regist at http command set. If not,you can not use AT http command

bool esp_at_mqtt_cmd_regist (void)

regist at mqtt command set. If not,you can not use AT mqtt command

bool esp_at_ble_cmd_regist (void)

regist at ble command set. If not,you can not use AT ble command

bool esp_at_ble_hid_cmd_regist (void)

regist at ble hid command set. If not,you can not use AT ble hid command

bool esp_at_blufi_cmd_regist (void)

regist at blufi command set. If not,you can not use AT blufi command

bool esp_at_bt_cmd_regist (void)

regist at bt command set. If not,you can not use AT bt command

bool esp_at_bt_spp_cmd_regist (void)

regist at bt spp command set. If not,you can not use AT bt spp command

bool esp_at_bt_a2dp_cmd_regist (void)

regist at bt a2dp command set. If not,you can not use AT bt a2dp command
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bool esp_at_£fs_cmd_regist (void)

regist at fs command set. If not,you can not use AT fs command

bool esp_at_eap_cmd_regist (void)

regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command

bool esp_at_eth_cmd_regist (void)

regist at ethernet command set. If not,you can not use AT ethernet command
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this
function, but it just supports one character now.
Return
e true : succeed,transmit data completely
o false : fail
Parameters
e terminator: the line terminator

uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
Return the command line terminator

const esp_ partition_t *esp_at_custom_partition_find(esp_ partition_type_t type,
esp_ partition_ subtype_t subtype, const

char *label)
Find the partition which is defined in at_ customize.csv.

Return pointer to esp_ partition_ t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application
Parameters
e type: the type of the partition
e subtype: the subtype of the partition
e label: Partition label

void esp_at_port_enter_specific(esp at port specific callback t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)

{

xSemaphoreGive (sync_sema) ;

(T gk%E)
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(g L)
}
void process_task(void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema,portMAX_DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback) ;
while (xSemaphoreTake (sync_sema,portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:
}
}
Parameters

e callback: which will be called when received data from AT port

void esp_at_port_exit_specific(void)

Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

esp_err_t esp_at_wifi_event_handler (void *ctz, system_ event_t *event)

Wi-Fi event handler callback, which used in AT core.

Return

¢ ESP_ OK: succeed

e others: fail
Parameters

e ctx: reserved for user

e event: event type defined in this file

5.15.3 Structures

struct esp_at_cmd_struct

esp_at__cmd_ struct used for define at command
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Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8 t (*at_queryCmd) (uint8 t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd) (uint8 t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd) (uint8_t *cmd_ name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp__at_device _ops_struct device operate functions struct for AT

Public Members
int32_t (*read_data)(uint8_t *data, int32_t len)
read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp _at_custom__net _ops struct custom socket callback for AT

Public Members
int32_t (*recv_data)(uint8_t *data, int32_t len)
callback when socket received data

void (*connect_cb) (void)

callback when socket connection is built

void (*disconnect_cb) (void)

callback when socket connection is disconnected
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struct esp_at_custom_ble_ops_struct

esp_al_custom__ble ops struct custom ble callback for AT

Public Members
int32_t (*recv_data)(uint8_t *data, int32_t len)
callback when ble received data

void (*connect_cb) (void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_ at_ ops_ struct some custom function interacting with AT

Public Members
void (*status_callback)(esp at status lype status)
callback when AT status changes

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

5.15.4 Macros

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK
No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH(which_ para)

parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE(which para)

parameter type mismatch
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ESP_AT_CMD_ERROR_PARA_NUM(need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID(which para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

5.15.5 Type Definitions

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

5.15.6 Enumerations

enum esp_at_status_type
esp_ at_ status some custom function interacting with AT
Values:

ESP_AT_STATUS_NORMAL = 0x0

Normal mode.Now mcu can send AT command

ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum esp_at_module

module number,Now just AT module
Values:

ESP_AT_MODULE_NUM = 0x01
AT module

enum esp_at_error_code

subcategory number
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enum

Values:

ESP_AT_SUB_OK = 0x00
OK

ESP_AT_SUB_COMMON_ERROR = 0x01

reserved

ESP_AT_SUB_NO_TERMINATOR = 0x02

terminator character not found ( “\r\n” expected)

ESP_AT_SUB_NO_AT = 0x03
Starting “AT” not found (or at, At or aT entered)

ESP_AT_SUB_PARA_LENGTH_MISMATCH = 0x04

parameter length mismatch

ESP_AT_SUB_PARA_TYPE_MISMATCH = 0x05

parameter type mismatch

ESP_AT_SUB_PARA_NUM_MISMATCH = 0x06

parameter number mismatch

ESP_AT_SUB_PARA_INVALID = 0x07

the parameter is invalid

ESP_AT_SUB_PARA_PARSE_FAIL = 0x08

parse parameter fail

ESP_AT_SUB_UNSUPPORT_CMD = 0x09

the command is not supported

ESP_AT_SUB_CMD_EXEC_FAIL = 0x0A

the command execution failed

ESP_AT_SUB_CMD_PROCESSING = 0x0B

processing of previous command is in progress

ESP_AT_SUB_CMD_OP_ERROR = 0x0C

the command operation type is error

esp_at_para_parse_result_type

the result of AT parse
Values:

ESP_AT_PARA_PARSE_RESULT_FAIL = -1

parse fail,Maybe the type of parameter is mismatched,or out of range

ESP_AT_PARA_PARSE_RESULT_OK = 0

Successful
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ESP_AT_PARA_PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing
Values:

ESP_AT_RESULT_CODE_OK = 0x00
o OK”

ESP_AT_RESULT_CODE_ERROR = 0x01
“ERROR”

ESP_AT_RESULT_CODE_FAIL = 0x02
“ERROR”

ESP_AT_RESULT_CODE_SEND_OK = 0x03
“SEND OK”

ESP_AT_RESULT_CODE_SEND_FAIL = 0x04
“SEND FAIL”

ESP_AT_RESULT_CODE_IGNORE = 0x05

response nothing, just change internal status

ESP_AT_RESULT_CODE_PROCESS_DONE = 0x06

response nothing, just change internal status

ESP_AT_RESULT_CODE_MAX

5.15.7 Header File

e at/include/esp at.h

5.15.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id(uint32_t id)

get module name by index

uint32_t esp_at_get_module_id(void)

get current module id

void esp_at_board_init (void)

init peripheral and default parameters in factory param.bin
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bool esp_at_web_server_cmd_regist (void)

regist WiFi config via web command. If not,you can not use web server to config wifi connect

5.15.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

ESP_AT_FACTORY_PARAMETER_SIZE
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}
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r3t])

AT+TCPRDINFOSET=1, "CTQSO8Y5LG" , "ZHNkIGRZzZCA=", "Dev01"

0K
+TCPRDINFOSET: 0K

AT+TCDEVREG: {Ti&&ZahAEM

Thie

4

*

P EGEGIRT, AT R SIS R R

ik &

s

=

AT+TCDEVREG="7

W i <

0K
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HITHL

[

AT+TCDEVREG

Wi % ¢

0K

o

+CME ERROR: <err>

5EA

B ORI 5T AT SN B2 S ] -
Lo AR B e R IR R, RIS R WA , IR, Rl /K.

2. B EOAHE s A, HERCHMRBIRIRE, WRHAFER AT+ TCPRDINFOSET SR B4
R A, WIEFEN, wims B R PSK SRS, 2/ 2RI

3. B EEAAE B A, HRTHEMERGRIRE, WA P M AT+ TCPRDINFOSET AL B4
R A, WSTERIK, AT AR, PR S Ba ( E BE m R B

4. BACAHE A A R, WA P EEM AT+ TCPRDINFOSET 48T S8y kes B R,
W& BB B AR AN, SN E G FoR s A EE, EIERBOUEA R B A
R EAZE.

5. IR, BAMNSEMGERIT K, JATE, BAEEAE S CARIFERAL fash b, 52k
EEAIIR I T 4 AT+ TCDEVINFOSET?? il /2 S A7AE E B WA 15 0T IE# T I =
MQTT 55 .

B

AT+TCDEVREG

0K
+TCDEVREG: OK

AT+TCMODULE: #4{Z 8%
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Thie

BRI AR A RE 1 S AR5 B

HITHL

[

AT+TCMODULE

W

Module HW name: 1¥417%F {1z K

Module FW version: 4 &1z K

Module Mac addr: ESP8266 Wi-Fi 44 mac Hi -
Module FW compiled time: 441 {4 3 £ & H[E
Module Flash size: % flash A/

0K

)

AT+TCMODULE

Module HW name: ESP-WROOM-02D

Module FW version: QCloud_AT_ESP8266_v2.0.0
Module Mac addr: 3c:71:bf:33:b0:2e

Module FW compiled time: Jun 17 2020 16:25:27
Module Flash size: 2MB

0K

AT+TCRESTORE: EREHIEEES

Thie

IR flash _EARIFIOIBIREG B (m R

ik

Y
s
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AT+TCRESTORE="7

AT+TCRESTORE

Wi % ¢

0K

&

+CME ERROR: <err>

e

s MARABHCLEREBIN: MQTT kg5 4r, Wk b5, 755 B G &k W T % 3 %
(AT+TCMQTTDISCONN) A HEfFiZ 4 .

o WERARASSVE, MR OK, ARJEEIREAl 7 IS IR Z A e S i (i L, PARZRATI) OTA
FEER, FFEEEAL

o ZMOAXHEHRBARFE (AEF AT+ TCMODULE AIPABERAIEE) AKX ESP8266 i) NVS $ififl
i Wi-Fi i, WPRTEEER Wi-Fi L8 F B H 2T AT+RESTORE,

B

AT+TCRESTORE

0K

TCMQTT &

AT4+TCMQTTCONN: EE MQTT &EiES#
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Thie

FLE MQTT BHESHL, HE% ) iR 55 A i OBk . 23R ISR 2 i 55 &

i &

[

AT+TCMQTTCONN="?

W

+TCMQTTCONN : <TLSMODE_SELECTED>, <CMDTIMEQOUT _VALUE>, <KEEPALIVE> (max 690s) ,<CLEAN_SESSION>
—(0/1) ,<RECONNECT>(0/1)

Py
o

AT+TCMQTTCONN?

W i <

+TCMQTTCONN: <tlsmode>,<cmdtimeout>,<keepalive>,<clean_session>,<reconnect>

0K

AR
o KEEPALIVE {20} 240, CLEAN SESSION [yERAME A 1
HESS

e

AT+TCMQTTCONN=<tlsmode>,<cmdtimeout>,<keepalive>,<clean_session>,<reconnect>

W i :

0K
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+CME ERR: <err>

o« <tlsmode>: AT, WA, ESP8266 HLI{{ZFf <tlsmode> JHy 1 HyRA

- 0: HER
— 12 TLS #4155

o <cmdtimeout>: Ay NI, LAHIT, A, MQTT 8. KA. T ARG, PO,
R 5000, AT PAMRSE M 25 PRI (E . JER Y 1000 ~ 10000 275

o <keepalive>: .LoBkIE][F, SAHTT, A R 60 ~ 690 #b, ERIN(EH 240

e <clean_ session>: EHiERSTE, WAEI, A
— 0: RiERR
= 1 JikR (BOA)
e <reconnect>: MQTT W% /524 E i, LIEIA, &Rl
- 0: ANEBEE
- 11 H3EE
. U AHIEKIAT - TODEVINFOSET 4

B

AT+TCMQTTCONN=1,5000,240,1,1

0K
+TCMQTTCONN : OK

AT+TCMQTTDISCONN: HiF MQTT &E#E

Thie

WiIT S5 A/ MQTT %

326

Chapter 6. =X EHIt AT H<FEHF




ESP-AT User Guide

i &

[

AT+TCMQTTDISCONN="?

W

=l

4

AT+TCMQTTDISCONN

Wi i *

0K

9

+CME ERROR: <err>

T E

o WERBIALT OTA RS, PATHZmS2 /il OTA J5EAE55 FHTIT MQTT 4%

o RIEBRATIR[E] +CME ERROR: <err>

r3t])

AT+TCMQTTDISCONN

0K

AT+TCMQTTPUB: EXA Topic ZfiEE

Thie

] 54 Topic & FHE
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i &

[

AT+TCMQTTPUB="?

W

+TCMQTTPUB: "TOPIC_NAME(maxlen 128)", "QOS(0/1)","PAYLOAD"

0K

REGS

A .
"ﬂ/?\'

AT+TCMQTTPUB=<topic>,<qos>,<message>

W

0K

11

+CME ERR: <err>

Bl

s WIARABAMKEREE s MQTT k5% %,
(AT+TCMQTTCONN) A e &AF ..

3R el R, PR T R K E R 2

o WERBLALT OTA FHARSH, miT ESP8266 PG ¥ UHMRA, IATiZar ST RES B iR, 40

JE0rEE, REWFE OTA FHIREH T Z ML .

o WEREAGYE, HHLR R OK, BT oRIR BN S AT MEN 575 - 42 QoS1 A, 2% 2iiE| PUBACK

BRI 2R PR ]
— +TCMQTTPUB: O0K: %&ffiT)

— +TCMQTTPUB: FAIL,<err_code>: %#iZJkIy

o <topic>: %AijH Y Topic name, FAFHHKKE 128

« <qos>: QoS {H, BHFF 0 Ml 1

328
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 <message>: EAAIITH AN A

L]

2z

AT

S AT G4 R K R T
P4 B

2

r3t])

T, WA, KT HEARNER LR ERS % ESP-

/] B EAT R

AT+TCMQTTPUB="iot-eeb4phlu/devicel/get",1,"hello world"

0K
+TCMQTTPUB: OK

AT+TCMQTTPUBL: [EEA Topic EHKHE

Thie

a4t Topic ZATKIHE, MTAT+TCMQTTPUB JHEMKIER K57

Wik &

"Il/?\°

AT+TCMQTTPUBL="7

W i <

+TCMQTTPUBL: "TOPIC_NAME(maxlen 128)", "QOS(0/1)","LEN(1-2048)"

0K

REGS

P
iy

AT+TCMQTTPUBL=<topic>,<qos>,<msg_length>

W i <

6.1. B&ifl= loT AT &<FIE S
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14

+CME ERR:<err>

Bl

o MIRBIH M AKEEB N MQTT R4, WiRMF R AP RELLEERG L
(AT+TCMQTTCONN) AfeRTANEE .

o WERBALALT OTA FHARESH, T WAFSTRIRE, ARz EmS, SREHR.

o WEREIAGYE, BICIRE OK, HROREN >, dEARUGHE payload RE, 23] <msg length> KJE
MR, SRR Rl %k MQTT B4R

— +TCMQTTPUBL:0K: &7iHY)
— +TCMQTTPUBL:FAIL,<err_code>: &7y

o BEASEMOEE payload JRASJE, A 20 Fbh 24 088 I I E], G0 2R 8 S UCR) B B N T
<msg_length>, BFULE] +++\r\n, WIEHHGHE payload JRAS, iR [ul4fi% +CME ERR:<err>, JfH.
A& kikz MQTT JHE.

o JHE payload A&,

« <topic>: KAfiHEH) Topic name, FHRFAFHRKE 128
e <qos>: QoS {H, BHASFFO M1

o <msg_length>: KAKHEAIIKE, HRKE 2048, MRKEAIFELERY /r/n, RTIHEAN
FHXBSHEARELSP-AT G535ty Ty

B

/] R KA R
AT+TCMQTTPUBL="iot-eeb4phlu/devicel/get",1,11
>

Hello,world
0K

+TCMQTTPUBL: OK
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AT4+TCMQTTPUBRAW: [EEA Topic A= HEIEEE

Thie

a3 Topic %A —HERIEHRIEE, WA B E R REAR AR SCARECE JSON $dl, B & AU
B SCAL R,

Wik

s

AT+TCMQTTPUBRAW="?

Wi i ¢

+TCMQTTPUBRAW: "TOPIC_NAME(maxlenl128)", "QOS(0/1)","LEN(1-2048)"

0K

HEG

Py
A

AT+TCMQTTPUBRAW=<topic>,<qos>,<msg_length>

Wi 3% ¢

0K
>

[

+CME ERR:<err>

B3

o WIRBA MR EEB N MQIT JRF#F, WREHIR, HPAREELERXREEZGS
(AT+TCMQTTCONN) AR EANE .

o WRALAALT OTA TREURESH, TSR, ARzl Ead, SREHR.

o WERERAGL, HIERM 0K, RN >, HEARZIGHE payload MRZS, %] <msg_length> KJ¥
MRS, SRR I Kk MQTT Ji 4R

— +TCMQTTPUBRAW:0K: K753
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— +TCMQTTPUBRAW:FAIL,<err_code>: K1fi%kIf

o HEABWOHE payload JRZJE, A 20 Fbh A R I I (R], 4 SR I 0 2 0 B K BE /N T
<msg_length>, HFULH| +++\r\n, MLREBIGHE payload IRE, 1R[EI4E 1% +CME ERR: <err>, f H.
Aekikiz MQTT 5.

o JHE payload A&,

<topic>: KA[{H MY Topic name, RAFAFH KL 128
<qos>: QoS fH, #HZHF 0 Fil 1
o <msg_length>: RAMNHEMMKE, RAKE 2048, ZKENUIFELRER /r/n

B

/] ¥ BRAT R
AT+TCMQTTPUBRAW="$thing/up/raw/iot-eeb4phlu/devicel",1,10
>

0x0102030405060708090A
0K

+TCMQTTPUBRAW: OK

AT+TCMQTTSUB: iTii MQTT E4 Topic

Thie

W MQTT A~ Topic, Wi-Fi #4152 1T 10 4~ Topic

it &

O e
iy 4

AT+TCMQTTSUB="7

Wi i+
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+TCMQTTSUB: "TOPIC_NAME (maxlen 128)","Q0S(0/1)"

0K

ERSY

e

AT+TCMQTTSUB?

W

0K

Y

+TCMQTTSUB: <topic>,<qos>

:1list of sub topic
+TCMQTTSUB: <topic_n>,<qos>

0K

Bl

o WARAERITFRYIEE,, RE 1T R Topic 5113

RE®H

A

AT+TCMQTTSUB=<topic>,<qos>

W

0K

£

+CME ERROR:<err>

e

6.1. Bz loT AT H<HEH
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HRBEAL R E RS OMQTT W%, MGRW AR, AR EEREEREMS
(AT+TCMQTTCONN) A HEiT i B

WAEAAET OTA THEAREH, AScFpizand, SBREHR.

WA REZB IR MQTT k54, WikEHR M/ &EELEREESS
(AT+TCMQTTCONN) A BT FIHE -

WAEAAET OTA THEAREH, ASTFpizand, SBREIHR.

WA AGE, HoRE 0K, SRIFRENT S, a2 E] SUBACK BB R IUHR
8

— +TCMQTTSUB: 0K: 1] [ 551

— +TCMQTTSUB:FAIL,<err_code>: ][4k

S8
o <topic>: 1]y Topic name, HxKIKF 128
o <qos>: QoS {H, HHIHF 0 M1

5l

AT+TCMQTTSUB="iot-eeb54phlu/devicel/control",0

0K
+TCMQTTSUB: OK

AT+TCMQTTUNSUB: BUHEZITiRAEY Topic

Thie

BGH T A Topic

Wik &

A

AT+TCMQTTUNSUB="?

W
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+TCMQTTUNSUB: "TOPIC_NAME"

0K

ERSY

e

AT+TCMQTTUNSUB?

W

REW

A .
"N/?\'

AT+TCMQTTUNSUB=<topic>

W

0K

o

+CME ERROR:<err>

B

o QNCR AL R BB IS
(AT+TCMQTTCONN) A HEiT FIT .

o WRMLAT OTA THARSH, AZFrizmd, Skl
o WREIAGYE, EOERM 0K, SRJEIREHGE TR 5
— +TCMQTTUNSUB:0K: BUNIT I ;

— +TCMQTTUNSUB:FAIL,<err_code>: HUHITHZM.,

o <topic>: IHIT Y Topic

MQTT  fig 55 %, W& [u] 45 %,

H Pt 25 Kk G B e A

6.1. Bz loT AT H<HEH
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AT4+TCMQTTSTATE: #&Fif MQTT #EERE

Thie

i) MQTT HEHRE

i &

s

AT+TCMQTTSTATE="?

i i :

ER&H

/e
ﬂll/?‘

AT+TCMQTTSTATE ?

LEIVE

+TCMQTTSTATE: <state>

0K

o <state>: MQTT JEBRTS
— 0: MQTT 2 WrJF
— 1: MQTT B&iE#

=l
AT+TCMQTTSTATE?

(FRAZD)
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(8:EW)

+TCMQTTSTATE: 1
0K

TC OTA &%

AT+TCOTASET: OTA IhaefEReiRhl R4 ixE

Thie

OTA LJREfHRE 1 il S A< 15

Wik

Py
A

AT+TCOTASET="7

M

+TCOTASET: 1(ENABLE)/O(DISABLE),"FW_version"

0K

ER&H

AT+TCOTASET?

W i ¢

0K
+TCOTASET: <ctlstate>,<fw_ver>

Y

+CME ERROR:<err>
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RESHS

[

AT+TCOTASET=<ctlstate>,<fw_ver>

W

0K

o

+CME

ERROR:<err>

[T E

S8

WA AGTL, BA LSRN 0K, RJ5IT OTA #) Topic (J M AF-8iT 4 Topic) , jH3h OTA
JEEALSS, H ERAHBA, REPATEER . ARG G5 E 2R8I EAL T R HIRE, WhdTizay
LR EMAIE R A, AREZAE OTA FHIRESH, PATiRar &M SR iR

M PATIHINZ G, AT WU TR SRS, XA IR R A s 56 G 2 TR
ana, MR R ey S EJZIJJZ JE&t A OTA R#ERFSH: R +TCOTASTATUS : ENTERUPDATE 1) URC %44
MCU. #A OTA FHAMEZ G, SFMED AT s, HBIEFTEEH

WO P T O 45 R, W I & bR +TCOTASTATUS : UPDATESUCCESS, 7k W & L i
+TCOTASTATUS : UPDATEFATL, JFiR /5 G L5, X AMHRT LR IMIT %M <, 4 2B HEAE
a8 AL

BT BECCRT R i, BRARMER RS, S8 LR =R .

A% A RS E TS5, &30k MCU &R 800A A2 A B E T . X T2 A B
B, ER P #2454 +TCOTASTATUS : UPDATERESET, Jf-4E 2 b5 H 2 Rk A [H]
.

— +TCOTASET:0K: OTA HfEi%E OK

— +TCOTASET:FAIL,<err_code>: OTA B E LK

<ectlstate>: OTA (AERH, /KA, 0 X, 1 (AL, cnable FHAHIAIRIZNG & FEIES
disable WHGH G & F &AL

<fw_ver>: RGUMHIFERAGE, F4E, BA#KA: V.R.C, B 1.0.0. KJE 1~ 32 75

338
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B

AT+TCOTASET=1,"1.0.1"
0K
+TCOTASET: 0K

AT+TCFWINFO: ZERAZFHEHEE

Thie

U e 7 i [ P15 S

it &

Py -
iy

AT+TCFWINFQO="7

W 3% ¢

+TCFWINFO: "FW_VERSION","FW_SIZE","FW_MD5","FW_MAX_SIZE_OF_MODULE"

0K

I
o FW_MAX_SIZE_OF_MODULE ;& P/ ) OTA [ i R4, B B SR EE R, &
SN 128 KB

ER&HS

AT+TCFWINFO?

] oz <

0K

+TCFWINFO:<fw_verion>,<fw_size>,<fw_md5>,<module_buffer_size>

a
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+CME ERROR:<err>

I
o BT —WRIEHE B, BB B BdE IR A BRI A 0
o TR AAE OTA FEARST, MR [EIGE R

)

AT+TCFWINFO ?

0K
+TCFWINF0:"2.0.0",516360,"93412d9ab8£3039caed9667a1d151e86"

AT+TCREADFWDATA: {EHiE4HE ) E SR

Thie

BB AT 1A R

i &

AT+TCREADFWDATA="?

] oz <

+TCREADFWDATA: "LEN_FOR_READ"
0K

REGS

AT+TCREADFWDATA=<len>

Mjn] Joz <
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+CME ERROR:<err>

&

+TCREADFWDATA:1len,hexdata:-:

B

o B, BIASCHUAS B, TR AR NI R B R AR AT GRSy, H
AR A BN T IR R, MR B E s R k. P R e R iR, Rk
EAT+TCFWINFO SR g%, A AR R A .

o WRIEAE OTA "FREUREH, Wk 5%,
S8

o <len>: FERAYMEIFICHEE, B

r3t)

AT+TCREADFWDATA=512
0K
+TCREADFWDATA:512,01020AF5--- . .

RARSENZ loT FHH#IT OTA MEREEE

URC #R4Exz) LR MCU HE

+TCMQTTRCVPUB (I ZIiTiE#Y Topic Bt EiBAYES)

Thie

We 21T B Topic HTHERT Ekés MCU ffE R

HBEX

+TCMQTTRCVPUB: <topic>,<message_len>,<message>
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DKX%0TA ThEE

AR =I0T Hub C-S

MCU L=t Bl z=IoTES

BETHIAIE
(FFHL RS

) 4 AT+TCOTASET="Enbale”, "FW vesion”

«

iTHEIOTA topic, HIRIZEHE A
$ota/update/$(product]id)y/$(device_name] ©

HEITHE

ERFRER
TR A BB SA A&
—8 (AL
FIRIEAFRURCER
_ +TCOTASTATUS: ENTERUPDATERFI vy
b - T RE l

Eid it pig iyl

[y

ERARLERURCER
+TCOTASTATUS: UPDATESUCA

BqE

:TCOTASTATUS; UPDATEFAIL

REARERER

FHR BRI

AT+TCFWINFO

FW_ver, MD5, FW_size

A
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S8

o <topic>: WH|JHE K Topic
o <message_len>: FHAL, WEIHEMAREKE CREg ")
o <message>: F|WH BN
L)
o B4 NATEEE & i HIEEL B AT R R R, A message NG —N ", @1SRIT A Topic
TR EE 2 ik (Topic MTHEdE 2 FEMF RN I, FFAFABOFEERE), THEEEAH

BB ETRE . B0 R R, Topic $thing/down/raw/CTQS08Y5LG /Dev0l N7 ikl %HE 1234
R 0x1234, AT, RAERTILFAY, O TRERERM.

P

+TCMQTTRCVPUB: "CTQS08Y5LG/Dev0l/get",11,"hello world"

+TCMQTTDISCON (MQTT BfFFEt LIRMYEE)

Thie

MQTT #2555 # BT B4Ry URC KT Y5 A

L)

o Code RN HEE W DAEWIAR 5548 % err code

P

+TCMQTTDISCON, <err_code>

+TCMQTTRECONNECTING (MQTT E#fE&ER EIRMER)

Thie

MQTT 85 iR 55 ds Wi I IEAEREA T H Sh B mH i B4 i) URC
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B

+TCMQTTRECONNECTING

+TCMQTTRECONNECTED (MQTT Ei#EmR A LIBHIER)

ke

MQTT #5555 AT im B sh B s B4y URC

=Pl

+TCMQTTRECONNECTED

+TCOTASTATUS (k3 OTA RKZE)

Thie

OTA REK AL B4Ry URC

HBHERX

+TCOTASTATUS: <state>

S8

o <state>: OTA JRF
— ENTERUPDATE: #ZH#EA OTA [EfF FHARAS
— UPDATESUCCESS: [ N &MY (G E RS G A )
— UPDATEFAIL,<err_code>: [&{4F &2k 0
— UPDATERESET: #4 [ & B8, 18 2 W54 Hah#)H
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B

+TCOTASTATUS: UPDATESUCCESS

Wi-Fi EEF & AT HHBh&

AT+TCSTARTSMART: [ SmartConfig F=R,#1T Wi-Fi B X iZZ90E

Thie

LA SmartConfig J5 AibAT Wi-Fi LM KSRz B9, HESBINEE/MEFRAEM. HAfCEHR
# ESP-TOUCH =X, BARFCM LI 7% TR = Wk I &0 68 S0k .

i &

LT

AT+TCSTARTSMART="7

Wi i ¢

AT+TCSTARTSMART: CMD FOR START SMARTCONFIG

AT+TCSTARTSMART

o] o, <
e w A ]

0K

11

+CME ERROR: <err>

RIG RS K€ Js B AT55, H ikl
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+TCSTARTSMART : OK [/ BENTERUR A R B

5

+TCSTARTSMART : FAIL, <err_code> // BN RUCRA & K

FERC I L2 485 A D 2 iz o]

+TCSTARTSMART : WIFI_CONNECT_SUCCESS

1

+TCSTARTSMART : WIFI_CONNECT_FAILED, <err_code,sub_code>

BEw]:
o WERKIHALT MQTT BIEERET, WASFHZRE RS, BRI, FTLEWIT MQTT .

o PTG, WA WiFL S8R T RPEA 500 ms S FRHIINERRES, XA WHMEHATRE THIE /)N
FEFP LT I s VeI IR R R AT

o WIRAE 5 8N PATEAE, B4 H ZhiB B RDIRES, HaR [l BT 45 1% . +TCSTARTSMART : FAIL,202,

P

AT+TCSTARTSMART

0K
+TCSTARTSMART : WIFI_CONNECT_SUCCESS

AT+TCSTOPSMART: EBH SmartConfig 53, Wi-Fi BECFIRZ

Thie

iRt SmartConfig J7 x(HCFARES

i &

AT+TCSTOPSMART="?

W i ¢
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AT+TCSTOPSMART: CMD TO STOP SMARTCONFIG
0K

AT+TCSTOPSMART

Wi ¥ <

0K

19

+CME ERROR: <err>

PLE

o WEREIHALT MQTT CIEERET, WASFRRZIRE® L,

=Pl

SRR BT MQTT 8k,

AT+TCSTOPSMART

0K

AT+TCSAP: L) softAP FR#1T Wi-Fi BLF RiZZ4E

Thie

PA soft AP J7 3T Wi-Fi B MR A B9 e, HE S IHIE

B I 57 T S

Wik &

Py
A

HE/EFPRL A e HARTE MM 2%

AT+TCSAP=7

Wi i <
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+TCSAP=<ssid> [, <pwd>,<ch>]

0K

ERSY

e

AT+TCSAP?

W

0K

REW

A .
nﬂl?\'

AT+TCSAP=<ssid>[,<pwd>,<ch>]

Wi i ¢
[Ep =

0K

5

+CME ERROR: <err>

RS R e Je B AT 55, ik m]

+TCSAP: 0K // HENTERUR A R

[

+TCSAP:FAIL<err code> // HNE R A & Tk

FEBC I L85 A E ) 2 Jalz o]

+TCSAP:WIFI_CONNECT_SUCCESS

5 D)3 [m]
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+TCSAP:WIFI_CONNECT_FAILED,<err_code,sub_code>

B

o WRAAALT MQTT SHEHREH, WASRHZRE S, SRBIEGR. FEICBIT MQTT &k,
o FEMAPATRINIG, W Wi-Fi $8RAT &30 200 ms R BIAINHRIRAS , S0 AHHMBEPAAT IS THOZE 1% /)N

FEFP LTI s 3 VR R R R AT

o WSRAE 5 BB IATERE, B A BB MECRURAS, R RN SR +TCSAP:FAIL, 202,

%

T
o <pwd>: BEHER, BN softAP I psw, FRKE 32 7Y, WS

L)

£sf—~ UDP server, serverip:192.168.4.1.
o APP FISLLH PAIBC I T34 732 FAR R -

o WRIABRME ssid, WS F3TCMER Wi-Fi #ui.

=Pl

AT+TCSAP="Test-SoftAP","12345678"

0K
+TCSAP:WIFI_CONNECT_SUCCESS

AT+TCSTOPSAP: BH softAP F=, Wi-Fi BtRIRZS

Thie

Bt soft AP Ty L MRS

6.1. Bz loT AT H<HEH
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i &

T

AT+TCSTOPSAP="?

W

AT+TCSTOPSAP: CMD TO STOP SOFTAP
0K

AT+TCSTOPSAP

W

0K

o

+CME ERROR: <err>

B
o WRALAHALT MQTT SHEHREH, WA E S, SRbIEGR. FEERIT MQTT ik,

r 3t

AT+TCSTOPSAP

0K

AT+TCMODINFOSET: ESP #4f{EZREE

ke

BE ESP8266 B4 RAEE , MBLAFR, flash K/NEE
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i &

[

AT+TCMODINFOSET?

W

+TCMODINFOSET: "MODULE NAME","FLASH_SIZE (2/4)","WIFI LED GPIQ","FW BASE ADDR","FW MAX,
—SIZE" ,"FIXED CONNID"

Py
ol

AT+TCMODINFOSET?

W i <

+TCMODINFOSET : <module_name>,<flash_size>,<WiFi_LED_GPI0>,<fw_base_addr>,<fw_max_size>,

—<fixed_conn_id>

0K

AT+TCMODINFOSET=<module_name>,<flash_size>,<WiFi_LED_GPIO0>,<fw_base_addr>,<fw_max_size>,

—<fixed_conn_id>

W

0K

o

+CME ERROR: <err>

Bl
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L]

B

MABHAC ZEEB R MQTT k&, WaRFHR, HPEREELKEBFIESEG L
(AT+TCMQTTDISCONN) A REMITIZAL -

R AAGYE, EI0RE 0K, 3 FRIR B & B E NI 55
— +TCMODINFOSET:0K: ¥ MY, AR S flash, HHEAER

— +TCMODINFOSET:FAIL,<err_code>: &R

<module_name>: BIZHAFR, FRFFRM, HEARKE 30
<flash_size>: #4] flash K/ (Bf; MB), 2 o 4, $fEdeal

<WiFi_LED_GPIO>: #4f#i IW4 GPIO I3k#d Wi-Fi qRESUT, BUEER, HR0G6H N
ESP8266 GPIO (0-16)

<fw_base_addr>: BAURHA FAHL OTA FHEIHPEECHRAAHAL  $ClE5, M5 % 0x1000
RS BN 0x111000

<fw_max_ size>: BZHIEMLL AL OTA FRM M KA 0], FUEZER, EA KT 716800
(700 KB)

<fixed_ conn_ id>: {RHET, ZiAK 1

ESP Wi-Fi B4LE FRIBLL S SA708 T A flash 730X, BREEH 1A 5 Bl i 2 3 OB 4L £ B A0
R CE, RO AT AR (] — RRASREZE [ 7 AT DASE P A ] OS2 A

'S 9%
AT+TCMODINFOSET="ESP-WROOM-02D",2,0,1118208,716800, 1

0K

+TCMODINFOSET: 0K

AT+TCMQTTSRV: #EBIl= MQTT jR$S28HHE

Thie

WEBERZ MQTT Jizd54+ host Huhk, & M T FAA (LHRE siE W G155+

352
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i &

[

AT+TCMQTTSRV="?

W

+TCMQTTSRV: "MQTT SERVER IP"

0K

ER&H

A .
"N/?\'

AT+TCMQTTSRV?

W

+TCMQTTSRV:192.168.10.118
0K

REGS

A .
"N/?\'

AT+TCMQTTSRV=<Host addr>

W

0K

11

+CME ERROR:<err>

vl
o WEREIAAGYE, BIGRN 0K, RFRNIE N SE
— +TCMQTTSRV:0K: &% IP 3

— +TCMQTTSRV:FAIL: i%E IP &I

6.1. Bz loT AT H<HEH
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o WERBHALT MQTT SRS, WAL E S, 2RPIEGR. TR MQTT i,

S8

e <Host addr>: iz MQTT R45#% IP (i il

AT+TCVER: ZHERAEH loT SDK BAER

Thie

UL F ToT SDK A B

AT+TCVER

r3t)

AT+TCVER

Tencent Cloud IoT AT version: QCloud_AT_ESP8266_v2.0.0
Tencent Cloud IoT SDK version: 3.2.0

Firmware compile time: Jun 17 2020 16:25:27

Tencent Technology Co. Ltd.

0K

TC AXFiXES

AT+TCGWBIND: FX4HEFiEES

Thie

M AT BN TR K3 f B, AT PAIE A % i X T B T 2T 408 S g At AR An 1

B
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i &

[

AT+TCGWBIND="7

W

+TCGWBIND: "MODE" , "PRODUCT_ID","DEVICE_NAME","DEVICE_SECRET"

0K

ER&H

A .
"N/?\'

AT+TCGWBIND?

W

0K

11

+TCGWBIND: <product_id>,<device_name>

:1list of all bind sub-devices

+TCGWBIND: <product_id>,<device_name>

0K

Bl :
o B2l MQTT HE EZWEM GG &M C K98 ETE 4Rl M R ITrE TR, FFRET
wHNFE.
REGS

AN .
"N/?\'

AT+TCGWBIND=<mode>, <productId>,<deviceName>[,<deviceSecret>]

Wi i ¢
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0K

&

+CME ERROR: <err>

B

o MARMBAL KR EREBE N MQTT RS54, WaRkER, HPRELELEEEGL
(AT+TCMQTTCONN) Afe&ANEE .

o RS NET MQTT MR, SMHZEHE 2 90E SR IR/ 58 MG INGR I . A RELAL T
OTA "FEURSH, |iT ESP8266 15 STliIRE, TSI fes BV R, WARnEE, A
WAE OTA "M P IATIZ a2

o WEREAGYE, IR OK, TR 0405 sURE T i AR S

— +TCGWBIND:OK: AEMI. M FHE#RlE, B EWRRENT . M TR, MR ER
A HLIR ] B -

— + TCGWBIND:FAIL,<err_code>: HE{EZLIg

o <mode>: BIXZHL, WIHEIT

- 0: ZREHAE

— 1 fRgpIRAE
o <productld>: Fisc/= i id, WEW, FAFEREA, RAKE 10 515,
o <deviceName>: F&ZFR, WAEI, FAFERERE, HRKE 48 F17,

« <deviceSecret>: TRAMH, WM, FHHLA, FAKE 44 77, (eRIRATGE, Ko
MU T R 4. LEOBR I 0, SRS TR B, I 5L L 28 7l T 5 = el
P (X158 T (5 B A A HE B TR A & 3R

=Pl

/] BRTEEES
AT+TCGWBIND=0, "CTQSO8Y5SLG" , "Dev01l","ZHNkIGRzZCA="

0K
+TCGWBIND:OK
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AT+TCGWONLINE: F*RBFiEE FTES

Thie

Y AT BN TR K ss B, w] A i & ARBLT i1 i BRI efett, (ORI 1
#

Wik

s

AT+TCGWONLINE="?

Wi i ¢

+TCGWONLINE: "MODE" , "PRODUCT_ID","DEVICE_NAME"

0K

ERHY

Py
A

AT+TCGWONLINE?

Wi 3% ¢

0K

14

+TCGWONLINE: <product_id>,<device_name>

:1list of online sub-device

+TCGWONLINE: <product_id>,<device_name>

0K

B

o WA DAL T, BICAELN TREFESI%
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RESHS

[

AT+TCGWONLINE=<mode>,<productId>,<deviceName>

Wi i ¢

0K

[

+CME ERROR: <err>

B

o WIARBA M RELB R MQTT fg 55 4%, R B &, A 7% %5 Kik & % a4
(AT+TCMQTTCONN) AR &A I E .

A AT MQTT W EMFEA#E, SHEHE EFEREEmEcEniBg . IRE4 4T OTA
Tﬁ/{k s, T ESP8266 V& YRR, AT ZMA T RES BB A iR . IR T, ANEWAE
OTA TRtz m 4.

o WEREIAAYE, BYGRN OK, KR 45 @ sl g8 g B e 5%
— +TCGWONLINE:OK: H:fERLZN

— + TCGWONLINE:FAIL,<err_code>: P/EZRIK

S8

o <mode>: HIAZH, W

— 0 RERRAE

— 10 N
o <productld>: Ti&™ M id, WHI, FRHEM, RAKE 10 747
o <deviceName>: FIRGHFR, WIHI, FRAEPE, FRKE 48 77

r3t)

/! FHRE LR
AT+TCGWONLINE=0, "CTQSO8Y5LG" , "DevO1"

0K

(T gk%E)
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(8:EW)

+TCGWONLINE:OK

/] FRELEEHE, MXTUIRETHEEX
AT+TCMQTTPUB="CTQS08Y5LG/Dev01/data",0,"hello world"

0K
+TCMQTTPUB: OK

AT+TCSUBDEVINFOSET: FiE&ERIRE

Thie

WEBERZYHMFE @0 Ti&ER, AT AT Radilg st

Wit &

[

AT+TCSUBDEVINFOSET="?

Wi % ¢

+TCSUBDEVINFOSET: "MODE", "PRODUCT _ID","DEVICE_NAME","DEVICE_SECRET_BCC","PRODUCT_REGION"

0K

ERHY

Py
A

AT+TCSUBDEVINFOSET?

Wi i ¢

+TCSUBDEVINFOSET: <product_id>,<device_name>,<devicesecret_checksum>,<product_region>

0K

6.1. Bz loT AT H<HEH
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+CME ERROR: <err>

B

o ANik[H] devicesecret Y FAFERNZ, HikH| devicesecret FAFERIIIERFT (BCC)

RE®

g

i

AT+TCSUBDEVINFOSET=<mode>,<product_id>,<device_name>,<device_secret>[,<product_region>]

W i <

0K

B9

+CME ERROR: <err>

B3

AT A XD AT R MQTT 4%
o WEREAGYE, HoRIE OK, HT RPN &EE R BN ST
— +TCSUBDEVINFOSET:0K: ¥ i)

— + TCSUBDEVINFOSET:FAIL<err code>: #&& g

<mode>: FXSH, WHII
— 0 WEEAE
— 1t MEREAE
<product__id>: 7of id, I, FAFHEA, HARKE 10 595

<device__name>: LR, IETN, FAFEHEM, K 48

sty
<device_secret>: WL, WIHI, FRFRRE, HERKE 4 5797

<product_region>: j=ih I, BEIHI, FAFHIM, HRRKE 24 7

EKHiAH = “ap-guangzhou”

s IR, BRI

360
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B

' &9:%
AT+TCSUBDEVINFOSET=0, "CTQSO8Y5LG" ,"DevO1", "ZHNkIGRzZCA="

0K
+TCSUBDEVINFOSET: 0K

AT+TCSUBDEVPRDSET: FiE&-RiEREE

ke

WEBE R -G 0@ N T nE e, 1G0T MR TS T sh S 5

Wik &

AT+TCSUBDEVPRDSET="?

Wi i ¢

+TCSUBDEVPRDSET : "MODE" , "PRODUCT_ID", "PRODUCT_SECRET_BCC","DEVICE_NAME","PRODUCT_REGION"

0K

ERSY

Ze

AT+TCSUBDEVPRDSET?

Wi i <

0K

Y

+TCSUBDEVPRDSET : <product_ID>,<product_secret_checksum>,<device_name>,<product_region>

(T gk%E)
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(8:EW)

:1list of all sub-device

+TCSUBDEVPRDSET : <product_ID>,<product_secret_checksum>,<device_name>,<product_region>

0K

Bl
o WERACARER TRE, BRCRER TREFESI%
REGS

A .
"N/?\'

AT+TCSUBDEVPRDSET=<mode>, <product_ID>,<product_secret>,<device_name>[,<product_region>]

W

0K

5

+CME ERROR: <err>

o XA TN R MQTT %4
o WREAAYE, WICRM 0K, FTORREFEAE B ERII 5SS
— +TCSUBDEVPRDSET:0K: #&E T, FomEiE o5 is) dash, W AFEL

— +TCSUBDEVPRDSET:FAIL,<err code>: &2l

2%

o <mode>: HASH, WIHIA
— 0 BEEAE
— 10 MERERAE
o <product_ID>: = ID, AT, FAHRM, HAKE 10.
o <product_secret>: y=WYEH], WMHD, FAAREA, RRKKEFE 32,
« <device_name>: ¥FMFR, W, FAFRELE, HAKIE 48
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o <product_region>: I, W, FATHIM, RARE 24 FH7, WEAROAERGE, BRI

E K AH = “ap-guangzhou”,

=Bl

/] FE R
AT+TCSUBDEVPRDSET=0, "CTQSO8Y5LG" , "ZHNkIGRzZCA=","Dev01"

0K
+TCSUBDEVPRDSET : OK

AT+TCSUBDEVREG: ®{TF&ZahZiEM

Thie

WE T TR&EMBES T, W TRt A shaS A i i a (5 5

Wik

e

AT+TCSUBDEVREG="7

Wi i :

+TCSUBDEVREG: "PRODUCT_ID","DEVICE_NAME"

0K

ER&H

P
iy

AT+TCSUBDEVREG?

Wi 3% ¢

0K

&
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+TCSUBDEVREG: <product_id>,<device_name>

:list of registered sub-device
+TCSUBDEVREG: <product_id>,<device_name>

0K

o WA AN T, R MY TR fE B

AT+TCSUBDEVREG=<productId>,<deviceName>

W i+

0K

Y

+CME ERROR: <err>

Bai:
T ESP8266 V& WiHFR &, HATIRaM IR EWH M EH MQTT &8, EW A aEs HEl +CME
ERROR:208 4%,

WRPIPIRSETE, BIGRM 0K, 2 F KR B3l 545
+TCSUBDEVREG: OK: ZASEMY), T &% 9E S &3 flash

+TCSUBDEVREG : FAIL,<err_code>: ZNZSIEMFLEN, FERAD , FAS: WA SCRY A5 R BT

2%

<productId>: &%= m id, WEI, FAFRER, FRKE 10 737

<deviceName>: [RHHXFR, W, FAFPRM, HAKE 48 57

5EA

B T B S S M 2 H
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L GnARBiH BT RN TR FEE, IR R MRS, WOEE N, &b/ 0%,

2. B EOAE— TS A, HE2OCHMEREEERE, WRH PR AT+ TCSUBDEVPRDSET 4t
PR EEMRE A, MIEEEMN, mimaEHa PSK, RIE R/ K.

3. B FOAAE— TR A, HECHMCRERE, WP EAAT+TCSUBDEVPRDSET #{i
iR EEMRE A, MR, AT drdRkmg5R, AP HEEER FRE&E DS mf s
B,

4. BHOAAE TS A MEER, WRAFEHAT+ TCSUBDEVPRDSET $24E T —/NHi s B (5
B WSE RGBS B EESEEN, iRl aniks B MEE, RIBHAE A f1 B ik
#ER.

5. IEEEH T, WASNSHEMMIFE TR, PATHENE, REFAFECERATERA flash 1, J54E
AL ET R T A4 AT+ TCSUBDEVINFOSET? i) j& A e IEMAI T &5 ..

6. 1 B 25 2h A& M R P JE b 25 Sl G B¢ 9 dw AT+ TCGWBIND #4795 %, Wi
TFAT+TCGWONLINE 255, A8Edt4T MQTT @ if.

r3t)

AT+TCSUBDEVREG="CTQSO8Y5LG" , "Dev01"

0K
+TCSUBDEVREG : OK

IR
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AR im4HK err code

% 1 <err> 015

<err> | AXXEN RERFE
K55
101 WATERER I device connect fail
110 WA R I6 Topic AR device subscribe fail: unauthorized operation
111 WARIT IR RGN R device subscribe fail: system error
120 WEBTT R BRGrEtiR device unsubscribe fail: system error
130 WA KA E LN I Topic ZTAHLR device publish message to topic fail: unautho-
rized operation
131 WA AT B SN . publish #8145 R device publish message to topic fail : reach max
limit
132 W KA BRI : payload #8id K JERR device publish message to topic fail: payload
too long
20 PATHIRTY
HITSE | PXEX MEB=FER
=5
-1001 ZER R R [A] QCLOUD_ERR_FAILURE
-1002 | FRSEICHGEE IR, LZSigE QCLOUD_ERR_INVAL
-3, WCAE ALK QCLOUD_ERR_HTTP_CLOSED
4, HTTP 145 QCLOUD ERR_HTTP
-5, PRI IR QCLOUD_ERR_HTTP_PRTCL
-6, 44 AT R T QCLOUD_ERR_HTTP_UNRESOLVED_ DN
-7, URL f##r g QCLOUD_ERR_HTTP_PARSE
-8, HTTP %325 QCLOUD_ERR_HTTP__CONN
-9, HTTP A i) 55 QCLOUD_ERR_HTTP_AUTH
-10, HTTP 404 QCLOUD_ERR_HTTP_NOT FOUND
-11, HTTP ##1} QCLOUD_ERR_HTTP_TIMEOUT
-102 FORNEER ACK PFEFIMTE LRI QCLOUD_ERR_MQTT PUSH_ TO_LIST |
-103 FRAk S5 MQTT R4 #sasriEEsR e 2077 | QCLOUD_ERR_MQTT_NO_ CONN
JUED7
-104 ZFoR MQTT HH 3¢ 1 A s 1% QCLOUD_ ERR MQTT UNKNOWN
-105 FURIEAES MQTT RS B e QCLOUD_ERR_MQTT ATTEMPTING_R]
-106 FONEIEC Al QCLOUD_ERR_MQTT_RECONNECT _TIN
TTIgkeE
366 Chapter 6. SE=FHERIL AT H<STIEH
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HATSE
=g

Liba-3%

-107

PRI T B 8L

QCLOUD_ERR MQTT MAX SUBSCRIPT

-108

FORV RN, Rk 55 A dE 4

QCLOUD_ERR_MQTT SUB

-109

FnJo MQTT AH AR SCAT PATER

QCLOUD ERR_MQTT NOTHING TO R

-110

FORERUY MQTT 4 3CH 1173

QCLOUD_ERR_MQTT_ PACKET_READ

-111 Fr MQTT M B Kt QCLOUD_ERR_MQTT_ REQUEST_TIME(
-112 FORE i MQTT JEH R A 1% QCLOUD_ERR_MQTT_ CONNACK_ UNKN
-113 FRE P MQTT i A4 5% QCLOUD ERR_MQTT CONANCK UNA(Q
-114 FIRE PR N A R QCLOUD_ERR_MQTT_CONNACK_IDEN]
-115 FR RSB QCLOUD_ERR_MQTT_CONNACK_SERV]

-116

TR PRSP username BY pass-
word 4&i5%

QCLOUD_ERR MQTT CONNACK_BAD |

-117

FORNE U EEREAUE R

QCLOUD_ERR_ MQTT CONNACK_NOT |

-118

FoRICEN R B Tesk

QCLOUD_ERR_RX MESSAGE INVAL

-119

FONB R K KN IHERNKE

QCLOUD_ERR_BUF_ TOO_SHORT

-120

FR% QoS FHIAHF

QCLOUD_ERR_ MQTT QOS_NOT SUPP

-121

FORBGH T T EAUR I, Az 38R

QCLOUD_ERR_MQTT_ UNSUB_FAIL

-132

FR JSON fiEbrhtin

QCLOUD_ERR_JSON_PARSE

'TONS

EAD

UT

{OWN
CEPTABLE_P
FIFIER REJEC
FR_UNAVAILA
IUSERDATA

|IAUTHORIZED

DRT

TED
ALL

-133 Zon JSON SCRY Wi T QCLOUD_ERR_JSON_BUFFER_TRUNCA
-134 Fentrfit JSON RS i X K/ QCLOUD_ERR JSON_BUFFER TOO_SM
-135 o~ JSON S04 A: iR QCLOUD_ERR_JSON

-136

Fonit JSON U H e K Token %4

QCLOUD_ERR_MAX_ JSON_TOKEN

-137

Fon it [ I R SO R

QCLOUD_ERR_MAX APPENDING REQUEST

-138

Forl E iKY Topic KE

QCLOUD_ERR_ MAX TOPIC_LENGTH

-601

Fon TCP BV ERT RN

QCLOUD_ERR_ TCP_SOCKET FAILED

-602

ForJoykilid EHLA P IP ik

QCLOUD_ERR_TCP_UNKNOWN_HOST

-603

Frar TCP #E2K

QCLOUD_ERR_TCP_CONNECT

-604

Fon TCP By

QCLOUD_ERR TCP_READ TIMEOUT

-605

Fx TCP G}

QCLOUD_ERR_TCP_WRITE TIMEOUT

-606

FR TCP Sk

QCLOUD_ERR_ TCP_READ FAIL

-607

Fn TCP iR

QCLOUD_ERR_TCP_WRITE_FAIL

-608

R TCP X K] 1 4%

QCLOUD_ERR_TCP_PEER_SHUTDOWN

-609

FORIRJE B Bl T A

QCLOUD_ERR_TCP_NOTHING_TO_READ

-701

FoR SSL Wi L g

QCLOUD_ERR_SSL_INIT

6.1. Bz loT AT H<HEH
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x2-4Fm
PITHE | PXAEX MERFEL
i=f5
-702 Fe7 SSL IF FAH 3 i 5 QCLOUD_ERR._ SSL_CERT
-703 FR SSL R R QCLOUD_ERR._ SSL_CONNECT
-704 FR SSL R Mt QCLOUD_ERR. SSL_CONNECT_TIMEOU
-705 T SSL SBHT QCLOUD_ERR._SSL_WRITE_TIMEOUT
-706 FR SSL B4R QCLOUD_ERR. SSL_WRITE
707 Fe SSL BT QCLOUD_ERR. SSL_READ_TIMEOUT
-708 Fon SSL 4R QCLOUD_ ERR_SSL READ
-709 PR A B AT DA QCLOUD_ERR. SSL_NOTHING_TO_REA

CME ERROR FIRy &

<err> A5 aX

200 Previous command is not complete
201 msg packet over size
202 command timeout
203 check failed
204 Parameter invalid
205 No valid firmware
206 Memory allocation error
207 Flash access error
208 State error or not ready. eg: pub msg when MQTT not connected
209 Command execution error
210 Unknown error
211 Module self-OTA error
212 FLASH ERASE is going on
213 HTTP error
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RENTIE MR

HIRED | NERFER 1A

1000 ErrorCode_SDK_InternalError N R R

1004 ErrorCode_SDK_ ProductNotExists e AEIE

1006 ErrorCode SDK InvalidParam SRR

1010 ErrorCode SDK CheckSecretError I

1011 ErrorCode_ SDK_ NotSupportRegister PN S ST

1012 ErrorCode_SDK_ ExceedRegisterTimes BT I A B R B

1020 ErrorCode_ SDK_NoSuchDevice A R kA

1021 ErrorCode_SDK_ DeviceHasRegisted R E N

1031 ErrorCode_SDK_ ExceedRegisterLimits R4 HBIT R E oK B sh A EE R

RAH M R iR &G EIRIEE

<err> A5 &Y

MQTT connect error

APP command error

WIFI boarding stop

RTOS task error

RTOS queue error

WIFI STA init error

WIFI AP init error

WIFI start error

OO ||| T || W[N]~

WIFT config error

[t
e}

WIFI connect error

—_
—_

WIFTI disconnect error

[
[N}

WIFI AP STA error

—
w

Smartconfig start error

—_
=~

Smartconfig data error

15-22

TCP/UDP socket error

6.1. Bz loT AT H<HEH
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RXFREHIHEXEREER

$EIRED iR
0 )
-1 W R ARG TR
-2 REGHR, TR LREEE N ARIN
801 R SHE R
802 WA ARE, BOE A A
803 R R
804 BT
805 ik g
806 VA S duki it e
807 I A AN RER S8
808 NS EEAE
809 BT E
810 AR TR
Ri ik BA

BWNMELXEEZBERZ MQTT IRB23

L EBHEE

2. TLS #4050, FEIFRfTa]5EE N 5000 ms, LoFkE]FEH 240 s, clean session 4 1, f#ifi
EH: MQTT fRR%s#%

. TR

4

AT+TCDEVINFOSET="1","CTQSO8Y5LG","devicel","ZHNkIGRzZCA="

+TCDEVINFOSET: OK

AT+TCMQTTCONN=1,5000,240,1,1
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0K
+TCMQTTCONN : OK

TTRER

R

AT+TCMQTTSUB="CTQS08Y5LG/devicel/control"

.

0K
+TCMQTTSUB: OK

EWiHB

KAGHE, WRCEWRINIT TS % A m i & TR K515, Wik 2 E B C A mrHE, Il
i URC B3 Lk

. e

AT+TCMQTTPUB="CTQS08Y5LG/devicel/data",0," {\"action\":\"test\"\,\"time\":1565075992}"

. TR

OK
+TCMQTTPUB: OK

+TCMQTTRCVPUB: "CTQS08Y5LG/devicel/data",35,"{"action": "test","time": 1565075992}"

$oHEE T R Bl

el MQTT Hisl-5 ISRz Wy I b4 T i <2 Es - Rl oA T L B2 s
L YRR T & — e il

FHET WBARABARBAR I, W] SSBLS AR IR T 2, Tk g S I HIE S M P A,
NN S PRGN

2. YIRS - B T

WA 51 ORI IR 55 e i h B2 ZAF Y — ORI B, el 5 T8 i A RS 28, B
RIS 3O W TN .
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3. HEX
JH P s SR MQTT J2 A0 AL

fEREIN

Al MCU ] ESP8266 & AT [E{F SRR, RN A [ B fi g s A0 ¢ a1
A

L. KA MC B TR 2 B I 1 6 15 6

ERZJE, MCU MG ERA R BIE TYHRMREFER, MRAMAESEREFEEAR, Milda
L BCE B —cdUEE . RSN, WA IR E " MR .

PN
o AT+TCDEVINFOSET
e AT+TCPRDINFOSET
2. #rif] Wi-Fi HEHRRAS S M #4F

TERCE R AR B2 G, MCU alsediify Wi-Fi f4e 7 228 EhEs Wi-Fi, WEREATIRI , AT PAHE
3oL T P i - S 2 1 A AR e o S TR /N PP B A T E I B i o S0 4 A

FERUCREA A RS EY], FEARET " MPEGI R4, WIERMISEhZ 5G4 B shitfrahs

GiESHiie
« AT+CWJAP
« AT+CIPSTA
o AT+TCSTARTSMART
« AT+TCSAP
3. MQTT ¥4 KT

AR E BOERALE S Wi-Fi 3 82h 2 5, MCU nlid MQTT B RS , b E 50 A
DURC EFERE SR CRETINTA] /OB 45 ) RARGT BRI A998 Topic, F4E MCU FEEAH % MQTT i
B R B ERIRAS URC Y RIEALFEALH] .

FH KA
o AT+TCMQTTCONN
o AT+TCMQTTSUB
o AT+TCMQTTSTATE

4. MQTT W kiH R
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MCU FER AR, RIGH KRS PUB 8% PUBL fir4. FEREAINE JSON Kl 2t
A SURL PR S A 2 A

GEESic
o AT+TCMQTTPUB
o AT+TCMQTTPUBL
5. OTA flifig [ W

AWAE MQTT M2 )5, (i OTA IfE, BIdLEEhGH OTA (L5 Ml mimiy T an S,
W TH a4 a2 H 3 T B EF R4 flash, Jfa@id URC @1 MCU, MCU FZALH OTA A
URC JHR, FE N ERMINZ )5 n] A A iy 2 B2 MCU {3 AR [ 11«

LIPS
« AT+TCOTASET
« AT+TCFWINFO
« AT+TCREADFWDATA
6. Wi MQTT
Bt FEhWTIT MQTT FHEHRATHITF G4, B0 =2 5 RS B B4k, TR a0 phin .
AT It 2 BUH AT A 1T R Topic, HNECH 4R EEAHIT Y
LIPS
« AT+TCMQTTDISCONN

6.1.2 BEifl= loT AT E%

ESP8266

o ESP8266-WROOM-02 %7
— QCloud__ AT ESP8266_v2.2.0

— QCloud AT ESP8266 v2.1.1
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
PP AR

ADC Analog-to-Digital Converter
b SRS

ALPN Application Layer Protocol Negotiation
I )2 s R

AT port AT port is the general name of AT log port (that is used to output log) and AT command port
(that is used to send AT commands and receive responses). Please refer to & 4% 3% for default AT
port pins and 4o 157 AT port 4 #y for how to customize them.

AT 32 AT Hafsmi TR HE) AT aresmt Ol F & AT ar S RHERIomEL) 1 Ex.
WEHR I TN AT i M, S5 defTis e AT port &R T AT H E L AT B 1148
A8

Bluetooth LE Bluetooth Low Energy

(RIS

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi jg—#EE T 1A ER Wi-Fi 28005 2 fE

DHCP Dynamic Host Configuration Protocol

A MU E N
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DNS Domain Name System
4 R

DTIM Delivery Traffic Indication Map
JE IR AL i 5 7R S

GATTC Generic Attributes client
GATT &

GATTS Generic Attributes server
GATT Mz 55+

HID Human Interface Device
MHLE: 1t

I2C Inter-Integrated Circuit
SR B 2R

ICMP Intemet Control Message Protocol
PRV 190 42 il 3 SCHM AL

LWT Last Will and Testament
S0

MAC Media Access Control
MAC Hbtik

mDNS Multicast Domain Name System
Z 4k DNS

MSB Most Significant Bit
AL

MTU maximum transmission unit
RNAL I ERIT

NVS Non-Volatile Storage
AT KA &

Normal Transmission Mode Default Transmission Mode

In normal transmission mode, users can send AT commands. For examples, users can send MCU data
received by AT command port to the opposite end of transmission by AT+CIPSEND; and the data
received from the opposite end of transmission will also be returned to MCU through AT command

port with additional prompt: +IPD.
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During a normal transmission, if the connection breaks, ESP devices will give a prompt and will not

attempt to reconnect.
More details are in Transmission Mode Shift Diagram.
Tl B BBt

EE LA, P TPAKLIE AT . Bilan, M P RIRAEAT+CIPSEND 54, kit AT iy
AR R MCU £ 8 % ot i . AMAEHS I i, St AT @4kl MCU, [AE 4
W +IPD {5 4.,

Tl Uy, AR, ESP ASEIE, HHRERNIT.
WENFE S Transmission Mode Shift Diagram.,
Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .

In passthrough mode, users cannot send AT commands except special +++ command. All MCU
data received by AT command port will be sent to the opposite end of transmission without any
modification; and the data received from the opposite end of transmission will also be returned to

MCU through AT command port without any modification.

During the Wi-Fi passthrough transmission, if the connection breaks, ESP devices will keep trying to

reconnect until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.
BB Wl B R B,

TEEEREE, HPAGERRHE AT -, BR TRl +++ ard. AT % DU EIR BT ) MCU
B oot KAt im. MR i s 2l AT ayd RJcBoh, R m%
MCU,

Wi-Fi SRR, WRERERTT, ESP SAMEAEE, Rt A +++ BHEEL, WE
1L,

WE NS Transmission Mode Shift Diagram,

Transmission Mode Shift Diagram

1
AT+SAVETRANSLINK=1[,..] :
AT+RST |

_____________________________________________________________

& 1: Transmission Mode Shift Diagram

More details are in the following introduction.

o Normal Transmission Mode (&i@ 15442 X))
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e Passthrough Receiving Mode (i% #5404 X))
o Passthrough Mode (i51E4%£ X))

o AT+CIPMODE

o AT+CIPSEND

o St

o AT+SAVETRANSLINK

Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and
Passthrough Mode.

In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the
data received from the opposite end of transmission can be returned to MCU through AT command

port without any modification. More details are in Transmission Mode Shift Diagram.
AR TE-T-0 1R 4 A X0 RIS 54 X0 Z ) — I A

TEEL WA, AT ANEEAREHEEZ i H AT w] DARCE R B AL im g 8ckE, @it AT s
O TR a1 25 MCU., HWEZ NG S% Transmission Mode Shift Diagram.,

PBC Push Button Configuration

A e E

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi
authentication modes except OPEN and WEP.

PCIINIE, 7& ESP-AT TAE 52k OPEN Hil WEP PASMY Wi-Fi AR
PLCP Physical Layer Convergence Procedure
PLCP P, BI4BEZ &R
PMF protected management frame
SRR A BT
PSK Pre-shared Key
B k]
PWM Pulse-Width Modulation
fiket 5 P o
QoS Quality of Service
Wi 55 Jo e

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any

time.

SRR, S SoC HHK—ZLrLE, FEALMLI R AR BERE IR T A
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SMP Security Manager Protocol
AL
SINI Server Name Indication
e 95 a8 44 R s
SNTP Simple Network Time Protocol
{7 B[ 2% I ] BAM
SPI Serial Peripheral Interface
ERATAMREE D
SPP Serial Port Profile
SPP s, BllER OBl
SSL Secure Sockets Layer
SSL i, RIZZa i il
TLS Transport Layer Security
TLS P, B 22 4t il
URC Unsolicited Result Code

FEREE RS, —BOARH S MCU fHR 1R[]

UTC Coordinated Universal Time
R bt S

UUID universally unique identifier
188 FH E— TR

WEP Wired-Equivalent Privacy
WEP a7, B &ss o

WPA Wi-Fi Protected Access
Wi-Fi 7

WPA2 Wi-Fi Protected Access I1
Wi-Fi {47751 11

WPS Wi-Fi Protected Setup
Wi-Fi fRiPise e

e genindex
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A

A2DP, 375
ADC, 375
ALPN, 375
AT port, 375

B

Bluetooth LE, 375
BluFi, 375

D

DHCP, 375
DNS, 376
DTIM, 376

E

esp_at_base_cmd_regist (C++
esp_at_ble_cmd_regist (C++ H#k), 304

esp_at_ble_hid_cmd_regist (C++ %), 304
esp_at_blufi_cmd_regist (C—/——/— F40), 304

esp_at_board_init (C++ &

esp_at_bt_a2dp_cmd_regist (C++ F#), 304

#), 303

F4x), 311

esp_at_bt_cmd_regist (C++ Hk), 304

esp_at_bt_spp_cmd_regist (C++ k), 304
ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (C f”Z), 309
ESP_AT_CMD_ERROR_CMD_OP_ERROR (C %), 309
ESP_AT_CMD_ERROR_CMD_PROCESSING (C %), 309
ESP_AT_CMD_ERROR_CMD_UNSUPPORT (C %), 309

ESP_AT_CMD_ERROR_NON_FINISH (C

ESP_AT_CMD_ERROR_NOT_FOUND_AT (C %), 308
ESP_AT_CMD_ERROR_OK (C %

), 308

%), 308

ESP_AT_CMD_ERROR_PARA_INVALID (C %), 309
ESP_AT_CMD_ERROR_PARA_LENGTH (C %), 308
ESP_AT_CMD_ERROR_PARA_NUM (C %), 308
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (C %), 309
ESP_AT_CMD_ERROR_PARA_TYPE (C %), 308
esp_at_cmd_struct (C++ %), 306
esp_at_cmd_struct::at_cmdName (C++ A& %), 307
esp_at_cmd_struct::at_exeCmd (C++ . R ), 307
esp_at_cmd_struct::at_queryCmd (C++ & 1),
307
esp_at_cmd_struct::at_setupCmd (C++ )5&‘]5),
307
esp_at_cmd_struct::at_testCmd (C++ R ), 307
esp_at_custom_ble_ops_regist (C++ L), 302
esp_at_custom_ble_ops_struct (C++ %), 307
esp_at_custom_ble_ops_struct::connect_cb
(C++ M. t), 308
esp_at_custom_ble_ops_struct::disconnect_cb
(C++ A3), 308
esp_at_custom_ble_ops_struct::recv_data
(C++ ), 308
esp_at_custom_cmd_array_regist (C++ & %),
302
esp_at_custom_cmd_line_terminator_get (C++
F#), 305
esp_at_custom_cmd_line_terminator_set (C—/—-/—
F#), 305
esp_at_custom_net_ops_regist (C++ k), 302
esp_at_custom_net_ops_struct (C++ %), 307

esp_at_custom_net_ops_struct::connect_cb
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(C++ M.R), 307
esp_at_custom_net_ops_struct::disconnect_cb

(C++ A3t ), 307
esp_at_custom_net_ops_struct:

(C++ A1), 307
esp_at_custom_ops_regist (C++ F#k), 302

:recv_data

esp_at_custom_ops_struct (C++ %), 308

esp_at_module_init (C++ F#k), 300

ESP_AT_MODULE_NUM (C++ #ifﬁ%) 309

esp_at_mqtt_cmd_regist (C++ Hk), 304

esp_at_net_cmd_regist (C++ F3%), 304

ESP_AT_PARA_PARSE_RESULT_FAIL (C++ ##-F),
310

ESP_AT_PARA_PARSE_RESULT_OK (C++ ##-F), 310

esp_at_custom_ops_struct: :pre_deepsleep_callba®&P AT_PARA_PARSE_RESULT_OMITTED (C++ # %A

(C++ A1), 308

F), 310

esp_at_custom_ops_struct::pre_restart_callbackesp_at_para_parse_result_type (C++ 3'%:9}'_]), 310

(C++ At ), 308
esp_at_custom_ops_struct:

(C++ AR), 308
esp_at_custom_partition_find (C++ &#k), 305

:status_callback

esp_at_device_ops_regist (C++ F3k), 302
esp_at_device_ops_struct (C++ %), 307
esp_at_device_ops_struct:
(C++ MR), 307
esp_at_device_ops_struct:
), 307
esp_at_device_ops_struct:
(C++ A.R), 307
esp_at_device_ops_struct:
BR), 307
esp_at_driver_cmd_regist (C++ k), 304

:get_data_length

:read_data (C++ &

:wait_write_complete

:write_data (C++

esp_at_eap_cmd_regist (C++ F#k), 305
esp_at_error_code (C++ %£A!) 309
ESP_AT_ERROR_NO (C %), 308
esp_at_eth_cmd_regist (C++ FHk), 305
ESP_AT_FACTORY_PARAMETER_SIZE (C 2), 312
esp_at_fs_cmd_regist (C++ H#L), 304
esp_at_get_current_cmd_name (C++ &%), 306
esp_at_get_current_module_name (C++ & %),
311
esp_at_get_module_id (C++ &%), 311
esp_at_get_module_name_by_id (C++ H4k), 311
esp_at_get_para_as_digit (C++ &H4%), 300
esp_at_get_para_as_str (C++ H#k), 301
esp_at_get_version (C++ &%), 302
esp_at_http_cmd_regist (C++ FHik), 304
esp_at_mdns_cmd_regist (C++ F3%), 304
esp_at_module (C++ &£A), 309

esp_at_ping_cmd_regist (C++ H#k), 304
esp_at_port_enter_specific (C++ &%), 305
esp_at_port_exit_specific (C++ %), 306
esp_at_port_get_data_length (C++ FH#t), 303
esp_at_port_read_data (C++ H%%k), 303
esp_at_port_recv_data_notify (C++ &), 3
esp_at_port_recv_data_notify_from_isr
F ), 301
esp_at_port_specific_callback_t (C++
309
ESP_AT_PORT_TX_WAIT_MS_MAX (C %), 312
esp_at_port_wait_write_complete (C++ &%),
303
esp_at_port_write_data (C++ H%k), 302

(C++

XA,

esp_at_response_result (C++ FH#), 302
ESP_AT_RESULT_CODE_ERROR (C++ ##F), 311
ESP_AT_RESULT_CODE_FAIL (C++ #%F), 311
ESP_AT_RESULT_CODE_IGNORE (C++ #%F), 311
ESP_AT_RESULT_CODE_MAX (C++ ##-F), 311
ESP_AT_RESULT_CODE_OK (C++ ##-F), 311
ESP_AT_RESULT_CODE_PROCESS_DONE (C++ # %
¥), 311
ESP_AT_RESULT_CODE_SEND_FAIL (C++ # % F),
311
ESP_AT_RESULT_CODE_SEND_OK (C++ ##F), 311
esp_at_result_code_string_index (C++ 3"::9}'_’),
311
esp_at_smartconfig_cmd_regist (C++ F#k), 304
ESP_AT_STATUS_NORMAL (C++ ##-F), 309
ESP_AT_STATUS_TRANSMIT (C++ ##F), 309
esp_at_status_type (C++ %), 309
ESP_AT_SUB_CMD_EXEC_FAIL (C++ ##-F), 310
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ESP_AT_SUB_CMD_OP_ERROR (C++ ##F), 310
ESP_AT_SUB_CMD_PROCESSING (C++ # %), 310
ESP_AT_SUB_COMMON_ERROR (C++ #%-F), 310

ESP_AT_SUB_NO_AT (C++ ##-F), 310

ESP_AT_SUB_NO_TERMINATOR (C++ #%-F), 310

ESP_AT_SUB_OK (C++ ##-F), 310

ESP_AT_SUB_PARA_INVALID (C++ #%-F), 310
ESP_AT_SUB_PARA_LENGTH_MISMATCH (C++ # %

F), 310

ESP_AT_SUB_PARA_NUM_MISMATCH (C++ # % F),

310

ESP_AT_SUB_PARA_PARSE_FAIL (C++ # %), 310
ESP_AT_SUB_PARA_TYPE_MISMATCH (C++ ##F),

310

ESP_AT_SUB_UNSUPPORT_CMD (C++ #%-F), 310
esp_at_transmit_terminal (C++ %), 302

esp_at_transmit_terminal_from_isr (C++

#), 302

esp_at_user_cmd_regist (C++ Hik), 304
esp_at_web_server_cmd_regist (C++ H#k), 311
esp_at_wifi_cmd_regist (C++ F%%), 304
esp_at_wifi_event_handler (C++ &4%), 306

esp_at_wps_cmd_regist (C++ FH#), 304

G

GATTC, 376
GATTS, 376

H

HID, 376

12¢C, 376
ICMP, 376

L

LWT, 376

M

MAC, 376
mDNS, 376
MSB, 376
MTU, 376

N

Normal Transmission Mode, 376

NVS, 376

P

Passthrough Mode, 377
Passthrough Receiving Mode, 378
PBC, 378

PCI Authentication, 378

PLCP, 378

PMF, 378

PSK, 378

PWM, 378

Q

QosS, 378

R

RTC, 378

S

SMP, 379
SNI, 379
SNTP, 379
SPI, 379
SPP, 379
SSL, 379

T

TLS, 379

Transmission Mode Shift Diagram, 377

U

URC, 379
UTC, 379
UUID, 379

W

WEP, 379
WPA, 379
WPA2, 379
WPS, 379

e ]
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THEEMER, 377

KRR, 378
FEHEK, 377
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