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1.1 ESP-AT i1l2

F%: (e ESP-AT i, EAF40FIReAE 71 5 01, FFl i H v i A .

ESP-AT J2 SR g5 JT A al ELE T IR W T 0, BRI POF ROl , PRI R™ i it
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ESP-AT 251 ESP-IDF SCBLA#fF LRE . &(ff ESP32-S2 BLZH/E N MAIL, MCU 1 4L, MCU % i%
AT 44 BSP32-S2 114, 47 ESP32-S2 BLLHHFT AR Rl HR A, F- Bl ESP32-S2 BiZLiR [l ¥y AT Wiy,
ESP-AT Lt TR EINREAR I AT fr4, 11 Wi-Fi f54. TCP/IP 54, MQTT 4. HTTP -4,

<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
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FROABLE T, MCU i UART 1432 2 ESP32-S2 #5i4H . ik AT A4 DAL AT iy, {Hi2, &)
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o WGP E ESP32-S2 BL4H, AN ZTT &M, Wi UART Besgh), #8752 H UART 4
JH (2% https://www.espressif.com/sites/default/files/documentation/esp32-s2_datasheet_cn.pdf > &7

WA ) , T Strapping B (Z% https://www.espressif.com/sites/default/files/documentation/
esp32-s2_datasheet_cn.pdf > 5 Strapping &), i3 $ 1 Strapping 4 AL F-1E A 8RR,

1.3.2 ESP32-S2 %1
ESP32-S2 R JI| 48 1) /& N B ESP32-S2 ith Fy WAL 41/9F & M, il f1: ESP32S2 MINI & %1% 7. ESP32S2
WROOM Z 5154 .

ESP32-S2 AT R I~ UART #% 11 : UARTO J T R A  H &, UARTL T &% AT i 1L
AT W[, BRIATE LT, UARTO Al UART1 (] 115200 PRI T -
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7 2: ESP32-S2 ARFH {1348 ) 7 i

IfigE ESP32-S2 FF A tR/IREE R HEZEEH
; o £
A E A H S UARTO PC
« GPIO44 (RX) . TX
« GPIO43 (TX) « RX
AT Gr T 2
Ay MBI UART1 USB %: UART 3 [1 it
« GPIO21 (RX) . TX
« GPIOI7 (TX) « RX
« GPIO20 (CTS) « RTS
« GPIOI9 (RTS) « CTS

BEWI 1: ESP32-S2 I A Al PC 2[RI I HE 12 © A A ESP32-S2 Ikt b, BT (] USB Kb 2k
HERTT S AR AN PC HIH

BEW] 20 CTS/RTS & A TE SRS (4= DI REIS 4 5184
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14 p#idRT

ATSCRYPA ESP32-S2-MINI ML 41 A 5], /23 4] %k ESP32-S2-MINI AR 40 % W i) AT [, DA K ana] 3 &
Prpess kgl |, He ESP32-S2
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ESP board

Download/Log output

USB to serial converter ESP board USB to serial converter
R ——TX
TX — — RX
=] ) cTS RTS
AT command/response RTS - CT5

P 3: ESP32-S2 R AN F %R K

1.4.1 pF#k AT S

W DA A R AT [E R 3% PC:
o FIHEAT B #
o IRENBBLLAL TR (1) AT ¢
o AN BRI T R 3

AL, FRATTFE T ESP32-S2-MINI X} W [f) ESP32-S2-MINI-AT-V3.4.0.0 &, %EM0 H FL5H &
Hrp&A bin ST, HE ESP32-S2 R YIBILH [{:17) H st 4544 & bin SCAH AT SE AR 44

— at_customize.bin /] Z R A KK

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

F— mfg_nvs.csv // BFFONVS 4K B 4 HE
| L— mfg_nvs.bin // &F NVS 4K bin X #
— download.config /] R EE M S K
— esp-at.bin // AT KA EH

|— esp-at.elf

I— esp—at.map

— factory /] BEFEHRFNAMTE bin XH
| L— factory_XXX.bin

— flasher_args.json // TERBHEEFHER

— ota_data_initial.bin // ota data X A7 4 &

— partition_table /] — R A KA FK

| L— partition-table.bin

L— sdkconfig // AT BN EFERE

Hr, download.config W& FEREMNHISE:

—-—flash_mode dio —--flash_freqg 80m --flash_size 4MB
0x1000 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0x10000 ota_data_initial.bin

0x20000 at_customize.bin

Q)
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0x21000 customized_partitions/mfg_nvs.bin
0x100000 esp-at.bin

-—flash_mode dio IR M) flash dio BT T4%

——flash_freq 80m {UF I E (4K H # flash A% 4 80 MHz;

——flash_size 4MB {UF I EA5E Y flash f%/N A 4 MB;

0x10000 ota_data_initial.bin fUFFE 0x10000 Hhkkss ota_data_initial.bin 3¢
G

142 Bk AT WIfF5
TR G B RGN LR s -

Windows

TR Z AT, 5 T 4K Windows Flash T T 5, P45 ] 25 Flash THCT A 5.

* $T9F Flash £ T.H;

o PG RAL; (BbAb, FA1ER EsP32-52.)

o WRPEER TR R TR (e, F’A1%HE develop, )
o WRIEEHTRER—F Rz 0 (e, FA1%EFF vart. )

BIDOWN. — O X

ChipType: ESP32-52 “w

WorkMode: Develop e

LoadMode: YART w
OK

Pl 4: [T OE B

o X5 AT Rk R RA, PR PR eI —:
- HETFRITEEHEEE: (Bl build/factory H3 P factory_XXX.bin) % 0x0 Hh
ik 23k “DoNotChgBin™, it Fi] & [l (1) R IA L B
- PR Z A bin X RORFE AL fAE download. config U TR E, 1§ 2)/A1E
“DoNotChgBin”;

N T REGUGR SR R BRI, A TT AR R 3 ) COM i 15, FRA “COM:” "N hird1) SR vh g % i
H5 o A RATE R b 1S REGIN G162 % 8 Windows EAR b 1.

BeRSE G, i & AT B T RF R .

Espressif Systems 9 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback



https://dl.espressif.com/public/flash_download_tool.zip
https://docs.espressif.com/projects/esp-test-tools/zh_CN/latest/esp32s2/production_stage/tools/flash_download_tool.html
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32s2/get-started/establish-serial-connection.html#windows
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 1. A48/

[J » e » OS(C) > bin > ESP32-52-MINI-AT-V3.40.0 > factory

. W7 ESP3252 FLASH DOWNLOAD TOOL V3.9.5 — O X

SPIDownload

=R

e
®

factory MINLbin

Oo0o000o0o0o
® ® 988 8 8

SPIFlashConfig

SPI SPEED SPI MODE DetectedInfo
B DoNotChgBin a

C40MHz O QIO

LockSettings
O267MHz O QOUT
() 20MHz Obio CombineBin
©Qs80MHz (O DOUT Default
) FASTRD
L J
DownloadPanel 1
'
v
COM: =
START 5TOP ERASE COM1
BAUD: 115200 »

Bl S: R AR A A R (RETEOR)
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= [m] X
E  download.config = +
it g ) | W7 ESP3252 FLASH DOWNLOAD TOOL V2.9.5 = m} X
SPIDownload
X ootloader/bootloader.bin
0xB000 partition_table/partition-table.bin - @
0x10000 ota_data _initial.bin @
0x20000 at_customize.bin N
0x21000 customized_partitions/mfg_nvs.bin ®
0x100000 esp-at.bin =
. @
. @
@] -@
] - @
SPIFlashConfig
SPI SPEED SPI MODE DetectedInfo
:
() 40MHz [@]e]le]
LockSettings
(D 267MHz  (QOUT
) 20MHz opoio CombineBin
O80MHz (O DOUT Default
() FASTRD
v
DownloadPanel 1
IDLE -
G .
COM: v
START STOP ERASE CoM1
BAUD: 115200 -
T8, F 243 NFHF
Bl 6: TR A AR (REHoR)
Linux 2 macOS

THURHRZ AT, 8254 esptool.py.
PAT IR 7 ST, AT [BPFpeR B4

o D TEZEA bin X AR AL AL N4, ¥t PORTNAME fl download.config &
B

esptool.py —--chip auto --port PORINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z download.config

FF PORTNAME il AR T 84 D A PR, 27 TovEM & 3% 14488, 1§57 11 Linux #1 macOS
FEF.

$f download. config Bl MiZ I B ST EK.

PATF S (44857 2 ESP32-S2-MINI 4S540 iy A v 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 40m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0x1e000 at_customize.bin 0x1f000 customized_
—partitions/mfg_nvs.bin

o HIZTEITWH R B E 0x0 Hihk: AL T4, Bt PORTNAME fil FILEDIRECTORY &
B

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_
—~size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME e sl A MR V) 203 O FR, A B ICIER €% D485, 5% {E Linux il macOS
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https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32s2/get-started/establish-serial-connection.html#linux-macos
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32s2/get-started/establish-serial-connection.html#linux-macos

Chapter 1. A48/

BRI .
Ff FILEDIRECTORY Fre sl EL & i) 7= [ i SO AR, RIS OLT, XFié 2 factory/

XXX .bin,

PAR S35 B {2251 2 ESP32-S2-MINI R4 A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-
—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio --flash_freq 80m --flash_size 4MB 0x0 factory/factory MINI-1.bin

BRSEG, THhE AT B TR F R .

143 A% AT [IERE A RER KD

TR AN AP BRI AT AT [/ B hesi i -

o ITHE O TH, 41 SecureCRT;
o HI BEERF T ARSI AT My /MR BE I (T LA a2 )
o JEHRE: 115200;
o BdEOL: 8:
o KuB{i7: None;
o (EIRfL: 13
* Ji¥s: None;
« A “AT+GMR” 14, If H#f7 (CR LF);

TR TR, MR OK, W2 AT [ ke s 2«

AT+GMR

AT version:3.4.0.0-dev(cad4badd - ESP32S2 - May 9 2024 08:00:07)
SDK version:v5.0.6-dirty

compile time (877c7e69) :May 10 2024 06:47:54

Bin version:v3.4.0.0-dev (MINI)

OK

W), R EEA AT 2 — KA ESP32-S2 &AL & :
Jitk1:

o ITHE T H, 41 SecureCRT;
o B EEFEHT CFEEM/MmE HE B0, BOENES R L,
o AR 115200;
o i 8
 Ki¥fii: None:
o fEEIkfL: 1
e Jifs: None;
o EERHIT M RST &, 7 HER R HEALL, WL ESP-AT [E{4:C LIEM#IHL T .
Jith 2:
o ITHWAEE IO T H, # SecureCRT;
o BRI AR T AR B HEIR “AT ap /" (e AT R E R4 HE e,
BRGS0 6 1 iE 3%
o YRR 115200;
o i 8
 KE&{: None;
RV
e Jiifs: None;
o TERIRSARIL “AT &/ N” W D4 AAT+RST fiv%, - Hi#4T (CRLF), # “ R/
HE” a0 HERTN R HEMML, WG ESP-AT IEWFE‘Z:EEE%B#‘%T

ESP32-S2 startup log:

Espressif Systems 12 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 1. A48/

ESP-ROM:esp32s2-rc4-20191025

Build:0ct 25 2019

rst:0x1 (POWERON) ,boot:0x8 (SPI_FAST_FLASH_BOOT)
SPIWP:0Oxee

mode:DIO, clock div:1l
load:0x3ffe6108,len:0x17d4

10ad:0x4004c000, len:0xa%c
1load:0x40050000,1len:0x3204

entry 0x4004clb8

I (21) boot: ESP-IDF v5.0.6-dirty 2nd stage bootloader

I (21) boot: compile time 06:47:54

I (21) boot: chip revision: v0.0

I (24) boot.esp32s2: SPI Speed : 80MHz

I (29) boot.esp32s2: SPI Mode : DIO

I (34) boot.esp32s2: SPI Flash Size : 4MB

I (39) boot: Enabling RNG early entropy source...

I (44) boot: Partition Table:

I (48) boot: ## Label Usage Type ST Offset Length

I (55) boot: 0 phy_init RF data 01 01 0000f000 00001000

I (62) boot: 1 otadata OTA data 01 00 00010000 00002000

I (70) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (77) boot: 3 at_customize unknown 40 00 00020000 000e0000

I (85) boot: 4 ota_0 OTA app 00 10 00100000 00180000

I (92) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (100) boot: End of partition table

I (104) esp_image: segment 0: paddr=00100020 vaddr=3f000020 size=28958h (166232).
—map

I (146) esp_image: segment 1: paddr=00128980 vaddr=3ff9e02c size=00004h ( 4)
—load

I (146) esp_image: segment 2: paddr=0012898c vaddr=3ffc2f70 size=036f4h ( 14068).
—load

I (155) esp_image: segment 3: paddr=0012c088 vaddr=40022000 size=03f90h ( 16272).
—load

I (164) esp_image: segment 4: paddr=00130020 vaddr=40080020 size=d2214h (860692)._
—map

I (340) esp_image: segment 5: paddr=0020223c vaddr=40025f90 size=0cfdch ( 53212)._
—load

I (354) esp_image: segment 6: paddr=0020£220 vaddr=40070000 size=0002ch ( 44) .
—load

I (363) boot: Loaded app from partition at offset 0x100000

I (363) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:17 rx:21 cts:20 rts:19 baudrate:115200

module_name: MINI

max tx power=78, ret=0

v3.4.0.0-dev

SR T i ESP-AT TA2, 15IHELESP-AT & H 4.

WER AR 2 ST Qe (1) ESP-AT, 3 P A 2, FY B RO BURE P FANER(F, FRPGEat ik d%, TR
s OREPE A S A 2 (B AT e e, SRR FRRO B T 448 5, AT R EoRbesk AT [
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Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TR RS 0. HAT, SREERAT T AT ESP32-S2 RFIBIALAY AT {4,

e
o WSREAHE B OIS T AR AT BN, WESCFSRESP-AT B A £ 5% SCRY, %30kt
BT AN[H] ESP32-S2 AT [E{AAE LR 246 . MR BRI 25, B B\ Gag i
TE R R TS E A AT BRI .

o WIARGEAN AL AT B N pgECE, SrT DAl arpy T B B0 AT BEF2E U AT [
— M UART Be %

- {58 Wi-Fi i &
- BHEE S fe B AR E

2.1.1 RgEW

FERE R T AT [R5 AP A0 R 5 5 5 B, HE SR8 v g 4% T R ORI R S

2.1.2 ESP32-S2-MINI #%i|

e v4.1.1.0 ESP32-S2-MINI-AT-V4.1.1.0.zip (#i%%)
* v3.4.0.0 ESP32-S2-MINI-AT-V3.4.0.0.zip

2.1.3 Ty AT WA KA
TWHBEITH AT R AL A SCRSTT ST AS B A, S I PRI R AR 1 R A % 00«
AR A AR /N -

o T # ESP32-S2 AT £ 7 Wa E) 1
o AT EVPFi A AT [EA60 TR 28 — i So i S AR A

15


https://dl.espressif.com/esp-at/firmwares/esp32s2/ESP32-S2-MINI/ESP32-S2-MINI-AT-V4.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32s2/ESP32-S2-MINI/ESP32-S2-MINI-AT-V3.4.0.0.zip

Chapter 2. AT [E{4

ik R SRR T RS BATRE TR TR 7 BRI AR A A A, BT
VR I SO T R

2.2 AT FilfFwi4r

ESP-AT ({018 74 T D RERY —dE i SCit:

build

— at_customize.bin /) ZHaRk (APaKEk, I8 T mfg_nvs 2 K MU Ko
—~fatfs A K oy R % H i fo o B A A)

I— bootloader

| L— bootloader.bin A-E- b k&

— customized_partitions

| L— mfg_nvs.bin /) BT BRESH, SHEBENLFEREKXTH mfg_nvs.csv
— esp-at.bin // AT A E

|— factory

| L— factory_xxx.bin //

SR EHREN _H#FHXEELE, CEAURBRIAXFERBEHA A 0 B flasho

~Z B, BR#FMRE download.config X H HFERKE T A3 4 X% F 2 flash.
N ST I R I L

— partition_table

| L— partition-table.bin // — % 4K %k (A% 4 K %)

L— ota_data_initial.bin // OTA ¥ 1E 47 45 b X
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AT i 442

BN

3.1

FERAN T2 AT i

JERI AT 44k

A<

AT: Ui AT 530

AT+RST: TG

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: W& W) % &E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 8 & 2% 0] IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: % & HEARA,

AT+SYSRAM = i) M2 1] {5 %5 L

AT+SYSMSG: 5/ B ARG REE
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power

AT+RFCAL: RF 4Tk

AT+SYSROLLBACK =[] % 3| DA i %) [&142:
AT+SYSTIMESTAMP : 25 11]/35 B 7 Hb sk 151 7%
AT+SYSLOG: a5 AT B S $ER
AT+SLEEPWKCFG: %8 Light-sleep Wi JEFIMLE GPIO
AT+SYSSTORE : 1% B S,

AT+SYSREG: B &HA758

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b
AT %

[

’AT+RST

Wi i ¢

[ox

3.1.4 AT+GMR: #HHEMAEE

AT 4

=

A

AT+GMR

W i ¢

<AT version info>

<SDK version info>

<compile time>

Bin version:<Bin version> (<module_name>)

OK

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L

B PR, TP RGT4 -

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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» <Bin version>: AT [ {f A5 B, WA {5 B 7 PALE menuconfig # &, python build.py
menuconfig>Application manager >Project version. K E: 32 FTY,

e <module_name>: i I 44 FK, FF esp-at/components/customized_partitions/
raw_data/factory_param/factory_param_data.csv BE X,

Bl
o WREAEMTT ESP-AT [ {F A AL 0, 35 Jehe fit AT+GMR A E B -

il

AT+GMR

AT version:2.2.0.0-dev(cadlecd - ESP32-S2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

305 AT+CMD: 75 i3 5 B AT fr & B fir & Jtd

W i :

+CMD:<index>, <"AT command name">, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK

e <index>: AT Myl ¥%

e <” AT command name” >: AT fy2-%FR

+ <support test command>: 0 FE/RA T, 1 FRTHE

+ <support query command>: 0 F/RAZFF, 1 FRTHE
» <support set command>: 0 F/RATH:, 1 FTRIFF

« <support execute command>: 0 FRALH, 1 FRIE

3.1.6 AT+GSLP: jji A Deep-sleep izt

VLB AL A
BEmA
Wi

AT+GSLP=<time>

W i :
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<time>

OK

o <time>: ¥#FiUEA Deep-sleep (IS, HAr: ZFb. BoEMHBIENG, Bea H Sl , i HERR
WREERE, RSN AR .

- 0 R E S
— #ix K Deep-sleep I K258 28.8 K (231-1 ZFb).

L]

o HTAMRINER I, P ik A Deep-sleep HSFrmf K HHIBHHC Z 0] S AFAE 25 -

3.1.7 ATE: JFRek:0 AT ]k 3hf

* ATEO: XA [H] &
« ATEL: FFJ230E &

3.1.8 AT+RESTORE: &) &H

Parr %

=

’AT+RESTORE

W 7

’OK

el
B R R ER BT A D7 flash IS, IHRECERVAS AL
-

é}
BT R ERRE.
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3.1.9 AT+SAVETRANSLINK: ¥ ¥l Wi-Fi/Bluetooth LE i# {4 i {5 5

o % B Lk N TCP/SSL % 15 45 X 4% 8.
o % E FF AL UDP i 124X 12 8.

BEELIFBLEA TCP/SSL {4 BEA15 B

é> O A

yL A
Ve (O

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>[,<"type">, <keep_alive>]

W i :

[ox

e <mode>:
- 0: X4 BSP32-S2 [ ALk A Wi-Fi if £ 42X,
— 1: P2 ESP32-S2 ik A Wi-Fi if £ 412 X,
o <” remote host” >: F{FHEBE, Fonimi IPv4 Huik. IPve Hutik, =idak4s. &k 64 5.
e <remote port>: Tiifii [ {E
o < type” >: FFESE, FRfEiIEEL:” TCP”,” TCPv6”,” SSL”, BY “SSLv6”, BRiA{EH:” TCP”
o <keep_alive>: Pl B £3:5 1 SO_KEEPALIVE &3 (&% : SO_KEEPALIVE N47), Bfii: b,

e JEE: [0,7200].
— 0: ZEf] keep-alive ZhFE; (EBRIN)
— 1~7200: J})3 keep-alive ZiE. TCP_KEEPIDLE {§} <keep_alive>, TCP_KEEPINTVL {H -}
1, TCP_KEEPCNT {4 % 3.
o KA <keep_alive> B HAT+CIPTCPOPT 4] <keep_alive> ZHAHE, H41H
H G B E R A E o WIRBI TR S AN K E <keep_alive> 2%k, MIBAMEH LU BLE HI(E .

Bl
o AULENF Wi-Fi JPHLE AR X G RRIAE NVS X, 28 <mode> 2y 1, FRERABIEAL #
X TEBE

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:075",8080, "SSLv6

BEEIFHLIEA UDP & B B

B g

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W i <

[ox

Espressif Systems 21 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://man7.org/linux/man-pages/man7/socket.7.html#SO_KEEPALIVE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPIDLE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPINTVL
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPCNT
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

BH

e <mode>:
— 0: P4 ESP32-S2 bHi#k A Wi-Fi i 1% 45,
— 1: FF)3 ESP32-S2 _EHi ik A Wi-Fi i 542X,
e <” remote host” >: FFERSH, Fonwmiyg IPv4 ik, IPve #ihk, siisiss . &K K 64 F37,
 <remote port>: G [1{H
o <7 type” >: FRHRSE, FRfEHZAL:” UDP” o “UDPv6”, ZRIA{H:” TCP”
* [<local port>]: FFHLi#E A UDP &4k, i A<t 1

Pyi]
o ARENF Wi-Fi FFHLE 32X G EARAFAE NVS X, #5550 <mode> 1, NR EH A AEE
X TFEEE.

o QUAREAEELT IPv6 247857 —> UDP &4, HPATRA N EAE:
- TR AP SZ#; IPv6
- BEAT+CIPV6=1
— Wt AT+CWIAP 43R ELE]—4 TPv6 Hithl:
— (H\[%k) WiFAT+CIPSTA? £y 4K 48 ESP32-S2 245 4K B E IPv6 bk

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UubP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve6", 1005

3.1.10 AT+TRANSINTVL: %% R o8 & 2% RIS
R s

O e
iy

AT+TRANSINTVL?

W i <

+TRANSINTVL:<interval>

OK

)E’J

CELN A

s

’ AT+TRANSINTVL=<interval>

* <interval>: ¥ffEjcifMIfg. Bf7: 2. BIAE: 20. JEH: [0,1000],
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e

o BT, 24 ESP32-S2 I\ UART #2425 e, AR s ) BER 45T 2920 795, 4idls
SOLRIR JEE 2920 “FAT—AIERIEFT K, NS5 <interval> ZRPuiEFERpll s i % K
TAET 2920 “FAY AR R -

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> fR/INGF, ATVAREAR [ PO A A B A RE I, (B S 0 PSR K5 i 4 45 e i 14
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-S2 45 SCRFEEIN 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
—~ 31 2bit IR
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— ESP32-S2 #4534k 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17

Espressif Systems 24 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’ AT+SLEEP=<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:

- 0: ZEHIREARAI .

— 1: Wi-Fi Modem-sleep 5. SHitH M4 AP 1 DTIM 53 6P, (LAE Wi-Fi $iX 2 Station
WHEEAERG 00 Wi-Fi BT, RifFitE, EASAER ChTIREIHR AT E4) ; HAb
LN AT

— 2: Light-sleep #5%,. 7£ Wi-Fi %32} SoftAP u{ Station+SoftAP I A o] i% & .

+ I Wi-Fi =
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- CPU X H Bl ABEHR, SRR 5] .
« PR Wi-Fi fHR
- CPU ¥ B 3l ABEAR, SR AR AT+ CWIAP 5{AT+CWCONFIG fiy 2 ¥ B )
listen interval ZEUER M.
— 3: Wi-Fi Modem-sleep listen interval A=, GF A58 HORFAR PEAT+CWIAP v 21X B I 1isten
interval SHGEMH. (U Wi-Fi B0 Station IEE AL 74 WiiFi B |, f0iFil
B, RSAER ChTIRAEIHR AT BE4) ;s HARE oL AR 3 .

e

o ¥ Light-sleep #xCHT, HINHERTELTAT+SLEEPWKCFG Ay W B IR TR, 5 WIS Eme g, 4
Fr— B AT HERR S .

* ' Light-sleep f5x05 , 1A Light-sleep M 55 AN 2 B, 4515 H 2hiE ABEARELL , 24 Light-sleep
W 25 P A I, 1R R 2 AN I MRS = o i

o AT+SLEEP W £ Rkl 5% S RYSleep AT =17 .

il

AT+SLEEP=0

3.1.14 AT+SYSRAM: #vifydfie2s ) fdi F %
A s

AT+SYSRAM?

W i :

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

S8
e <remaining RAM size>: Y[ GHESS[A], BAL: byte

* <minimum heap size>: Z{TH ) H/DHEZS[E], B byte. 4 <minimum heap size> /NTEiE
T 10 KB Hf, ESP32-S2 [#) Wi-Fi FIMRTHFEIE A BT n] B 32551 .

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

)E’J

CEL A

i
A E BRI R RSN O -
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AT+SYSRAM=<caps>

Wi % ¢

+SYSRAM: <caps_largest_free_block_size>, <caps_free_size>,<caps_minimum_free_size>,
—<caps_total_size>
OK

o <caps>: fEJifH. TEN. A[A] capabilities iF . R PAZHA# T, U AT+SYSRAM=0x1800, F/R
MALLOC_CAP_INTERNAL | MALLOC_CAP_DEFAULT,

 <caps_largest_free_block_size>: 4Hij caps T HENS /BRI KSR, B byte.

* <caps_free_size>: 47 caps NIrA A HIA/NEF, AL byte.

 <caps_minimum_free_size>: ;{5 FHLJG, caps FITA A RE /NS I/ IME, B byte.

» <caps_total_size>: 4§ caps N E NN, A7 byte.

byi]
R frd B, —HWHFAR AT 8 &% 7 & i i alloc failed,
size:<requested_size>, caps:<requested_caps>. 7 nJ PA K i*

AT+SYSRAM=<requested_caps> & FH 4 H| caps M W &£ # M H. H &
<caps_largest_free_block_size> M E T HEH 0Bl <requested_size> K/NW N HF

Be.

3.1.15 AT+SYSMSG: #ify/it ¥ RGHE 6
A ity iy A

i
Y AT R G R M RIRES

Py
"ﬂ4>‘

AT+SYSMSG?

LO)YE

+SYSMSG:<state>
OK

BeE WA

Ly :
WE RGN FE R WERETHFEENRS A AT I E, W] AT+SYSMSGFILTER fiy% .

’AT+SYSMSG:<state>

Mjn] oz <

[ox
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ZH
* <state>:
— Bit0: iBH Wi-Fi i 142X, Bluetooth LE SPP }% Bluetooth SPP Hi} & &+ It~ {E B
*0 AFTEN
© FTE] +QUITT
- Bitl NG BA
+ 00 R R(EE, W XX, CONNECT
« 1o 8 4R 4E /8 (§ B, U0 +LINK_CONN:status_type, link_id, ip_type,
terminal_ type, remote_ip, remote_port,local_port
- Bit2: EERESINMEE, & T Wi-Fi i£# 42X, Bluetooth LE SPP J% Bluetooth SPP
+ 00 ATEHHRTE R
« 1: 24 Wi-Fi, socket, Bluetooth LE 5§ Bluetooth JR7ZS & Ak ASH), TEIHR(ER, 0:
"CONNECT\r\n" = Ml "+LINK_CONN:" F L W 7 &
"CLOSED\r\n"
"WIFI CONNECTED\r\n"
"WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
"WIFI GOT IPv6 GL\r\n"
"WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
"+ETH_DISCONNECTED\r\n"
PL "+ETH_GOT_IP:" F LW Rz A
- PL "+STA_CONNECTED:" FF kW # x££ &
DL "+STA_DISCONNECTED:" JF L W # x1f &
DL "+DIST_STA_IP:" FE W T E
- B "+BLECONN:" F kW £ 7 &
DL "+BLEDISCONN:" JFk 8y #2 & f5 &
B

o ¥ AT+SYSSTORE=1, [t B ¥ MO ARITAE NVS 431X,
o A BIt0 Ky 1, B Wi-Fi M%ﬁiz& Bf 478 +QUITT,
o ¥ Bitl K 1, ¥ & ¥ WWAT+CIPSTART FMIAT+CIPSERVER iy &, £ 4 ¥ 2 &

“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” , TR
& “XX,CONNECT”,

il

/B wi-Fi BEEARATARTE R

/) HERTOFEARRTE L

/] EERAZIRXEZAZHATHRE R

AT+SYSMSG=2

&

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT H AT HIR T &

AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: JiHIskFEH R0 854 08

ity &

i

Y HT RS R BRI
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[

AT+SYSMSGFILTER?

Wi 3% ¢

+SYSMSGFILTER: <enable>

OK

LA

Dyt
JE S R G0 B g

s

RF

’AT+SYSMSGFILTER:<enable> ‘

W i :
[ox |
S
¢ <enable>:
—0 BHARGEELE. REBIME. 205, REHEEASER BN IERTE.
D EHARGHEEAIE. TFRE, RE0HBIE N A UTE E A EdE S8 AT g, MCU
TAWﬂ AR E B VT EEdE, A& fE MCU.

e

* e AT+SYSMSGFILTERCFG iy Bl B A SR sy, FRHE A B e H 2 400H Bl g,

ST RS A ) R G
o VA HAT+SYSMSGFILTER=1 f5%, HWEH BRGNS I8 G2 K2R, Bi ik AT RS

HEMOT g,
o TEMEAE AR B, SREUAU AT+ SYSMSGFILTER=0 %, 3525004 B itk
W%@%?ATI$~&ﬁk,%@%WTMAH&@MWQADMﬁ%ﬁﬁ

// JREW AT A4 BB XK. BHE RSP AT+HSYSMSGFILTER.
AR, KEHKEM LA L %E VCU (AT+USERWKMCUCFG # A B M MCU % B Zh &) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/) B EeH AT A o SiE k¥, IS W AT+HSYSMSGFILTER.
AR (WRER) , XEHKEWN L 2% B MCU (AT+USERWKMCUCEG # 4 % & # MCU.
B ) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B A EE MCU HEE M AT # 4 O W I 4. KA LS AT+SYSMSGFILTER.
At e, ABEHEF B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// A B B e B MCU ijﬁw’rnz\/fﬁlﬁﬁé E’] AT fr4 B X% . ¥ LW ATHSYSMSGFILTER.
oAtk (WEREA), REKENS % B MCU (AT+USERWKMCUCFG # 4% B # MCU_

B R)

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);
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Bl RGBS A% BIETR s,

3.1.17 AT+SYSMSGFILTERCFG: #%if)/lic s RS B digss

* T 1’33\/@%
° /F] r/\};ﬁ—%‘l\/f‘é E,
° imﬁn"/l\li/fﬁ
o MIFE—A~ ik 5

?*% ‘c‘}*‘% 8 %

!

A LIRSS

AT+SYSMSGFILTERCFG?

W ) :

+SYSMSGFILTERCFG: <index>, <"head_regexp">,<"tail regexp">

OK

S

 <index>: JIJESFHIRT].
e <” head_regexp” >: SLEBIEMFEEL,
o < tail_regexp” >: JEEBIFEMIFELR.

1R ERURT -t

B WA

’AT+SYSMSGFILTERCFG:<OperatOr>

Wi

* <operator>:

- 0 JEBRITA L UES . RIS, ATDAREIL L B AT 5 A e TR

il

/) W BRE IR #

AT+SYSMSGFILTERCFG=0

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>,<tail_regexp_len>

W i <
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OK

>

FaRma R FRIR AT EHER G AT % DO, JURHEST DS KO (B s Sk iE ) ek =R R B AE
M), 4 AT ZUEIEHE K E5 3] <head_regexp_len> + <tail_regexp_len> J5, #fTIE
W) R 35 A o

AR I Rk e AR R I R I B AR R, AR [ -

’ERROR

B SRV B vieea Vet -3 G v R N ER A I1PU /527 90 I IS A T

[ox

BH

* <operator>:
— 1o In—A g uEas . — AR A SR 2Rk A R AR I W Rk
* <head_regexp_len>: SLiFIEMIFAA K. JuHl: [0,64]. AREEN 0, AR ZMELIFIENFE
FCHPCHED, [EB} <tail_regexp_len> AHEHN 0.
* <tail_regexp_len>: JEFBIEMFRIAAKEE ., JH: [0,64]. WIREE K 0, AFRZBEEHRIEM KL
MIVCHEL, [A]B} <head_regexp_len> AHEHN O,

o WM A ARMGATEA MR IESS, FHl T AT+SYSMSGFILTER 4 5 s 25 i 2400 Bad ik, 52
P ARG AN RGeS B

o SRR ERIE WA X kE S % POSIX HAIENEYE (BRE) .

o N TR A E S (AT @A T TX $0) Bhe iR g, sha B E W Rk A ~ I3k, B
IEMIFERAPA ¢ 455

o WA RS E WIBHPCES_F S0 E Wk R B ERIE WA, REHEBA Spadig. dikE, &
Se i B E W B VUL E B 259 AT a4, MCU A Us] s 1 A8 1 W) ek = PCid b i
Bk, &IRFEEA MCU,

o MERGIHEICEH R UER G, ARSI IUH TR gL .

-i%ﬁ%@mﬁ%ﬁw,gﬁﬁﬁﬁé%ﬁ,wﬁ%ﬁt~%%%%%ﬁﬁﬁ%%ﬁﬁﬁéﬁ—
o, PEFTICEL.

o XPTAEMER RIS, MATEN R ER /DR, [ A K8 2 AT+SYSMSGFILTER=0 1y %>
BHARGHELE.

il

/) RERERAE, TR "WIFI CONNECTED" % 4 H B4
AT+SYSMSGFILTERCFG=1,17,0

/] % KA RKRE OK f1 > J5, ¥y A "WIFI CONNECTED\r\n (3E & \r\n & A 2.
SANFE W, XN ASCITI & ¥ @ 0D O0A)

/)RR G E T E
AT+SYSMSGFILTER=1

/7 AR LR R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT KN FH #r#f WIFI CONNECTED Z# 4 4 E i) &

YRS E £ %0h SaliEr i,
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AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢

OK

>

RaRm R FRIR AT EHE R A HI AT % DR, ORHAST DS K (B s Sk IE I ek =R R B AE
MFEk), Y4 AT BB EIEK JEKF] <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
IR 35 A

AR IR D)k e R AR 0 2R U s ik o i A, R ] -

’ERROR

B SRV B visea Vet 3 G v R E ] 5 rstr 00 ) IS Y T

[ox

¢ <operator>:
- 20 MR adugd
* <head_regexp_len>: S FIE NRIR . U [0,64]. QI2RIKE N O, Ml <tail regexp_len>
AHER 0.
* <tail_regexp_len>: REHSIEMZAN KL, FHH: [0.64]. WIRUEHENR 0, W <head_regexp_len>
AHER 0.

Bl

MM 0 2 U I A A I AL D o

il

VA N R

AT+SYSMSGFILTERCFG=2,17,0

/) % fEH A RE OK 1 > J&, W "WIFI CONNECTED\r\n (% & \r\n & A 2_
SANFE W, SN ASCITI & ¥ @y 0D O0A)

/7 W R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # d WIFI CONNECTED Z 4 ¥ & &

3.1.18 AT+SYSFLASH: #ifJuki5 flash JI| )15y X
Rl

ik
i flash F P43 X

Py
A
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AT+SYSFLASH?

Wi % ¢

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

Wi ¥ *

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #frp X

-1 BHK

-2 FAK
 <partition>: X4k
o <offset>: ffsHiil
o <length>: (i K&
o <type>: o IXARAY
* <subtype>: Jij 74X FRAY
o <addr>: J] 4 X HihE
o <size>: HH A A/DN

o [ AR A5 beck at_customize.bin, FH4EE IS H 4ofT i 2 Lo K,

o BB IXEF, EEEERIZERSX. X PABEIT A <of fset> fl <length> BHORFEM.
W, fyd AT+SYSFLASH=0, "mfg_nvs" AJ[#ERIEEA “mfg_nvs” X,

o KT XM L 5% ESP-IDF 4r X%,

* ¥4 <operator> Nwrite B}, RGEILEINALIEREMITRE >, W DU AZ S WEdE, 3k
KBNS <length> —F(.

o EArIKHI, S EERIZS XK.

o GNARGEARE PR mfg_nvs 43 X H AR, T AT+SYSMFG 4 (NVS H B EXTAE ) . ansk
TEAE MU mfg_nvs 43X, 150 I AT+SYSFLASH fiy% (43 DXERE) o

o H4rIXEF, MCU Wi R G AEHE, #e— kS AL 28BN L. FlindERE A 4KB
FAEAE, BERB AT

il
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/1 BE®REA "mEg_nvs" K
AT+SYSFLASH=0, "mfg_nvs"

// & "mfg_nvs" SR EHHI 0 L ENFH "mfg_nvs" 4K (A A 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #xifyukis; manufacturing nvs Jf] 14y X
i) a4

e
7 1) manufacturing nvs [ 743 X PN ff 6 44 25 [f] (namespace)

ke

AT+SYSMFG?

W i :

+SYSMFG:<"namespace">

OK

PR A 7425 ] S BE AP
é\

wHAL

g

’AT+SYSMFG:<operation>, <"namespace">[,<"key">]

W i ¢

[ox

BH

¢ <operation>:
- 0: ERREAE
- 1t SRR
- 20 HAHAE
* <” namespace” >: fiy4%3|H].
o < key” >: L4, SiFROMEE. M <"key"> BUEHF, B <"namespace"> WA IBENT; &
I PR M TR E Y <"key "> HYBE{EDN .

Bl
o THSCREE RS AT (NVS), T f#ar 2 25im) ., BEX M .

il

/I BB client_cert # AZMAMAMBREN (H: BREAHE 0 BFE 1
~EEPREH)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # & ® i A M client_cert.0 ZEX (H: BRBIAWE o
CEEPREH)

AT+SYSMFG=0, "client_cert","client_cert.0O"
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DR 242 ] S BN
é\

WEAY @4

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>, <length>]

Wi i
¥ <"namespace"> AKX G EEE R, RIA]:

+SYSMFG: <"namespace">

OK

Y <"key"> ARZ SRR, &

+SYSMFG:<"namespace">, <"key">, <type>

OK

HAafEol, &Mm:

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

* <operation>:
- 0: PERERAE
- 1t PEEHUEAE
- 2: AR
* <” namespace” >: fiy% 23],
o <” key” >: MR, SRR
o <offset>: FIHKIIRFL .
o <length>: FHEMKJF.
o <type>: F{HIIHL,
- 1: u8
i8
ul6
i16
u32
i32
string
— 8: binary
o <value>: MR,

|
NNk W

B
o WHSCREE RS AEAEE (NVS), T f#ar 225 im) ., BEXT S .

2N

/]OEB LA A

AT+SYSMFG=1

// LBl client_cert @ & X B W A W £ 4

AT+SYSMFG=1, "client_cert"

(N dkse)
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(£ L£50)

// B client_cert @ & XA W client_cert.0 T 4# W&
AT+SYSMFG=1, "client_cert","client_cert.Q"

// LBl client_cert @ % X B A W client_cert.0 FT#WH, MNEH 100 B L F L B 200_
e
AT+SYSMFG=1, "client_cert", "client_cert.0",100,200

HEAATISKEYNC i)

—

B A

s

’ AT+SYSMFG=<operation>, <"namespace">, <"key">, <type>, <value>

¢ <operation>:
- 00 EERERAE
- 1t SRHfE
- 2 BABME
* <” namespace” >: 445 |H],
o <” key” >: FHE, EUFRNHE.
o <type>: HE{EAYARZIL.
—1: u8
-2:18
ul6
il6
u32
i32
string
— 8: binary
* <value>: Z4{ <type> A[Fl, WIS AFH:
- MR <type> 2 1-6, <value> fURMBIEMEIE.
- Wk <type> & 7-8, <value> HFEMMAEMERMKE. FEEELETHEM ST, AT &M
>, Fn AT CHER PR AT 5, BB EnT DU A, 24 AT 2008 i B0 K B2 R 3|
<value> Jg, WI7R[ [ A4 25 0] N E ASBIEXT .

|
~N N R W

Bl

o WHSCREE A5 A (NVS), T f#ar a2 asim) ., BEX O .

* BN, GIEH LB a2 2 A SRR (NVS ARG 2 A SRR ) -

o WEREARE L mfg_nvs 7 AP RSl W AT +SYSMFG fip4> (NVS HEg B . J2R
BARBEHCEA mfg_nvs 2} X, AT +SYSFLASH fir % (73X #AF) o

il

// W client_cert & & XA W W client_cert.0 @5 NFH WA (B : ¥ #H client_cert.
~mEEEHANEE 0 EEFWIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

/) EFEEO0RE > B, EA 1164 FHHIEH XY
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3.1.20 AT+RFPOWER: #5if)/i'% RF TX Power
Arifg i A

Yitig:
#¥if] RF TX Power

s

AT+RFPOWER?

W

+RFPOWER:<wifi_power>
OK

)E’J

CHLN A

A

’ AT+RFPOWER=<wifi_power>

o <wifi_power>: BA{4 0.25dBm, AKX ERISEE N 78, MIZLFRE RF Power {H4 78 * 0.25 dBm
=19.5dBm. [t )50iE4F AT+RFPOWER? A HiIASL P RE Power {f.
— ESP32-S2 & & HUEEE y [40,84]:

BEE | EBE R E Efxr dBm
[40,78] | < RTEH> | <HEH> | < EH>*025
[79.84] | <&HEH> | 78 19.5

3.1.21 il

o M Wi-Fi & RFIIEILIT, AT+RFPOWER A2 Toik % B/EE ] Wi-Fi {1 RF TX Power., 24 Bluetooth
LE FAIIG40 ), AT+RFPOWER iy Joyk ik B /2] Bluetooth LE ) RF TX Power,

* B T RF TX Power 4+ K A [Al % 9, W& A% R A5 2 X W EE E,
B DA L esp_wifi_get_max_tx_power £ i) F| ) wifi_power I {H B & 5
esp_wifi_set_max_tx_power WEMMEMAEZER, HASHIREK.

o A <ble_scan_power> Fll <ble_conn_power> S EEH % BN 5 <ble_adv_power> ZEUR [F] E
TN, XS ECRF P H R E A S <ble_adv_power> FH[R] I {H .

3.1.22 AT: RF 4k

AT %

=

A

AT+RFCAL

Wi i ¢
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’OK

3.1.23 by

* ESP32-S2 /BBt & B 3h#hdT RF &liti, ZJ5/Eshint& H3hildr RE M. 2% RF
PEHE T S A0
o WFEAEE TR WA, B RPN OUS, BT RF SHAHE.

3.1.24 AT+SYSROLLBACK: 172U hij 1k
ifar A

i
)24 BZ AT A VR ) RS

A\ .
"Il/?\‘

AT+SYSROLLBACK?

W i <

+SYSROLLBACK: <running_app_addr>, <"running_app_version">,<rollback_app_addr>, <
—"rollback_app_version">

o <running_app_addr>: Y EHE1TE ALk .

e <” running_app_version” >: 4ulafTRER R .
« <rollback_app_addr>: [5] 7% [ {4:i4 Hidk .

* <” rollback_app_version” >: [0]¥& [ {ER A .

» Ay Al OTA J14, R BIRE] S — OTA 73 K .

3.1.25 AT+SYSTIMESTAMP: #% i)/ ¥ A Hu} ] 5%
iy A

Jyiig:
A ) 7 L I ]
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[

AT+SYSTIMESTAMP?

Wi 3% ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

[Fautigy

itk
BEE AL, 24 SNTP B[R BEF G, K52 F2P 8

fir 4

’AT+SYSTIMESTAMP:<UniX_timeStamp>

W i <

[ox

S

o <Unix-timestamp>: Unix [f[a]#;, BAf7: .

il

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.26 AT+SYSLOG: il AT B fCmsfi s
#eidr

i
i) AT SRR 27 E A

O e
iy

AT+SYSLOG?

W

+SYSLOG: <status>

OK

)E’J

CEL A

Dyt
R BEE AT # RS HR

ke
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’AT+SYSLOG:<status>

W

’OK

o <status>: FERIEIEARS

- 05 22
- 1A

il

// B R AT 4R R T E T
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// R AT #RAREEF
AT+SYSLOG=0

OK
AT+FAKE
// A4 7/ “ERR CODE:0x01090000"

ERROR

AT FF AU —> 32 L+ NS BUE, & SR

E3:l FHE TR
bit32 ~ bit24 | bit23 ~ bit16 | bitl5 ~ bit0
* category: [ E{H 0x01
* subcategory: 4557
SRR iR | WA
i3
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 1554
ESP_AT_SUB_NO_TERMINATOR 0x02 KRBT (WPA “m” Z51)
ESP_AT_SUB_NO_AT 0x03 RERFNEIE AT (i AR EER at, At BY
aT)
ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 SHEKEAIT
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 3 NN
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 ZEB = AN VLEE
ESP_AT_SUB_PARA_INVALID 0x07 T SE
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 TR SR I
ESP_AT_SUB_UNSUPPORT_CMD 0x09 AT HFizmsd
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A HATa4 2K
ESP_AT_SUB_CMD_PROCESSING 0x0B HE AT E— 5 ma
ESP_AT_SUB_CMD_OP_ERROR 0x0C A BRI
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o extension: FiiRYIRAEE, AR TRUEGARPY RAEGE, #1% % W components/at/
include/esp_at.h,

BN, 5% ERR CODE:0x01090000 F/R “RIZHZm4L".

3.1.27 AT+SLEEPWKCFG: ¥ Light-sleep Wi/ Ji fle i GPIO

=

=

A

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: LREABCE, BALE:
- 1 {RERCE, BASEF
— 2: GPIO Mafig
e <paraml>:
- MLERYEN GPIO B, %S 5(#R GPIO 45
- PREARCE, A LHT

e <param22>:
- MELEEJE GPIO W), SR M i -
- 0: AL
1
ZN 1]

// GPIOLl2 & 4 1% w F B 4 BE
AT+SLEEPWKCFG=2, 12, 0

]
o MUEEE I PP RO A RO, ARER TR SRS, A2 ERF iy AR AL

3.1.28 AT+SYSSTORE: ¥ SH G
Ay

ik
i) AT SHAFERL

e S N
“I1I?\°

AT+SYSSTORE?

W i <
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+SYSSTORE: <store_mode>

OK

B A

Pa

?

%

=

i)

’ AT+SYSSTORE=<store_mode>

W i <

[ox

S

o <store_mode>: BEIEMERIR
- 0: MAHCEANIEA flash
- 1: MAHEAEA flash (BRIA)

B

o T PR EmS, APmEiamS, FOyEaG 82N RAM HifH .
N SRIN TR

o AT+SYSMSG

» AT+CWMODE

* AT+CIPV6

* AT+CWCONFIG

o AT+CWIJAP

* AT+CWSAP

* AT+CWRECONNCFG
e AT+CIPAP

* AT+CIPSTA

* AT+CIPAPMAC

* AT+CIPSTAMAC

e AT+CIPDNS

e AT+CIPSSLCCONF

* AT+CIPRECONNINTV
* AT+CIPTCPOPT

e AT+CWDHCPS
 AT+CWDHCP

» AT+CWSTAPROTO

e AT+CWAPPROTO

* AT+CWIJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // F % A\ flash
AT+CWJAP="test","1234567890" // 77 A flash

Q)
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(£ L£50)

AT+SYSSTORE=1
AT+CWMODE=3 // % A\ flash
AT+CWJAP="test","1234567890" // ¥ A\ flash

3.1.29 AT+SYSREG: L% {Edy

v

¥

N

é\

¥

Vi
4

=

AT+SYSREG=<direct>, <address>[,<write value>]

Wi i ¢

+SYSREG:<read value> // REH T HFH &
OK

o <direct>: {EE A

- 0: 4

-1 SEEE
o <address>: (uint32) ZFffgniht, FHERIESHH XN (FEARSETFH
o <write value>: (uint32) 5 A(H, 1U&EH T 5 SF1Eesnt

Bl
o AT ARl P ORERVE R S e kA 2k

3.2 Wi-Fi AT w544

N4

o AT+CWINIT : #¥)hG4k/ 353 Wi-Fi BRENFE 5

o AT+CWMODE: #5if)/i% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: Z¥if] Wi-Fi JRZSH Wi-Fi 5 B,

» AT+CWCONFIG: A/ '8 Wi-Fi JE{E sl B[R] 1 H Wy 5] B s [R)

o AT+CWJAP: i#3% AP

o AT+CWRECONNCFG: #%if]/i%% Wi-Fi B %

o AT+CWLAPOPT: % AT+CWLAP 3451345 B @

o AT+CWLAP: 13524 5i7] iy AP

o AT+CWOAP: WiFT5 AP )i

o AT+CWSAP: [l ESP32-S2 SoftAP 4§

o AT+CWLIF: Zxif)ji%E#:%] ESP32-S2 SoftAP [1 station {5 B

o AT+CWOQIF: WiFF station 5 ESP32-S2 SoftAP [

o AT+CWDHCP: F: /2% DHCP

o AT+CWDHCPS: Z¥if/ % & ESP32-S2 SoftAP DHCP 4t it IPv4 Hbtk3i
o AT+CWAUTOCONN: | Hi 275 H 3% AP

o AT+CWAPPROTO: Z5ifij/15 & SoftAP #ixX T 802.11 b/g/n Hpisl A7

o AT+CWSTAPROTO: X' Station 57 | 802.11 b/g/n WM FRE

o AT+CIPSTAMAC: #5if)/15% % ESP32-S2 Station 1] MAC Hbik

o AT+CIPAPMAC: #rif/i% B ESP32-S2 SoftAP 1) MAC Hii:
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o AT+CIPSTA: #5if)/1%E ESP32-S2 Station f TP Hhiik

o AT+CIPAP: i/ % E ESP32-S2 SoftAP 1) IP #ihik:

o AT+CWSTARTSMART : J} )5 SmartConfig

o AT+CWSTOPSMART : {& 1l SmartConfig

o AT+WPS: & WPS Ijfie

o AT+CWIJEAP: E¥: WPA2 /it AP

o AT+CWHOSTNAME: Z5ih)/#% & ESP32-S2 Station f#] 44 FR
o AT+CWCOUNTRY : #if)/i% 8 Wi-Fi [EZ5

321 #vd

W ERIAM AT BRI VO R BAT+CWIEAP 2 SNA A AT 4. IR GFR 2150 ESP32-S2 Bk
NI R4, 5 B1T4 % ESP-AT T42, 5P FLE TR RS (PRI M, MRyEEm 5%
W)
» 21 EAP 5% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o 5 WPS 14 (AT+WPS): Component config->AT->AT WPS command support
o #1 smartconfig iy % (AT+CWSTARTSMART . AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
o SHPTE Wi-Fi fpd (M. — B, I Wi-Fi AU DA ERSIRERF TR MR, F s BATsE

PIX L AT /54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #jhsfb/is8 Wi-Fi IRsh P 5
i A

i
i) ESP32-S2 54711 Wi-Fi HIIHLIRES

Py
A

AT+CWINIT?

W

+CWINIT:<init>

IR P ESP32-S2 45 HY Wi-Fi BKEh A7

’AT+CWINIT:<init>

W

’OK
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SH
e <init>:
- 0: &3 Wi-Fi IREhFLT
- L: #4k4k Wi-Fi R0 (BRHAE)
e

o AREAGRAFE flash, RS AEOAE L.
o L RAM BHEA R, AEAG Wi-Fi iURTE T, ATRAGET st a3 B Wi-Fi JREhART, DAREIL

RAM %,

il

// #HE Wi-Fi R EF
AT+CWINIT=0

3.2.3 AT+CWMODE: #rify/ix ¥ Wi-Fi i (Station/SoftAP/Station+SoftAP)

A iffi &

Yriie:
#5if] ESP32-S2 #5451 Wi-Fi #

O A e
iy

AT+CWMODE?

W

+CWMODE : <mode>

o <mode>: &

— 0: J¢ Wi-Fi i3t 3 H 3%} Wi-Fi RF

— 1: Station F=;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=t
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o <auto_connect>: YJJ# ESP32-S2 % £ 1) Wi-Fi Bz (%A, M SoftAP mf It Wi-Fi fz4)#h
Station 51X 5( SoftAP+Station BixX) , /275 )5 ] H e AP 9PiRe, BOIME: 1. SHGE R,
MEGME, g RE B shiEs:.

- 0: 22 | BhiEH: AP YTt
- 1 A Ha0ER: AP FThRE, FZBIC R A 3hiER: AP R E LR 178 flash v, JI] ESP32-S2
WA R H B4z AP

it

o FAT+SYSSTORE=1, ZRV%E-FHFAELE NVS 430X

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #ify Wi-Fi JR &R Wi-Fi {58
i %

tig:

25 if] ESP32-S2 4511 Wi-Fi JR7S&H Wi-Fi {55

AN .
"Il/?\‘

AT+CWSTATE?

Wi

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y47] Wi-Fi k5%
— 0: ESP32-S2 station ¥ AT/ Wi-Fi 144
1: ESP32-S2 station & & i%4:_F AP, {H ¥ R IREE| IPv4 Hihik
2: ESP32-S2 station ©. 4 %42 F AP, FHE £ 3REE| IPv4 bk
— 3: ESP32-S2 station 1E{E 4T Wi-Fi #48 Wi-Fi Hi%
— 4: ESP32-S2 station 4T Wi-Fi WrFFIRES
e <” ssid” >: H#p AP [ SSID

(|

o 24 ESP32-S2 station Y%A % F AP B, HEFEME by &2 10 Wi-Fi {5 5 24 ESP32-S2 station {if
L AP J5, HEEMHAT+CWIAP 425 Wi-Fi {55

3.2.5 AT+CWCONFIG: #xify/Bt¥ Wi-Fi AE3E st Y wT [ B i)

Ay

Ele

A
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AT+CWCONFIG?

W

+CWCONFIG:<ap_inactive_time>, <sta_inactive_time>,<listen_interval>

OK

v

7

=

R

¥

=

,/,?\:

’AT+CWCONFIG:[<ap_inactive_time>][,<sta_inactive_time>][,<listen_interval>]

* <ap_inactive_time>: SoftAP X N IENG B[R], FRAL: D, BRINE: 300, il : [10,3600]. 414
SoftAP F£ 3R i i i 8] P9 A B B oA~ L1211 Station (T, SoftAP Kf i il 1% Station
1 Wi-Fi 4% .

» <sta_inactive_time>: Station izl N AEIE s R, BA(: #b, ERIA(E: 6, JB: [3,600]. I
Station 7£ JE 5 h s E] N VA AU B B 18 3211 SoftAP AR (S ARG, K0 il i FF ESP32-S2 11 Wi-Fi
.

« <listen_interval>: f§ T AP beacon [{J[a]FF, EA{ A AP beacon [8][FE, ERIAE: 3, JLMEl: [1,100].
FIAT+CWIAP vy <listen_interval> Z50H[A], (AL 24 RPER .

e

o PAT+SYSSTORE=1, AV%EFHRIELE NVS 43X

3.2.6 AT+CWIJAP: % AP
Ay

Yriie:
i 5 ESP32-S2 Station 31 AP {5 5,

Py -
ﬂﬂ4>‘

AT+CWJAP?

W i <

+CWJAP:<"ssid">,<"bssid">, <channel>, <rssi>, <pci_en>,<reconn_interval>,<listen_
—interval>, <scan_mode>, <pmf>
OK
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EmA

&F

Yriie:
¥ H ESP32-S2 Station F5 i1 AP

O e
iy

AT+CWJAP=[<"ssid">], [<"pwd">] [, <"bssid">][,<pci_en>][,<reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

B9

+CWJAP : <error code>
ERROR

S
=
¢

Ll 4 O A
frm%

&

fig:
¥ ESP32-S2 station j:4% % _Fyk Wi-Fi B H11) AP

Py
A

AT+CWJAP

W .

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

o
+CWJAP:<error code>
ERROR
B
e <” ssid” >: Hix AP |y SSID
- W SSID IR A, "\ FRRTAF, RN
— AT SZHFERE SSID Sy SCi AP, fH & Bl B ol 25 5l #R i  h SC SSID K2 UTE-8 2 i =X
R PASEATH SSID, K5 A 2 iy SSID AT 4% .
o < pwd” >: BUHK 63 FTr ASCII
* <” bssid” >: Hir AP i) MAC #idik, 421> AP GAH[ERY SSID B, % SHA A4 1
e <channel>: {555
o <rssi>: G5
e <pci_en>: PCIiAGE
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— 0: ESP32-S2 station 1] 5{Ffa]—Fim& 500 AP %8, {435 OPEN F WEP
— 1: ESP32-S2 station 7] 5% OPEN F1 WEP 2 SMAATAT—Fn a5 )5 = AP %4
e <reconn_interval>: Wi-Fi EiE[E][GE, BANZ: #b, BUHME: 1, HKR{E: 7200
— 0: WrFiE#e)5, ESP32-S2 station ANEj%E AP
— [1,7200]: WiIFi%8: )5, ESP32-S2 station 4 [ 44 A 5 AP %
o <listen_interval>: i1} AP beacon [¥]|a][5, Bk AP beacon |8]F%, BRAE: 3, FEE: [1,100]
o <scan_mode>: it
- 0: e 4, #EIHIR AP J5Z EFH, ESP32-S2 station 55— 4 I AP 1£4:
- I: &FEAR, A EEAERE A L 134, ESP32-S2 station 5% 19{55 iR ) AP
T
* <jap_timeout>: AT+CWJAP iy B HHKME, B &b, BRIAME: 15, JEfl: [3,600]
» <pmf>: PMF (Protected Management Frames, 247 HMT), BRAE 1
- 0 R H PMF
- bit 0: HA PMF UjfE, #/n3CHE PMF, R HAN% - HA PMF Ujgg, W) ESP32-S2 43Rl
JEik DA PMF B 42
— bit 1: FFE PMF, $LRTHE PMF, AR RPN CRE PMF JIRERY &
e <error code>: fEiRY, (Wfit52
- 10 IR
- 2: B IR
3: LR E H iR AP
4: R R
HE H: BERMEE R

it

o WIRAT+SYSSTORE=1, [t UCRHRAEE] NVS 401X

o B Ay EITA station #E

o 24 ESP32-S2 station L% | AP J5, HE#E Ay A A5 Wi-Fi {5 5.; 24 ESP32-S2 station 15 i&
P b AP I, (AT +CWSTATE fr 4751 Wi-Fi {58

o Ay <reconn_interval> B 5AT+CWRECONNCFG 154 H ) <interval_second>

SR WRBITAG SRR E <reconn_interval> 24§, Wi-Fi 5% [a] % i} [R]RFR B

UNEER!

MR B <"ssid"> fll <"password"> B, P E—RKIZENE

PATA S F IR E AT EARE, BRIACH 15 7P, Wl 2480 <jap_timeout> Wi

R H i WAPL YAy 20 i h 22

FERICIPVO bk, FFESCIEAT+CIPV6=1

M5 OK AR IPv4 W2 Ll gs, T ALFR IPve MK UHES L4 . 24 HT ESP-AT DA IPv4 (W 2% K

&, IPv6 W45 R4 .

e WIFI GOT IPv6 LL ftFOLHF|AMEER IPv6 Hihl, XANHuhE 2@ EUL-64 A<Hi144 ok
B, AHEEHBSSS. BT, X MNTHWRERE OK Z I, tHAJHEYE OK Z 5.

e WIFI GOT IPv6 GL ftELIKIE4)S IPve ik, % Huhl 2 AP R &M HTZE I it
R EBIATHAMRY, RTEKHSSS. BT, XTI REELE OK Z i, WrlgEfE
OK 2 Ji; WATREH T AP N 3(HF IPv6 MiA4T .

il

// WwE B A AP ¥ SSID £ "abc", HA Z "0123456789", | 4 4 £
AT+CWJAP="abc","0123456789"

// B E A AP B SSID £ "ab\,c", AR "0123456789"\", | 4 A £
AT+CWJAP="ab\\\,c", "0123456789\"\\"

// wmFE %A AP H A K SSID "abc", W # i BSSID # F| H AF AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// R ESP-AT ERK#EH pMr ##H aAp, U &4 &
AT+CWJAP="abc","0123456789",,,,,,,3
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3.2.7 AT+CWRECONNCFG: #rify/i' e Wi-Fi f &0l e
A ifyfr &

ik
rif) Wi-Fi 57D E
A

AT+CWRECONNCFEG?

W

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

BE WA

Wi-Fi %R E

&
& W R

’ AT+CWRECONNCFG=<interval_second>, <repeat_count>

 <interval_second>: Wi-Fi |# g, H: b, BHME: 0, HR{H 7200
- 0: WS, ESP32-S2 station ANEE AP
[1,7200]: WiFF 425, ESP32-S2 station 45 [ 5 52 (O[] 5 AP &%
. <repeat_c0unt> ESP32-S2 #5221 1 AP HIVREL, AZEIE <interval_second> A4 0 Bt
AL, BRIAME: 0, fKfH: 1000
— 0: ESP32-S2 station f54 221154 AP
— [1,1000]: ESP32-S2 station ¥ #8424 % MK B 1% AP

il

// ESP32-S2 station &[F 1 $HZRE#&E Ar, F 2K 100 K%K
AT+CWRECONNCFG=1, 100

// ESP32-S2 station AW F & HEFE K& & AP
AT+CWRECONNCFG=0, 0

]

o SAT4SYSSTORE=1, P& W CRHRAETE NVS 43X
o At <interval_second> ZEHAT+CWIAP F[¥) [<reconn_interval>] ZEAHH

© i AT TREIIT AP, Wi-Fi BUUUBERTFLUR Wici FaIE%
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3.2.8 AT+CWLAPOPT: k¥ AT+CWLAP iy A Ha 1k

v

H

N

B

¥

A

=

’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

o <reserved>: {45

* <print mask>: AT+CWLAP FJHA45 825 Won A 24, BOME: OX7FF, # bit 528 1, WK

WS, #ih 0, NIRRT S5
- bit 0: 275 E/~ <ecn>
— bit I: BHER <7 ssid” >
— bit 2: B EIR <rssi>
— bit 3: B2 E/R <” mac” >
— bit 4: 27 i/~ <channel>
- bit 5: 275 EIRN <freq_offset>
— bit 6: J275 {E 7~ <freqcal_val>
— bit 7: 275 g7~ <pairwise_cipher>
— bit 8: 215 /8 <group_cipher>
- bit 9: 215 BN <bgn>
— bit 10: 275 /R <wps>

* [<rssi filter>]: AT+CWLAP B85 R 2 Mk MAS Bl i, WA, @ LI5S AT rssi

filter ZHHAY AP, Hfi: dBm, BRIA{H:-100, JEf: [-100,40]

* [<authmode mask>]: AT+CWLAP {45 R 2 H Bon L FIAE S X1y AP, BRiAME: OXxFFFF, ]

Woit x A1, MERXNINIES KK AP, 23 0, WA SR
— bit 0: 275 % OPEN I 21 AP
— bit 1: 27 /R WEP NIE ) =0 AP
— bit 2: B ER WPA_PSK AIE I AP
— bit 3: 75 R WPA2_PSK AIE 2 AP
— bit4: BEH s WPA_WPA2_PSK IAIE G I AP
— bit 5: 27 I/8 WPA2_ENTERPRISE JAUE =01 AP
— bit 6: JE 75 % WPA3_PSK AE 0 AP
— bit 7: 27 5% WPA2_WPA3_PSK IE NN AP
— bit 8: FEFH% WAPT_PSK AJE 0 AP
— bit 9: 27 /R OWE NIE = AP
— bit 10: B4 B8 WPA3_ENT_192 AJEF R AP
— bit 11: 2% E/8 WPA3_EXT_PSK AL ZH) AP
— bit 12: B E/R WPA3_EXT_PSK_MIXED_MODE iAJE T AP
— bit 13: 275 E/R DPP AUE K1) AP
— bit 14: J275 7% WPA3_ENTERPRISE JAIF 1% AP
— bit 15: 27 /8 WPA2_WPA3_ENTERPRISE AL =) AP

Bl
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VAR SR =& &)

/] B ANBH A 31, B OOxIF, RaAFrAMEA 1 B bit XN WEEHMLETH X
AT+CWLAPOPT=, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=,31,-100,1
AT+CWLAP

3.2.9 AT+CWLAP: £1§i2%0in HIF) AP

BEE A

Tytig:

AT 251 AP, W4EE SSID. MAC ik sl (5185

frs:
AT+CWLAP=[<"ssid">][,<"mac">] [, <channel>][,<scan_type>][,<scan_time_min>] [, <scan_

—time_max>] [, <ext_channel_bitmap>]

AT 4

g
F 2 il 6 AP

AT+CWLAP

W

+CWLAP: (<ecn>, <"ssid">, <rssi>, <"mac">, <channel>, <freq_offset>,<fregcal_val>,
—<pairwise_cipher>, <group_cipher>, <bgn>, <wps>)

OK

o <een>: JiI% A

: OPEN

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK

: WAPL_PSK

- 9: OWE

— 10: WPA3_ENT_192

— 11: WPA3_EXT_PSK

- 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP

— 14: WPA3_ENTERPRISE

|
0NN W —O
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— 15: WPA2_WPA3_ENTERPRISE
o <V ssid” > FRESEL, AP [ SSID
o <rssi>: [FE5IRE
e <” mac” >: FHFESE, AP MAC Hidk
e <channel>: {FiE%
o <scan_type>: Wi-Fi J9§i2% B EHN: 0
- 0: EFhHH
— L gsh
o <scan_time_min>: FAMEE AR, RO ZRP, JE: [0,1500], WEREERECh 9
i, RSEITH
* <scan_time_max>: F/MEHE RSB, B4 280, JEHl: [0,1500], WIRBEHR 0, 4R
SHRERIMA, F3h3H Rk 120 ms, g3k 360 ms
 <ext_channel_bitmap>: ¥ E{5iH
— bitl ~ bitl4: 2.4 GHz {Zii. £~ bit W AR R 1, FERARMZAMEE.
o <freq_offset>: Jjifm (fREWH)
o <freqcal_val>: BEKMEE (PREWHH )
+ <pairwise_cipher>: X528
— 0: None
: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128
- 7 RH
o <group_cipher>: %A A, 5 <pairwise_cipher> SEHIHZEAF
+ <bgn>: 802.11 b/g/n, # bit %K 1, WFIRMEEXT VAL, AR 0, WIFIREE XA
— bit 0: 27F#ifE 802.11b A=
— bit 1: 2EHHE 802.11g F=,
— bit 2: ZEHEE 802.11n iz
* <wps>: wps flag
— 0: A3 H: WPS
- 1: ¥ WPS

|

il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F I E SSID B AP
AT+CWLAP="Wi-Fi"

3210 AT+CWQAP: Y AP WER:
Parn %

A

’AT+CWQAP

W

’OK

3.2.11 AT+CWSAP: [it¥s ESP32-S2 SoftAP %%
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A ifo i 4

Yriie:
#51f] ESP32-S2 SoftAP [t E 24k

O e
iy

AT+CWSAP?

Wi i :

+CWSAP:<"ssid">, <"pwd">, <channel>, <ecn>, <max conn>, <ssid hidden>

o <7 ossid” > FAFHRSEL, A SAR
o <7 pwd” >: FRHRSEL, WD, JEH: 8 ~ 63 F4T ASCH
e <channel>: {ZiE%
o <een>: %7, ANSZHF WEP

— 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
e [<max conn>]: FiFiE A ESP32-S2 SoftAP [{j#x % station ${H , BUETLRE: 2% max_connection f
¢ [<ssid hidden>]:

- 0: J"4% SSID (¥kiN)

— 1: RJ7#% SSID

o A HA Y AT+ CWMODE=2 8 3# AT+ CWMODE=3 W} A B %

o FAT+SYSSTORE=1, W W SR PRAFAE NVS 43X

o BRiL SSID k£ 5, W AEhi&Er MAC Huhk2H i . 450] DA AT+CWSAP? 25 i) BA 1Y
SSID.,

il

AT+CWSAP="ESP","1234567890",5, 3
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3.2.12 AT+CWLIF: 7y if)i:4: 5] ESP32-S2 SoftAP [¥) station 13 &L

WA %

A

=

AT+CWLIF

W i <

+CWLIF:<ip addr>, <mac>

OK

o <ip addr>: £3:%) ESP32-S2 SoftAP ) station {4 IP fhiik
o <mac>: #3%3%] ESP32-S2 SoftAP 1 station [} MAC Hbht

]

© KA TIEA WS IP, {UHHAE ESP32-S2 SoftAP I AR station DHCP BRI DL T AL

3.2.13 AT+CWQIF: HiJF station 5 ESP32-S2 SoftAP /1% 1%

AT 4

Dyie:
Wi FF A 1% A ESP32-S2 SoftAP [# station

’AT+CWQIF

W

’AT+CWQIF:<"maC">

Wi i ¢

’OK

B

o <” mac” >: FEWTFFIEREN) station [ MAC Hitik
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3.2.14 AT+CWDHCP: J3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

A

’ AT+CWDHCP=<operate>, <mode>

W

[ox

¢ <operate>:
- 0: 871
- 15
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP fIRES
- Bit0:
« 0: 2% Station [} DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

» #AT+SYSSTORE=1, WiiH HHCRHATTE] NVS 43X

o KW HE G S BRCEEHS IPv4 ik 6y - AN ESEN, WAT+CIPSTA FIAT+CIPAP
— #5531 F] DHCP, WM IPv4 Motk £ 2
- FEAEA IPv4, Tl DHCP 24 5%
- RE R ESES LR E
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.15 AT+CWDHCPS: #%ify)/ix ¥i ESP32-S2 SoftAP DHCP 43 [ilit) IPv4 Hihl 5 Hil
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

Dytig:
¥ E ESP32-S2 SoftAP DHCP [ 45 %543 it i) IPv4 ikl

A

’AT+CWDHCPS:<enable>,<lease time>,<"start IP">,<"end IP">

M

¢ <enable>:
— 1: % DHCP server {5 5., FESEMIEE
— 0: % DHCP server f5 5., K ERINME, [FESHLHIES
o <lease time>: FHZYMFE], FA{7: 4340, BUEMLME: [1,2880]
o <” start IP” >: ESP32-S2 SoftAP DHCP JIf %52 IPv4 Hbhl i iy 45 1P
e <” end IP” >: ESP32-S2 SoftAP DHCP fI} %48 IPv4 itk fr 455 IP

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

o KA UhAE ESP32-S2 SoftAP i {{ifig, HJF /5 DHCP server [ 1 H
o BCE Y IPv4 Hudik 70 BBl 420 5 ESP32-S2 SoftAP 75 [F]— %) B

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE
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3.2.16 AT+CWAUTOCONN: i/ s [ aiEs: AP
AR A

AT+CWAUTOCONN?

Wi 3% <

+CWAUTOCONN: <enable>

LT
OK
SH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HINER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.17 AT+CWAPPROTO: #rif)/i ¥ SoftAP Ei X 802.11 b/g/m Ppilbrifi
i

e

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO: <protocol>
OK
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=

=

A

’AT+CWAPPROTO:<protOCOl> ‘

* <protocol>:
— bit0: 802.11b HpXARE
— bitl: 802.11g FpXFRHE
— bit2: 802.11n HpMAFRIE
— bit3: 802.11 LR (R£E % FIHMUbR e

L

o FAT+SYSSTORE=1, Tt B W R4 E] NVS 43X
o 24T, ESP32-S2 #5545 37 1y PHY mode I, Wi-Fi #il izt

o BRAEMT, ESP32-S2 %451 PHY mode 2 802.11bgn i

3.2.18 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n Ppil{bsiE

AT+CWSTAPROTO?

Wi i ¢

+CWSTAPROTO: <protocol>
OK

B WA

-t

’AT+CWSTAPROTO:<protOCOl> ‘

Wi i :

* <protocol>:
— bit0: 802.11b HpXAriE
— bitl: 802.11g FpXFRHE
— bit2: 802.11n HpsAFRIE
— bit3: 802.11 LR k%% FIPbnritE
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e

o #7AT+SYSSTORE=1, [t E ¥ RIZE] NVS 43X
o i, ESP32-S2 4% % ##1Y PHY mode I,: Wi-Fi Ppisitizt:

o BTN, ESP32-S2 #4541 PHY mode & 802.11bgn AHz

3.2.19 AT+CIPSTAMAC: #ify/i ¥l ESP32-S2 Station 1) MAC Hihl

iy

Dtig:
#if] ESP32-S2 Station [ MAC Hitjit

s

AT+CIPSTAMAC?

W

+CIPSTAMAC:<"mac">
OK

‘
—

PR
i

LI Ay A
“D<>

&

¢ =@

1% B ESP32-S2 Station 1] MAC il
g

=

’AT+CIPSTAMAC:<"maC">

W i <

[ox

S

e <” mac” >: FHESE, FEs ESP32-S2 Station [1) MAC Hihik

Bl

o FAT+SYSSTORE=1, T W SCRHRAFE] NVS 4 X
o MAC Huhikf#) Bit 0 REEN 1, BN, MAC #idib el AR “la--”, {(EARAEIDAE “15:-7
« FF:FF:FF:FF:FF:FF FI 00:00:00:00:00:00 & LRt bt , ANRERE

il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"
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3.2.20 AT+CIPAPMAC: #xify/i¥i ESP32-S2 SoftAP 1) MAC Huht:

iy

Dtig:
7 ESP32-S2 SoftAP ] MAC Hiuit

s

AT+CIPAPMAC?

W

+CIPAPMAC:<"mac">
OK

)E’J

CHLN A

Yriie:
% ESP32-S2 SoftAP [f) MAC Hihi:

[

’AT+CIPAPMAC:<"maC">

W i <

[ox

S

e <” mac” >: FIFERSHL, o ESP32-S2 SoftAP [y MAC Huhl:

Bl

o #7AT+SYSSTORE=1, Pt B ¥ U RITE] NVS 43X
o MAC Mtk Bit O ANGEH 1, Billn, MAC HuhboJPAE “18:--7, {HART[PAIE “15:--7
« FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & oA, ARETEE

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.21 AT+CIPSTA: i/ ¥ ESP32-S2 Station [t IP Hihl

RiiEed

e
#71f) ESP32-S2 Station F{ IP bk

Py
A
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AT+CIPSTA?

Wi % ¢

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

Yitig:
2B ESP32-S2 Station [ IPv4 i}

e

’ AT+CIPSTA=<"ip">[,<"gateway">, <"netmask">]

Wi i ¢

’OK

BH

o < ip” >: RS, Fn ESP32-S2 station [ IPv4 ik
o <” gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-S2 station [} IPv6 il

(A

o A AN, HA 24 ESP32-S2 station 14 A AP s{ il B LS IP sl s, A REE R e P
Hidik
o FAT+SYSSTORE=1, [t W R4 E] NVS 43X
o A E 45 E DHCP [ H 0, WAT+CWDHCP
— PR S IPv4 Hihl, 2% F DHCP
— # )5 H DHCP, N2k S IPv4 Hihk
- R ESE S LR E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.22 AT+CIPAP: 4ily/¥k i ESP32-S2 SoftAP 1) IP Hihl
Ay

Yriie:
#51f] ESP32-S2 SoftAP [f) IP Hhit
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AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

Dytig:
¥ E ESP32-S2 SoftAP (1] IPv4 Hihik

e

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

o < ipY > FAFERSEL, F2% ESP32-S2 SoftAP [f) IPv4 Hukl
e <” gateway” >: [

e <” netmask” >: T MY

e <” ipv6 addr” >: ESP32-S2 SoftAP [ IPv6 Hiii-:

Bl

o ABREMANGE AT IPv4 M4, KNG T IPve 4%

o FAT+SYSSTORE=1, Wi W oCrHEAES] NVS 43 X

o ARPEE A5 E DHCP A 520, AT+ CWDHCP
— B RS IPv4 Hichl, 2% ] DHCP
— Z7J5 DHCP, &K S IPv4 Hihl
- KR ESES L —REE

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.23 AT+CWSTARTSMART: JI )k} SmartConfig
Wiifn %

Ytk
FFJ2 ESP-TOUCH+AirKiss 325

O e
iy
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AT+CWSTARTSMART

FFIE 38 E 258417 SmartConfig

Pa sy
A

’AT+CWSTARTSMART:<type>[,<auth floor>] [,<"esptouch v2 key">]

LO)vE

’OK

SR

* <type>: KA

— 1: ESP-TOUCH

— 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2

o <auth floor>: Wi-Fi A\ JFER[H{E, ESP-AT A~<i%3E%] authmode i T I H{E L) AP

— 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
— 11: WPA3_EXT_PSK
- 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP
— 14: WPA3_ENTERPRISE
- 15: WPA2_WPA3_ENTERPRISE
<” esptouch v2 key” >: ESP-TOUCH v2 [fi%fb8H, H TR Wi-Fi %A1 H @ 8. KBV
H 16 FAY .

|
0NNk W=

¥ 24 5% SmartConfig {5 5., £ ESP-TOUCH {i {155 ;

SmartConfig X =z £1E ESP32-S2 Station =0 N JF H 5

4B Smart get Wi-Fi info /8 SmartConfig f{Z3REE] AP {5 8., ZJ5 ESP32-S2 24312
AP;

HE +SCRD:<length>, <rvd data> F/~ ESP-Touch v2 (N3 EE] B & LR

HE Smartconfig connected Wi-Fi FE/8MIERS] AP;

X >k ESP32-S2 1% £ 75 LR SmartConfig Jit M 25 5 [7] 20 45 F#l , B AHIAEVS B Smartconfig
connected Wi-Fi jHGHEiRAEd 6 #PHE HAT+CWSTOPSMART ;

W] 4 ] AT+CWSTOPSMART 15 |- SmartConfig, X5 HHfTHA 4. WE, 7 SmartConfig i F42 F
T AT HAB Ay 2o
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il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.24 AT+CWSTOPSMART: %} SmartConfig

Wit %

=

A

’AT+CWSTOPSMART

W

[ox

B

o JCit SmartConfig {3 545, HRiELEPATE Aty 22 B8 H AT+CWSTOPSMART F%ji% SmartConfig ;5
HMAfE

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.25 AT+WPS: ¥ WPS Uit

v

7

N

H

¥

[y

o
%

Ele

’ AT+WPS=<enable>[, <auth floor>]

W 7 :

¢ <enable>:
- 1: /3 PBC k%) WPS
— 0: X4 PBC ZkZ ) WPS
 <auth floor>: Wi-Fi AT S{E, ESP-AT A~ £ %33 authmode 5T I S (E ) AP
— 0: OPEN (ZkiA)
- 1: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK

|
AN N AW N
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7: WPA2_WPA3_PSK

8: WAPI_PSK

9: OWE

10: WPA3_ENT_192

11: WPA3_EXT_PSK

12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP

14: WPA3_ENTERPRISE

15: WPA2_WPA3_ENTERPRISE

e

* WPS Jj gL /i 7 ESP32-S2 Station {HFEM 1 UL T I 1)
* WPS A3 Ff WEP il 53

il

AT+CWMODE=1
AT+WPS=1

3226 AT+CWJEAP: % WPA2 iMLfilt AP
A ity 2

Jig:
251 ESP32-S2 station 7% A4V AP fTC B3 B

AT+CWJEAP?

W i <

+CWJEAP:<"ssid">, <method>, <"identity">,<"username">, <"password">, <security>
OK

i
LR H brARL I AP

[

AT+CWJEAP=<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>[,
—<Jjeap_timeout>]

Wi 3% ¢

OK

1%

+CWJEAP : Timeout
ERROR
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o <” ssid” >: ik AP [ SSID
— 05 SSID EU S AL, o \\ SRR TR, T
« <method>: WPA2 Il HAGE =
— 0: EAP-TLS
— 1: EAP-PEAP
— 2: EAP-TTLS
o <” identity” >: B 1 BBy, FAFERIRGIN 1~ 32
e <” username” >: WWEX2 WM 44, Jull: 1~32%75, EAP-PEAP, EAP-TTLS WA AUE T35
WHEARZSE, EAP-TLS T LR EASEL
o <” password” >: ByEX 2 HUSERY, JuRE: 1 ~32 575, EAP-PEAP. EAP-TTLS WiFAE T Eix
HASEL, EAP-TLS X LHREASE
¢ <security>:
— Bit0: itk 43{it WPA2 Enterprise JIx 55 #% 5ty CA UE 5450 ;
— Bitl: & Pz A CA UE45 A% WPA2 Enterprise it 55 # i 1 IE 13 5
* [<jeap_timeout>]: AT+CWJEAP fix %W HRTI], A7 B, BRIAME: 15, {5/ [3,600]

il

/) #BE EAP-TLS AEF AWM S UM AP, RE AR, RIERSBES, WRF P RIED
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ¥ ¥ F EAP-PEAP JAIE ¥ R H 4 b Mo
AP, REEMHR. AP 4. B8, ARIERFEEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11",0

RS
WPA2 Vil 4E RS DA ERR CODE : 0x<$08x> #=0FT El:

AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT _EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
TTU4kLE
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

el

o ZSAT+SYSSTORE=1, P& W CEHEAES] NVS 43X

o i AG 4TS Station AR

o {1 TLS tAUE 7 2UFR (AR P il 13

o WERGEHMEH B CWUES, 2178 E AT+SYSMFG fiv4 558 WPA2 Enterprise % il 45, Q15
R A O IES, WS % 4ofT 237 PKIBLE .

o WIR <security> BUEN 2, A TGRS ASHEBA RN, 57E K IEAT+CWIEAP £y 4 Hi i f#
ESP32-S2 CLREUE 4w a] . (430] DA & 3%k AT+SYSTIMESTAMP=<unix_timestamp> {72 e B 24 |
B], B 3% AT+SYSTIMESTAMP? £y 42530 24 Fi 1] . )

3.227 AT+CWHOSTNAME: 4ify/i% ¥ ESP32-S2 Station I¥) ML FR
A%

Tytig:
#rif] ESP32-S2 Station F{J 4144 FR

O e
iy 4

AT+CWHOSTNAME?

W 7 :

+CWHOSTNAME : <hostname>

OK

gﬁ

CE

Iytig:
$EE ESP32-S2 Station 1] EALK R

Py -
iy

’AT+CWHOSTNAME:<"hostname">

W i <

[ox

AT Station A, N 1] -
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ERROR

* <” hostname” >: ESP32-S2 Station [ FHL& R, K E: 32 FT

Lz
o it B HEUONETE) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #if)/i¥s Wi-Fi [H5 10
Ay

i
#if] Wi-Fi [ 540

/e
“ﬂ4>‘

AT+CWCOUNTRY?

W 3% ¢

+CWCOUNTRY : <country_policy>,<"country_code">,<start_channel>, <total_channel_count>

OK

[Fautigy

Iitig:
P8 Wi-Fi [H A0

AT+CWCOUNTRY=<country_policy>,<"country_code">,<start_channel>, <total_channel_
—count>

W i :

[ox

BH

¢ <country_policy>:
- 0: R EFAURSHCH ESP32-S2 S AR AP | E 5
- L ABUEE R, IRARFAS G O BB R E A
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* <” country_code” >: EZMM, HAKE: 34MFAF, F£EEZAIHES% SO 3166-1 alpha-2 #i
.

 <start_channel>: ;EI5E5E, ToHE: [1,14]

» <total_channel_count>: {538 514k

BEW]
o RIS S % Wi-Fi [EF KA.
o BUEH SRR flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT &%

AL

AT+CIPV6: J2 /%5 IPv6 W% (IPv6)

AT+CIPSTATE: #5if] TCP/UDP/SSL 4 3:(= A&,

AT+CIPDOMAIN : 184 flt#f

AT+CIPSTART : 757, TCP 4. UDP {&#isk SSL %42
AT+CIPSTARTEX : 7 A 340 HP ID 1) TCP 4% . UDP {445 5% SSL 4%
[ME AR AEAEX] +++: B RIEHEX

AT+SAVETRANSLINK : V%% Wi-Fi JFHLiE 4 X (&8,

AT+CIPSEND: FE-§id 5442 X, o Wi-Fi i £  X T A S50
AT+CIPSENDL: TE-5:@ tE4m A2 X, FHAT Ak K5
AT+CIPSENDLCFG: % & AT+CIPSENDL £ 41 )@
AT+CIPSENDEX : #5842 X R A Rn o X ks 58
AT+CIPCLOSE: 4] TCP/UDP/SSL %

AT+CIFSR: ZrifjZHb TP #ihikF1 MAC Hbdil:

AT+CIPMUX : & 17125 F 2 i

AT+CIPSERVER: #5719 TCP 5, SSL iz %% 2%
AT+CIPSERVERMAXCONN : i)/ B R 55 2% SO VF BT B Feo KT RL
AT+CIPMODE : 511/ 15 B A5 i

AT+CIPSTO: Fif)/ 5 &AL TCP [z 55 #38 H Bif 7]
AT+CIPSNTPCFG: 21/ ¥8 8 I X Fll SNTP Jj 45 5%
AT+CIPSNTPTIME : %% SNTP H[a]

AT+CIPSNTPINTV : 51/ SNTP i {a] [ 45 1 8]
AT+CIPFWVER: IR 5545 C A 1 AT [E{ERR A

AT+CIUPDATE: i Wi-Fi 4% &

AT+CIPDINFO: ¥¢'& +IPD Iy i1

AT+CIPSSLCCONF : 25ii)/i% & SSL % F I3k fip

AT+CIPSSLCCIPHER: 25ifi)/13 & SSL 7 P11y %5 % 42 (cipher suite)
AT+CIPSSLCCN : 2]/ & SSL & i 2 H 44 (common name)
AT+CIPSSLCSNI : 251/ & SSL & Fi ) SNI

AT+CIPSSLCALPN : Z¥if]/i%% SSL % 13 ALPN

AT+CIPSSLCPSK : #xif]/i% & SSL % Fii it PSK (4554520
AT+CIPSSLCPSKHEX : 25/ & SSL % P ) PSK (/s HEH#% =)
AT+CIPRECONNINTV : #%f)/$¢' % Wi-Fi if #£ 42 X, T TCP/UDP/SSL T i 7] [
AT+CIPRECVTYPE: /% B B izt

AT+CIPRECVDATA : SREAE S BX E 3 4
AT+CIPRECVLEN : ZEifi#k sl N B Blnn K
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e AT+PING: ping %}ifii FHL

AT+CIPDNS: #if/% & DNS R %8315 B
o AT+MDNS: % mDNS Hjfg
AT+CIPTCPOPT : #5if)/¥% B A 7k

331 74

WP BOAR AT FEE S E U PRI AT frd. RGBT ESP32-S2 BHA St mym4, wH
T74mi%¥ ESP-AT 142, 7R ME TREEES (PR, RIEEm e 2ks)

o 22 OTA 154 (AT+CIUPDATE . AT+CIPFWVER): Component config->AT->AT OTA command
support

o #M PING 34 (AT+PING): Component config->AT->AT ping command support

o 22 mDNS 174 (AT+MDNS): Component config->AT->AT MDNS command support

o 25 TCP/IP % (R . —HEH, Frfy TCP/IP ThRERICIAE A, FHRZ BT IIX 4L AT iy
4-): Component config->AT->AT net command support

3.3.2 AT+CIPV6: |3 H/ZEH 1IPv6 4% (IPv6)
iy

ik
Frif] IPvo M 452 75 i fiE

AT+CIPV6?

W

+CIPV6:<enable>

i
JE /AR PG [ %%

s

’AT+CIPV6=<enable>

L)V

 <enable>: IPv6 M IERIRZS. BRIME: O
— 0: 221 TPv6 W %%
— 1: 3 IPv6 M %%
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]
o #7AT+SYSSTORE=1, [t E ¥ RIZE] NVS 43X
cAE M R T IPve WO L2 N M B, F L E H IPve W 4. (B o

T IPv6 W %% {fi i TCP/UDP/SSL/PING/DNS, 5 #f & TCP6/UDP6/SSL6/PING6/DNS6 i,
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

3.3.3 AT+CIPSTATE: #%ify TCP/UDP/SSL Y35 5

iy

e

A

AT+CIPSTATE?

W i <
MG TEERS, AT &[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK

LA TS, AT IR [0 :

OK

¢ <link ID>: MZ51%4; ID (0~ 4), HTZHEENER
o < type” >: FRFHRBEL, FRIEHZI:” TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FRFESEL, FooRiumiy [Pv4 Hihkak IPve ik
e <remote port>: Jiifiii I {E
* <local port>: ESP32-S2 7l 114
* <tetype>:
— 0: ESP32-S2 {3 & {2 it
— 1: ESP32-S2 g & AE Mk 5545

3.3.4 AT+CIPDOMAIN: I§%@bi

=

=

AT+CIPDOMAIN=<"domain name">[, <ip network>] [, <timeout>]

W

+CIPDOMAIN:<"IP address">

OK

o <” domain name” >: {HEMTHIIS S
o <ip network>: 1EIP %, BRA(E: 1
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— 1 EYEENT R TPv4 Motk
- 2: HfEHTAH 1Pv4 ik
— 3: HfEfh 1Pv6 il
e <” IP address” >: M5 IPv4 Mkt sl 1Pv6 bt
o <timeout>: M. BAf: 2R, BRAE: 0. JEFE: [0,60000]. BEEH OB, @AM
TRIZEFN IWIP PRl s Bk O B, S XAEFe BT R A, H2ZIEFEZ) 5 KB =S .

il

AT+CWMODE=1 // &% E station H# R
AT+CWJAP="SSID", "password" /] EENE
AT+CIPDOMAIN="iot.espressif.cn" VAE-%2 %

/1B RAT, REEAT A IPv4 HAE

AT+CIPDOMAIN="iot.espressif.cn",2

/1B RAT, REEAT A IPve Hidt

AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/1 BB, BERBATH IPvA Hdt

AT+CIPDOMAIN="ds.test—-ipv6.com", 1

3.3.5 AT+CIPSTART: #y. TCP ¥E8;:. UDP {44k SSL

o #5 TCPiki:
o ¥ 35 UDP 54y
o 15 SSLi%iE

// B %P (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>][,<"local IP">][,
—<timeout>]

// % % # (AT+CIPMUX=1) :
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—"local IP">][,<timeout>]

Wi i ¢
FRPEHARTT, k)
CONNECT

OK

ZHERGUT, R

<link ID>,CONNECT

OK
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 <link ID>: W14 ID (0~ 4), HT 2B ZSEEEHE BT nenuconfig FHHA
BB, —AN2 AT 440 I AT_SOCKET_MAX_CONN_NUM , BRAE K 5. & LwIp
AP R ECE T LWIP_MAX_SOCKETS , ERIMEN 10, ZEBOZSEITE , 55 ZAE MUhe & 1
AT _SOCKET_MAX_CONN_NUM P{E I HIRIZEA KT LWIP_MAX_SOCKETS WifH. (iESFE4id
ESP-AT T42 WEL(EE..)

o <" type” >: FRFHRSE, FIRMEIERRA,” TCP” o, “TCPv6”, ERIAME:” TCP”

o <” remote host” >: FFEESE, Fosicuy IPv4 Hihk, IPve #ihlk, skdk4z. &Kl 64 5. 4
IR B A4 B4 KB 64 5277, 5T AT+CIPDOMAIN iy - 4R B 44 %5 B 11 TP Hbhil
SR G TP kb T B

* <remote port>: i 1 {H

o <keep_alive>: Ml & EEFN) SO_KEEPALIVE &Il (% : SO_KEEPALIVE W'4H), BAfi: Fb.

o JEE: [0,7200].
- 0: 2% keep-alive JhE; (BRIA)
- 1~7200: JFJ& keep-alive BjfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {H %
1, TCP_KEEPCNT {4 3.
o RS <keep_alive> (5 AT+CIPTCPOPT iAW <keep_alive> ZEHHIE, HZ&
M A BRI RE » WIERBFT ARG AR E <keep_alive> S, MIBAME A LB EAIE .

o <” local IP” >: Z<Hb) IPv4 #itht sk IPve Hudik, JH T4, @2 Mg a4 1P #iik
B, IS EEAERA M. BRIACKEE . B AfTiRE . aTIE NS

o <timeout>: {yAHBRT. A7 ZFP, BRA(E: 0. JEE: [0,60000]. BEE K OB, A dkE e
TIZEFN IWIP PipisAk s Bk O B, S XAEFS BT IR E, (B2 ZIEFEZ) 5 KB 3= .

el
o QUAREAEELT IPve [W2& @, —4> TCP iEH:, HHATRA T #4E:
— g5 AP 73 IPv6
- W AT+CIPV6=1
— SH T AT+CWIAP 63 53R LR —A IPv6 Hitl
— (W]3k) @iLAT+CIPSTA? /iy 564 ESP32-S2 21555 1Pv6 Hidl:
il

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.1210",1000,,"192.168.101.100"

// # ¥ GitHub # TCP R4& &, % & 5 8
AT+CIPSTART="TCP", "www.github.com", 80,,, 5000

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPvo6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B i i AT+CWJAP # B ¥ IPve 2 B Hi it
AT+CIPSTART="TCPvo6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

&t UDP {45y

BEES s

// B (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—~">]1[,<timeout>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <

—*Tocatr IPWS T, <timeout>] (F T gk%h)
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W :

PR, R [nl:

CONNECT

OK

ZHERGEUT, R

<link ID>,CONNECT

OK
S
¢ <link ID>: [Z%3%H ID (0~ 4), T ZEENEL
© <7 type” >: FRHSE, FoRMAEERELEAL,” UDP” 5 “UDPv6”, EKIAfH:” TCP”
o <” remote host” >: F{FER SR, FRimus IPv4 itk IPve Hohl, i . Kk 64 545, W
RGN B2 K 64 5577, Wl 1] AT+CIPDOMAIN iy 3R 4% %t B fY TP Hihik,
SRIE T TP bkl T 1z
« <remote port>: L 1{H
* <local port>: ESP32-S2 i% 411 UDP ifi [{H
* <mode>: 7£ UDP Wi-Fi iBE T, RSEHMELHE N 0
- 0: B2 %) UDP ¥dlaJ5, Relexd g UDP Hiib(5 2 (BRIA)
= L (U — R E S WG B E AN A B4 i UDP £, o UDP ik BCA Aok Bl
B TP kAl 1
— 2: BREEIRE] UDP Hedfinh, &S ecAs %) s UDP ik {5 8ok % 26 B i 15 45 1) 1P Mkl Al 11
* <” local IP” >: M) IPv4 Hitikal IPvo Hudik, I T80 1. A2 M D824~ 1P #ihk
B, WSEEERA M. BIAKEER .. mFE A e B TiRE . WIRER A
* <timeout>: iy M. FAAL: ZFP. BRUIAME: 0. JuH: [0,60000]. B O W, iy K
TRILEFN IWIP Pislak s BB NAE O I, Ay STEff i Bm ik, HaZIHFEZY 5 KB piE=s[i).
st
o 5 UDP & ih g IP k2 1Pv4 HI%HIHE (224.0.0.0 ~ 239.255.255.255), ESP32-S2 ¥ #5-F &
PEFIHE UDPv4 4H3%
o {5 UDP #8: H A 1P Hhk 2 1Pv4 - #E bk (255.255.255.255), ESP32-S2 1% £ & ik AR
UDPv4 |~ %
oW R UDP JE # bRy im i IP oMb HE 2 IPve 4l 3% M 4k (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-S2 % #% ¥ & F IPv6 W 2%, & 1% A1 4
It UDP 2H#%
* [EHZH <mode> Hi, FHWESH <local port>
o WERGEAEET IPv6 W28, —4> UDP &, iEHRATRA N #R4E
- Haff AP 45 IPv6
- WHEAT+CIPV6=1
— W AT+CWIAP 55 FELE]—A IPv6 itk
— (W\[%k) @ TAT+CIPSTA? iy A H54F ESP32-S2 275 4k B Z IPv6 #bdik
o QAR AR ERMCK BE KT 1460 £ UDP 44, i A 174 1% ESP-AT T 42, fEH AL E TR
##¢: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets
ZN ]
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// UDPv4 H #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// E LA pool.ntp.org # UDP f£#y, RE 5 &N
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// ET IPve W% # ubp H %
AT+CIPSTART="UDPvo","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9%"

// #ET 1Pve WM % &y UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

ey, SSL e

BiAe @

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">][,
—<timeout>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local.
< IP">][,<timeout>]

Wi i <

BRI, k)
CONNECT

OK

ZHERRGT, R

<link ID>, CONNECT

OK

BH

* <link ID>: MZ&%EH ID (0~4), HTZHEEWTE

o < type” >: FLFERESE, FRMGIERAL,” SSL” 1 “SSLve”. BRIA{H:” TCP”

e <” remote host” >: F/FERESE, Foniciy IPv4 Hihl, IPve #bhik, =ilki4z. H&Kh 64 F35. 4l
SRR B 4 B4 KB AT 64 5275, T AT+CIPDOMAIN iy 4 4R B 44 %5 [ (1) TP Hbhl
SRIGEH TP Mk iR .

« <remote port>: L 1{H

o <keep_alive>: [l EHERFN) SO_KEEPALIVE &I (5% : SO_KEEPALIVE N4H), BAfi: #b.

o JEFE: [0.7200].
- 0: 2% keep-alive ZIfiE; (EBRiA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {4}
1, TCP_KEEPCNT {4} 3.
o KA <keep_alive> BESAT+CIPTCPOPT 1Al <keep_alive> ZEHE, &%
H GBI 2T . MEEIT ARSI AN E <keep_alive> Z%k, MIERIAfE A LR ELE I .

o <” local IP” >: ZAHbf IPv4 Hudikuk IPve Miht, A T45@idEsE. MH 2 AM g 0wk 24 1P #ihk
B, WSEEAERAH . BRI . HES AT E. TRE RN,

o <timeout>: AN, B 2R, BRIAE: 0. JEE: [0,60000]. BEEH OB, ArdMBEHKE
T LA IWIP Bl s B AR O B, iy AEF BT AR [E], (H4ZIHFEZ) 5 KB [y3E=s ).
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e
* SSL M4 e T 7] A B R R A
o SSLEEHR HMRENTF, WIFARSSERSEER
* WIR AT+CIPSTART fird 4t T SSL 4%, HA- MU G r iy i (B2 10 &b, DL o i i) 22 7%
R, BT T8R4k
o 48 SSL IR 5% % 75 % SSL 7 P ity 7 1% 2 I 25K 40 i - By 3CHF SNI, ¥ 7E SSL % 42 i St
FAT+CIPSSLCSNI i 4B SNI, SO, SNI B A AR5 #5135 44 o
o QERGEAET IPv6 W25 —A> SSL 4%, HPATLA T #AE:
— Tafs AP % F; IPv6
- BB AT+CIPV6=1
— Sl AT+CWIAP £r 4 3EELF]|—A> TPv6 Hidik
— (W[3%) #ITAT+CIPSTA? i A4 4% ESP32-S2 275 #RHLE TPv6 Hihl

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/) HEBEHBL R sSsL REH, RE 5 HEN
AT+CIPSTART="SSL", "www.bing.com", 443, ,,5000

// esp-at O i it AT+CWJIAP # Bl % IPve £ 5 Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d",1000,,
."240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: &ty (18h401¢ ID ¥ TCP ¥E4:. UDP {445k SSL ¥4

A4 SAT+CIPSTART AL, AFGAET: FEZERINOLT (AT+CIPMUX=1) TLH T ID, R4
= BB I 1D,

337 HGEMBRHER] +++: BIBEIRER
Feok AT 4

yhig:
B HIEARX, FEAGEIEX

Command:

/) AXE B AR

+4+

il
o WRPRIAT A S =AM + T4 (B ASCILED: 0x2b), [ éy 45 A CR-LF F4F
o BEREE—A> + FAFRIE A 20 ms [ [E] G Y BCA HABE A, 55 =4 + FAF IS 204 20 ms 5f1E][8]
AR A, =4 + FAFZ B 2247 20 ms [RFa] I fs N30 Hotbd A . B, + FAF Sy
o AFREFIRIIAT iy BT i [l
 WHEDERE | AT & AT @d

3.3.8 AT+CIPSEND: {rulfEibai ok Wi-Fi #E 4G5 k8
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WARRCE, KRR, WSROk AR K BT 8192 347, (i ] AT+CIPSENDL

// ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP f% #r ¥ 45 E 3 £ ML A i A
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">,<remote port>]

M

OK

>

R R FIR AT B OB AT RO , BT DA ARG, 24 AT S8 iR K A F) <length>
Ja, BRI

USRS MR SRR BB, R[] -

’ERROR

WP B O S AR CRERERE 250X B ), &[]

’SEND OK

&

ERROR

PEA Wi-Fi i 1548 X,, ESP32-S2 BRI HIL 8192 7Y, f RAIA 2920 547, AR R i i
JERT45T 2920 77, Bl sr IR A4 2920 Fy— A BRIE T R0k, 5451 20 Z APl SF Fril
BB T 2T 2920 Ty PR AR B (AT DA I AT+ TRANSINT VL iy BCEL UL B ) o 224 % A Bl —
ft++ I, ABHE AR OB ARG, R 1R % AT

Ay U IAEFF JSiE 42 X DA SR T . #54 Wi-Fi UDP %1%, AT+CIPSTART 1y 412 5
<mode> WK E N 0.
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BH

¢ <link ID>: [Z51E4 ID (0~ 4), T2 HEERTE D

s <length>: BT, HAR(E: 8192 Fy

* <” remote host” >: UDP &4 n] DAFSE ST 4L : IPv4 Hudik. IPv6 Hudil, Bidai44
* <remote port>: UDP %] DAF5 & X v virg 11

Bt
o WA ABEIAT+CIPTCPOPT iy K 34~ TCP ML E A e P i . il BEHE <so_sndtimeo> 2y

5000, W TCP AR EBAERTE S FNIRMIZER, TR L2 R . XA MCU 2515 AT i
[ 52 4 P 1]

3.3.9 AT+CIPSENDL: i il f&mkesX FIFAr ks KB

ML

N
i

[y

=)

5 E_l@ eew

AT, SRERE, AT AR (AT iy &b LR SCRERA AT 06 5 K8 Bl 2 94T ) -
PAGE I AT+CIPSENDLCFG fiy S TLEA R iy %o ARG Sk R K /N T 8192 7775, fstiml A

L
fasm
{#i F§ AT+CIPSEND 14 % 3%
A

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e H
AT+CIPSENDL=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi % ¢

OK

>

LLHI']F“ PR AT PEAZIEARX, H HEE A AT o DR, BURHERT DA AR, —H AT
i3 H B, B S PUAEIRZ T, BaREsIT .

ﬁn%ﬁéiﬁu EITR, RAXMRIEAT+CIPSENDLCFG FLE AR B

’+CIPSENDL:<had sent len>,<port recv len>

WAL R+ ++ PG, RERME:

’SEND CANCELLED

IR IR BApoEE R L, RERARN:

’SEND FAIL

R BT B s A AR CR AR C 2R X ), R R AR :

’SEND OK

|

YL, GETPAR A +++ A QBOH G, A ESP32-S2 i fr & M AEAR X B . B, AT Ay
ﬁ%u%—ﬁ%%@ﬂ}% EEMTEHEER <length> KEHWRE, 4 SBHAIEARX,

Espressif Systems 79 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

o <link ID>: MZEH ID (0~4), HTZHEEMTEO

o <length>: Bl K, wokff: 23 -1 54

o <” remote host” >: UDP {£&in] DAFE E ST AL 1Pv4 Hihl . IPv6 Hihl, B4
» <remote port>: UDP (&5 PATE & Xt i e 11

* <had sent len>: {3 & F| IS )2 WSRO B 2

* <port recv len>: AT fiy%-3ify SO A IcHE B K BE

o B UART 4%, 0, A0 UART $IGHBER T M 28 Sl s EEI, K& B E 2k

o W] DM AT+CIPTCPOPT 543 aiA~ TCP Bl B B0k . Bl : % E <so_sndtimeo> “A
5000, W TCP Aik#RfEAE S FNIRIMIZER, TEiE M@ kM. XA DAY MCU 451 AT i
[ 52 P S TE]

3.3.10 AT+CIPSENDLCFG: ¥ AT+CIPSENDL iy A 11 J@ Pk
iy

Ytig:
i AT+CIPSENDL iy 4 il &

zs

AT+CIPSENDLCEG?

Wi i3 ¢

+CIPSENDLCFG:<report size>,<transmit size>

OK

Has

&F

Yriie:
W HAT+CIPSENDL fiv 4 Wi &

e

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

W

« <report size>: AT+CIPSENDL iy 4R F/N. BRIME: 1024, JEF: [100,2 207, @ildn: &5
<report size>{H} 100, WJAT+CIPSENDL 45 ) <had sent len> FIRJFHN (100,
200, 300, 400, - - ). #JEHY <had sent len> FAR{EMJEET LB & MBI E .

* <transmit size>: AT+CIPSENDL iy % F LA/, BAaa T HdE LAk EdREo . B
ME: 2920, JEl: [100,2920]. NSRBI FEPE KR TS5 T <transmit size>, ¥dfessrHp
s AHE <transmit size> FAT MBI T RIE, HIMSSER 20 Z R SF R AR KT
T <transmit size> FATFEEEPE (E0] DAEITAT+TRANSINTVL £y 4Bt B ICIAIFE ) -
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i}
o T ARIEE/IMEXT SRR R R i, R E R /MY <transmit size>. W
1 AT+CIPTCPOPT €34 & TCP_NODELAY J&.,
o XMTHFMERKIRE, HEREERAKW <transmit size>, WIEFEEREFEL4FTIZ 5 ESP-AT 5
vt 14 A8,

3.3.11 AT+CIPSENDEX: fi% ittt bR 9™ it )i X% ik Bt

fir &

RE
g

=y

4y

ek .
HE *

@A T, IEE KBRS, B8 M FAFER \ 0 (0xSc, 0x30 ASCI) fil ¥t A%

v

B o

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP 8 W 35 & %t 3% IP H ik Frng o
AT+CIPSENDEX=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i <

OK

>

EaRm R R AT CHE R AR, BT DR AR E KRR, 24 AT 30 B K i
#| <length> JFBdlth Bl \O FAFIE, Blitemirin.

LB SEMVALR TR CiH Eg g TP AL

’ERROR

AR A B A OB C 2GR B0 i), R[]

’SEND OK

S

* <link ID>: %5154 ID (0~ 4), HTZHEENENR

* <length>: HHEK A, fHARME: 8192 FA7

* <” remote host” >: UDP £ n] DAFS & X i EAL: IPv4 bk, TPv6 Huhk, miisiss
» <remote port>: UDP &%y ] PAE & Xt i g 11

it

o BRI L BORES, BUBE T L\ O AT (0x5c, 0x30 ASCID), ¥dEfLiIris, RgtiRE
WE R, SR & AT s

o WRFHEHAE \<any>, WEEMRHFL, REH <any> 75

o IR RIE N0, X \\0

o TN DA FHAT+CIPTCPOPT fiy % 3K M43/~ TCP HERE R B B 71k . Bilin: B <so_sndtimeo>
5000, W TCP Ak #AESAE 5 BPNIRMISER, LI MINIR 2R . X A4 MCU 4545 AT 14
[1] 5 R B ]
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3.3.12 AT+CIPCLOSE: X:[4] TCP/UDP/SSL 44
BEmA

Jyiig:
KM Z AR ) TCP/UDP/SSL 4%

s

AT+CIPCLOSE=<link ID>

L)V

<link ID>,CLOSED

OK

Parr %

Jyiig:
KM ISR ) TCP/UDP/SSL 3 4%

AT+CIPCLOSE

W i ¢

CLOSED

OK

o <link ID>: FXMRIMZETER: ID, WIRBY S, MFTR K PTA %

3.3.13 AT+CIFSR: #rifyAHs IP Huhkfil MAC Huht

AT 4

=l

4

AT+CIFSR

Wi i ©

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

Q)
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(£ L£50)

OK

BH

APIP” >: ESP32-S2 SoftAP [t IPv4 ik

APIPGLL” >: ESP32-S2 SoftAP f{j IPv6 A<tk g bt
APIP6GL” >: ESP32-S2 SoftAP fitj IPv6 4 5 Rl
APMAC?” >: ESP32-S2 SoftAP ) MAC Hiht

STAIP” >: ESP32-S2 station [{J IPv4 il

STAIPG6LL” >: ESP32-S2 station [ IPv6 7 b4 i Hiht
STAIP6GL” >: ESP32-S2 station [{] IPv6 4= Rkt
STAMAC” >: ESP32-S2 station 1} MAC il

ETHIP” >: ESP32-S2 ethernet [{tj IPv4 ikl
ETHIP6LL” >: ESP32-S2 ethernet [1t] IPv6 A< ki 1% il
ETHIP6GL” >: ESP32-S2 ethernet [1{] IPv6 4= 5l
ETHMAC” >: ESP32-S2 ethernet [#) MAC il

B

o« JUf 4 ESP32-S2 B sRIEI A R N fE EUs, A B E] B i IP Huhk Al MAC Hiuhik

3.3.14 AT+CIPMUX: KEUH/ZEH 2R
1 iy A

i
AR

P
"ﬂ4>‘

AT+CIPMUX?

W i <

+CIPMUX: <mode>
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B
o <mode>: JEFFA, BHUAME: O
- 0: FLEHE
- 1. ZER

|

o JUB BB TS I A 0] SO e X

o AFE 1R X (AT+CIPMODE=0), A REBE NZ HEH

o QRASE T TCP/SSL e d5, ARV BTERE , WK IR 55 4 (AT+CIPSERVER=0)

o ZIEEIFATR BRI, AR B AP SO0, T SR i 1) 52 P i DLt A T 0
i, IS MCU X PIAAAS 2 1 b 3

2N

AT+CIPMUX=1

3.3.15 AT+CIPSERVER: &/ TCP o SSL i 55 %%
A%

yiig:
#if) TCP/SSL 55 4k 25

A

AT+CIPSERVER?

W i :

+CIPSERVER: <mode> [, <port>, <"type">,<CA enable>,<netif>]

OK

)E’J

STZS

A

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>] [, <netif>]

] 7
[ox
e <mode>:
- 0: XMIRS5+e
- 1 @RS

o <param2>: ZH <mode> AN[E], WS E ARME:

o I <mode> 2 1, <param2> L5, BRAE: 333
o QIR <mode> 2 0, <param2> fCERMRFSAHEE XAITEE . BRAE: 0
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- 0: KPS OR B A 5 it 1 2

— 12 RPANRSS A X f e
o <” type” >: R42aJEFL:” TCP”,” TCPv6”,” SSL”, B “SSLv6” . BRIA{H:” TCP”
¢ <CA enable>:

- 0: A CAAIE

- 1: ffif] CAIAIE
o <nmetif>: J5ERSGFARIMITHIMZEZ 0, BRIAMAE: 0.

- 0: FrAMZGHEN
— 1: Wi-Fi station 3 1
— 2: Wi-Fi SoftAP ¥ 1

|

o ZEEHILT (AT+CIPMUX=1), A HEITIEIRSs %

o« BIEIRFAYE, HEWES IR AT, R R A VrrE— ko5

s MHFFmEA, S HEE R D,

o ARGEAEET IPv6 ML) d—> TCP/SSL liRd5 4%, 5 & Jei BAT+CIPV6=1, FF3RH—> IPv6 b
k.

© KMRF AR SH <"type"> A Z JRHI S HLITE I .

il

// # i TCP M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL & B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT 1Pve W%, GlE sSL R4 &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6", 0

/1R A MG BOFE XA TR &

AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: 7%/t B 55 2% 5o v s e B8k

tEifar A
) TCP 5 SSL J}J5 25 FuVF AL I E B
sy

AT+CIPSERVERMAXCONN?

W

+CIPSERVERMAXCONN : <num>
OK
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EmA

&F

i

e 'E TCP 5% SSL g 55+ S i/r 8 o7 i e R ek

P
iy

’AT+CIPSERVERMAXCONN:<num>

Wi i :

[ox

BH

* <num>: TCP 5 SSL IR 55 & AAVFHL IO R FERAR, JER: (1,51, AREE SO S8 BB
{l, WHSFAT+CIPSTART 41241 <link 1D> KR,

e

o WNEER B i KIERS (AT+CIPSERVERMAXCONN=<num>), iE1EA)ER &2 AN E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: # i/ bk

A ifo i &

Dyt
i i

O e
iy A

AT+CIPMODE?

W

+CIPMODE : <mode>

TCE

A\ .
"ﬂé?‘

AT+CIPMODE=<mode>

W
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OK
e <mode>:
- 0: il A X
— 1: Wi-Fi i 308 X, (U308 TCP ¥ijER: . UDP [ S%] it . SSL MIER: I
B

o it B H BCARATR) flash,

o 1£ ESP32-S2 #E A Wi-Fi i 422 X, 5, BT A Thaefr JeiE i .

il

AT+CIPMODE=1

3.3.18 AT+CIPSTO: #xify/ik ¥iAsH TCP/SSL Jl 55 %% stk fia]

it 4

i
iy A< TCP/SSL fig 55 g i I ]

AT+CIPSTO?

W i :

+CIPSTO:<time>

’AT+CIPSTO:<time>

W

’OK

B8

* <time>: 7l TCP/SSL e 55 Himfif i), #0z: #b, HUEFEH: [0,7200]
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e

~%HHﬁL%P%E<um>NEW$E¢ﬁﬁ@mw,mszW%%%%%%ﬁﬁ

o WRKESH <time> N0, NFERKEASHE, NEBGXFEBEE .

o TEVCERIIIE N, 4% P &5 IR Ss s EA5 BUE IR S5 48 K 5% Fmifs s iy, THit g =
THEr. RS, 2 e .

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.19 AT+CIPSNTPCFG: #Fify/i% Bt IX 1 SNTP JIlR55 5%

iy

AT+CIPSNTPCEFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>[, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP._
—server3">]

OK
Ve /?
A

AT+CIPSNTPCFG=<enable>[,<timezone>] [, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP._
—server3">]

W

OK

e <enable>: % E SNTP iR %2s:

— 1: £ SNTP JlR%558:

- 0: Ni&H SNTP R 55%%
* <timezone>: SZHFDATPFAE:

- SF—RETE L [-12,14], BERUVNSREAL, @t 5 PR TR (UTC) i ke inid K2
B X (UTC—12:00 F UTC+14:00) ;
FEREACh uTe R E, UTC R ETSE TIRTEINZ DrE S| UTC &) LA Gefs 84
HurHE], @SR N [+ -] [hhlmme QR Y4 KAEAR] T2 APE, WA s, WRE A
7, WRIEEL ¢ﬁ®MMﬁWﬂH§M4ZE,ﬁ%GMﬂ%ﬁEOQSWZEOMW,w%
AR XU B G = A IS A S, B UTC+12:45, Wz <timezone> SR E N
1245, Ezmuzﬁ%mrﬁﬁis
e [<” SNTP serverl” >]: Z—4~ SNTP [k 55#%.
* [<” SNTP server2” >]: ’“’“:/\ SNTP JR %25
e [<” SNTP server3” >]: 5=/ SNTP R%%%.
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e

o WHEMABERIEG L=/ SNTP R%#:5%0, MELA(H “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” Hz —,

o XFEMMS, EMA <timezone> ZHMRES IR E N <timezone> ZHA—FE. FHH
<timezone> ZH L FtE —Fp UTC A B, fFlaN: X B AT+CIPSNIPCFG=1, 015, HFA4
M, ESP-AT & ZBSHfIXSHHIT 0, Bl EME 15, NETHE Mg, FrRisiidss —
UTC fw#% A&, Wt uTc+00:15, W@ A it k2 0 i IX.

* BT SNTP ;23T UDP P Ak if RN Rl 5T, 24 0 2% A i), 2> 3B ESP32-S2 [P ] Joik M B
m&. —H AT @4 i+ TIME_UPDATED , RFEWTRIE A2, ME 4] DA A R AT+CIPSNTPTIME?
A2 24 HIH A o

il

// fE£f SNTP M 4 %, RWEFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEH# SNTP M4 %, R EX£ELA A HE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
Ed

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

/) fEH SNTP MR 4%, LEHWLH K £HE WY W K (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.20 AT+CIPSNTPTIME: 4&ifj SNTP B [i]

AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK

B
» 4 5% asctime ][ € X% I, asctime man page

* 1F ESP32-S2 it A Light-sleep B Deep-sleep J5 FF-MelE, RGN AW ie S ANtE. BB EH L
EAT+CIPSNTPCFG fii%>, M NTP IR 45 23K BUH R s ] o

* SNTP FRIFE W IR [E] A TE RTC K3, BIMAERES CE R A) 5, MEASEK.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

Q)
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(£ L£50)

OK
9

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.21 AT+CIPSNTPINTV: #ify/it ¥ SNTP b} i) [5] 250 [a] P
Ay

e

AT+CIPSNTPINTV?

Wi i ¢

+CIPSNTPINTV:<interval second>

 <interval second>: SNTP Ff[a|[5]5 8] fF. BAN7: Fb. JEFE: [15,4294967].

|

o BCE TIFANE AR, AuRE ESP32-S2 A —K (i) NTP 55 2 R IUHT 4 IRl .

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) ENEEF — KR
AT+CIPSNTPINTV=3600

OK
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3.3.22 AT+CIPFWVER: #rifjfii 5525 E 4709 AT B PR A
A

i
IS5 A1 ESP32-S2 AT [ HUA

s

AT+CIPFWVER?

W i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-S2 AT [k A<

Bl

o TEREFRZETIIA) OTA HUANE, 582U BB S A [ (A AR TH 20 o

3.3.23 AT+CIUPDATE: izt Wi-Fi 7251
ESP-AT TEiz47H}, @4k Wi-Fi W35 & IIRSS 4 b T 00T 2 B 2643 X, AT TH &L
i A

itk
i) ESP32-S2 45 AR A

"ﬂ4>°

’AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

Wit s

i
TEFLZERAT @ 1d OTA THL R TCP il 55 i Lol A g [l

O e
iy

AT+CIUPDATE

W 7
HEH R E AL 2
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EmA

&F

Dyt
THRENIR S5 e L9 R HCAR 1 [

Py -
iy

AT+CIUPDATE=<ota mode>[,<"version">][,<"firmware name">] [, <nonblocking>]

W
I OTA 7EMSERE T s, SEI:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N e

OK

AR OTA Fe-{EFH 2T iy, R [m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N

URAEH ZERTR OTA KN, iR [n:

+CIPUPDATE:<state>

ERROR

WERAEAR L ZERCUT OTA KIK, aR 9]

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

BH

¢ <ota mode>:
— 0: #@ 11 HTTP OTA;
— 1: 3@ HTTPS OTA, W53k, iM% . /build.py menuconfig>Component config
>AT > OTA based upon ssl 7 #ifE, 2= HiH L A% iF ESP-AT 142,
o <version>: AT i<, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <” firmware name” >: J1- 21 [E1F, flota, mgtt_ca, client_ca B{H'E at_customize.csv
i R4 X
¢ <nonblocking>:
- 0: fHZERIA D OTA. HABIAR, HE| OTA AGUNIIE KK GA AL IE AT fird.
- 1 JEH R OTA. BT, JHsE UG (+CIPUPDATEM) & T8I EH .
* <state>:
L RFIRS 5
2 R RS
3: IR
4: SETF
-1: JEPHZERIK T OTA R

Espressif Systems 92 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

BE]
o TGO R T 4R DL

o QRIS ZMAESBOTH R, AT $5i&[9] ERROR, 1555 F— B[] FH .

o WSRERE A A SRS SRALE AT BIN, A6 4-Kf M Espressif Cloud Tk AT [E{FF+2% .

o ISR RS2 AAT4%M AT BIN, 15 475238 AT+CIUPDATE FOTA i fig 5§ 34 ] AT+ USEROTA
o} # AT+ WEBSERVER 54, T 5% ESP-AT T FLE {1 R %] FOTA.,

o BWIHH AT FfF)G, WHAT+RESTORE YR ] B E .

* OTA s AEAYHIN IR ]2 3 204

o JEPHZEML M K H % OK Fl +CIPUPDATE : <state> FEHi T b %A 4% B L _EWSERINT .
OK H[fEAE +CIPUPDATE : <state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z 5t .
o NEWARBNHRA . BEEHRA AR E RS, E2T0dalT, WERERRZEAHH

IHARAS, AR E TR i B AT ISR U E
* 55 % ot 523 OTA S+ FREUE L OTA A%,

il

AT +CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.24 AT+CIPDINFO: ¥ +IPD {5 E i1

AT+CIPDINFO?

W

+CIPDINFO:true
OK

0%

+CIPDINFO: false
OK

>

¥

X

W
4

Eld

’AT+CIPDINFO:<mOde>

W

[ox
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S
e <mode>:
- 0: 7£ “+IPD” F1 “+CIPRECVDATA” JHE 1, AL IP HihkFim 0115 B
- 1: £ “4IPD” #1 “+CIPRECVDATA” ji§ 5, $EXTim IP Huhk Al 045 S
il

AT+CIPDINFO=1

3.3.25 AT+CIPSSLCCONF: #ify/ix ¥ SSL %% f i fic &
A4

Iriig:
A1) ESP32-S2 {122y SSL %) iy I 14 B A E 5.1 5

P e
"ﬂé?‘

AT+CIPSSLCCONEF?

L)V

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

LA

=

=

A

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

W i <
OK
BH
* <link ID>: [{Z5 %4 ID (0 ~ max), TELERIHILT, HSEEBON max, WZRPrAER, &
SHBIMER 5.

¢ <auth_mode>:

- 0: NAUE, WBTHEEIEE <pki_number> fll <ca_number> H4;

— 1: ESP-AT #4It% FrimiiE bk 55 45 i CA JIE 13 R:58 ;

- 2: ESP-AT % ik A CA UEF RARE AR 55 #% i O UE-F 5

- 3: MHEINIE.
* <pki_number>: JEBMAHANET], WREA—MUEBFFAG, HAEN A 0.
 <ca_number>: CA R4, WREAG—4 CA, HENH 0.
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e

o GNARARBUARRLE ST RIAERL, THAEES SSLEE B T A S .

o FLE T UCRHRAETE NVS X, WA AT+SAVETRANSLINK fip %1% B FFAL#E A Wi-Fi SSL i% 1% 4%
A, ESP32-S2 RF7E R IR b HUB ST AL B @ 37, SSL 142 .

o WERGHMEH B CRIET, BTG AT+SYSMFG iy 4 81 SSLAEfi. WA EMTmRERE K
W, S5 % 4T £37 PKIRLE .

o Q2R <auth_mode> FLHE N 2 B(H 3, R T RIS AFOVUETARON, HTEKLAT+CIPSTART fiy
AHiHR AR ESP32-S2 BRI E| M HiiE] . (Z5R AR IEAT+CIPSNTPCFG 14 R & SNTP, FRH4
BIEHE], B i3EAT+CIPSNTPTIME? £y 4251024 B i a] . )

3.3.26 AT+CIPSSLCCIPHER: ##if/¥ i SSL % yiit) #5154 (Cipher Suite)
Ay

Dyt
#2if) ESP32-S2 {12y SSL % /s SC 5 i 2 F

A

AT+CIPSSLCCIPHER?

W )i :

+CIPSSLCCIPHER:<idx>, <cipher_suite>

OK

BEE A

I\
£

=
k=t

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCIPHER=<counts>[,<cipher_suite>][...][,<cipher_suite>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCIPHER=<1link ID>,<counts>[,<cipher_suite>][...][,<cipher_suite>]

W i <

OK

o <idx>: HHEMNERGS, M0 FH,
* <link ID>: MZE%EH: ID (0 ~ max), EZERMEN T, ASEEBN max, WFRRIEERE, &
ZHGERINEN S
« <counts>: HHIEMFEE . HKEZRT oL MHKKE 256 7147
- 0: IR E L E I,
- HE: wESEMEEF L
* <cipher_suite>: /i ClientHello H )3 i E1F . XA H{E & XAE ssl_ciphersuites.h H1,

Bl

o INSRAHEARHUE S BIAERL, WEAEELT SSL I HTIB T A M S .
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il

// % ¥E: (AT+CIPMUX=0), % # &4 % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #1.
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=2, 0xC023, 0xCOAD

// % ¥ ¥ (AT+CIPMUX=1), % 4 & {f % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #f1._
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=0, 2, 0xC023, 0xCOAD

3.3.27 AT+CIPSSLCCN: #rify/¥ ¥ SSL % ;i) A Hl #4 (common name)
iy A

g
AR SSL HESE R s 44

e

AT+CIPSSLCCN?

Wi i ¢

+CIPSSLCCN:<link ID>,<"common name'">
OK

)E’J

CEL A

s

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

W

OK

B8

+ <link ID>: [Z 4 ID (0~ max), 7ERFEBIORIT, ASHMEN 0 EEEENTLT, 2
B max, WRBTA R AZHEAEN 5.
+ <7 common name” >: A ZHUTAANEIR 5 28 LA MTE S i A 4 o AT AR K Jy 64 3

N

Bl
o QRAREARFECE S AR, W1EH AL SSL R HTIE T A M2
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3.3.28 AT+CIPSSLCSNI: #¢ify/i%E SSL % Fasintg SNI
b A

Jyiig:
AN IERE R SNI L E:

s

AT+CIPSSLCSNI?

W ¥ 3

+CIPSSLCSNI:<link ID>,<"sni'">

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

W i <

OK

* <link ID>: [WZ5i%4% ID (0 ~ max), fEFGEREMHILT, ASHEN 05 EZHEEMNEIT, #Z

HH B max, WFRPAA ER; RSEEAER 5.
e <” sni” >: ClientHello B SNI, SNI & KK FEH 64 F37,

Bl

o QERARSOARFCE S AR, RN SSL R HTIE AT A2
3.3.29 AT+CIPSSLCALPN: #ify/i ¥ SSL % )y i ALPN
Ay

yite:
Zrif] ESP32-S2 fE>k SSL & Frumh S~ % 5211 ALPN Jl &

Yy
A

AT+CIPSSLCALPN?

W i :

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK
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=

=

A

// B ¥: (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: M54z ID (0 ~ max), FEREZHEL T, XSEEHR 0; L2 EZNHBLT, #5
BUEBE A max, WIRIRIrE &% ASEERAER S.

o <counts>: ALPN % &. JiFE: [0.5].

0: J& % ALPN Bi .

e [1,5]: &% ALPN il .

L < alpn® > FRFRSHL, F5 ClientHello il ALPN. ALPN Sl kK IEZ BT & KK

e

o QSRR EUARRNE ST BIAERL, TS SSL R RTBITA M S .
3.3.30 AT+CIPSSLCPSK: #rify/i%t SSL 7% /ity PSK (47 % %)
Qi

itk
751 ESP32-S2 {2}y SSL % P Ui 44~ 422 1) PSK it

fir 4

AT+CIPSSLCPSK?

M ¥ 2

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W
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OK

S8
o <link ID>: [%%i%E4% ID (0 ~ max), 7EREBENHBERT, KSHMEN0; HELEBENFBRT, &5
BUEBN max, WIERITA ER; ZSEEIMEN 5.
o <” psk” >: PSK identity (F/FEHE), HARK A 32, WUREM <"psk"> 45 \0, Efl
F AT+ CIPSSLCPSKHEX 154,
e <” hint” >: PSK hint, f KK E: 32,
i}

o QRAREAHUE T BIAERL, AR SSL IER I iIB T AR M S .
3.3.31 AT+CIPSSLCPSKHEX: #ify/i% ¥ SSL % i) PSK (-|-rs kIR %)

|

* KU TAT+CIPSSLCPSK iy %, %t T I B oA if) SSL % Py i3k 2% 4 (PSK) , {HH;
<"psk"> ZHEH A ANBERIR TR TR I, <"psk"> ZHPRY N0 FRxh 00,

il

// B % (AT+CIPMUX=0), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: #¢ify/i% ¥ Wi-Fi i {% X F % TCP/UDP/SSL i i
]

A ih) iy 4
itk
Erif) Wi-Fi i X N9 H ) S A

A\ .
"Il/?\‘

AT+CIPRECONNINTV?

Wi i <

+CIPRECONNINTV:<interval>
OK

)E’J

CEL A

i
B Wi-Fi i 1£ 42X '~ TCP/UDP/SSL f& 4 Wr T 5 H Sl =34 1417 b
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’AT+CIPRECONNINTV:<interval>

Wi % ¢

’OK

SR

* <interval>: HZIEIEMFFME, AL 100 270, BIAE: 1, FH: [1,36000].

st

o FAT+SYSSTORE=1 W}, BLEEUCHRIEAE NVS X,

il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #ify/¥ B okt
A

BT

Py
A

AT+CIPRECVTIYPE?

Wi i ¢

+CIPRECVTIYPE:<link ID>, <mode>

OK

v

7

XF

IR

EFH
%

=l

// B (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % H: (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

Wi 3% ¢

OK
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BH

* <link ID>: WZ5%EH ID (0 ~ max), {EHERMTEILT, ASUEN 0; EZEENNLT, &S
BUEBON max, WZORPrAER ASEEOAMEN 5.
* <mode>: ERFHHRHMA, BOAE: 0.
- 0: FaWBI, ESP-AT A BRI B £ 3% 7 Bi 2 B Ak 45 L MCU, Skl “+IPD” (4§
FHMCE 1 5760 547, AR MCU Sk ik 2920 5454 RUHE ) -
- L Wi, ESP-AT f5 P S BI M E S P HUi R Ar 2l R AP X (B ETH T 0, oA
{9 5760 “F47) , 44§ MCU Bt 0§ TCP fI SSL 42, WURGAAXW T, KL ILERT
ks WT UDP &4, WERGAFXW T, WA ER.

e

o ZACEABEH T Wi-Fi & X

o 24 ESP-AT FEg shibi=U MU B B FHARN, SRR E LR RIS AR A E
- ZIEER (AT+CIPMUX=1), /8 +IPD, <link ID>,<len>;
— FAMERER} (AT+CIPMUX=0), 7% +IPD, <len>,

o <len> FREHAXRPEZFHIMN LKL,

o —HA +IPD ki, WZizfTAT+CIPRECVDATA KW . W, FERT—A +IPD Bl i,
A +IPD RSB 45 L MCU.,

o FEWITFEREOLT , ZohERFEIRTIRAAAE, MCU {58R W DAEEEL, B 2| & ikAT+CIPCLOSE
(AT fE M Fifi) SKAT+CIPSERVER=0,1 (AT VERRS5#%). Bempifil, W +1pD g sy, b
QAENR % 2 AT+CIPCLOSE B % % AT+CIPSERVER=0,1 B{3i 13 AT+CIPRECVDATA £y A3 BU A B
ZHT, IXATERR) CLOSED {5 BIKiEA L Il

o TSR RHRRIROR & W 28 5t 7 H MCU Sl R ACERRS , nTAS 1), (i g sl el Bdasia o

il

/) BEEHEAT, RERHEKER

AT+CIPRECVTYPE=1

/) ZEBBEAT, REFAEBEAE S ELERX

AT+CIPRECVTYPE=5,1

3334 AT+CIPRECVDATA: KRB Al BER T i L8y 2t

BArA
O e
“D4}'

// B E: (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>,<len>

Wi i ¢

+CIPRECVDATA:<actual_len>, <data>
OK

5

+CIPRECVDATA:<actual_len>,<"remote IP">,<remote port>,<data>
OK

Espressif Systems 101 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

BH

o <link_id>: ZiEEAT W ER ID,

o <len>: FRAE Ny OXT7FFF, UNSRSEFRUCEN B B LUASSEUE /S, R 8] 52 B B i 0
* <actual_len>: %ﬁé’ftﬁﬂﬁﬁﬁ‘kr

o <data>: FREUERE .

e [<” remote IP” >]: FREESE, FoaXlig IP #Hidlk, #idAT+CIPDINFO=1 fiy 4§ #E

* [<remote port>]: ¥fufisi 1, iMitAT+CIPDINFO=1 fy4ffifg.

Bl

o RS T EAE SO N AT, 5 B 2R B ERROR, W] PAif it AT+CIPRECVTYPE? fig %>
NS S 2 TEg it

o RO ATERA BE AT A O AT 2> B 2R 5] ERROR, 1] DA i AT+CIPRECVLEN? fiy i iA
IEH A ATk .
* P47 AT+CIPRECVDATA=<len> iy &0}, E/FEIE <len> + 128 FPHHINIE, f’r—IU\@ﬂ%/E
A AT+SYSRAM? 5] 4 5 /] I ARG 0 o 24 PIAEAS 2 BN A7 H I R R I iy 2. 2% 1% ] ERROR
PRATLAEITAT vk B E 0 AR EARAEM alloc fail WITHMREE, PABRIARE BB T WAFED
(R GOR R

2N

AT+CIPRECVTYPE=1

/) Bldm, wEEHN MCU K 0 EHEEFIE 100 FFHKE,
// W 43 FH & "+IPD,0, 100",

/) RE, BT UNAREBEAUNTHAEIHE 100 FF 6 HHE:
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgl g ebiX b S B n K
Ay

Dyt
BRI AP P A e K 5

[

AT+CIPRECVLEN?

W i3 ¢

+CIPRECVLEN:<data length of link>[...][,<data length of link>]

OK

S
* <data length of link>: F-—3%4:h b iy BT A EER K,
e
* SSL i, ESP-AT i& [l 8K B v B /INT H B <
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il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING:

LN

&E

ik
ping X g AL

Py -
iy

ping %) i AL

AT+PING=<"host">

Wi i :

+PING:<time>

OK

Y

+PING:TIMEOUT //

ERROR

RHEBLBENAKSE PING HHERLT, 12X/ B4

o <” host” >: FfF

EBBR, FoRxt i FALY IPv4 Mok, TPve Mihk, silsi44.

o <time>: ping IR N EFE], AL ZFD.

st

o WAREAET IPve
- Witk AP 305F

W 2% Ping X i AL, TEHATRAT #RAE:
IPv6

- BEAT+CIPV6=1
— WITAT+CWIAP iy A 3RELE]—A™ IPv6 #Hihl
- (W) @FAT+CIPSTA? Gy A #654F ESP32-S2 245 #k B E| IPv6 Hbuhl:
o G g EALR A FAFEE . W ping KFSGiE AT DNS SEFTIR A b (A 5G4 IPv4 Mihl) , B ping

X i AL TP Mk

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBHMER IEFN
AT+PING="240c::6666"
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3.3.37 AT+CIPDNS: #rify/t DNS 557515 5
iy

e
P24 B DNS it 55 445 2
[

AT+CIPDNS?

W

+CIPDNS:<enable>[, <"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BE WA

&

S ER

DNS iz 5 a5 5

I&L

A

=

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

W i <

e <enable>: %' DNS k%2
- 0: B B3h30 DNS IR & #51% &, DNS RE S RIE M 208.67.222.222, 114.114.
114.114 f18.8.8.8, HA2Y4 ESP32-S2 station 52/ T DHCP iJ#%, DNS JR4&28 A G E4
LEETR
- 1: BT E DNS IRSG4E R, WRARESE <DNS 1Px> [HMH, I BHA(E 208.
67.222.222, 114.114.114.114 %l] 8.8.8.8,

e <” DNSIP1” >: Zf—/> DNS g 55#5 IP #iht, Xf T & a4, HA Y <enable> S5k 1 B, Huyk
T8 DNS % &, RSHABR: WHREE <enable> K 1, I ASENE AME, Uz
Tt 2ut, ESP-AT XHEIZSE/E N 4 i HY DNS & E iR 6 .

e <” DNSIP2” >: %5/~ DNS flR 4% IP #udl, XFF3EmS, HAY <enable> ZH0h 1 Y, sk
525 i T3 DNS txﬁ ARBAFR; WRE <enable> 4 1, HNARSBHLRE —ME, 4z
TrEE I 20, ESP-AT XS EE N 411 DNS ixﬁ:;lil

* <” DNSIP3” >: %=/ DNS 5535 IP Huhik, X FREAr<d, A2 <enable> 240N 11}, ik
T8 DNS % &, RSHABR: WIHREE <enable> K 1, I HASENE AME, Uz
Tt 2 nt, ESP-AT XHEIZSE/E N 4 HiHY DNS & EiR [H .

st

o #AT+SYSSTORE=1, WiE B R RA77E NVS X,
o XEASHORREBRCETER — M54 L.
* 3 <enable> 4y O i, DNS fIz554%n] i M ESP32-S2 U A i iy e pha 2w 1 B 1 4 22
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il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) B—ANET 1Pve By DNS MEB: T REKMEXIEFN

// B _/NET Ipve B DNS Mk % & : google-public-dns-a.google.com
/] BEZ=ZANETF Ipve By DNs R4 &#: WL H 4 £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS Jjgg

v

H

N

IR

¥

=4

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
][, <txt_number>][,<"key">,<"value">][...]

W ) :

OK

¢ <enable>:
- 1: JF)3 mDNS Ujfg, G4 FEUHE
- 0: XM mDNS Tjfig, FE:SHILTIESE
* <” hostname” >: mDNS EHLHFK.
+ <” service_type” >: mDNS JJR4+2:41,
o <port>: mDNS J} 4% M.
e <” instance” >: mDNS B4 FK. BRHIAE: <"hostname">,
e <” proto” >: mDNS R, BE: _tep 3 _udp, BRIAH: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT g0k .
o <” value” >: TXT iBFI{E.
[]: AR <txt_number> QRZLIHE TXT jCsR B #AEXT .

il

// Fr )8 mDNS 3y #E, EH A& K "espressif", A KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot", 8080

// * W mDNS I
AT+MDNS=0

PRI 2% mDNS 715

3.3.39 AT+CIPTCPOPT: 7#%ify/i BAs ki
by A

Dyt
P 24 {0
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[

AT+CIPTCPOPT?

Wi 3% ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

BCEL A

<
XF

zs

// B ¥: (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥% H: (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

W 7

’OK

o

’ERROR

o <link_id>: MZ51%E4% ID (0 ~ max), FEZIERIIGIL T, HSEEECH max, MFRTEERE; &
SHBRINER 5.
* <so_linger>: Ml EHF W SO_LINGER &I (2% : SO_LINGER /+41), Hfi: £, BRIAH: -
- =-1: KH;
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: Jl B EHEFN TCP_NODELAY & (Z%: TCP_NODELAY /+43), BRiAME: 0.
- 0: 22 TCP_NODELAY
- 1: [ TCP_NODELAY
o <so_sndtimeo>: [l E EEFH SO_SNDTIMEO &Il (&% : SO_SNDTIMEO 1}43), Eifi: ZFb,
ERIME: 0.
o <keep_alive>: [l B E#: 51 SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.

e JEREl: [0,7200].
- 0: 2% keep-alive jBE; (BRIA)
— 1~7200: FFf2 keep-alive Hifit. TCP_KEEPIDLE {f}y <keep_alive>, TCP_KEEPINTVL {i}
1, TCP_KEEPCNT {i % 3.
o Ayt <keep_alive> 7"%@( 5 AT+CIPSTART 4 <keep_alive> A, Z1EH
JERE M ARE . NRBFTAMSRIARE <keep_alive> B4, WIERIAM A K EEA(HE.

o EAT+SYSSTORE=1, i B H U 517%] NVS 43X

o TERCE SR TR, W VL khiE, UL G ol RER R .

+ SO_LINGER &3 A 23 I B kil . 9140 ic B SO_LINGER {4 60, )ﬂlJAT+CIPCLOSE A TEIL
AFE Xt TCP FIN AEM R, 2580 AT HZE 60 #2, M JciEm iy e 4. Fitk, SO_LINGER
BRI .
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« TCP_NODELAY ¥&%i i H T Fnt &/ IMEXS LR E R S i 5. JFRJE, LwIP 2 ik TCP ) %
ik, (HIRMEIMRR E, Sl TEATNSEEHEG. Hik, TCP_NODELAY A AR5 EAE .

* SO_SNDTIMEO %31 3& | T-AT+CIPSTART i 4K it & keepalive Z8010 W 37 5. FLEAETG,
AT+CIPSEND., AT+CIPSENDL. AT+CIPSENDEX fi S AeiZBINB Y, TiIEEEAER . X
H . SO_SNDTIMEO #i¥ it & H 5 ~ 10 #b.

 SO_KEEPALIVE #£5 id ] = 2l 5 AR 1 2 2 A W i 5%, 3% AT 1 TCP IR 55 2%
BRI . Bl E AL S, SHINESMG M4 58 . SO_KEEPALIVE B it & H A /N T 60
i

3.4 MOQTT AT #4145

N5

AT+MQTTUSERCFG: ¥%& MQTT ] F @k
AT+MOQTTLONGCLIENTID: ¥%'& MQTT % '3 ID
AT+MQOTTLONGUSERNAME: % & MQTT %t F F1 44
AT+MQTTLONGPASSWORD: & MQTT % [iti 351y
AT+MQTTCONNCFG: '8 MQTT 42 @ 14
AT+MQTTALPN : %8 MQTT [ ]2 MU IFT (ALPN)
AT+MQTTSNI: % MQTT IR 45 #a44 Frdgm (SNI)
AT+MQTTCONN: %3 MQTT Broker

AT+MQTTPUB: %1 MQTT JH & (FF7H)
AT+MQTTPUBRAW : %7 MQTT ji4 &,
AT+MQTTSUB: 7] MQTT Topic

AT+MQTTUNSUB: BT 5% MQTT Topic
AT+MQTTCLEAN : WiJF MQTT %3

MOTT AT 4432 5

MOTT AT 3.9

341 Ai¥

WYl BRIA AT [EOE SRR U R T A AT @id. AR EORTR 2 ESP32-S2 3215 MQTT M4, i H
1747 ESP-AT 142, {E55 TP TS TAR ks

e 28/ Component config->AT ->AT MQTT command support

34.2 AT+MQTTUSERCFG: &% MQTT H @tk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W

OK
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BH

o <LinkID>: 4Hi{{ 3 $¥F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AREGIUEF ) 5
: MQTT over TLS (#:4 server 15 ) ;
: MQTT over TLS (#24t client 3iF43) ;
: MQTT over TLS (#:5& server JIF 57 HEZE client 1E4) ;
: MQTT over WebSocket (5T TCP);
: MQTT over WebSocket Secure (E:T TLS, ASRILGUFF ) ;
: MQTT over WebSocket Secure (3£ TLS, #5& server 1E15);
— 9: MQTT over WebSocket Secure (3T TLS, #fk client iE1);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-57f HE2E client JIEf).
o <” client_id” >: MQTT & i ID, /K& 256 F7,
e <” username” >: {74, FT &G MQTT broker, fx KK E: 64 F17,
o <” password” >: #5fL . ] T-EGE MQTT broker, f KK JEF: 64 F77,
o <cert_key_ID>: jiF 5 ID, H i ESP-AT ¥ %454 cert iF 45, &%0H 0.
« <CA_ID>: CAID, HHul ESP-AT {{—%& CAHE, %080,
* <” path” >: PRYERKEE, HORKAEE: 32 5.

|
0NN WL kAW

o B2k AT fy &R K BN RRRE T 256 5277,

o WREAEH B COWIE, BThE M HAT+SYSMFG 4 3 # MQTT k1. R EMTREEAC
HES, 5% 4o fT £37 PKIBLE .

o GNHR <scheme> fLE M 3. 5. 8. 10, N TR ASIETA RN, WAELLAT+MOTTCONN fiy
AW ESP32-S2 EARERE 4wkt E] . (BR AR IEAT+CIPSNTPCFG 4 i & SNTP, FRH4
HIRFE], B 3EAT+CIPSNTPTIME? £y 425 1) 24 B i) . )

3.43 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID
Faunigy

yite:
B MQTT & P ID

A\ .
“ﬂ/?'

AT+MQTTLONGCLIENTID=<LinkID>, <length>

W i ¢

OK

>

ik R AT EHER I MQTT % i 1D, IS STT DA A P 1D, 24 AT 503110 % P i
ID KJFiKF| <length> 5, RMH:

OK

S8

o <LinkID>: {3745 link ID 0.,
« <length>: MQTT % /73 ID K. Jif: [1,1024],
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e

* AT+MQTTUSERCFG fip %t il DA E MQTT 73 ID, 35 27 [A] i 22 5l (4
— AT+MQTTLONGCLIENTID iy 4] DA SR B B I AT K (9% F 3 ID, R S AT+ MQTTUSERCFG
QA B2 IR
— WAESEAT+MQOTTUSERCFG J5 Fiii il AT+ MQTTLONGCLIENTID,

344 AT+MQTTLONGUSERNAME: k¥ MQTT %k 44
ik

BE MQTT I 44

[k

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W

OK

>

RIRmIR R AT EMEA LI MQTT P4, MEIFER DA A MQTT I P44, 24 AT B20c%I 1 MQTT
4 K J#iE%] <length> 5, &[H:

OK

SHL
o <LinkID>: 472 3% #} link ID 0.
o <length>: MQTT Jfl "4 K. Jill: [1,1024].
el
* AT+MQTTUSERCFG fip WA AR E MQTT I 45, —F Z M ZE 0l e 4 :
— AT+MQTTLONGUSERNAME 4] DAJH S35 BRI K (I P14, BRI AT+MQTTUSERCFG iy
K EZ R
— WAE B AT+MQTTUSERCFG J5 P48 Fl AT+ MOTTLONGUSERNAME ,

3.4.5 AT+MQTTLONGPASSWORD: #¥¥ MQTT %l %65

B WA

-t

Lyt :
B MQTT ##

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <
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OK

>

Eikm IR AT EHER G MQTT %0, B &nT DA A MQTT %14, 4 AT I3/ MQTT %14
KJEILF| <length> J5, &l

OK

o <LinkID>: 437{% % link ID 0,
o <length>: MQTT 23K )&, Ja/: [1,1024],
el
o AT+MQTTUSERCFG iy 4] DA & MQTT %6, 35 2 [A] ) 22 B 45 -
— AT+MQTTLONGPASSWORD T DAJH K33 BAR R K Y 85T . Pl AT+ MOTTUSERCFG iy A K-

FEAZRR
— WALV AT+MQTTUSERCFG )5 ¥4 Fil AT+ MQTTLONGPASSWORD .,

3.4.6 AT+MQTTCONNCFG: ¥ MQTT ZE4%)m 1k

)E’J

CEL A

i
BeE MQTT E#Jm 1k

Py -
“ﬂ/?\‘

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
—">,<lwt_gos>,<lwt_retain>

Wi i ¢

OK

e <LinkID>: 4Hi{{ % $¥# link ID 0,
* <keepalive>: MQTT ping #EHIHFA], B Fb. JER: [0,7200]. ERINE: O, SHHREINCH 120 7.
* <disable_clean_session>: %% MQTT jFHI &b, A X ZSHHELEEHESH MQTT 3.1.1
MY P Clean Session B75 o
- 0: fligEE 0.
- I B TE
o < Iwt_topic” >: g topic, FAKE: 128 F7,
o <” Ilwt_msg” >: 13I8 message, FAIKE: 128 F7.
o <Iwt_qos>: I8 QoS, SH AL 0. 1. 2, BRAE: 0.
o <Iwt_retain>: %S retain, SEAIL 08k 1, BHAE: O,

o HEIMNGAOH, NI EAT+MOTTUSERCEG
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3.4.7 AT+MQTTALPN: 8 MQTT 2% (ALPN)

BeE WA

Jyiig:

BCE MQTT 2 SR (ALPN)
[

’AT+MQTTALPN:<LinkID>,<alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">}

W

’OK

e <LinkID>: 47i{{37#F link ID 0,
 <alpn_counts>: <” alpn” > S5 4. Juf: [0,5].
~ 0: &% MQTT ALPN Jii
~ [1,5]: %% MQTT ALPN [ii' %
« <” alpn” >: FRFHFRSE, FR ClientHello 1) ALPN, H ] PAKEZ A~ ALPN FE B IR 5545

e
o BEIR AT o KIEN/NT 256 55,

o HA7E MQTT T TLS 5§ WSS i}, MQTT ALPN Bt A4 22430,
o WAEWE B AT+MOTTUSERCFG J5 54 il AT+ MOTTALPN

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-S2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

34.8 AT+MQTTSNI: ¥ MQTT JIlR55 2% #Friis (SNI)

Dyt
WE MQTT 554844 Fkdin (SNI)
[k

’AT+MQTTSNI:<LinkID>,<"sni">

Wi 3% ¢

[ox
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e <LinkID>: 47i{Y 3745 link ID 0.
o <” sni” >: MQTT RS # 436~ . 0] PAFE ClientHello HofFH & 3% B AR 5545

B
o BER AT i KIE/NT 256 5,

« HA1E MQTT BT TLS ¢ WSS if, MQTT SNI FBtA 2454
o WAEBLEAT+MOTTUSERCFG J5 54 Ji| AT+MQTTSNI ,

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-S2", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.49 AT+MQTTCONN: #:4$: MQTT Broker
iy 4>

Yytig:
P ESP32-S2 5 # EL #4219 MQTT broker

A

AT+MQTTCONN?

Wi i ¢

+MQTTCONN:<LinkID>, <state>, <scheme>, <"host">, <port>, <"path">, <reconnect>
OK

BeE WA

Jytie:
42 MQTT Broker

fir 4

’AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

W i :

[ox

¥

o <LinkID>: 437{¢ 4% link ID 0,
e <” host” >: MQTT broker 3844, fx K E: 128 &5,
« <port>: MQTT broker ¥ 11, FAiIT: 65535,
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« <” path” >: BERE, BORKAEE: 32 595,
* <reconnect>:
- 0: MQTT R HzhE . W MQTT @y 45 fq )UK, W TGk U A i 2 BB i vy 742
HREKIRAT+MOTTCLEAN=O fiy 2 TH A B, EHACE S, M EeE.
- L MQTT HHE, KIHFERZ NI,
o <state>: MQTT JIR7E:
- 0: MQTT RHJ1a1L
- 1: B EAT+MQOTTUSERCFG;
: B EAT+MQTTCONNCFG;
CIEBC T
D IR
- 5 ©iERE, (HARITH topic;
- 6: CiE#:, TITH topic.
e <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

|
A W

2 (RRERHIE ) ;
3: MQTT over TLS (#%5 server IE5) ;
4: MQTT over TLS (#Zfit client IF35) ;
5: MQTT over TLS (#4 server §IF 459 H3Z L client yET5) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (3T TLS, AKEHET);
8: MQTT over WebSocket Secure (3T TLS, #: server yIE5) ;
9: MQTT over WebSocket Secure (3T TLS, & client jIE5);
10: MQTT over WebSocket Secure (3T TLS, AL server iF 157 HAZ ML client 3IE15) .

34.10 AT+MQTTPUB: %4 MQTT i (45Hh)

i1 topic 7’;2%’ﬁ MQTT PP B . GRS AmH BRI EM R 2, Dl T HA AT KA
BI{E 256 F47, HE AT+ MQOTTPUBRAW 34>,

O e
iy

’AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain>

W

[ox

BH

o <LinkID>: 43i{7 %45 link ID 0,

e <” topic” >: MQTT topic, I AEKE: 128 FT5.

o <data>: MQTT F&FHEHE.

* <qos>: KAHER QoS, ZH 0. 1. 22, BIAE: 0.

o <retain>: %4 7j retain,

Bl

- B4 AT MoK BER BRI 256 35
AR \0, B LS, T AT+ MOTTPUBRAW %,
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il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+MQTTUSERCFG=0, 1, "ESP32-S2", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0 //_
KRB AH, FEERAFAEZEFER L.

3.4.11 AT+MQTTPUBRAW: ‘KAl MQTT i

v

A

A=)

fig:
il topic KA MQTT JH 5. . WERBAATH BRI EAXE D, ART B AT dr i HI{E 256
FHAT, WA DA AT+ MQOTTPUB 4.

s

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <qgos>, <retain>

Wi i3 ¢

OK
>

P > Fn AT HER R 8, BUI 0T DA AR, 488 KRB 240 <length> MY(EIT,
Bt .

AR, W AT 3R [0 :

’+MQTTPUB:OK

AR, W AT & Ju] -

’+MQTTPUB:FAIL

BH

o <LinkID>: 47i{¥ 4% link ID 0.

e <” topic” >: MQTT topic, fFAKJE: 128 F45,

¢ <length>: MQTT JH S 3, [ ESP32-S2 %8 iy i KK JE 32 2 W] F AR B
o <qos>: KTH{HEN QoS, ZHF#E 0. 1. 52, ERIAH: 0.

e <retain>: %4 7j retain,

3412 AT+MQTTSUB: iJ g MQTT Topic
A it 2

itk
EET] [T topic

AT+MQTTSUB?
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Wi 3% ¢

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB: <LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

A4

itk
1T H48 2 MQTT topic (Y38 E QoS, XHFTHZA™ topic (k2 SZHF11 1 10 4> topic) .

s

’ AT+MQTTSUB=<LinkID>,<"topic">, <gos>

W i <

[ox

2 AT 2 2T Y topic 1) MQTT RS, iR [u]:

’+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

F eI Fdid i topic, iR [H]:

’ALREADY SUBSCRIBE

S

o <LinkID>: 4Hi{{ 3 $¥F link ID 0,
o <state>: MQTT JIR7ES:

- 0: MQTT KWtH1k;

- 1: B HAT+MQOTTUSERCFG;;
. B AT+ MQTTCONNCFG;
DI E W
C BENLERE
C R, HARTTTH topic;

- 6: iR, CATH MQTT topic.
e <” topic” >: 1] topic.
o <qos>: ][R QoS.

|
DA W

ot TSR R A TR R MTU B S00 B R IS 4%, MQTT broker ARRI—2%THE., &4
RES WS N2 AN TH K 45 ESP32-S2 4%, At ESP32-S2 W REL N F| £ 4% +MOTTSUBRECY JH ..
* #7 ESP32-S2 ¥ 45H)— 2 MQTT {H ., HLIHE KA 1024 7735 (4145 MQTT 3k MQTT
B ) , WA HZ 4 +MOTTSUBRECY JH B BURY, AT AT R Ty U i MQTT Zenr X
PSS AN
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations >Default MQTT Buffer Size> 1460
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3.4.13 AT+MQTTUNSUB: Hii§iTFi MQTT Topic

BeE WA

Jyiig:

F P BUE T B4 E topic, AT UM A A4, PABGH T AN FY topic,
A

’ AT+MQTTUNSUB=<LinkID>, <"topic">

W

’OK

AT P % topic, IR |u]:

NO UNSUBSCRIBE

OK

o <LinkID>: 4HFi{{ % $¥# link ID 0,

e <” topic” >: MQTT topic, fAKJE: 128 F47,
3.4.14 AT+MQTTCLEAN: WiJF MQTT %4
BE WA

i
Wit MQTT 42, BRI

zs

’AT+MQTTCLEAN:<LinkID>

e <LinkID>: 4§ij{{ 7 #F link ID 0,

3.4.15 MQTT AT %5369

MQTT %24 A ERR CODE: 0x<%08x> JEXFT HI.

SEIRHER $EIRAD
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
TTU4kEE
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x2-ZFn
SEIRFER $EIxRAD
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_ WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT _DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT _MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
TREE:
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R2-ZIW
HHiRIEE B
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.4.16 MQTT AT it

o ki, AT MQTT @iy &ERHE 10 R INI L., {HAT+MQTTCONN 4o, Flan, anfikhis A
RE LM, Ay AAT+MQOTTPUB 4345 10 BRI, {HAT+MQTTCONN fis A5 M 4R AR TG LR
A BB 5 2T 22 W I ] FH SR S AR A 1.

o WIERAT+MQTTCONN J&3ET TLS %48z, MR arg iy a2 10 &b, ]G i s ) AR PR R T
Bm AL BRI AR

o 4 MQTT &M RT, £3E/8 +MOQTTDISCONNECTED : <LinkID> JH E..

o M MQTT E#:# LI, ©¥3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JHE .

3.5 HTTP AT #4145

o M43

o AT+HTTPCLIENT: %1% HTTP % Pk

o AT+HTTPGETSIZE: #FEt HTTP %JE K/

o AT+HTTPCGET: %}t HTTP %5

o AT+HTTPCPOST: Post &5 ) HTTP %z
o AT+HTTPCPUT: Put $5: £ B£fr) HTTP % f

o AT+HTTPURLCFG: % & /38K 1) HTTP URL
o AT+HTTPCHEAD: % /4% HTTP 53K

o AT+HTTPCFG: %'& HTTP & FUifil &

o HTTP AT 45427

Espressif Systems 118 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

351 e

o BOAMY AT [ {FSCRFIETTTH T AT AT Ay AR T 28 ESP32-S2 574 HTTP 5%, 1if H

/fj‘é’ﬁﬂﬂr— ESP-AT 142, {E45HA N E TRE B yk#%:

4 Component config->AT->AT http command support

3.52 AT+HTTPCLIENT: %% HTTP %) imissk

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">] [,<"http_reqg_header">][,<"http_reg _header">][...]

Wi i :

+HTTPCLIENT:<size>, <data>

OK

<opt>: HTTP & il K vk:
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE
<content-type>: %>R £l n S -
- 0: application/x-www—-form-urlencoded
— 1: application/json
— 2! multipart/form-data
- 3 text/xml
<” url” >: HTTP URL, Y45 <"host"> fil <"path"> ZHCHTN, RS HNBHE XMW
NSH
<” host” >: 48k IP #uhl,
<” path” >: HTTP j§4%.
<transport_type>: HTTP % | 'ifE sy, BOAMEN 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
<” data” >: 4 <opt> ;g POST #3K I, ARSHCHKiks: HTTP e 55 gy ¥ . 24 <opt> A2
POST #i§3KE, ENSEAFE (W, AFFEMAESRERAEXNSE).
<” http_req_header” >: W] kiEZ M RLAGNRESEL.

WRAL S URL B3RS S KBS E T 256 <777, W el AT+ HTTPURLCFG fip 2 i fit & URL,
IRIGA AT <"url"> ZEHEEREN ",

MR url SRS, HTTP % sl b?—F”Jﬂ]% host ¥ Ml path 80, 1R url SHA
W FFER O ZS | HTTP % Pl T host SR path 241,

HE L T A Y R BRI SCHRE HTTP % P din 2 (PRG35 ILESP-AT B) 1+ £5%) , {H 2 Al id A
THRMMH L Za4: . /build.py menuconfig > Component config > AT > AT http
command support, RFHIFWE (BFFIFH I A5 ESP-AT T.42),
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o ZMAANCEE URL EE ], FEARBUENIRSS #53R ML ASHS 301 R AMEE M) 53 302 (s
HEN) S BshBEERH URL Hudik. GmT DA A 28 T B AR BCE T ) 1Y 32 s URL, 2R )58
HZA LV E .

o WERALS <"data"> SHIWEE LSRR T 256 277, W HAT+HTTPCPOST 14 .

o BRE W ZM HTTP 53Kk, i AT+ HTTPCHEAD fii %«

il

// HEAD i 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET ¥# 3k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST iF K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", " /post",1,"fieldl=valuels
—field2=value2"

3.5.3 AT+HTTPGETSIZE: 0 HTTP HEj5 kb

v

H

N

IR

¥

2

A

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZFI/DN. B FA7, BRAME: 2048, FEH: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 37, BRIAME: 2048, JERE: [0,10240].
o <timeout>: [WZGHIN;. BAf7: ZFP. BRHAfE: 5000, JEFEE: [0,180000].

o <size>: HTTP &FFE /N,

e
* WARAE URL (R A an M KT 1 256 7Y, i Jofli FHAT+HTTPURLCFG iy % Hilid & URL,

BIEAR AN <murln> SHHEREN "
o QRGEARECE HTTP 355Kk, 15 AT+HTTPCHEAD fiy %35 E .

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

Espressif Systems 120 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

3.54 AT+HTTPCGET: 3l HTTP ¥iji

v

H

N

B

¥

v

A

=

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPCGET:<size>, <data>
OK

BH

e <” url” >: HTTP URL,
o <txsize>: HTTP LKEZAE /M. BAf: 05, BRIAE: 2048, Fifl: [0,10240],
o <rxsize>: HTTP UK /N, A 0. BRIAE: 2048, JEFE: [0,10240],
o <timeout>: ZGHART, Ff7: ZFb. BRHAME: 5000, JEEl: [0,180000].,

|
 WRAE URL (RS S I K L T 256 547, I 5EMNAT+HTTPURLCFG fis % Hilic & URL,

RAa L <murl"> ZHEHELBEN ",
o AREAEECE HTTP 3Kk, AT+ HTTPCHEAD iy QU H..

3.5.5 AT+HTTPCPOST: Post 5% K &R HTTP %4k

v

)E'\.

CELN A

ZE

AT+HTTPCPOST=<"url">,<length>[, <http_reg header_cnt>][,<"http_reg header">..<"http_
—req_header">]

Wi iV ¢

OK

>

Fi5 > Fn AT HERSFHCR 8, U T DA AR, 488 KA FI S8 <length> Y(ET,
fefITan .

Ay, MR :

’SEND OK

At AR, MR ] :

’SEND FAIL

S

« <” url” >: HTTP URL,
* <length>: 5 POST {f) HTTP Fffi K . KK BESET R G0 n] S BLAYHEZS (B /)
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 <http_req_header_cnt>: <"http_req_header"> ZEHIEE .
* [<” http_req_header” >]: HTTP #3K3k. Al Kk Mg KLAIRS -

W)
o QISFAL T URL i % A r &0 K BERE T 256 747, 5568 fIAT+ HTTPURLCFG fir 4 TRL# URL,
SEA A <murl"> SHEEREN ",

o ZAA M) content-type BRIAZEHLH application/x-www-form-urlencoded,
o HURGAECE HTTP #5kSk , 350 AT+ HTTPCHEAD fa 450

3.5.6 AT+HTTPCPUT: Put $5% K g HTTP %

By

15

N

R

X

=

AT+HTTPCPUT=<"url">,<length>[,<http_reqg header_cnt>][,<"http_reg header">..<"http_
—req_header">]

W i ¢

OK

>

FH5 > Fn AT HERRFECR D8, SR T DA AR, 4808 KA FI 280 <length> MY(EIT,
(SiBIR R

Atk s, MR E

’ SEND OK

Esxis PN V@B

’ SEND FAIL

e <” url” >: HTTP URL,

<length>: 75 Put [ HTTP B B . Fe KSR T R G0 T 4 B i e 23 A /.
+ <http_req_header_cnt>: <"http_req header"> ZEEE .

[<” http_req_header” >]: HTTP i3k, Al RixL M RLE RS2,

eALj|
o GNSRALE URL W35k an S K BRI T 256 =277, i 56 AT+ HTTPURLCFG i 4 Tl & URL,

IRIEAA W <"url"> ZHFHEEREN "".
o WEARGEAHRCE HTTP 353Kk, 5 H AT+ HTTPCHEAD i % & .

3.5.7 AT+HTTPURLCFG: 8/ HTTP URL
Ay

A
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’AT+HTTPURLCFG?

W

[+HTTPURLCFG:<url length>, <data>]
OK

A4

=N

A

AT+HTTPURLCFG=<url length>

W

OK

>

P45 > FOR AT fES I ECR DEdiE, BT ARIA URL, S8Ha KEAFI S8 <url length> [
{HI, RYLRE:

SET OK

ZH
e <url length>: HTTP URL K&, BAf7: Z7.
- 0: %[ HTTP URL it &

~ [8,8192]: & HTTP URL fii% .
+ <data>: HTTP URL %4,

3.5.8 AT+HTTPCHEAD: ¥:¥/4vily HTTP 5Kk

iy a4

=

O e
WA

AT+HTTPCHEAD?

W

+HTTPCHEAD:<index>, <"req_header">

OK

A

-t

e

=

AT+HTTPCHEAD=<req_header_len>

W i ¢

OK

>
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P > 2 AT HERSFEIC AT iy DB, AT AR A HTTP 355Kk (3R 3620 key: value JE
), MBI IELFSH <req_header_len> WYfHR, AT R :

+ <index>: HTTP 3Rk 1&5|MH.

+ <” req_header” >: HTTP i3k,

+ <req_header_len>: HTTP ifsR3LK T, Bfi: 597,
- 0: JERITACIRER HTTP 3Kk
- HABME: BE—ASHH HTTP 35Kk,

B

o RS —RK HAERE N HTTP ik k, HAIDAZKIEE, LHZAREK HTTP ik k.
o ARATAMER HTTP #53R 32 mrEry, —Hi%E, Frff HTTP iar A # & i X seioRk 3k .

o AREAVEE R HTTP 353Kk il key IR FIHE HTTP G A3k iy key HIE, WS4
Erd R E ) HTTP 5k 3k,

il

// % E#Fkk

AT+HTTPCHEAD=18

/1 EWE S FEE, MAMTH Range Wk sk, THRFEGH 256 7.
Range: bytes=0-255

// T # HTTP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32s2/index.
—html"

3.5.9 AT+HTTPCFG: ¥ HTTP % )1l

%

&E

AR
A

=’>

’AT+HTTPCFG:<auth_mode>[,<pki_number>][,<ca_number>]

W i <

[ox

BH

¢ <auth_mode>:

- 0: NAUE, W IEEIETE <pki_number> il <ca_number> Z4{(;

— 1: ESP-AT #2fit HTTP % ik 54tk HTTP Al 45 #%im CA k15455 ;

- 2: ESP-AT HTTP % ik A CA UE-F A5 HTTP [z 5528 v 1k 45 5

- 3: MHEINIE.
o <pki_number>: JEHFFHAKEG], WRAG—MIEBMAEH, HEN N0,
e <ca_number>: CA RG], R HBFE—14 CA, HENH O,
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e

o BN AT FEMF A 3 HTTP iE B ELE, R PAB M . /build.py menuconfig > Component
config>AT > AT http command support >AT HTTP authentication method [iEZY

RIS F
© A QRN SHCE LR,

HiE,

B OR ESP32-S2 4k HCE 24 Hif i [A] .

—HXE, g HTTP gk
* WSREHRGUT F RIS, BATRHE AL AT+SYSMFG fir4 8 HTTP GiE5. QR4
5% 4o fT £.37 PKIBLE .
o N <auth _mode> FlE N 2 803K 3, A TRERSZHRIEBAERIY, WHELELE
(,uﬂu RIEAT+CIPSNTPCFG 14 KB E SNTP, FRHCY HijH)

S

(6], %3%AT+CIPSNTPTIME? iy 4251424 FiH[a] . )

3.5.10 HTTP AT

B it

bR A O

HTTP 641

JAMAT+SYSLOG=1 J&, HTTP % i KA, AT Skl 5. iR risy

ERR CODE:0x010a7xxx

Horp 01 @ERARIRAT, Oa RAIHIIAT

AT 52T Y 45 5, Txxx ZE8 HTTP

BRI, WIR xxx &

HTTP bRE A 3 W, MIZRARIE HTTP RASHS s AW AT HTTP NI AT RIS . FRAH T
4y HTTP RESHS(E B, B2 EHS % RFC 2616) .

HTTP $&iRA8 (HTTP J{X75%9) | iitAA

0x7000 AR
0x7190 (400) Bad Request

0x7191 (401) Unauthorized

0x7192 (402) Payment Required
0x7193 (403) Forbidden

0x7194 (404) Not Found

0x7195 (405) Method Not Allowed
0x7196 (406) Not Acceptable

0x7197 (407)

Proxy Authentication Required

0x7198 (408)

Request Timeout

0x7199 (409) Conflict

0x719a (410) Gone

0x719b (411) Length Required

0x719c (412) Precondition Failed

0x719d (413) Request Entity Too Large
0x719e (414) Request-URI Too Long
0x719f (415) Unsupported Media Type
0x71a0 (416) Requested Range Not Satisfiable
Ox71al (417) Expectation Failed

0x71f4 (500) Internal Server Error

0x71f5 (501) Not Implemented

0x71f6 (502) Bad Gateway

0x71f7 (503) Service Unavailable

0x71f8 (504) Gateway Timeout

0x71£9 (505) HTTP Version Not Supported

3.6 RS AT A4
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o 43
o AT+FS: R SiH5AE
o AT+FSMOUNT : 3R/ RS

3.6.1 ¥

T BN AT F AR SR TT R AT frd. SR 9 BSP32-S2 S b RG M, iif T4
i ESP-AT 142, {ESH UM TR

e J3/ Component config->AT->AT FS command support

3.6.2 AT+FS: &% 8k

%

NI

AR
A

=’>

’AT+FS:<type>, <operation>, <filename>, <offset>, <length>

LT)VE
(o
S8
o <type>: HHI{LZ# FATFS
- 0: FATFS
¢ <operation>:
- 0: BRSO
- 1 BfE
- 2 B

- 3 SR

- 4 PR SO, B EIMCCRAR B 5%
<offset>: {mAgHbdil, (UEFFHEE HAERE
<length>: K&, (WA XHEEGHIERE

B

o Ko BEEESUERS . AT+FS U RGEAETE UG, AV AT+ FSMOUNT=0 iy 4]
O RS, RS RAM %3],
o ffi ANy A EE e 5% at_customize.bin, FEAN{E B 0] 22 ESP-IDF 43X 3% Fll4ofT § 2 L5 K.

. Eliﬁlﬁ%ﬂ’]kfuj(?kﬁiﬁjtd\ WL@%PT{CVE@@TE

* Yj <operator> N write B, RGEFNIATLJGIEIHATIRI] >, AR DA AZES R EE, 4L
PR M 5 <length> —F(,

il

/)M FEAS X

AT+FS=0,0,"filename"

/) EEANXERB A 100 XEN 10 FF
AT+FS=0,1,"filename", 100,10

Q)
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(£ L£50)

/) RNEAAX RSB 0 AR 100 FH

AT+FS=0,2,"filename", 0,100

/) B HARE T BT A X

AT+FS=0,4,"."

3.6.3 AT+FSMOUNT: #:3/#1# FS k&%

- .
BEE A
i

’AT+FSMOUNT:<mOunt> ‘

o] o <
[ox |
28
e <mount>:
- 0: ifEk FS X &R58
- 1 3 FS RS
B

o AT+FS SCPFRGHASENUR , STV A G AT+ FSMOUNT=0 s & EIBCCIE RS, FREHOK
i RAM %3],

il

/] FHAEXM AR

AT+FSMOUNT=0

/] FEHEREXHERA

AT+FSMOUNT=1

3.7 WebSocket AT #5245

N4

AT+WSCFG: Tt WebSocket 24

AT+ WSHEAD: %8 /%21 WebSocket 3K 3k
AT+WSOPEN : Zx10)/4]FF WebSocket %42
AT+WSSEND: [a] WebSocket %3 & & 5E
AT+ WSCLOSE: 4] WebSocket %1
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371 ¥

WP BUAR AT BEER ZH LT R A9 AT 4. IR 555 5 ESP32-S2 7§ WebSocket fiy4~, 1 H
174 ESP-AT 142, (e TP TE TAR HLERE

e |3 Component config->AT->AT WebSocket command support

3.7.2 AT+WSCFG: [it¥ WebSocket %

YL
23

-

[y

E:
4

=

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

o <link_id>: WebSocket %35 ID, i : [0,2], Bk 74 =4 WebSocket 4% .
» <ping_intv_sec>: %% WebSocket Ping [a]Ff. FAf7: #b. JUH: [1,7200]. BRIA(E: 10, BP: &fE
10 % 2%—¥k WebSocket Ping 41 .
* <ping_timeout_sec>: WebSocket Ping #AI}. BAf7: Fb. JLFE: [1,7200]. ERIAME: 120, EJ: 120 #
AU F| WebSocket Pong 41, W 3¢ P 4% .
o <buffer_size>: WebSocket S X K/, B : F7. JGFE: [1,8192]. BRIA(E: 1024,
¢ <auth_mode>:
- 0: NAUE, WRHTEFEIETS <pki_number> fl <ca_number> Z4{;
— 1: ESP-AT $#4it7% Pk bk 5545 i CA IE 150 ;
— 2: ESP-AT % ik A CA UE RAR T AR 55 A i U155
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WHRNAE—MIERAFH, HEN N 0.
+ <ca_number>: CA [R5, WHEILHG 1 CA, HEN KO,

o WA N AEAT+ WSOPEN 2 BT E:, H WAL,

o QUERGEAMER A CRUES, BATHIE M AT+SYSMFG fip % 558 WebSocket 1E+5 . AR AE Tiibe sk
HOMES, 3% 4efT #37 PKIGLE

o WA <auth_mode> FiE N 2 8 3, I TS ARUEB AR, 57 LILAT+ WSOPEN 4
B AR ESP32-S2 CARHEN M ETH E] . (0] AR AT+CIPSNTPCFG fip4 KBl & SNTP,  FREY4 i
WHE), K3EAT+CIPSNTPTIME? £y 4251 24w istia . )

o FHEINIERRBI: T TLS 44 WebSocket %35 (FAE%ER) .

il
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4096 FF
AT+WSCFG=0, 30, 60, 4096

// B E link_id 4 0 B WebSocket # H W Ping X ¥ W mA 30 #, BH 60 £, ZWHRK._

3.7.3 AT+WSHEAD:

P B /4% i) WebSocket i3k Sk

AT+WSHEAD?

Wi i <

+WSHEAD : <index>, <"req_header">

OK

v

¥

K

gy
4

Ele

AT+WSHEAD=<req_header_len>

Wi i :

OK

>

V=

Gt

> FR AT WER IR AT a4 DB, IUIHESTT DA% A WebSocket 3K 3k (3K 3k H key :

value

ERX), LEIRKE LR S <req_header_len> [EHA}, AT iR[A]:

|ox

* <index>: WebSocket 3K LAY E T {H-
+ <” req_header” >: WebSocket i#3K .

» <req_header_len>: WebSocket {E3R3LE, B :

- 0 WFHBEATA TR E R WebSocket 753K 3k .
— HABAE: BE - HTH) WebSocket 3K 3k .

|

+«

o RS —IR HBEE —1> WebSocket iRk 3L, (HAPAZIRILKE, XL A FEIF WebSocket 153K 3k .
o Ay A E ) WebSocket 13K f2 e /Ry, —HIEE, A WebSocket (1) iy S#B 2 17 X 21K

N
°

2N
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// % B #F kK
AT+WSHEAD=49

/1 EWE "> FEE, WA T # authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE5OTk6MTIzNDU2Nzg=

// 4T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.7.4 AT+WSOPEN: #rif)/¥IJF—1~ WebSocket ¥:42;

AT+WSOPEN?

M) v :
YA ERER, AT &[0

+WSOPEN:<link_id>, <state>, <"uri">

OK

MW BRI, AT 1R [0

OK

)E’J

S

iy

AT+WSOPEN=<1link_id>, <"uri">[, <"subprotocol">] [, <timeout_ms>] [, <"auth">]

Wi i ¢

+WS_CONNECTED: <link_id>

OK

4

ERROR

BH

o <link_id>: WebSocket i£32 ID, Jul: [0,2], Bk $r= WebSocket iz,
o <state>: WebSocket EREFIIRAS .
— 0: WebSocket B ]
— 1: WebSocket #E#: IEFEEIE
— 2: EL#57 WebSocket i,
— 3: it WebSocket Pong I B B RARAN 1%, IEFESRFEIE,
- 4: LB AR um WebSocket JEFAIT, TEFE A& 3% % PRI IR 5545 -
e <” uri” >: WebSocket ]2 55 25 UG — Y UEAR HAT o
« < subprotocol” >: WebSocket 71/} (2% RFC6455 1.9 #&7).
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» <timeout_ms>: 37 WebSocket JEHZHEAM A . BN ZFb. JEME: [0,180000], BRIAME: 15000,
¢ <” auth” >: WebSocket 54X (Z:% RFC64554.1.12 F545),

il

// uri HZH kB T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvVR1elD3eiVjgZ9VRiaV&notify_self"

PR Z 2% : WebSocket 17 .

3.7.5 AT+WSSEND: [i] WebSocket ¥E+% % 1% &P

XA

=

=

A

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

Wi i ¢

OK

>

iR m R s AT EE A AT port 3Es, BURE] DA AZHE , 24 AT 32003 /) B0 K B ik 3
<length> 5, HdE&Htin.

USRS R O AL i I BB, aR (] -

’ERROR

UREE e ), R[]

’SEND OK

S8

o <link_id>: WebSocket i£3Z ID, JulF: [0,2].
o <length>: BIEMBARKRE. B 9. AT RENTRKKEHAT+WSCFG W) <buffer_size>
{EIZ 10 FIZRGEA] 4 Be i s (R NS R PeE - (BORAS T/ IMA) «
» <opcode>: k3% WebSocket i 1 {4 opcode. Ji [ : [0,0xF]. BRIAME: 1, B text i, iF S RFC6455
5.2 BT TR £ opcode.
— 0x0: continuation i
— O0x1: text I
— 0x2: binary i
- 0x3-0x7: FHE IR SR H
— Ox8: 4z KA
— 0x9: ping i
— OxA: pong M
— OxB - OxF: S Hg 45l &
o <timeout_ms>: K iEHIRTEIE]. BALT: ZAP. JEE: [0,60000]. ERIA(E: 10000,
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3.7.6 AT+WSCLOSE: 3:[i] WebSocket 4:$2%

v

BEE A

XF

v

A

=

’AT+WSCLOSE:<link_id>

W i <

[ox

S

o <link_id>: WebSocket i£32 ID, Jul#: [0,2].

il

// %M ID 4 0 B WebSocket i# ¥
AT+WSCLOSE=0

3.8 faAMEA AT a7 %

.« 2B
e AT+FACTPLCP: K%K PLCP s/ PLCP

38.1 54

s BOARY AT R SR U0E T BT AT fivd. APREORTE 2 ESP32-S2 S#F4- M4, i A
Fr4miF ESP-AT 142, {Esf AT e T AR B %

* #Jf] Component config->AT->AT signaling test command support

3.8.2 AT+FACTPLCP: )% PLCP gfiji PLCP

- .
wE WA
Wi

’AT+FACTPLCP:<enable>,<tx_with_long>

W i ¢

[ox
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e <enable>: = H/25H FahlHE

- 0: B FhELE, KA <tx_with_long> Z4UMIBRIAE:

- L JHHThEE, AT &i%R) PLCP KA T <tx_with_long> Z4f.
» <tx_with_long>: %% PLCP u%3 PLCP:

- 0: Ki%k% PLCP (2RiA);

- 1: %% ¥ PLCP,

3.9 kg AT 4

* N5

o AT+DRVADC: Bl ADC i#E1H

o AT+DRVPWMINIT: #JHa4k PWM B 5h5e
o AT+DRVPWMDUTY : & PWM 5251
o AT+DRVPWMFADE: #%'& PWM Y45

o AT+DRVI2CINIT : %154k 12C EHLEKE]
o AT+DRVI2CRD: BEE 12C ¥

o AT+DRVI2ZCWRDATA: B A 12C ¥ ¥

o AT+DRVI2CWRBYTES: B AN#ET 4 351y 12C $id
o AT+DRVSPICONFGPIO: Tii'& SPI GPIO
o AT+DRVSPIINIT: #]1&4k SPI FHLEKZ)

o AT+DRVSPIRD: 25 SPI %4

o AT+DRVSPIWR: = A SPI ¥

391 ¥

B BOAM AT [P SRR LT N AT fydo WG 2 ESP32-S2 SCRFIRE S, 5 HAT2% %
ESP-AT 172, {5 HCE TA HLkd:

* 3/ Component config->AT ->AT driver command support

3.9.2 AT+DRVADC: i#Hl ADC i

Bra

-t

e

AT+DRVADC=<channel>, <atten>

W

+DRVADC:<raw data>

OK

e <channel>: ADCI jHiH.
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o ESP32-S2 ¥ £ M HUE T 4 10,71,

it

B

GPIO36
GPIO37
GPIO38
GPIO39
GPIO32
GPIO33
GPIO34
GPIO35

\]O\MLWND—O@

o <atten>: TEJH{H.

« 0: 0dB FEy, ARMEEHEIA [100,950] mV.

e 1:2.5dB 380, A0S E Y 1100, 1250] mV.
* 2: 6dB B, AN ETEE [150, 1750l mV.

o 30 11.dB 2k, ARMEER A [150, 2450l mV,

o <raw data>: ADC iHiE{H.

« ESP-AT H 37 ADCI.
o ESP32-S2 4% 12 (G5,
o ST UM RHEEEE SO E, 7TPAS% ADC i,

il

// ESP32-52 # & WEH 0dB EM, A& MEE E A [100, 950] mv
// B JE % 2048 / 4095 * 950 = 475.12 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.9.3 AT+DRVPWMINIT: #)isik PWM Big)5s

=

=

’AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC SERt2afisR, BA{i: Hz, Ji[fl: 1 Hz~8 MHz.

o <duty_res>: LEDC il 525 e, iR 0~20 (.

 <chx_gpio>:LEDC j#iH x i % GPIO. fl &, {48 % GPIO16 1 kil 0, 1% B <ch0_gpio>
4 16,

Espressif Systems 134 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32s2/api-reference/peripherals/adc_continuous.html#adc-continuous-read-conversion-result
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

e

o ESP-AT & hE 15 4 014,

i HAGAMBE MW EERNEERE T HE PWM @&y 4 (WAT+DRVPWMDUTY
%anmwmmwm“Z&EMLﬁﬂwuW%@R@%%Tﬁéﬁ@ﬁwmwmwmmmw
a4 HBE S EUOX PNl E R PWM 543
o SRR 2 A R A Eghuwhﬁ$ﬂ5§%ﬁ%$iﬁﬁﬁo

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 NM#EHE, M EXH 5 kHz, G o #ER A
~13 fr

AT+DRVPWMINIT=10000, 10,17 /) Rt E 0, MEH 10o

~kHz, G2 bo#EEHh 10 1, ¥ PiM X H A RERE —1EH

3.9.4 AT+DRVPWMDUTY: ik%¥ PWM %5k
At g

A

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>]

* <duty>: LEDC jliifi 52310, i : [0,2 =P

B

* ESP-AT {2 HE (4 4 ANliE .
s O MMEEICHRE S, HIRER%S A

il
AT+DRVPWMDUTY=255, 512 // R EHEHE O BERA 255, HWEEHY 1 WA KA 512
AT+DRVPWMDUTY=, , 0 /) REEHERE 2 ERbH 0

3.9.5 AT+DRVPWMFADE: ¥ PWM i
e

e

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_
—time>]

W i :
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OK

o <target_duty>: HAR#AS 525, JEEl: [0,2 duty-resoluton_jp
o <fade_time>: WA, ML ZFP,
e

o ESP-AT HZ e 4 .
o FHANHIELFEINE <target_duty> fll <fade_time>, HIEHMKEIHA],

hil
AT+DRVPWMFADE=, , 0, 1000 /) ER—AEHEEREE 1 WS EREES O
AT+DRVPWMFADE=1024,1000,0,2000, // fEf — @ EE#EE 0 B b & E Ao

1024, WAHHHEKEEYE 1 S EFHEA O

3.9.6 AT+DRVI2CINIT: &4k 12C PR =)

B
s

’ AT+DRVI2CINIT=<num>,<scl_io>, <sda_io>,<clock>

W

[ox

S
o <num>: I2C 55, R 0~1. WRREEGHMSE, AT FAWIH0IZ 12C 5m .
» <scl_io>: I2C SCL {51 GPIO =,
e <sda_io>: I2C SDA {51 GPIO =,
o <cock>: FAHUETHY 2C BppMA, Hfi: Hz, f{KfH: 1 MHz,
e

o Ay A 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // ## . I2C0, SCL: GPIO25, SDA: GPI026, I2C.

LB M E: 1 kHz
AT+DRVI2CINIT=0 // BUH 12C0 #7144 AL
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3.9.7 AT+DRVI2CRD: il 12C ¥ci

v

BEE A

N

v

A

=

AT+DRVI2CRD=<num>, <address>, <length>

W i <

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C 115, JaRE: 0~ 1,
o <address>: 12C MHLi% £ HHE
— 7 {iHudlk: 0~ Ox7F;

— 10 fiidhlk : 55— DA 1111 0XX, H i 5 W7 XX 2 10 {7 bk i 55 s . Bl
n, andk 10 [zl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b’ 111101011111111),

o <length>: 12C HPEKE, Jul: 1~2048,
» <read data>: 12C %\,

B
o 12C kg i [l —Fb.

il

AT+DRVI2CRD=0, 0x34, 1 // I2CO M M i 0x34 4 B

&

1 F%F
AT+DRVI2CRD=0, Ox7AFF, 1 // I2CO0 M 10 frH# 3k Ox2FF BB 1 FH H HE

// I2CO L H it 0x34, FHFHEHH 0x27, B 2 FF

AT+DRVI2CWRBYTES=0, 0x34,1,0x27 // I2CO0 % B & & ik 0x34. F7F B A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO T HH 2 FH

3.9.8 AT+DRVI2ZCWRDATA: A 12C ¥4

B WA

-t

=

A

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W BRI, A GRS ANEDE, SEIRRE SR E KER, BlRfemITis.

FRE A Ry, R [

OK

AR R R, R [ -
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ERROR

o <num>: 12C imHS, JEH: 0~1,
o <address>: 12C MHLik £ Huhl
— 7 fuHbhlk: 0~ 0x7F;
— 10 fizdk - 55— AT LAMLE 1111 0XX, H i )5 WAL XX 10 A7k i 55 i 7« Bl
i, and 10 f7HhE A Ox2FF (b’ 1011111111), B2 i Atiht 4 0x7AFF (b’ 111101011111111),
o <length>: I2C {5 K&, JLHE: 1 ~2048,

|
o 12C kg [l —#b

il

AT+DRVI2CWRDATA=0,0x34,10 // I2C0 B A 10 F ¥ ¥ F H 4 0x34

3.9.9 AT+DRVI2ZCWRBYTES: G A f#ink 4 = 1ing 12C il

B
CEE

’ AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

W i <

o <num>: 12C iS5, JEHE: 0~1,
o <address>: I2C MHLixX45HbALE .
— 7 {iHsdk: 0~ Ox7F,
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A i 5 A7 XX 2 10 A7k i 5z i 9 7
i, ansk 10 izl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b” 111101011111111).
o <length>: fF5 AN 12C <A, Jul: 1~4 575,
o <data>: Z% <length> I{EKEFREIE, JEHE: 0~ OxFFFFFFFF,

B
o 12C kg g [l —Fb.

il
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AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH HIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ HE 0x1234 F 10 L Hy 4k

// TI2C0 B My 0x34., HHF B I 0x27, HiEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.9.10 AT+DRVSPICONFGPIO: fl¥i SPI GPIO

v

H

N

B

¥

A

=

’ AT+DRVSPICONFGPIO=<mosi>, <miso>, <sclk>, <cs>

W i <

o <mosi>: FHMALES XM GPIO 4

o <miso>: FAMMEEXIY. GPIO E /), A, EHi-1.
<sclk>: SPI 40 E5XF N 1) GPIO & 1 .

<cs>: EBEMHLAIE S X GPIO &R, AR, EA -1,

3.9.11 AT+DRVSPIINIT: #Ji&4k SPT P19z

=

,/?\:

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

o <clock>: Wb, 4085i%0h 80 MHz, BAfv: Hz, fH K/H: 40 MHz.
e <mode>: SPI i, Jull: 0~3.
o <emd_bit>: BB RIEIAGIEL, JER: 0~ 16,
* <addr_bit>: HihEFTBAEIAGEL, TR 0~ 64,
e <dma_chan>: j#ijf 182, A7 DMA BHn] 4 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
+ 0: Jef%4 MSB (BhiA )
« 1: Jei%Hy LSB,
— bitl:
+ 0: Szl MSB (BKiN);
« 1: ezl LSB,
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e

* it SPI Wl tfik Hiffic & SPI GPIO.

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI M 4F: 100_

wkHz; BRA: 0; # AN BEf LN BEBRACEE A 0; FFEF pva; LEHmF Kk LSB
OK

AT+DRVSPIINIT=0 // & SPI ¥ %

OK

3.9.12 AT+DRVSPIRD: P10 SPI %

Bria

-t

e

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i ¢

+DRVSPIRD:<read data>
OK

o <data_len>: fF2HAY SPT A E, JUEEl: 1 ~4092 3y,
o <emd>: e, BRKERH <cmd_len> ZHE .

o <emd_len>: ARAGE AT, JER: 0~2 575,

o <addr>: A Hbdl, HHEKEH <addr_len> L E.
o <addr_len>: ZARfGHPHUBEK R, JERE: 0~4 FAY.

st

« #MT DMA, <data_len> S AES L E IR 64 5775

il

AT+DRVSPIRD=2 // & H 2 F ¥ % i
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ H I, <cmd> #} 0x03, <cmd_len> # 1.
o ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD:ffff

OK

3.9.13 AT+DRVSPIWR: % A SPI %44

v

7

XF

R

EBH
%

Ele
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AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

Wi % ¢
M <data_len> BEMEART 0, AT K[H:
OK

>

e BRI RS, A GRS AR, SRIRARISEIRE KL, BRIt
R, AT R [H]:

’OK

Y <data_len> ZHUfEN O W, BED AT HtLhanSRisthht, Atk SPI &, SR AT & u]:

e <data_len>: SPI#{##K )&, JiE: 0~4092,

o <emd>: frHHE, BIEKIEH <cmd_len> ZEKE .
o <emd_len>: ARAEE G, JER: 0~2 575,
o <addr>: fydHibk, HiblbKEh <addr_len> L E.
o <addr_len>: ZARAfGHPHUBEK R, JER: 0~4 FAY.

(]

« HAMI DMA, <data_len> ZHRKREEBUE Wi AE N 64 F1Y.

il

AT+DRVSPIWR=2 // B N 2 F % K#E
OK

> /] TR AT R
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B X 0 F ¥ $# 4, <cmd> # 0x03, <cmd_len> % 1.
o W, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK

3.10 Web JIR55%% AT Wi %

* N2
* AT+ WEBSERVER: J3 f/%% fif ik Web IR 552500 & Wi-Fi %4

3101 A&

T WA AT R SCRRIL R R0 AT 4. ISLAS7EEE ESP32-S2 5045 Web it 28t 4, 5 A
74i% ESP-AT T42, 785 AT TR HLERE
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* |3/ Component config->AT->AT Web Server command support

3.10.2 AT+WEBSERVER: B HI/Z8 M ik Web JIiR 55 2idE Wi-Fi ¥4

Faunigy

LT

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

Bl

<enable>: |5 H/25 | Web IR %25 .

- 0: 254} Web Hﬁ%ﬁ%?ﬁi*ﬁ?&ﬁﬁ?

- 1: J5H Web 4548, 20T DA 3ol fs sl 8 ) Wi i B Wi-Fi 1345 5.
<server_port>: Web R4 #5115,
<connection_timeout>: &R RBIIE] . BAL: Fb, JEE: [21,60].

o AR AR Web flz 55 23 BT 5 00 HIML SC{F. —Fu@ 61 FAT SCPFRSE,  BEIEaR 25

il

ATFS fip4. J3—F il i A SCHRA7iE HTML S0 (BRIASEE )

ERIAT) HTML 3428 index.html o G1ARFE L H & L HTML SCH) R s N Elc s 305, W E 4
BUCZSCARI] 5 AR TR EE A L HTML U e Ngs (B $m—A7 B ), TGERFRZEX R
WO AS 4 at_web_server_cmd.c

5 1 PR Y socket ) B KA H ASBE/NT 12, £50T PAYE menuconfig HH i B LTI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GE M
FIRE (B3R A miF ESP-AT T42).

AT [EEBIAAR SR Web lR554% AT fird (S 30 see ESP-AT B 1+ £ 3¢ ), {HAA] PATE menuconfig
i B Y Web IR 5528 AT fiy% . /build.py menuconfig > Component config > AT >AT
WEB Server command support, AEEHMHIFLE (% R Rib%iF ESP-AT 1.42).
ESP-AT 7£ ESP32-S2 Z %1 #5845 1 S5 41 ] P (captive portal), 1531,

L IR ] 25 Y Web Server AT =17 ,

ZE RIS IR, JEAYi55% at/src/at_ Web server_cmd.c,

TS 4o fT L, OTA 28 FREUEZL OTA 5%

B R web M4 #, smv 80, BEAEEHAHEE 50 B

AT+WEBSERVER=1, 80, 50

/1 R web M4 #
AT+WEBSERVER=0

311 H P AT %
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25

AT+USERRAM : :4EF P23 RAM
AT+USEROTA: 4455 URL FF4% [ 14
AT+USERWKMCUCFG: #'8 AT Mifig MCU Byt &
AT+USERMCUSLEEP: MCU #5/R H C HEIRIETS
AT+USERDOCS = # [ {45 1 FH P SORY e

3.11.1 #v4j

T BRAKY AT PSRRI ST FIOTA AT 654, ARLGORTE S ESP32-S2 S5l i, i B340
i% ESP-AT 142, FES5 T b0 EE T 7 HE R

e #2/f] Component config->AT->AT user command support

3.11.2 AT+USERRAM: ¥ P4 RAM
Ay

Dy
LI 1] 2SR RAM R

[

AT+USERRAM?

Wi % ¢

+USERRAM: <size>

OK

BeE WA

ifig:
OBl B 5L R, BUH P RAM 45|

AT+USERRAM=<operation>, <size>[, <offset>]

W

+USERRAM: <length>, <data> /] RERE®BAEN, fT4HAXANEE

OK

¢ <operation>:
- 0: B F RAM %3]
1: 43ECH F RAM =5 i]
2: [ H P RAM ¥l
3: M FTRAM 3408
4: JEBRH P RAM _E Ry
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o <size>: /SR T RAM K/
o <offset>: 32/5 RAM e s. BRil: 0

Bl

o AHFEPATAEAT HAL EAE 2 B4 B P RAM %50H]

* ¥4 <operator> Nwrite B}, RGEUILEINALIEIEMITRE >, T DU A S WEdE, 3
WKW 5 <length> —F(,

* Y4 <operator> N read Wi HKJE KT 1024, ESP-AT &PAFRFEMEAZ R IIE, MRS RS
AT 1024 F 83, B2 PA \r\nOK\r\n %55,

il

// 4 ® 1 KB fl P RAM % i
AT+USERRAM=1,1024

// B RAM Z A FHMLEE AN 500 FHHE
AT+USERRAM=2, 500

// K RAM E JE g 100 LEEH 64 FHHE
AT+USERRAM=3, 64, 100

/) BEFA P RAM Z
AT+USERRAM=0

3.11.3 AT+USEROTA: i+ URL T2k

ESP-AT fEiafTi}, JHEI45%E URL ERYHE (.

T+ 3] URL $i5 5 AR [

Py
A

AT+USEROTA=<url len>

Wi 3% ¢

OK

>

Eadm IR AT BRI URL, JERHESHT DA AL URL, 24 AT i3 URL KJEIKF] <url len>
Ja, il

’Recv <url len> bytes

AT i EIMERZ )G, THGd TG . RIS, &[0

’OK

RS R TR M, R )
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ERROR

o <urllen>: URL K&, HfH: 8192 F¥F

st

o T PAM GitHub Actions 2. 2 FTEEH OTA {4, 0] DA F5% % ESP-AT 142 M i r 8By
OTA [,

e OTA [&f4/ build/esp—-at.bin.

o TR EE BT R 28R B o

o QRIS ZAAESBOT R R, AT $5iR 9] ERROR, 555 F— B[] FH .

o REWHARBHHA . BFRHRASAFE—CERARAEN S, E2I0EET, R ERRFEARE|
IHARAS, AR YR B O B T ik D Ge .

o HUWTIR AT FF)E, WM AT+RESTORE R ) HE .

e AT+USEROTA % §¥ HTTP #l HTTPS,

o AT 4t > PR, BRI ERR AN TR B AT TR 3L, AR AFITT45RE (CR-LF),

* Y4 URL 34 HTTPS B, ANE SSLAIE. WIHREK SSLIAE, Bt 5174 1 PKI SCAAR R RFEAT]
TEEIR R XA, 2 JGHE AT+USEROTA Ay & SL AR gk k45 %+ T PKI U1 5% 4o
T 47 PKI ie 5. %} AT+USEROTA 54, W% ESP-AT TR MLY% USEROTA.,

o HSFE 4T, OTA FH2R FIE L OTA mid.

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.114 AT+USERWKMCUCFG: ¥ AT Wifii MCU ¥y d &

WA AR AT QUTHE MCU [RARAS, AR, AT ANfT1EE MCU,

o 24 MCU 2 ERIPIRES, AT B E 30 MCU REsdE, ~a kLM EE .
o 4 MCU SEHEIRFPIRES, AT #E#5n) MCU F:8h Ak 8damt (Fah Kk B dE MESP-AT F 8.4k %
FE XA ) , AT &g &AM (E S5 AR 5E . MCU g i ol & 1 i o 25 1 PR (5 5

s

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>, <delay time>[,
—<check mcu awake method>]

W

OK
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* <enable>: 5 ] 4% MG EMC AL
- 0: ZEHIMifiE MCU B &
- 1: {fiEEMeE MCU fil &
o <wake mode>: MifiEfz,
~ 1: GPIO it
— 2: UART Wifif
* <wake number>: ZSHINE LT <wake mode> WfH.
— MR <wake mode> 2 1, <wake number> fQFEMEEE M GPIO %45 . SR IERL B
W R S A A B i, A5 I FR 2 P R A AL
— R <wake mode> J& 2, <wake number> fUFEMLEE UART 455 . Mui L4 1, BId:
UART! i MCU.
o <wake signal>: ZZE1 = LT <wake mode> [H{H.
— WHR <wake mode> 2 1, <wake signal> fUFEMLEEHF,
+ 0 fIRH~F
1
— R <wake mode> &£ 2, <wake signal> fUFEMLEEFT, JEHE: [0,255].
o <delay time>: f{ KZERFITA]. B ZFP. JEHE: [0,60000]. ZSEHE LT <wake mode>
I
- N5 <wake mode> & 1, WfE <delay time> MAEP, FF—EHIREF <wake signal>Hi P,
<delay time> 3|5, W%E <wake signal> Hi°F,
— R <wake mode> &2, NSZRI% % <wake signal> Fr, #AZGFEHIEN .
o <check mcu awake method>: AT k& MCU 2& A TR SE LR ZS o
- Bit0: @& JF /5 5 AT+ USERMCUSLEEP iy 4[] 2 Jk . BRIATT 5 - B : Y | AT+USERMCUSLEEP=0
fr4, 455 MCU Ji5k; Iic#] AT+USERMCUSLEEP=1 4, #5712 MCU JEHiE.
- Bit 1: I S5AT+SLEEP=0/172/3 iy 5 86 . BRINEE A . Bl i3] AT+SLEEP=0 154, &
S MCU 3% 3 18] AT+SLEEP=1/2/3 4, 4575 MCU i
- Bit2: @G Jf)5 <delay time> ME/FHE/ MCU AR RE. BRIAZEA . Bl ZEHIR, delay
time J5, 88 MCU RBERR; {HfERT, delay time J5, F57x MCU €.
- Bit3 (ZARLEHM): ZEIF/H GPIO F5/Rm MCU BEEIIfE. BRI SCHE.

B

o MW HFEEME K.

* KRR AT 1] MCU E 8l ZEBHRHT, 2k EE S B ASRF, <delay time> WHE| T2 )5
BB GREE . MR 2 BALE MCU ML REes.

o MMHAE <delay time> ZFZHi, AT Y% <check mcu awake method> H F{F & MLEEF (4,
ST BRI B BRAS . IS5 FF <delay time> WG, & HINHREERE.

il

/) fEH%E MCU BLE . Sk AT | MCU £ # K#EW, 244 A wi-Fi #H# GPIO18.
~EH, W T%E MCU, REKFERT 10 £.

AT+USERWKMCUCFG=1,1,18,1,10000, 3

// BB McU BE
AT+USERWKMCUCFG=0

3.11.5 AT+USERMCUSLEEP: MCU 57 [1 CLIEMGIR A%
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TEAT+USERWKMCUCFG 41 <check mcu awake method> BitO Bg &L, i A<a4Est. 1

T4 AT 2417 MCU [BEIRLIRAS .

.
"Il/?\‘

’AT+USERMCUSLEEP:<State>

W i :
’OK
28
* <state>:
- 0: $57~ MCU [k,
— 1: ¥8/8 MCU JEIR .,
ZN ]

// MCU 4 41 AT ¥ ®] MCU P 3k
AT+USERMCUSLEEP=0

3.11.6 AT+USERDOCS: 2 ify [ 1%f w2 s SO ik

i A

i

AL 2 BT IS AT RS Y AR A3 SO P SO -

AN .
“Il/?\‘

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

S

o <” enurl” >: YL CRYEERE
o <" cenurl” >: ISR EEEE

il

AT+USERDOCS?

—html"

OK

+USERDOCS: "https://docs.espressif.com/projects/esp-at/en/latest/esp32s2/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32s2/index.
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SR ZUE BN iy Z BIC R EEPA T AT, TR AT i) — L8 RAF R

AT 4% ??4%
HHAZ SR FE flash F o4y AT 404

AT % 8.
AT B £

312 AT &Kk

] AT fip A DU FpE iy :

B3] HEER ViR

MR A AT+< A2k >=1 Arif) i A B N RS B L EUE T
i) AT+< A 545 >? P EEEEY

WHE M AT+< AiF 5 >=<--> WEH P HE XS, Hfisfrmd
PATImS AT+< iy 24458 > ZfT I P E E XS B m A

o NRfisk AT P& ER IR 4

o S EEASE, METH SRR SRR S

o RIES <> WIS DAE I .

o HES [ WSETOAERS, ANEEHEHEAME. BN, B1TAT+CWIAP fin SHE S Le 240

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o VBEBSEGUA SEERER, DWAEH ,, DU,

’Z—\T+CWJAP:"SSid", "password",, 1 ‘
o ARG S FRFARSE, -

’Z—\T+CWSAP:"ESP756290","21030826",1,4 ‘

o BEIRTFAFRNER SCAbB, M uTESss AR,
-\t BB,
-\, BES, EESEINIE S o L.
- \": B SOWES, FRTARSENG 5 IRTFEE L.
- \<any>: # ¥ <any> F4F, EDA@FH <any> FLF, AMEH BT,
o HUH AT v A IR PR Bk X, He sy ORRHE L. B, AT a4 14T E) > SR A B
B, IR AN TR B

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

AT %Aéﬁﬁjﬁi}\i)ﬁfﬁﬁ 115200.
B4 AT G2 1K EER VI 256
AT i PAFTT (CR-LF) 453, FﬂM% EII LW IRCEN BT,
AT fip 25 RARD Y & X% W AT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_index

313 SEAG BIRAAAE flash Py AT 454

PAR AT i S ECE SO IR 2R AATE flash (1 NVS I, BIERIE, S EBEM.
* AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
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e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Ha M SEOES R B R A2 flash W] DAEBISAT+SYSSTORE fir R ME, BAGES W a1
e

i ATy WS HRAE, il NVS SRy . L, WeRar S IEMFE N SEE, MASEA
flash; QRAFSEEAF K SEAE, fash A PIHE .

3.14 AT 55

M ESP-AT iy 4t 1% [0 ) ESP-AT 5 S A PRI . ESP-AT Wiy (#2)) #1 ESP-AT JH 24t (£3h).

- ESP-AT Wil (¥3h)
551 A BSP-AT fp SFERIINALE, 5 F %% ESP-AT o A RHTFER . MR AISRS — 4

BUbIRIE OK B(# ERROR.

2 3: ESP-AT W%/

AT Nz 1t He

OK AT AL 525, &[] OK

ERROR AT i S E R T R b & A

SEND OK BB k2% 8t Wk (4 X FAT+CIPSEND
MAT+CIPSENDEX fir %) , HARFEHEC & K3
X} S

SEND FAIL ] B WA K 2 B i kA R (8T X FAT+CIPSEND
FIAT+CIPSENDEX f54)

SET OK URL B4 WMIhik s (1% FAT+HTTPURLCFG %)

+<Command Name>:. . . AR AT ay A0 PH4E R

« ESP-AT W BR45 (F3h)

ESP-AT 4045 R4 PR S BH B .

% 4: ESP-AT 3 545

ESP-AT 2R E iRA

ready ESP-AT [# {12 & 1E w5t 4%

busy p--- RO, IEAEALPE E—Jk S, ToIRAL RS
) fig 2

ERR CODE:<0x%08x> N[ i 2 1 e i A

Will force to restart!!! DANESEI RN

smartconfig type:<xxx> Smartconfig 278

Smart get wifi info

Smartconfig £\ #xHX SSID #1 PASSWORD

+SCRD:<1length>,“<reserved data>“

ESP-Touch v2 © 3k A & IR

smartconfig connected wifi

Smartconfig 52, ESP-AT &\ i##:%] Wi-Fi

WIFI CONNECTED Wi-Fi station $% 1 £ 1% 2] AP
WIFI GOT IP Wi-Fi station 3% 1 & 3K B IPv4 HihE
WIFI GOT IPv6 LL Wi-Fi station 332 1 E 3R B IPVO FE A HiHb
WIFI GOT IPv6 GL Wi-Fi station 3% 1 &L 3B IPv6 4 itk
WIFI DISCONNECT Wi-Fi station 32 112, 5 AP WioF &
+ETH_CONNECTED DA 42 1 B 1% 422
+ETH_GOT_IP DA 2 11 23K TPv4 il
+ETH_DISCONNECTED DA 422 11 B W T
[<conn_id>,]CONNECT ID 34 <conn_id> MMZEEEC 2. (BRAE
#LF, ID K 0)
[<conn_id>,]CLOSED ID 4 <conn_id> MIMIZEIER T M (BRI
LR, ID K 0)
TS
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Chapter 3. AT Ay d4E

R4-Z2IW

ESP-AT HEHE

iR

+LINK_CONN

TCP/UDP/SSL &R 1E4015 2,

+STA_CONNECTED: <sta_mac>

station &5 R%| ESP-AT 1 Wi-Fi softAP $2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP 32 [145 station 43fii IP
Hodk

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% [0 1% 1% 3
W I

>

ESP-AT IEZES 15 FH P A5

Recv <xxx> bytes

ESP-AT M iy % 0 11 E 42 IR <xxx> F7

+IPD

ESP-AT ¥4k Z B0, CUCEIR B 45T
Bl AT B
- R’ AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] El: +1PD,
<length>
- <) AT+CIPMUX=1,
AT+CIPRECVTYPE=<«link_id>,1, I
Fl: +IPD,<link_id>,<length>
- R AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, 1T El: +1PD,
<length>:<data>
- R AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, I EJ: +1PD,
<link_id>,<length>:<data>
- 38 AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, ¥ FI: +1PD,
<length>,<"remote_ip">,
<remote_port>:<data>
- <) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, I
EJ: +1PD, <link_id>,
<length>,<"remote_ip">,
<remote_port>:<data>
H g link_id N i%E# ID, length K
B K, remote_ip A iE im IP Hb ik,
remote_port Nkl 15, data NEHE.
W M2 SSL ], FEgsh Bl
F (AT+CIPRECVTYPE=1), AT fiy2 1 [ul & 1)
length FJREFNSEFR A 320 SSL A< AR —
. W AT 2fiskik al SSL 2 Al Fdli
B, 2R SSLZE T R EHRAC N 0, AT 23R
Il S 2 AT B B

RS ENNEITT

ESP-AT 7EBIEHA I, LICER A MR
FHIBR

SEND Canceled

BUBAE Wi-Fi L@ 22 X, N A 80E

Have <xxx> Connections

EL IR B 55 5 ) s K A

+QUITT

ESP-AT 1B} Wi-Fi i5 4% X,

NO CERT FOUND

e H E X0 K S PSRN B A

NO PRVT_KEY FOUND

T H 52 3oy A A R ALY

NO CA FOUND

e H E S K A HRENA R0 CA Ik

+TIME_UPDATED

a2 H 8 . HAE KR AT+CIPSNTPCFG fiy
Al EHEERE, R4 SNTP [R5 #3K
BRI eE), A 23T A .

T o4ks:
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Chapter 3. AT Ay d4E

R4-Z2IW

ESP-AT HEHE

iR

+MQTTCONNECTED MQTT E.j%E$# %] broker
+MQTTDISCONNECTED MQTT 5 broker & WrIF %42
+MQTTSUBRECV MQTT & M broker I 2% E
+MQTTPUB:FAIL MQTT %1% 2 Mg
+MQTTPUB:OK MQTT kR EHESE L

+BLECONN Bluetooth LE &R #57
+BLEDISCONN Bluetooth LE &322 Wi T

+READ i 17 Bluetooth LE %52 364 ise BB AE
+WRITE i Bluetooth LE #4715 A#AE
+NOTIFY 3¢ B Bluetooth LE %422 notification
+INDICATE 3k B Bluetooth LE i#$4[¥ indication
+BLESECNTFYKEY Bluetooth LE SMP %4H

+BLESECREQ:<conn_index>

5k [ Bluetooth LE JERER N B oK

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 5¢ A%,

+BLUFIDATA :<len>,<data>

ESP 5 #C2 M F-HLii 412 1) BluFi J - A 5E

+WS_DISCONNECTED:<link_id>

%3z ID A <link_id> [1¥) WebSocket %3 £ W

+WS_CONNECTED:<link_id>

%32 ID A <link_id> [} WebSocket 132 £ At 57

+WS_DATA <link_id>,<data_len>,<data>

%42 ID 2 <link_id> [1¥) WebSocket 321§ 21| %k
P

+WS_CLOSED:<link_id>

%3z ID - <link_id> 1] WebSocket %322 £ 5¢ [4]

+BLESCANDONE

B[l D

+BLESECKEYREQ:<conn_index>

X 2 28 B BEXT K, ESP 08 DA A
inl

315 AT H#&

iR ik A b B R INREXT IR, ESP-AT kil R iy HGEE, #BIA ) T/ ESP-AT 1Y
BAPIRES . BnT AR A AR A SR E, EREZHMN HEGR. Tmsh o ilm HEE
ISEIVa VALK
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Chapter 3. AT Ay d4E

2% 5: ESP-AT Hi

ATH®E

WA

at-common: write dlen:0

AT 4 FH RXOSCEN A 85, 38 i 24
PEHEHEZA\0 FEfF. WIREH UART il MCU
Wi, R
« ESP32-S2 [ty UART RX 5| Jl J& 75 1F # 1% 42
F| MCU g TX 5
* MCU @ &1k T 3E AT ap 48 XA
* MCU @ IEFIECE T UART 4%, $idis
LA = | o VAN 1 i 6 AR
» MCU f#) GND J& 75 1Efi %32 5] ESP32-S2 (1)
GND 5|

at-init: at param mode: <mode>

AT PG AT S
< 0: BB
o 1: f#iff] mfg_nvs 43X S5
« 2: {§iJf] factory_param 4} [X BS54k

at-init: v4.1.0.0 (<src>)

AT [ 8 RS-SRS IO [T A2 B >R Y

at-wifi: negotiated phy mode: <phy_mode>

Wi-Fi Station #£3:21 AP B1HEj PHY £
¢ 0: Low Rate
e 1: 11b

11g

11a

HT20

HT40

HE20

VHT20

e o o o o o
~N NN kW

at-wifi: wifi disconnected, rc:<reason_code>

Wi-Fi station T 341 Jt ALY

at-wifi: wifi recon-
nect..(<index>/<total_count>)

Wi-Fi station 1F1F B IE2] AP

at-net: unknown host: <hostname>

TCYERRENT £ <hostname>, k4 DNS &
1WA 2% 4 42

at-net: send failed, s:<send_len>ri<ret_len>

RIEFPERM, Kk KJEN <send_len>, SEfn
REKEN <ret_len>., THRETMZIERE,

at-net: link is changed

AT MRS deiy, (RO Ak fe & i
WIS, B i e E R 55 4
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

153


https://www.espressif.com/sites/default/files/home/hardware.png
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Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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Chapter 4. AT #y2 R

AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WAL, MCU % % £ # K B &/ https://www.espressif.com/sites/default/files/
—home/hardware.png B F & & .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

’AT+SYSMSGFILTERCFG=O ‘
M B :
E |

10. ZEH RGN Bl g
S

’AT+SYSMSGFILTER:O ‘

i B <

[ox |

11. FFE A
e

’ATEl ‘
W

[ox |

4.2 TCP-IP AT 74

AT A A ESP32-S2 i _BIzdTTCP/IP AT 4 % i 2 R4 7= il o

o ESP32-S2 5 &1k TCP & p 3% 3% 5 35 3%

o ESP32-S2 % %1k H TCP R 453 5 % %42

o itig IP ¥ohtFosp 0 B] € 44 UDP it fz

o 3% IP ¥ohtbFesg 0 5 E o4y UDP i# 13

o ESP32-S2 1% %1k 4 SSL % p s# 3k 5 B ik 35

o ESP32-S2 %5 %1FH SSL MR 453t 5 % ikiE

o ESP32-S2 1% &AF A SSL & P 3% 3E 5 MG iAE £ 14 1

o ESP32-S2 1% &1k 4 SSL M % %% E,L L E)INIE % i 45

o ESP32-S2 % &1EH TCP & p 5%, #5 %54, 523 UART Wi-Fi i 1%
o ESP32-S2 % %1k 4 TCP R %%, 5230 UART Wi-Fi % 1%

o ESP32-S2 i% %1% # softAP @t_ UDP 1% %y 5230, UART Wi-Fi i 1%
 ESP32-S2 ixéz‘iwﬁfﬁwﬂiftT 0y B3 F G

o ESP32-S2 1% &7 J& mDNS h 4%, PC i itk 454255 404 TCP IR % %

4.2.1 ESP32-S2 %4514 TCP %5 Friinidt v YA ER;

1. %8 Wi-Fi #5} station,
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Chapter 4. AT #y2 R

fir
’AT+CWMODE=1

Mg J3

[ox |

2. AR B HE .

iy

’AT+CWJAP="espreSSif","1234567890" ‘
Mg .«

WIFI CONNECTED
WIFI GOT IP

OK
B
{5 Ay SSID FIFL AT AEHR Lk 4 PRI, 0 S0 e 800 SSID FIASHY.
3. #rif) ESP32-S2 %45 1P #hhik.

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
ALK
o AR BE S Bk A AN
4. PC 5 BESP32-S2 #4544 ] — N i .
AE PC _E A M 253 T, B1)8—> TCP iRk 55 %% . 510 TCP AR 45t IP #itht >k 192.168.3.102,
M I1h 8080,
5. BESP32-S2 %45 VF & Frimid ik TCP %423 TCP fjk4s#%, S5+ IP #ilikh 192.168.3.102,
124 8080,
e
AT+CIPSTART="TCP","192.168.3.102",8080

i B -

CONNECT

OK

6. Ak 4 FHAER.

AT+CIPSEND=4

Wi K7 -

OK

>
4 FARE, Bl AR test, ZJa AT R AT AR

Recv 4 bytes

Q)
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Chapter 4. AT #y2 R

CAND)
SEND OK
AR
o HEARFEATEH L AT+CIPSEND i BOEMKE (n), WARFESWEN busy p..., HAK
ERERET 0 N, RIRSENJE L. SEND OK.,
7. B4 AT
st TCP R 5528 &1k 4 FmEdE (Bdih test), MAGKSHIR:
+IPD,4:test
4.2.2 ESP32-S2 541k TCP 55288 2 ¥
24 ESP32-S2 454K TCP MR %5 #hf, B AT+CIPMUX=1 iy AR L &8, H hnl§E4 £~ TCP

B m L 3] ESP32-S2 4% .

PATR & ESP32-S2 i #5124 softAP #57. TCP iR 454517l Mg ESP32-S2 B4y station, WI7EERZ

It 45 I 1 B R R YA TS AR 55 2

1. 58 Wi-Fi 834 softAP,

’AT+CWMODE:2

Wi K7 -

’OK

2. (EREZ R

e

’AT+CIPMUX:1

M .

’OK

3. & H softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

4. ¥ifi softAP {5 H.,
iy

’AT+CIPAP?

i B -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

K

o AR HIIE ] HE-5 b B AR ]

5. @57 TCP R%54%, BRikuml1hy 333,

S
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Chapter 4. AT #y2 R

10.

AT+CIPSERVER=1

i B <

OK

PC j##:3 ESP32-S2 & 451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WIiFi-C403 B =
AC750 g8 =
aobrmtWGGx 8 =
8 =
a =

E PC_EAI I T LRI TCP % i, HEBE) ESP32-52 WA QUL TCP IR55 4.
ek 4 FABRE AR 1D b 0 B 1.
o

AT+CIPSEND=0, 4

i . <

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

ALK
o AEIAMETEHEE AT+CIPSEND g K E (n), MRS LMY busy p. .., K
BRI ET 0 AT, KB SEMSIE. SEND OK,
MR 4 1D o 0 faERE B2k 4 238l
ik TCP g5k & ik 4 FIriEdE (Bdiih test), MRS SHUR:

+IPD,0,4:test

KM TCP 4%

AT+CIPCLOSE=0

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Z¥ifi ESP32-S2 %4 IP ik,
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o RRYAISS R AT RES IR B AN .
4. PC 5 ESP32-S2 B M5 ] — Ml .
1 PC A A MR TR, Q18— UDP {4, fI4 PC Y IP Mtk 192.168.3.102, il
>k 8080,
5. fREZ .

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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Chapter 4. AT #y2 R

4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 Jy ESP32-S2 i%4¢ 1) UDP AsHbif 11, Al HATIRE, WA E NN FEYLE.
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
HL1a) BSP32-S2 ¥ #5311 1112 & 36%ds, ESP32-S2 #5398 &30k H UDP i 0 1112 (%L
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N4 K554 PC . (H2
EXNBHARBEE N 0, IBLABIEESP L EBH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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Chapter 4. AT #y2 R

AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o &AM SSID ANGE Y Al AR ki P AN IR o 375 (0 AR i Pl A% 1Y SSID A o
#5if) ESP32-S2 545 IP Mk
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

T
o TS T AR AT
4. PC 5 ESP32-S2 ¥ 45 43 [f]— % HH
i PC ISR TIL, 01k UDP feffs. H10 1P Husih 192.168.3.102,
5. iR,

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

BiH :
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP
(L=
e 1112 2}y ESP32-S2 #4511 UDP AHusfi 11, #0] BATRCE, WIARBEE I K FEH L .
o 2 FRYH] UDP &5y J5 , UDP 4% i it i m‘u\mﬁkAE—D& UDP 1% % (1) 125 3 7 5L
ek — R 5 ESP32-S2 %45 UDP @ =i IP Bl flss 1 .
7. Kik 4 FATEdE.
it

S HBH

AT+CIPSEND=4

Mg o«

OK

>
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Chapter 4. AT #y2 R

4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-S2 Vet SSL %5 )it 3r YL 1%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK
LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if ESP32-S2 i% 4% IP Mtk
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGIR RS Lk b AP A A
4. PC & ESP32-S2 & B [Al—MBk i«
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. BESP32-S2 % 451F N %& Pt SSL 74123 SSL R 4525, R4#5 IP #uhikoh 192.168.3.102, B

4 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-S2 #5154 SSL IR55 28t 2 i+
24 ESP32-S2 #5415 SSL IR g5 #it), AGEIEAT+CIPMUX =1 iy > {EREL 8z, N TTREAR 2% /i
323 ESP32-S2 %45 .

PATR & ESP32-S2 5 /Eh softAP 57 SSL AR S5 #s 7Rl AR /d ESP32-S2 & /54 station, WJ7EZERE
He g T, S IAR B P ELIEE SSLRST AR HUAH KA IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jil# ESP32-S2 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC 4% ESP32-S2 #4511 softAP,
7. 4£ PC L-{ifiJf] OpenSSL #iy4>, 4> SSL % i, #4%% ESP32-S2 iy SSL 55 4«
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-S2 545 FHgmi R -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-S2 $:4514:24 SSL % st v W ] A UE S a8

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #¥if] ESP32-S2 #84% 1P btk
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-S2 45142 Rl — Mg i

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-S2 5 45 [ [{ i -
ACCEPT
LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-S2 % £51% & SSL & P w [ AL &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-S2 & 451E- 7% il it SSL 1423 SSL AR 4545, k55#s IP #uhik-h 192.168.3.102, I
> 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-S2 v fidy SSL i 55 85 e Sy B i Ak 2 X £
4 ESP32-S2 K&/l SSL MRS A5, ATEILAT+CIPMUX=1 iy & BiREL #EHe, TR TREA 2% 1 i
HEHEE] ESP32-S2 45

PAR J& ESP32-S2 45 VE A station 837 SSL IR 2RI QA2 ESP32-S2 1% £51E A softAP, W] £
ESP32-S2 &K SSL M4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Z¥ifi ESP32-S2 %4 IP itk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-S2 i R — Mg i
7. #£ PC I f#iJf] OpenSSL fiy4, A#—A> SSL % Fif, %45 ESP32-S2 ¥ f &1 SSL fR%54% -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-S2 545 | i v -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-S2 4451k TCP %y, ey Mided:, Szl UART Wi-Fi &%

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Z¥if ESP32-S2 %4 IP ik,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o W EIA R AT RS EIR B A
4. PC 5 ESP32-S2 15 £ e 5| [7]— & 1
1t PC B M4 I TR, B1#—A TCP [R5 & Blin IP Huht>y 192.168.3.102, Sk K
8080,
5. ESP32-S2 #4451 % il it TCP 455 TCP JR452%, MRS58 IP Hiutlkhy 192.168.3.102, i
1 8080,
iy

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32-S2 #5150 TCP 5578, 2B UART Wi-Fi ig{%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-S2 #84% IP bk,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

A
o ISR T B bk B R [A]
7. PC %453 ESP32-S2 TCP R 475,
PC 5 ESP32-S2 %4513 [7]— M
£ PC LAEA ML TH, QA TCP % Fig. %E# 5| ESP32-S2 [) TCP k55 #%. Hihkh
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-S2 %5154 softAP {f UDP {4 45vh =28 UART Wi-Fi &1

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %453 ESP32-S2 %4511 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP a =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

4. fI|7E#—1~ UDP i 5
1E PC L M5 LB F, A —4 UDP &4, 40 PC i IP #ihlly 192.168.4.2, Hgllh
8080,

5. ESP32-S2 5 PC X 1 i 11 78 37 ] 5 X s TP Mok A 11 ) UDP A&, 7oA IP Mtk Ay 192.168.4.2,
i oA 8080, AsHbum I8 2233, F=EH 0.
it

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-S2 e RGP al BB P £ E Boll

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-S2 545 IP #iidl-.
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-S2 £ 82 [ — & o
TE PC A 2508 T 5, A @ —> TCP k55 #% - 5140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-S2 % 45VE % Fusid o TCP %823 TCP k4528, Mk45#8 IP #ihlo 192.168.3.102, i
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32-S2 i f i B A PR wsh ik

’AT+CIPRECVTYPE=1

M B -

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-S2 & il sl i N E R P EUR K .

AT+CIPRECVLEN?

M .

+CIPRECVLEN: 4
OK

9. ESP32-S2 i AR sh Bt s T i e 5 4idie

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.2.13 ESP32-S2 i#7JF it mDNS Jjiig, PC ilid i #EH: 1 ear i) TCP R 55 45

1. 8 Wi-Fi i34 station,

AT+CWMODE=1

i & -
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[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o T4 AW SSID %55 ml BRI iRy S H AN TR . 5 150 B 25 26 FR #4517 SSID 12515 .
3. PC 5 ESP32-S2 ¥ iE3: R— Ak
HAETER—A Sl M, PC A HEA I ESP32-S2 54 .
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

’sudo avahi-browse -a -r

5. ESP32-S2 54 FF 2 mDNS ThfE.
iy

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp",2, "product", "my_
—printer", "firmware_version","AT-V3.4.1.0"

W R

OK

Vi :
o Ian4JF e mDNS ifig, £ TR LG4FRN my_instance, IRFHEEN _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (W[EATE) PC i % I ESP32-S2 #5845,
PC 3 avahi-browse THSRR:

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX._.
—~Printer local

hostname = [espressif.local]

address = [192.168.200.90]

port = [35]

txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
AR

o BBTARRBUAN, U T RlE ESP32-S2 4 1y mDNS Jifig 7 IF 3«
7. ESP32-2 B HiflE & b

’AT+CIPMUX:1

M .
|ox
8. ESP32-S2 %451/ TCP k558, - H 35,
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’AT+CIPSERVER=1,35

|

i B«

’OK

|

9. £ PC Ll TCP TH. (fi4n, Linux 5 macOS L/ nc, Windows Ff#fH ncat), ik 4%
#| ESP32-S2 %451 TCP J]x 5545

’nc espressif.local 35

ESP32-S2 5 41V :

0, CONNECT

PaHH :
o TSR IG, PC Fl ESP32-S2 ¥4 0] 57 BN AMEA T B 4
10. ESP32-S2 4% %4 mDNS TJfE .
iR

’AT+MDNS=O

i B -

’OK

P :
* M) mDNS IERE—EREE_ BB R TIFE.

43 MQTT AT 754

ARTCR TR A E ESP32-S2 By BizdTMOTT AT 445k a2 R4 7~ il o

AT TCP oy MOTT % 4% (% % Axet)E MOTT R32) (&R THIBEEY)
F TCP oy MOTT 4% (% % hxbtlsk MOTT X32) (iR THEE %)

-
AT TLS 09 MOTT 435 (% 2 AHt)i MOTT R32)
H T WSS 89 MOTT 4% 4%

s ORI R B I BT s R Wi-Fi AU .

4.3.1 X T TCP i) MQTT &% (WA HbBld MQTT {RB) (GG T8t i)
PATR 7 B[R] W ESP32-S2 JF by, Hop—Hufioy MQTT %A (RAEN MQTT LA ), 7
— P MQTT 3T 5% (UEN MQTT i1 [4& M ).

ARG T WA AT TCP gl MQTT #4% . 1 /eEFE 28— 1AM MQTT A3, fikix MQTT HZHAY
IP #ihik>f 192.168.3.102, Hgllh 8883,

o B PLESP32-52 MOTT % A F JF L HAE R ZiE ESP32-S2 MQTT A1l A7 BRI, DA
ESP32-S2 MQTT i [ JF 3k iy #E K75 ZAE ESP32-S2 MQTT 1 [ & i g TEI AT o a0 SR e 4 31
SEHAER s 0, R AR AT 2 i AT 2 i A A T o
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1. &E MQTT H P&
ESP32-S2 MQTT % #i %

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

i . <

[ox |
ESP32-S2 MQTT 3] % :
i

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

i B <

o |
2. JEf MQTT {3,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

Nl . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

A
o RET A MQTT AAEEIE 4 5% MQTT A3 IP #ihl ATk 5 _FiRar AR [ .
3. 1T MQTT F 4,
ESP32-S2 MQTT ] 5] :
s

’AT+MQTTSUB=O, "topic", 1 ‘

I . :

ox |
4. KA MQTT {8 (FFH).

ESP32-S2 MQTT kfi#:

iy

’AT+MQTTPUB=O, "topic", "test",1,0 ‘
Mg |3«
[ox |

R
* 43R ESP32-S2 MQTT AAi# M K AHE , PAT (SR S7E ESP32-S2 MQTT 1] & B/ -

’+MQTTSUBRECV:O,"topic",4,test ‘

5. 30 MQTT i
RS

’AT+MQTTCLEAN=O ‘
N . :

Lox |
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432 3T TCP iy MQTT 4% (%A hbeld MQTT {RBE) (GEM T8k %)
PATR 7 B[] R (W B ESP32-S2 IF cdle, Herr—Bufedly MQTT %y (UMD MQTT ZAfiE (), )
— P MQTT i % (UERN MQTT il & M ).

NI T AT TCP A8 MQTT #4: . 1 efBTREAE — A MQTT /A3, {Ri%x MQTT 3Ry
IP #bhlh 192.168.3.102, B4 8883,

MAEEAHEHEWBEBEEMNKZ, D28 THA AT KB BE 256, WA DA
JAT+MQTTPUBRAW 174>

W PP PLESP32-52 MOTT KA H I LAHAE R FREHE ESP32-S2 MQTT KA & s AT EI T, DA
ESP32-52 MQTT T I # J 3k Ay #AE L3554 BSP32-S2 MQTT 1 [ & iR AT RI AT o AR V%A 4 )
TRUHAETb e e, TR A AT 5 2 R AT

1. &E MQTT i P g
ESP32-S2 MQTT %7
fird:

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

i . <

’OK

ESP32-S2 MQTT i] [} 3 :
s

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

N . :

’OK

2. 4% MQTT U,
i

’AT+MQTTCONN=O,"192.168.3.102",8883,1

M B -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

AR
o fHIAM MQTT B4, 5 MQTT 03 IP Hutik vl 8 5 _Fik iy & H A ]
3. 1T MQTT =45,
ESP32-S2 MQTT ][5 :
i

’ AT+MQTTSUB=0, "topic", 1

M .

[ox

4. AT MQTT JHE (F4FH) .
TR AR B A AT T R RS, K 427 71

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}} (@¥i323)
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(£ L0

l

ESP32-S2 MQTT %7
s

AT+MQTTPUBRAW=0, "topic", 427,0,0

Mg .«

OK

>

iAm R oR AT SR IR R AT A, UM ERRT DA A B, 24 AT Bl 3 it Bd KRk 2|
<length> J5, HIRLHITIH.

+MQTTPUB : OK

LR
o ATHH > PR Bn T IRR TN B SCPAT I TR L, AR AR T4 % (CR-LF).
* HI3R ESP32-S2 MQTT AAfi# S K AHE , PAT (SR 278 ESP32-S2 MQTT ] & B d /s .

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. 30 MQTT 4.
XS

’AT+MQTTCLEAN=O

i B«

’OK

4.3.3 J&T TLS iy MQTT &% (i 24 MQTT {U2H)
PAR 7 B[R] (W ESP32-S2 JF by, Hop—Hufioy MQTT %A (RAERN MQTT LA M), 7
— P MQTT 4T % (UEN MQTT i1 [4& M ).

NBIAE T A 3T TLS A MQTT 4. 15 /efETE 2l — 1 4H MQTT 3, ik MQTT R
IP #bhlh 192.168.3.102, 04 8883,

w: B ESP32-52 MOTT KA F P LAY HAE K35 27E ESP32-S2 MQTT KA im AT EIAT, PA
ESP32-S2 MQTT i [ JF ki #E K35 2AE ESP32-S2 MQTT 1 [ & s AT B AT o 0 SRSV E A 4 31
SHATETR S B, D05 A A 3 S AT T 1 R A T o

1. PEEBFIX I SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i B«

’OK

2. #¢ifi] SNTP Hi}d],
e
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AT+CIPSNTPTIME?

i B«

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

i :
o YA SNTP 255 FT 2 5 bk 7 i R [A]
* PR SNTP ] — 5 & E LA RUWITE], ANBEZ 1970 4F K2 Fif i B[]
o BEEMALZ N THE TLS N UERAREHIE 15 (1A 208
3. &E MQTT H] @tk .
ESP32-S2 MQTT %4 %
i

’AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

Wi K7 -

’ox

ESP32-S2 MQTT ] 53 :
A

’AT+MQTTUSERCFG:O,4,"subscriber","espressif","123456789",0,0,""

M [,

’OK

4. 8 MQTT &8 @ 1.
e

’Z—\T+MQTTCONNCFG:O, 0,0,"lwtt", "lwtm", 0,0

M B -

’OK

5. HE# MQTT LR,

AN A -
e

’AT+MQTTCONN=O,"192.168.3.102",8883,1

M B -

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

iR
o Sk AR MQTT R34 50 MQTT A3 IP Huhlk vl RE 5 Fakan A Hr A e .
6. 7% MQTT 3,
ESP32-S2 MQTT 1] 4% :
i

’ AT+MQTTSUB=0, "topic", 1

i B -

[ox

7. %A MQTT B, (F4FHR).
ESP32-S2 MQTT %1% :
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’AT+MQTTPUB=O,"topic","test",l,O

i B«

’OK

PEHA:

* 4N ESP32-S2 MQTT ZAT# MM AAHE , LA SR &7E ESP32-S2 MQTT 1] & i /i -

’+MQTTSUBRECV:O,"topic",4,test

|

8. 5P MQTT J4:.

’AT+MQTTCLEAN:O

M B <

’OK

43.4 J:T WSS Ity MQTT ¥4

AR R B[] R B ESP32-S2 JF et , Hor—Bffdh MQTT %Al (R MQTT kAl ff), 7

—BAEH MQTT 3T g (A MQTT T & A ().

AINEET I T WSS @73 MQTT #4%. MQTT fUHUH 4l matt .eclipseprojects.io, i

MRAZ R mgtt, BEK 443,

WP PP PLESP32-52 MOTT KA FH I LAHAE R TR EHE ESP32-S2 MQTT KA & w7 EImT, DA
ESP32-52 MQTT T [ # J kAU XL 3R 54 BSP32-S2 MQTT 1] W& s A AT RI AT o AR V75 A 4 )

EUITEMR s, D5 B R AT 2 B A T B s AT o

1. PERXH SNTP R 458,

Py N
e

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M B -

’OK

2. Frif] SNTP Hifa] .
iy

’AT+CIPSNTPTIME?

M -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LK

o SR SNTP S5 R RE-5 s b H A [a] o

* JifHfPR SNTP A —E 2 FLSA R, ANER 1970 4F K Z i) .

o EEEE R THE TLS A UERH R IIE 350 E %00 .

3. WE MQTT ] 7 mtk -
ESP32-S2 MQTT A ffi#:
e

AT+MQTTUSERCFG=0, 7, "publisher", "espressif","1234567890",0,0, "mgtt"

i B«

Espressif Systems 183

Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 4. AT #y2 R

’OK

ESP32-S2 MQTT ][5 :
A

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

i B <

’OK

4. R MQTT .

’AT+MQTTCONN:O,"mqtt.eclipseprojects.io",443,1

i B -

OK

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443"," /mgtt", 1

LUK

o ET A MQTT fCHEIE 4 5% MQTT A3 IP il ATk 5 _FiRar AR .

5. 177% MQTT 4.
ESP32-S2 MQTT {7 3 :
iy

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

6. JAi MQTT B (F4FH).
ESP32-S2 MQTT %11 % :
fin 4

’AT+MQTTPUB=O,"topic","test",l,O

i B -

[ox

LK

* 43R ESP32-S2 MQTT AAf# M K AHE , PAT SRS 7E ESP32-S2 MQTT ] & Bid /s .

’+MQTTSUBRECV:O,"topic",4,test

|

7. KM MQTT j##%.
RS

’AT+MQTTCLEAN=O

i Y«

’OK

4.4 MQTT AT & = b

AT BN AR B Al AT Ay Xt AWS IoT.
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WL G XA MQTT AT iy RU1EEAIME B, ESRMOTT AT &4 % . {55538 745 AWS ToT F
KR KA AWS IoT,

T IR PAN AP BR8] ESP-AT 5 ESP32-S2 #1845 AWS IoT.

o I AWS IoT 3% B3 5 vA % endpoint

o £ ) MOTT AT 4r 43 F S &) iNiL i 42 AWS loT

4.4.1 N\ AWS IoT 3RBLIFA5 L Sz endpoint
1. BRI AWS 1oT #EH G5, PAMNYZ ToT Core services,
2. ¥R A AWS IoT BEU5 Hr gyl A8 AWS ToT 56Hg . SR ATIES .
AR L3RS DA IR 5 R4 0 S 44 -

* device.pem.crt (X4FIEF)
* private.pem.key (FAH %4])
» Amazon-root-CA-1.pem (4§ CA F$)

3. HRHESCRY 5L ERM HRI A (endpoint) PAK 1 A AT ek 5 A 4 5 2 SR

g S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF RN G H PAT AR i AR R i — L2

o AWS IoT TFEIA & A FHYES . YR . FIARIES.
o B RABEIEIET .
o IR 2 N (Ohio).

4.4.2 il MQTT AT @&y A3 T AURIANIE AT AWS ToT
Bk 1
FTFHAHL ESP-AT T2, FFHATa0 R HfE:

o ffil] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif]l device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e ffiffl private.pem.key ¥t customized_partitions/raw_data/mqtt_key/mqtt_client.key.

FERGER AT [61F

%1% ESP-AT il H DA AT [EIPF, FERFEPFReR 2 5 ESP32-S2 s, BT Z R, HSH A
%1% ESP-AT 142,

i AT ARG IE ESP-AT TARRIESS, W E M AT ay B 0P AL TS, BRI S 54T £
# PKITLE .

[ AT fir 244551 AWS 1oT

1. %8 Wi-Fi £ A station,
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’AT+CWMODE=1

N . :

’OK

2. % AP,

’AT+CWJAP:<"ssid">,<"password">

M. :

’OK

3. % ¥ SNTP Server,

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B <
ox
4. Z¥if] SNTP F[a].
’AT+CIPSNTPTIME?
i B -
+CIPSNTPTIME:<asctime style time>
OK
A :
o ILHFIRIG1) <asctime style time> W2 5 B DX ) SEF S R] 5 000 2 PR Ak B A 00 i 5 3504
BRI
5. HE MQTT Ml &

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i . <

’OK

i :
o AT+MQTTUSERCFG 145 &%k 5, B HAIE, AN,
6. ¥ AWS IoT,
e

AT+MQTTCONN=0, "<endpoint>", 8883, 1

W R

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1
OK

L
o AL <endpoint> Z:%5 1 IH 5 451 <endpoint> {H .
o JCVETE MU I 8883,
7. T FE S

AT+MQTTSUB=0, "topic/esp32at", 1

M B -
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’OK

8. ZAMHE.

iy

’AT+MQTTPUB=O, "topic/esp32at", "hello aws!",1,0

i Y«
+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!
OK
Bl H
IEFRH HEWT:
1. ESP32 i H i
AT+CWMODE=1 " ~
OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED
WIFI GOT IP =
oK =
AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" == -
oK =
AT+CIPSNTPTIME? == -
+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 % -
OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =
oK =
AT+MQTTCONN=0,"al08b8vm1g634q-ats.iot.us-east-2.amazonaws.com”,8883,1 =
+MQTTCONNECTED:0,5,"al08b8vm1lg634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =
OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =
oK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -
oK =
+MQTTSUBRECV:0,"topic/esp32at",45,{
"message”: "Hello from AWS loT console”
Foo
2. AWS i H &

4.5 Web Server AT 734

ARG EA 4] AT web server FIFEAT, E2W RATILAST7 TR R -
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to topic
I topic/esp32at x

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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1% A A imﬁf Wi-Fi fi2.4

1% 8 %) W 25 2E AT OTA BV 2R
&ﬁlwgll A2 5 AT Wi-Fi BL A

18 A Az AR 5 34T OTA B4R
ESP32-S2 4¢ )8 Captive Portal 5 %%

ik BROAR AT BRI Hr AT web server [ITIRE, TE5% Web R 5% AT o4 J3 HiZI6E .

4.5.1 fEHMYEEE I T Wi-Fi fic
wifr
1 web server, FHLE PC 1] DA ESP32-S2 #5451 Wi-Fi 315 B 0] DA T HL sk H i 12 322

| ESP32-S2 ¥ 411 AP, il P AR TOTBC R M 00, H-4F Wi-Fi B (5 ) uﬂi:i ESP32-S2 ¥4, M5
ESP32-S2 P R AR IL B A5 B R B 45 1 1 % ph 4 -

wike

BAEMRE AT DA N AR =2

o B 1% & 1% 4= ESP32-S2 % %
o fE RN B R FE B 8,

o i@ fofin M 45 R

FCI e 42 ESP32-S2 Bedy 1S, A T iRRCIM AT E#E ESP32-S2 4, ESP32-S2 it WL EL A
AP + STA B, FFBIHE—1 WEB 58S MIMFE R, WHY AT 6y :

L B Z AR RAE L, WERATEERIC R, ATRER AR AR PR B 2 AT e 1 5L A i 3:2 WEB fiik
S5 e IR B .

¢ Command

’AT+RESTORE ‘

2. Pt E ESP32-S2 %45/ Station + SoftAP 5,
¢ Command

’AT+CWMODE:3

3. 1% & SoftAP [ ssid F11 password (& B BRI HE ssid 2N pos_softap, TEERLI) Wi-Fi).

¢ Command

’AT+CWSAP="pos?softap","",11,0,3 ‘

4. (EREZ R

¢ Command

’AT+CIPMUX:1

5. Qf web server, UflI1: 80, I RIEREMTE: 25s (BRIAFK N 60s).

¢ Command

’AT+WEBSERVER:1,80,25 ‘

WG, [ iR 4 53 web server 5, FTHEC M &) Wi-Fi D68, 4% ESP32-S2 154511 AP:
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WLAN [ @

Al A WLAN %%

pOS_ sr::'ﬁap
B8 (Fal L)

)

1: %4 ESP32-S2 AP

Efﬂzxﬂi?‘&ﬁ:éﬁul_ﬂu B TERC B TR E] BSP32-S2 45 ) Eﬂ‘f?;z;i HTTP 3K, A& A AR

HAIE R (R, WIEAR B SR M e 5 VRN R A AP, i, SRl F-HL%EH2 51| ESP32-S2

] AP, U"JWEH‘JLT AUAE N ESP32-S2 BT E AN, ) T{XJ ﬁ%%'ﬁﬁﬁ/\ web server ERIA ) IP Hihl:

( ﬁu%;ﬁxﬁ ESP32-S2 &£ 11 SoftAP IP Huik, BRiAK 192.168.4.1, #u] DLt AT+CIPAP? 42 i)Y

HIFY) SoftAP IP Hiht), FTF LI ATA , i ASBLIESE ) 6 2517 ssid password gy “TFHRECR ™ BEATF
AIC Y :

H P AT DA s T e SSID #i AMER i R RINE, AR ESP32-S2 BT AY AP 51, wEHEH IR
AP JHii A password J5, iy “TFAAECI” RIFATfEEhECR -

MTIACIIES A TR B S B s A

LW 1 FCRUSCERE WO E Sl M, A ARGRSEDT IR I 0T, R A ESP32-S2 s HY IP Mk, FEHT
FIITFM B

[, AEAR H R an e R

+WEBSERVERRSP : 1 /] REKE BN

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O REM Ak BB R4 %, it T NE K wEB ¥

AR BC R I, R R
I, FEES D R 4 5 6L :

+WEBSERVERRSP : 1 /] REKE W]

%l n%&kﬂﬁ%&u&%‘éﬂx IP #yf5 B, MCU_
SN EK R AN E EE i, 0 %

>'f$

LB HERR
VEW 10 E W DT RS CBOE AR RN . E AR ESP32-S2 R Wi-Fi AP 2 5 IEFIITE, PAK AP
A R ECE, HEMIAC 28 AL AT 2 %3 5 ] web server,
4.5.2 fEHWYEEE I T OTA [{FF-9%
iy

W YT ESFTIF web server RIS, W ABESIE A OTA FRE T, 828 90 5T FFEH F 43 X o [ 2k 2
A X RRES BRI E (255 30 4o T 237 PKT R E T IREZAEBHEE) .
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® 192.168.4.1 O

waiting config

H g Bck
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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Wikt

T OTA T E &\
RFERITH SR

AR AR
RILOTA #5 R

FIOF OTA ¥ viim i, sSEMITA M “OTA FR” #0i, F1HF OTA e L5, W AEAE 4]
[l A . AT Core i

LW 1 (Y0 BE g% e ESP32-S2 Kby AP, %1751 OTA TiCE WU R A 15 ESP32-S2 A 44
Al A>T Ry, A T AT L 5

el 20 WU BRI CURTE R S EOH P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% K4 iF ESP-AT 1T42)

WHGRAS S, B ECECAR S I RRA CAR DA T B R PP R AAS o
PePf BEATFI sy X N, mialy “Partition” NRIHEAAREUIA AT ATH I 23 X :

Be KRR np, Rl SRR RN SR, R R A AR -
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL X BRR B E A TR A . B 44 B S B0 L bin, T EROR R
K/NAREHR partitions_at.csv XHHE X ota 4K K/, A XHCHETEAFEE, ES% X
Ry 4o T3 o — AN F7 04 420 3.

BEW] 20 XFFHE X, M SRR E IR . A RS Bl cbin. IR E R R
INAEGERLT at_customize.csv A HE XA K KN B RZISHERTEAE S, 1§55 4T A

AR OTA £ e, FEPEARR, FR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF B ER ota B 4 H e
+WEBSERVERRSP : 4 /) REFR G B, ota B 4%

AU OTA AR RN, i “THRM, R e E:
[, AEHR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REkBKRE ota B KX
~HERET, R LR P EHT o2 BHEAL

W, FP B EFHATA OTAL

BEW] 10 XHT ota 72X, FREIMATAT+RST )5 ESP32-S2 DAN HI B -

BEW] 2: ESP32-S2 AL EN ) ota [EIFNEA . (EASKIHNCEIR B KEFNZE, FroAa iR
Hog s XA IER

4.5.3 (EHIBAE/ DR T Wi-Fi fick
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server_ca
client_cert
client key
BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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wifr

TR/ IVER e I X i o £ /AR e JE 2 ESP32-S2 i i AP, il f /MR Jy R 7 2R B 1 AP
5 S e 4y ESP32-S2 i fg, ESP32-S2 it ilad X 4L {F B IERL NS WY I AP, Fal R /My e I 45 5
T 5 -

H % ESP-AT SUfE/MEFFRT 2024 45 12 J] 31 HRAL. FERCIE], GSMchr ™ b O ReAg . it )s
DA, BOSECR REERTST, FATRIBRHCN SR ST AT 2, IR BRI SO

Wikt
BEATELRAE AT DAY A LA U2

fic. & ESP32-S2 1% & %%
e BT AT

H 7 AP it 45
FATE A

fil ¥ ESP32-S2 %458 4 T ik/MEFFIER: ESP32-S2 15045, ESP32-S2 % # 5 B B i AP + STA ik,
HAE—A> WEB [R5 4545 /MR P, XY AT dr S F

L BRI, AR RRIC AR B, RTRE PR AR IR B 22 W AATICEL (7 AT 52 WEB fiRk
S5 an ok .

¢ Command

’AT+RESTORE ‘

2. it 'H ESP32-S2 4 4 Station + SoftAP f&i=t:,
¢ Command

’AT+CWMODE:3

3. iX'E SoftAP 1y ssid Fil password ({135 B ERIN 45 ssid A pos_softap, password >} espressif ) .
e Command

’AT+CWSAP:"pos_softap","espressif",ll,3,3 ‘

i s/ R ERIA ] ssid A pos_softap, password fj espressif 1] SoftAP KATiERE, HhlR
FF ESP32-S2 545 W S 4 IR IR B A T

L (EREZ .

¢ Command

’AT+CIPMUXZI ‘

2. Az web server, ufll: 80, HKIEREWE]: 40s (BRASK N 60s),

¢ Command

’AT+WEBSERVER:1, 80,40 ‘

IR/ DEDT  ATIFFHURLE, R T TR —4ERD
FIOPRUR /MR, SEABC R B -
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB, ENEIFR “EEFHAE T MR, AL FIIGGE 29T S, Bt ESP32-S2
BRI H Bl R B A RO AR i

Am T mEmA SSID

666888666

Message

AR FHAS

I 20: JHIREREE] AP

3. HC P 25 RAE /IR e DL THT 19 52705 DA B 1 s 1 OB 5 _Ead “Rr AR H AR AP AR AHLIE M B
L —FE, Z% L3

i WS B HERR
BEWT 1: EE DL R R R IR RN . A ESP32-S2 MY Wi-Fi AP 215 IEHI T, PAK AP
MFE EBCE, FFHA T 25 AL AT 65282 = B web server,

UL 20 P DI E B S “HERE AP RN . SRR A IE M B A Wi-Fi IR E R M TIT, Kk ESP32-S2
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEW 3 PCR UL R < RGERAER) Wi-Fi BUE 7. 3 Tah 1] FPLZEs: ESP32-S2 itk AP, ify
P\ ESP32-S2 #ib () ssid. password T4 18 iR PR UEA L .

4.54 A/ DR ST OTA FfETF2

AR /IR Y SCRFIE SR SE I ESP32-S2 B i F T4, #5275 Liklie & ESP32-S2 % & A4 IR PR5e
Ji ESP32-S2 ML B (AR T ATER M SE i s, A ELRE ). BRI ES, BT OTA [E
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PETHRA AR S5 B VI AR UEAT OTA [EFTHR SN, TS 1R 2 I 3 24T OTA B #HIH 4R

4.5.5 ESP32-S2 {§i }] Captive Portal Jjfig
TR

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J& Al Captive Portal TIfE )5, #52% ikEe % &-if 4 ESP32-S2 i% & (R LA B 52 i ESP32-S2 #EHL it
., SRIGTERE ESP32-S2 A5 AP:

WLAN &

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

bW, station £ %47 T Captive Portal TJRERY ESP32-S2 %451 AP J&5, /R “TRESRANIEY, K5
BB TN S, Bk E] AT web [T . #5468 H Bk, WARE station &R, At A
E” g b BRI RY “pos_softap” # S IZFR, Fahfilik Captive Portal H ali$] X Wi #s, #)\@J AT web
FEE RN

AL REHERR

BEWI 10 JEAE WU (station %45, AP ¥£) #BSCFF Captive Portal DjREA REARIEIZ DI REIEH H, B IL,
zmx% %3 ESP32-S2 W%E’J AP Fﬂiﬁﬁ CEBSRANIE?, HHEA Ezjhﬁ)\@ AT web B, TTRE
JT station G A SLFHZINGE, M, ES % Bk R i R R E BN 2 8 1 LA TR F BT T AT web
FES TR

4.6 HTTP AT 541
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AR BRI E ESP32-S2 i FIsATHTTP AT 4 4 % fir & HITHEARR BI o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.6.1 HTTP % fui HEAD 52K J5i:

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.6.2 HTTP %y GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(FIgk%:)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

4.6.3 HTTP %y POST iRk Jjtk (i1 POST b i %)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.6.4 HTTP % ;3 POST iRk ik (et i k)
R G POST Wi EAI M K £, B4l TH & AT AR K M 256, W)@ 3 & A DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.6.5 HTTP %y PUT iR Jjtk GEM T ICBckifsie)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.6.6 HTTP %y PUT §5RJijik (it i)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(T UaREE)
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(£ L£50)

by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.6.7 HTTP % jii DELETE 2K J5 1

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT:282, {
"args": {},
"data" . n "’
"files": {},
"form": {},
(N oLaksn)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.7 WebSocket AT 7554

A4 T AE ESP32-S2 B Lz dT WebSocket AT 44 4 i Q- HITELN R Bl o

H F TCP vy WebSocket % 33

R F TLS #4 WebSocket %45 (482 %4

P BN AT [ SO F; WebSocket TIfE. AR F5 4 ESP32-S2 0} WebSocket TIfiE, 1HS% 443

4.7.1 LT TCP 1] WebSocket y4:4%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

Mg i -

[ox |

2. FEHFIH S

’AT+CWJAP:"espressif","1234567890" ‘

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK

AR
o EET AN SSID AR Tl EER Lk ar A R AN o 15 A 4 F 25  SSID A H
3. PC 5 ESP32-S2 %4553 ] — N E& e
4. ¥£ PC LA [i] python B f#—4~JETF TCP () WebSocket iR 45 %5 ~BICHLHNIT :
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#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket):
async for message in websocket:
await websocket.send (message)

async def main{():
async with serve (echo, host, port):
print (f"Server started at ws://{host}:{port}")
await asyncio.get_running_loop () .create_future() # run forever

asyncio.run(main())

B AR H R host Sy PC 1 IP HUIL I ERAF N ws—server.py X, FIBHBITZRRRF

python ws-server.py

U‘EEU%
o MREH) PC _F1RA %3 websockets JiE, iflif]l pip install websockets 223,
o BRINIRE 1) WebSocket iR 95 #3124 8765, AT A BN H B0 11
5. BSP32-S2 X #51E- R P12 5] WebSocket R 4545

AT+WSOPEN=0, "ws://192.168.200.249:8765"

i B«

+WS_CONNECTED: 0

OK

6. Ki%k 4 F 8.
frde

AT+WSSEND=0, 4

i B ©

OK

>

B 4 FATBOR, Bl ABOREE test, ZJ5 AT BT AT EE.

SEND OK

AR
. %%AE’J?%%{EE‘ AT+WSSEND fg 2 BEM K (n), MRS busy p..., HE
IRER O HT 0 DAY, KR SEJG LY. SEND OK.
7. BRI 4 FATEE.
i T Y WebSocket ik %5 #%2— IR G548, FICERYE LiEIG, RS A& RAER PR
P, B AT &

’+WS_DATA:O,4,test

4.7.2 & T TLS ) WebSocket ¥4 (FHH.%H)

1. %8 Wi-Fi #5} station,
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fir s

’AT+CWMODE=1

Mg |3«

[ox

2. EERER| B HEE

’AT+CWJAP="eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

P :
o fEHIA LY SSID ANAE Y AT AR ok i APt ] o 33 (0 A i ph 4% 1) SSID A o
3. ¥ SNTP %45

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

Nl . <

’OK

PiHH :
o A PAMRYE B O E R BT X E SNTP iR 545
4. F¥if) SNTP Bifa|,
e

AT+CIPSNTPTIME?

Mg o«

+CIPSNTPTIME:Wed Nov 13 17:00:15 2024
OK

L
o W] DAFEIA) SNTP K} (8] -5 SEEH [R] & f5 A A R T 5 B SNTP 552 2 B A R0
o PEINEE A THE TLS IAERARISIEF 09 A 300 .
PC 5 ESP32-S2 %4518 M — A% -
6. ZREL WebSocket IR 5250t g CA. WFEF. FL4H.
AT PAE ] openssl T HAER CAL B4, AFAEH. NSRS B AXE, 35060 FH DA Bl R4 705t -

wss_ca.crt

b

MIIDNjCCAh6gAWIBAgIUDe6T+PuOBgqmmT jw3s4snVRNFiCMwDQYJKoZIhvcNAQEL
BOAWNJELMAkKGA1UEBhMCQO4xFTATBgNVBAOMDEVTUFJFUINJRiIBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQOxEDAOBgNVBAMMBI1 Jvb3Qg
QOEwggEiMAOGCSQGSIb3DQEBAQUAAAL IBDWAWGGEKACOIBAQCY1Q0st JGNFHLE7F +gG
OMSZSrWV4+/50xwlCw3y5N10VKkMSxppYHVXJ6MbOWWoCgQex /WMt gnhg9ATD1ZOE
bXFVB0aZd6EEBz24k7UvQ1ilfIw5tzmjl8SSbe7CiFg302WVokBVEFhSeY2jrG+sI
6PWgOWsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51Q95t SEX
Lsmfz41+/Q1xSC7VGHIK1IWGBnUzGpvIvLcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHRfhmt r FRAWWD9YaNcOgMPVpO6cHzGd/Fgw6v0O6QshMYUOE 6wxpVijb
8JY1AgMBAAGIPDA6MAWGAL1UJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdADgQW
BBRAPJ7NG+WXS1iLN4ZLWI1QQf jrm7zANBgkghkiGIw0OBAQsFAAOCAQEANYpPErE2L
IpISbzJTvG6A67YMYMyadWSNGQ2VIdLK2s32zkggF96bIZz1iygOa9mgAKD/yTwl0t

(CFgkzE)
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VOxF1GUDz43DtJZ1wxo8FPrxH41cP63vitp28+ZNkylvIHrx8De2JjiYwRpZmlQY
EHwDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3Vo9QImh91Led4PdfCIcfzwPskC
dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20]j1wCHgSp0aP2CINIQTkOg
FnOItrjikv6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnnJQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJ2gAwIBAgIUPLhviJh1UJDQ5Md6tHibK11jP24wDQYJKoZIhveNAQEL
BOAWNJELMAkKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFULINJRiBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQOxCzAJ
BgNVBAYTAKNOMRUWEwWYDVQQKDAXFU1BSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAtKALI+zRbUaMjukAi2ai
dzPdNdy+TUv2K+GyB1l5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K91jFAw+k498SCTmTgHW1UKc7BIMK6UZ£ZSkXUnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtM6éee5w7HVjwdKQcIXYWv/c/zVLWmAUG3AEaUknS8r4LdG/X+L/bxN+9
zycLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7alOhPst
UmuLYD/gUCnM4JRVQYAVMPQC1i88KoLj7alwJedQ7TIwhJGDS6WDVEMeRfJIJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH/MASGA1UdDWQEAWIBp jAdBgNVHQ4EFgQU
elwZbnvInZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YWDQYJK0oZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXE zMWyDDLvd5
JSJalIRJ+Rhs1gBxjIH66/+6QyZcJubC/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/£Z25wrAfH5404P+3Z211GoK8E1tKulHuQYJTW8JKbLWCRIBPNGkrDZBgSXgn8tyL4
U3hulMdmkH//£iV0z6itfyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJdpSyXB50OnKifRGYjuPrnOIWtmADYQRUeD2zdggRUUUYJR
eedVz2BFXhpZzdGeD3bVAop+/YEbLTa0iDxXSLWkPLQfCyIkdTPXmKQPQ=

MITIEVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQCO0As ] 7NFtRoyO
6QCLZgJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ1i3GtnO
g87uji0r2KMUDD6TI3xIJ0Z00fCVQpzsH2YrpR191KRASe59c0oTn433g77j17£Bu
TvKgl9CTN23DBdS0zp57nDse+PBOpBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1SadtgP+BOKczglGIBgBWY 9AKLzwqguPtojALl51DtMNCEKYNLpYNUQx5F 8
1VezBSThAgMBAAECGgEASKRF4FsWiyJDV91Y4nhsU6vpCCT/wCN8D/XoL9Ix3MOpB
JzrUAC4POoIWGXVAKFWN8LkviemlX6+2n4bDFOFN4Ij+caflQ33ZPSRCW+3zdQVnW
OMVmMmSorDTN3JgSv1WgI0wG3Kz8cKW2Ae JBR88YIJbGbTgNiBXIZKVGKkkWC/maULKa
L20md5ZzF 9gkWWoBk0Gxr1IME+VI9726L6SJHIVESkKkPcbojXZPM06zmz84+2z£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZbii1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawKBgQDNGuF SmilpMR6KgRrd
08amarsek1NDONiWsUcXLYYHQkNCITtr5Ggtm3EbJbROWLWUzL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1lXzALMG6wuYN/Ipfe/T8v/vq9CkoZ6VDaDN6OJEBAG
gbpAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF 1lw3XumgAsh37tmlGOQ/T+K
GAWX1iRhzXW340EVezNUUXeJcGig4BgNVwXBvjYTkOunyIw72bUNrIeOqp4Z2g02vii
NUgyDgIGKZuIIGI51FeezG6Qu2s93gZTYtdjHOM4ISKgrKOvY51fuXBNFSuC7BOg
i5MQamuJHwKBgHGJIhiszq6aPSCht HIKTHGWDwXwqfRfEwWd/HgLnbZ JBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS54Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/ZjO0AdnOgTLH+14y8hnOQwx/8YZNJ1ltu2kbIwcpMV53A0GAFMzE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
rl18a6gLiWeTqVypS5vPMroHQyPVp+2xS0C1V1JcpSOub6cKLxLZDQQZ1mglbNghmEFeV
JpPQbBxdujBYT9peONSRQ2IPpBNI/9SHPZwx5I2cCgYBACmby010B1i51CbCXKV5c3
mz1PpM6zR3aLYsSFyknWRt Lv3UPMGzOLSRDkwfQEMZWt /VFjXehajyqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]7v6eGnpi ZNgHC/wkK
9EMCxWXJc/9GVWSZtEOz/Q==

7. #£ PC _LAfi{ python g1jf— 5T TLS ) WebSocket R 55#% . /R~ BIARD AT -
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#!/usr/bin/env python

import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

wss_ca = '/your_path/wss_ca.crt'
wss_cert = '/your_path/wss_server.crt'
wss_key = '/your_path/wss_server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=wss_cert, keyfile=wss_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_locations (wss_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://{host}:{port}")

asyncio.get_event_loop () .run_forever ()

G AR host S PC 1y IP #idik, wss_ca. wss_cert., wss_key NIRE25IEH) CA,
RS FIFAHER R, HORFER wss—server.py XM, FEHEITZRET -

python wss-server.py

AR

o QUREH PC VA 4% websockets E, Wffiffl pip install websockets 43,
* BE I WebSocket 55 #1124 8766, ST DA E A HE i H

8. M E: WebSocket 4% AAH H %A

S

’AT+WSCFG=O,30,60,4096,3,0,0

M B -

’OK

IR
o AREREH A CWE P imiE Bk E A 2B, S5 4T £ PKI B % .
9. ESP32-S2 & &AE R F %33 WebSocket IR 5525 .

AT+WSOPEN=0, "wss://192.168.200.249:8766"

i B <

+WS_CONNECTED: 0

OK

10. %Kik 4 FAT R

AT+WSSEND=0, 4

M B -
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OK

>

B A TR, Bl AR test, ZJF AT fF&mi AT R

SEND OK
i :
o AR T HEH M AT+WSSEND AR EMKE (n), WAL busy p..., A

EEAEAET 0 DAY, RIRSEMG LY. SEND OK.
11, B2k 4 FA58dE .
H T _L T #Y WebSocket il 45 #5 2 — I Bk 5548, FINTESE Lk )5, IS4 AR %L
P, B AT &k

’+WS_DZ—\TA: 0,4, test

4.8 Sleep AT 753441

AT BN ZHF 2 BB I AT/ ESP32-S2 28517 i L] AT fir -5 BRI A

o

o & Wi-Fi #: X, Fi& & # Modem-sleep 12 X,
o & Wi-Fi #2 X, Fi& & A Light-sleep #2 X,

* & & A Deep-sleep #E X

4.8.1 T4

ESP32-S2 R 1R Jeilt iy L A PREEAR , T DATEAS Rl FL P2 [ U048 . 247, ESP-AT SCHFPATR I
FHIIFERE (EZIRIRBITE S5 BRI ) -

1. Active Bz A ST TARIRES . R ATASRIR. R ERIBIRE S .

2. Modem-sleep #ix: CPU Wizf7, WPAMAIgEACE . Wi-Fi af. W BRI e il .

3. Light-sleep fz: CPU #{&izf7. RTC 7EifiesfoMsibA & ULP HpsbBR2SIZ T, T et
(MAC. FE#L. RTC @Zhfa§s N W) # Ml b

4. Deep-sleep #iz: CPU FIKFERFIMEHEI &L, HAF RTC f#6ik#5F1 RTC ShgAbT TARIRES

BOANEOUT , ESP32-S2 ARG A HEA Active fis, 24 CPU ATFE—H TAERF, BIanEFFohm
HBIMEERRS,  ZRGE AT DAE ARIIFERE

ESP32-S2 fyHi#E, 1i§5% ESP32-S2 A BOARKAR 3.

ik
o FFo BIFEIATE Wi-Fi BIUHEE A B R ESP32-S2 1% A HEARAR L .
o IR Wi-Fi BN, Hf station B Modem—sleep £zl Light-sleep iz,

o XFIEABATIN Light-sleep X, HIALRINTFAFTE 32 KHz iR, WIERAMIRAFFELE 32 KHz
EEPR, ESP-AT }f LAFE{E Modem-sleep 55 .

Uk WIRPS

Syt AR R T B SR T, A SO A R AR ZE AL T
WFER AT 2% TR, (FEE, BPITRBRE T ESP32-S2 , SNEHITGHIFHCHE.)
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Digit Multimeter
DC Power supply

@ ESPRESSIF

K| 22: ESP32-S2 fifi {1443

4.8.2 1t Wi-Fi BiX, F % & Modem-sleep 5=

1. % Wi-Fi 2 station Bz,
s

AT+CWMODE=1

] B«

OK

2. HERR Y.

AT+CWJAP="espressif","1234567890"

Mg B <

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fa ALY SSID AN T T AR i fir & PR I] o 375 (8 50 B e 4% 1) SSID IS o
3. BERHRIAN Modem-sleep 55X
s

AT+SLEEP=1

M .
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OK

#rik: RERHRGE AP i) DTIM @I H] (s — 08 DTIM 4 1),

4.8.3 1F Wi-Fi X F % ¥ b Light-sleep 5

1. % Wi-Fi 2 station £z,

’AT+CWMODE=1

i . <

’OK

2. FERRpK IR BCE MR 3.

iy

’AT+CWJAP:"eSpressif", "1234567890",,,,3

i B <

WIFI CONNECTED
WIFI GOT IP

OK

K
o ki AHY SSID FIERS AT BEER i iy AR IR] o 3 68 R % b ) SSID FEFRS .
3. WERHRIAN Light-sleep 5.

’AT+SLEEP=2

Wi

’OK

il CPU K2 HBIRAR, RF W SARSEAT+CWIAP BB W ] 2 401 5 P4 o

4.8.4 V¥ M Deep-sleep Fix

W EARIRIE K Deep-sleep 153\, % & deep-sleep B[] > 3600000 ms.

iy

’AT+GSLP=36000OO

N . :

’OK

VLR
o BOEMEENG, BoAr E SO, ORI, SRS Y AT .
* X§F Deep-sleep #i, ME— MLy 142 5 IR -
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4.9 AT BB

AR EENZPAT LA ESP-AT SCRFIRCM 7K

o SmartConfig B
o SoftAP Fe. [y (WEB BeIq )

« WPSBiei

SR MEYE WS = 2 OsE
FER A= SmartConfig & i SoftAP Bt i WPS g [
VNG SR O (1)
S 7579 BLE (] (] (]
15 T BASMTAL APP (%% 2) ()
[MEETIES B = =
PR et A B Bk
HEFREL 7 HhaE 4

o S 10 P AT SR SoftAP I, 5% 1 Web I 4% AT &4,
« %YL 2 fii SmartConfig Hf1ff) AirKiss H I b 5 He UM (5 AP, [5151 A P T R TE 05 G FA L
APP,

4.9.1 SmartConfig Jil[%

AT SmartConfig fit WG PUFZEFL, 43 5.2 ESP-TOUCH, AirKiss. ESP-TOUCH+AirKiss il ESP-TOUCH v2,
PAF 42 AirKiss #11 ESP-TOUCH v2 258U i T 9 s 43

ESP-TOUCH v2 [t 7733l

1. FEF-Hlim4$e EspTouch i 2 T .
* Android: “Zgili EspTouch 3% (Z¢sii v A AR 5 VR A )
* i0S: iOS Ji EspTouch "Nk (i0S ¥ v H &7 5 A )
2. P& ESP %%} Station 5z,
e

’AT+CWMODE=1

W R

’OK

3. ESP32-S2 %4571 /5 SmartConfig.

’AT+CWSTARTSMART=4,0,"1234567890123456"

Mg [«

’OK

4. FEFHUmHEFTECM .
TR DA R A IR TIFFHLAY Wi-Fi, 28 HARMZ (140 SSID: test, #ft: 1234567890),
JEi 5l EspTouch W FEFY, i EspTouch v2 %4l FEBKEE R T TE i A BT 158 Wi-Fi (%05 . £F
e 0 B 15 25 R DA B ABS S84, IR B :
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Wi-Fi %U@: 1234567890
FERMNEEHE: 1
AES %f%: 1234567890123456

5. 1 ESP Baf bt A HC M A -
LT ESP B2 # i 2 i HH R R :

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

Ft, ESP %4 ML M C BN 5E 1K«
6. ESP32-S2 %4515 1I- SmartConfig.
i

’AT+CWSTOPSMART

i [ <

’OK

AirKiss Fc 749

L FTHFILE, BB CREFEERHD AR5
2. % H ESP %%} Station £z,

’AT+CWMODE=1

N . :
ox
3. ESP32-S2 %4571 )5 SmartConfig.

’AT+CWSTARTSMART=2

i B <

’OK

4. FEFHLmEA TR -
FHUER S ZRCF A Wi-Fi (B0 SSID: test, #f%: 1234567890) , RIGHIIFMME, #A “/RéE
FERHT ARG, MM, HE] AirKiss B IFIEA L TEBRELAY T A Wi-Fi %
1234567890, %%, FHLRERHERRLHE RER ... .. .o
LI ESP a2 i HH AR F R :

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFTI CONNECTED

WIFI GOT IP

smartconfig connected wifi

FIt, ESP A AL ) 58
5. ESP32-S2 %4515 1I- SmartConfig.
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’AT+CWSTOPSMART

i B«

’OK

4.9.2 SoftAP Pt

AT SoftAP LM 512 WEB LI . G XKFHMEE, 1S 0L Web Server AT 715 o

4.9.3 WPS fic

1. HER—A 3R WPS LM% th s (15120 Wi-Fi SSID: test)
2. % H ESP %% Station $zL,

’AT+CWMODE=1

M B«

’OK

3. BSP32-S2 ¥4I/ WPS it
i

’AT+WPS=1

M B <

’OK

U % b e O G T, JF AR WPS ThfE, F4E %), ESP Starima i iR MER, RIS
M E M .

WIFI CONNECTED
WIFI GOT IP

4. 7rif] ESP32-S2 4% B Wi-Fi {5 5L
i

AT+CWJAP?

Mg |3«

+CWJAP:"test", ......
OK

5. ESP32-S2 i £ 4] WPS Ft ¥ .

’AT+WPS=O

M B <

’OK
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Chapter 5

ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT kAo 24580

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
B, il release/v3.3.0.0, release UEEFELMW DL, v REFEKM D XHIRA, Hig R4
5, ARSI

<major>.<minor>.0.0

Hora:

o <major> N FEERA. Bl release/v4.0.0.0 RFHFEKER, EEOFET BTG A .

HREE. R EiE R .

o <minor> NRIELIRAS ., HlUN release/v3.3.0.0 [UCEABR AT, HE QR HEM:. ESP-IDF
AT . FEEHER .

WHETOUR, fFELMN) AT BT LA 2 By 2 g, HEA ERME)E, &k AT B
[ 25 k7435 3 GitHub,

o BRYERIETT A A master 4357 BT, AEEH IS L.

o BB AE master 4357 BT, WSRMAEE, SR LGS .

54 SZRHUIER

ESP-AT A~ - BMUCA TN U E A AT R B0 SCRABIR o SCRFIBIIRI G, WO ISR 9P, RN 4R
WE3FE. T ESP-AT )2 5T ESP-IDF JF AT H , [Nk ESP-AT [ 33U B2 32 R T ESP-IDF [y 30 H;
IR . 4|7 ESP-AT &AM F B0 :

AT fRA& (2Bt | X El4i& A | IDF fRA IDF T35 HARR &L | AT SrhRAE KT
i) A g
Va.1.1.0 v5.42 (3ad0d3d8) | 202775 202725 - 200745
(2025.7.31) * ESP32
« ESP32-C2
« ESP32-C3
« ESP32-C6
« ESP32-S2
v4.1.0.0 v5.4.2 (8ad0d3d8) | 2027.7.5 WS
(2025.7.18) * ESP32 v4.1.1.0
« ESP32-C2
« ESP32-C3
. ESP32-C6
v4.0.0.0 ESP32-C6 V512 2025.12.30 WS
(2023.12.29) v4.1.1.0
v3.4.0.0 (2024.6.7) V506 2025.5.29 WS
* ESP32 v4.1.1.0
« ESP32-S2 A
V3.3.0.0 (2024.5.9) - Esparca | 506 2025529 Va4 17’,{1 (?)fﬁ TR A
« ESP32-C3 A
ESP-AT &K AuA SZ R0 F -

o SCRPBIRAY R 5530
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Service period (Recommanded for new designs)
Maintenance period

V(Y. SRS SSSSE SN S S—_—_. | 010 | 5 Jul 2027
S VA0.0.0 o {29 Dec 2023 s T T o
= ! : : i : :
2 : ; : { ‘ 5 1
< i s i i :‘ ; :
R e B L e e S R
g ' 5 : : : 5
v3.3.0.0 9 May 20:24 29 May 2025
i i i i i i i i i i i
I S Nl © © A
O S N A LR e O I
3’&*\ .é\’b% %Q,Q g&\ @?ﬁ caQ,Q \"’Q @?ﬁ %Q,Q & @zﬁ

B 1: ESP-AT JiUA SCRHPIR

WM AT ZATZ R AT BT, SR RS R 4 AT iRAN 1k F—
A~ AT RRASHY S AT I )38 FE A Z0t A BRI 28 5, B8 %] I (% ESP-IDF 7 £71Y]
PR SEHRRILA A (AT KA AT/ 41i%85 7 X ¢ ESP-IDF AR o

o SCRRIIRAYZES Y]
MRS AR, B0 X 4 ESP-IDF SCRAHBIR 4550 (AT KA st A 7

Z4iZts ;X% WY ESP-IDF Jii4%) . 40, ESP-IDF v5.0 {32 # ¢ BR % 2025 455 H 29 H ,
4 ESP-AT v3.0 ~ v3.3 [ 4P i FRth 3] 2025 4E 5 H 29 H .

— T

o —H AT RZAAHRIRA, WIHBA R RN R RS IASE R, #EA SRR 4301 .
flhn, AT %7E 7T v3.3.0.0 fliA (4% ESP32-C2 1 ESP32-C3 it H) , #i4 ESP32-C3 11y
v3.2.0.0 MUARY SZRA IR AU IR S5 45 o, HE A SCRRIARR A 4930 s ESP32-C2 #9 v3.1.0.0 Jit
AW SRR IR S A S o, R A SR BR300

o A GitHub K-S, 15T AT iR A2 A, GitHub RE&7EHT A A7 ) B s 24 58 A

[ AT [ Bugfix A LRI, 5T 5 1% Bugfix MUASIF L .
o TER PRI A R A L TR R, ERC T R AR R
o TEZFFBIFR N B ESP-AT A AKF4RZEAE GitHub (1) %1550 32 BT % bug B . LB R 5%,

HMRE S 2 U A ATHT Bugfix AR .

55 A&FEM01 AT EPERA
15 K iEAT+GMR 58 E AT FE{ERAIE R, 2% AT+GMR G54 TS T EZ(E 5.

5.6 iI'BY AT A kA

D B F &0y GitHub K%
AR ALy il e
DR AR AR

g

5.6.1 45— BSEN GitHub k'S

TEITIRZ T, 55 HR Y GitHub IS, PRI B 2 A7 75 B SRALR
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5.6.2 520 kP
PjlA) ESP-AT )%, SdTimA LA watch, A Custom,

O espressif / esp-at Q + -

¢» Code (%) Issues 98 i ) Discussions () Actions [[] Projects

@ esp-at Puic s EditPins - ¢ Watch 50 % Fork 684
Notifications

¥ master ~ ¥ Goto® + Participating and @mentions
cejve notifications from this repositon,
when participating or @mentioned 1 for ESP32/ESH
@ xcguang Werge branch ‘bugfic. Al Actiiy 3/ESP32-
ctivi
. MNaotified of all notifications o
.github

) , Ignore
.gitlab/ci docs: Added th T —

bootloader_compon... chore: Updatec Custom

components

docs
examples

main

20 g dlE A (k)

5.6.3 =3B il %A i

73k Releases H & Apply.

DORERESE I T VT AT RATHIEAE . A8 AT AR Ay, B2 ii®) GitHub AYE AT
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O espressif

<> Code (%) Issues (98 i Pull requests L)) Dis 5 Actions [ Projects

&) esp-at Puoic Edit Pins ~

¥ master ~ P Gotfo-

1for ESP32/ESP
@ xcguang Merge branch ‘bugfid. SSLe:! 3/ESP32-

Pull requests

B .github
9 Releases

B gitlablci docs: A C Discussions
Security alerts
B bootloader_compon...
components
docs

examples

main

P 30 sE A AR (iR )
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ARSI /21 T A AR s 4 ik ESP-AT TR, FFAR IS [ 58 % 51 ESP32-S2 e 2M4BIARY B 7
K AT B TOIRI R R ORI, SRR A LAT st v iy AL K 45, IR 25055 24 ESP-AT ik,

WSRA S5 ESP-AT TAEA NAE, s 2B s U ERe /b, e i bo T & GitHub R 70 _E %%
ESP-AT 1 4%,

6.1.1 PEANDER

TR S RN IR, SE ESP-AT TAREM il . FAEEZeas . BlE . iAok, HERE I Sk £
Linux &5 % .

% —%: ESP-IDF Heig A\ I
% =% FRIESP-AT

ER A S £
FALE BN I

¥ BEIAR
Foxd miF LAz
Frd REEEE
build.py Bt ik

i
P
S

6.1.2 5—3: ESP-IDF $RiEAl]

TESmi% ESP-AT TAEZ 1, 4c2#>) il ESP-IDF, [H 4 ESP-AT 23T ESP-IDF FF & 1#).

5 A4l ESP-IDF v5.4 il A1) 0k W3R, € hello_world TRERYECE. . Zwi¥ AL FEE M E
ESP32-S2 J K& A1 .

ik WAL, (HUREGRP)E, SRS St IR, PARAZE ESP-IDF J-#f (R I 7
FIA T 5K

SE_E—21 ESP-IDF YU A1), 0] AJTAG TR ESP-AT TR S
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
Zl-‘ﬂﬂmlJZIKo PATR AR E R LR 3RO 5.

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
X ESP32-S2 ZAARA , AR PAE PR AR 21T ESP-IDF 5.4 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

AR G [ Bk FE 3 ) GitHub fRBIX, AT DA DA B2 15 S Bt 5 ESP-AT: git clone https:/

/jihulab.com/esp-mirror/espressif/esp-at.git,

ESP-AT ¥ K~ #; % Linux 1 macOS [{] ~/esp/esp-at. Windows [{] Suserprofile$\esp\esp-at,

Frik: FEASCRF, Linux Al macOS Tﬁ%?ﬁf%é}i* ESP-AT f#RIA A2 R ~/esp; Windows #4FE RS0
HIBRIABR IS Suserprofiles\esp. I DAKF ESP-AT LALLM EBAR T, (R E M 6y
AT AT B . R, ESP-AT A E'Z?#“ﬂ?*ﬁ SFE IR AL o

6.1.4 =20 ARWBE

BATHH TR install SRZ4IEL, M2 e T B R 5 3l 42 B 4K 1% Python 4. ESP-IDF 3 JiE DA J¢
ESP-IDF [l i T.H%,

* Linux B{ macOS

’./build.py install

* Windows

’python build.py install

USRS — LR ERET, 10 ESP32-S2 B ff DA T e B e 10«

e P Platform name, 5l ESP32-S2 &K #5155 PLATFORM_ESP32S2,Plat form
name [ factory_param_data.csv i X .

o ¥k Module name, %1 ESP32-S2-MINI #% 2H % $%& MINI, Module name H fac-
tory_param_data.csv i .

o FESEPES FH B EE ] silence mode 2 B, 155G EES 4%, T f# silence mode. —fIFH N NG
ok
=
e YN build/module_info.json XAFLE, FiR= R E R ASHIL. Kk,
R E LS E R, MRS

PAEE Platform name A ESP32S2, Module name A MINI, F2%J silence mode 15 :

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..

Q23]
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(£ 50

(more lines of install ESP-IDF prerequisites)

Platform name:

1. PLATFORM_ESP32
PLATFORM_ESP32C3

. PLATFORM_ESP32C2

. PLATFORM_ESP32C6

. PLATFORM_ESP32S2
choose (range[1,5]):5

b W N

Module name:
1. MINI (Firmware description: TX:17 RX:21)
choose (range[1,1]):1
Enable silence mode to remove some logs and reduce the firmware size?
0. No
1. Yes
choose (range[0,1]1) :0
Platform name:ESP3252 Module name:MINI Silence:0
Cloning into 'esp-idf'...
(more lines of clone esp-idf)
Ready to set up ESP-IDF tools..

(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build

6.1.5 EDUsh: FERIAS

{1 USB 2351 ESP32-S2 ik #| PC b, PANEFECFAIG L H A&, B Wit i, W,
RGAERIFIIRE A KGR AT iy AN AT Wk, WIARTFROES. “AT iy /M f” HH. KT HEEE0A

U R E RS S % o TR AT 380 6 i

6.1.6 :S2b: MiV TR

17 H T H menuconfig KL E.
 Linux 5{ macOS

’./build.py menuconfig

¢ Windows

’python build.py menuconfig

QR AL A AP BRER I, DU S8 T AT S B

BB EA T ARG BB AR, QNS0 AT i R, B 2L T hRESs , WERAMB B, B4t

E NN T

6.1.7 5% T

IBATLA T i &2 i TAR
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

e Linux B¢ macOS

’./build.py build

¢ Windows

’python build.py build

WEREN TR IR, BERSF SRKRIE . AR E AL ota 2} KEIR/N.
HIFSEMJERTE build/ factory BAR N A MIT QIR [ F. HZEEHS WESP-AT B+ £ 5%
6.1.8 S5Lib: RekSIes

IBATPAT A2 Re A2 U [l 42 55 31 ESP32-S2 %45 b
e Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows

’python build.py -p (PORT) flash

HER T A ESP32-S2 AR H LA FRE e (PORT) o Bk 3 R4 /R A5 ERF E (-besk ) flash Hr, 3R FR5E
HREE# (PORT)

% ESP-AT bin ANgEfE 3, 3 HFT B} “ota data partition invalid” , %1547 python build.py
erase_flash RHEREEA flash, IRFHEFHER AT [l

6.1.9 build.py 3 3

build.py A2 T idf.py BHERK TH (B idf.py <cmd> IIEEYHEHE build.py <cmd> H) ,
EATPAETTA R an A A T 2 H k.
 Linux B{ macOS

’./build.py -—help

¢ Windows

’python build.py --help
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6.2 M4k ESP-AT T %

$i%ﬁ%ﬂ%TwﬁLkﬂﬁﬁ‘EWATIﬁ LBRAININE 7 & A 04 B JCYRIG L Rk, iR
BLIT J&3 WebSocket &g, Ff 3 AImDNS 5%, AR AR5 441% ESP-AT T2, 3l G A5 i 3B %
ESP-AT 142, (AR EA MR @A g e A e, WIES 2 A0, 1t W 71 451k ESP-AT T2,

TR PIGUGRIRNg AT FSIPE, 5 SRR A Cty™ b B AT RS I S e -
THPRATAF T RRAISIPRCL B P 8EEE, TS 2T e R i

6.2.1 PEAILIR
TR N AL B, 52 ESP-AT T#2fY Fork. FRIERCE . ARSI DA K i

o B —F: BRFMuy GitHub K5

o % —3F: Fork ESP-AT T2

o % =% JF 2 GitHub Actions 4t

o B9 WLE 4 ESP-AT TAZFFE 0l 55 4R

o $ AW AL github.dev %h4% 3545 B Aot LKA
o %< GitHub Actions %% AT B 1

6.2.2 45— BFEERY GitHub WS

FEIFURZ W, 3550 BRI GitHub IS, [RS8 (75 28 SR AR

6.2.3 45 2: Fork ESP-AT T

ViR ESP-AT /2, i 4 LA Fork,

Eidi Create fork BEHIGHEE HOH GitHub K-S T, BRAN Fork {3 DI master 4337, S AT
T ER S BN, BN AL Copy the master branch only,

6.2.4 %5—2B: JF)3 GitHub Actions Jjfig

RO T Actions #E A GitHub Actions T [fij .

B I understand my workflows, go ahead and enable them & GitHub Actions,

J& i GitHub Actions 5 Ji{ .
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - C ) % Fork

i1 Pull requ ) ssions Actions [ Proj ) Security

Create a new fork

Oowner Repository name

Q UStCCw ~ lI,I’ t

By default, forks are named the same as their upstream rep fou can customize the name to distinguish it
further.

Description (

AT ap on for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

“ode [ Pull requests

Actions ork All workflows

I All workflows
0 workflow runs

Build ESP-AT Project

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 AEPUL: EEE VR ESP-AT T RT3
ﬁn LA Espressif OTA server [l P11 OTA token, I H.25%{fi J§ AT+CIUPDATE x4 J+4% AT [E{4:, T

gg%mﬁkﬁtﬁﬂﬁ% Ey, LDU&?%"—SFH CONFIG_AT_OTA_SUPPORT (AXEZIEEE, HSH P A
© AR A github.dev % %% BA% P A= XA BLE kT AL TR .

%’@“E?TE’J Settings #EABE T .

forked from espressiflesp-at

¢» code 11 Pull requests Actions [ Prc 0 wiki () Security |~ Insights

¥ master - Go to file Add file = <> Code ~

n for ESP32 ESP-IDF
This branch is up to date with es sp-at:master. 1% Contribute 3 Sync fo & ESP32C3 ESP-IDF & ESP8266

RTOS_SDK
, 3 xcguang Me

wb/workflows

components

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

Ml Settings -> Secrets and variables ->Actions #fA Action il & T .

15 New repository secret #EAZHA] T .

§1 A Name Fill Secrets, fiif Add secret Al EIIHH]. WAKEHIRIE OTA token.
T B E A T BRI A RN -

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

TR FEE 2 AL S AT BT, HEE DEA R, HRIINAEEY, A S8 0)5mn
U o
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 hizb: fEH github.dev ZhifH 25 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $TJF github.dev &k} 2%

[ B G RET, PERREHE MU 0 SE AR

/esp-a

<> Code I Pull requests (® Actions [ Projects [0 wiki @) Security |~ Insights

| ¥ master ~ Go to file Add file ~ <> Code ~ About

Switch branchesitags e e Coror sz
~ cune § : 3 ESP-IDF & ESP8266
TOS _SDK

se_to_crash' int

Releases

> 24 tags

Packages

Al 12: e ¢

AL LA ., (U github.dev g8 aR T2 KA .

5.2 GEEW 5 3%

TEGARARIGTE, PR XA FR, FE FhE T, B0 B i 45 Sl A8 3 S 44 95
RIGHE QB2 X,

B Switch to Branch, )27,

o ST
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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-at/tree/master

produck/v

~+ Create new branch...
- Cn ew branch fr

1° master (default) -

shift + P

p

shift + F

OUTLINE
TIMELINE

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

\FI6_AT_ENABLE=y
(= |~ INFIG_AT_BASE_ON_UART=y

Chang 1
onfig.defaults S I S

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT BASE ON UART=y
AT_MQTT_COMMAND SUPPORT=y

]
]

A T |
CONFIG ESP AT FW VER

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

IR Z G, 2 A3l GitHub Actions g5 1) ESP-AT [E{:. 155 4o T GitHub T 23z #7
IGEfRE A AT B0 SCRY, TFEEITRZM AT B4 (HE: SRR AP E T H OIS T esp-at
A FEIATHY, WA E https:/github.com/espressif/esp-at {3 FE ) . GitHub | ) AT FE{SFEE]5 90 KA R
Ja BB RA, W HATIRAF R8I AT [l

6.3 Wi AT ¥ 1125

ARSI Y41 T A 18 Bl ESP32-S2 A1 [E (FHH AT port A . BRIATEOLT . ESP-AT /> UART $ 1
P AT ST — AT LA (U FFRR F ), 53— 5% AT dr RIBEKORRE (D T
AN ) o
WREC KA ESP32-S2 AT [, f H AR T2y i A, 3§ Bkl darpy T2 BUEfF, A1
FRRRELE A BGHTRA . 75 DUA06 ik ESP32-S2 045 1 AT 3 A5, SR se i A IR

* Stl% ESP-AT 142,

* ¥£ menuconfig fit & T. F.u} factory_param_data.csv ZE#% H& 0 I 4 B

o HiFLAZ,

o YA7aY bin A BEF IR

AR E A IE S, S BRI TR E P IR R

ik SR EE O AT 9B 053 % (i1 AT SPLEZ I, AT through SPL Hl {#i I AT 4 74% 1

6.3.1 ESP32-S2 Z7%i|

ESP32-S2 AT [E {4/ H & s 1 ATy 4 i & AT DA & OB, S5 (ESP32-S2 i RS % F
Wy AE R A

B8 H G i 11 55

BOANOUT, RFEFL{ItrY) ESP32-S2 AT [ (i ] AT UARTO 45 il iy H 25
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* TX: GPIO17
* RX: GPIO21

FE4 15 ESP-AT TAEM, W[ {fi ] menuconfig it & T HKF HB MO HE i 1 -

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config-—->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config > ESP System Settings —> UART RX
on GPIO#

fi

B 5 i A i 1145 I

BOATEOLR, UARTL Tk AT S FIH0 AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DA E.#EAE factory_param_data.csv 2 FPG P 1145 1 -

o FTFFEEAHIEY factory_param_data.csv,

o BB FTLEMIFT o

o RIETFHERE vart_port (WIRAE AT HE DR A AT @y 410, WFEESILTT, R
JE R vart_tx_pin fll uart_rx_pin fil AT HEORER—F).

o MPEFENE vart_tx_pin fluart_rx_pin (EFEIEFEERGER, KL ek
M, W AT HEOREH) .

o BANTEEMHERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRRG .

6.4 FIMEEX AT a5 4

ASCREANE T ARSI E 2 S AT 64, DA at_custom_cmd J96il, /R EE IR BT .
HE AR . WRER S, WS H AT 2K,

« F—F AT 4

o B FEM AT 4 F ik
o H= 3 hotB R B

o Fvad: Kok iRk R

c BAY: REMAMIATEE

o 5 ik AT A

WS PR IR)G , §53E 4T AT+TEST 45 3R BGE A T4E R,
H & AR E A4, SHZ R :

o« ESLEEE L

o RIS

o Hukar SR

o MR AL ey AT

o AT 4438 1 3R BUH N 04 235

AT fr RIS ATTIR, DA FESCHE BRENEEL, EHR At 3 e U AT ay S 1 2l

641 HE X AT w4
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i ESLAT @4

A A at_custom_cmd.c 1 at_custom_cmd.h LA HE X AT f54-, HAJHE examples/at_custom_cmd/custom
F1 examples/at_custom_cmd/include H 5% G BEE 11 {}Ej{ﬁiﬂl%iﬁiﬁi X AT 154

TEHE AT i Z B, T8 JciiiE AT ay 2 i FRmIZRAL.

4y SR <
'mvfM+ﬁ%ﬁ%
o SRR (A~2, a~z). B (0~9) MHE SR (1L 5. - . v ), IS WLAT 642
(e itE
B4 AT M Z 0 DA UAMZEAL: Hi{md . Bifmd . REGIMIITmS, EL2EES AT ¢4
mk,

WG, XN RBA 4. BRI AT+TEST SRR IIPIRIEAL, NHEE X AT fir & 1A R BrG
FRIIIRIY, PASSE SCRE R ) 75 B AU

* B, Milesp_at_cmd_struct RKE L AT ap WA FRMPTHRE SRR, T s B &
NTHAFRA+TEST  (FWT O AT) FHCRPrA TR 4

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—at_exe_cmd_test},
/**
* @brief N EWRLZE X EHDTH AT # 4
*/

bi

ik WA SUEARA, I EY NULL.
. Wk AS

static uint8_t at_test_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "test command: <AT%s=?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

. Hiflapd

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "query command: <AT$s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

}

C RS

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

(FItakss)
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(£ 50

/ORBE NS, FREBTE AN TF
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
I

JSRBE NS, R EBTAN AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3

/) AN Ewm K, WEKE, REAZFFED (vart/spi/sdio/socket).
¥ &K Kk # 5| McU
uint8_t *buffer = (uint8_t *)malloc(512);
if (!buffer) {
return ESP_AT_RESULT_CODE_ERROR;
}

int len = snprintf((char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",
esp_at_get_current_cmd_name (), digit, str);

esp_at_port_write_data (buffer, len);

/) R K
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

© WS

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "execute command: <AT%$s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

S5 SIENE AT fir & e

e i F X esp_at_custom_cmd_register B #, I £ K % T H B API
esp_at_custom_cmd_array_regist () HMF AT 654

ZNIEMEE

bool esp_at_custom_cmd_register (void)

{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) ..
—/ sizeof (esp_at_cmd_struct));

}

* X J5, W ] API ESP_AT CMD_SET_INIT_FN 3k 4] 4 4k 5 52 B0 09 ¥ lF AT iy & 8K %K
esp_at_custom_cmd_register,

ZNGIENEE

ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1);

Espressif Systems 260 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback



https://github.com/espressif/esp-at/blob/113702d9bf0224ed15e873bdc09898e804f4bd28/components/at/include/esp_at_cmd_register.h#L67
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 6. WA ZiFHIF & H O AT TR

%5 W R B2 fE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H 5% N A 8 F 09 U5 SCOFE RSk SCH B E AT dy 4, B ke b N R g 4 ok
esp_at_custom_cmd_register, FAHIZMREFE at_custom_cmd /- 28 R IR . SERT DAKE
REfr 4N esp_at_custom_cmd_register_foo, JRJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #]i&fk
VAR

S BEMALTE

WRETES —F: & L AT 44 B T B at. freertos, nvs_flash A H At 40 {4, 4 AE examples/
at_custom_cmd/CMakeLists.txt CFHIRIXLHAARM . 2, 7] PABkIT b A TR, 6 anpr i
i wip 4144, 7RG -

set (require_components at freertos nvs_flash lwip)

SEPUSL: B e Rz v

5E examples/at_custom_cmd/CMakeLists.txt S, B H E XHEM AT 4453 ZFRVEN
— NI ] 558245 ${COMPONENT_LIB} , #fi RA%)/ 751 7S o] DAFR BN R 4. /s B T -

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register")

57k WR B E X EM AT 64313 248N esp_at_custom_cmd_register_foo, N7RFCHLAN
T

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo

. ll)

Shib: REAMFASE

AT WAL E at_custom_cmd HFIEAS SRR L, PAREOR ESP-AT Jil H 75 25 19 0 BB 1R 4%
BRZAME. RGN RERE AR I %, WRETE esp-at/components H T RYFEIRAIF T H E
SCAT fp BB, WIEFHATHA IR, EAREIAE esp-at/components H3g MW EIGLA/ T H
ESCAT fig 2y, AR SCHAXS B T3 o

Jiik 12 e ik E AT_CUSTOM_COMPONENTS MEAr & (IEH T AiksmiF).

¢ Linux or macOS

export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

¢ Windows

set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

&
o iH¥ (path_of_at_custom_cmd) ##ely at_custom_cmd H FHESLLE SRR .
o BV PATREZ A Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"
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Jjik 2: AE esp-at/build.py X setup_env_variables () R INAIKE AT_CUSTOM_COMPONENTS
B RACRD GBI T A siF MR T 4%0F) . ABIRRSaTE

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd"')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

$n Gk AT WfE
SEM A EAEBRSG, AR RR B EE T A T e F s R AT [, FRREHR % B e L.

»

6.4.2 &7 AT+TEST A IBLE T4

IEfEAE LRI, 1217 AT+TEST RIS R T .
M A4

AT+TEST="?

Wi 3% ¢

AT+TEST="?

test command: <AT+TEST=?> is executed

OK

A4

AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK
BE WA

AT+TEST=1, "espressif"

Wi

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

Wi i :

AT+TEST
execute command: <AT+TEST> is executed

OK
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6.4.3 [ LM AT %
RIS B R B AEE T E SCE AR 2R fiv 4, T AR e il EdE AT B

7 SCIR T
ESP-AT B &FFesp_at_result_code_string index X T —EkEE ., W2k A EIES WLAT
H B

W 7 return BIAGRIFH A, WATJHH APl esp_at_response_result () SRR Ar S HATE R 7]
FEACHE R E] B ) API flESP_AT RESULT _CODE_SEND_OK J;ESP_AT RESULT_CODE_SEND_FAIL,

B4, 246 AT+TEST B /E/\ﬁﬂﬁ%%ﬁjﬁ MCU KEEAEN,, Fesp_at_response_result ()
iR E] Kk g, H return BEORR Bl iy ST , NS INTR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/BB MCU REBKEM R R XEE

send_data_to_server();

// ik [El SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

Fr i Kl [m] i i R -

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

NI

N

ESP-AT {2t LA NP4~ APL 3k & 24

* esp_at_get_para_as_digit () A[IREENFESEL.
e esp_at_get_para_as_str () AHEEIFEARSE

B DL E 4

AT E R L iy & S EC TS AL

I S RE R AL ¥ 3
« BUER B 1A
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ARSI S RGN ATH+TEST iy QR <param_2> il <param_3> SEE NS,
Hr <param_2> HTFZSE, <param 3> FFFFHSLL

AT+TEST=<param_1>[,<param_2>] [, <param_3>], <param_4>

SIS AT .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R A

/) FEEEXEAE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

<—>2) H
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 R
VAR -5 B
/) FEEENXRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/)Tl EXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
(FIEED
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} else {
// T ) AR A
/BB EZANER
/)" E R X R
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

4)‘\

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WAREANTAFRSEC ", WS HBA BE N -

AW — B8 i AT+TEST a4l <param_3> ZHCHFAFRSE, Hovia—(S5, R
EWENTIES L

AT+TEST=<param_1>,<param_2>[,<param_3>]

WA AR PRI I ARG O o

¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

SR .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);

Q)
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(8L 7))
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
X T
/)T B E XA
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {

/7 Bl R

/B EZANFEK

/)Tl EXRE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WS HBA B -

il 5 g (N E7 K )

HRHEAEH IR PIT, FERE—DMIITER, RERGE T XA e R BURF HIE .
—RUL, XK OFEEH SN RHITH L.

WeZE i ] semaphore K[EH .

RBIASITT .

p=

xSemaphoreHandle at_operation_sema = NULL;
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] = {0};

snprintf ( (char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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/7w B R

// Kb AW 4 #) B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 W E A AW AT

/75— T 5 R

// BB E % T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I\ AT i % S VAR IR A i Bodia

ESP-AT SZHFM AT fip4-3in 5 A AR EE, R BEPA R #4> APL

* esp_at_port_enter_specific () WERIHRE, AT im0 M A SRS, SRR %%

e esp_at_port_exit_specific() EH esp_at_port_enter_specific &M IEJH KL,

AREUCR ) T3 T 2 MR R K R A e 2 A B AT

o R A Bl B EE Al <param_1> $9E THIRKE, WIFPIR.

AT+TEST=<param_1>

PATR R BIARES A2 AT AL AT iy i FUERBUK BE N <param_1> iy AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer([64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—O0K) A
return ESP_AT_RESULT_CODE_ERROR;
}

buf = (uint8_t *)malloc (specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R
// Rsh & WA A #E semaphores

(T oUgkEE)
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if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

ZEL-E PN S T L ¥ A

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REBEBER, EEWEHRANEEEFSE AT 350 H A

esp_at_port_enter_specific(wait_data_callback);

VAL € N &
while (xSemaphoreTake (at_sync_sema, portMAX_DELAY)) |
received_len += esp_at_port_read_data (buf + received_len, specified_len -.

—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

AR 3:C B DN &

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/7 Bl R
SRR AEEKE >0, WEFHRANREKEATHEENERREKE
/7 B E A AT AL TR X B R & B
/7 WA RO AT Bl R SR
esp_at_port_recv_data_notify(remain_len, portMAX DELAY);

3

/7 Bl R

/7 B BB B

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);

break;

}
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

UL, WA E AT+TEST=5, MAMEHE N 1234567890, A4 ESP-AT iR [EIILE RN IR.

Sy

AT+TEST=5

>67890

received data is: 12345
OK

AT KB AR XA DL Wi-Fi S A2 X, AMEEBIRKE.

AT+TEST

fEi ESP-AT G I AATH R BIPAATER , /BT .
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#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
int32_t received_len =
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer[64] = {0};

0;

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/) B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

ZES-E PN § X % ¥ AN

esp_at_port_write_data((uint8_t *)">", strlen(">"));

/S BREBEERBEHR, EEKIMAKEEE AT S50 HA

esp_at_port_enter_specific(wait_data_callback);

AR LS R &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;
/7 AR SR E R
/7 B A RERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();
/7 7 Bl R
/SRR ABEERE >0, WHEHRRAMAEZEFTELA
/7 OB E AT AL B R & B
/7 WA R AT W R s KR
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);
}
break;
} else if (received_len > 0) {
/)T BR A
A N-W G RPN &
/7 S A RO B AT Bl R B W B AR
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
CFRZEE)
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esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf);

return ESP_AT_RESULT_CODE_OK;
}

I, iR — A ARG 1234567890, 55 MM AEdEE +++, H84 ESP-AT RIS RUTF IR

AT+TEST

>

received data is: 1234567890
OK

6.5 iy ESP-AT friH:PEfE

ERANE LT, ESP-AT I ML [0 f# F] UART ST (5, b s Akl RN o AR S, PR
2xHiRE 115200 bps. PP ESP-AT SEHU S AF it &, 75 A SC, FHE0H A E X R EC . AR SCPA
ESP32-S2 /5|, Fr&qiffd s ESP-AT il

Frik: ASCET ESP-AT b T 42X 1, filliddem TCP/UDP/SSL A3 it PERERY— MLtk T3k -

I DR RV 7i7% 2 ) WTTEE NG Sy L R R Al Wi

o [WE] Rt B E
o [HFH] RABIER, AT MR E

6.5.1 [1hj ] Peakic

L ¥ &S, LWIP, Wi-Fi G TR s 8

B RS B2 DL HE 3B 1 & module_config/module_esp32s2_default/sdkconfig.defaults S04 )5 ,
H'E ESP32-S2 F A U417 18 MO W SUA36 R 1) sdkeonfig.defaults SCA:

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

(N oiaRss)

Espressif Systems 270 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback



https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32s2_default/sdkconfig.defaults
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 6. WA ZiFHIF & H O AT TR

(£ 50

# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_RX_BUFFER_NUM=64
CONFIG_ESP32 WIFI_DYNAMIC_TX_ BUFFER_NUM=64
CONFIG_ESP32 _WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. $275 UART ZE 1% S/
&SRS B D1 at_uart_task.c SCEH uart_driver_install() 17 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_qgqueue, 0);

3. MHERERABCE . SR ikISIfl . Bexkiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. EfLnihE ey UART Py
S AT iy & FPoan s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

. &

BE PR E B 7 YA — AR Rl AR At (B I I REAREB S PRI . 5 SN S R A
%ﬁ%%ﬁﬁ,mﬁﬁgﬂ%%%%Wﬁ%%ﬁ%ﬁ%oﬁ%,ﬁﬁ&ﬂ%%ﬁ?ﬁﬁﬁ%ﬁ%,ﬁﬁ
EEXT PO

6.5.2  [Hit#] AR HE . BIRPPE S E

S ESP-AT 7R i 2R A RiA IR 1A :
AN RS B -

o BSP-AT %1% (TX) B9%FEH A S1 > S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
o ESP-AT 2 (RX) Hy%dt77i -~ R8 -> R7 -> R6 -> R5 -> R4 -> R3 ->R2 -> R1

AR AT K, SRR R, TR RO R R L BRI Y R BT O, AN B
Rl AR IO AT R Z BT BN B, PASRIE A B BEIR 9% . FESEFR e A, TR
Hts B e — A B AR B AT, ) 5 AR T F- A T R C L R

ik NI EIY AR AT SR O ETRR Y, ] AL AT +SYSRAM i KA Al AT

1. GO fFukfft
GO ARG AMILALAYTER T, RSB EAT :
2. S1. R1 ML

HWHEREOT, S1 MR & ESP-AT FrEERAY K. FONEGARE LT, ESP-AT Fl 4L i) i
M UART BHATHAR, BN 115200, 1) UART R fF L, 4 ERRy S Mbps. tt, 4
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium RS ﬁS
R1 \
UART UART . \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Efievact R6 R7
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

M FAART 5 Mbps, W DA ATBRIA Y UART 140 EHLZ B AE T, W AT AGEST
AL
2.1 #2875 UART ZE X k)
R RS B D1 at_uart_task.c SCAET uart_driver_install() 17 o
« 575 UART TX %t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_

—uart_queue, 0);

#4725 UART RX 7t

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

#2425 UART TX #l RX 750

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART e
JA AT fir QP34

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

. E &

il P HE R EHLE) UART Al LSRRI 2 iy, I HAHURI ESP-AT 2 [A]#) UART £
A HEHLA .
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Sk AR PO A KT BT T S Mbps, A[DLS AT SPL, SDIO. Socket %73k, FLIKTS
B

3.S2. R2. R3. S3 {4k
WHFT, S2. R2. R3. S3 K2 ESP-AT 75t B KA. A AT core 7 UART ZEnfi[X
FUHEAR WS A% 52 2 RME R8s, (AR HARERT R B 28, TRz

4.S4. R4, S5. R5. S6. R6 ##H:{ifk
ESP-AT I £HL2 8] il UART /7315, S4. R4, S5. R5. S6. R6 LT 4k, ESP-AT #l
AL B A AL A A TiE (S, S4. R4, S5. R5. S6. R6 Z#MiFmtpy—HE.,

S4, R4, S5, R5. S6. RO EHEFHMULIIEHZ . MK, FIEIREERK )2 2 R . 1
95 A ESP-IDF it N5 Wi-Fi PR SBY, T HRRH, HEFT AP . ISR T LA
JE . /build.py menuconfig HfTHECE.

o HiAk S4 >S5 ->S6: % LBy i
* 4k R6 -> R5 -> R4 F2UC4ds i fic &
5.86. R6 H-{ift
S6 Fl RO /238 15 Vs A FIcH 65 % 22, ESP32-S2 w] DA F Wi-Fi 3535 DA A hy 1% i /)it
Wi-Fi [ 7 RN 240, WREIRTRZ M P KD
* P15 RF ZYT%
BRI I ) 38 AN i i = AR, P ] A A AT+ RFPOWER iy &£ i il ik
H RF KI5,
o ¥+ 802.11 b/g/n HHl
2RI\ Wi-Fi #520 BI 24 802.11 blg/n Hill, I PRl 3 AT+CWSTAPROTO iy 425 i F1i%
802.11 b/g/m P, FcER2XLmI, PHUkEw AP i Wi-Fi fCEE Sk 802.11 b/g/n P,
35 S e B A HT20/HT40 (20/40 MHz) A,

6.S7. R7. S8. RS &5H-1i4t

HWHEULT, S7. R7. S8. R8 g ESP-AT FREACALHIFEE . PHNIXFISLFRIMEEAT 58 4%
BRI RS AEAT K

6.6 4l 3 mfg_nvs 51X

6.6.1 mfg_nvs 5y X 4]

mfg_nvs  (manufacturing nvs) 4 X E X FF esp-at/module_config/{module_name}/
at_customize.csv U, %4 KA T B RS R E

o M BEEE (Wi-Fi il ® . UART il & . H4EE): ES3Fdh AR EN 2,
o PKIFiE (BEUE-BAEHEE): ES%PKIBLE /)23,

BEF B UL S HCE . PRI E B GATTS BUEny, Gon] AR 41 ESP-AT TAE, /EpiHiiY
mfg_nvs.bin 3CfF; s @ idarpy T2 BUECE, BB MO EE . AR EIRTE -

6.6.2 k)% mfg_nvs.bin

B BB 58 G, €7 % iF ESP-AT T 42, TE4w M B2 B 8 id mfg nvs.py 464 B build/
customized_partitions/mfg_nvs.csv X (BETHHAREMN MG S, 8. 28, MiEE
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{£8), Fh esp-idf 1) nvs_partition_gen.py A4 build/customized_partitions/
mfg_nvs.bin X (NVS FEEE) .

6.6.3 P #k mfg_nvs.bin

AR DAL — 007 20 2 mfg_nvs.bin 31

o FECE BN ESP-AT 14, PEEIE L E L R EEE,
o {UF# mfg_nvs.bin, X5 ¥E HEH ESP32-S2 /1Y) mfg_nvs 431X,
— Windows
7 T #k Windows Flash N4 T H. 44550 S Flash N3 THH P 488. Tk
build/customized_partitions/mfg_nvs.bin {4 #| ESP32-S2., 3] DAl
1F AT+SYSFLASH? £y 4251 mfg_nvs.bin [ F 2tk
— Linux or macOS
& {# ] esptool.py.
AT DAYE ESP-AT i H Sg AT AT % R 4 mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORTNAME --baud 921600 --before.
—~default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
—~—flash_freq 40m —--flash_size 4MB ADDRESS mfg_nvs.bin

¥ PORTNAME E 4 51 H 1144 7K. ADDRESS ##k %k mfg_nvs.bin SC{ L,
0T PAIE i AT+SYSFLASH? fiy 225 1f) T #iHbhk .
e MCU %1% AT+SYSFLASH 154 ¥ 31 ESP32-S2 Ay mfg_nvs 43X,

# BB mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE # 2 T # mfg_nvs.bin LAYV, AN FBIBLALAE AR F 1 43 KR/, ] PATE
1L AT+SYSFLASH? iy 225150 XK/

6.7 Infal i) B4

ARG T WA HEEr ESP-AT BOAM ) S8 E . ) SR E A2 Wi-Fi it . UART L.
B E.

o BT AHEENB
o & g%, mfg_nvs.bin S

o T 2k mfg_nvs.bin S

6.7.1 1) BEECENA

MHTERA AT ) S B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR
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INgE LA E X AT 6%
Wi-Fi fil ' A E3E Wi-Fi JI6Efd AT il

» max_tx_power (ESP32-S2 |1 Wi-Fi
KBS, AT WL ESP32-
S2 R S 1 )

* country_code (JE A1)

o start_channel (f4f Wi-Fi {5iH)

* channel_num (Wi-Fi [ B EHE)

== Z5 nr NN
CART RCE ¢ wart_port (1 -4 1% AT ot | 10 UARTRER AT

e AT 1 )31 UART 3 1)
* uart_baudrate (UART i 43%)
* uart_tx_pin (UART TX 5| )
* uart_rx_pin (UART RX 5] i)
* uart_cts_pin (UART CTS 5] )
* uart_rts_pin (UART RTS 5| J#)

FELZH 44 R module_name AT+GMR

RIS A SR RES ) S, KRR nfg_nvs.bin ff.

6.7.2 H:)pk mfg_nvs.bin {4
WS A i mfg_nvs.bin SURYLE BGFA 1) S E M mEg_nvs . bin,

6.7.3 P #k mfg_nvs.bin {1k

2% T 2% mfg_nvs.bin SCFY.

6.8  fnfl g PKI fid

AR T AT R ESP-AT BLOLTIRIAROPKT 8. PRI UE @45 TLS % 0. TLS 5 8. MQTT
7 P13 Fl WPA2 Enterprise % P 1R 6).

o PKIBLHE A%
o & px, mfg_nvs.bin X

o T2k mfg_nvs.bin

6.8.1 PKIflE A4

A PKI & U5 SO T customized_partitions/raw_data H 3R, R s
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Thge

LA E

HXAT ¥

TLS % 'y

5 0 R v C B

e client_ca_00.crt
e client_cert_00.crt
e client_key_00.key
5 1 BRI E
e client_ca_Ol.crt
e client_cert_Ol.crt
* client_key_01.key

e AT+CIPSTART
e AT+CIPSSLCCONF

TLS fiR 55 %

* server_ca.crt
* server_cert.crt
* server.key

AT+CIPSERVER

MQTT % /i

* mgqtt_ca.crt
* mgqtt_client.crt
* mgqtt_client.key

AT+MQTTUSERCFG

WebSocket %% i

55 0 B i e B

e wss_ca_00.crt

e wss_client_00.crt

* wss_client_00.key
55 1 BE PR E

e wss_ca_0l.crt

e wss_client_01.crt

e wss_client_01.key

AT+ WSCFG

HTTP & )i

5 0 B il
* https_ca_00.crt
¢ https_client_00.crt
* https_client_00.key
55 1 R P E
* https_ca_Ol.crt
* https_client_01.crt
* https_client_01.key

AT+HTTPCFG

WPA?2 Enterprise % i

* wpa2_ca.pem
» wpa2_client.crt
e wpa2_client.key

AT+CWIEAP

HIRYE A SRR B PRI RS, SRJ540 8 mEg_nvs.bin fF,

6.8.2 Z:pk mfg_nvs.bin

TES% A &, mfg_nvs.bin CRYAE A PKI it B H) mfg_nvs.bin,

6.8.3 Pk mfg_nvs.bin
WS T 8 mfg_nvs.bin SCRY
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6.9 nfal Fie SLorIX

ASCRYAY AR T Wn] 3 Ao 15 0 ESP-AT $24JL 1) at_customize.csv 223k H & X ESP32-S2 % & H 41X . A
WK — K EM R X3

—& 4y X 3 partitions_at.csv it R G5 ], FEMLELRE 1A B partitions_at.bin SC{F. IR 2 K E S, &
GRS, HIt, A@IBB L partitions_at.csv,

ESP-AT 2t T 2% 43X 3 at_customize.csv fIEFEME B 2 LEdR . BET 90K E.

BB P ESP32-S2 WA WAy X, W H IR AP IREE . S0 2 B TR = AP R

o 1%P at_customize.csv

o & m% at_customize.bin

o 23K at_customize.bin £ ESP32-S2 1% &
o T

6.9.1 {&pi at_customize.csv
B2 N RLEIBAH) at_customize.csv,
2 1: at_customize.csv {15

=] By | BKE
ESP32-S2 | MINI | module_config/module_esp32s2_default/at_customize.csv

RJG, TEIEER at_customize.csv Hsf G DA AL,

s XA X Name fil Type AR, {H SubType. Offset Ml Size I DAL,

o QURETHFEGIN— B H oK, EEREE2E E LA ESP-IDF (esp_partition.h) &
o

- WREE X, WREF Type {H5 ESP-IDF KA .

- WRAKRE L, HFF Type WEH 0x40,

o X Name AR 16 SF5,

» at_customize 4 XBRIN K/ NE XAF partitions_at.csv 71, AT P4 IR A AS 254 1 e o

6.9.2 /}2)Kk at_customize.bin

B4 at_customize.csv J5, TS0 PAEE #i4w1%F ESP-AT T2 5 {# /| python B4 gen_esp32part.py KA,
at_customize.bin {4,

WRME A, £ ESP-AT TAAR H 3¢ F#FTA F a4, I8k INPUT Ml OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT ¥ HEHEMTHY at_customize.csv B " FE 5] ST AR .
* OUTPUT Bffe 2k iy — i il 5 CSV U HIBEAE, NS4 g, R A Am it i

6.9.3 ik at_customize.bin £ ESP32-S2 %75

ff at_customize.bin [ #KF| flash H . T WARE b il SCPFRESR 2 ESP32-S2 15 4%, WS H ek AT Bl £
%4, FTHERNAFEBAH at_customize.bin LT 2k .

2 2 AEIBEAH at_customize.bin 1 &k

ra BE | it Kby
ESP32-S2 | MINI | 0x20000 | 0xE0000
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TERSLIENLTR , WAZ4F at_customize.bin 2k F] flash 5 4 BB —LL AT 4

o AT+SYSFLASH: #3125 flash JA P 5 X
o AT+FS: M Z 4udftk

* SSL R 5#eh K i

BLE [l g5 a4t KA

6.94 P

AR GURF 20 test (1 4 KB 73 XS E] ESP32-S2-MINI Bigi .,

B 44k 3| ESP32-S2-MINI { at_customize.csv 3%, KB B2 X Name, Type. SubType. Offset #l
Size,

# Name, Type, SubType, Of fset, Size

test, 0x40,15,0x3D000, 4K
fatfs,data, fat, 0x70000, 576K

B, HEPE BSP-AT T2, Bi#7F ESP-AT M H 5% T #1447 python JHIZ< 4 Jif, at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32s2_default/at_customize.csv at_customize.bin

KI5, BSP-AT i H 44 % at_customize.bin,
=4, T at_customize.bin % flash,
1E ESP-AT TR H K T HATLA N 4, HH4 PORT #1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset --after hard_reset --chip auto write_flash —-flash_mode dio ——
—flash_size detect —--flash_freq 40m 0x20000 ./at_customize.bin

* PORT ¥l Ay 1144 F5
* BAUD B Ml e,

6.10 Al 5 Im— AP B 2 Fy

ESP-AT TR X2, 4L TR i e B S« factory_param_data.csv Al module_config, 40535
TE ESP-AT TAEH AT HA~ ESP32-S2 20 1) 52K, WIFE BB MOxX SR e SCf4F . BeAbi)” ESP32-S2 112

PR

o ESP-AT TR A G SE FFAOREAL, 3% ESP-AT 3@ Bkl RS i ABEA], RIACE B AH Bt Fr s
Ho EABUGRMES, FRATIERER, HSCRABAMEE.
* ESP-AT TAEC@EFLSCFFAORIAL, (EN P/ 20 B e BN E B -

ARG UL AT AE ESP-AT T A2 H 4 ESP-AT S HFAY K ESP32-S2 5t A /B IS IFT i 4 S . 1
SCREHEIERIN S ) St 2 2 AT 64 S BOBCEN B, ORISR S5 o

© H—F BEIIGHLLY R S
o o BUEH ALY OTA

o H=: IHGALARE
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6.10.1 5—2b: ECESHIESALN) S8

FTHF A ALY factory_param_data.csv , TERMGEIGIHA—1T, MIELRHEFEREMXSE. A001d, A1
¥ platform % E A PLATFORM_ESP32S2, module_name % B A ESP32S2-USER-DEFINED, HAih

SHWEMITR (SRS ESH L) SRR EAN ),

¢ platform: PLATFORM_ESP32S2
¢ module_name: ESP32S2-USER-DEFINED
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.10.2 55 20 FCELHIELEL OTA

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA N B & EHRE B, .
esp_at_module_info ARt oTa FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRAE A58 ota_token FIE =¥ ota_ssl_token Wi%iXE N NULL,
F—1Z% module_name W5 factory_param_data.csv 34 H ) module_name —F{,

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_TARGET _ESP32)

#endif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
fendif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#eA&;f
#1if defined (CONFIG_IDF _TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF_TARGET ESP32S2)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<+SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif
i
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23CONFIG_ESP_AT_OTA_TOKEN_MY_MODULEﬂﬂifCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E A3k 34 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32S2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.10.3 5—=2b: priMEA]ie

T{%@J ;Jj T ESP-AT TRECF P& (RS R RA) AFR. BN E AL FRA L 2R 2E e B0 7 i e B
SCPFIALE
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T gRIEAITIT A H B AT TAE

FE | EARE BR XF Mz R BRIA R & S
ESP32 | WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 | ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 | ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- | ESP32C2-2MB
o module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- | ESP32C2-2MB-
) BLE module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
ESP32- | ESP32C2-4MB
™ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- | MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- | ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- | ESP32C3_RAINMAKER
C3 - * module_config/module_esp32c3_rainmaker/sdkconfig.defaults
* module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- | ESP32C6-4MB
c6 * module_config/module_esp32c6_default/sdkconfig.defaults
* module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Mpython build.py install "f{#] silence mode & 0 I}, FEZH L& X W B E SN sdkconfig.

Espressif Systems

281 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback


https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32_default/sdkconfig.defaults
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https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32-d2wd/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32-sdio/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32-sdio/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c2-2mb/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c2_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c2_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c3_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c3_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c3-spi/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c3-spi/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c3_rainmaker/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c6_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c6_default/sdkconfig_silence.defaults
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config XM, AT SCIFIORAFHUSLHBC B B E S (SCHIefaFRh/
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults
PAM sdkconfig_silence.defaults

A, AT R I module_esp32s2_default R I K H Py e & CMF, HEMAHA N
module_esp32s2-user—-defined. FEARY, Bl & X} IDF_VERSION, patch. at_customize.csv F
partitions_at.csv TLFEEH, FA1H F &M sdkeonfig.defaults F1 sdkconfig_silence.defaults:

e f#iffl module_esp32s2-user—-defined TR XFE, ETHEWATNECE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_ config/module_esp32s2-user—
—~defined/partitions_at.csv"
CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32s2-user-defined/
—partitions_at.csv"
CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32s2-user—
—defined/at_customize.csv"

o WIS A A %0 AT 44 iU

CONFIG_AT_FS_COMMAND_SUPPORT=y

SERL FIRA RS, AT E R 4 ESP-AT AR AE MUBLAH . ARGl FRATIEAM R AT W% =5 2%
IR B, LRI DAL PLATFORM_ESP32S2 il ESP32S2-USER-DEFINED 4 i AT &4

6.11 Infif5:B0 OTA T2

ASCRHE Ay ESP32-S2 RIURHRSCH] OTA TH. Hl, ESP-AT # R A [A 3 S 7 PA T = OTA
fird. BTDMRIE H S FRRIEFGE G/ OTA s

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRSES AT B -

¢« OTA w[l /\X’J'l’hﬁ\r }ﬂ Z] }J
o {# H) ESP-AT OTA 443147 OTA J+%&

6.11.1 OTA #yA%FEE B i 3 5t

AT+USEROTA

YAy 43f URL 508 OTA Ft4%, (AT DAFHEI ST/ HTTP [ds 25 AOREPE. F il %o & 0% fE
53\[:3} ﬁ T BH AT+ USEROTA FIE £ 5.,

TS BT EE s, BT Al at/sre/at_user_cmd.c JEACHD R LI Gy &
WA B SR

L &A)E T H 2l HTTP 5525 .
2. B s URL,

iR
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o QNSRS EE R R R IE R AT Elﬁﬁ TR e UG, B RE T YA H] AT+CIUPDATE fiy
ATV, AR R 1k A AT+CIUPDATE # 47 OTA F+45 Q7@ T a E‘E’ﬂx%

AT+CIUPDATE

iy -l ] iot.espressif.cn fF 2 BRIN HTTP g5 4% . % i & AT PATF N REF 70 X, 3 T PATH 2%
at_customize.csv HIE I A E S Ko QEREME M2 RELMIRA, xS RSTHHR
BUREERATHIAS . 1§57 AT+CIUPDATE 3REUE Z {5 &,

%2 TR A 58 X bin SO, AN Tz —.
L. rl% iot.espressif.cn P B 11 I HTTP 5525 , JF 9028 L - infiy 28 H © /Y AT+CIUPDATE

s, & F at/src/at_ota_cmd.c.
2. {E iot.espressif.cn QIR —A~Pefy, JFAEIL L L% bin SOk, (RiSieBEAL a1 TIIE I C&an iz
TSRS 2% OV .) 5% 18 A AT+CIUPDATE # 47 OTA + 48 $UE 215 H..

Al VAl ER7/bos K

L BOUENIRERAME, TR BIRE R AT

2. BRI F o U bin SCPF, (HBAT LR HTTP JIRS5 %5

3. AT OO HTTP 5585 . BR YIRS 5 IXAh, 845 BITHAE at_customize.csv SCHFE X
B SOy X

AT+WEBSERVER

W A 2 e ) BE AR R R TH R AT [l . BT, % (R AETH Y AR 7 2 X Eh Rk . AEFT IR Tt
R A, R web Ik 55 A% a2 HPE IR AT [ 2] s TAL E. 8] PAZ5 AT+ WEBSERVER
o Web Server AT 1) IREUE 245 5. .

HTSLPAE R HTML T, #53% /~ 6 fs_image/index.html, 25 T SZEL48 H 1) AT+WEBSERVER
2, 55 % /R at/src/at_web_server_cmd.c,

Jliaii e DIV Rr =g I
1. B i e blelt) OTA JHge, AMKITMIZIRE.

GEpAH

o WRETHF) E AR SR EE IR R E, EEFRSESIE, B RE oAl AT+CIUPDATE fiy
STV, ARG A% Bl AT+CIUPDATE # 47 OTA F+45 A% T H T 4%

6.11.2 {§iJi] ESP-AT OTA @A #471 OTA F14%
f§i)ll AT+USEROTA 347 OTA F}-4%

W5:% AT+USEROTA $KEUE £ 15 ..

{#i )l AT+CIUPDATE 47 OTA 7}

1 AT+CIUPDATE x4 F+4% H & ) bin SCHA, 1 56 EH80N 2R bin SC4_FA% 2 iot.espressif.cn Jf- H3k
Iz token {E . AR HERIA T WNMRIAE iot.espressif.cn A &4 L AL bin 34

1. ¥TFF Mk http://iot.espressif.cn B{# https://iot.espressif.cn,
2. marM A B “Join”, Hy ATRHIA S, HEAEHIHEAN A o

i
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o0e® < m = ft 0] iot.espressif.cn &

@ o
My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems S E
lotBucket Histart -  Join  Login
& 21: FTJT iot.espressif.cn ¥}
lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join
& 22: il A iot.espressif.cn
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* M) Join WIRERAKIHT N . ARG IZIIRE, IR RiE.

3. MM e AR “Device”, SRS Mt “Create” SRfEd— k.

Iot. ESpreSSIf Device Product ii Start ~ 2 weiyuanjia ~

-
Devlce search device name, serial, key, e product ] & Export + Create

rd

iot_test

Id 147469
Serial 107¢7503 &
(=)  8daysago

K 23: Sib “Device”

Iot‘ Es preSSIf Device Product i Start ~ 2 weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
Public Device

Product

<«

Create Batch Create?

K 24: 53k “Create”

4. MR BIHBIE 2 AN, T E TR
5. MEARZ IR HIFAN OTA bin U, BLE AT OTA token ML ARUN T 4N fT 7 :

#7E: WIEM SSL OTA, 1T “The SSL token for AT OTA” 22 3Ef & .

6. miis “Product” AW TL, 41 FANFT/R . B I %4, £ “ROM Deploy” i AJUA<HI corename.
R PR 5 Y bin SCAFE AN “otabin” FELRTE

e
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|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

B 25: AL —

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 26: Fil B AT OTA token %54H - S48 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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o WREMETI at_customize.csv FIE LR HE LXK, HFER ota. bin Fril
FHE & A X bin SCEFEPTAT
o XT corename FE, MFEAUH TH BIEX 4 bin S04

7. il ota.bin K HARAT R Y HTRAS -

3 Product {id: 3867, serial: 6b4dd7a9 }

Id 3887

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status developing...
Activated / Total orf2
0%
Datastreams ROM Deploy
it i AT Gurnt versicn

chore(beta): v1.0 codanamediot)

@ sta, bin

+ Deploy

&l 29: {5AE 24 iR A ota.bin

8. fE# FizfTAT+USEROTA fip % . WERMZEE IR, FFIT4R OTA THH

GRS

o W AL iot.espressif.cn [ bin SCEAZ PRI, 5 E0E AT HLN -
- WERFAG app 47X, #HKF bin XL E N ota.bin,
= WERFAGH B @ X5, 55 bin U424 E A at_customize . csv 1] Name FEL,
Ban, WHET factory_Param 43X, iERHRE N factory_ param.bin,
o ESP-AT R B 7B TES ] OTA 4rIX b, axXkE, B OTA i FRAMNRFE R, JElh ESP-AT [#
PHRBIE R IZ T, EXT HE XX, BT ESP-AT %A &0k, /0T
o MURERFT RN —IF UG BT o T bin SCPE, AR 26K ARRIRE AL, 530 %8 OTA token % ¥
1 H I token .

il AT+WEBSERVER 47 OTA J}-4%

5253 AT+ WEBSERVER | Web Server AT % $REUE 25 8.,

6.12 il i ESP-IDF A

ESP-AT [E| (5T IR BN FF L HELL (ESP-IDF), 4FANHAR ) ESP-AT [l 4% B K445 5 1Y) ESP-IDF Jit
A, RZUEALE ] BESP-AT TAEERIA ) ESP-IDF Jit4s , ANE 5 57 ESP-IDF Jii4s, [K°4 libesp32s2_at_core.a
JIC)Z ) ESP-IDF fift4< 5 ESP-AT TR IDF JiRAR—Z0] G2 FEE 0 B R AE -
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B2, FEHLERRIRIGOLT , ESP-IDF /A TR Wl GE1E M T ESP-AT TAE. WIRETHEE R, 43
(ERIK (VS =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4 il ¢ #F IDF_VERSION ({4 Ht, 3X L% 30 4 43 i £ module_config
A T B9 AN R B SO e i A% SCHR R AR T OB A [E 4 B B T ) ESP-IDF ) 4 2. A
ID Al & Hb k. {5 41, PLATFORM_ESP32S2 V- & fi) MINI #% 41 () IDF_VERSION { F mod-
ule_config/module_esp32s2_default/IDF_VERSION,

UNAR AR ESP-AT [E|{F 50 ESP-IDF JiiAs, 5% MDA A2 9R4RAE

o R FHIL Y IDF_VERSION {4

o MHEFRERH PRS0 222 ID FI AL .

o Mg esp-at MHEZFIRAM esp-1df, PAH R IR 40§ 46 e % IDF_VERSION H14g & 1)
ESP-IDF Jfi 75

o H %1 ESP-AT T#E,

VER, 4 ESP-AT JiiAF1 ESP-IDF iR AR UCHE, Fwiskit S i T 4.

’Please wait for the update to complete, which will take some time

6.13 ESP-AT [i|{}7: 5%

ASCRIHCEL T i) — ESP32-S2 RBIK AT TR SR ar 46 BEMF. BT 225

6.13.1 ESP32-S2 %1

AR LA ESP32-S2 R4 AT [ R X1
* ESP32-S2-MINI-AT-Vx.x.xxzip (Z5fiF7> MINI Bin)

SRR A4

NI T E BRI ESP32-S2 A5 AT BN SRR ar S48 (1 & 30R) BRI SCRE AT ATE
Wi A4 15 ESP-AT TAUS LHm4E (9 2R). SR LHmLE (1O RR), FRILAHT
Ay SRR e A R 4 . IE AT EPEILAT B 4, EERCER A AR, FHEA
Fromig. BATHEFEMNECFICENREE 7RI 40T OTA THE
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weE MINI Bin
base
user
Wi-Fi
TCP-1P
mDNS
WPS
SmartConfig
ping
MQTT
HTTP
FileSystem
driver
WPAZ2 enterprise
Web server
WebSocket
OTA
iR 5
e MINI Bin
Flash 4 MB
PSRAM [x)
UART Pins'
TX: 17
RX: 21
CTS: 20
RTS: 19
X RE R

R T E Uy AR ESP32-S2 R4 AT [ (B SCRRE BT SN - (1) & FoR) - BRIAR SCRHEAT
DAiitapy T B BHUSSFBAL (1 9 20R), DARSESARIFEAL (] © 398). XFRerX
FROBEL, 50T DA K M 453 ESP-AT TA2 WU B Bl B 2 HE

PN MINI Bin
ESP32-S2-MINI-2/2U
ESP32-S2-SOLO-2/2U

6.14 4nfaf\ GitHub 25 @it A AT [ fF

H1 T ESP-AT & GitHub [ ] CU (FR2BE) , [ bR RS Bl A B GitHub #2x A2 i ESP-AT [E{HY
e s A o

VUART T A& X, PEHESE TR E AT 50 % M,
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R PR RIR A AT B, SRR 1 Ciy™ hh A7 RS IE ) i -
THPRATAF T RRAISIPECL B P 8EEE, TS 2 mT e )R i

PATT B T A GitHub N il A AT [

1. B GitHub K-S
TEFFURZ AT, WiSERR ESH GitHub WK, K4 F 21 75 B8 AR
2. ¥TFFMITT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<» Code (%) Issues 50 il Pull requests 4 (® Actions [T Projects 07 wiki © security

¥ master ~ Go to file Add file = About

AT application for ESP32

@ xcguang Merge branch ‘docs/update_how_to_customize_ble... .. « 6daysago {91,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B  module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
B tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub B J5 T JH]

3. Bids “Actions” #EA “Actions” T

4. il “Branch” EHEAEE 7 3C
ERINH master 4337 AR AR R 84S E 4 S Im S 4, s “Branch” 3 A 43 3¢
I workflow T Jfj .

5. i workflow #E A workflow T [
6. FF RSN B ), 16 Artifacts B P IERA I ARTZH

7. il BB I A AT [ 1

278 WIERAHLE Artifacts T A F B W IIEA], 55 % ESP-AT Bl £ 7 Sl E ¢
AT T

6.15 at.py T.H

at.py LEHETEMITELH 2 MB/4 MB AT 8724 (B build/factory H3F FH factory_ XXX.
bin) FHZFISEACE .. XEHCE AR Wi-Fi BUE . IEBMEARCE . UART flE . GATTS fit &%, X4
BRI FEMA JE R R TR oK), AT A at . py T HAB S EMA A )X Lo S 5L E
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[ espressif/ esp-at

<> Code () Issues 50 il Pull requests 4

(®) Actions

¥ master -

0 xcguang Merge branch 'docs/update_how_to_customize_ble_s...

B _oithub/workflows

Go to file

feat: add new GitLab and GitHub jobs for all functi...

@Watch ~ | 44 ¥ Star | 371 %9 Fork | 251
[T Projects 00 wiki © security cae
About

v Gdaysago Y9 1,473

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266

2 months ago ESP8266_RTOS_SDK

& 31: fi5 Actions

B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet
. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at @Wakch ~ 44 ¢ S| 371 %9 Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch 'docs/update_how to_customize ... =TT B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... release/v2.2.0.0_sspa2 B 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... release/v2.2.0.0_espa2ss B 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Triggered via push 6 days ago Status Total duration Artifacts
on 2 igir pushed - ec57920 master Success 6m 25s 1
ons
@ hbuild-esp32-wroom-at
; main.yml
@ build-esp32-wrover-at ) y
on: push

@ build-esp32-pico-dd-at

build-esp32-solo-at
° P @ build-esp32-wroom-at 4m33s

@ build-esp32-d2wd-at @ build-esp32-wrover-at 5m 40s

@ build-esp32-mini-1-at @ buid-esp32-pico-dd-at  5m30s
@ build-esp32-geloud @ build-esp32-solo-at 5m 18s
@ build-esp32-at-full-function-test @ build-esp32-d2wd-at 5m27s
@ hbuild-esp32c3-mini-1-at @ huild-esp32-mini-1-at 5m25s
@ hbuild-esp32c3-at-full-function-test © huild-esp32-qcloud 5m30s
@ build-esp32c3-geloud @ build-esp32-at-full-functi... 5m46s

@ build-esp32¢3-mini-1-at 5mls
@ build-esp32c3-at-full-fun... &m 11s

@ build-esp32¢3-geloud 5m32s

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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6.15.1 i:4nbig

TR T OT AP IR, e at . py THNEG AL EAE SOA S ek . e B SE L+ Linux
ARBIK -

o % —3F: Python %%

C B apy TH

o %= atpy B iEBLAA

o %9 atpy 15ECE P Ay BT E T )
c HAY: BfFRR

6.15.2 45— : Python 2%

MR A C 222256 5 Python, AT AR AR TR . 0, 54k Python B 5 S0y, 58/ Python /Y F 2k
2R, HEt B Python 3.10.0 s iR A .

ST, HVTOMER ST python ——version, 7 Python U,
6.153 45 2: atpy F#k
1fE] atpy DL, iy Download raw file 4, ¥ at.py U N B4 H.

& C (Y & github.com/esp

( ’ Search or jump to. ! Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~
Code Issues 116 Pull requests (2 scussions Actions Projects Wiki Security (2 Insights
Code

master ‘ ustcew

: Code Blame
main

Configs

relink

ory_bin_combine.py

param_generate.py

&l 37: "F# at.py SCHF
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6.15.4 52 at.py JHIEBEW]
Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

6.15.5 MU at.py I PF AL E B

o {57 Wi-Fife &
o WELE R A E B E
o 147 UART 2 %

i

« BRLNRA U MSEICE, i, Gl PARIHME L Wi-Fi BRI RO
« MERSHIE, MAITASAEIL AR, iR A RSB E 2 AR .
s BRFHSHICE, 240 mig nvs B M mEg_nvs.csv 1, SARMIESR.

e Wi-Fi fic ¥

LA Wi-Fi SR E TR F R

SH IngE 15t BB

--tx_power Wi-Fi [} KA 5% TG UL ESP32-S2 &l T

--country_code Wi-Fi [5 500 TN W Wi-Fi B 5 AR Hi) ce SEB
--start_channel Wi-Fi #5518 HAE I Wi-Fi [5] Z/H XA #AY schan 2B
--channel_number Wi-Fi 19 55850 TN L Wi-Fi [E /XS H ) nchan 2 E;

I, GEETIARE AR 6%, (350 Wi-Fi K BI040 18 dBm, [EFAF US, RGN 1, &
EHOY 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o —tx_power 72: {2 0.25dBm, 72 %5 18 dBm
o --input factory_XXX.bin: #j A [ {2f S0

fEs R UE S A % DT ¥
AT BRI AN A B RC EANF R TR
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SH IhgE R34 L
--server_ca TLS R %251 CA ik server_ca.crt
--server_cert TLS RS2k + server_cert.crt
--server_key TLS k45 2ei) %40 server.key
--client_ca0 50 B Fimiy CAER client_ca_00.crt
--client_cert0 0 B P ik client_cert_00.crt
--client_key0 20 X i 4A client_key_00.key

--client_cal

%1 B% ) ) CAUEF

client_ca_0l.crt

--client_cert1

PR A e

client_cert_O1.crt

--client_key1

81 ER )Y

client_key_01.key

--mgqtt_ca MQTT % it CA B4 mqtt_ca.crt

--mqtt_cert MQTT & F gk mqtt_client.crt

--mgqtt_key MQTT % i i 25 4A mqtt_client.key

--wpa2_ca WPA2-Enterprise % ) i 1) CA | wpa2_ca.pem
ks

--wpa2_cert WPA2-Enterprise 2 i i35 15 wpa2_client.crt

--wpa2_key WPA2-Enterprise % i) %4 | wpa2_client.key

Bian, GEATAE I AR iy,

B2 MQTT 7% Pl CA ETS . % P a4

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt
—mgtt_key mgtt/mgtt.key ——-input factory_XXX.bin

--mgtt_cert mgtt/mgtt.crt —--

* --input factory_XXX.bin: i A f [ {4 S04

&% UART Fic

FE A UART B8, (UEHRAT 43% 0 1) UART LB, AIEMSECE T R7R

SH IhkE 15 BB

--uart_num AT #4111 UART =5 {UAE AT HE D [FERAE AT a4 O, FJEEk
WESH. FRERUE TP tx_pin Al rx_pin
ERCE SAT B &% 0 1) o M rx B2, W
AT B &350 HELE T rx, WRH tx_pin fF%
BlE S5 Nk @O (WEEE4E4E) /Y UART
) tx 5 H— 2.

--baud AT 4 R JRAR(E: 115200

--tx_pin AT 4 L) TX & T PRIE R 16 BB A5 TR AS < A HL A A5 B o 5

--IX_pin AT 64 1) RX 4 T PR UE R B BN 2 LA A B o 5%

--Cts_pin AT 4111 CTS & T PRIE RS B i B AN S AL b 28 . AN H
WA, B SECh -1,

--ts_pin AT 1y 1 RTS 45 1) T RIE RS S A B AN S A AL B b 2e . AN H
W, B EECh -1,

B, GATLABH VAT a4, B0 AT fird LSRR 921600, TXAFHIN 17, RXAFHY 16, S

python at.py modify_bin

—--baud 921600 --tx_pin 17 --rx_pin 16 —--cts_pin -1 —--rts_

—pin -1 —-—-input factory_XXX.bin

o --input factory_XXX.bin: i A f i {4 S04
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6.15.6 Hhb: BfEREE

R BEURE AT [EE, SR F ™ i S AT IS UESh fiE .
T PRAT AP R BT SR AW DA R T e E 1T e 2L mT RE R M il

AR ] e 8, SERUERRR R

6.16 AT API Reference

6.16.1 Header File

» components/at/include/esp_at_core.h

6.16.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%% custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

ZH
* para_index —the index of parameter
* value —the value parsed
Bzl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
e« ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

S
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.

BH

* para_index —the index of parameter

* result —the pointer that point to the result.
B

» ESP_AT_PARA_PARSE_RESULT_OK : succeed

» ESP_AT_PARA_PARSE_RESULT_FAIL : fail
ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
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void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

SH
* len —datalength
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

izl
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

S8
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%4 ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,
& a] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)

write data into device,

ZH
¢ data —data buffer to be written
* len —datalength
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B
e >=( : the real length of the data written
* others : fail.

int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
SH
e data —data buffer to be written
* len —data length
A
* >=(: the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
ZH
¢ data —data buffer
* len —data length
B
e >=0: the real length of the data read from device
e others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,

%4 timeout_msec —timeout time,The unit is millisecond.
B

* true : succeed,transmit data completely

* false : fail

int32_t esp_at_port_get_data_length (void)
get the length of the data received,
A
* >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,

but it just supports one character now.

%% terminator —the line terminator

B
* true : succeed,transmit data completely
* false : fail

uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
&IA] the command line terminator

const esp_partition_t *esp_at_custom_partition_£find (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.

SH
* type —the type of the partition
* subtype —the subtype of the partition
* label —Partition label
jR[A] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application
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void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

%4 callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.
S

* buffer —buffer to store the version string
* size -size of the buffer

Rl
* > (: the real length of the version string
¢ others : fail
bool at_fatfs_mount (void)

Mount FATEFS partition.

£41:: if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.

% Tk esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

#&1¥: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()
to unmount the partition when you don’ t need it.

pq |
e true : succeed
* false : fail
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bool at_fatfs_unmount (void)
Unmount FATFS partition.
R
e true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.
%%, str —the string to be checked
B
* true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.16.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device
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int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(ar_sleep_mode_t mode)

callback before entering light sleep
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void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.16.4 Macros

at_min (x,y)
at_max (x,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT

Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress
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ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.16.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.16.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_ SLEEP
enumerator AT_MAX_ MODEM_SLEEP
enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_ MODULE_NUM
AT module

Espressif Systems 307 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 6. WA ZiFHIF & H O AT TR

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_ SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT _SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_ SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_ SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:
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enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT_PARA PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
[13 OK b2

enumerator ESP_AT_RESULT CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_ CODE_FAIL
“ERROR”

enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

6.16.7 Header File

¢ components/at/include/esp_at.h

6.16.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name
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const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)

get current module id

void esp_at_set_module_id (uint32_tid)

Set current module id.
%% id —[in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.

%4 buffer —[in] pointer to a module name string

void esp_at_main_preprocess (void)
some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters
jE_(lEl at_mfg_params_storage_mode_t

void esp_at_ready_before (void)

Do some things before esp-at is ready.

£51:  This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.

void esp_at_log_write (esp_log_level_t level, const char *tag, const char *format, ...)

Write message into the log.

This function is not intended to be used directly. Instead, use one of ESP_AT_LOGE, ESP_AT_LOGW,
ESP_AT_LOGI, ESP_AT_LOGD, ESP_AT_LOGYV macros.

This function or these macros should not be used from an interrupt.

esp_err_t esp_at_nvs_set_str (nvs_handle_t handle, const char *key, const char *value)

NVS operations for string and blob.

S

nvs_set_str,nvs_get_str,nvs_set_blob,nvs_get_blob

£41:: These functions can be overridden with custom implementations. For example: you can override these
functions to encrypt the data before writing to NVS (decrypt the data after reading from NVS).

esp_err_t esp_at_nvs_get_str (nvs_handle_t handle, const char *key, char *out_value, size_t *length)
esp_err_t esp_at_nvs_set_blob (nvs_handle_t handle, const char *key, const void *value, size_t length)

esp_err_t esp_at_nvs_get_blob (nvs_handle_t handle, const char *key, void *out_value, size_t *length)

6.16.9 Macros
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ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT_LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

CONFIG_AT_ LOG_DEFAULT_LEVEL

ESP_AT_ LOGE (tag, format, ...)
runtime macro to output logs at a specified level.

S U

printf

S

* tag tagof the log, which can be used to change the loglevel by esp_log_level_set

at runtime.

» format —format of the output log. See printf
e ... —variables to be replaced into the log. See print f

ESP_AT_ LOGW (tag, format, ...
ESP_AT_LOGI (tag, format, ...
ESP_AT_LOGD (tag, format, ...

ESP_AT_LOGV (tag, format, ...

6.16.10 Enumerations

)
)

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION

6.17  fyiful ic B ik B X

6.17.1 4y

AL (silence mode) & ESP-AT [E {41 —Fham kil Bk, A0 AT i HE (HIAT B &% 2
P H) 478, B . WEREH, RN B RN (EEUE R8T 1w ARy 28

R R R
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 TEpython build.py menuconfig > Component config > AT J§45 T 28 FIATEZLN) AT HhE.
o 3% /M BERISCE RN SCR T AR T v

2 30 e ANEE BB DIE A AN R 0 B

BREAAESL = R
SEHEIELL (RIS | TPE—& AT B H & J2JH T (esp-at.bin) R/, X H]fE
0), HEFFILICE: S AT BRI

T AR H R A BB A KRN, AT E R
BRI (A A &),

JE A (RIS | B & (esp-at.bin) BYR | A& MER—LE AT B H A&, JF2 il CON-

1), RIEFEILHE JNEHIN FIG_LOG_DEFAULT_LEVEL Jif 5 4%k, M
T JC S A B S50 H A%, X S s i
AT HIRERIHEE .
iR R I H &R :

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition --
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
Error: app partition is too small for binary esp-at.bin size 0x135ae0:

- Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped: subcommand failed.

6.17.2 Jl¥E
o JE AR R
~ K¥e%hi¥ ESP-AT T42

TSR = IR E silence mode A No (3 Yes) &M (S5H) B,

— M W %iF ESP-AT 142
TEFATES 5.3 HHEAT Wk, 52k esp-at/.github/workflows/build_template_esp32s2.yml 3 {4: Ff
silence_mode M{H, KB EEEMEBA . G0, BHFEHBEE, WBEER:

- name: Configure prerequisites
run: |
# set module information
silence_mode=1
mkdir build
echo -e "{\"platform\": \"PLATFORM_ESP32S2\", \"module\": \"${{ inputs.
—module_name }}\", \"silence\": $ }" > build/module_info.json

o RGN AT BPEREREBALE, RIEHATAT+GMR 4, B2 I B T # R )5
HEEE .
- ARE B, AT+GMR iy Wiy AL s—, -

AT+GMR
AT version:3.5.0.0-dev (s—88bdead. ..

(more lines of version information)

OK

- WSRESHH R, AT+GMR iy N A s—, Bl
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AT+GMR
AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK

6.18 Wi HIE % AT ik H &

ASCEBAG T M)EA H G ER . 8 TIRECEZ T ESP-AT Digg HEF R, 5 HiT4iF
ESP-AT 142, 1E% =01 & T FE L% $¥ silence mode “ No. 7ESSFAMCE TAEH, MR SLIRIE N,
EXr s A H & BRI

o AT Wi-Fi 1481844,
o AT M 245 483K
o AT 31 F g iRiX
o KT B

AR P&, FEAAT B 5% 0 fl), R e SO, A4 fith B TX GPIO &,
AR O T HARZE M HE.

fells RN FERCETUS , FAEH R R R, A R R TR, BRI
Wbk F AR . D7 IEP FAGH R R, S ORI B task wdt 4 H M.

A HERCERIUS, BN, TS BRI R M. ILi, MHIM%Epython build.py
menuconfig > Component config>AT & NEEHRNGREN AT HEERBU/DEE /DN,

6.18.1 AT Wi-Fi Jifisidit

o BTDAS AN BCE AT Wi-Fi i Wrgeit 8ok H &

Component config > Log > Log Level > Default log verbosity > Info (& Info.
M E%ER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi.
—statistics > The interval of dumping Wi-Fi statistics (ms)

o $EATDAJE A DA B E AT I Wi-Fi 22 Bt B pg it H &

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Supplicant > Print debug messages from WPA Supplicant

ik et HaBn, @nTiEB s Wi-Fi JJRE, BWAESGE2% Wi-Fi JEHEAY.

6.18.2 AT M2 IfiEiEit
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TCP R3X
UDP X
SSL 183X

ICMP 33X
IwIP R #5381,

TCP ik

P TCP s 3t T TCP i (4 SSL. HTTP., MQTT. WebSocket 25) 4% H (TX) F
4%)\ RX) #¥atl, WHEHATEE, R E’JEIMEPHTTED TCP #¥litufE B, fdh IP SR,
TCP $lEK i TCP J¥415 . TCP ik TCP s 1. HAxim [1F1 TCP AR fiL (TCP flags).
Hr, TCP #xEfi 2 CWR(128) ECN(64). Urgent(32). Ack(16). Push(8). Reset(4). SYN(2)

A FIN(D) [y 2B

Component config > Log > Log Level > Default log verbosity > Info (EEH
~Info A E% )

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the TCP packet debug messages

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >.
—Enable the TCP packet debug messages > Specify the list of TCP port.
—numbers to monitor > 0

UDP ik,

lfix UDP 55T UDP EI’JTM ( 41 DHCP, DNS. SNTP, mDNS %) %} (TX) Flfg A

(RX) Bt WEMATRE,

A HE PR SATH UDP JR i fF R, Kb IP gk

JE. P H bR R UDP i K
Component config > Log > Log Level > Default log verbosity > Info (Eﬁ~
~Info W L% %)
Component config > AT > Enable ESP-AT Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >._
—Enable the UDP packet debug messages
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the UDP packet debug messages > Specify the list of outgoing UDP.
— (UDP TX) port numbers to monitor
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the UDP packet debug messages > Specify the list of incoming UDP.
— (UDP RX) port numbers to monitor

SSL ik

AT PARS A BCEL AT SSL B REAY IR H 75

Component config > Log > Log Level > Default log verbosity > Verbose
Component config > mbedTLS > Enable mbedTLS debugging

Component config > mbedTLS > Enable mbedTLS debugging > Set mbedTLS_
—debugging level > Verbose

ICMP Jit

BT AR DA BC L LAJT i ICMP Mg

(AT+PING) ()i H 7 :
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Component config > Log > Log Level > Default log verbosity > Info (.
~Info WMWL& %)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the ICMP packet debug messages

IwIP 2% i

IR S A ) H AT IR R SRR K, B AYE % 4E Component config
>LWIP >Enable LWIP Debug FEMFERNHIRECE .

6.18.3 AT £ 11 3ifeiHit

o BEAUBAEAT 7 &35 0 JE] AT il TX %ikgy MCU By, @I = an FRcE

Component config > Log > Log Level > Default log verbosity > Info (= Info.
WU E%ER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.

—MCU (AT ---> MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT —---> MCU) > The maximum length of the data sent from AT to MCU to be.

—~logged > 8192

o YEHEAEAT 7 &% 2 ZRECAT il RX S0RE R MCU Jor i, Bl JH s an hRcE :

Component config > Log > Log Level > Default log verbosity > Info (= Info.
WU E%ER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.

—from MCU (AT <--—-- MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data received by AT_
—~from MCU (AT <-—-—- MCU) > The maximum length of the data received by AT from.

—MCU to be logged > 8192

6.18.4 PR Bl
2B 12 PR TCP 3B B % % R G

Y ESP BUHAEPRRRN 115200 PAKAE AR OLT , /0 TCP % i 5 i 5545 d5r. T TCP 3%
%, EABEEE, IR RS

QT K T

o ESP-AT %1% (TX) 158378 S1 -> S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
o BSP-AT $20i (RX) fU%dE 7} RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

INFHEE AT BESEE RS (R OGS, AT 0. M2, Wi-Fi %) PROEHREHR L, 352750
0 = v o VA D R WA g

o XFF SURL (H3I3@(E)
5 24 A7k MCU [i] ESP #E4H Kik iER s (TX -> RX £k ), PABIA UART @5 27
EH . RIS E (EEEIOVERE RABIRER) , R ELE. & L EE AR
/. MCU Al ESP E]’J UART £ KK . Wil Eas iR . AR R A e,

o XTS2/R2 (AT 8:1)2):
JE AT 3% v X B8 EH i AT B, ZIsnt, @aAT 8 &% 2 Hhny HERAE RX
(Ball) AITX (&%) B GRS . RAMEEEKL, WHEMAEREEEIT . &R
A K AT 5] KB 8, /57F esp-at/issues $:3Z issue.
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AT Core
G9
F=== TCP/UDP
R4| 1S4
S2(|R2 i Remote Host S8| [R8
A\ 1P
St [
Medium 21 Medium R5 ’SS
R1 \
UART UART . \
= = Link Interface @
SDIO SDIO Lo — (( )) S7
Socket — Ethernet R6 -+
EL R7
Host MCU ESP-AT AP Internet

& 38: Fidh i

o T S3/R3 (AT PNFAbFR) :
T KT,

o XT S4-S5/R4-R5 (MK )2):
JEFATCP R Bl &I AT eF AT [EfE. S se), AT 8 &% w fie H &S LwiP 2
PG R AR IER . WA BRI, 157E esp-at/issues FEAZ issue.,

o X}T S6/R6 (Wi-Fi |2):
JE F Wi-Fi 38X FLEIT B R gnik AT [Eff. g 5REE, 2% /R Wireshark (ff 455 ik as 4k
Ptl, HE5GAT 8 &350 ) H &S Wi-Fi 28R &SR IER .. WUERIRIA RS AE Wi-Fi 2,

T 1E esp-at/issues $2Z issue; 27 RS #vm, 1 BATHER .
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B - R liie AT ay 2 AR

Ik
WRBES 2 =T P s -G W E ) AT ay S MBEEA LMK, WA Rl ST,
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Chapter 8

AT FAQ

o AT EfF
— ROGABLAIZA B H KA B, 4o T IRIRE ) a9 [E) 4 2
— TR AT B 4 25 2
- BWM L E 0y AT B 4ol T3 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
- AT B, L9 EREH AN GAE RSB TmEL, A4
- ETRRAR LAy BRIN AT Bl L3R dr &, VA BRI G AR pe R T 46 33§ ¢
— I MCU % ESP32-S2 % &% AT 45 Fikw, A LRE ¢
— Wi-Fi ¥ (4T¥F WIFI DISCONNECT) % H1t24 2
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 4r 4% % % 3% ESP-WIFI-MESH ?
- RTH AT 455 2 = AR = =) ¢
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT &5 5k F 4 ho T AL 32 2
— AT AP B 2 R BTS2 (BRik: 115200)
— ESP32-S2 1% ] AT 4p &t NE AR, 4o RiEIEAGI LT, ESP32-S2 A& % 48 L 0947
T8¢
— KD T B P 5% ho 11 48 notify F= indicate T 4¢ ¢
o Bk
- ETRIEA oy AT B2 RS K flash % X 2
— AT B 4o fT & F error log ?
— AT f& ESP32-S2 #2480 k4 UARTI i& 13 %5 fp &5 ESP32-S2 #248.4% datasheet i\ UARTI & P 7~
—5?
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-S2 AT vk 3 4o TR BAKAL 2
— {42 ESP32-S2 AT Bkik TCP 4B Fx 5k K F 12 k4 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-S2 AT 4efT4% 2 TLS ¥R K ¢
AT Bl fT15 7k TCP 354 2
ESP32-S2 AT % 3% PPP "% ?
AT Hof T AR X B & ¢
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— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

* Jg5k Windows Flash N2 T.H., 1404550 25 Flash "~k THH 488
o BESRHINEIE S HAT T #dsd .

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

THT WA AR B A S gridt e i 2R, 32 B A T 2MB/4AMB K]
B bin 34, {VF build/factory H3®F.

8.1.5 B4l " AT R M Frimdss ?

o BRALCRRREF L, (RO A SRR -
o MTREIFEERLE, AT AL A O v AT+ UART_CUR 53 AT+ UART_DEF #HATIEEL.
« BAFEASF

8.2 AT &y Wi
8.2.1 AT #&/5 busy &l 25 ?

o $EUR “busy” FIRIEFEALPRFI—kn4, JCIEMIN S HHA . FoA AT e s 2 bk, XN
WPRSEH— 252G, A BRI —&m s
o WMHZHEVAEFEFMAR, REHEHR “busy” 3k “ERROR”, K AALfTE: CAHIA, 9
IR RHIA
- O A AT+GMR (##174F CR LF) (ZH84F), BT AT+GMR (##174F CR LF) ©. 4@ — 45
B AT 2T, REXPIT LS. HURTIER RS0 AR 58 AT+GMR #:4F, SRIE] T )5 T HY
AT, BEOA R A, REHER “busy”. (HIMRBRFE D L5 T AT+GMR #:
1, FIEEE P ZSBAT, SRR — &M RNmS, R%H#R “ERROR”,
- MCU %% AT+CIPSEND )5, Yi#| busy p.. ML, MCU 38 K iEEdE. K4 busy p.. 1£3
bR IEEAT, M A T BEWEF AT E—4&m M5, MCU FEEEHT A% #ifr
Ao
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8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

8.24 12 MCU 47 ESP32-S2 45k AT 2oz, sttt 25K ?

24 MCU % ESP32-S2 it 3% AT & TR A B NATACRT 5 , FERLIF I S0 7 AT
WSk & AT BB RS,

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WREEH AR AR AMPDU, JIf4 ESP32-S2 27k s 2 B, H 8 X ] AMPDU JifE.
— QR H 8 SR AMPDU, {HJ2 2% i #5F1 ESP32-S2 Z [A]f) AMPDU &4 A e e M, R
2BV B A5 1 AMPDU L REE# ESP32-S2 (1) AMPDU Ljjfig. QIR EZE AR ESP32-S2
) AMPDU Zhifg, 1 HAT4 1% ESP-AT T42, FE55 TP e B TR ke
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
* phy mode FEZAVE M. 1R i 5 F1 ESP32-S2 Z [ 1Y) phy mode f77E M2 P&, HB4#W Y]
e % 1 2 #9 phy mode = % ESP32-S2 ) phy mode. #4435 4J4: ESP32-S2 fit) phy mode, 5%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

T PA. ESP32-S2 ) Wi-Fi il Bluetooth LE It R K4k, TJ{#i AT+ RFPOWER {488
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-S2 Z 51 SUpiE#: WPA2 Al % i #5208, 75 913N 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-S2 (il AT @y & AELBOA, MESMAGWIF, ESP32-S2 fgi
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// EARAL 0x01 B 0x00 (M F EF A hex # KX EWHIEH AL 0100)
OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// BARAL 0x02 BAL 0x00 (WREWF A hex # KX E WiF st £ 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc & server H Pl K i# notify F indicate B H 3 & H
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8.3 #liff
8.3.1 fEARIEA] LR AT FIfREERE N flash 2K 7

* AT ESP32-S2 BRI, AW LASHESP-AT Bl £ 5F .

8.3.2 AT [ #: % error log ?

o PERTTAZ A 4 i 25

8.3.3 AT fr ESP32-S2 14l i) UART1 ilif545 5 ESP32-S2 14 1Y) datasheet ZRi\
UART1 HHA— ?
* ESP32-S2 S5 10 MiFEAS e, fE4 ¥ ESP-AT W5, W] PAYE menuconfig H i i 45 {1 it . 14 2

UART! (/8 BIBCE, FroAsies R BLA datasheet 48 A — SR 1H L -
o FHERS ] VLS factory_param_data.csv,

8.4 VEfig
8.4.1 AT Wi-Fi ¥ FCIt %70 7
« FEAEHFT, AT Wi-Fi BERRER SN 5 B (HAESCER A Hr, Wi-Fi SE32 6 (LR I8 £ 24
PERE, PIZOREE, BURRAMERESS AT,
* AP AT+CWIAP () <jap_timeout> ZHY, SRULE I T
8.4.2 ESP-AT [il{f+} TCP %k wd 1R/ Uhizek 7
o TCP Skt 1 M Hi Foikdid iy B, 75 %ML B 4 15 ESP-AT TREA: sUBTHY [ 1F

o 1] DAEE H Al B menuconfig %, Component config> LWIP > TCP >Default send buffer
size,

8.4.3 [ESP32-S2 AT Zrilig il Pk Ko AL 7

o AT RN R 2, BWE esp-idf H1i iperf /R BIHEA TG (A AT WlE, &6 H
B, IREHR RN 1460 FAELSLE) .
o MR RN L ERK, AT PAS 4ol TI2 2 ESP-AT vt bk it SREEE B,

8.4.4 i fEei ESP32-S2 AT ZRi\ TCP i Beds K Hifh k% ?
AOATFOLT . AT ) TCP ¥l B AL i R 6 Y. T A ad AR J7 X HHTRC . TCP %L
PRBHE LR KU (BUETER: [3-12]):
* WEH AR T ESP-AT 142 SUR A AT 4% AT [E1F, T F, iHlE Maxinum

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

* WEHF N iF ESP-AT 142 SR HATH I AT [0F, R AP = by, i
CONFIG_LWIP_TCP_MAXRTX H{H .
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8.5 I

8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

© AT BRIAPER BN UART 35 1R {650 . ) SR 92 SDIO s SPY 5 H Tl
fi, AIDAKET ESP-AT [Cfgi, FET UL F AT 4.
« WEYRHESH [ AT SDIO Bt , il ATSPIEE I , ok R AT 4655701 .

8.5.2 ESP32-S2 AT infaf$5% TLS WpiUBiAs ?

9% 1%F ESP-AT T # W}, 7 PAFE ./build.py menuconfig > Component config >
mbedTLS H3%F, I DARFA TG ZAY AR 5P (H RE o

8.5.3 AT WilfFnfal ik TCP &% ?

« Bl AT BEARFR) TCP s RIEHACH 5.
* ESP32-S2 AT $5 K 3CHF 16 4> TCP 4%, 7] PATE menuconfig HrfFA LS, , C'E b
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
— ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-S2 AT 7§ PPP 1}?

« AXFF, W2 pppos_client /R BI AT

8.5.5 AT nffpEGe A H & ?

o ffifg log %4 : ./build.py menuconfig > Component Config > Log output >Default
log verbosity K | Debug,
— f#ifit Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level X %] Debug.,
— fifife TCP/IP debug: ./build.py menuconfig > Component config > LWIP > Enable
LWIP Debug > K AAAHZN ) log S5 IXE ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥f B {f&

TSR log 4540 B ¥ Debug.

8.5.6 AT R4 HTTP Wi xiZifh ohiie ?

o HHl AT $5 5 FL BRI
- i@ HTTP /) Range B8 & BB EHRE H, KNS S% AT+ HTTPCHEAD - 19)
— A PAE ] AT TCP & 41354 M 4T#75 HTTP GET 53K . FEESP32-S2 i% 4 3 Bk i  X, T
0y B AEFRARE TR I 6 LRSS T 28], Win—%: W& HAT+CIPSEND 4 Kk H
75 HTTP GET RS 4 M55 i B AT o FEREsh i o=, 6+ MR S5 s #k B ) HTTP
GET i >R ##l, MCU F5 %5343 £ 80 F & AT+CIPRECVDATA iy A R SEBGX LE 458, ARG K ik
25 S A5 i KR T S8 MCU it T ¥ S s AL AR 475 O o
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr i O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .

* KIKAT+CIPSEND &4y, BE >2 )5

» RIEAT+CIPSEND YT, WK > 25

KEAT+CIPSENDL % By s, WK > 25

KEAT+CIPSENDEX V82, WE > 2 )5

K IEAT+SAVETRANSLINK V% B T, FH &% (AT+RST) s, BHERZ G

L]
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RN, Kik+++ s, SAIEREXRE, FEAG S

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

 After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BAmBEX 7R, AT i I AR AT AU AR (B THRIIRIY+++) , A AT

T, IXHHE S OB A M G, AT 72 R OLR, MK FEARIEE X

* KiRAT+CIPSEND & w43, & > 25
o RIEAT+CIPSEND $ 476030, ME >2 )5
o RIEAT+CIPSENDL % B4 Y, BE >2 )5
* RIKAT+CIPSENDEX W&y, WK > )5
o RIEAT+SAVETRANSLINK % By S 83, BHAREAT+RST s, BAERZ G
LHIRRER T, R+ i, MR R, PEA G4 HEX.
DHCP Dynamic Host Configuration Protocol
A E NI E L
DNS Domain Name System
4 R 5
DTIM Delivery Traffic Indication Map
JIBINS RNV )
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT k%48
HID Human Interface Device
ML s
I2C Inter-Integrated Circuit
B FL B
ICMP Intemet Control Message Protocol
PRV P 4 il 41 SR
LwIP A Lightweight TCP/IP stack
—ME R TCP/IP Hpill
LWT Last Will and Testament
R
MAC Media Access Control
MAC Hiik
mDNS Multicast Domain Name System
% 4% DNS
manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANERT EFE’J NVS. manufacturing nvs F1 776 T AT [# .ﬁﬂjﬁi}\ BT BN A IS %UEE GATTS
%&‘%‘E FEAE R . Wi-Fi BLE . UART FLESF. XHUMEGEE, BOMETE raw_data B, HAEMT
mfg_nvs.bin, BEFF| at_customize.csv FE XK E .
MSB Most Significant Bit
T A R
MTU maximum transmission unit
= IN (2 T
NVS Non-Volatile Storage
IEZ) RVEAT

Espressif Systems 326 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback


https://github.com/espressif/esp-at/tree/b5b66078/components/customized_partitions/raw_data
https://github.com/espressif/esp-at/tree/b5b66078/components/customized_partitions/raw_data
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 9. Index of Abbreviations

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-S2 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

B3 0 NN RN
iR, TGS AT apd-. B, Pl PAES AT+CIPSEND %, %Kik AT fir
2 HYE Y MCU bl 21 & it o . AT i B 98t , Siliad AT fivd iR [ 45 MCU, - [ i
2Bl +IPD {5 E.
Tl AUy, ARIERINIT, ESP32-S2 A HE, M ERNIT.
WL AN L1522 Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCL % . OWE 2—Fh Wi-Fi ARifE, B PREERS ti sl Z A A8 (5 32 B ORI, A2 oAt b 5
VAR
WEZNASH YEH AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-S2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-S2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BAREGR Wil @R s i,
TEEMRBACE, AR REHE AT ai %, BR THREHII+++ ard. AT ayd HRER BT Y MCU
%TE%M%)‘T:@‘EM&, ReIE B ekt . AR F ] AR 20l AT Ay D e o, &1
74 MCU,
Wi-Fi BRI, ASRIERRTIT, BSP32-S2 M % Py, S A EE, Ut sl
A+++BIFER, WEIRERE; BSP32-S2 MRS ARy, 2 X PAITEHE [l I HE VR i 3 e, i B
A+ ++ 1B ER
WL A 11557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

I
I
I 1
' AT+SAVETRANSLINK=1[,..] H
I AT+RST ]

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1£ 445 X))
e Passthrough Receiving Mode (:% 153545 X))
* Passthrough Mode (:% 1542 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
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received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

ARG TE-5-30 R4 AR X S A AR X Z A — NI S
BB, AT AREAAEER S it (B AT aT AR R B & f o imi &, wid AT fy
A O TG IR B 25 MCU ., 8 £ A28 25 2% Transmission Mode Shift Diagram .

PBC Push Button Configuration
T E

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIIAIE, 7E ESP-AT TAE {512 Er OPEN Al WEP PASMY) Wi-Fi IAIERLE.

PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NITEARN . ATTESIER AR (PKT) 2—4 i fh. PF. 25% . GHBCE SRR
B R, HEMIE TG 8. /B[R . A AR BT 1.
EENRESH NI EPIIAE .

PLCP Physical Layer Convergence Procedure
PLCP Wi, BI4EZ RN

PMF protected management frame
SZARIPIAE BHT

PSK Pre-shared Key
X |

PWM Pulse-Width Modulation
fkeb 5 P 9]

QoS Quality of Service
iz 55 o e

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC HR)—ZH LG, TEARMTE AR AR BERE PR T A

SMP Security Manager Protocol
LA P

SNI Server Name Indication
i858 LS TN

SNTP Simple Network Time Protocol
{7 B[] 285 s i) P

SPI Serial Peripheral Interface
ERATAMREE

SPP Serial Port Profile
SPP #, R I #

SSL Secure Sockets Layer
SSL il RIZ2as g il

system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.

REENE AT 4 KA MCU f%dis . SRS EEH A \r\n 852, A0 RGH LU AT 4
a

TLS Transport Layer Security
TLS thil, R 22 e
URC Unsolicited Result Code
B RGN , — AL 2 MCU [ E TR [H]
UTC Coordinated Universal Time
PR AL B
UUID universally unique identifier
38— RS
WEP Wired-Equivalent Privacy
WEP fin# sk, BIA L4530
WPA Wi-Fi Protected Access
Wi-Fi {47151
WPA2 Wi-Fi Protected Access II
Wi-Fi f4p1)7 0] 1T
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WPS Wi-Fi Protected Setup
Wi-Fi [P 3
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XITREAATSE (RBE) G B, . SR, FPREER AR B E (B EARRTHE £ % .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST

10.11 W)y oiit

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
‘% NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] S++

SEEEEEEEERERRR
.....-.-.----“

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o

. Vﬂﬁ TCP/IP SR AN 2% o

RE 5 i b g A 21 W U A2 BR A B ML 5 o
. EHLXT fir 44 [ 5. 5 T AT
o PRI HE AT i34

11.1  3:Aih Espressif ¥4 iR

BT ESP-AT Z4b, REEDRIRUL T HABER TS, DA A B RINTK

 ESP-Hosted Jj &1 ffi /R 55 R 50 FVEMANT FHL RS M L 5 VML BERR - ARiF EAL s (T
Linux 7 247 58 fcdas i 48 MCU) @3 FR7ER2 10 (40 SPI, SDIO 5% UART) 7%/l Wi-Fi #1 Bluetooth/BLE
IhEE. NI W ESP-Hosted GitHub,

* ESP-IoT-Bridge Jj & 24X} IoT [ 35 50 T B4 N 254 11 2 (Rl %42 5 {5, 40 SPI. SDIO,
USB. Wi-Fi, PAKRSEMZ5HE: 1, FEiZff )y %, Bridge 45 ERT UK H B S a P2 4t E I ThRE,
MORTPAVE R AR AR 55 25 R Ak A7 i & . 1A WL ESP-10T-Bridge GitHub,
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— [ —  —

AT + CONNECT = CONTROL

B abcdef...

[OK]

/] 2: ESP-AT fir4

IR Ty ST AN F A AR GEAA A I TEoR o X T A BEAE AR UTC RS I T4k AT [ ASME AT
Fr, AT ARREE L5 RE T RIAR L H AR B A E AT R

* genindex
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A

A2DP, 325

ADC, 325

ALPN, 325

AT, 325

AT command port, 325

AT log port, 325

AT port, 325

AT 440,325

AT H &% H,325

AT 30,325

AT_BUFFER_ON_STACK_SIZE (C macro), 311

at_fatfs_mount (C++ function), 303

at_fatfs_unmount (C++ function), 303

at_get_data_len_fn_t (C++ type), 307

at_get_mfg_params_storage_mode
function), 310

at_handle_result_code (C++ function), 304

at_max (C macro), 306

at_mfg_params_storage_mode_t (C++ enum),
311

(C++

C

Command Mode, 325
CONFIG_AT_LOG_DEFAULT_LEVEL (C macro),
311

D

Data Mode, 326
DHCP, 326

DNS, 326

DTIM, 326

E

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (C
macro), 306
ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
306
ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro), 306
ESP_AT_CMD_ERROR_CMD_UNSUPPORT (C
macro), 306
ESP_AT_CMD_ERROR_NON_FINISH (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_MFGQHVS

(C++ enumerator), 311

ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_PARQpETION

(C++ enumerator), 311

ESP_AT_CMD_ERROR_OK (C macro), 306

at_mfg_params_storage_mode_t::AT_PARAMSENONEr CMD_ERROR_PARA_INVALID (C macro),

(C++ enumerator), 311
at_min (C macro), 306
at_read_data_fn_t (C++ type), 307
at_sleep_mode_t (C++ enum), 307
at_sleep_mode_t::AT_DISABLE_SLEEP
(C++ enumerator), 307
at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 307
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 307
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 307
at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 307
at_str_is_null (C++ function), 304
at_write_data_fn_t (C++ type), 307

B

Bluetooth LE, 325
BluFi, 325

(C++

306
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),
306
ESP_AT_CMD_ERROR_PARA_NUM (C macro), 306
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (o
macro), 306
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 306
esp_at_cmd_struct (C++ struct), 304
esp_at_cmd_struct::at_cmdName
member), 304
esp_at_cmd_struct:
ber), 304

(C++

:at_exeCmd (C++ mem-

esp_at_cmd_struct::at_gueryCmd (C++
member), 304

esp_at_cmd_struct::at_setupCmd (C++
member), 304

esp_at_cmd_struct::at_testCmd (C++

member), 304
esp_at_custom_ble_ops_regist (C++ func-
tion), 301
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esp_at_custom_ble_ops_struct (C++ struct), (C++ enumerator), 308

305 esp_at_error_code: :ESP_AT_SUB_COMMON_ERROR
esp_at_custom_ble_ops_struct::connect_cb (C++ enumerator), 308

(C++ member), 305 esp_at_error_code: :ESP_AT_SUB_NO_AT
esp_at_custom_ble_ops_struct::disconnect_cb (C++ enumerator), 308

(C++ member), 305 esp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR
esp_at_custom_ble_ops_struct::recv_data (C++ enumerator), 308

(C++ member), 305 esp_at_error_code: :ESP_AT_SUB_OK (C++
esp_at_custom_cmd_array_regist (C++ enumerator), 308

function), 301 esp_at_error_code: :ESP_AT_SUB_PARA_INVALID
esp_at_custom_cmd_line_terminator_get (C++ enumerator), 308

(C++ function), 302 esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC
esp_at_custom_cmd_line_terminator_set (C++ enumerator), 308

(C++ function), 302 esp_at_error_code: :ESP_AT_SUB_PARA_NUM_MISMATCH
esp_at_custom_net_ops_regist (C++ func- (C++ enumerator), 308

tion), 301 esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL
esp_at_custom_net_ops_struct (C++ struct), (C++ enumerator), 308

305 esp_at_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH
esp_at_custom_net_ops_struct: :connect_cb (C++ enumerator), 308

(C++ member), 305 esp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD
esp_at_custom_net_ops_struct::disconnect_cb (C++ enumerator), 308

(C++ member), 305 ESP_AT_ERROR_NO (C macro), 306
esp_at_custom_net_ops_struct::recv_datasp_at_get_core_version (C++ function), 303

(C++ member), 305 esp_at_get_current_cmd_name (C++ func-
esp_at_custom_ops_regist (C++ function), tion), 303

301 esp_at_get_current_module_name (C++
esp_at_custom_ops_struct (C++ struct), 305 function), 309
esp_at_custom_ops_struct: :pre_active_wrkdie aatgetcadddalek id (C++ function), 310

(C++ member), 306 esp_at_get_module_name_by_id (C++ func-
esp_at_custom_ops_struct: :pre_deepsleep_callbdak), 309

(C++ member), 306 esp_at_get_para_as_digit (C++ function),
esp_at_custom_ops_struct: :pre_restart_callback00

(C++ member), 306 esp_at_get_para_as_~float (C++ function),
esp_at_custom_ops_struct: :pre_sleep_callback 300

(C++ member), 305 esp_at_get_para_as_str (C++ function), 300
esp_at_custom_ops_struct: :pre_wakeup_caddieatk get_version (C++ function), 301

(C++ member), 305 ESP_AT_LOG_BUFFER_HEXDUMP (C macro), 311
esp_at_custom_ops_struct::status_callbaxdp_at_log_write (C++ function), 310

(C++ member), 305 ESP_AT_LOGD (C macro), 311
esp_at_custom_partition_find (C++ func- ESP_AT_LOGE (C macro), 311

tion), 302 ESP_AT_LOGI (C macro), 311
esp_at_device_ops_regist (C++ function), ESP_AT_LOGV (C macro), 311

301 ESP_AT_LOGW (C macro), 311

esp_at_device_ops_struct (C++ struct), 304 esp_at_main_preprocess (C++ function), 310
esp_at_device_ops_struct::get_data_lengdp_at_module (C++ enum), 307

(C++ member), 304 esp_at_module: :ESP_AT_MODULE_NUM (C++
esp_at_device_ops_struct::read_data enumerator), 307

(C++ member), 304 esp_at_module_init (C++ function), 300
esp_at_device_ops_struct::wait_write_camgdette nvs_get_blob (C++ function), 310

(C++ member), 305 esp_at_nvs_get_str (C++ function), 310
esp_at_device_ops_struct::write_data esp_at_nvs_set_blob (C++ function), 310

(C++ member), 304 esp_at_nvs_set_str (C++ function), 310
esp_at_error_code (C++ enum), 307 esp_at_para_parse_result_type (C++
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_FAIL enum), 308

(C++ enumerator), 308 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERROR (C++ enumerator), 308

(C++ enumerator), 308 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_

esp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING (C++ enumerator), 309
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esp_at_para_parse_result_type::
(C++ enumerator), 309
esp_at_port_active_write_data (C++ func-
tion), 302
esp_at_port_enter_specific (C++ function),
303
esp_at_port_exit_specific (C++ function),
303
esp_at_port_get_data_length (C++ func-
tion), 302
esp_at_port_read_data (C++ function), 302
esp_at_port_recv_data_notify (C++ func-
tion), 301
esp_at_port_recv_data_notify_ from_isr
(C++ function), 300
esp_at_port_specific_callback_t
type), 307
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro), 310
esp_at_port_wait_write_complete (C++
function), 302
esp_at_port_write_data (C++ function), 301
esp_at_ready_before (C++ function), 310
esp_at_response_result (C++ function), 301

ESP_AT

(C++

esp_at_result_code_string_index (C++
enum), 309
esp_at_result_code_string_index::ESP

(C++ enumerator), 309
esp_at_result_code_string_index:
(C++ enumerator), 309
esp_at_result_code_string_index:
(C++ enumerator), 309
esp_at_result_code_string_index:
(C++ enumerator), 309
esp_at_result_code_string_index:
(C++ enumerator), 309
esp_at_result_code_string_index:
(C++ enumerator), 309
esp_at_result_code_string_index:
(C++ enumerator), 309
esp_at_result_code_string_index:
(C++ enumerator), 309
esp_at_result_code_string_index:
(C++ enumerator), 309
esp_at_set_module_id (C++ function), 310
esp_at_set_module_id_by_str (C++ func-
tion), 310
esp_at_status_type (C++ enum), 307
esp_at_status_type:
(C++ enumerator), 307
esp_at_status_type:
(C++ enumerator), 307
esp_at_transmit_terminal (C++ function),
301
esp_at_transmit_terminal_from_isr
(C++ function), 301

:ESP
:ESP
:ESP
:ESP
:ESP
:ESP
:ESP

:ESP

G

GATTC, 326

_FGERETRAR6E_RESULT_OMITTED

H

HID, 326

I2C, 326
ICMP, 326

L

LwIP, 326
LWT, 326

M

MAC, 326

manufacturing nvs, 326
mDNS, 326

MSB, 326

MTU, 326

N

Normal Transmission Mode, 327
NVS, 326

O]

_ATO_VI\]REE’ 53’99 T_CODE_ERROR

_AIPRE SULT_CODE_FATIL

AT R bR RE

Passthrough Receiving Mode, 327

A?%%gﬁﬁT CODE_MAX

PCI Authentication, 328

_ATPI%TESgﬁgg_CODE_OK

PLCP, 3

_ATP%géﬁT_CODE_OK_AND_INPUT_PROMPT
PSK, 328

_ATP_%S%&ET_CODE_PROCESS_DONE

_AT(_%iE SULT_CODE_SEND_FAIL

Qos, 328

_ATRRE SULT_CODE_SEND_OK

RTC, 328

S

SMP, 328

:ESP_AT_STATUS_NORMAINTI, 328

SNTP, 328

:ESP_AT_STATUS_ TRANSHHI] 328

SPP, 328
SSL, 328

system message, 328

T

TLS, 328
Transmission Mode Shift Diagram, 327
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U

URC, 328
UTC, 328
UU1ID, 328

W

WEP, 328
WPA, 328
WPA2, 328
WPS, 329

\ 4
AR, 325

o

B, 326
EE A, 327

o

ARG, 328

L

F AR R, 328
R, 327
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