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141 T AT Rk

I DA T 2B AT BN #E PC:

* HIFEAT 12 #+
HEN R BLLIT R AT [
o AT Y SR I T 2K

BeAh, AT E T ESP32-C3-MINI-1 %W [ ESP32-C3-MINI-1-AT-V3.3.0.0 [@E{f, ZEAME S
SERE S A A bin SCHAYRUTT, HE ESP32-C3 R AL [ (41 H Sk 451 ) bin LA ZH 41~/

@

— at_customize.bin /] Z %Rk

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

F— mfg_nvs.csv // &7 ONVS o K B R 4 B
| L— mfg_nvs.bin // EF NVS 4K bin Xf#
— download.config /] O BEEHW SR
— esp-at.bin // AT A E

— esp-at.elf
I— esp—at.map

— factory // BEFERENAFH bin XH
| L— factory_XXX.bin

— flasher_args.json /! T ERBEE R WER

— ota_data_initial.bin // ota data X A7 # &

— partition_table /] — % KAk

| L— partition-table.bin

L— sdkconfig // AT BN EERE

Hrr, download.config UL BEREFHISEL:

——flash_mode dio —--flash_freq 40m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp-at.bin

e ——flash_mode dio {FEMHE R AN flash dio B HEAT401%F

* ——flash_freq 40m fQFRULER A EY flash 8 HH % A 40 MHz;

e ——flash_size 4MB{UFE IS Y flash F/)NK 4 MB;

* 0xd000 ota_data_initial.bin f0EFF 0xd000 HilikEEsF ota_data_initial.bin {4,
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1.4.2 35k AT BIEE %
TR R B 2 G B BT T ¥

Windows

Fhfbesk 2 w1, 38 K3 Windows Flash 3 T H., 1#40455 0 27 Flash T~ T HH P46 .

* $TJF Flash N T H;
o PR RAL (A, FATESE ESP32-C3,)

o RIEEITE kaﬁ?%~ﬂli1’ﬁ%ﬁ (Jead, FATIERE develop, )
o MIEHMTREFE M TR (B, 1% vart. )

i~ 1

] DOWNLOAD T..[ = |[ =@ |[ == |
chipType: [Espgzca v]
workMode: Ide"'E|DP v]
loadMaode: Iuart v]

‘ oK ‘

Pl 4: [T OE B

o FF AT [Efpesk 2 ss, PAF PR Rk H—:
- HETHITEFNEZEL () build/factory HFEF T factory_XXX.bin) & 0x0 #f
hk: ZJ3E “DoNotChgBin”, fiff FH & 7= [l {4 (1) BRI L B ;
- IR EZ A bin U AR AL HRAE download. config SCAFHEATRCE, 574k
“DoNotChgBin”;

N T sk R B, AR F AN R 2k D ) COM i 15, #/\}\ “COM:™ FFIFR PikEi%
H5 o A KA b H SRR N FE 2% 11 Windows _E 25 i 1

P SE UG, Wit & AT B2 T hados .

Linux 3¢ macOS

FUaFER 2 H, LS esptool.py.,
PAURPIRN T AT —, 3 AT B RS

o I FE LA bin U EAFERGHNE: 8 AL R 64, ik PORTNAME fil download.config &
3

esptool.py —--chip auto —--port PORTINAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z download.config

+F PORTNAME Bl T B R 8 DA FR, A EICVERE 1% O 4R, 1§2% 1£ Linux fil macOS
A

+ download config Bz S5 %.

PAF S8 [ 45 53 2 ESP32-C3-MINI-1 By A

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —--

—before default_reset —--after hard_reset write_flash -z —--flash_mode.
dico—>Fflash freg 40m —flash-si AMB-0x3000 partition_tabl
N g e = (T IR
—partition-table.bin 0xd000 ota_data_initial.bin O0x0 bootloader

—bootloader.bin 0x60000 esp-at.bin 0x1e000 at_customize.bin 0x1£f000.

Espressif Systepstomized_partitions/mfg _nvs.kgn Release v2.3.0.0-esp32c3-1141-g9e9fe15fbl
Submit Document Feedback



https://dl.espressif.com/public/flash_download_tool.zip
https://docs.espressif.com/projects/esp-test-tools/zh_CN/latest/esp32c3/production_stage/tools/flash_download_tool.html
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c3/get-started/establish-serial-connection.html#windows
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|]. v iEHL » OS(C) » bin » ESP32-C3-MINI-1 AT Bin V2.3.0.0 » ESP32-C3-MINI-1-V2.3.0.0 » factory

BEEES v L =

FEit=

=

| 7] factory_MINI-1.bin
|| factory_parameter.log

-

J SPIDownload ] HSPIDownload ]

SPI SPEED SPI MODE DETECTED INFO
DoMotChgBin N

@ 40MHz ) QIO
[]LOCK SETTINGS

@ 26.7MHz @ QOUT

©) BOMHz ©) DOUT
(©) FASTRD

Download Panel 1

[-]a 1
[-)e

[«]a

[-)e

[-)e

[]e -
SpiFlashConfig

D
START || sTop " ERASE ICDM: coM73
BAUD: (115200

Bl 5 MR AR A (REeR)

" download.config - iCE&

) REE) HER0) BEV) BEH)
—flash mode dio ——flash freq 40m ——flash size dNB
T DATT1TI0N_ TaDIE/ DA Tl 100 table. Bill
0xd000 ota_data_initial.bin

0xf000 phy_init_data. bin

0x0 bootloader/bootloader. bin

0xB0000 esp-at.bin

0x1e000 at_customize. bin

0x1F000 customized partitions/ble_data bin
0x3a000 customized partitions/matt_key.bin
0x27000 customized partitions/server_key.bin
0x3c000 customized_partitions/mqtt_ca.bin
0x2d000 customized partitions/client_kev. bin
0x2b000 customized partitions/client_cert.bin
0x31000 customized partitions/factory_param bin
0z2f000 customized partitions/client_ca. bin
0x38000 customized partitions/matt_cert.bin
0x29000 customized partitions/server_ca.bin
0x25000 customized partitions/server_cert.bin

@ 40MHz  © QIO

LOCK SETTINGS
) 267MHz  ©) QOUT d

oMz @00
O sz ©pout

© FASTRD

Download Panel 1

IDLE N

it .
[ START " sToP " ERASE ImM‘ com72 M
BAUD: (921600 =

B 6: M EZA MR A (RdEeR)

Espressif Systems

10 Release v2.3.0.0-esp32c3-1141-g9e9fe15fbl
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 1. A48/

(% E70)
[ |
o HZTHEITOH B E 0x0 Hihtk: # APL T4, &t PORTNAME fl FILEDIRECTORY &
g

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME FE3 i I A WP F 8088 A FR, A TCEN € 1% N 48K, 55 % 1£ Linux £l macOS
FERW.
$f FILEDIRECTORY Fre sl (L & i) i 7= B i SO AR, I OLT, XFé 2 factory/

XXX .bin,
PAF 26 [ Bt & ESP32-C3-MINI-1 B4 # A 14

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio -—-flash_freq 40m --flash_size 4MB 0x0 factory/factory MINI-1.bin

PRSEE, e E AT B2 G R s .

143 FiA AT [IfF & S Resk )

TR PA N P IRAG A AT [ he Rl

o ¥THE O T H, 1 SecureCRT;

o BRI SRR T ke AT Ay AR EE I (RIS LA 4R ) ;
o JRHREE: 115200;

o BEfL: 8;

o &0 : None;

o fEIEf: 13

* Jiif%: None;

« A “AT+GMR” 14>, If H#f7 (CR LF);

FATR TR, WNE OK, 2R AT [ {Fhes s 2«

AT+GMR

AT version:3.3.0.0(3b13d04 - ESP32C3 - May 8 2024 08:21:54)
SDK version:v5.0.6-dirty

compile time (be332568):May 8 2024 08:51:33

Bin version:v3.3.0.0 (MINI-1)

OK

T, EFEEE AL sz — K ESP32-C3 &AL H &
Jitk1:

o ¥THE O T H, 1 SecureCRT;

o I EEEHT “TEEMAAE HE WD, BIOEFES S EE,

o JEHRE: 115200;

o HlEf: 8;

o KuB{i7: None;

o (EIRfL: 1;

o Ji¥E: None;

o BRI AR RST 4, 25 H &R A H B, WA ESP-AT [E {42 £ IEMHIiHIL T .
Jjid 2:

o FTHMAH O LA, 4 SecureCRT;

o HRI: AraiEEEH T AR RN AT ay /My SR DA AT CFEE A HE B,

IR IS 0 6 1 iE 3

Espressif Systems 11 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback



https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c3/get-started/establish-serial-connection.html#linux-macos
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c3/get-started/establish-serial-connection.html#linux-macos
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 1. A48/

W 115200

o BEfL: 8;

o K5{7: None;

o (IR 13

e Ji¥s: None;

o FERERBIRIL “AT AL/ (FE D AAT+RST w4, HH#4T (CRLF), #F “ k& /4 H
HE” fa 0 HEF IR HEMEL, W5 ESP-AT BB £ IEFPIHL T .

ESP32-C3 JFHLH #&:

ESP-ROM:esp32c3-apil-20210207

Build:Feb 7 2021

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:2

load:0x3fcd5820, len:0x16b4
load:0x403cc710,1en:0x970
load:0x403ce710,1len:0x2e90

entry 0x403cc710

I (31) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (31) boot: compile time 14:34:08

I (32) boot: chip revision: v0.3

I (35) boot.esp32c3: SPI Speed : 40MHz

I (40) boot.esp32c3: SPI Mode : DIO

I (45) boot.esp32c3: SPI Flash Size : 4MB

I (49) boot: Enabling RNG early entropy source...

I (55) boot: Partition Table:

I (58) boot: ## Label Usage Type ST Offset Length

I (66) boot: 0 otadata OTA data 01 00 00004000 00002000

I (73) boot: 1 phy_init RF data 01 01 0000f000 00001000

I (81) boot: 2 nvs WiFi data 01 02 00010000 0000e000

I (88) boot: 3 at_customize unknown 40 00 0001e000 00042000

I (95) boot: 4 ota_0 OTA app 00 10 00060000 00140000

I (103) boot: 5 ota_l OTA app 00 11 00230000 00140000

I (110) boot: End of partition table

I (115) esp_image: segment 0: paddr=00060020 vaddr=3c170020 size=3bd30h (245040).
—map

I (175) esp_image: segment 1: paddr=0009bd58 vaddr=3fc95400 size=03884h ( 14468).
—load

I (178) esp_image: segment 2: paddr=0009f5e4 vaddr=40380000 size=00a34h ( 2612)._
—load

I (181) esp_image: segment 3: paddr=000a0020 vaddr=42000020 size=167al0h (1473040)._
—map

I (497) esp_image: segment 4: paddr=00207a38 vaddr=40380a34 size=1486ch ( 84076).
—load

I (518) esp_image: segment 5: paddr=0021c2ac vaddr=50000000 size=00018h ( 24) .
—load

I (525) boot: Loaded app from partition at offset 0x60000

I (525) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: MINI-1

max tx power=78, ret=0

2.5.0

MR AN T ESP-AT TA%, 5 FJ3EESP-AT 2 1t 4 .

WG E ST QT ) ESP-AT, 359 e it Rk 2, FEBD R BURECF AR O, PRI b de, TR
B RE LA S A 2 TR AT 22, IR R R A8 3, 1 ANl R Eomnbesk AT FfE.
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Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TR RS 0. HAT, REERAT T UAR ESP32-C3 RIBIALH) AT [ 1F.

e
o WSREAHE B OIS T AR AT BN, WESCFSRESP-AT B A £ 5% SCRY, %30kt
BT RIA] ESP32-C3 AT [E/7ESCRe a5 . W (FEL S AL i i) 22 5%, 5 B A mi A i i
TE R R TG A AT BRI .

o QARGEANEHE Y AT EPFP R RIRCE, @n s atpy T F B AT BFH A S0RT AT EfF

— {52 UART i &

— 57 Wi-FiBe B

- WSHGEf fe F AR E
— 147 GATTS fe &

2.1.1 F5sY
FERE R R TE AT BEARRT, 35AF4H5 524% 50 % 0, I REAG ) 4% TR ORI R 2R i

2.1.2 ESP32-C3-MINI-1 &%

N R 2F3E T ESP32-C3 ECOO (Rev v0.0) ~ ECO7 (Rev v1.1) &N i (1435 ECO0 #1 ECO7).

* v4.1.0.0 ESP32-C3-MINI-1-AT-V4.1.0.0.zip (#i#5)
* v3.3.0.0 ESP32-C3-MINI-1-AT-V3.3.0.0.zip

N 8 T ESP32-C3 ECOO (Rev v0.0) ~ ECO4 (Rev v0.4) 2%t H (145 ECOO0 £1 ECO4) .

v3.2.0.0 ESP32-C3-MINI-1-AT-V3.2.0.0.zip
v2.4.2.0 ESP32-C3-MINI-1-AT-V2.4.2.0.zip
v2.4.1.0 ESP32-C3-MINI-1-AT-V2.4.1.0.zip
v2.4.0.0 ESP32-C3-MINI-1-AT-V2.4.0.0.zip
v2.3.0.0 ESP32-C3-MINI-1-AT-V2.3.0.0.zip
v2.2.0.0 ESP32-C3-MINI-1-AT-V2.2.0.0.zip
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https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V4.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V3.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.2.0.0.zip

Chapter 2. AT [E{4

2.1.3 Ty AT WA KA
THBEITIH AT R AL A7 SCREVT TR TR AS B A, S i PRI AR 1 R A R 00«
AR A AR /N -

* T3 ESP32-C3 AT % 75 & ) 1
o AT EV#i A AT [EfFA S TRLE — ik SCrR B AR

ik iy PR R RS AR, AR TR ZS D7 R R B RN L A, R AT Bk
Elh 7SO T T 3

2.2 AT FifEwi4r

ESP-AT [E #4813 TR E DI Rem — bl 3ot

build

— at_customize.bin // ZH®kaREx (APaRK, 3lH T mfgnvs 4K W Ko
~fatfs K W R I o K K AN)

— bootloader

| L— bootloader.bin VA-E N -

— customized_partitions

| L— mfg_nvs.bin /) W BRESHK, 2HENELEXTH mfg_nvs.csv
— esp-at.bin // AT R A B #

— factory

| L— factory_xxx.bin //

SHEEDREN A XESE, ETUANRI AR RS M N 0 B flashe

~Z B, RFMRYPE download.config X H HFEREKET A4 X R F 3 flash.
o B XE R AR BA M By R ] 4.

— partition_table

| — partition-table.bin // — %A Kk (44K %)

L— ota_data_initial.bin // OTA ¥ 18 47 45 1 X
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AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: BHEMRAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: & E 1% 1% 45 X AR B8 &k 10)
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: % & HEARA,

AT+SYSRAM = i) M2 1] {5 %5 L

AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power

AT+RFCAL: RF £k

AT+SYSROLLBACK =[] % 3| DA i %) [&142:
AT+SYSTIMESTAMP : 25 11]/35 B 7 Hb sk 151 7%
AT+SYSLOG: Ja HEEE AT #HR A4 s
AT+SLEEPWKCFG: %% Light-sleep Wi JEFIHL{E GPIO
AT+SYSSTORE : 1% B S,

AT+SYSREG: B &HA758

AT+SYSTEMP: BEEGE F P35 [C R

15



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

i 37
[ox
S
* <mode>:
- 0: HJg ESP32-C3 - #E AIEH B 78
- 1: HJ5 ESP32-C3 JfFgE AR F Hi
B
o WISREEHT R, nTAE R AR I B Ay 41k ESP32-C3 #E AR, X FEEm] DAYERE R 1y
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

Ao

=

T

"DQ’

AT+GMR

W i <

<AT

version info>

<SDK version info>
<compile time>

Bin version:<Bin version> (<module_name>)
OK
o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
P2 PR, ToHT R
» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,
o <compile time>: [F{[-4 K] .
* <Bin version>: AT [& {4 it A% H. RAF B 7 PAFE menuconfig H1 &, python build.py
menuconfig>Application manager >Project version., KK E: 32 F.
o <module_name>: #i I £ X, FF esp-at/components/customized_partitions/
raw_data/factory_param/factory_param_data.csv HE X,
vl
o WAREEAESEH ESP-AT [l oA A 8, i 5GHedt AT+eMR fA(EE .
2N
AT+GMR

AT version:2.2.0.0-dev(cadlec4d — ESP32-C3 - Sep 16 2020 11:28:17)

SDK

version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin

OK

version:2.1.0 (MINI-1)

3.1.5 AT+CMD: A ify 2550 5 28 2 Fe i A iy 4> Be fiy 4 200

Espressif Systems 17 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

+CMD:<index>, <"AT command name">, <support test command>, <support query command>,
—<support set command>,<support execute command>

OK

o <index>: AT 3275

e <” AT command name” >: AT fy2-% ¥R

» <support test command>: 0 FE/RATEE, 1 FRIFE

+ <support query command>: 0 F/RA T, 1 FRTE
» <support set command>: 0 F/R AT, 1 FRTFF

» <support execute command>: 0 F/R AT, 1 TR

3.1.6 AT+GSLP: A Deep-sleep Fiz,

v

7

N

Fin

¥

=4

A

AT+GSLP=<time>

W i <

<time>

OK

B
© <time>: BAriEA Deep-sleep HITK, S8 SAb. B IE]R, i E00ER, VI IEIR
W, SR L IR

- 0 FRarHE S
— f5x K Deep-sleep B K244 28.8 K (231-1 Z#b).

L]
o MITANEBR R, B %k A Deep-sleep 1 SZBRIK S BEIHK 2 | S AE1E 2R
3.1.7 ATE: JF)i3s%p] AT ol g )tig

PATI %

[

’ATEO

o

’ATEl

L)V
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OK

* ATEO: XAl
« ATE1: FFjiH i

3.1.8 AT+RESTORE: k& 1) &H

P4

=l

4

’AT+RESTORE

Wi i *

[ox

B
o LA RHER A RA7E] flash (9S8, IR BN S HE.

© BT S EFIE .

3.1.9 AT+SAVETRANSLINK: ¥ JFHL Wi-Fi/Bluetooth LE 1% 14 5145 &\

o % B Lk N TCP/SSL % 1545 X 4% 8.
o % B Wik N UDP ik X158
o % B FFHLIEA BLE i 1B X A2 8

BEFLIFHLEA TCP/SSL i {4 B 1% B

23

Lo )
uﬁiﬁ.’f s

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

W i <

[ox

e <mode>:
— 0: X[ ESP32-C3 FHLjEA Wi-Fi i £ 45 X
— 1: FFJ2 ESP32-C3 [ HiE A Wi-Fi i 1 45 X,
o <” remote host” >: F{FHEBE, Fonimiy IPv4 Hulik. IPve Hutik, =idei4s . &K h 64 5.

Sply Sy

 <remote port>: T [1{H

° <77 type” > $f§$§ﬁ7 %:zﬁ?@bﬁ?%i—ﬂ” TCP”,” TCPV6”,” SSL”, gz “SSLV6”° ‘Ej(ik’f_ﬁ” TCP”

o <keep_alive>: Pl B £ SO_KEEPALIVE %3 (&% : SO_KEEPALIVE N43), BAfii: b,

e JLE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
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- 1~7200: JF)3 keep-alive €. TCP_KEEPIDLE {f >} <keep_alive>, TCP_KEEPINTVL {4

1, TCP_KEEPCNT {8 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4 <keep_alive> ZEUHHE, HE&H
GBS YUE . MBI ARSI AN E <keep_alive> 24, MIERIAfH A LR LB H(E .

Bl
o AULENF Wi-Fi JPHLE AR X (G RRIFAE NVS X, 2% <mode> 2y 1, TR ERABIEAL #
X HEFER

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:075",8080, "SSLv6

B IFHLIEA UDP & A5 B

B A

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W i ¢

[ox

BH

e <mode>:
— 0: XM ESP32-C3 |HIgEA Wi-Fi i 542X
— 1: FFJ ESP32-C3 [ Hi ik A Wi-Fi i% £ 4 X,
e <” remote host” >: FFEBESH, Fonwmiy IPv4 ik, IPve #ihik, =iisis . &K 64 F37,
e <remote port>: JTifsif I {E
o <V type” >: FRFHRESE, FORMEHIZRAL:” UDP” B “UDPv6”. ERIN{EH:” TCP”
* [<local port>]: FF#lLi#E A UDP &4kt , i A<t 1

]
o ARPERF Wi-Fi FFALE 42X AR BARAEE NVS X, &S5 <mode> i 1, MR EHHBIEAEE
X TREBEAER.
o WIRGEANELT IPvO M 25 57— UDP &4y, EHATA N #AE:
— Wt AP 7 E: IPv6
VB AT+CIPV6=1
BITAT+CWIAP £ A 3REE|—A IPv6 it
(A3%k) B AT+CIPSTA? fiy 212 ESP32-C3 2753 Z IPv6 Hidih

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve6", 1005
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X EIFHLEA BLE LB

AR Rk

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<"peer7addr"> ‘

Wi i ¢
[ox |
¢ <mode>:
— 0: X4 ESP32-C3 [ Hiit A BLE & 15 42 X,
- 2: JFJ3 BESP32-C3 b ALk A BLE i f£ 42 X,
e <role>:
— 1: client {5,
— 2: server fi {4,

o <tx_srv>: tx R4 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRYV =<conn_index> iy 22 ;
Vil GATTS R}, @it AT+BLEGATTSSRV? 4251 .
o <tx_char>:tx R ESHHAE TS5 . AT VE-5 GATTC B}, 3# i3 AT+ BLEGATTCCHA R=<conn_index>,<srv_index>

S Ai); 18 GATTS i,

ST AT+ BLEGATTSCHAR? 6522511 .

o <rx_srv>: 1x [REGF 5. AT {E8 GATTC i}, @ idAT+BLEGATTCPRIMSRV=<conn_index> iy &%

;10 GATTS i,

3BT AT+BLEGATTSSRV? fii 425

o <rx_char>:rx [RE45E )75 . AT VEA GATTC Bt 38 118 AT+ BLEGATTCCHA R=<conn_index>,<srv_index>

A N GATTS i,

33 AT+BLEGATTSCHAR? 54253«

* <” peer_addr” >: Xi7J5 Bluetooth LE Hiifil:.

B

o AR ERE BLE JFHLE 1542 X A5 BARTEAE NVS X, B350 <mode> 24 2, Nk _F i H 33 A Bluetooth

LE & 42X FEEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

BB BB P B & & Ml

AT+TRANSINTVL?

W i ©

+TRANSINTVL:<interval>

OK

e
g

b
54
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’AT+TRANSINTVL:<interval>

Wi % ¢

’OK

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].

st

o BERHEUN, 2 ESP32-C3 A UART UL EIBm, ARIE] M R 1K BT 251 2920 77, #&
PSRRI A 2920 PR BT Ak, RS SERF <interval> 2R EEERHE R EE
RFAET 2920 745 AR R -

o LR EAVD, HAdE AR R FRARKER), WA IR <interval> IR KA HL. 2
<interval> fR/NEF, WTVARREAR ) PO A A B A AE IS, (ELK S 30 P R BSR4 A 4 114
R, — R IR T A e

il

/) B R B E B R

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
Ay

[

AT+UART_CUR?

M

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

)y

15

N

R

X

Py
A

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

Wi i ¢

’OK

Espressif Systems 22 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fb1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

BH

e <baudrate>: UART j4&%
— BSP32-C3 i%4%: ZF#EEI A 80 ~ 5000000
o <databits>: i
- 5: 5 bit HEAL
— 6: 6 bit IR
— 7: 7 bit FIR{
- 8: 8 bit 57
o <stopbits>: {5} {i/
— 1: 1bit fZ1}-f7
— 2t 1.5bit &R
- 3: 2 bit {F= ]} 7
o <parity>: I
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: AMlpemds
- 1: ffigE RTS
- 2: ffifig CTS
- 3: [aR{ifE RTS #i1 CTS

Bl
Bk Rl 2 UART FEES A SCERE, T ah i s N, I Be -5 30E (A AR 25
o AUEARAFE] flash,
o i RE O 45 P BE G L IE B A B9 CTS/RTS 45 M, ¢ 1% 4F UL#2 #+ £ 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,.

il

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: {7 UART B\l , [#47%] flash
it A

O e
iy A

AT+UART_DEF?

W i ¢

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

H

N

H

¥

[y

o
%

=l

AT+UART_DEF=<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W i <
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OK

* <baudrate>: UART &R
— ESP32-C3 545 %453 80 ~ 5000000
o <databits>: FIR{v
— 5: 5 bit $Hifr
- 6: 6 bit FHE {7
— 7: 7 bit FIR(
— 8: 8 bit HIR{
* <stopbits>: {=F{i/
— 1: 1 bit Bk
— 2: 1.5 bit {213
— 3: 2 bit &R
* <parity>: 517
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
-0 Rfffeies
- 1: {figE RTS
- 2: ffifig CTS
— 3: [AAH#iRE RTS i1 CTS

e
o PO SO ERAFAE NVS 20X, 243508 FRR _E MR G 3%
o {5 FH B 4 9 4 T BB T B IR 19 CTS/RTS & M, 115 15 W& # % 4% Ml components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF=115200,8,1,0,3

3.1.13 AT+SLEEP: EIREHER

iy s

Ele

4

AT+SLEEP?

Wi i ¢

+SLEEP:<sleep mode>

OK

&E
i
=
7

=N
%
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’AT+SLEEP:<sleep mode>

* <sleep mode>:

- 0: ZEFIREARAR .

— 1: Wi-Fi Modem-sleep #£3X;. iR E AP (1 DTIM & 565 . {UAE Wi-Fi #5534 Station
WHEE ARG 70 Wi-Fi BT, AR E, (ARSAR Ch THAEIHIR AT E4F) ;s HAag
DU AR E .

- 2: Light-sleep 2%, 7E Wi-Fi $34 SoftAP 5§ Station+SoftAP Fif AN Al i & .

« J5 Wi-Fi fiR
- CPU 4 B 3l ABEHR, SHRBHOR X .
« BA Wi-Fi it
- CPU 5 H 3k AREMR, SRS RIEAT+ CWIAP B{AT+CWCONFIG fin % B & 1
listen interval ZHUEM XM,
+ EA Bluetooth Fiz
- J£ Bluetooth | #&75T, CPU Xf H gl ABEAR , SRt kARSI 425 8] B i 10 5 FAL
- 7£ Bluetooth £, CPU K H gt ABEAR , SRSt RE AR F 1% 452 [B] B 2 10 5% FAT
* Wi-Fi # Bluetooth 775
- CPU X H Bliik A\ RGEAR , SRS HRAR B i Y45 PR B 20 O 1A

— 3: Wi-Fi Modem-sleep listen interval A2, G A8 HORFAR PEAT+CWIAP iy 21X B 1 listen
interval Z¥UE M K. AUFE Wi-Fi 5} Station B &£ % 0 Wi-Fi BT, ik
B, EARSES CHTHEIHR AT FE4F); HAEL S AR E .

Bl

* & Light-sleep BixUH|, HIPEFH T AT+SLEEPWKCFG fit U B AR , 75 B Ame i, &4
FF—H AL T HEARIRAS .

* U'E Light-sleep #x0)5 , W12R Light-sleep Ml S5 AN 2 I, A RF H St ABERRELE , 24 Light-sleep
MR A5 R I, DA B B0 A AR AR X e i

e FiBLE #iF, HA BLE Light-sleep Al BLE Modem-sleep i FfEIRIE R, . 1S AT+SLEEP=2 fijid>
J& i BLE Light-sleep, i AT+SLEEP=0 f32-/= ] BLE Modem-sleep.

* X}F BLE {39 Light-sleep iz, M P ainfifrsM % 32KHz @ #fk, &0, Light-sleep Bix{2x DA
Modem-sleep = T AE.

« AT+SLEEP i £ 75 il 53 Sk Sleep AT 7 19) .

il

AT+SLEEP=0

3.1.14 AT+SYSRAM: #rifyHfi:2s [l fdi 45 0L
A ity 2

AT+SYSRAM?
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Wi 3% ¢
+SYSRAM:<remaining RAM size>,<minimum heap size>
OK
ZH
e <remaining RAM size>: Y[R GxHEZS[A], B{7: byte
o <minimum heap size>: Z{TH ) H/DHEZS[E], BAf7: byte, 4 <minimum heap size> /NTEiE
IF 10 KB i, ESP32-C3 ) Wi-Fi HURIIFEWE I P RE W] BEL 3250«
2N
AT+SYSRAM?
+SYSRAM:148408,84044
OK
L
e
ETEL E RETT NI R G NAEE AT L

AT+SYSRAM=<caps>

W i <

+SYSRAM: <caps_largest_free_block_size>,<caps_free_size>,<caps_minimum_free_size>,

—<caps_total_size>

OK
S
o <caps>: fEJ1fH. PEW AJA] capabilities & . W PAZHAE ], W1 AT+SYSRAM=0x1800, /N
MALLOC_CAP_INTERNAL | MALLOC_CAP_DEFAULT,
» <caps_largest_free_block_size>: 4Hi caps | RENS /AL I KA W EE, BAf: byte.
 <caps_free_size>: 4 caps [ FrA KT IREI/NEFT, L byte.
 <caps_minimum_free_size>: s i [ HLJG, caps A IS RNBA/NE R R/IME, B byte,
 <caps_total_size>: 4§ caps R HNENR/DN, BAL: byte.
el
cFZBf s it BER, —HWNHFEASE AT B &3 v 2 o alloc failed,
size:<requested_size>, caps:<requested_caps>, N nJ PA b3 %
AT+SYSRAM=<requested_caps> & FH 24 Wl caps W W & fff B 1 &. FH
<caps_largest_free_block_size> HE T R 4 Bl <requested_size> K/ N E
e,
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3.1.15 AT+SYSMSG: #Hif)/itH AR EA

iy

ifig:
EWRYH RGO NME R
i

(AN ’Ij(:u

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BEmA

Jyiig:

WERGIREE . WEARETEEENRA S AT 8, i HHAT+SYSMSGFILTER iy %

A

’ AT+SYSMSG=<state>

* <state>:

- Bit0: EH Wi-Fi i% #£ 42 X, Bluetooth LE SPP }% Bluetooth SPP [ 54T B3 7515 B
* 0: ANFTE]
© ¥TE] +QUITT
- Bitl LI I ) St
« 0 R EERIE AR, Zzn XX, CONNECT

« 10 8 FEY0 AR 3R 78 {5 B, W1 +LINK_CONN:status_type, link_id, ip_type,

terminal_type, remote_ip, remote_port, local_port

- B1t2 $?§’U{/u\?ﬂfi—\‘{§4%\ I’

& FF Wi-Fi i85 4442 X,. Bluetooth LE SPP J Bluetooth SPP

« 00 NMTHHORER
+ 1: 24 Wi-Fi, socket. Bluetooth LE B{ Bluetooth JRZ &AL 280, FTEIRE /R EE., -
— "CONNECT\zx\n" = Pl "+LINK_CONN:" JF 3k ¥ & & 1 &
— "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
- "WIFI DISCONNECT\r\n"
— "4+ETH_CONNECTED\r\n"
— "4+ETH_DISCONNECTED\r\n"
- DU "4ETH_GOT_IP:" F MR TfFE
- PL "+STA_CONNECTED:" F 3k ## 7 £ &
- PL "+STA_DISCONNECTED:" %}é’]i—gf{n =8
- Pl "+DIST_STA_IP:" AL HR TR
- PL "+BLECONN:" JFL W # 7 &
- PL "+BLEDISCONN:" JF 3k @R 7 &
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e

o FFAT+SYSSTORE=1, Tl & U RAFAE NVS 431X,

* 7 Bit0 1, R Wi-Fi U’%a‘;*éfi B4R +QUITT,

o F 3% Bitl N 1, ¥ & ¥ WJAT+CIPSTART FIAT+CIPSERVER 1y 4, £ 4t ¥ #® =~
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” TN
£ “XX,CONNECT”,

il

/) RE Wi-Fi BHEEIARATIRTEE
/) EHEWAITHEAKE TR E
/) EBRA K& TT R AT H A

AT+SYSMSG=2

%\s{\

mw

5

/] HEMHEAKXT, Wi-Fi. socket, Bluetooth LE = Bluetooth WA KT H LSITH R T £ B
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsiZsH R0 8 0bE
iy

i :
%i’"ﬂ )J:zl Eﬁ?\é III l_n ():E E’J’{j(/l_n
A

AT+SYSMSGFILTER?

W

+SYSMSGFILTER: <enable>

OK

BeEmA

i
JE N B AR G Bt v

A

’AT+SYSMSGFILTER:<enable>

W i :
E
ZH
* <enable>:
- 0: SN RGHELIE. REIME. 2BNE, REHEASHREN BT IE.
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CAMARGHEE. FEE, REGHEMIENREAILE BRI AT digsi, MCU
TALI&@J T AR L R UL E 8, 25k Ak MCU.

Bl

o 15l AT+SYSMSGFILTERCFG iy A Bl B4 Rl je s, FE Ay 8 el 2t FH 2400 Bl g,
ST ARG A ) R G
o i F AT+SYSMSGFILTER=1 154, BIWETT R RGN S i85 B L2/, Bk AT A%

M BB B
o FEPEAGE AR BT, SREZVEIE I AT+SYSMSGFILTER=0 %>, %5 A500H Bt vk,

o AUREET AT TR WIT &, WU APLs S8 AT ﬁ‘ﬁ/\ R A%

// BAH AT 5B HE LXK, HE LR LW AT+SYSMSGFILTER.
o AR, KEHEWN LA L% B MCU (AT+USERWKMCUCFG # & % B #) MCU % B 3 &) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/) BHES RN AT A 0B B AL L. HIE S AT+SYSMSGFILTER.
ARk (WREER) , REEEN L 2% E MCU (AT+USERWKMCUCFG # 4 % & # MCUL
W)

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ BAYE MCU Bjf 8 AT 4 0 WK E L% . HE L L H AT+SYSMSGFILTER.
AR, KEHKEMN S4B MCU (AT+USERWKMCUCEG #r 4 % B B MCU % B 3 &) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A H W B MCU Iﬁﬁaa’*ﬂﬁﬁlﬁﬁ% B AT AU W RE. HPFE S AT+HSYSMSGFILTER-
ARk (WREER) , REHKEN 2% B MCU (AT+USERWKMCUCEG # 4 % & # MCU.
SR

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

'J‘WJ 1$QEHFW 7!%% % éﬁ”ﬁ] 8.3 //ET'W]

3.1.17 AT+SYSMSGFILTERCFG: 75if)/itE &% Bk e

o HadiE R
o %V‘ﬁﬁﬁ&m
oA ik
o MR —AN

2 3%

?vcﬁv

(ECURCR] 34

ﬁlﬁj uu ﬁé\ :

AT+SYSMSGFILTERCFEFG?

W i <

+SYSMSGFILTERCEFG: <index>, <"head_regexp">,<"tail regexp">

OK

* <index>: jIJELRMIET].
* <” head_regexp” >: SLERIFNFEiEK.
o <” tail_regexp” >: RERIEMZEEAR.
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1 LR ERUR e

4
B A

’ AT+SYSMSGFILTERCEFG=<operator>

Wi i <

¢ <operator>:

- 0: WEFBRATA I uESE . EERIE, T DARREIC LR R AR B T R HEZS TR RN

il

/) W BR IR #

AT+SYSMSGFILTERCFG=0

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

W 7

OK

>

aRm R R AT EERS I AT 4 DB, BURHETT DA AEE (BD: SBiE ) ek Cf B e
MZEER), 4 AT IR FEHEK LS| <head_regexp_len> +<tail_regexp_len> 5, #TIE
MRk e B A T

PUE SR BSvie: Wt S i ve S EIR AN IR/ N1 GRS Y T

’ ERROR

LB SV PLSASE L -3 R il vl w2 NSRS 1O R/ 190 % IS A T

’OK

* <operator>:
= 1 BEM— A uEds . — D PEAR AL A L BRI Ik RN e Bk ) ik K
* <head_regexp_len>: SLiFIEMIFAAKCE . JuH: [0,64]. WIEREEN 0, RERZMELPIENFE
FCHPCHED, [ER} <tail_regexp_len> AHEHN 0.
* <tail_regexp_len>: FEFFIENFRAEXKEE. Jufl: [0,64]. WIREEN O, AR ZHBIENFAEK
HIPLHEL, R} <head_regexp_len> AfEN 0.

Bl
o W SE A A O BCEA B L g gy, FRE L AT+SYSMSGFILTER iy 5 88k I RS0 Bl ug, 5k
DU AR AN R G0 B A EL
o SKERFIR AR IE Mk NS5 POSIX BAIENIETL (BRE) o
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o T RES AR 8 (AT iy ) TX Bl Pesizad

IEMFEAPA $ £
s HERZIHE

BdE, 2EEERE MCU,
o M ZRGH B TR R A
o RGN B VLR pERR T,

e, HETULHL.

o XA RS,

ARG ELE.

il

U8, SREN KRR MRIKPA ~ TRk, B

fﬁJH#IEEEJ:%%MEM%%ﬂjiﬁﬂl%iﬁft'ﬂﬂi%_iﬁﬁ , RBHEA S
GEH RAPOE N Fk VT L _E 1B 29 AT 4

1L yEH, MCU A WE]; i AR P 2k XL e By
SESRE . AR FARGILR L E R g -
RGN EAREAE, WASK E—RM RGN EMAZREHEEE—

5if ZN W B E A A i

TyEsE  [E B A BE i AT+ SYSMSGFILTER=0 {54

/) WE

A F

/] R ARG E Ik

AT+SYSMSGFILTER=1

// R I B
AT+CWMODE=1

E® P "WIFI CONNECTED"
AT+SYSMSGFILTERCFG=1,17,0

/] % &4 KE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.
¥, X M ASCII # ¥ § 0D OA)

AW ERE

AT+CWJAP="ssid", "password"
// AT X F # # WIFI CONNECTED % % 4 & # &

HARBIZE . A5 L

T YET B,

AT+SYSMSGFILTERCEFG=<operator>, <head_regexp_len>,<tail_regexp_len>

W i :

OK

>

AR FIR AT R I AT fird DR, R EmT DA A K (R SKEiE ik s iRk

M=),
N g k=58

AR IE )RR 5K

HEPERH

STV R s it

SRR R,

2 AT U B B K B A3 <head_regexp_len> + <tail_regexp_len> i, #fT1E

’ERROR

AR IR ek A SR AL I ) LA it

DEAT I, R[]

’OK

BH

* <operator>:
- 2:

B~ ad s -

» <head_regexp_len>: . FFIE N SR KE, B 2 [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEFSIENFRANK A, JuH:

NEEH 0,

(0,641, UARIEN O,

] <head_regexp_len>
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BE]
o RpMHER IRt 0 e AR N ) i i o

il

/7 B B ody R B

AT+SYSMSGFILTERCFG=2,17, 0

// & @ ARE OK # > 5, # A\ "WIFI CONNECTED\r\n (F & \r\n & f 2.
SANFE W, N ASCITI & ¥ @ 0D 0A)

/7 W

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT & # ¥ WIFI CONNECTED % % 4 & ) &

3.1.18 AT+SYSFLASH: #ifyoki%%5 flash il Fr4y X
AR A

Jifik:
#rif) flash H 43X

AT+SYSFLASH?

MW .

+SYSFLASH: <partition>, <type>, <subtype>, <addr>, <size>
OK

Has

&F

Jyiig:
B, 5. #EER flash X

e

=

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W

+SYSFLASH:<length>, <data>
OK

e <operation>:
- 0: R
-1 54K
-2 K
e <partition>: ] /X 4K
o <offset>: ffLHiidl
o <length>: ¥k i
o <type>: JFrXIEH
* <subtype>: 14 X52A
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o <addr>: F P4 XAk
o <size>: F 4K/

Bl

o A 45 bEsk at_customize.bin, FHELI(FEE IS H 4ol f & Lo K.

o PERRAIXHT, THTEEEERIZ E AR X . XA AT A <of fset> fil <length> ZHCRTEM. Hi
M, 4 AT+SYSFLASH=0, "mfg_nvs" AJ#ERIEA “mfg_nvs” X,

o XTI X n] 2% ESP-IDF /X .

* Xj <operator> fwrite I, RGUWIN LA EREBATIRNE] >, IR DA A L5 8dE, £
K E N 5 <length> —3,

o HorIKHET, BRI XK.

o WSREAE L mfg_nvs 3 X BEBEHE , 1 FHAT+SYSMFG A4 (NVS R B (E X AT ) o« s
ERBUCEA mfg_nvs 431X, T FHAT+SYSFLASH 4 (43 IXEEE) .

o oy}, MCU WiZmik B ABEE, #h—RK %S A 2800 SN L. FlansRkE A 4 KB
T, HEIS AN

il

/1 BEHREA "mEg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// F "mfg_nvs" SR EH A 0 LB ANHFH "mfg_nvs" K (KA H 0x1C000)
AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000

3.1.19 AT+SYSMFG: #rifyukizs; manufacturing nvs Jf] j143 X
iy 4>

Tytig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 ] (namespace)

AT+SYSMFG?

W i :

+SYSMFG: <"namespace">

OK

PRk A #4725 A B PN

Espressif Systems 33 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fb1
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c3/api-guides/partition-tables.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

S

e <operation>:
- 0: EEREAE
- 10 EHUEAE
- 2: BA#AE

* <” namespace” >: fiy4%3|H].,

o < key” >: T, siFRNEE. X4 <"key"> G, L <"namespace"> NATEIEEN; &

M H BB A ETHEE B <"key "> FUBEEXT

]

o THICPIEE AR AT (NVS), T2 2s(a] . ERT AR

il

/1 BB client_cert #4ZANAAMREN (B: BRRANS 0 BFE 1
SEE PRI )

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # & Z i A M client_cert.0 A X (H: BRBRIAWE o
CEEPRED)

AT+SYSMFG=0, "client_cert", "client_cert.0"

I 45 2% ] SR (R

pEmY mA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

W i ¢
4 <"namespace"> AR Z JGSEHRERT, J&IH:

+SYSMFG: <"namespace">

OK

Y <"key"> NRZIGZHERAE IS, &0

+SYSMFG:<"namespace">, <"key">, <type>

OK

HAMEOL, &

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

BH

* <operation>:

- 0: PEBRARAE

- 1 EEHURAE

- 2 BAHE
* <” namespace” >: fiy% 23],
o < key” >: L, miFRMEE.
o <offset>: HHMWHL .
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* <length>: FHAK)E.

o <type>: HR{HMYAEAL,
- 1: u8

i8

ul6

il6

u32

i32

string

binary

. <value>: HEIEHGHCRE.

|
0NN kW

]
o THIEPIEE AR AT (NVS), T a4 zs(a] . BERT IR

il

/) BRBCL A BT A M A A S
AT+SYSMFG=1

// LBl client_cert @ & X FE W AW £ 4

AT+SYSMFG=1, "client_cert"

// LBl client_cert # % X [ W B client_cert.0 T H K H
AT+SYSMFG=1, "client_cert", "client_cert.0"

// B client_cert # & X il W M client_cert.0 T WMEH, MW 100 W F LW 200_
Lg
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 42 ] A 55 A BEFDR
BE M WA

’AT+SYSMFG:<operation>, <"namespace">,<"key">, <type>, <value>

W i :

’OK

S

¢ <operation>:
- 0: EEREAE
- 1t SEHfE
- 2: AL
e <” namespace” >: 44 43[A],
o <” key” >: i, EARMEE
* <type>: SHHIJRAL.
- 1: u8
- 2: 18
: ul6
il6
u32
i32
string

|
NON B bW
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— 8: binary
* <value>: Z4{ <type> KA, MIHSEE A :
- I <type> & 1-6, <value> U E(EIEEE .
- R <type> & 7-8, <value> CRMEEMEIRIKE. EEKETHAGLE, AT R
>, Fon AT EES IR TEE, SERT ] DU ARG, 24 AT £ 30 1 B0 K R R 5
<value> J5, WIS RPmI6r4 250 NS AGEXT .

it

o THIEPIEE RS AT (NVS), T a4 23(a) . BERT R

* HAH, QIR a4 2 SRR (NVS SRR 2 S EREEN ) o

o WEREAME R mfg_nvs 73 XA SE LR, T I AT+SYSMFG g4 (NVS HEg B0 #AF) . f2R
FAMB U mfg_nvs 731X, i HAT+SYSFLASH fin 4 (43K #:AE) .

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : EH client_cert.
AT EANE 0 BEFHIER)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

/) EHEORE > B, TN 1164 FHHIEH X4

3.1.20 AT+RFPOWER: #rify/i ¥ RF TX Power
i fiy &

Dyie:
#rifi] RF TX Power

A .
"ﬂé’\'

AT+RFPOWER?

Wi i ¢

+RFPOWER: <wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>
OK

B WA

-t

=

A

’ AT+RFPOWER=<wifi_power>[, <ble_adv_power>, <ble_scan_power>, <ble_conn_power>]

o <wifi_power>: BA{i} 0.25 dBm, LUK EISEME R 78, NISEEREY RF Power {54 78 * 0.25 dBm
=19.5dBm. Jii'® )5 iE4F AT+RFPOWER? T WA SLPR Y RF Power {H.
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— ESP32-C3 & & 1 BUETE F A [40,84]:

BEE | ERE BRI fR dBm
[40,80] | < &TEH> | <HEH> | <EH>*025
[81,84] | <X EfH> | 80 20

* <ble_adv_power>: Bluetooth LE | J%[% RF TX Power, HU{HEEE 4 [0,15]:

: -24 dBm
:-21 dBm
:-18 dBm
:-15dBm
:-12 dBm
:-9dBm

: -6 dBm
:-3dBm

: -0 dBm
¢ 9:3dBm

¢ 10: 6 dBm
e 11: 9dBm
e 12: 12dBm
e 13: 15dBm
e 14: 18 dBm
e 15: 20 dBm

+ <ble_scan_power>: Bluetooth LE $94#%) RF TX Power, Z%{B{H[F] <ble_adv_power> Z4{.
» <ble_conn_power>: Bluetooth LE %321 RF TX Power, ZE{HUHE[A] <ble_adv_power> Z4.

.
01NN B W~ O

3.1.21 b

o M Wi-Fi X AWIEI0}, AT+RFPOWER 1y A To 1% B/25 1) Wi-Fi 1) RF TX Power, 24 Bluetooth
LE K454 I}, AT+RFPOWER A2 JLVEIX B /7] Bluetooth LE 1) RF TX Power,

* B T RF TX Power 4+ F A [A W) 55 4%, M NMFERMAE S Z X MK HCE G H,
B DA B i) esp_wifi_get_max_tx_power 2 i) F| B wifi_power B {H B] B 5
esp_wifi_set_max_tx_power WEMMEMALEZER, HASHIZEK.

o HHF <ble_scan_power> Al <ble_conn_power> WS HUHIKE N5 <ble_adv_power> 04 [F] AI{H.,
BN, XDSEG S E i E N5 <ble_adv_power> ] [H{H -

3.1.22 AT: RF 4B
WA A

[

’ AT+RFCAL

W

[ox

3.1.23 b

* ESP32-C3 |k /Halit & B 34T RF £AE, 253t & A 3T RF 0. 2% RF
FEHE T R 22 A0
o WHTEE T WAL, SR RIS, BT RF SmAHE.
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3.1.24 AT+SYSROLLBACK: [n]7& %I UL iy s
iy

Jyiig:
)Y B2 AT R [ 7 ) A RS o

s

AT+SYSROLLBACK?

W

+SYSROLLBACK: <running_app_addr>, <"running_app_version">,<rollback_app_addr>, <
—"rollback_app_version">
OK

Parr %

Py
A

’AT+SYSROLLBACK

* <running_app_addr>: YF[zfTE R HbE

e <” running_app_version” >: 4uliafTREER R .
« <rollback_app_addr>: [5] 7% [ {4:p4Hidk .

» <” rollback_app_version” >: [0V [ {ER A .

U]

o KSR L OTA F14%, HARNRT] R — OTA 4 K .
3.1.25 AT+SYSTIMESTAMP: #%ify/¥3 ¥ A Hast i) 3%
A

i
A 7 L o ]

O e
iy

AT+SYSTIMESTAMP?

Wi i <

+SYSTIMESTAMP : <Unix_timestamp>
OK
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EmA

&F

ifig:
P E A )8, 24 SNTP B E W8 G, 52 [F 455

O e
iy

’AT+SYSTIMESTAMP:<UniX_timestamp>

Wi i :

[ox

BH

* <Unix-timestamp>: Unix [f[a]#;, BAf7: 0.

il

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.26 AT+SYSLOG: j3HukZEH] AT 5 Ui din
iy

yiig:
i) AT SR AR 27

s

AT+SYSLOG?

W

+SYSLOG:<status>

OK

BeEmA

ifig:
B 2E ] AT 4528

’AT+SYSLOG:<status>

Mjn] oz <

[ox
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S
o <status>: FHRSHE SRS
- 0: 2H
-1 J3H

il

// B AT R RGE T
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// EH AT HERDEF
AT+SYSLOG=0

OK
AT+FAKE
// A4 /" “ERR CODE:0x01090000"

ERROR

AT F A2 —A> 32 fi /N B, & SCanF

KR FHRE iR
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0

* category: [HE{H 0x01
« subcategory: 457

IR IR K | A
3

ESP_AT SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 528
ESP_AT_SUB_NO_TERMINATOR 0x02 RIRBNGEREF (NMPA “m” 452)
ESP_AT _SUB_NO_AT 0x03 K FELE AT (AR HER at. At B

aT)
ESP_AT_SUB_PARA_LENGTH_MISMAT(Hx04 ZE K ARV
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR RUR LR
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 SRS UL
ESP_AT_SUB_PARA_INVALID 0x07 TS5
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 S5 RN
ESP_AT_SUB_UNSUPPORT_CMD 0x09 A Bz an s
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A HATM 2L
ESP_AT_SUB_CMD_PROCESSING 0x0B THEPAT E—%md
ESP_AT_SUB_CMD_OP_ERROR 0x0C A PR LR AR

* extension: iRV RGEE, AR TREGARMYT BEE, #1EE W components/at/
include/esp_at.h,

B, RS ERR CODE:0x01090000 R “AHEFZMmS7.

3.1.27 AT+SLEEPWKCFG: #;¥ Light-sleep Mg s filefi GPIO
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=

=

A

’AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: {REARCE, BASLEF
- 1 {REARCE, BASEF
- 2: GPIO Mifif
e <paraml>:
- Mk GPIO B, %S4(3/R GPIO 41
— PREGECE, BACR:

* <param2>:
~ R GPIO I, S HF AR T
- 0: T
-1 T
il

// GPIOL12 HE % A% ® F B} % B2
AT+SLEEPWKCFG=2, 12,0

(]
o MR I PSP RO A RO, ARER TR SRS, AR iy AR L

3.1.28 AT+SYSSTORE: ¥ SH g
Ay

ik
i) AT SEAFAHRR

e S N
“ﬂé?'

AT+SYSSTORE?

W i ©

+SYSSTORE : <store_mode>

OK
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=

=

A

’ AT+SYSSTORE=<store_mode>

o <store_mode>: ZEfEERIR
- 0: A EANTEA flash
- 11 MmAECEFA flash (ERIA)

Bl

- Ui A RIBIEE G S, REMEGS, KA L5EMN RAM i,
N RIN AN 2

o AT+SYSMSG

» AT+CWMODE

» AT+CIPV6

* AT+CWCONFIG

*» AT+CWIJAP

*» AT+CWSAP

* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

* AT+CIPAPMAC

* AT+CIPSTAMAC

e AT+CIPDNS

* AT+CIPSSLCCONF

e AT+CIPRECONNINTV
* AT+CIPTCPOPT

* AT+CWDHCPS

* AT+CWDHCP

* AT+CWSTAPROTO

* AT+CWAPPROTO

o AT+CWIJEAP

* AT+BLENAME

e AT+BLEADVPARAM
e AT+BLEADVDATA

e AT+BLEADVDATAEX
* AT+BLESCANRSPDATA
* AT+BLESCANPARAM

il

AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // F 7 A\ flash

Q9]
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(£ L£50)

AT+SYSSTORE=1
AT+CWMODE=3 // % A\ flash
AT+CWJAP="test","1234567890" // ¥ A\ flash

3.1.29 AT+SYSREG: L% {Edy

v

¥

X

P
4

=

AT+SYSREG=<direct>, <address>[,<write value>]

Wi i ¢

+SYSREG:<read value> // REH T HFH &
OK

o <direct>: {EE A
- 0: [EAA7AY
- 1 Hafras

» <address>: (uint32) Ff7avHbbl, FREIHSEM XN (BARSEZFH
o <write value>: (uint32) 5 A(H, 1U&EH T 5 SF1Eesnt

Bl
o AT ARl P ORERVE R S e kA 2k

3.1.30 AT+SYSTEMP: U 1 P45k BC I e 4
ifig:

BEBOE A TR AL RS R, Ho R ICIRE .

i A

AT+SYSTEMP?

W )i :

+SYSTEMP : <value>
OK

o <value>: FIICIREME. 7m0, REPIN/INL.
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3.2 Wi-Fi AT #4144

o B

o AT+CWINIT: WAL/ ST Wi-Fi BREHFLT

o AT+CWMODE: #5ifi)/{% & Wi-Fi i, (Station/Soft AP/Station+SoftAP)
o AT+CWSTATE: 75t Wi-Fi RS Wi-Fi {5 4,

o AT+CWCONFIG: /% B Wi-Fi JE3E 3 i E) A0 1 07 1) 5 i) ra)

o AT+CWJAP: %3: AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi T %0 %

o AT+CWLAPOPT: #%'&AT+CWLAP xS H14iss By @

o AT+CWLAP: 324517 FHEY) AP

o AT+CWQAP: WiFF5 AP )i

o AT+CWSAP: Tit'® ESP32-C3 SoftAP &%k

o AT+CWLIF: #¥if)iE3H:3] ESP32-C3 SoftAP [} station {5 &,

o AT+CWOQIF: WiJF station 55 ESP32-C3 SoftAP )%

o AT+CWDHCP: J3 /2% ] DHCP

o AT+CWDHCPS: Z5if)/$5'E ESP32-C3 SoftAP DHCP 43t () IPv4 Hiuhl-3
o AT+CWAUTOCONN: ‘Hi 275 EzhiEH: AP

o AT+CWAPPROTO: #5if)/¥5E SoftAP #ix{~ 802.11 b/g/n ¥z
o AT+CWSTAPROTO: %'& Station i3, F 802.11 b/g/n il FrifE

o AT+CIPSTAMAC: #5if)/$'E ESP32-C3 Station ) MAC Hbik

o AT+CIPAPMAC: Z5if)/%E ESP32-C3 SoftAP {) MAC itk

o AT+CIPSTA: Z5if)/1%% ESP32-C3 Station [y IP Hiht

o AT+CIPAP: F5if/i% % ESP32-C3 SoftAP [1 IP Mt

o AT+CWSTARTSMART : JT)5 SmartConfig

o AT+CWSTOPSMART: {51l SmartConfig

o AT+WPS: #¢'& WPS Ihfig

o AT+CWIEAP: 532 WPA2 I AP

o AT+CWHOSTNAME: #5if)/¥%¢'% ESP32-C3 Station (1) - H14 #i

« AT+CWCOUNTRY : #¥if)/¥% 5 Wi-Fi E /0

321 74

WY BOAR AT [ SR DU T BRAT+CWIEAP Z SN T AT fin %o QAR IR EE M ESP32-C3 2k
NI R4, 5 B T4 % ESP-AT T42, et TP E TR R (FrGuuEm rm, MRIssmss
W)
o G EAP 1yd (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o #H WPS id (AT+WPS): Component config->AT->AT WPS command support
o 1] smartconfig iy %> (AT+CWSTARTSMART ., AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
o SHPTE Wi-Fi fpd (R — B, I Wi-Fi AR DA ERSIRER AT, BF s B AT
PLX 2 AT f54): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: yjhgfb/isHe Wi-Fi 35 28
A

Dy
i ESP32-C3 #¢#5 1) Wi-Fi U1K

AN .
“Il/?\‘
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AT+CWINIT?

Wi % ¢

+CWINIT:<init>

i

IR LR B ESP32-C3 1504519 Wi-Fi BKEh R

[k

’AT+CWINIT=<init>

o] o, =
(o
* <init>:
— 0: P Wi-Fi IRahT
— 1: G4k Wi-Fi SRR (BRIALE)
L]

o RUEARAFE] flash, FEJG R AEOAE 1.

 YEERAM BHEA RIS, FEAG Wi-Fi BURTEE T, o DARE T st a5 B Wi-Fi JREhRE, AREIL

RAM %l

il

// HHE Wi-Fi B3 B F
AT+CWINIT=0

3.23 AT+CWMODE: #rify/i ¥ Wi-Fi 55 (Station/SoftAP/Station+SoftAP)

iy a4

Ystie:
#rif] ESP32-C3 {54511 Wi-Fi #5x{

Py e
"ﬂé?‘

AT+CWMODE?

W 7

+CWMODE : <mode>
OK
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B

&F

Yriie:
W H ESP32-C3 #4511 Wi-Fi i

Py -
iy

’ AT+CWMODE=<mode> [, <auto_connect>]

W

[ox

BH

o <mode>: I
- 0: Jo Wi-Fi #5, 3 H x4 Wi-Fi RF
— 1: Station £z
— 2: SoftAP iz
— 3: SoftAP+Station F5=t
* <auto_connect>: YJJ# ESP32-C3 #4511 Wi-Fi BzUi (40, M SoftAP m J& Wi-Fi #1140 h
Station 55} SoftAP+Station 15X,) , 275 /5 HBliEH: AP IIfg, BAE: 1. SHEERE, it
FBGAME, Hah2ne A shiEs:.
- 0: 251 | BhiE4: AP 1yThe
- 1 B BshiEs: AP IJGE, AZRIC &R B 3hiEs: AP L E fRA7H] flash v, JI] ESP32-C3
WA H 3R AP

]
o AT+SYSSTORE=1, 753 E¥HRAEAE NVS 43X
o W I TG, RIS ELT A RE, EAES A SoftAP Bf SoftAP+Station HJREHT, Bk
ELAF fr T o iRtk i Zh A -
— AT+BLEINIT=0 (3144 Bluetooth LE)

— AT+BLUFI=0 (] BluFi)
W T RE 20T, 15 FEE RF L7 SORY.

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #rify Wi-Fi JR &M Wi-Fi {355
A%

Tytie:
25if) ESP32-C3 #4511 Wi-Fi IR Wi-Fi {5 8,

Py -
iy A

AT+CWSTATE?

Wi i *

Espressif Systems 46 Release v2.3.0.0-esp32c3-1141-g9e9fe15fbl
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c3/api-guides/coexist.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi k&

— 0: ESP32-C3 station [ R AL Wi-Fi %8
1: ESP32-C3 station ), 8384 | AP, {H AR IREE] IPv4 Hihilk
2: ESP32-C3 station & i#R: | AP, HE 4303 IPv4 #Hihik
3: ESP32-C3 station 1EAE#EAT Wi-Fi ##:58 Wi-Fi %
4: ESP32-C3 station 4bF Wi-Fi Wi IR
o <” ssid” >: H#Fr AP 11 SSID

|

o 24 ESP32-C3 station Y% 18 I AP I, #Ex{di ] Ay &2 ih) Wi-Fi {5 5.5 24 ESP32-C3 station %
B b AP 5, HEFRE FHAT+CWIAP fin 44 i) Wi-Fi {5 5

3.2.5 AT+CWCONFIG: #ify/i% ¥ Wi-Fi 136 2 fn s wr b hamk i)

AT+CWCONFIG?

Wi

+CWCONFIG:<ap_inactive_time>,<sta_inactive_time>,<listen_interval>

OK
e
e

’AT+CWCONFIG:[<ap_inactive_time>][,<sta_inactive_time>][,<listen_interval>}

Wi 3% <

[ox

S

 <ap_inactive_time>: SoftAP #5 FAgIETE BN Ta] . BASZ: P, BRAME: 300, JEHE: [10,3600], 15
SoftAP F£ 3R i B i 8] P9 1 A B B oA~ Ui H21) Station (T, SoftAP K55 il I 1% Station
1 Wi-Fi 154z .

« <sta_inactive_time>: Station iz N AEIE s E] . BA(: Fb, BERIA(E: 6, JuFE: [3,600]. 1R
Station £ 3} 1% 2l Bsf 8] P A IR B 2 1) SoftAP FATAn[ {5 An i, 53 il A ESP32-C3 1) Wi-Fi
EH.

* <listen_interval>: 5T AP beacon [{J[a] [, BA{7 A AP beacon [A]Fg, ZRIA(EH: 3, JLH: [1,100].
FIAT+CWJAP i1y <listen_interval> ZHH[A], {HIVECE 24 RHER .
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e

o EAT+SYSSTORE=1, Z¥%E-BHRITAE NVS 43X

32.6 AT+CWJAP: %% AP
Ay

Yriie:
#5if]5 ESP32-C3 Station J£# (1 AP {55 &

AT+CWJAP?

W i <

+CWJAP:<"ssid">,<"bssid">, <channel>, <rssi>, <pci_en>,<reconn_interval>,<listen_
—interval>, <scan_mode>, <pmf>
OK

P
g

L /
[y

&

X
v B

N

1% & ESP32-C3 Station F51ERE M) AP

=

AT+CWJAP=[<"ssid">], [<"pwd">] [, <"bssid">][,<pci_en>][,<reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi i *

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPvé6 LL]
[WIFI GOT IPv6 GL]

Y

+CWJAP:<error code>
ERROR

AT 4

Dyie:
¥ ESP32-C3 station £ % 1k Wi-Fi il & 1y AP

[

AT+CWJAP

W
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WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

i
+CWJAP:<error code>
ERROR
o« <” ssid” >: HFR AP 1% SSID
— 405 SSID A A , o "L\ SRR AT, REE
— AT CHpERE SSID SRy 3CH AP, (HE RS K 45 5E PAsi i 3L SSID N2 UTF-8 Zmhtddg .
AT PASEH SSID, AR J5 {414 21 g SSID #EfTi%E$z

o < pwd” >: B K 63 Fr ASCII

o <” bssid” >: H#x AP [) MAC Hiht, 424~ AP HAH[FEK SSID K}, ZSECA 4 WS

e <channel>: {ZiE%

o <rssi>: F5IRE

e <pci_en>: PCIiAJE

— 0: ESP32-C3 station W] 5/ fi]—Fifnas 775 AP 3482, {335 OPEN Fil WEP
— 1: ESP32-C3 station 7] 5[ OPEN F1 WEP 2 #NFATAR—Fimnss 5 R AP 545
» <reconn_interval>: Wi-Fi BiE[E]fE, A b, BROME: 1, & A{H: 7200
— 0: Wi, ESP32-C3 station A~ iE AP
— [1,7200]: WiFFi&EdE )5, ESP32-C3 station 4[58 E I E]) 5 AP %
* <listen_interval>: i/ AP beacon [FJ[H]f%, R4 AP beacon [B]ff, ERIAME: 3, JEH: [1,100]
o <scan_mode>: FIHitR
- O: Bl id, #FIHIR AP J54 L34, ESP32-C3 station 55— EI11) AP i
- It &EEER, A EEEH G A 2 L35, ESP32-C3 station 55 255 AR AP
JUEET
* <jap_timeout>: AT+CWJAP fir I YfME, A2 #b, BRIME: 15, JEE: [3,600]
o <pmf>: PMF (Protected Management Frames, Z{&3 R M), BRIAE 1
- 0 FRE ) PMF
— bit 0: A7 PMF ZhfE, $&/R3C8F PMF, WARIHAN 45 B PMF ZhRE, ) ESP32-C3 i &Rk
SeBEFE A PMF B
— bit 1: FFE PMF, $2/RT% PMF, AR 2 KPR SOk PMF ZHRERY A
» <error code>: 4HiRMG, {Uft&%
- 1: ER B
- 2: R R
- 3: LA E| H AR AP
- 4 HERRIK
- HEMH: KARFER
]

o WRAT+SYSSTORE=1, W& HEUCHAEEE] NVS 43X

o [ A A &5 2T station I

o 24 ESP32-C3 station £ I AP Ji5, #E# A4 Wi-Fi {5 5; 24 ESP32-C3 station 4 %
He b AP B, HEFR (S AT+ CWSTATE fip%-£5ih) Wi-Fi {5 2,

o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 54911 <interval_second>
SR WMRBITAMGASBI RN E <reconn_interval> 24, Wi-Fi 5% A 5% AR R A 2R
IME 1

* WERFEIHFAHE <"ssid"> fl <"password"> Z4§, R E—UERH
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o PUTAS SR E A IEETEEARE, BRIACH 15 #), S5 <jap_timeout> WE

o REHRET WAPT X407 i3 0% e

o FTSRHEL IPV6 Hodik %ﬁ%&ﬁAT+CIPV6=I

o %7 OK {3 IPv4 BT AUER TGS, T AFE IPv6 RIHER i . 24T ESP-AT DA IPv4 [ 4%H)
F=, IPv6 W25 K%

* WIFI GOT IPvé6 LL fLFEDZLIKIFNAHALRS IPv6 Hitik, XN Hihiki2 @it BUI-64 AR5 5k
W, AREghnss. I TR, XTHTREYE OK Z B, tHWRETE OK Z 5.

e WIFI GOT IPv6 GL ALEDLIIEF| 4R IPv6 Motk , ZHiht 2 AP T R IEIZn F N EBit e s
R EBIATHATRY, FEEHSSS. BT, XTI EELE OK Z /i, W r]RELE
OK ZJ&; WnlBEHT AP AN 3CEE IPv6 MiAFTEL,

il

// R EAR AP # SSID £ "abc", H A EZ "0123456789", N @4 £ :
AT+CWJAP="abc", "0123456789"

// W F B A AP By SSID £ "ab\,c", FHEZ "0123456789"\", N & 4 &
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// R LA AP FAIF B SSID "abc", Fi#E it BSSID # F H AF AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// R ESP-AT ERE i pMF ##H AP, N 44 R
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.7 AT+CWRECONNCFG: #ify/i%® Wi-Fi fERCE
i A

i
Fif] Wi-Fi EIERCE

P
iy A

AT+CWRECONNCFEG?

W i ¢

+CWRECONNCFG: <interval_second>, <repeat_count>

P8 Wi-Fi ®IER

e

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi i ¢

’OK
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BH

 <interval_second>: Wi-Fi =& [H)fE, H: B, BHME: 0, HK{H 7200
— 0: WrFiE#E)G, ESP32-C3 station AN EiE AP
- [1,7200]: WiFFiE$:)5, ESP32-C3 station 4f 352 iUt 5 AP %
o <repeat_count>: ESP32-C3 X452 B AP HIREL, ASHHE <interval_second> A4 0 B
ARk, BRIAME: 0, HKfH: 1000
— 0: ESP32-C3 station J5 2244592 AP
— [1,1000]: ESP32-C3 station ## & AR 538 E IR B E 1% AP

il

// ESP32-C3 station &F 1 $HZRE#&E Ap, F 2K 100 K%K
AT+CWRECONNCFG=1, 100

// ESP32-C3 station AW F & HEFE K& & AP
AT+CWRECONNCFG=0, 0

|
* #TAT+SYSSTORE=1, B8 EUCRHRAFTE NVS 731X

o At <interval_second> ZEHAT+CWIAP F1[¥) [<reconn_interval>] ZEAH[H
o Za A TSI AP, Wi-Fi B YA Wi-Fi 3 )i

3.2.8 AT+CWLAPOPT: k¥ AT+CWLAP iy A HIas 2Pk
BE A

A

’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

W

[ox

B

’ERROR

B8

o <reserved>: 1% P57
o <print mask>: AT+CWLAP [{HE5 52 B BRA TS5, BUAME: OXTFF, # bit ik 1, NE/R
KV ZEL, AR 0, MR BRI S50
— bit 0: &% B/~ <ecn>
— bit I: BHE/R <7 ssid” >
— bit 2: &% B8 <rssi>
- bit3: BHE/R <” mac” >
— bit 4: &4 E 7~ <channel>
- bit 5: 215 BN <freq_offset>
— bit 6: 215 BN <freqcal_val>
— bit 7: 275 B~ <pairwise_cipher>
— bit 8: 275 i/~ <group_cipher>
- bit 9: 275 7~ <bgn>
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— bit 10: 275 H~ <wps>
o [<rssifilter>]: AT+CWLAP {45 R @ B A SHEEE, M), SRt g E S m AT rssi
filter ZH¥MHK AP, BAfj: dBm, ZRIA(H:-100, JER: [-100,40]
* [<authmode mask>]: AT+CWLAP &5 R 25 E/T PARIAE T AP, BRIA{E: OxFFFF, 1
Hoit x &R 1, WERXFVINUET M AP, 58 0, NIRER
- bit 0: 275 &R OPEN NE R AP
- bit 1: 27 &7 WeEP IAIES 1) AP
— bit 2: B R wPA_PSK IE I AP
— bit 3: B R WPA2_PSK AE 0 AP
— bit4: BEH /8 WPA_WPA2_PSK IANIEG I AP
— bit5: 275 T8 WPA2_ENTERPRISE TAUE T AP
— bit 6: 275 WPA3_PSK NIF K AP
— bit 7: & T WPA2_WPA3_PSK AE R AP
— bit 8: R WAPT_PSK A AP
— bit 9: 27 /R OWE INIE ) = AP
— bit 10: 275 E 7% WPA3_ENT_192 AIF AR AP
- bit 11: B & E/R WPA3_EXT_PSK IAIET T AP
— bit 12: 27 /8 WPA3_EXT_PSK_MIXED_MODE AE =1 AP
— bit 13: 275275 DPP IAIF 2 AP
— bit 14: J275 7% WPA3_ENTERPRISE I\JF =11 AP
— bit 15: J275 2 7% WPA2_WPA3_ENTERPRISE IAJIE )55 ff) AP

2Nl

VAR SR =& )

/] B ANBH A 31, B OxIF, RaAFrAEMEA 1 B bit XN WEEHMLETE X
AT+CWLAPOPT=, 31

AT+CWLAP

// R B INiEF X% OPEN B AP
AT+CWLAPOPT=,31,-100,1
AT+CWLAP

3.2.9 AT+CWLAP: £16i2%mi v HIF) AP
B A

RF
9

e
ST SR E & PFRY AP, UNFEE SSID. MAC Hiuhik si {5365

e
iy

AT+CWLAP=[<"ssid">][,<"mac">] [, <channel>] [, <scan_type>][,<scan_time_min>] [, <scan_
—time_max>] [, <ext_channel_bitmap>]

AT 4

e
F Y il 6 AP

"Né?

AT+CWLAP

Wi i ¢
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+CWLAP: (<ecn>, <"ssid">, <rssi>, <"mac">, <channel>, <freq_offset>, <fregcal_val>,
—<pairwise_cipher>, <group_cipher>, <bgn>, <wps>)

OK

o <een>: Jii%E A
: OPEN
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_ PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
— 11: WPA3_EXT_PSK
— 12: WPA3_EXT_PSK_MIXED_ MODE
— 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
o < ssid” >: FEFESEL, AP [ SSID
o <rssi>: [EEIRE
e <” mac” >: FHESE, AP 1) MAC Hilik
e <channel>: fFiE5
o <scan_type>: Wi-Fi J9fi2% B EHN: 0
- 0: EFHHH
- 1 gah i
¢ <scan_time_min>: FAMFIERSEIER], B4 28, JEE: [0,1500], WAREHSEACA B8
i, ASHTH
* <scan_time_max>: FAMEHE RN, BA: 2R, JERE: [0,1500]1, 415k 0, [EfERH
SEEME, EFEHH 120 ms, P2 360 ms
 <ext_channel_bitmap>: ¥ {55
— bitl ~ bitl4: 2.4 GHz {ZiE. £ bit AJPAFIEE R 1, FREMEZAMEE.
o <freq_offset>: Fifw (fF&EWH)
o <freqcal_val>: SRMUEME (FETH)
o <pairwise_cipher>: % a5 7
— 0: None
: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128
- 7 RH
* <group_cipher>: AfI%KA, 5 <pairwise_cipher> ZEAUHZHEA M
* <bgn>: 802.11 b/g/n, # bit %A 1, WFIRMHEXT A, A0, WIFIREE A
— bit 0: 25 HHE 802.11b FHER;
— bit 1: 2EfE 802.11g 5L,
— bit 2: EEHRE 802.11n Bz
e <wps>: wps flag
— 0: N3 H: WPS
— 1: ¥ WPS

|
0NN W —O

I
S SRR
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il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID W AP
AT+CWLAP="Wi-Fi"

3210 AT+CWOQAP: Wiil5 AP %)%ER:
WA 4

A

=

’AT+CWQAP

W i ©

[ox

3.2.11 AT+CWSAP: (it ESP32-C3 SoftAP £%
Ay

yfik:
£rif) ESP32-C3 SoftAP [t & S5

Py -
“ﬂ4>‘

AT+CWSAP?

W i ¢

+CWSAP:<"ssid">, <"pwd">, <channel>, <ecn>, <max conn>, <ssid hidden>

1588 ESP32-C3 SoftAP [l & 2%k

’AT+CWSAP:<"SSid">,<“pwd">,<chl>,<ecn>[,<max conn>] [,<ssid hidden>]

W

’OK

o <7 ssid” > FRHRSE, BARATR

o <7 pwd” >: FHRHRSEL, B, JEH: 8 ~ 63 AT ASCH
e <channel>: 5%

» <ecn>: fIE R, ACHF WEP
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— 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
e [<max conn>]: % A ESP32-C3 SoftAP [} 2 station {H , BUETEMH: £% max_connection
¢ [<ssid hidden>]:

- 0: 745 SSID (Bkik)

— 1: &J4% SSID

e
o Ay HA YAT+CWMODE=2 5 3# AT+CWMODE=3 W} A 5%
* #FAT+SYSSTORE=1, Wil W HCRHRTEAE NVS 40X

o BRIA SSID A 41 5, FRME B 419 MAC Huht2H 1% 750] DA I AT+CWSAP? 25 i) BRiA 17
SSID,

il

AT+CWSAP="ESP","1234567890",5,3

3.2.12 AT+CWLIF: #%ifyiii4: 5] ESP32-C3 SoftAP [ station {3 5.
AT

LT

AT+CWLIF

Wi i ¢

+CWLIF:<ip addr>, <mac>

OK

BH

o <ip addr>: %#:%3] ESP32-C3 SoftAP ¥ station [ TP Mk
o <mac>: &%) ESP32-C3 SoftAP [¥] station [1) MAC #ihl

e
o Ay TCIRA WS IP, (USCFAE ESP32-C3 SoftAP 1% A station DHCP S RER I T A 2L

3.2.13 AT+CWQIF: WiJ| station 55 ESP32-C3 SoftAP 1)
AT

Uyiie:
K A 1% A ESP32-C3 SoftAP [}y station
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’AT+CWQIF

W

’OK

K HEAN 1% A ESP32-C3 SoftAP [1y station

AN .
"Il/?\‘

’AT+CWQIF:<"maC">

W

’OK

B

e <” mac” >: FEWTFFIEREN) station [ MAC Hihk

3.2.14 AT+CWDHCP: JuHI/Z] DHCP
Qi

e

AT+CWDHCP?

W i :

+CWDHCP : <state>

J& Ji/2% ] DHCP

Py
A

’AT+CWDHCP:<operate>,<mode>

Wi 3% ¢

’OK
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BH

¢ <operate>:
- 0: 4]
-1 )g3H
e <mode>:
— Bit0: Station [1) DHCP
— Bitl: SoftAP [j DHCP
o <state>: DHCP {LRFS
— BitO:
+ 0: 25 Station [}{) DHCP
+ 1: J5 J Station [1}) DHCP
- Bitl:
x 0: 25 1] SoftAP f¢) DHCP
« 1: 2 SoftAP ff) DHCP
- Bit2:
+ 0: 25 Ethernet 1) DHCP
+ 1: J5 Jf] Ethernet [ DHCP

]

o #AT+SYSSTORE=1, FLE ¥ UCRARAFE] NVS 4 X

o RRE AL S RETS IPv4 ikl G SAHESE, WAT+CIPSTA FIAT+CIPAP
- #7/5H DHCP, JEHZS IPv4 Hihl 24 5%
- /A S IPv4, I DHCP 24 2%
- B —WRIESE S bR

il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3 DHCP mode % 1
AT+CWDHCP=0, 2

3.2.15 AT+CWDHCPS: #Fify/i ¥ ESP32-C3 SoftAP DHCP 4}-Jicit) IPv4 Huhl 75 Hi
Ay

[

AT+CWDHCPS?

W

+CWDHCPS:<lease time>,<start IP>,<end IP>
OK

)E’J

CELN A

yfig:
P H ESP32-C3 SoftAP DHCP JI§ 45 %543 it i) TPv4 Hb il 3 ]
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’AT+CWDHCPS:<enable>,<lease time>, <"start IP">,<"end IP">

Wi % ¢

’OK

¢ <enable>:
— 1: &% DHCP server {5 5., G4SN IES
— 0: J[% DHCP server 5 ., V)EE%NE JGEEB LTS
o <lease time>: FHZJI[E], FAf7: 234, TUETER: [1,2880]
o <” start IP” >: ESP32-C3 SoftAP DHCP H§4#% IPv4 Hutil-jth e oG 1P
o <” end IP” >: ESP32-C3 SoftAP DHCP JIi 4558 IPv4 Hihil b it 45 51 1P

o #AT+SYSSTORE=1, Tiil'& WHCHHEZS] NVS 43+ X
o AR UMTE ESP32-C3 SoftAP Wizl ffiRE, H IS DHCP server % i T i
o CEY TPv4 Hidik T Rl 2625 5 ESP32-C3 SoftAP 7E []— ¥ B

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // #FH ¥ E, RE K AHE

3.2.16 AT+CWAUTOCONN: #rify/iE o e A A ahdEs: AP
i) iy A

Py -
iy 4

AT+CWAUTOCONN?

W

+CWAUTOCONN: <enable>
OK

%

&E

EIJ
&

=’>

’AT+CWAUTOCONN:<enable>

Wi i ¢

[ox
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S
¢ <enable>:
- 1 FHAZhER AP (BHA)
- 0: BN HBhER: AP
]

o ABERITFE NVS X

il

AT+CWAUTOCONN=1

3.2.17 AT+CWAPPROTO: #ify/i i SoftAP X F 802.11 b/g/n [lpillbrifi

AT+CWAPPROTO?

W i <

+CWAPPROTO: <protocol>
OK

v

BEmA

N

>

A

=

’AT+CWAPPROTO:<protocol>

W i :

[ox

M

e <protocol>:
— bit0: 802.11b Fps A7
— bitl: 802.11g FM¥ARE
— bit2: 802.11n Hpsl ki
— bit3: 802.11 LR 'R#E & FI PR IE

st

* #TAT+SYSSTORE=1, WO EUCRHRAEE] NVS 731X
o 5], ESP32-C3 %4425 PHY mode I, : Wi-Fi #ps A5

o BRAEM T, ESP32-C3 i 4%1#% PHY mode & 802.11bgn %zt
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3.2.18 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n Ppil{bsifE

AT+CWSTAPROTO?

W i <

+CWSTAPROTO: <protocol>
OK

By

BE A

s

=

./?\:

’AT+CWSTAPROTO:<protOCOl>

e <protocol>:
— bit0: 802.11b Hpsl A7
— bitl: 802.11g Pl brif
— bit2: 802.11n P ARIE
— bit3: 802.11 LR 'R#E L FItpUARE

|

o #TAT+SYSSTORE=1, P& Wi RIZE] NVS 43X
o Wi, BSP32-C3 ¥4 % iy PHY mode Ii,: Wi-Fi Hpi izt

o BRANEM T, ESP32-C3 i%4%1#% PHY mode & 802.11bgn %zt
3.2.19 AT+CIPSTAMAC: #rify/iE ESP32-C3 Station 1) MAC Hihl:
iR 4

Yriie:
#5f] ESP32-C3 Station [{) MAC #ihit

A\
"Il/?\‘

AT+CIPSTAMAC?

Wi i :

+CIPSTAMAC:<"mac">
OK
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B

Yitig:
$¢ & ESP32-C3 Station 1) MAC #iii:

O e
iy

&F

’AT+CIPSTAMAC:<"maC"> ‘

Wi i :

[ox |

BH

e <” mac” >: FHERSHL, 7 ESP32-C3 Station ) MAC Hidh

B

PAT+SYSSTORE=1, Tl 'E ¥ U AA7E] NVS 44X

ESP32-C3 Station [#] MAC b4l 5 ESP32-C3 SoftAP A[A], AELN —Fi% B [FFER MAC Hitl
MAC #ihiki9 Bit 0 ANgER 1, Bilan, MAC Huibkn]PAZ “la:c-”, (HARPAZ “15:--7
FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 2 Jeai ik, REEiEE

hil

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.20 AT+CIPAPMAC: #xif)/ix ¥l ESP32-C3 SoftAP 1) MAC Huhk:
Ay

#rif) ESP32-C3 SoftAP 1) MAC itk

O e
iy

AT+CIPAPMAC?

Wi i :

+CIPAPMAC:<"mac">
OK

B

RE
i

&

T E R

1% & ESP32-C3 SoftAP ) MAC Hiidi:

D e
] H

=
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’AT+CIPAPMAC:<"maC">

Wi % ¢

’OK

o <” mac” >: PSR, o BESP32-C3 SoftAP [ MAC Hihik

o Z=AT+SYSSTORE=1, Ml '8 W MCERA7E] NVS 43 X

« ESP32-C3 SoftAP 1) MAC Hbiil- 5 ESP32-C3 Station A[H], ATk & ¥ & FAEN MAC #ihl
o MAC Hbtikf Bit 0 RER 1, AN, MAC HihErT AR “18:-7, {HARH AR “15:-7

« FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 & AL, AR E

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.21 AT+CIPSTA: #rify/i¥k ¥ ESP32-C3 Station 1) IP Huhk:
Ao A

Ystie:
#5if] ESP32-C3 Station {4 IP Hiufi

AT+CIPSTA?

W

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

s
e

L
[y

A=

¢ =

1% & ESP32-C3 Station ) IPv4 Hiiik

P
] H

=

AT+CIPSTA=<"ip">[,<"gateway">,<"netmask">]

Wi
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OK

o < ip” > FEHFESE, Fn ESP32-C3 station ) IPv4 Hitil:
o <” gateway” >: [

o <” netmask” >: FMY

e <” ipv6 addr” >: ESP32-C3 station [ IPv6 Jiht

e

o A A mE, A 24 ESP32-C3 station % A AP S{E Al E W #4S IP #hdikf5, A fedifi#| e 1P
Hidik
o #7AT+SYSSTORE=1, P& WG RIZE] NVS 43X
o RiE S5 E DHCP (W SIS, WAT+CWDHCP
— PR ES IPv4 Hodik, )%k A DHCP
- #iJ5 ] DHCP, %% F S 1Pv4 Hihl
- e K E A R

Zy |

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.22 AT+CIPAP: #ify/i ¥ ESP32-C3 SoftAP [t IP Hitdil:
iy

Dtig:
7] ESP32-C3 SoftAP [ IP #ihik

s

AT+CIPAP?

Wi i ¢

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

By

N

R

&

Yriie:
¥ H: ESP32-C3 SoftAP ff) IPv4 bkt

AT+CIPAP=<"ip">[, <"gateway">, <"netmask">]

W ) :
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OK

o < ip” > FAFERSEL, 7% ESP32-C3 SoftAP [y IPv4 Huth
o <” gateway” >: [

o <” netmask” >: FMY

e <” ipv6 addr” >: ESP32-C3 SoftAP ¥ IPv6 Rtk

e

o RFEMASOGE T IPv4 W45, N3G T IPvo M4

» #AT+SYSSTORE=1, Wi HHCRHATEE] NVS 40X

o A E 451 E DHCP (Wi S E S0, WAT+CWDHCP
— ZS S TPv4 ik, )45 ] DHCP
— #J5H DHCP, WIZE S IPv4 il
- e ESES LK E

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.23 AT+CWSTARTSMART: J- i} SmartConfig
AT %

Tytig:
JF /2 ESP-TOUCH+AirKiss 3 75t

O e
iy A

AT+CWSTARTSMART

yiig:
TR F 5 252411 SmartConfig

LT

’AT+CWSTARTSMART:<type>[,<auth floor>] [, <"esptouch v2 key">]

Wi i ¢
[ox
s <type>: A
- 1: ESP-TOUCH
— 2: AirKiss
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- 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi A\ JF [, ESP-AT A~<i%3:%| authmode T I BR{E R AP
- 0: OPEN (#ki\)
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
- 11: WPA3_EXT_PSK
- 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
« < esptouch v2 key” >: ESP-TOUCH v2 [ff&eRbsl], JI T Wi-Fi BRI F 5 SO, K
h 16 5T

I
0O N kAW —

B

* TZA K SmartConfig {5 5., %S % ESP-TOUCH i {1 #5F4

* SmartConfig {¥ % #7F ESP32-C3 Station #= i# f ;

* 4B Smart get Wi-Fi info 3/ SmartConfig WIIFREF| AP {5 H, Z )5 ESP32-C3 2iifE#:
AP;

* 4B +SCRD:<length>, <rvd data> Z~ ESP-Touch v2 Ih B E] B & L EHE

e J§ & Smartconfig connected Wi-Fi FE/nINiERET] AP;

* A2k ESP32-C3 5 £ 75 2 X% SmartConfig it % 25 5 W] 25 45 F-Mli, Fr DUEAETH B Smartconfig
connected Wi-Fi #iH)5HER T 6 #PHEHAT+CWSTOPSMART ;

o W[ AT+CWSTOPSMART {51 SmartConfig, #XJ5FATHALA 4. R, £ SmartConfig i 2 1
T THAB AT S

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.24 AT+CWSTOPSMART: {% - SmartConfig
AR A

%

=l

’AT+CWSTOPSMART

W i <

[ox
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e

* Joit SmartConfig I 515, #HAEAEAT H M iy &2 B8 ] AT+ CWSTOPSMART #%ji SmartConfig (5
iliolapes

Bl

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.25 AT+WPS: k¥ WPS Jjiig

LA

-t

=

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: 73 PBC k%) WPS
— 0: 3¢5 PBC 28U [¥) WPS
« <auth floor>: Wi-Fi A\ JFB [J{E, ESP-AT A £xi%3: 3| authmode &T It FU(E 1 AP
- 0: OPEN (Zki\)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
OWE
: WPA3_ENT_192
: WPA3_EXT_PSK
: WPA3_EXT_ PSK_MIXED_MODE
: DPP
: WPA3_ENTERPRISE
: WPA2_WPA3_ENTERPRISE

I
0NN LN

| IS Y A N N B
— e e e = = \O
DA WD —=O "

Bl

* WPS Ijfigb i1 ESP32-C3 Station HFER 5 HL T I )
* WPS A37HF WEP Jii 755
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il

AT+CWMODE=1
AT+WPS=1

3.2.26 AT+CWJEAP: #%:4: WPA2 i)t AP
iy

ik
# i ESP32-C3 station ¥ AL AP HTCEL 5B

e

AT+CWJEAP?

W

+CWJEAP :<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>

R H ARV AP

A .
"ﬂé?‘

AT+CWJEAP=<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>[,
—<Jjeap_timeout>]

W i <

OK

£

+CWJEAP : Timeout
ERROR

BH

o <” ssid” >: ik AP [ SSID

— 03 SSID EU AL, o L \\ SRR TR, T
o <method>: WPA2 ™V i AGE 5=

— 0: EAP-TLS

— 1: EAP-PEAP

— 2: EAP-TTLS
o <” identity” >: B 1 9By, FAFERIRGN 1~ 32

e <” username” >: B2 B9 44, {Ell: 1~32575, EAP-PEAP. EAP-TTLS FifiA b =\75

WEAZSH, EAP-TLS i\ LH W EASH

* <7 password” >: [E:2 (85, Jill: 1~32 5%, EAP-PEAP, EAP-TTLS WFHAIE =Tk

BAZR, BAP-TLS FRILFHREASH
e <security>:
— Bit0: $2{LIE ik WPA2 Enterprise ]2 45255 CA i 151550 ;
- Bitl: % una A CA LR AH: WPA2 Enterprise it 55 i A IE 15 5
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* [<jeap_timeout>]: AT+CWJEAP fiy Wy SOBININE], FRAL: #0, BOAME: 15, JEHL: [3,600]

il

// HEHZE EAP-TLS AEF AN ALK AP, RESH, RUERFBES, WRE P HIES
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ##HE EAP-PEAP AF F By A o
AP, HEEMHR. AP 4. B8, ARIERFEEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11l",0

HACHED:

WPA2 i 4R DA ERR CODE : 0x<$08x> ¥=0FT Bl :
AT _EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET PASSWORD_FAILED 0x8007
AT _EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT _EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT _EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT _EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET _CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

vl

* #TAT+SYSSTORE=1, BB EUCRHRAE] NVS 731X
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o (A4 TS Station A

o ] TLS TAIE 2R RE % P ik

o WRGEAUEH A S RIUES, 817

I Bl AT+SYSMFG iy 4 5 WPA?2 Enterprise % il 45 o U024

AT H CHIIES, 55 % 4o T &3 PKIBLE .

o QIR <security> MEE N 2, N TR RAIEBA RN, H1ELBAT+CWIEAP 4 Hiffif+
ESP32-C3 T 3RERE| 4 FiAf1a] . (#30] DA K 35 AT+SYSTIMESTAMP=<unix_timestamp> iy 2 K it & 24 5
WHE], %&£ AT+SYSTIMESTAMP? £y 4251 24 & it 1a] . )

3.2.27 AT+CWHOSTNAME: #%ify/i ¥ ESP32-C3 Station ) 1: L #4Fr

I

Dy
#rif) ESP32-C3 Station [ £ M4 FR

.
"Il/?\‘

AT+CWHOSTNAME?

W i :

+CWHOSTNAME : <hostname>

OK

[y

RE
g

=y

T E S

5% ESP32-C3 Station [ FHL4

P
] H

=

’AT+CWHOSTNAME:<"hostname">

W

’OK

#r1%HF)5 Station A, NI [H] -

’ERROR

B

e <” hostname” >: ESP32-C3 Station ) FHLG MR, HwIKJE: 32 F3F

L]
o Jit B HEUONELE) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"
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3.2.28 AT+CWCOUNTRY: #rify/i ¥ Wi-Fi [E52{Ch
iy

Jyiig:
#if) Wi-Fi FE 5 A0

s

AT+CWCOUNTRY?

L)V

+CWCOUNTRY : <country_policy>,<"country_code">,<start_channel>, <total_channel_count>

OK

BeE WA

Ly
R Wi-Fi [ 50

AT+CWCOUNTRY=<country_policy>,<"country_code">,<start_channel>, <total_channel__
—count>

Wi i ¢

OK

¢ <country_policy>:
— 0: FFEZ AR CH ESP32-C3 3451 A AP 1 Z A
- 1 R EGA, ARG S B E A
* <” country_code” >: [EZMM, mAKE: 3MF4F, £EEZREES% SO 3166-1 alpha-2 A
e,
+ <start_channel>: EIGE5E, JEE: [1,14]
 <total_channel_count>: {514k

]

o PEAEIIE S % Wi-Fi ERMRKA.
o BLEE AR E] flash

2N

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13
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3.3

3.3.1

TCP/IP AT %4

28

AT+CIPV6: J2 /25 TPv6 W% (IPv6)

AT+CIPSTATE: #%if) TCP/UDP/SSL %3515 &,

AT+CIPDOMAIN : 182 f##7

AT+CIPSTART : 77 TCP j##:. UDP f£#yuY SSL %4z
AT+CIPSTARTEX : %57 814 ID () TCP #%:3: . UDP {45k SSL 1413
[ME A A ABEAEX] +++: BB X

AT+SAVETRANSLINK : ¥%'5 Wi-Fi JIHLiE 42X, (55

AT+CIPSEND: FE-§idifE4n 42 X, o Wi-Fi i X T RS 50
AT+CIPSENDL: FE-Z-@ AE R X, TN AT Ak K B s
AT+CIPSENDLCFG: ¥%'E AT+CIPSENDL 41 )@ M

AT+CIPSENDEX = {5 i@ 442 X, IR P Ry =X & 650
AT+CIPCLOSE: %:Jf] TCP/UDP/SSL %33

AT+CIFSR: Z5ifiZ< 1 IP HthtF1 MAC Huh

AT+CIPMUX = J&3 /%5 22 1K

AT+CIPSERVER: ##~7/% 4] TCP 5 SSL fIi 4552
AT+CIPSERVERMAXCONN : 251175 B R 55 7 FU1F @7 1) e K ek
AT+CIPMODE : 5 if/ 5 B A% i siak

AT+CIPSTO: i/ B ASHE TCP R 45 75k B i (1]
AT+CIPSNTPCFG : #5115 B i X I SNTP R 5555
AT+CIPSNTPTIME : #%ifi) SNTP [i}[fi]

AT+CIPSNTPINTV : 253/ & SNTP I |a] [6] 2 10 7] b
AT+CIPFWVER: IR 4 C A1 AT &4

AT+CIUPDATE: 53} Wi-Fi F4-4% [F{k

AT+CIPDINFO: %8 +IPD 4 615

AT+CIPSSLCCONF : #53i]/i% 8 SSL % P ik il &

AT+CIPSSLCCIPHER : #5 1)/ & SSL & i it B3 h4 2544 (cipher suite)
AT+CIPSSLCCN : Zrifi)/15 & SSL % i i A Jil 44 (common name)
AT+CIPSSLCSNI: #%if)/4% E SSL % ity SNI

AT+CIPSSLCALPN : #5]/i% % SSL % Fi# ALPN

AT+CIPSSLCPSK : 751/ 5 SSL % Pk ) PSK (F45ER#%30)
AT+CIPSSLCPSKHEX : #xif]/i#5% B SSL % F i) PSK (/5344 =)
AT+CIPRECONNINTV : Z5if)/38 '8 Wi-Fi i £ 42 X, i) TCP/UDP/SSL % 7] [
AT+CIPRECVTYPE: /% B B 7 B

AT+CIPRECVDATA : KRB s I B 2 4
AT+CIPRECVLEN : Eif g s B 5 m K
AT+PING: ping %} i 41

AT+CIPDNS: #5if)/4% & DNS 42845 B,

AT+MDNS: 4% mDNS Zhfg

AT+CIPTCPOPT : i)/ 3% B 471

e

GEPAH

O AT FCESCRFI TR N IR AT i WPRETRZAE I ESP32-C3 BUASCRiian <, i H

Frémi® ESP-AT 142, (e TP TE TR HLERE (R IUR MR, MRIEEHFHE0E)

25 OTA 1S (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

] PING 1% (AT+PING): Component config->AT->AT ping command support
2% mDNS 34 (AT+MDNS): Component config->AT->AT MDNS command support
&5 TCP/P fip % (AR, —HAEM, B TCP/IP TNREFFICIEME , BFRE AT MX 88 AT iy
4): Component config->AT->AT net command support
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3.3.2 AT+CIPV6: k3 H/ZEH IPv6 %% (IPv6)
iy

Jyiig:
i) IPV6 [ 2% 12 15 (i fiE

s

AT+CIPV6?

W

+CIPV6:<enable>

OK

BeE WA

Ly
JE/EE T IPv6 [ 2%

’AT+CIPV6:<enable>

W i :

[ox

o <enable>: IPV6 W Z& i GEIRTS . BRIME: O
— 0: 22 IPv6 %%
— 1: 3/ IPv6 W%

st

* #fAT+SYSSTORE=1, WCEHUCRRAFE] NVS 73X

o FEBE BT IPve R %Ry b JZ WA AT,
T IPv6 [® % ffi Ji TCP/UDP/SSL/PING/DNS,
TCPv6/UDPV6/SSLv6/PINGV6/DNSV6)

e | M IPve K 2%

1 Fr Sk TCP6/UDP6/SSL6/PING6/DNS6

3.3.3 AT+CIPSTATE: iy TCP/UDP/SSL #ER:A5 B

it &

[

(5

B
4

AT+CIPSTATE?

Wi % ¢
AT, AT &0
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+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK

MEA R, AT & [E]:

OK

 <link ID>: MZ%EH ID (0~4), HTZHEEWEN
o <" type” >: FRFRSHL, FoRMEHZA: TCP”,” UDP”.” SSL”.” TCPV6”.” UDPv6” & “SSLv6”
* <” remote IP” >: FRFHRSEL, FIRimin IPv4 Hihksl IPvo Hitik
« <remote port>: i 1{H
* <local port>: ESP32-C3 7t 1K
¢ <tetype>:
— 0: ESP32-C3 #5454 h % Pk
— 1: BSP32-C3 & 45AE HIR S 2%

3.3.4 AT+CIPDOMAIN: I #4f@Mr

v

7

XF

fURTiRS

oo
%

Eld

AT+CIPDOMAIN=<"domain name">[,<ip network>] [, <timeout>]

W i ¢

+CIPDOMAIN:<"IP address">

OK

* <” domain name” >: THEHTHIE
o <ip network>: ik IP (4%, ERIAME: 1
— 1: RN IPv4 Hotik
- 2: LfRAT A IPv4 Bt
— 3: LfRNTH IPV6 Rt
o <” IP address” >: M5 IPv4 Hitiksk IPv6 itk
* <timeout>: Ay My, FRAL: ZFP. BOAME: 0. JuH: [0,60000], B K O W, Ay K
TIILEF IWIP PSRk BB AR O B, S 7EdR @B R M, (HZIHFEZ 5 KB 7S .

il

AT+CWMODE=1 // % E station H# =&
AT+CWJAP="SSID", "password" /] E W%
AT+CIPDOMAIN="iot.espressif.cn" -T2 %

/] B A EAT, REATA IPv4 H i

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B A AT, REAT A IPve Mk

(N dkze)
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(£ L£50)

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B AT, BH®MATA IPv4 H i

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: %t TCP ¥E#;. UDP {&4hk SSL ¥E8:
o« #3 TCPi%i:

e #5 UDP 14
o #3 SSL %A%

Gty TCP g

// B % # (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>][,<"local IP">]T[,
—<timeout>]

// % % ¥ (AT+CIPMUX=1) :

AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[, <keep_alive>][,<
—"local IP">][,<timeout>]

WL

FREEARGUT, akm

CONNECT

OK

ZHERRT, &[]

<link ID>,CONNECT

OK

BH

o <link ID>: W Z%i%3: ID (0~4), HTFZEENEL. ZSEGEE BT menuconfig FHHA
BT, — 2 AT AP ECE D AT_SOCKET_MAX_CONN_NUM , ZRMAE N 5. H—1 & Lwip
A AL E T LWIP_MAX_SOCKETS , 2RIAfH A 10. EWEAU%‘%&E’J«EI%I, u%‘%ﬂkﬂz@aﬁiﬁ
AT_SOCKET_MAX_CONN_NUM [A{HH R ZE A KT LWIP_MAX_SOCKETS [A{H. (&% 4HiF
ESP-AT TA42 SREE L5 H..)

s <” type” >: ?ﬁ“%ﬁiﬁl FORM LSRR TCP” 5 “TCPv6”. ERIAME:” TCP”

e <” remote host” >: FLFEESEL, %%/Tl_lﬁﬁ IPv4 #ihik, IPv6 bk, Bilmi4%. fK N 64 &35, 0

@%Eﬁﬂiﬁﬁzﬂiﬁ%kf Wit 64 5, 35 AT+CIPDOMAIN iy A3 EU 4 % 1 TP Hihit
SRIGHEH TP Mk # oy iE R .
* <remote port>: JTifsi I {E
« <keep_alive>: [il' B £ SO_KEEPALIVE %3l (£%: SO_KEEPALIVE /v49), fi: #b.

e JEE: [0,7200].
— 0: Z%Jf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive BjiE. TCP_KEEPIDLE {f >} <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT i % 3.
o Ay <keep_alive> ZEHAT+CIPTCPOPT 141 <keep_alive> A, HZ1H
G EN G SUE . RBEIT AN E <keep_alive> 4, WIERIAM H IR ECE H1H .
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o <” local IP” >: ZRHu[ IPv4 Hihlsk TPv6 Hutk, A T80 iER:. MHAZ MR N2 A 1P Hihk
B, WESEEAEEA R . BRI RS S AfrE. TiRE RN,

o <timeout>: AN, B ZF. BRAE: 0. JEFE: [0,60000]. BEEH OB, @ dHBEHK
TIZEAN IWIP Pk s B MR O B, iy AEFe BT MR [E], (B4 ZIHFEZ) 5 KB (=3 ).

wa]
o QERGAEILT IPv6 W4 dr—A TCP 4%, i HATIA FH#fE:
— Haft AP 3 $5 IPv6
— WEAT+CIPV6=1
— BT AT+CWIAP 655 3REUE|—A> 1Pv6 #Hihil
— (W[3k) iBiTAT+CIPSTA? iy A K2 ESP32-C3 275 2H(F] IPv6 bl
il

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// ¥% P GitHub ¥ TCP M & %, ¥E 5 #HHEH
AT+CIPSTART="TCP", "www.github.com", 80,,,5000

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","feB80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B ¥ 3 AT+CWJIAP # BL ¥ IPve 4 & #i it
AT+CIPSTART="TCPvo6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

ity UDP {5

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—~">]1[,<timeout>]

// % #% ¥ : (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <
—"local IP">][,<timeout>]

W i <

FRPEHAR, k)
CONNECT

OK

ZHERGUT, R

<link ID>, CONNECT

OK

o <link ID>: 45388 ID (0~4), T ZIEER I
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o <" type” >: FIFEESE, FRMGIEREIAL,” UDP” 5 “UDPv6”, BRA{H:” TCP”
¢ <” remote host” >: FIFERSRE, FoRuLiE IPv4 Hudik . IPv6 bk, Bidsi&. &Kk 64 535, 0
G B 4 HIsa KT 64 5277, 3 AT+CIPDOMAIN iy 43K Um 44 % 1 i) TP Hbchk
SRS M8 TP il 7 7 1
e <remote port>: iifiii I {E
* <local port>: ESP32-C3 iX 451 UDP i [{H
« <mode>: 7£ UDP Wi-Fi &, ASHWELFEH 0
- 0: Bt H| UDP H¥i)s, AekAsxtif UDP Hisib (s (BA)
= 1 AR — R E] 541G B R R A9 ] s UDP iy, w28 Xt UDP Hucik {5 5 A Ak Eids
BE£& 1 TP itk i 11
— 2: FRR IS UDP BRI, #RoAs i UDP Hiik (= 8k & 26 B 34511 TP Huhk s 11
o <” local IP” >: ZRHu[) IPv4 Hihlok TPv6 Hutk, AT iER:. A2 W% N 24 1P Mtk
B, WSEAEE AR . BRAKNSEH. WHEEHIELBITRE. TRE NS .
o <timeout>: &N, Hf: ZF. BRUAE: 0. JEFE: [0,60000]. BEEH OB, AyA B
TIZEAN IWIP Ppisdk s B AR O B, iy AEFe BT AR [E], (2 ZIHFEZ) 5 KB [z a).

B

o 5 UDP %2 Wi 1P Hihik /2 IPv4 2045k (224.0.0.0 ~ 239.255.255.255), ESP32-C3 #4541 &
BN UDPv4 2%

o 5L UDP &4 P gk IP Mkt J2 IPv4 |36 HihE (255.255.255.255), ESP32-C3 45 #5156 F 42Uk
UDPv4 | %

e il £ UDP # ¥ vhb W i@ ug IP Hi Wk 2 IPve 4 ¥ Hu 4l (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFEF:FFFF), ESP32-C3 % & 5 &L T IPv6 W 2%, 'k it fi 4
it UDP 41 #%

o [fIHZSE <mode> [, FHRIEESE <local port>

o WIRGEAE T IPvo (457, —> UDP &k, AT A T HRAE:

- T AP 3% TPv6

— Y BAT+CIPV6=1

- EAFAT+CWIAP v 4 3RELE|—~ IPv6 Hiht

— (H[¥k) FWILAT+CIPSTA? frA 2 ESP32-C3 275355 IPv6 Hil

o WA ARFE K BE R T 1460 #4511 UDP 4, i H 174 % ESP-AT T 42, TS5 TP E TR H
&£ Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H %
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// # I f pool.ntp.org # UDP H#, ¥ E 5 &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #ETF Ipve W% W UDP B 4%
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9b"

// ¥ F Ipve W % # UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

@ty SSL ¥

RAY @

// B H: (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local IP">][,
—<timeout>]

(N otaRs:)
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(£ L£50)

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
< IP">][,<timeout>]

M) i :
WA, 1M

CONNECT

OK

ZHERGECT, R

<link ID>, CONNECT

OK

* <link ID>: MZi%EH ID (0~4), HTZHEEWIFNL

o < type” >: FRFHRSEL, FIRMIERIA,” SSL” 5 “SSLve”. BRAfH:” TCP”

« <” remote host” >: FLFEESH, Fnimlg [Pv4 Hutk, IPve Hiht, S084. fKH 64 735, W
IR T 4 B4 K E S 64 577, 1 HAT+CIPDOMAIN iy % 3RUS 44 % 1) TP itk
SRJE ) TP HuhkHe T 4%

e <remote port>: iifiiif I {E

« <keep_alive>: [l B E#B:FM SO_KEEPALIVE I (2% : SO_KEEPALIVE 44), Hfi: .

* JEFE: [0,7200].
— 0: 2% keep-alive ZHHE; (BRIA)
— 1~7200: FF2 keep-alive Hifit. TCP_KEEPIDLE {f)y <keep_alive>, TCP_KEEPINTVL {i
1, TCP_KEEPCNT {fi ¥ 3.
o RpAHHH <keep_alive> (5 AT+CIPTCPOPT 141 <keep_alive> ZEHIE, &%
HF R E I AT TE o AARBITAG S IIANE <keep_alive> 48, MIBAMHA] FRBCEHE.

o <” local IP” >: ZRHby IPv4 Hithtsk IPve Hudik, JH T4, @2 M4 24 1P #iik
B, WS EEAERA M. BRACKEEE . BRI AfTiRE . aTIRE NS

o <timeout>: {y M. Hfi: R, BRUIAME: 0. JEF: [0,60000]. BEEH 0B, 48
TIILEFN IWIP PRl s R O B, iy S XAEFe T R E, (2 ZIEFEZ) 5 KB FyE=s ).

|

o SSL MR AT W] AR RO IR R
* SSL EHT FHKENE, WEAMESSFHRZES
o QIS AT+CIPSTART fip¥ et T SSL %42, HAR N WA ET I a2 10 B2, WG i s ] 2548
K, BB TREF R4
o U SSL Iz 45 4 5 B SSL % P i 7E 1% 2 W K $h B o B SRR SNI, i #E SSL 1% 42 i 46 il
FHAT+CIPSSLCSNI 1y 4Fic & SNL. $# %5 T, SNI FMEC IR 55 2 ik 4 .
o QR ELT IPVO 25 78—~ SSL 4%, TEHUITPA T #4E:
- T AP 3% IPv6
- WHEAT+CIPV6=1
— SHETAT+CWIAP 635 3RBUE]—A> IPv6 Rtk
—  (W[3k) BILAT+CIPSTA? G4 K2 ESP32-C3 2 754K ELE] IPv6 itk

il
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AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/) HEEWKLREE SSL ME B, RE 5 DR

AT+CIPSTART="SSL", "www.bing.com", 443,,,5000

// esp-at U i 1 AT+CWJIAP 3k BLZE IPve 4 & it
AT+CIPSTART="SSLvo6","240e:3a1:2070:11c0:6972:6£f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: &tV (124 AL ID (¥ TCP ¥:4% . UDP 4ok SSL ¥
A HGAT+CIPSTART AL, RIASAET : AEL R T (AT+CIPMUX=1) THF AT D, R4
£ FLEl R ) B4 ID.

337  [DGEM BRG] +++: BB

FekiAT AT A

i
IBHAIEARX, FEAG SR

Command:

/1 RE R B K

4+

|
o WRRMATA S E AR + F4F (RP ASCILAG: 0x2b), [HlEfr 4452 1A CR-LF F4F
o BEREE—A> + FARPRTEAMA 20 ms ) [E]FE A BCA AR A, 5= + FAF IS 2047 20 ms f{A][A]
B BT b A, = A + FAFZ A 224 20 ms [SFE][E]FE 30 AR A . B0, + FRES e
o AFRFFIRIAT iy B0 i I i
« WHEDER LR AT @

3.3.8 AT+CIPSEND: 1£& % b ok Wi-Fi {8 R %8s
BeE WA

i

PR R, 0 KEERERCR . WA EE RSN BR K EAT 81925595, AT+ CIPSENDL
Kk

e

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP fk % 7 45 & Xt 3 £ M A0 3 0
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">, <remote port>]
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Wi 3% ¢

OK

>

bR FR AT EHE R R TR, BURHET DA AR, 24 AT Sl 8 i KA F] <length>
Ja, Blate T

QSRR 7 T R L I S T T, R [

’ERROR

QR PR BRI AU CREREIR T 240X B i), & W]

’SEND OK

ERROR

PEA Wi-Fi i 1542 X, ESP32-C3 S BHiR AN 8192 7737, FeRAik 2920 7747, QSRR i 4 <
JERTAET 2920 747, M L RIB ot 2920 7y —4IRHLEAT &0k, 5 W21 20 ZAPEiE Rk
BB T 2T 2920 Gy PR Ak Bt (AT DAEIEAT+ TRANSINTVL fiy QB EIL IR ) o 24 A Bl —
B+ I, IR & FARX T EEE AR, I R 1R A A% AT .

e 4 R TAETF 4% 6 40X, DA B T . %% WicRi UDP 35f, AT+CIPSTART fn &1 5%
<mode> WA E N 0,

B

<link ID>: %5154 ID (0~ 4), HTZ &R

<length>: i, A 8192 Fy

<” remote host” >: UDP &£ a] DA EX g FHL: 1Pv4 #blil. IPve #uhl, =384
<remote port>: UDP £ PATE & Xt v v 1

Bl

o 1T DA F AT+CIPTCPOPT 1543 44~ TCP YE3E IR B A eI, Fln: #35% <so_sndtimeo> 4
5000, W TCP Jik#fESTE 5 B R ISR, TR P2 k. XA A48 MCU 4545 AT g
5] 52 B s T]
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3.3.9 AT+CIPSENDL: f£# il ki b IF ks K 8ol

v

N

B

&

=

fig:

La R AT, FERKE, T ARSI (AT 64 DN AT A X0 & 22 5291 710) .
Ta50] DA FJ AT+CIPSENDLCFG i 2 B EA S 4o Q1SRG R R R BRIV T 8192 5237, i mr A
{#i F§ AT+CIPSEND 654 %1%

.
"Il/?\‘

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 45 & % 35 £ AL v H
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W

OK

>

IR IR AT JEAZIEAZ X - HEMESUFHIL AT a1 PO 8s , ORHEST DAS AR, —HL AT
iyt 1 R, AR S PUEIRZE T, BRIt .

MR E TR, RESMIRAT+CIPSENDLCFG T B EARIE L -

’+CIPSENDL:<had sent len>, <port recv len>

WSRAL B+ ++ S HUH, RGER(:

’SEND CANCELLED

MR A B P e ki, REmA RN

’SEND FAIL

QR A BRI A CREREIRC 240X B ), RETRA& RN :

’SEND OK

MERWOITH, G AR IE+++ Ao BUH &, RN ESP32-C3 @ M2 X B . 70U, AT fiy
Adis H S — B, EEMERER <length> KIEEHHNS, A SiBHAIERZX.

¢ <link ID>: W% ID (0 ~4), HTZ MG

* <length>: HUE{CHEE, HRME: 27 - 154y

» <” remote host” >: UDP &4 0] DAFSE T =4 : IPv4 Hudik. IPvo Hudik, B4
+ <remote port>: UDP £ %] PAFS & Xt i i 11

+ <had sent len>: j{3)) & 8| IK)2Z VMU A Eicd < B2

* <port recv len>: AT g3y IS 2 A 40 B B
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e
o A UART Hifs. 0], 405 UART $UCH KT W 2% e bl R, S8l E k.
o AT DA AT+CIPTCPOPT fiy4 3k M4~ TCP L B BRI, Hlin: & <so_sndtimeo> A
5000, W TCP A ikEAESAE 5 B NIRMISER, LI MENIR 2R . X A4 MCU 4545 AT find
(] 5 RIS ]

3.3.10 AT+CIPSENDLCFG: i ¥i AT+CIPSENDL 1y 41t J& Pk
Ao A

Dytig:
] AT+CIPSENDL 14 (it B

AT+CIPSENDLCEG?

W

+CIPSENDLCFG:<report size>,<transmit size>

Dyie:
% B AT+CIPSENDL AT B

s

’AT+CIPSENDLCFG=<report size>[,<transmit size>]

« <report size>: AT+CIPSENDL x4 1) FaREA/N . BRIME: 1024, JEFE: [1002 2], filln: #%E
<report size>{HA 100, WAT+CIPSENDL fiy4- & B ] <had sent len> FIRJF4HN (100,
200, 300, 400, ---- ). FJAW <had sent len> LIR{EAEESETLPRtE MK .

* <transmit size>: AT+CIPSENDL iy % LI/, BHeE T8 KAk BRI . B
A 2920, JERE: [100,2920]. WYL EEHEKERT%T <transmit size>, H¥asirf
s A% <transmit size> FAT MBI TR, HIMSSER 20 ZRE SRR 8 KT
ZF <transmit size> FIHAREFIE (A PAEITAT+TRANSINTVL G4l B M) FE ) o

B
° X‘Tﬂ:ﬁ”iid\fﬁjﬁg’;Hﬁ‘ﬁ%*%ﬁ@ﬁ%, WEGEER /MY <transmit size>., WHEFELGHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JE M.
o X HFME RIS, HBERIKER K <transmit size>, WHEFER 4o lTIE 5 ESP-AT &
vk P AE
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3.3.11 AT+CIPSENDEX: fE# ittt R T Ity i Xk i e
BeE WA

AR T, S KIERIEHOR, S M0/ \0 (OxSe, 030 ASCID A HCR K%

s

// B F: (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP M W35 & %t 3% IP H ik Fnsg o
AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

W

OK

>

EaRm R FoR AT CHE RO AT R, BT AR AR KRIER B, 24 AT 30 B K18
#| <length> JG#dlt Bl \O AP, Bl temirin .

USRS IR BB AR I B R T, R[] -

’ERROR

R BT A B O S AR CR R E 2 AR B ), &[]

’SEND OK

<link ID>: [A43E45% D (0~ 4), T ZIEBIT L

<length>: B, HAR(E: 8192 FFy

<” remote host” >: UDP &4l AFR S 4L : [Pv4 Hihik. IPv6 Hihl:, sl
<remote port>: UDP £ 1] PAS & X i i 11

(|

o BRI R R BORES, BUBE B\ 0 AT (0x5c, 0x30 ASCID), ¥dlE&IriG, RgtiRE
WE O, SRT & AT s

o IREHEPAE \<any>, WEEBRBFL, REH <any> 55

o WIRFE KRN0, 55 R \\O

o XA DA I AT+CIPTCPOPT fiy4 K WA~ TCP L B BRI, Hlin: $5E <so_sndtimeo> A
5000, W TCP A& ikEAESAE 5 B NIR LSRR, LB IR 2R . X DA MCU 4545 AT find
[1] 5 R ERF []

3.3.12 AT+CIPCLOSE: J:[fl TCP/UDP/SSL 4
B s

i
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KM Z BT ) TCP/UDP/SSL #4%

A .
"ﬂé’\‘

AT+CIPCLOSE=<1link ID>

Wi % ¢

<link ID>,CLOSED

OK

AT 4

g
KM ISR ) TCP/UDP/SSL 14 4%

AT+CIPCLOSE

W i :

CLOSED

OK

B

* <link ID>: TR FLIER: ID, QRBEN S, WIFR KPR %

3.3.13 AT+CIFSR: #rifyAciy IP Huhtk Al MAC Huhl

PaT %

=

A

AT+CIFSR

W ) :

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK
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o <” APIP” >: ESP32-C3 SoftAP [fJ IPv4 Hiht

o <” APIPG6LL” >: ESP32-C3 SoftAP ] IPv6 7S A i Huht
e <” APIP6GL” >: ESP32-C3 SoftAP f{] IPv6 4 @ ikt

e <” APMAC” >: ESP32-C3 SoftAP f#) MAC Hiht

e <” STAIP” >: ESP32-C3 station [ IPv4 bl

e <” STAIPG6LL” >: ESP32-C3 station [ IPv6 ZSHi 5 i s ht
e <” STAIP6GL” >: ESP32-C3 station [ IPv6 4= et

* <” STAMAC” >: ESP32-C3 station 1§ MAC ik

e <” ETHIP” >: ESP32-C3 ethernet [¥] IPv4 Hil:

e <” ETHIP6LL” >: ESP32-C3 ethernet [/ IPv6 A< HbAdk i Hihl-
e <” ETHIP6GL” >: ESP32-C3 ethernet [J IPv6 4= JayHiht

e <” ETHMAC?” >: ESP32-C3 ethernet 1] MAC i

(L]

« HUA24 ESP32-C3 i KB A A% IR RS, A BEAINEIE /Y IP HuhtAl MAC ik

3.3.14 AT+CIPMUX: FIHI/ESH 2 5
A it 2

itk
R

ks

AT+CIPMUX?

W i <

+CIPMUX: <mode>
OK

B
fie:
P

[k

’AT+CIPMUX:<mOde>

Wi i ¢

[ox

BY

o <mode>: JEAR, BRIAE: O
- 0: BLiEg;
- 1: ZiER
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e

o VU YT TE AR I A RT S OE FAR

o HEG@ 542X (AT+CIPMODE=0), A g% E NZE

o WISRHEST T TCP/SSL Ik d5+#s, AE UMk sie s, Wi XRS5 #% (AT+CIPSERVER=0)

o ZIEBITR MR EEARET, TRES B BRI AN 2 BAE O, 1 AR i A S B I L AT
iR, FSLM MCU X FEA B 1AL PR

il

AT+CIPMUX=1

3.3.15 AT+CIPSERVER: #tr /5[] TCP 5% SSL 55 %%
Ay

i
#if] TCP/SSL R 55 ks

AT+CIPSERVER?

W i <

+CIPSERVER: <mode> [, <port>, <"type">,<CA enable>,<netif>]

OK

BeE WA

s

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>] [, <netif>]

] 7
[ox
e <mode>:
- 0: XRS5+
- 1o @ RS54

o <param2>: B4 <mode> A[H], MILBHE XA :

o NI <mode> £ 1, <param2> fAFEu 5. BHOAME: 333
o QIR <mode> 2 0, <param2> fAEMRFAEE XA R Fin. BRAE: 0
- 0 RHAMRS AR E A K P ik
- 1+ XPANRS AR K A %
e < type” >: [R4IEKA Y TCP”,” TCPv6”,” SSL”, 5 “SSLv6” . BRi\{&:” TCP”
¢ <CA enable>:
- 0: A CAINIE
- 1: fli CAAIE
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o <netif>: HEMRITASIITARZE R L, BOAME: 0.

- 0: g M4
— 1: Wi-Fi station 1
— 2: Wi-Fi SoftAP 3£

|

o ZEEAFOLT (AT+CIPMUX=1), A HEITRIRSS % -

o BRI 4%)E, HEhES IR ST, &2 R Aarrard ks

s WHEEImIEA, KEIE—EE D,

o ARGEAEELT IPv6 W45 d—> TCP/SSL ligd5 4%, 1§ & Jei EAT+CIPV6=1, FF3RH—> IPv6 b
dk.

o KMRFS AR SHL <"type"> NI Z JRHISHLITAE I .

il

// B TCP MR & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// # I SSL & B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// ¥ F 1Pve M4, Gl#E ssL B% &
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1R W RRE B E XA BT Ak
AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: #ify/i &R 55 %5 SC U d v i R e 5

iy A

itk

rifi) TCP = SSL AR 45 FLifr i il e R 4K
(e

AT+CIPSERVERMAXCONN?

W i ©

+CIPSERVERMAXCONN :: <num>
OK

Jyiig:
BE TCP 5 SSL fIR 55 SLVF AL M e KR AL

[
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’AT+CIPSERVERMAXCONN:<num>

Wi % ¢

’OK

« <num>: TCP & SSL fIR 55 #% fo il i i i K EEHE, TEIE: [1,5]. WA S ooZ S 8000 b IR s
i, 55% AT+CIPSTART 435 <1ink ID> [HiA.

L]

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), W§7EAIEIRSS %8 2 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: #ify/is 8 i

iy

i
e

.
"ﬂ/?\'

AT+CIPMODE?

Wi i ¢

+CIPMODE: <mode>
OK

)E’J

CEL A

Dyt
BRI

O e
iy

’AT+CIPMODE:<mode>

Wi i ¢

[ox
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55
e <mode>:
_ 0 AR
— 1: Wici i fARICRER., (LR TCP B | UDP [552IE (5. SSL BUERIH b
o

* BLE HUCRR (75 lash,
» f ESP32-C3 HEA Wi-Fi if #5408 X, i, (RT3 4 2 Rk T 1

il

AT+CIPMODE=1

3.3.18 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 23 d if i [ia]
A ity 4

ik
TRif) A< H TCP/SSL R 45 2&HB I Al [a)

Py e
"ﬂ4>‘

AT+CIPSTO?

W 7

+CIPSTO:<time>
OK

Eas

&F

i
BCE A TCP/SSL iR 55 it i S 8]

Py -
iy s

’AT+CIPSTO:<time>

Wi i ¢

[ox

BH

o <time>: 7l TCP/SSL iR 55 anamtifia), B0i: £, HUEVER: [0,7200]
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e

-é&mwwLﬁﬁﬁE«nm>NﬁW%ﬁiﬁﬁ@memmﬂBW%ﬁéﬁ%%ﬁﬁ

o WRKESH <time> N0, NFERKEASHE, NEBGXFEBEE .

o TEVCERIIIE N, 4% P &5 IR Ss s EA5 BUE IR S5 48 K 5% Fmifs s iy, THit g =
THEr. RS, 2 e .

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.19 AT+CIPSNTPCFG: #Fify/i% Bt IX 1 SNTP JIlR55 5%

iy

AT+CIPSNTPCEFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>[, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP._
—server3">]

OK
Ve /?
A

AT+CIPSNTPCFG=<enable>[,<timezone>] [, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP._
—server3">]

W

OK

e <enable>: % E SNTP iR %2s:

— 1: £ SNTP JlR%558:

- 0: Ni&H SNTP R 55%%
* <timezone>: SZHFDATPFAE:

- SF—RETE L [-12,14], BERUVNSREAL, @t 5 PR TR (UTC) i ke inid K2
B X (UTC—12:00 F UTC+14:00) ;
FEREACh uTe R E, UTC R ETSE TIRTEINZ DrE S| UTC &) LA Gefs 84
HurHE], @SR N [+ -] [hhlmme QR Y4 KAEAR] T2 APE, WA s, WRE A
7, WRIEEL ¢ﬁ®MMﬁWﬂH§M4ZE,ﬁ%GMﬂ%ﬁEOQSWZEOMW,w%
AR XU B G = A IS A S, B UTC+12:45, Wz <timezone> SR E N
1245, Ezmuzﬁ%mrﬁﬁis
e [<” SNTP serverl” >]: Z—4~ SNTP [k 55#%.
* [<” SNTP server2” >]: ’“’“:/\ SNTP JR %25
e [<” SNTP server3” >]: 5=/ SNTP R%%%.
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e

o WHEMABERIEG L=/ SNTP R%#:5%0, MELA(H “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” Hz —,

o XFEMMS, EMA <timezone> ZHMRES IR E N <timezone> ZHA—FE. FHH
<timezone> ZH L FtE —Fp UTC A B, fFlaN: X B AT+CIPSNIPCFG=1, 015, HFA4
M, ESP-AT & ZBSHfIXSHHIT 0, Bl EME 15, NETHE Mg, FrRisiidss —
UTC fw#% A&, Wt uTc+00:15, W@ A it k2 0 i IX.

* BT SNTP 25T UDP ¥l ik il sK I Il 52, 24 ) 26 Z AT, 2 530 ESP32-C3 (Y ] Joik S B
m&. —H AT @4 i+ TIME_UPDATED , RFEWTRIE A2, ME 4] DA A R AT+CIPSNTPTIME?
A2 24 HIH A o

il

// fE£f SNTP M 4 %, RWEFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEH# SNTP M4 %, R EX£ELA A HE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
Ed

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

/) fEH SNTP MR 4%, LEHWLH K £HE WY W K (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.20 AT+CIPSNTPTIME: 4&ifj SNTP B [i]

AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK

B
» 4 5% asctime ][ € X% I, asctime man page

* {£ ESP32-C3 it A Light-sleep 5 Deep-sleep J5 F-Me i, FR G} [E] ol BE & AN UE. B E T L
3£ AT+CIPSNTPCFG 54>, M NTP R4-24-BUH ] .

* SNTP FRIFE W IR [E] A TE RTC K3, BIMAERES CE R A) 5, MEASEK.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

Q)
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(£ L£50)

OK
9

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.21 AT+CIPSNTPINTV: #ify/it ¥ SNTP b} i) [5] 250 [a] P
Ay

e

AT+CIPSNTPINTV?

Wi i ¢

+CIPSNTPINTV:<interval second>

 <interval second>: SNTP Ff[a|[5]5 8] fF. BAN7: Fb. JEFE: [15,4294967].

|

o BCE TR AR, AuRE ESP32-C3 2 A— K [i] NTP 55 2 R IUHT A IR o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) ENEEF — KR
AT+CIPSNTPINTV=3600

OK
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3.3.22 AT+CIPFWVER: #rifjfii 5525 E 4709 AT B PR A

iy

i
IS5 B AR ESP32-C3 AT [l it 4

s

AT+CIPFWVER?

W i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C3 AT [&]{4- x4

Bl

o TEREFRZETIIA) OTA HUANE, 582U BB S A [ (A AR TH 20 o

3.3.23 AT+CIUPDATE: jfixk Wi-Fi J18¢ 511

ESP-AT FEia 17N, i Wi-Fi A BS54 BR300 B 2R L0 X, AT T2 1

i A

itk
i) ESP32-C3 & I FELIRES

A\ .
"Il/?\‘

’AT+CIUPDATE?

M

+CIPUPDATE:<state>

OK

Wit s

Ly :

TEFLZERAT @ 1d OTA THL R TCP il 55 i Lol A g [l

Py -
iy

AT+CIUPDATE

W 7
HEH R E AL 2
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EmA

&F

Dyt
THRENIR S5 e L9 R HCAR 1 [

Py -
iy

AT+CIUPDATE=<ota mode>[,<"version">][,<"firmware name">] [, <nonblocking>]

W
I OTA 7EMSERE T s, SEI:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N e

OK

AR OTA Fe-{EFH 2T iy, R [m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N

URAEH ZERTR OTA KN, iR [n:

+CIPUPDATE:<state>

ERROR

WERAEAR L ZERCUT OTA KIK, aR 9]

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

BH

¢ <ota mode>:
— 0: #@ 11 HTTP OTA;
— 1: 3@ HTTPS OTA, W53k, iM% . /build.py menuconfig>Component config
>AT > OTA based upon ssl 7 #ifE, 2= HiH L A% iF ESP-AT 142,
o <version>: AT i<, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <” firmware name” >: J1- 21 [E1F, flota, mgtt_ca, client_ca B{H'E at_customize.csv
i R4 X
¢ <nonblocking>:
- 0: fHZERIA D OTA. HABIAR, HE| OTA AGUNIIE KK GA AL IE AT fird.
- 1 JEH R OTA. BT, JHsE UG (+CIPUPDATEM) & T8I EH .
* <state>:
L RFIRS 5
2 R RS
3: IR
4: SETF
-1: JEPHZERIK T OTA R
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e

o FHGEEE R T M 48R 0L

o QR ZAAMES BT R RN, AT KR [E] ERROR, 7 S5 fF— B R Bl .

o W E BRI LR AT BIN, iy 4-Kf M Espressif Cloud N# AT [E{F+4% .

o QR Z B TR0 AT BIN, 1 H 17558 AT+CIUPDATE FOTA 1) fig 5k # i Jfl AT+ USEROTA
o} # AT+ WEBSERVER 54, T 5% ESP-AT T FLE {1 R %] FOTA.,

o HUWTR AT FEfF)E, WM AT+RESTORE R 1) W E .

o OTA i FEAIFEITES ] R 3 434

o JEPHZEML M K H % OK Fl +CIPUPDATE : <state> FEHi T b %A 4% B L _EWSERINT .
OK H[fEAE +CIPUPDATE : <state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z 5t .

o AEWFRBNHA . BFERHRASAE—ERARAEN S, E2I0EET, RS RREEA R E|
IHARCAS, AR A O =i B AT e Y ge .

o S H 4o T LI OTA FH8 FREUE L OTA fins.

il

AT +CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.24 AT+CIPDINFO: ¥ +IPD {5 E i1

AT+CIPDINFO?

W

+CIPDINFO:true
OK

4

+CIPDINFO: false
OK

>

¥

X

W
4

=

’AT+CIPDINFO:<mOde>

W

[ox
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S
e <mode>:
- 0: 7£ “+IPD” F1 “+CIPRECVDATA” JHE 1, AL IP HihkFim 0115 B
- 1: £ “4IPD” #1 “+CIPRECVDATA” ji§ 5, $EXTim IP Huhk Al 045 S
il

AT+CIPDINFO=1

3.3.25 AT+CIPSSLCCONF: #ify/ix ¥ SSL %% f i fic &
A4

Iriig:
A1) ESP32-C3 112y SSL 27 s b 4 A~ M 432 (4 T B4 6

P e
"ﬂé?‘

AT+CIPSSLCCONEF?

L)V

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

LA

=

=

A

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

W i <
OK
BH
* <link ID>: [{Z5 %4 ID (0 ~ max), TELERIHILT, HSEEBON max, WZRPrAER, &
SHBIMER 5.

¢ <auth_mode>:

- 0: NAUE, WBTHEEIEE <pki_number> fll <ca_number> H4;

— 1: ESP-AT #4It% FrimiiE bk 55 45 i CA JIE 13 R:58 ;

- 2: ESP-AT % ik A CA UEF RARE AR 55 #% i O UE-F 5

- 3: MHEINIE.
* <pki_number>: JEBMAHANET], WREA—MUEBFFAG, HAEN A 0.
 <ca_number>: CA R4, WREAG—4 CA, HENH 0.
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e

o GNARARBUARRLE ST RIAERL, THAEES SSLEE B T A S .

o FLE T UCRHRAETE NVS X, WA AT+SAVETRANSLINK fip %1% B FFAL#E A Wi-Fi SSL i% 1% 4%
A, ESP32-C3 RFE Rk b HLBS BT ACHL B 3 57 SSL iE+z .

o WERGHMEH B CRIET, BTG AT+SYSMFG iy 4 81 SSLAEfi. WA EMTmRERE K
W, S5 % 4T £37 PKIRLE .

o Q2R <auth_mode> FLHE N 2 B(H 3, R T RIS AFUET AR, WHTEKILAT+CIPSTART fiy
ARk ESP32-C3 L AkIERY TR . (&80T AR IEAT+CIPSNTPCFG iy 4 KL & SNTP, FRHY4
BIEHE], B i3EAT+CIPSNTPTIME? £y 4251024 B i a] . )

3.3.26 AT+CIPSSLCCIPHER: ##if/¥ i SSL % yiit) #5154 (Cipher Suite)
Ay

Dyt
#2if) ESP32-C3 {2y SSL % /s SC 5 i 25 F

A

AT+CIPSSLCCIPHER?

W )i :

+CIPSSLCCIPHER:<idx>, <cipher_suite>

OK

BEE A

I\
£

=
k=t

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCIPHER=<counts>[,<cipher_suite>][...][,<cipher_suite>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCIPHER=<1link ID>,<counts>[,<cipher_suite>][...][,<cipher_suite>]

W i <

OK

o <idx>: HHEMNERGS, M0 FH,
* <link ID>: MZE%EH: ID (0 ~ max), EZERMEN T, ASEEBN max, WFRRIEERE, &
ZHGERINEN S
« <counts>: HHIEMFEE . HKEZRT oL MHKKE 256 7147
- 0: IR E L E I,
- HE: wESEMEEF L
* <cipher_suite>: /i ClientHello H )3 i E1F . XA H{E & XAE ssl_ciphersuites.h H1,

Bl

o INSRAHEARHUE S BIAERL, WEAEELT SSL I HTIB T A M S .
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il

// % ¥E: (AT+CIPMUX=0), % # &4 % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #1.
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=2, 0xC023, 0xCOAD

// % ¥ ¥ (AT+CIPMUX=1), % 4 & {f % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #f1._
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=0, 2, 0xC023, 0xCOAD

3.3.27 AT+CIPSSLCCN: #rify/¥ ¥ SSL % ;i) A Hl #4 (common name)
iy A

g
AR SSL HESE R s 44

e

AT+CIPSSLCCN?

Wi i ¢

+CIPSSLCCN:<link ID>,<"common name'">
OK

)E’J

CEL A

s

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

W

OK

B8
o <link ID>: 2574 ID (0 ~ max), FEHEZFHEL T, XSEHR 0; HELZEZENHBLT, #5

B max, WRBTA R AZHEAEN 5.
+ <7 common name” >: A ZHUTAANEIR 5 28 LA MTE S i A 4 o AT AR K Jy 64 3

Bl
o QRAREARFECE S AR, W1EH AL SSL R HTIE T A M2

Espressif Systems 97 Release v2.3.0.0-esp32c3-1141-g9e9fe15fbl
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

3.3.28 AT+CIPSSLCSNI: #¢ify/i%E SSL % Fasintg SNI
b A

Jyiig:
AN IERE R SNI L E:

s

AT+CIPSSLCSNI?

W ¥ 3

+CIPSSLCSNI:<link ID>,<"sni'">

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

W i <

OK

* <link ID>: [WZ5i%4% ID (0 ~ max), fEFGEREMHILT, ASHEN 05 EZHEEMNEIT, #Z

HH B max, WFRPAA ER; RSEEAER 5.
e <” sni” >: ClientHello B SNI, SNI & KK FEH 64 F37,

Bl

o QERARSOARFCE S AR, RN SSL R HTIE AT A2
3.3.29 AT+CIPSSLCALPN: #ify/i ¥ SSL % )y i ALPN
Ay

yite:
Frifi) ESP32-C3 {24 SSL & P 14211 ALPN it

Py
A

AT+CIPSSLCALPN?

W i :

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK
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=

=

A

// B ¥: (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: M54z ID (0 ~ max), FEREZHEL T, XSEEHR 0; L2 EZNHBLT, #5
BUEBE A max, WIRIRIrE &% ASEERAER S.

o <counts>: ALPN % &. JiFE: [0.5].

0: J& % ALPN Bi .

e [1,5]: &% ALPN il .

L < alpn® > FRFRSHL, F5 ClientHello il ALPN. ALPN Sl kK IEZ BT & KK

ei|

o WNIRAREAE BT RIS, TEEENT SSL T IB T AN G S .
3.3.30 AT+CIPSSLCPSK: #ify/i%t' ¥ SSL % ;' iisity PSK (45 f420)
Qi

itk
Frif) ESP32-C3 {24 SSL & i i 4N 14 4211 PSK it &

fiy 4

AT+CIPSSLCPSK?

M ¥ 2

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W
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OK

S8
o <link ID>: [%%i%E4% ID (0 ~ max), 7EREBENHBERT, KSHMEN0; HELEBENFBRT, &5
BUEBN max, WIERITA ER; ZSEEIMEN 5.
o <” psk” >: PSK identity (F/FEHE), HARK A 32, WUREM <"psk"> 45 \0, Efl
F AT+ CIPSSLCPSKHEX 154,
e <” hint” >: PSK hint, f KK E: 32,
i}

o QRAREAHUE T BIAERL, AR SSL IER I iIB T AR M S .
3.3.31 AT+CIPSSLCPSKHEX: #ify/i% ¥ SSL % i) PSK (-|-rs kIR %)

|

* KU TAT+CIPSSLCPSK iy %, %t T I B oA if) SSL % Py i3k 2% 4 (PSK) , {HH;
<"psk"> ZHEH A ANBERIR TR TR I, <"psk"> ZHPRY N0 FRxh 00,

il

// B % (AT+CIPMUX=0), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: #¢ify/i% ¥ Wi-Fi i {% X F % TCP/UDP/SSL i i
]

A ih) iy 4
itk
Erif) Wi-Fi i X N9 H ) S A

A\ .
"Il/?\‘

AT+CIPRECONNINTV?

Wi i <

+CIPRECONNINTV:<interval>
OK

)E’J

CEL A

i
B Wi-Fi i 1£ 42X '~ TCP/UDP/SSL f& 4 Wr T 5 H Sl =34 1417 b
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’AT+CIPRECONNINTV:<interval>

Wi % ¢

’OK

SR

* <interval>: HZIEIEMFFME, AL 100 270, BIAE: 1, FH: [1,36000].

st

o FAT+SYSSTORE=1 W}, BLEEUCHRIEAE NVS X,

il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #ify/¥ B okt
A

BT

Py
A

AT+CIPRECVTIYPE?

Wi i ¢

+CIPRECVTIYPE:<link ID>, <mode>

OK

v

7

XF

IR

EFH
%

=l

// B (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % H: (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

Wi 3% ¢

OK
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BH

* <link ID>: WZ5%EH ID (0 ~ max), {EHERMTEILT, ASUEN 0; EZEENNLT, &S
BUEBON max, WZORPrAER ASEEOAMEN 5.
* <mode>: ERFHHRHMA, BOAE: 0.
- 0: FaWBI, ESP-AT A BRI B £ 3% 7 Bi 2 B Ak 45 L MCU, Skl “+IPD” (4§
FHMCE 1 5760 547, AR MCU Sk ik 2920 5454 RUHE ) -
- L Wi, ESP-AT f5 P S BI M E S P HUi R Ar 2l R AP X (B ETH T 0, oA
{9 5760 “F47) , 44§ MCU Bt 0§ TCP fI SSL 42, WURGAAXW T, KL ILERT
ks WT UDP &4, WERGAFXW T, WA ER.

e

o ZACEABEH T Wi-Fi & X

o 24 ESP-AT FEg shibi=U MU B B FHARN, SRR E LR RIS AR A E
- ZIEER (AT+CIPMUX=1), /8 +IPD, <link ID>,<len>;
— FAMERER} (AT+CIPMUX=0), 7% +IPD, <len>,

o <len> FREHAXRPEZFHIMN LKL,

o —HA +IPD ki, WZizfTAT+CIPRECVDATA KW . W, FERT—A +IPD Bl i,
A +IPD RSB 45 L MCU.,

o FEWITFEREOLT , ZohERFEIRTIRAAAE, MCU {58R W DAEEEL, B 2| & ikAT+CIPCLOSE
(AT fE M Fifi) SKAT+CIPSERVER=0,1 (AT VERRS5#%). Bempifil, W +1pD g sy, b
QAENR % 2 AT+CIPCLOSE B % % AT+CIPSERVER=0,1 B{3i 13 AT+CIPRECVDATA £y A3 BU A B
ZHT, IXATERR) CLOSED {5 BIKiEA L Il

o TSR RHRRIROR & W 28 5t 7 H MCU Sl R ACERRS , nTAS 1), (i g sl el Bdasia o

il

/) BEEHEAT, RERHEKER

AT+CIPRECVTYPE=1

/) ZEBBEAT, REFAEBEAE S ELERX

AT+CIPRECVTYPE=5,1

3334 AT+CIPRECVDATA: KRB Al BER T i L8y 2t

BArA
O e
“D4}'

// B E: (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>,<len>

Wi i ¢

+CIPRECVDATA:<actual_len>, <data>
OK

5

+CIPRECVDATA:<actual_len>,<"remote IP">,<remote port>,<data>
OK
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S
o <link_id>: ZEEEATHER: ID,

<len>: f KMy : OXTHAHT, QIR PRSI WEEEK I ASRUE/D, MR 0] 525 K B 2 -

 <actual_len>: *m’%mﬁ@zﬁ%kﬁ
o <data>: FREUERE .

[<” remote IP” >]: FEFEESEL, FoRstug IP #bhl, #i3AT+CIPDINFO=1 iy %-ffifE

» [<remote port>]: X i1, WiLAT+CIPDINFO=1 f54-fHifE.

Bl

o AT TR BAEREN ORI AT, & B4R 9] ERROR, W] LAl AT+CIPRECVTYPE? fiy %

AR AR U

o AT TERA B AR 1S DL T AT I & R 1] ERROR, I DAL AT+CIPRECVLEN? fis ik

IEH A ATk .

* P47 AT+CIPRECVDATA=<len> iy &0}, E/FEIE <len> + 128 FPHHINIE, TT_II/J\@HEJ/E

A AT+SYSRAM? E 24 BT JHINAFIEOL o 24 AAAS S BN A7 B i 2R O L i -t 22 3% [3] ERROR .
PRATDAEAT 6 B &0 AESHAEM alloc fail WITHEE, ABIARE ML T NIE5
[WRL G
ZN L]
AT+CIPRECVTYPE=1
/7 Bldm, R EHN Mcu Koo FEEFKRE 100 FEF K EKE,
// M 44 R & "+IPD,0,100",
/PRE, ETUNERLEANT 4L ERX 100 F 4 6 K-
AT+CIPRECVDATA=0,100
3.3.35 AT+CIPRECVLEN: #ifggahiZ BN PS8 Bl i KEE
iy 4>
Dyite:
B — IR P S AR A R K
(K
AT+CIPRECVLEN?
W i3 ¢
+CIPRECVLEN:<data length of link>[...][,<data length of link>]
OK
ZH
* <data length of link>: F-—3%4:h b iy BT A EER K,
|
* SSL j#Hzr, ESP-AT & [ml 4K B2 T RE /N T B SR K E
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il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING:

LN

&E

ik
ping X g AL

Py -
iy

ping %) i AL

AT+PING=<"host">

Wi i :

+PING:<time>

OK

Y

+PING:TIMEOUT //

ERROR

RHEBLBENAKSE PING HHERLT, 12X/ B4

o <” host” >: FfF

EBBR, FoRxt i FALY IPv4 Mok, TPve Mihk, silsi44.

o <time>: ping IR N EFE], AL ZFD.

st

o WAREAET IPve
- Witk AP 305F

W 2% Ping X i AL, TEHATRAT #RAE:
IPv6

- BEAT+CIPV6=1
— WITAT+CWIAP iy A 3RELE]—A™ IPv6 #Hihl
— (W) @EFAT+CIPSTA? G544 ESP32-C3 275 3R E & IPv6 Hiutl
o G g EALR A FAFEE . W ping KFSGiE AT DNS SEFTIR A b (A 5G4 IPv4 Mihl) , B ping

X i AL TP Mk

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBHMER IEFN
AT+PING="240c::6666"
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3.3.37 AT+CIPDNS: #rify/t DNS 557515 5
iy

e
P24 B DNS it 55 445 2
[

AT+CIPDNS?

W

+CIPDNS:<enable>[, <"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BE WA

&

S ER

DNS iz 5 a5 5

I&L

A

=

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

W i <

e <enable>: %' DNS k%2
- 0: B B3h30 DNS IR & #51% &, DNS RE S RIE M 208.67.222.222, 114.114.
114.114 f18.8.8.8, HF524 ESP32-C3 station 5¢ /i, 7 DHCP 11#%, DNS JIR 428 A fE 4
LEETR
- 1: BT E DNS IRSG4E R, WRARESE <DNS 1Px> [HMH, I BHA(E 208.
67.222.222, 114.114.114.114 %l] 8.8.8.8,

e <” DNSIP1” >: Zf—/> DNS g 55#5 IP #iht, Xf T & a4, HA Y <enable> S5k 1 B, Huyk
2 F3) DNS 58, RSEAHH: WHRIKE <enable> 1, I NARSHE —ME, Uiz
Tt 2ut, ESP-AT XHEIZSE/E N 4 i HY DNS & E iR 6 .

e <” DNSIP2” >: %5/~ DNS flR 4% IP #udl, XFF3EmS, HAY <enable> ZH0h 1 Y, sk
525 i T3 DNS txﬁ ABRAGR WRBE <enable> 4y 1, HWARSHELE ML, 462
TrEE I 20, ESP-AT XS EE N 411 DNS ixﬁ:;lil

* <” DNSIP3” >: %=/ DNS 5535 IP Huhik, X FREAr<d, A2 <enable> 240N 11}, ik
2 E 3 DNS 58, RSHA B WHRIKE <enable> 2 1, I NARSHIE —ME, Uiz
Tt 2 nt, ESP-AT XHEIZSE/E N 4 HiHY DNS & EiR [H .

st

o #AT+SYSSTORE=1, WiE B R RA77E NVS X,
o XEASHORREBRCETER — M54 L.
* X <enable> 4y O, DNS fIZ5545%n] fiE S HRifn ESP32-C3 54 a5 i i phy 4 14 e B M 4 A2
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il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) B—ANET 1Pve By DNS MEB: T REKMEXIEFN

// B _/NET Ipve B DNS Mk % & : google-public-dns-a.google.com
/] BEZ=ZANETF Ipve By DNs R4 &#: WL H 4 £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS Jjgg

v

H

N

IR

¥

=4

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
][, <txt_number>][,<"key">,<"value">][...]

W ) :

OK

¢ <enable>:
- 1: JF)3 mDNS Ujfg, G4 FEUHE
- 0: XM mDNS Tjfig, FE:SHILTIESE
* <” hostname” >: mDNS EHLHFK.
+ <” service_type” >: mDNS JJR4+2:41,
o <port>: mDNS J} 4% M.
e <” instance” >: mDNS B4 FK. BRHIAE: <"hostname">,
e <” proto” >: mDNS R, BE: _tep 3 _udp, BRIAH: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT g0k .
o <” value” >: TXT iBFI{E.
[]: AR <txt_number> QRZLIHE TXT jCsR B #AEXT .

il

// Fr )8 mDNS 3y #E, EH A& K "espressif", A KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot", 8080

// * W mDNS I
AT+MDNS=0

PRI 2% mDNS 715

3.3.39 AT+CIPTCPOPT: 7#%ify/i BAs ki
by A

Dyt
P 24 {0
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[

AT+CIPTCPOPT?

Wi 3% ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

BCEL A

<
XF

zs

// B ¥: (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥% H: (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

My o 2
[ox
5%
’ERROR
S
o <link_id>: W2 %42 ID (0 ~ max), FEZIERMWIE T, ASEERN max, WFRRFTAERE: &
EZiC UNIEVIRE
o <so_linger>: Jit BERFM SO_LINGER &Il (&% : SO_LINGER /1v44), Bfi: #, BHAME: -

- =-1: KH;
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: Jl B EHEFN TCP_NODELAY & (Z%: TCP_NODELAY /+43), BRiAME: 0.
- 0: 22 TCP_NODELAY
- 1: [ TCP_NODELAY
o <so_sndtimeo>: [l E EEFH SO_SNDTIMEO &Il (&% : SO_SNDTIMEO 1}43), Eifi: ZFb,
ERIME: 0.
o <keep_alive>: [l B E#: 51 SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.

e JEREl: [0,7200].
- 0: 2% keep-alive jBE; (BRIA)
— 1~7200: FFf2 keep-alive Hifit. TCP_KEEPIDLE {f}y <keep_alive>, TCP_KEEPINTVL {i}
1, TCP_KEEPCNT {i % 3.
o Ayt <keep_alive> 7"%@( 5 AT+CIPSTART 4 <keep_alive> A, Z1EH
JERE M ARE . NRBFTAMSRIARE <keep_alive> B4, WIERIAM A K EEA(HE.

o EAT+SYSSTORE=1, i B H U 517%] NVS 43X

o TERCE SR TR, W VL khiE, UL G ol RER R .

+ SO_LINGER &3 A 23 I B kil . 9140 ic B SO_LINGER {4 60, )ﬂlJAT+CIPCLOSE A TEIL
AFE Xt TCP FIN AEM R, 2580 AT HZE 60 #2, M JciEm iy e 4. Fitk, SO_LINGER
BRI .
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34

TCP_NODELAY ¥E5i i f T it it/ IMEXS SERH M 20K S i 5. PR )E, LwlIP 2k TCP (1) %
%, (HURMEIIER 2, ST EEATSEEEREIE. Fit, TCP_NODELAY H A ERIAE .
SO_SNDTIMEO 3338 | T-AT+CIPSTART iy 4 it & keepalive SN 758, Tl B AL 5,
AT+CIPSEND ., AT+CIPSENDL, AT+CIPSENDEX fit ¥ TE LR IR, TTiE R/ KXY . X
B, SO_SNDTIMEO Zi¥ il & H 5 ~ 10 Fb.

SO_KEEPALIVE #5538 ] T 3 2l 5 WA 1 2 R W i 5%, 3% AT 18 TCP g 55 2% i
BB BRI, FCE ARG, SN M 4547 9. SO_KEEPALIVE HHY L EAEA/NT 60
o

Bluetooth® Low Energy AT iy 245

28

AT+BLEINIT : Bluetooth LE #] 444k

AT+BLEADDR: % & Bluetooth LE ¢ £5 il
AT+BLENAME : #if]/% & Bluetooth LE 154544 Fx
AT+BLESCANPARAM : #¥if]/5¢ % Bluetooth LE #1354k
AT+BLESCAN: {ifg Bluetooth LE 34
AT+BLESCANRSPDATA : '8 Bluetooth LE 417
AT+BLEADVPARAM : #510)/i% & Bluetooth LE | 5 &:%k
AT+BLEADVDATA: %% Bluetooth LE | #5%({E
AT+BLEADVDATAEX : H 8Jji% & Bluetooth LE ) # ##
AT+BLEADVSTART : FF1% Bluetooth LE | #&
AT+BLEADVSTOP: {21} Bluetooth LE | #%
AT+BLECONN: 737 Bluetooth LE %3
AT+BLECONNPARAM : #5if/% % Bluetooth LE #1554k
AT+BLEDISCONN : Wi Bluetooth LE %4
AT+BLEDATALEN : %% Bluetooth LE {40 B
AT+BLECFGMTU : & Bluetooth LE MTU K JiF
AT+BLEGATTSSRVCRE: GATTS 72k %
AT+BLEGATTSSRVSTART : GATTS B R &
AT+BLEGATTSSRVSTOP: GATTS {211 R %
AT+BLEGATTSSRV : GATTS % ¥R 4%
AT+BLEGATTSCHAR: GATTS % IR 45
AT+BLEGATTSNTFY : JIR45-5% notify IR 454 (E 44 7% Pk
AT+BLEGATTSIND: J[#4% 3% indicate JIf 45 i (28 % 1
AT+BLEGATTSSETATTR: GATTS 5 & IR & 44 (8
AT+BLEGATTCPRIMSRV : GATTC % P E: AR %%
AT+BLEGATTCINCLSRV : GATTC %I 0& R 5
AT+BLEGATTCCHAR: GATTC % IR 55 435+4F
AT+BLEGATTCRD: GATTC 2BUIR 5 H5 4014
AT+BLEGATTCWR: GATTC B AR & AEE
AT+BLESPPCFG: #¥if)/i% & Bluetooth LE SPP 5%k
AT+BLESPP: 3}t A\ Bluetooth LE SPP it
AT+SAVETRANSLINK : %'& Bluetooth LE FFHLi% 1542 X, {5 &
AT+BLESECPARAM : 2 if)/i% & Bluetooth LE 1% 2%}
AT+BLEENC: %3 Bluetooth LE fjjl#57 3k
AT+BLEENCRSP:  [m] 42 X} i 5t 8% & L (A X 37 2K
AT+BLEKEYREPLY : %5 %} 75 1% 4% [0 55 %541
AT+BLECONFREPLY : #55% % £& M R HNah R (e gz B)
AT+BLEENCDEV : 25145 % 11 Bluetooth LE il %5k £5 51| 32
AT+BLEENCCLEAR: &% Bluetooth LE fil %55 5 91| 3¢
AT+BLESETKEY : & Bluetooth LE ##2Sr X 254H
AT+BLEHIDINIT : Bluetooth LE HID ¥ %] 154k
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o AT+BLEHIDKB: % i% Bluetooth LE HID 4 {5 H
o AT+BLEHIDMUS: ‘%% Bluetooth LE HID F#nfZ K.
o AT+BLEHIDCONSUMER: %% 3% Bluetooth LE HID consumer 5 &,

o AT+BLUFI: FFJ 34 M BluFi

o AT+BLUFINAME: #5if]/i% & BluFi 45447k

o AT+BLUFISEND: %% BluFi ff] F7' [ & X HE

o AT+BLEPERIODICDATA: %% Bluetooth LE J&| 4 ) #& K
o AT+BLEPERIODICSTART : J1 )& Bluetooth LE J& 1%

o AT+BLEPERIODICSTOP: {5 I Bluetooth LE J& ) 3%

o AT+BLESYNCSTART: FFj2 JE 4% ) 2

o AT+BLESYNCSTOP: = [FJ& ¢ #5 [H 2

o AT+BLEREADPHY : #tif) 24 HiiER:ff i PHY

o AT+BLESETPHY : V&8 4R ¥ PHY

341 &

2y, ESP32-C3 AT [E{: 3045 B A% D MIE 5.0 JiA

W BRAM AT B SRR IC TR R TA AT 4. IR EFEE M ESP32-C3 BRA SZHim4, HH
T14mi¥ ESP-AT 142, 7RS0T E TR EER (P2 n, WP Zks)
o £ BluFi 4 : Component config->AT ->AT blufi command support

o 2% Bluetooth LE f5%: Component config->AT->AT ble command support
2% ] Bluetooth LE HID f54: Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji{k

i &

e
£¥if] Bluetooth LE 254 1k 1k,

AT+BLEINIT?

Wi i <
LUV, AT &[0

+BLEINIT:<role>
OK

HARMIIG, AT iR[H]:

+BLEINIT:0
OK

Bae

&E

Tytie:
¢ B Bluetooth LE #JIg{kfa 4

O e
iy
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’AT+BLEINIT:<init> ‘

e <init>:

e 0: {44 Bluetooth LE
 1: client f {5,

e 2: server {4

B

o MRS ALAVERE, HAE [ Bluetooth LE INAERT, &k IEAT+CWMODE=0/1 445 fi] SoftAP.
INEA T REE LAY, T EE RE A7 SOR

* [E/IJLE Bluetooth LE iy &2 1, W EM A M4, ¥4k Bluetooth LE fj 4.

* Bluetooth LE fy Ayttt , NEEEHDIMe. WU e, FHESCRMAT+RST o ER AL,
H VI IA 1L Bluetooth LE £ {7,

* HEVESS Bluetooth LE 2 i, {5 IRIEYESEATHY) 4. STFWTIT A i %

* 402k Bluetooth LE ELHJ4H4k, WAT+CIPMODE Jokise M 1.

il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: 7 Bluetooth LE 4%kt

o

A i) &

Ditig:
’ﬁiﬁ Bluetooth LE % & By /A 3£ H 4 ‘

v

A

=

’AT+BLEADDR? ‘

W i <

+BLEADDR: <BLE_public_addr>
OK

B a

Yitig:
1 & Bluetooth LE % £5 14k 257

A

AT+BLEADDR=<addr_type>[, <random_addr>]
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Wi 3% ¢

OK

* <addr_type>:
o 0: /A3:ibdik (Public Address)
o 1: BEALH4E (Random Address)

]

o EASHMLE (Static Address) [V i B DA 2544

o HuhEE R WAL N 15

o FEMLHIHETR 20 140K 05

o FEMLHLHETR 20 140k 1.

o W EIESHIIEA SHERATAE NVS X,
il
AT+BLEADDR=1, "£8:7£:24:87:1c:7b" /) BB RN A H B A
AT+BLEADDR=1 /) B ML A AR M
AT+BLEADDR=0 /) BN E A

3.4.4 AT+BLENAME: #%ifj/ix ¥ Bluetooth LE %75 %%
iy

Jyiig:

#71fi) Bluetooth LE 154544 ¥R

AT+BLENAME?

W i :

+BLENAME : <device_name>
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S
o <device_name>: Bluetooth LE %454 Mk, AR KJE: 32, BHALFR N “ESP-AT”,
]

PAT+SYSSTORE=1, Wi B MCBHRTETE NVS X,
o HH TSR ERSHIG, BT TAT+BLEADVDATA fig -1 8 2 FREGHE #8024

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #%ify)/i% ¥ Bluetooth LE $1#i% %
A far A

i
2¥if] Bluetooth LE 3424

Py
A

AT+BLESCANPARAM?

Wi i <

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

[<1=1
HE

% & Bluetooth LE #9324
%

AT+BLESCANPARAM=<scan_type>, <own_addr_type>, <filter_policy>, <scan_interval>, <scan_
—window>

Wi i ¢

OK

BH

o <scan_type>: {2

0: B h 314

L EFhEH

o <own_addr_type>: il 27
0: yHeshk

1: BEMLHAE

2: RPA 3k

3: RPA F#HhE
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<filter_policy>: 4l yE 7=

0: BLE_SCAN_FILTER_ALLOW_ALL

1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

<scan_interval>: 4 8] fF. XS AN K T % T <scan_window> Z ¥ {H. & 50 B
[0x0004,0x4000], F1 4[] BE /2 X S0 VA 0. 625 228D, T DA SE B 9 141 18] B9 35 [ 4 [2.5,10240]
=,

<scan_window>: % 1. XSV /DT % T <scan_interval> SEH. &5 H:
[0x0004,0x4000]. 4t D /2% SOk PA 0. 625 />, FrRASLPr g4 & 0 Y8 B A [2.5,10240]

2.

il

AT+BLEINIT=1 // ft: & P 3%
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.6 AT+BLESCAN: filifig Bluetooth LE I

y

N

&

yiig:

FF44/452 11 Bluetooth LE 94

AT+BLESCAN=<enable>[, <duration>] [,<filter_type>,<filter_param>]

W i :

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>

OK
+BLESCANDONE

e <enable>:
o 1 FFURRREAATE
o O: {5 IERREEAHE
* [<duration>]: FHHFRFEEATE], A7 FDS
o HICEAF IR, TRREASEG
o HIREI IR, FREARSE:
- ARBEBEN O B, WFIRFF IR

- RSN AE O (R, Bil4n AT+BLESCAN=1, 3, WIF/RHH 3 #0)5 B ah& )R, ARERME

EREEE N
o [<filter_type>]: 13 yELEI
e 1: “MAC”
e 2: “NAME”

o <filter_param>: IJESEL, FERX TR MAC #ihksk 44 F)

e <addr>: Bluetooth LE #iihil

o <rssi>: F5iF

o <adv_data>: | HEHIE

o <scan_rsp_data>: 1 5
o <addr_type>: ) iFiN bR A
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e

el [ W B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TEHi 5 B %A 4 2 L BB S ¥ . OK W REYE +BLESCAN:<addr>,
<rssi>, <adv_data>,<scan_rsp_data>,<addr_type> 2 W f H, WM FH W B &
+BLESCAN:<addr>,<rssi>, <adv_data>, <scan_rsp_data>,<addr_type> < J5 %i
e

o QURGARZORAFII R B i, FRE AN AT+BLESCANPARAM fin 5B B AT )7 active scan
(AT+BLESCANPARAM=1,0,0,100,50) , I HX k45 HEIKHE scan rsp data, A REFIGH

i 7 4R
il
AT+BLEINIT=1 /] A B P
AT+BLESCAN=1 /] FFEE
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F 4 HAH, LR EA A MAC H i
AT+BLESCAN=1, 3,2, "ESP-AT" // FHHEWH, T RER A XL LK

3.4.7 AT+BLESCANRSPDATA: i Bluetooth LE F5m )
BE A

Dy
%% Bluetooth LE 5413/

[

’AT+BLESCANRSPDATA:<scan_rsp_data>

W i <

[ox

B

o <scan_rsp_data>: 0N HHE, 8 HEX FAFER . B, AR EEm s 8 udE A “ox11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

Zy 1|

AT+BLEINIT=2 /] R RSB
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #if)/i% ¥ Bluetooth LE ) &5 %k
A4

e
i HSHK

Py
A
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AT+BLEADVPARAM?

W 7

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <"peer_addr">, <primary_PHY>, <secondary_PHY>

WE S

[k

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <"peer_ addr">][,<primary_PHY>,
—<secondary_PHY>]

Wi i *

OK

S

<adv_int_min>: f/N R . SEGER : [0x0020,0x4000]. TR R AE TS EORDL 0. 625 %
gﬁﬂw\i%%%d\ﬁ & [H] f N [20,10240] ZF0. ASHUEN /N TST <adv_int_max> £
<adv_int_max>: k). SHGEE: [0x0020,0x4000]. J 16| FEE4SE %S89k 0L 0. 625 2
BB, P PASE BR ) B 4K 18] [ Y BB R [20,10240] Z8b. ASEMEN K T4 T <adv_int_min> &
B
<adv_type>:
0: ADV_TYPE_IND
: ADV_TYPE_DIRECT_IND_HIGH
: ADV_TYPE_SCAN_IND
: ADV_TYPE_NONCONN_IND
: ADV_TYPE_DIRECT_IND_LOW
: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
: ADV_TYPE_EXT_SCANNABLE_IND
- M)A 0-4, W AT+BLEADVDATA & E ) #2802 HEERE 31 F
7, WARFEREERN) KSR, R AT+BLESCANRSPDATA fiy 4 K1 .
- ME) I, 5-7, W FAT+BLEADVDATA %X B #2802 R A E 119 &
7,

<own_addr_type>: Bluetooth LE Hhihil- 271

0: BLE_ADDR_TYPE_PUBLIC

1: BLE_ADDR_TYPE_RANDOM

<channel_map>: | %58

1: ADV_CHNL_37

2: ADV_CHNL_38

4: ADV_CHNL_39

7: ADV_CHNL_ALL

[<adv_filter_policy>]: |4 yE25 L0

0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

NN R W=
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2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
3: ADV_FILTER_ALLOW_SCAN_WLST _CON_WLST
 [<peer_addr_type>]: X175 Bluetooth LE #iihil-357

e 0: PUBLIC

e 1: RANDOM

e [<” peer_addr” >]: X} Bluetooth LE i

e [<primary_phy>]: | & primary PHY . ZRIA{EH: IMPHY,
- 1: IMPHY
— 3: Coded PHY
* [<secondary_phy>]: | 4% secondary PHY ., ZRAfE: 1M PHY,
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

Bl
o WRMKEE T peer_addr, IBAEMIERNLERERES,

* primary_phy fll secondary_phy fFRE-—E&E, WRARE, PAKREENSESMEHRIA
IM PHY.

i1

AT+BLEINIT=2 // ft: R4 58
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

il 2

AT+BLEINIT=2 // ft: R4 58

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// BB Bluetooth LE X F 3 H M F| 8 ESP & & B MAC M ik # "c2:34:45:78:66:89"

349 AT+BLEADVDATA: ¥ Bluetooth LE ) #k%f2

BCE) RS

A .
"ﬂ/?\'

’ AT+BLEADVDATA=<adv_data>

W

’OK

o <adv_data>: ] SR, A HEX 247, B, A ASE T 1 EdE - “Ox11 0x22 0x33 0x44 0x55”7,
N4 AT+BLEADVDATA="1122334455", fHKKJF: 119 FF7,
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e

o 2 HIE. & f# H fiy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T REdE, M ar 0B B R 3 6 -

o QERGEAREE A G B BOR A AR, WESHERAT 58 % 6 2 Z JG A TAT+BLENAME fir 455 % 4
PR A R AR 2 R o

o YEffi fAT+BLEADVDATA 342 Hi, W/ 55813 AT+ BLEADVPARAM 1y % & 1S4k

o MHHAT+BLEADVPARAM G5BT #5580 0-4, N){di F{ AT+ BLEADVDATA iy 438 15 5d
2 HARRCE 31 07, WIRTFERE T K B8R, I8 AT+BLESCANRSPDATA fit % KU & .

o UHHAT+BLEADVPARAM 45 B #2580k 5-7, W{fi AT+ BLEADVDATA iy A &) 15 5dR
% HABE 119 577,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [#)i% % Bluetooth LE ) ¥k%La
by A

Yytie:
ISR 22

O e
iy

AT+BLEADVDATAEX?

Wi i *

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

gﬁ

CE

Dyt
BCE) A IR

Py -
“ﬂ4>‘

’AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power> ‘

W i ¢

[ox |

* <dev_name>: F ff H B, IR W H LW B W, FHEEE RS LKA ust
test” , I 4y 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,

o <uuid>: FAF B S . # w, # MR E UUID k “0xA002” ;A AR
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,
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+ <manufacturer_data>: il i ¥ 8%, S8 HEX FAF R, a0, #5883 b g 8ois o “ox11
0x22 0x33 0x44 0x55”, Nfy4 N AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: 7] TS TX PR, RKSHVIZRH 15 /W, 0.
e
o WRZ FIC &8 ] iy 2 AT+ BLEADVDATA=<adv_data> 3% T #5808, WA ar 58 1)) %

o B2 R Z Wi 8 AT+ BLEADVPARAM iy BLE R R IBUH A 0.

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: JI44 Bluetooth LE )"
Wiidn s

Yytie:
TR 4%

O e
iy

’AT+BLEADVSTART

Wi 3% <

[ox

]

o FRAN Ay S AT+BLEADVPARAM=<adv_parameter> 1% &) #5250, WIH HEAT 1S40

o B 4 AT+ BLEADVDATA=<adv_data> B H4LE , %% 4 0 M.

B Z W T % fff M fiv SAT+BLEADVDATA=<adv_data> % & it 7 4% %% #2, W &
#7 AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B #J | #§ 2
P, M, W AT+BLEADVDATAEX, <% AT+BLEADVDATA % ¥ 1)) #5 £
7 o

+ FF Bluetooth LE /I, 114757 Bluctooth LE 4, I5245 4 B4 Hf: Wfar T
B, W HBEHR) 1.

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVSTART
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3.4.12 AT+BLEADVSTOP: {% |} Bluetooth LE J &
WA 4

i
(I

s

’AT+BLEADVSTOP

W

’OK

L]
» #TIR)#E)G . P)E ST Bluetooth LE 345, 2 H 81454 Bluetooth LE )™, JEF5 M A<

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: #tyr Bluetooth LE Y%
iy A

Yitig:
#1fi) Bluetooth LE %%

[

AT+BLECONN?

Wi i ¢

+BLECONN: <conn_index>, <remote_address>
OK

PR BT IER:, WA R <conn_index> F1 <remote_address> Z%{.

Eas

&F

yiik:
%57, Bluetooth LE 43

P
iy A

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W
PR, AR
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+BLECONN: <conn_index>, <remote_address>

OK

HORNLIEERRIN, R

+BLECONN: <conn_index>, -1

ERROR

tooe RN SRR CE B — SR S EGE R RN, s

ERROR

BH

» <conn_index>: Bluetooth LE #3225, JEH: [0,2].

» <remote_address>: XfJ5 Bluetooth LE £l .
* [<addr_type>]: )" i stk A :
— 0: A tHudik (Public Address)
— 1: [tk (Random Address)
* [<timeout>]: JEHRMTIFE, MO Fbo JHE: [3.30].

o BAEBNOITERZ W], JeiBfTAT+BLESCAN fin ik &, MR B s b T #IR A

o BORIESZABIT R 30 b,

o {II4R Bluetooth LE server E 4 IAL HIESEE IS, W] DAREH bt ay S AEXT 451545 (GATTC) Hik
PRS- AT A AT GATTC f4:

e AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

e AT+BLEGATTSIND

o f1 SEAT+BLECONN? #£ Bluetooth LE 7 %] 44 1) 15 I F $44F (AT+BLEINIT=0), W] & %5/~ £ H
+BLECONN:<conn_index>, <remote_address> ,

2N

AT+BLEINIT=1 /] B B P
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #¢if)/¥i i Bluetooth LE 4 :5 %
Ao A

hig:
#51f] Bluetooth LE i#3%5:4k

e

AT+BLECONNPARAM?
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Wi 3% ¢

+BLECONNPARAM: <conn_index>,<min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>
OK

EmA

&F

ik
T 37 Bluetooth LE #3255k

O e
iy

’ AT+BLECONNPARAM=<conn_index>, <min_interval>, <max_interval>, <latency>, <timeout>

W

[ox

VBRI, WFERPATRE

+BLECONNPARAM: <conn_index>, -1

BH

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <min_interval>: fF/NEREIF. ASEEN /DT % T <max_interval> SH{H. SETLH:
[0x0006,0x0C80]. 4z [H]fa 55 TS ELA 1. 25 ZF>, P LASERR A fie/ N2 0] B Rl > [7.5,4000]
R,

o <max_interval>: I KZEZEREE. ASEEN KT T <min_interval> Z8{H. S50 HE:
[0x0006,0x0C80] . H##z[H] [ 5E TZSER LA 1. 25 = FP, FT DASE bR e K 42 R B v Bl A [7.5,4000]
R,

o <cur_interval>: 4H[iEZEENG.

o <latency>: FEIR. ZEERE : [0x0000,0x01F3],

o <timeout>: BHf. SHGUE: [0x000A,0x0C80]. HMI4F T%SHR LA 10 ZFP, FTPASEFRAEERT
YA [100,32000] Z 75,

Bl

o A EORSGHENIIER, client i server f AT SCRFEBTE RS AL

il

AT+BLEINIT=1 /] B B P
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14,1,500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
P4

tig:
7T Bluetooth LE %43
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[

AT+BLEDISCONN=<conn_index>

Wi 3% ¢

OK // Yk ¥ AT+BLEDISCONN 4 4
+BLEDISCONN:<conn_index>, <remote_address> // & AT 4 2 i B

S

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].
o <remote_address>: X}7J; Bluetooth LE #5453l .

il

AT+BLEINIT=1 // ff: % P %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLEDATALEN: ¥t Bluetooth LE ity )%

P
i

L /
[y

)

N

% & Bluetooth LE ¥ 40 3

>

& X
w B

’AT+BLEDATALEN:<conn_index>,<pkt_data_len>

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <pkt_data_len>: Z{#EM K, JEHE: [0x001B,0x00FB].

Bl

o TEFESEHEST Bluetooth LE 38, A REiXBESIREKE.

hil

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30
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3.4.17 AT+BLECFGMTU: %% Bluetooth LE MTU K-Ji&
Arifg i A

Dyie:
Z1h) MTU (maximum transmission unit, fx KAEHEATE) K&

s

AT+BLECFGMTU?

W ) *

+BLECFGMTU: <conn_index>, <mtu_size>
OK

BeEmA

ik
P8 MTU Ry K

’ AT+BLECFGMTU=<conn_index>, <mtu_size>

Wi i ¢

IOK /] W B K A A

ZH

- *#*<conn_index>**: Bluetooth LE # # %, W H: [0,2].
- **<mtu_size>**: MTU K, B fr: F¥%, &LHE: [23,517].

A B3 Bluetooth LE # ¥,
- NEXFEFHEARALSRE MTU K E.

5% FEWH, WAL 0K RAXF ZHWHE MIU-
K E, Wi BEKER—F A%, BWIHA :ref: AT+BLECFGMTU? <cmd-BMTU>' & i £ FFo
“MTU K E .

2y

AT+BLEINIT=1 /] B B P
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS &t/ 5%
AT %

ik
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GATTS (Generic Attributes Server) 417 Bluetooth LE JIz 4%

A .
"ﬂé’\‘

’AT+BLEGATTSSRVCRE

W

’OK

|

* fifi ] ESP32-C3 1} Bluetooth LE server S|k 55, FThesiA GATTS Fil B A mfg_nvs.bin 3 {43
flash 1,

* Bluetooth LE server #J 4k )5, 1 M A fir QAR 55 5 AnSR ST Bluetooth LE #:4%, WIJGik
AR5

* 415 Bluetooth LE client CL¥J AL ALY, 1T DA Bt w6 8 AR 455 i mT DAGH ) JHL A — 2640 B 1
GATTS 1%, BlAnEsh A IER S . B R4S FFAE{E AT notification/indication , AR 41 T :

— AT+BLEGATTSSRVCRE (3134F Bluetooth LE 427 . 2 Hif#i )

AT+BLEGATTSSRVSTART (:AE Bluetooth LE 12 # 7  wiffdi i)

AT+BLEGATTSSRV

AT+BLEGATTSCHAR

AT+BLEGATTSNTFY

AT+BLEGATTSIND

AT+BLEGATTSSETATTR

il

AT+BLEINIT=2 // fat: R4 %

AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI 3R 55
P4

Jyiig:
GATTS JF a4k 55

e

AT+BLEGATTSSRVSTART

’AT+BLEGATTSSRVSTART:<Srv_index>

Wi i ¢

’OK
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BH

o <srv_index>: [R&IFE-, M 1 FFiGihe,

Bl

AT+BLEINIT=2 // fat: R % 8
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.4.20 AT+BLEGATTSSRVSTOP: GATTS £ 11l 55
AT

ik
GATTS {5 1 4R 55

[

AT+BLEGATTSSRVSTOP

gﬁ

CE

Dyt
GATTS {51345 55

O e
iy

’AT+BLEGATTSSRVSTOP:<Srv_indeX> ‘

Wi 3% <

o \

BH

o <srv_index>: R&JFE-, M 1 FFiGihde,

28|

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS %R 55
iy

Ytig:
GATTS K IRk
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[

AT+BLEGATTSSRV?

Wi ¥ *

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

o <srv_index>: [[R%5F5, M 1 IG5,
* <start>:

o 0: lRFARITE;

o 1 IR EIR.

e <srv_uuid>: fk51 UUID,

o <srv_type>: J45H2EHL:

o 0: WEMRSS

I RS .

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS %R 55FH- T
it A

Dyt
GATTS J BUIR 55 5k

Py
"ﬂ4>‘

’AT+BLEGATTSCHAR?

W 7
XIS FAE SRR, WA AR :

’+BLEGATTSCHAR:"char“,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XA R, MR

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

BH

o <srv_index>: RS FS, M 1 IFHRE.

o <char_index>: [RFFHEMTS, M 1 AHIEN.
e <char_uuid>: JRS4HER UUID,

* <char_prop>: [RS5HFHEM)JEM:

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: 4FEHIALT UUID,
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: #4548 notify JI} 45 ¥Rk (Fi 20 5 o
BE WA

452 notify fI% 45 FHAE (247 i

[

’ AT+BLEGATTSNTFY=<conn_index>, <srv_index>, <char_index>, <length> ‘

W] i :

55 > Fon AT WER TR R D 8ds,  BUREm] DU A K, 48de K iR 3 240 <length> {ERT,
AT notify /.

R LR AT, WHER:

OK
ZH

» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].

o <srv_index>: R4 75, A[iafTAT+BLEGATTSCHAR? %51y,

o <char_index>: ARSEFEN TS, R84 TAT+BLEGATTSCHAR? 25if] .

o <length>: HRKEF, HAKKE: (:ref: MIU <cmd-BMTU> - 3),
il
AT+BLEINIT=2 /I AE R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /] TR, Y client HHE, S EE K notify
AT+BLEGATTSCHAR? // # # £ % notify & F i & 1E

/) Bldm, R 3 B ESH 6 BAEAE notify K EH 4 FEYWEKE, FALT &4
AT+BLEGATTSNTFY=0, 3, 6, 4

J)OET TS BEE, BN 4 THHKE, W "1234", RERE Y B EH

34.24 AT+BLEGATTSIND: [} %2 indicate JJ} 455160 %y

Bae

&E

Jrfie:
JI7 4542 indicate I} 4555 F(H 287 P ik

Py -
iy A
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’AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<length> ‘

W] 3 :

FES > 7 AT MR IFBECER B, BN T IR AR, S50 K FEISBI B <1engtn> MOEN,
AT indicate #EAE .,

B RS, R

OK

e <conn_index>: Bluetooth LE &35, LRl [0,2].

o <srv_index>: [R5 75, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4HEHENTS, Tli54TAT+BLEGATTSCHAR? 25if) .,
o <length>: Rk, KR (MIU-3).

hil

AT+BLEINIT=2 /] R & B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FWT ¥, Y% client HHEF, LM E WK indication
AT+BLEGATTSCHAR? // & # & F 3% 7 W # ¥ indication # 4 4E

/) Bldm, ER O3 EMRAEHE 7 THRAL indicate KE A 4 FHEHHKE, 44w T
AT+BLEGATTSIND=0, 3,7, 4

/RT T OREE, WA 4 FEWRE, & "3, REREE YRR

3.4.25 AT+BLEGATTSSETATTR: GATTS % &R 55 F5AEA
UM

ik
GATTS B¢ MRk 55 FRAE (L B A HE

zs

’AT+BLEGATTSSETATTR:<er_index>,<char_index>,[<desc_index>],<length> ‘

] o =

9 > FR AT HER IR 8, RET 0T DU A, 2450 K B2 A B 280 <length> HI(ERT,
PATIRE BB

LR R, W

OK
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BH

o <srv_index>: k%575, WiafTAT+BLEGATTSCHAR? Z5if.
o <char_index>: REEEN TS, R84 TAT+BLEGATTSCHAR? 25if] .

o HHE, W E AR E
o HAREE, WK ERHEE.
» <length>: %K JE,

L]

o W <length> BEEKT LMK KE, MKESRIK. FT service table, 1 Il gatts_data.csv

2N

AT+BLEINIT=2 /] A R A B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/B, Bl BREE L EHEMAEEAKEAN L FTHHKE, a5 wT
AT+BLEGATTSSETATTR=1,1,,1

/RE ST BFERE, BN L FEHNEERT, Blw s, REXREFH

3.4.26 AT+BLEGATTCPRIMSRYV: GATTC %BIEANN 55
A%

Yitig:
GATTC (Generic Attributes Client) % PR EEA IR 55

P
iy

AT+BLEGATTCPRIMSRV=<conn_index>

Wi i *

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <srv_index>: R%5F5, M 15,

e <srv_uuid>: f[k%n UUID,

o <srv_type>: JR45HAHL:

o 00 RERSS

o L EHERS

o [ERHAMSA, FFEeET Bluetooth LE #E % ,
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il

AT+BLEINIT=1 // f & : & P 3%
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.27 AT+BLEGATTCINCLSRV: GATTC %M AL &R 55

Bae

&E

i
GATTC K& R 55

O e
iy

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>,<srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

o <srv_index>: R5575, R]iafTAT+BLEGATTCPRIMSRYV =<conn_index> #rif].
o <srv_uuid>: f[k51¥ UUID,

* <srv_type>: [R5 HAHY:

o 0: WEMRSS

o 1 HERS

o <included_srv_uuid>: 1J5 k4511 UUID,

 <included_srv_type>: RS IZEHL:

o 00 RERSS

I RS .

el
o [EAMA, FFEEET Bluetooth LE E

il

AT+BLEINIT=1 // fa & : & P 3%

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REH -4 AW EHLEE, T index &£ if

3.4.28 AT+BLEGATTCCHAR: GATTC % Bl 55 F5 4
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GATTC A B 55 FF 1k

A .
"ﬂ/?\‘

’AT+BLEGATTCCHAR:<conn_index>,<srv_index>

W
XIS FAE AR R, MR AR :

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XA R, MR :

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: fR%F5, WinfTAT+BLEGATTCPRIMSRV=<conn_index> £ if].
* <char_index>: [RFEFHEMRFS, M 1 FFIRIEHY,

e <char_uuid>: AR%4HER UUID,

* <char_prop>: JRE5HFHIENJEME.

o <desc_index>: FHFHIAGTEE .

o <desc_uuid>: JHERH AL UUID,

o [ERHAMS, FFESeET Bluetooth LE jE

il

AT+BLEINIT=1 // fAf: % P 3%

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // ME W — 4 4 AW EHLEE, T index £

3429 AT+BLEGATTCRD: GATTC il 55 FeAit i

GATTC U 55 R B A

e

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W

+BLEGATTCRD: <conn_index>, <len>, <value>
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],

o <char_index>: HRSHEHEFS, Win{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

* [<desc_index>]: FHEHEIATFF 5 :

o FIE, HH IR

o BANWE, BEHHARFHERIE .

o <len>: HHEKJE.

o <value>: <char_value> {3 <desc_value>,

o <char_value> : [RSEHE(E , FRF A&, 181 TFAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BIAN, & MRYA +BLEGATTCRD: 0, 1, 0, ml%ﬁéﬁzﬂ%‘kf ML, AN 407,

* <desc_value>:  Jlx % 4§ fE A i?E oMol F oM B o K, B
#TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i BY. 7 4n, ¥ W v
"N +BLEGATTCRD: 0, 4, 0123, NIZREFCE 4, NEN “01237,

]
o ffHAMmA, FEIHET Bluetooth LE EH; .
o # BARIRSS AR SCRFEERAE, Wk “ERROR”.

il

AT+BLEINIT=1 // fAf: % P 3%

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // REW — 4 @AW LWL R, % index £
/) B, BEBE 3 EMFNE 2 TRENE 1 BHARXER, 4w T:

AT+BLEGATTCRD=0, 3,2, 1

3.430 AT+BLEGATTCWR: GATTC GR 55 FFhFAi

LA

P

Dyt
GATTC 5 iR 55 R s A AT (E

A

’AT+BLEGATTCWR:<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length> ‘

Response:

: |

TP > R AT MERF s DB, SO ETT DU A KR, 28 K kB B8 <Length> HfERT,
TS AR

AR R, R

OK

ZH

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].
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o <srv_index>: [[R%/F5, ® _J;L://ﬁ‘AT+BLEGATTCPRIMSRV—<COHH index> B ifi

o <char_index>: E&%tﬁ@{}?y, A] 1547 AT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif] ,
o [<desc_index>]: FFAEHIASF TS

o HIE, WS HRRRFE

o HARWE, WS HRRHERE.

o <length>: FHEKJE. ZSEAIBYETEE 57 gatts_data.csv H val_max_len SEGENN.

]
o EHAMA, FFE5E T Bluetooth LE # 4§,
o T HPRIRSFHEAR LR S, MR “ERROR”,

il

AT+BLEINIT=1 // fat: & p 3%

AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // REW — £ @4 W £ WL R, % index £
/Bl B 3 %ER%‘E’J% 4 ERME, EANKEN 6 FHYHEHE, 40T
AT+BLEGATTCWR=0, 3, 4, ,

J) BT Tsn B ERE gﬁﬁ)\ 6 FHHKEH T, w0 "123456", REFH B A

3.4.31 AT+BLESPPCFG: 4ily/i ¥ Bluetooth LE SPP 5%
Ay

yite
251f] Bluetooth LE SPP (Serial Port Profile) 4§

[

AT+BLESPPCFEG?

W i ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>,<rx_service_index>, <rx_char_index>,
—<auto_conn>
OK

P B o ¥ Bluetooth LE SPP £k

"ﬂ4>

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W :

OK
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¢ <cfg_enable>:

« 0: HEITA SPP 241, FHSHALHFES;

s IS HHEERS.

o <tx_service_index>: tx fk 4 /¥ B, W iz fFAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 251 .

o <tx_char_index>: tx flg % 45 1F /¥ 5, W] i f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751,

o <rx_service_index>: rx fkx % ¥ 5, W 5 {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? #51).

o <rx_char_index>: rx IR % ¥ {F )¥ 5, W 18 fFAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751,

* <auto_conn>: FEIEAREN, BINFEOLT, BIEEDRR6E.

* 0: 45| Bluetooth LE %% H I EIE LI fE .

* 1: {#ifE Bluetooth LE %1% H #h E=iET 6B .

o X} Bluetooth LE %% i, tx ARSSEFAE BN write with response B{ write without
response, X REFEEHELAE indicate B notify,

* XT Bluetooth LE il 55#%, tx R SSFHEEELAE indicate B notify, rx [RSFHEBEELAZ
write with response 5{ write without response,

s BT HINEEYR)G, WRERN, SIRAWFERE RN (KT AT+SYSMSG), &
BT RIRIERE A S (EREMIIEOL Y, HEWITE, 2 HESIEE, MCU IR B BB Wi,
QAR I MAC KA T oA, WITeik SR M) .

il

AT+BLESPPCFG=0 // # ¥ Bluetooth LE SPP % %
AT+BLESPPCFG=1,3,5,3,7 // % & Bluetooth LE SPP % %
AT+BLESPPCFG? // # i Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: it A Bluetooth LE SPP i
P4

Yitig:
13 A Bluetooth LE SPP #i5{;

A

AT+BLESPP

Wi i ¢

OK

>

bakm g R AT B4 A Bluetooth LE SPP A5, ] PASEA T4 1) A iR IR -
77 Bluetooth LE SPP JRZS48 % ( X} i64E Bluetooth LE #3327 37 5 K {#TfE Notifications ), NIJ3% [A] :

ERROR
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e

* 1E SPP L, FHRIEAT+SYSMSG Bit0 2y 1, W AT A AR ATR H SPP i B fF 5 .
* £ SPP &, A ARBEAT+SYSMSG Bit2 Jy 1, W AT A LA AT BRES A 5 R
* URGWEIREH +++ U, kbl 2R ay >, i 2% 5B H R4 AT @

4.

il

AT+BLESPP // # N Bluetooth LE SPP # =

3.4.33 AT+BLESECPARAM: #%ify/i% ¥ Bluetooth LE s 5%k
A4

e
7%1fi] Bluetooth LE SMP Jli%5 2%k

.
"Il/?\‘

AT+BLESECPARAM?

W i <

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>
OK

BEmA

hiig:

% & Bluetooth LE SMP I &% &4}
%

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>[, <auth_
—option>]

W

OK

» <auth_req>: AEiEK.
¢ 0: NO_BOND

e 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND

* <iocap>: Hy AHiiHHE ],
* 0: DisplayOnly

 1: DisplayYesNo
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2: KeyboardOnly

3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: MUK E . SEGEH: [7,16]. Bl F7,
<init_key>: > HRH AR AR -

<rsp_key>: Z/> LR ZH B R B 254

<auth_option>: 24\ JE1ET :

0: B3l Z a5

o L QPR TCVAG 2 BIBOE 22550, WaWiTT s,

e

* <init_key> fll <rsp_key> ZE RO H AR -

o Bit0: [T Rt B s EF A [ 5 () i 4 S 4 5

o Bitl: 320G 2 S A I 235 47 IRK 2547 ;

o Bit2: TR HI iR A Y 291 CSRK 4] ;

* Bit3: JIF3c 4 i 2 A N %4011 link %545 ({1 F Bluetooth LE F1 BR/EDR JEA7A5 ) .

il

AT+BLESECPARAM=1,4,16,3,3,0 ‘

3.4.34 AT+BLEENC: % jd Bluetooth LE Jjis iR

)E’J

CEL A

i
S WOREEN

O e
iy

’AT+BLEENC:<conn_index>, <sec_act> ‘

Wi i <

[ox |

BH

» <conn_index>: Bluetooth LE #4225, JEH: [0,2].
e <sec_act>:

0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM.

Bl

o fENAGOHT, WCRELESH. B SRR,
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il

AT+RESTORE
AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1,0,16, 3,3

AT+BLESETKEY=123456

AT+BLEADVSTART

// £ Bluetooth LE & app % # client B ESP32-C3 & % # 7 Bluetooth LE # ¥
AT+BLEENC=0, 3

3.4.35 AT+BLEENCRSP: [n]53 %33k 4% 5 e i fic o i 2R
YA

Jyiig:
I 52250 S 1 6 A AL AT RO i 2K

e

’AT+BLEENCRSP=<conn_index>,<accept>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
* <accept>:

o 0: JE4;

o 1z,

Bl

o BRAG AT, AT ATERUAFIER MRS RS

+BLEAUTHCMPL: <conn_index>, <enc_result>

» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].
¢ <enc_result>:

0: I fe Xt ) ;

L: T e 2R

il

AT+BLEENCRSP=0, 1
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3.4.36 AT+BLEKEYREPLY: #5%} 75 45 M5 %%
BE A

Jyiig:
] 52 B} 4

s

’AT+BLEKEYREPLY=<conn_index>,<key>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <key>: FLXTEH.

il

AT+BLEKEYREPLY=0, 649784

3.4.37 AT+BLECONFREPLY: #3%}J5 Seac IS fiNas i (fhge B e )

LA

-t

itk
[1] 4 it o) 3% S

s

’AT+BLECONFREPLY:<conn_index>,<confirm>

W i :

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
¢ <confirm>:
e 0: 1%

e 11 B

il

AT+BLECONFREPLY=0, 1
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3.4.38 AT+BLEENCDEV: #rifyZ€h% Bluetooth LE %8 Be 45 414
Ao A

Yyiig:
A48 E 1 Bluetooth LE N5 #5413

s

AT+BLEENCDEV?

W

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

B8
 <enc_dev_index>: TP RAMIERES . MSHA—EE T S AT+BLECONN 25 1) Bluetooth

LE 325 F P conn_index %, Jul#l: [0,14].
* <mac_address>: MAC #ihil.

BE]
* ESP-AT iZ AWSIE 15 k. WRIEMBIHEIT 154, IR ER & E SRk

REMF M 0 | 14 SRR E 162 BT (E .

il

AT+BLEENCDEV?

3.4.39 AT+BLEENCCLEAR: {5k Bluetooth LE Jji% 3 #5514

wia s
i
T BRI M B R
s

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
T B3 2 4 i P i A 5

e
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’AT+BLEENCCLEAR

W

’OK

« <enc_dev_index>: B4} EXSMIERES .

il

AT+BLEENCCLEAR

3.440 AT+BLESETKEY: %% Bluetooth LE &52AsHCkf %540

A a4

itk

’_%_‘i’@ Bluetooth LE ¥ A BN B4, £X%&E, N AT KE -1

[

’AT+BLESETKEY?

Wi i ¢

+BLESETKEY:<static_key>
OK

[Fautigy

Yriig:
i Bluetooth LE 4% 1% #—4> Bluetooth LE #7525

’AT+BLESETKEY:<static_key>

M) v :

[ox

S

* <static_key>: Bluetooth LE FfZSHD X454

2N

AT+BLESETKEY=123456
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3.441 AT+BLEHIDINIT: Bluetooth LE HID Bl #)isit

iy

e
i) Bluetooth LE HID Hsl 1A L1

s

AT+BLEHIDINIT?

L)V
HARYIRE, W AT & A :

+BLEHIDINIT:0
OK

HOAAIE, W AT &

+BLEHIDINIT:1

#1144k, Bluetooth LE HID 13X

A\ .
"ﬂ/?\'

’AT+BLEHIDINIT:<init>

Wi i ¢

’OK

e <init>:

o 0: HUJlY Bluetooth LE HID sl (#T444k ;
« 1: #1144k Bluetooth LE HID #jill .

Bl

« Bluetooth LE HID J&:%: 5 il GATT/GAP iy 4 [a] i i .

il

AT+BLEHIDINIT=1
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3.442 AT+BLEHIDKB: % 3% Bluetooth LE HID &1 5.
wE WA

i
8S SR Y,

s

’AT+BLEHIDKB=<Modifier_keys>,<key_1>,<key_2>,<key_3>,<key_4>,<key_5>,<key_6>

W

’OK

o <Modifier_keys>: Z1 {4,
o <key_1>: HEfLHS 1,
o <key_2>: RS 2,
o <key_3>: HE{UAY 3.
o <key_4>: HLHD 4,
o <key_5>: ffLHS S,
o <key_6>: UG 6,

s
o FLHILH{E B, 2% Universal Serial Bus HID Usage Tables /) Keyboard/Keypad Page 77 .

B ATS-1S 10S UM AE,, BB TR R el MFLAGLE.

il

AT+BLEHIDKB=0,4,0,0,0,0,0 // My NF & & "a"

3443 AT+BLEHIDMUS: %% Bluetooth LE HID [lkif3
B

itk
Kk b E

A\ .
"Il/?\‘

’AT+BLEHIDMUS:<buttons>,<X_displacement>,<Y_displacement>,<wheel>

Wi i :

[ox
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BH

 <buttons>: FbrFici.

+ <X_displacement>: X {i/#%.
» <Y_displacement>: Y %,
o <wheel>: HE#.

s
« L HID [ArE B , i 57% Universal Serial Bus HID Usage Tables [/ Generic Desktop Page {1 Application

Usages &7,
o B4 108 PR H., IR TR B e MFLIAGIE.

il

AT+BLEHIDMUS=0,10,10,0

3.4.44 AT+BLEHIDCONSUMER: % 1% Bluetooth LE HID consumer {5 5\

)E’J

CEL A

Tytig:
%1% consumer 15 &,

Py -
“ﬂ4>‘

’AT+BLEHIDCONSUMER:<consumer_usage_id>

W i <

[ox

BH

» <consumer_usage_id>: consumer ID, [l power. reset. help. volume %, /71 2% HID Usage Tables
for Universal Serial Bus (USB) Hf#) Consumer Page (0x0C) Y.

Bl
o BAEIArST 108 UM ACH., IR T E e i MFLIAGIE.

il

AT+BLEHIDCONSUMER=233 /) BB EE

Espressif Systems 143 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback


https://www.usb.org/sites/default/files/documents/hut1_12v2.pdf
https://mfi.apple.com/
https://usb.org/sites/default/files/hut1_21_0.pdf
https://usb.org/sites/default/files/hut1_21_0.pdf
https://mfi.apple.com/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

3.4.45 AT+BLUFI: Jf)53ok A BluFi
iy

i
i) BluFi ARZS

s

AT+BLUFI?

L)V
7 BluFi RIT/H, Mk [H:

+BLUFI:0

OK

# BIUFi CIFR, WGEM:

+BLUFI:1

T ECK ] BluFi

’ AT+BLUFI=<option>[,<auth floor>]

] oz <

[ox

BH

¢ <option>:
— 0: X[1] BluFi;
— 1: )3 BluFi,
* <auth floor>: Wi-Fi J\IFA I, ESP-AT N2 42 BB AL T S {E ) AP:
— 0: OPEN (#kiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
— 11: WPA3_EXT_PSK
- 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP

|
0 NN W
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— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE

(L]

o L BETE Bluetooth LE RHIHAAL NI T FF ik 3¢ 4] BluFi (AT+BLEINIT=0).

© MARIBHAFIPERE , ARG BluFi DIBERT, JokifAT+CWMODE=0/1 fiy %351 SoftAP. AR
TIERE AT, WPk RE JUAT S0

* BuFi [0 51§ & ik AT+BLUFI=0 fir%- 5] BluFi, PAREBTR .

il

AT+BLUFI=1

3.4.46 AT+BLUFINAME: #xify/i ¥ BluFi &85 #Ak%
a4

ik
7¥if) BluFi 4§

"Né?

AT+BLUFINAME?

W

+BLUFINAME: <device_name>
OK

[y

RE
i

&

S EE

ﬁ

fir

BluFi i&% 4544 Fx

=

’AT+BLUFINAME:<device_name>

W 7 :

’OK

BH

o <device_name>: BluFi %454 F5.

|

o WIEE % E BlFi i % 4 %, i 1E18 /7 AT+BLUFI=1 £y 4 i % 5, 7 W% 6 f 2 iA 4
BLUFI_DEVICE,

* BluFi W PR E K BE R 26 75,

* Blufi APP W] DATEL H T H R 23K
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il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.47 AT+BLUFISEND: % 1% BluFi Ji] ) 3 & U

ik BluFi J P H s SCBs 45 FHL

A\ .
"Il/?\‘

’AT+BLUFISEND:<length> ‘

Response:

PR > R AT WEA e OB, BLIE T DB AN, 4808 K B2 1A I B4 <1ength> HOMERT,
IRl Tie
ERARALRIRT), MR

OK

B
 <length>: HCRICIE, A T
e

o B2 XEERW K BRI 600 FY .
o WS ESP YR EITFHLA R H P B @ X8, I 42xPA +BLUFIDATA: <len>, <data> #&=HTHI,

il

AT+BLUFISEND=4

/) Fm ST BEERE, AN A FEHKRENT, o123, AFRKELR AT RESL FA;N

3.4.48 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS P Rk &cda
Faunigy

yie:
BEEJEIATE) 65 -

s

AT+BLEPERIODICDATA=<periodic_data>

My 7 <
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OK

* <periodic_data>: S0 SREE, O 16 ERITAFER . BN, FARBEE) IR LGRS “0x11 0x22 0x33

0x44 0x55”, M4~ AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.449 AT+BLEPERIODICSTART: JI- )3 )5 101k ) #&
P4

Yitig:
PAW SN L E

A

’AT+BLEPERIODICSTART

] o7 2

[ox

|

CE JF fn A W) sk 2 oW, R OE o It B ¥R T,

ADV_TYPE_EXT_NOSCANNABLE_IND,

il

C/D I I AR

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // & B & 8 M S & % #
AT+BLEADVPARAM=32,32,5,0,7,0 // BBV E 5%
AT+BLEADVSTART // FE ¥ B #

AT+BLEPERIODICSTART // F B A M #

3.4.50 AT+BLEPERIODICSTOP: £} JS01P: ) ¥ In] 2B
T

yiig:
AT o

s

AT+BLEPERIODICSTOP
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] 7 2

E |

il

’AT+BLEPERIODICSTOP // fE Ok BB E ‘

3.4.51 AT+BLESYNCSTART: JI 53wl 25 R 010k 85

S IEAESEAT IR R s 2

D e
"ﬂ€>-

AT+BLESYNCSTART=<target_address>

W] )3

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

B4
o <addr>: %tk

o <rssi>: (570 )H
* <periodic_adv_data>: J&1E) FFEEHRE

L)
o FETFRARBIMET R 2 ), AR Bluctooth LE £ IIRER-SEAT

il

AT+BLEINIT=1
AT+BLESCAN=1 // FH#HE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FHEEHE S HEA S

3.4.52 AT+BLESYNCSTOP: 2 |- J&3010: ) 3% Il 2B
AT A

itig:
5 1 ) /R R S R

s

AT+BLESYNCSTOP

Py i <
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OK

|

o WERE U BLE SIS, IR I #R R S I R s F B Ik

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.53 AT+BLEREADPHY: 7%y % mi v EB: 08 g PHY
E A

yiig:
EEif) 24w AR A PHY .

fir 4

AT+BLEREADPHY=<conn_index>

Wi o 2
WERA KT, &[E):

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

QR RN, AR [E]:

+BLEREADPHY : -1
OK

S

o <device_addr>: X uii5 &kl
e <tx_phy>:

1: IM PHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

¢ <rx_phy>:

1: IMPHY.

2: 2M PHY.

3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // # # % 3 % # ¥ PHY
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3.4.54 AT+BLESETPHY: ¥ %m0 PHY
PauRn s

Dytig:
W Y HEREN PHY .

xS

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] 7 2
WARAR ALY, R[]

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUE Sicnz PNV @SR

+BLESETPHY: -1
OK

o <device_addr>: SJupik gl
e <tx_rx_phy>:

1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

o N3

o AT+MQTTUSERCFG: % MQTT H F & it

o AT+MQTTLONGCLIENTID: %8 MQTT % /i ID

o AT+MQTTLONGUSERNAME: &8 MQTT & i F 744
o AT+MQTTLONGPASSWORD: % MQTT %[ %

o AT+MQTTCONNCFG: '8 MQTT 38 14

« AT+MQTTALPN: %% MQTT J f 2 HMU I (ALPN)

o AT+MOQTTSNI: %8 MQTT Ik %&#e44Fr457~1 (SNI)
o AT+MQTTCONN : %32 MQTT Broker

* AT+MQTTPUB: J)1i MQTT j{ & (FFFH)

o AT+MQTTPUBRAW: %7iK: MQTT .4,

o AT+MQTTSUB: 1] % MQTT Topic

o AT+MQTTUNSUB: HUii17T % MQTT Topic

o AT+MQTTCLEAN: WiJf MQTT i#:

o MOTT AT %432 7
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o MOTT AT %7

351 &

WU BOAR AT [ SCREIG DU T A AT 4. AR EORTE2E ESP32-C3 30k MQTT w4, 5 H
1747 ESP-AT 142, (e TP IS TAR e

. %"—fﬂ% Component config->AT->AT MQTT command support

3.52 AT+MQTTUSERCFG: ¥ MQTT H gtk

)E’J

CE

i
BoE MQTT i gtk

O e
iy

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W

OK

B8

o <LinkID>: 477{% % link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AKEEETS) 5
: MQTT over TLS (54 server IF5) ;
: MQTT over TLS ($#243E client §IE45) ;
: MQTT over TLS (R:56: server yIF 53 HAZ4E client EH) ;
: MQTT over WebSocket (#:T TCP);
: MQTT over WebSocket Secure (37T TLS, AKIIET);
: MQTT over WebSocket Secure (- TLS, #I server IE45);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client IE15);
— 10: MQTT over WebSocket Secure (ET TLS, ®:L server IFFHf HE2 4 client IE ).
o <” client_id” >: MQTT & g ID, SR 256 Fy.
e <” username” >: |44, T &NE MQTT broker, K &: 64 F77,
o <” password” >: %85, FTEGE MQTT broker, fH KK JE: 64 F35,
» <cert_key_ID>: {45 ID, HpujESP-AT {3 #—%& cert ik, &%k 0.
« <CA_ID>: CAID, HHJESP-AT (Y ¥#i—£& CAEH, Z%H 0,
o <” path” >: RS, mORKEE: 32 97,

|
0 J O\ B W

st

o B AT a9 B R BN RERE L 256 75
o QURGHRGE A CRUES , a TS B AT+SYSMFG iy # MQTT Uk . Qs EAEAbEsk A O
WET, 5% 4ofT 37 PKI L E .

Espressif Systems 151 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

o N <scheme> it &M 3. 5. 8. 10, N TKIGIRS #IEBARAY, #H1EKEAT+MOTTCONN fiy
A% ESP32-C3 T AREE Y mimtla] . (4] AR IRAT+CIPSNTPCFG fin4 el & SNTP, FRH(4
HIHE], R 3EAT+CIPSNTPTIME? fir 4450 4 i) . )

3.53 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

gﬁ

STZS

Ly :
B MQTT % /7 ID

O e
iy

AT+MQTTLONGCLIENTID=<LinkID>, <length>

W 3% <

OK

>

AW AT CUfE A S0 MQTT % P13 ID, B ETIAREAZE P38 1D, 4 AT BEICEIR0% Pt
ID KJFiL#| <length> )5, RMH|:

OK
S5

e <LinkID>: 47i{¢ 3745 link ID 0.

o <length>: MQTT % /73 ID K&, Jif: [1,1024],
]

* AT+MQTTUSERCFG 1% thn] DA E MQTT 73 ID, 35 2 [A] i 22 5l (4 -
— AT+MQTTLONGCLIENTID i34 7] DA S 5 BRI A8 K 1% P 1D, PRI M AT+MQTTUSERCFG
AR A2 IR
— WAESEAT+MQOTTUSERCFG J5 Fiii i AT+ MOQTTLONGCLIENTID,

3.54 AT+MQTTLONGUSERNAME: ik MQTT ki 44
ik

BE MQTT 44

A

AT+MQTTLONGUSERNAME=<LinkID>, <length>

Wi i ¢

OK

>
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FRm YRR AT SR LI MQTT 4%, TR A A MQTT 44, 4 AT #0531 MQTT
H P2 K ERT| <length> J5, i&[H]:

OK

e <LinkID>: 4% 3745 link ID 0.,
» <length>: MQTT "% K&, LR : [1,1024],
e
* AT+MQTTUSERCFG fip A AR E MQTT Hi 44, & Z M2l e 4 :
— AT+MQTTLONGUSERNAME x4 ] DA S5 AR K 1 4%, T2 AT+MOQTTUSERCFG i

K JEZ IR .
— VAE B AT+MQTTUSERCFG J5 T4 Jl AT+ MOTTLONGUSERNAME ,

3.5.5 AT+MQTTLONGPASSWORD: ¥ ¥ MQTT %k #6%

)E’J

CE

it :
BE MQTT %14

Py -
“ﬂlf\‘

’ AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

AW AT ELE A 40 MQTT 7, BLRETIARIA MQTT 8675, 24 AT B2lH] ) MQTT 57
KERXRF <length> 5, 1&[MH:

[ox

S

« <LinkID>: 4#i{¥ 3745 link ID 0.
o <length>: MQTT 3K &, JLF: [1,1024].

B

* AT+MQTTUSERCFG fig %] DA S MQTT %50, 35 2 [A] i 2 A4 -
— AT+MQTTLONGPASSWORD W] DA H R B EAHRT K 550, [ AT+ MOTTUSERCFG fin 2
JERZIR
— VAEBE B AT+MQTTUSERCFG J5 F4ii Fil AT+ MOTTLONGPASSWORD.

Espressif Systems 153 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

3.5.6 AT+MQTTCONNCFG: ¥ MQTT ZEE:mPE

WE MQTT ##2 &1

s

AT+MQTTCONNCEFG=<LinkID>, <keepalive>, <disable_clean_session>, <"lwt_topic">,<"lwt_msg
—">,<lwt_gos>, <lwt_retain>

W

OK

e <LinkID>: 4Hi{Y % $F link ID 0,
* <keepalive>: MQTT ping #BHIHf[E], B Fb. JER: [0,7200]. BRINE: O, SHEHREINCH 120 7.
* <disable_clean_session>: % '# MQTT j5 &b, A XS ELEEES % MQTT 3.1.1
M Y Clean Session 2577,
- O: fHRETE PR ATE
- 1 B
o <” lwt_topic” >: #ilE topic, HAKE: 128 F5.
o <” lwt_msg” >: %UE message, fx K : 128 AT,
o <Iwt_qos>: jH#lE QoS, ZEn[ik 0. 1. 2, BRiME: 0.
o <Iwt_retain>: 3Ug retain, SEAIFE OB 1, BRINE: O,

e
o WE IO, WIS E AT+ MQTTUSERCFG,

3.5.7 AT+MQTTALPN: ¥ MQTT )2 (ALPN)

BEmA
i
BB MQTT BRI HsL i (ALPN)

’AT+MQTTALPN:<LinkID>, <alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

W i :

[ox

e <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, LM [0,5].
~ 0: J%% MQTT ALPN Jit &
- [1,5]: iX%E MQTT ALPN [ &
* <” alpn” >: FRFRSEL, Fx ClientHello H11) ALPN, H FRIPAKIEZ A ALPN SFEELFI 5545
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e
o B AT ap o KIE/NT 256 T4

o HA7E MQTT £F TLS 5§ WSS i}, MQTT ALPN Bt 422440,
o WAEWE B AT+MOTTUSERCFG J5 54 | AT+ MOTTALPN

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: &' MQTT JIk 55245 #krdias (SNI)

BeE WA

Dyt

WE MQTT M54 44 Fidin (SNI)
A

’AT+MQTTSNI:<LinkID>,<"sni">

Wi 3% ¢

[ox

e <LinkID>: 4Hi{{ % $¥# link ID 0,
e <” sni” >: MQTT R5#a k46 ] LAFE ClientHello HoffH A ik B ik 5545

o BEA AT iy o KREER/INT 256 55
o HUHTE MQTT 5T TLS 5 WSS K}, MQTT SNI FE: A 245
o NYERE AT+ MQOTTUSERCFG J5 F-{fi i AT+MQTTSNI .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com", 8883,1
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3.5.9 AT+MQTTCONN: ¥:$% MQTT Broker
iy A

Dtig:
i) ESP32-C3 4% L #4421 MQTT broker

s

AT+MQTTCONN?

L)V

+MQTTCONN: <LinkID>, <state>, <scheme>, <"host">, <port>, <"path">, <reconnect>
OK

)E’J

CHLN A

Tytig:
42 MQTT Broker

’ AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

W i <

[ox

o <LinkID>: 4Hi{{ % $¥F link ID 0,
e <” host” >: MQTT broker 3844, fx K E: 128 5,
» <port>: MQTT broker 31, K : 65535,
» <” path” >: BRFERAR, HORIKREE: 32 5.
e <reconnect>:
- 0: MQTT A HZhE . WA MQTT @7 45 fq K, W IG A -  FH AS i 2 B S 4%
BHREBIKIEAT+MOTTCLEAN=0 i 5 ., HEHRCESE, HEL TR,
- L MQTT H3#H#E, SIHFERZINIFRE.
o <state>: MQTT JIRZ:
- 0: MQTT RHJ1aML
1: BB AT+MQTTUSERCFG;
2: BB AT+MQOTTCONNCFG;
3. RO W
4: SR
5. CiEHE, [HRIT Y topic;
6: LS, CiT R topic.
¢ <scheme>:
— 1: MQTT over TCP;

— 2: MQTT over TLS (AREIETS);
— 3: MQTT over TLS (5 server IF5)
— 4: MQTT over TLS (32fi client i) ;
— 5: MQTT over TLS (#%; server yIE 57F HARE client JE45) ;
— 6: MQTT over WebSocket (T TCP);
— 7: MQTT over WebSocket Secure (ET TLS, ARIGUFF);
— 8: MQTT over WebSocket Secure (FE:T TLS, R server IF);
— 9: MQTT over WebSocket Secure (3T TLS, #2fik client IF35);
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— 10: MQTT over WebSocket Secure (3T TLS, 4 server §IE 357 HAZML client E45) .

3510 AT+MQTTPUB: %fi MQTT {55 (‘“F47H)

[y

]
i

&

fig:
Wt topic %1 MQTT ‘AR B o WERE LA HE BN EHEEMNT R L, CLfd TR AT K
BIE 256 F7, HJAT+MQTTPUBRAW 54>,

s

’AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain>

W i <

[ox

e <LinkID>: 43712 3745 link ID 0,

e <” topic” >: MQTT topic, HAREKE: 128 FIi.

o <data>: MQTT F4FREE..

o <qos>: KTH{HEN QoS, ZHm#E 0, 1. 52, ERIAH: 0.

e <retain>: % 1fj retain,
el
B4 AT fir & 18 BER BRI 256 5.

o AT OMNRERIEEIE \0, ETHERZZEE, WHHNAT+MOTTPUBRAW 154

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTCONN=0, "192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_
SRBRHAR, FEEHATHESTFER L.

3.5.11 AT+MQTTPUBRAW: %K MQTT 55,

BR A

S

i3 topic KA K MQTT . HS G Sl ELAOBCR BT, R KT 1% AT G40 K I 256
P, LA DASE AT+ MOTTPUB 63 %,

ke

AT+MQTTPUBRAW=<LinkID>, <"topic">, <length>, <qgos>, <retain>

W
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OK
>

P > Fn AT HER IR D8, BU T DA AR, S8R KA FI 240 <length> HYEIT,
BARfetmThn .

s, W AT i a :

’+MQTTPUB:OK ‘

RN, W AT i a] :

’+MQTTPUB:FAIL ‘

B8

o <LinkID>: 47i{¥ 34 link ID 0.

e <” topic” >: MQTT topic, FxARKJE: 128 F7,

* <length>: MQTT J{ K, A[R] ESP32-C3 &£ 1) e KA B2 32 31 W A H AR B .
o <qos>: KTAHEM QoS, Sk 0. 1. 52, BRAME: 0.

e <retain>: K7 retain,

3.5.12 AT+MQTTSUB: iJ[g MQTT Topic
A ifo i &

i
i E 1T Y topic

Py -
iy

AT+MQTTSUB?

Wi i *

+MQTTSUB: <LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB: <LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

1T 48 € MQTT topic [3EE QoS, FHTFIZA topic (#kZ XFFTF] 10 4> topic).

Py
A

’AT+MQTTSUB:<LinkID>,<"topic">,<qos> ‘

W 7

[ox |

2 AT A ST Y topic 1) MQTT R, & [u]:
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’+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

AT i i topic, MR [H]:

’ALREADY SUBSCRIBE

e <LinkID>: 4§i{{ % $¥F link ID O,
o <state>: MQTT JIR7ES:

- 0: MQTT FKWI4H1k:

— 1: O B AT+ MQOTTUSERCFG;
: BB AT+MOTTCONNCFG;;
DRI
D BRI
C B, HAITH topic;

- 6: kR, BTkt MQTT topic.
e <” topic” >: 1] ][ topic.
e <qos>: 1] QoS.

|
wm AW N

o BTSRRI EE AN T R MTU R B0 RIS 45, MQTT broker AR —2kTHE., ST
RES A 2 AN R K4 ESP32-C3 154, [Hitt ESP32-C3 I REL I E £ 4% +MOTTSUBRECV 1§ .
* #7 BSP32-C3 A3 — 4 MQTT {2, HiH R KBS 1024 745 (65 MQTT i3k Hl MQTT 4
B ) , WA HZ 4 +MOTTSUBRECY JHEL. BUI, AT RAE I 1 77 3089 i MQTT ZEip X
Kbt A L o
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations >Default MQTT Buffer Size> 1460

3.5.13 AT+MQTTUNSUB: Hii§iT 5 MQTT Topic

F IR EBGH T A opic, W2 WAL, PABUHIT FIAIFAY topic.

A .
"Il/?\‘

’AT+MQTTUNSUB:<LinkID>,<"topic">

W

’OK

ARV i 1% topic, JUJR A :

NO UNSUBSCRIBE

OK
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BH

o <LinkID>: 4#i{ 4% link ID 0.
e <” topic” >: MQTT topic, A EKE: 128 FIi.

3.5.14 AT+MQTTCLEAN: Wil MQTT ¥

B

&F

i
Wit MQTT 842, BEHwIE.

P
iy

’AT+MQTTCLEAN:<LinkID>

W

[ox

BH

e <LinkID>: Y4Hij{{ 7 #F link ID 0,

3.5.15 MQTT AT &A%

MQTT 4%i%f5 DL ERR CODE: 0x<%08x> JERATEHI,

fHIRER fHIxAg
AT_MQTT_NO_CONFIGURED 0x6001

AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003

AT_MQTT_ALREADY_CONNECTED 0x6004
AT _MQTT_MALLOC_FAILED 0x6005

AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007

AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008

AT _MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT _MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT _MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT _MQTT_LINK_ID_VALUE_IS_WRONG 0x6011

AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015

AT _MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT _MQTT_USERNAME_IS_NULL 0x6018

T T4kEE
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R2-ZFQ
SRR SEIRAD
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT _MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT _MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT _MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT _MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT _MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT _MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT _MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT _MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT _MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT _MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT _MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
TREE:
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R2-ZIW
HHiRIEE B
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.5.16 MQTT AT #:1]

o R, ATMQTT AT HREAE 10 FPN MY, {HAT+MQTTCONN fip2-Frobh. B, WREE HAsA
AE_LM, & AT+MQTTPUB £:7E 10 #h L., {HAT+MQTTCONN iy 7 M 25 RS AR IR
A AR 2E 50 2 1 s [ SR EAE B4

o UNRAT+MQTTCONN ;23T TLS 4z, B L n i i e 10 F5, D) A8 i e fe) 2> M H 2 T
BRI EEm AR E K.

o 4 MQTT &M B, £3E/R8 +MOTTDISCONNECTED : <LinkID> JH &,

o 4 MQTT E#:E W, &#E/8 +MOTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JH &,

3.6 HTTP AT &4k

o 4B

o AT+HTTPCLIENT: %% HTTP % FIiik sk

o AT+HTTPGETSIZE: #:Ht HTTP % JE K /)N

o AT+HTTPCGET: 3RE{ HTTP %I

o AT+HTTPCPOST: Post 57 K ) HTTP %4
o AT+HTTPCPUT: Put }57 K & HTTP $d

o AT+HTTPURLCFG: ¥£'8E/3-EUK ) HTTP URL
o AT+HTTPCHEAD: %% /%5 HTTP 53k 3L

o AT+HTTPCFG: V%' HTTP % ik fid &

o HTTP AT 4432 %

3.6.1 #ir4

t BN AT [ SZRF TR N UrA AT 3. WG TR 2 ESP32-C3 X2 HTTP iy 4, i H
17%1 ESP-AT T A2, FE55 Tl B 1A B e fk :

e #2/] Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: ‘%1% HTTP %5 )i oK

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">][,<"http_reg_header">][,<"http_reg _header">][...]

W
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+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP %& il K5y
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE
o <content-type>: % iR EIEISHY
— 0: application/x-www—form—-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3: text/xml
e <” url” >: HTTP URL, X4/ <"host"> fil <"path"> ZHCHZEM, RS HNE X
e =8
e <” host” >: 45k IP Hidik.
* <” path” >: HTTP §§4%,
 <transport_type>: HTTP & i fl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> /g POST 3K i}, ASHCHKikss HTTP G545 00%dE. 4 <opt> A2
POST if3Kki}, XMSERFE (W2, AFEM A S RERAXNSE) .
o <” http_req_header” >: A] KELZ NG R LGRS,

o NSRS E URL 325 an K BRI T 256 =277, il 56 AT+ HTTPURLCFG i 4 Tt & URL,
SRIGA AT Y <"url"> ZEHEREN ",

o W url ZHORHE, HTTP i fe i B 28 host S50 path 28 WA url S5
W FAFER S, HTTP & s host SR path Z%K.

o JRLE R B MR ERIACR SCRE HTTP % P fin 2 (FEAG 3 WWESP-AT B # 2 5F) , H @ W] ad A
THAMFHE T HiZm4: . /build.py menuconfig > Component config > AT > AT http
command support, RJGHIFEIH (FEEE W AxsmiF ESP-AT 1.42) .,

o ZATASASCRE URL FEE ], fEARIEI R S5 4R [l (AR ASAS 301 GRAPEE & 1)) 80 302 (I
HE M) AL H LR URL Hidik . 8007 A A 26 T B ARICE 7 A9 S5 B URL, K538
AT

o WERALE <"data"> SHIWEE K SRR T 256 Y, W AT+HTTPCPOST A4 .

o FXEWELY HTTP i53R:3L, M JAT+HTTPCHEAD i34,

il

// HEAD #
AT+HTTPCLIENT=1,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// GET i K
AT+HTTPCLIENT=2,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// POST & k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

Espressif Systems 163 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fb1
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

3.6.3 AT+HTTPGETSIZE: 0 HTTP FEj5 kb

v

H

N

B

¥

A

=

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZAK/DN. AL FA7, BRAME: 2048, FEH: [0,10240].
o <rxsize>: HTTP B ZELFI/N. BN 7. BRIME: 2048, JEHE: [0,10240],
o <timeout>: [WZGHIN;. FAf7: ZFb. BRHAE: 5000, JEFEE: [0,180000].

o <size>: HTTP &FFE /N,

e
AR URL (R A an M KT 1 256 7Y, i Jofli HAT+HTTPURLCFG fiy % Hifid & URL,

RIFAR SR <"url"> SUHEREY "
« HRGSBE HTTP HR 3k, AT+ HTTPCHEAD fr 4.

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.6.4 AT+HTTPCGET: 3KI{ HTTP %5

yLEE A
BEmA
Wi

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i :

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZBIFI/N. BN F347. BRIAME: 2048, JEMH: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 7. BRIAME: 2048, JEHE: [0,10240].
o <timeout>: [WZGHIN;. FAf7: ZFP. BRHAfE: 5000, JEFEE: [0,180000].
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e
ARt URL (R A A MK HE 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hifid & URL,

RIGAR I <"url"> SHEHEEBREN "".
o QARGARBCE HTTP 355Kk, W5 AT+HTTPCHEAD fis %35 .

3.6.5 AT+HTTPCPOST: Post 5 K5 HTTP £

By

B WA

s

=

>/?"\:

AT+HTTPCPOST=<"url">,<length>[, <http_reg header_cnt>][,<"http_reg header">..<"http_
—req_header">]

Wi ¥ *

OK

>

P45 > Fn AT HER IR N8, BUI T DA AR, A4 8s KA FI 280 <length> MY(EIT,
(i BIR R

Ak, MR :

’SEND OK

Esxis PNV IPE T

’SEND FAIL

B

e <” url” >: HTTP URL,

« <length>: 75 POST i HTTP 4K J . kK RE S8 T RE AT RUAGHE S I/
 <http_req_header_cnt>: <"http_req_header"> ZEHIEE .

* [<” http_req_header” >]: HTTP 3Kk, Al Kk KLABIRS w5

Bl
* AR URL YRS MR 1 256 747, i AT+ HTTPURLCFG 1% Filic & URL,
RIEAA L L <"url"> SHEHELEN ",

o ZAa A M) content-type BRIAZEHLH application/x-www-form-urlencoded,
o WRGEAHBEE HTTP 53Kk, & AT+ HTTPCHEAD i % & .

3.6.6 AT+HTTPCPUT: Put $5% K g HTTP %

=

=

AT+HTTPCPUT=<"url">,<length>[,<http_req header_cnt>][,<"http_reg header">..<"http_
—req_header">]

W i ¢
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OK

>

Fi5 > 8 AT HERSFHCR 8, U T DA AR, 2488 KRB S 40 <length> HIEIT,
efITiR .

o ek iy, R fa -

’SEND OK

AR, MR m]:

’SEND FAIL

S

<” url” >: HTTP URL.,

* <length>: 5 Put ) HTTP £ JF . R KBS T R 4 TR HE S [ /)
» <http_req_header_cnt>: <"http_req header"> S E .

[<” http_req_header” >]: HTTP 3Kk, A&k L2 RLEA RS 25

B
MR URL (R A ar M KT 1 256 7Y, i S fli AT+ HTTPURLCFG iy % Fific & URL,

SRIGAT B <"url"> SEFEEREN "".
o QIR E HTTP 3Kk, i JHAT+HTTPCHEAD iy 5B

3.6.7 AT+HTTPURLCFG: ¥ /MK HTTP URL

iy

e

A

AT+HTTPURLCFEG?

W i <

[+HTTPURLCFG:<url length>,<data>]

P > 2 AT HES IR 8, BERHERT DA A URL, M8l K EEIAFI 24 <url length> [
(I, RGLR[M
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SET OK

ZH

 <url length>: HTTP URL K J&., Bifii:
— 0: j& HTTP URL Jii% .
— [8,8192]: & E HTTP URL Jit & .
« <data>: HTTP URL 4.

+
<

3.6.8 AT+HTTPCHEAD: % /4y HTTP i3k kL
Rl

Py -
iy A

AT+HTTPCHEAD?

Wi i ¢

+HTTPCHEAD: <index>, <"req_header">

OK

)E’J

CELN A

A

AT+HTTPCHEAD=<req_header_len>

Wi 3% ¢

OK

>

B9 > Fon AT HE T AT a4 D8, BEIFGn] DU A HTTP 53Rk 3L (R0 key: value JB
X)), BEIRKELHSH <req_header_len> [K{HEA}, AT iRA|:

OK

+ <index>: HTTP 3Rk 1&5|MH.

+ <” req_header” >: HTTP i3k,
 <req_header_len>: HTTP &3R5, Bf7:
- 0: JERITH CIRER HTTP 5Kk
- HAhfE: BE—F HTTP 3Kk .

+t
o

st

o A —W HEERE — HTTP iRk, HuDAZWRBE., 2 AP HTTP #5k 3k,

o RAYAHEE HTTP RG24 /ER, —HIRE, Frff HTTP B2 # S i ix seigoRk 3k .

o AR EER HTTP 33Kk Hi key AR AIHE HTTP @y A0 R 5 ) key A, T4 4
A s E % HTTP 55k 3k,

Espressif Systems 167 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

il

/) R EERK
AT+HTTPCHEAD=18

/) EWE s BFESE, MMANL TH Range HRL, THABEME 256 NMFF.
Range: bytes=0-255

// T # HITP # &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

3.6.9 AT+HTTPCFG: ¥ HTTP % J il B

A WA

’ AT+HTTPCFG=<auth_mode> [, <pki_number>] [, <ca_number>]

¢ <auth_mode>:

- 0: NAUE, W IEEIEE <pki_number> fll <ca_number> Z4{(;

— 1: ESP-AT #¢it HTTP % ik -[ifit HTTP ]z 55 #% i CA WEHA5:

— 2: ESP-AT HTTP % ik A CA k5% 5: HTTP k45 i ik 13 ;

- 3: fHHEINIE.
* <pki_number>: JEBRFHW RG], WHRAGAUEBRAS, HAENVH 0.
* <ca_number>: CA &3], R G4 CA, HENH 0.

|

o BN AT FEF A %3 HTTP E B ECE, Br[ LB . /build.py menuconfig > Component
config >AT >AT http command support >AT HTTP authentication method FikEZl
A Hr o

s REpRMEN SRS RMER, —HIXE, Frg HTTP Gt i E .

o WERGHMT A CWIED, SIS AT+SYSMFG 54538 HTTP JEH. QA fmikstac
WUESS , TS 4ot Z37 PKI L E .

o W <auth_mode> FLEN 2 8K 3, N TRIRIRSG AR IIEBA RN, WH7E R E HTTP fr4-Hi
i ESP32-C3 EL 4B MBI . (4507 DA% BEAT+CIPSNTPCFG fin &I SNTP BRI i B
], KiRAT+CIPSNTPTIME? fiy 425 24 B[] . )

3.6.10 HTTP AT %}ixig

JEHAT+SYSLOG=1 )5, HTTP % Pl K R MET, AT 2R BIE5RIE . B

ERR CODE:0x010a7xxx

Hop 01 2R HSF, 0a @MFEIAT AT MMM 2558, 7xxx F/n HTTP 515, W xxx 7F
HTTP FRARIRSALIEE N, WIZE/RFrE HTTP RS BWERIR AT HTTP NP ES 1R . TE5)H T
7y HTTP RSG5, H LS % RFC 2616).,
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HTTP $&iRA8 (HTTP JX75%9) | #5tAA

0x7000 BT RI
0x7190 (400) Bad Request

0x7191 (401) Unauthorized
0x7192 (402) Payment Required
0x7193 (403) Forbidden

0x7194 (404) Not Found

0x7195 (405) Method Not Allowed
0x7196 (406) Not Acceptable

0x7197 (407)

Proxy Authentication Required

0x7198 (408)

Request Timeout

0x7199 (409) Conflict

0x719a (410) Gone

0x719b (411) Length Required

0x719c (412) Precondition Failed

0x719d (413) Request Entity Too Large
0x719e (414) Request-URI Too Long
0x719f (415) Unsupported Media Type
0x71a0 (416) Requested Range Not Satisfiable
Ox71al (417) Expectation Failed

0x71f4 (500) Internal Server Error

0x71f5 (501) Not Implemented

0x71f6 (502) Bad Gateway

0x71f7 (503) Service Unavailable

0x71f8 (504) Gateway Timeout

0x71£9 (505) HTTP Version Not Supported

3.7 SCfF&RSE AT a2 4k

- 4B

o AT+FS: ARG HAE
o AT+FSMOUNT : :#/E #1258

371 &

Hs: BOARY AT EPEASCRRIGOE T 09 AT fir<. WPRESH 2 ESP32-C3 SCRCIF R G, i T4

7 ESP-AT 142, TSP HCE TR BLgtd:

e 3/ Component config->AT->AT FS command support

3.7.2 AT+FS: UIE&S4H44

)E’J

CEL A

[

AT+FS=<type>, <operation>,<filename>, <offset>, <length>
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o <type>: HH{LZH: FATFS
— 0: FATFS
¢ <operation>:
- 00 MRS
- 11 B3
- 20 B
- 3 WS RN
- 4 BT S, HEMCCRRE
o <offset>: fmfsHihl, VE T IREERIERE
* <length>: K, fUEFX S5 HAFRE

Bl

o A HNHESUE RS . AT+FS U RGHAESE NG, TR ZUE WU AT+ FSMOUNT=0 fig %)
O RS, RO E RAM %50,

o [ AT & besk at_customize.bin, FH4H(F B 7 S% ESP-IDF 43X 3% fildefT 2 Lo X .

o AERPCEAR A BE R T S bR SO RIS, G [ 52 B BE Y A

* ¥4 <operator> Jwrite B, RFEWEN LG EHATIRME >, HAHETT DA A B S 4R, X
P E N 5 <length> —3(,

il

/] M B EAS X

AT+FS=0,0,"filename"

/) EEAMAXBERS A 100 RBEAN 10 FF
AT+FS=0,1,"filename", 100,10

/)NEANX B A 0 LR 100 FH
AT+FS=0,2,"filename", 0,100

// Bl ARE ET TR X

AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: $:#y/#H1#k FS X1t & 5

v

BE A

N

A

=

’AT+FSMOUNT:<mOunt>

W i <

[ox
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ZH
e <mount>:
- 0: % FS &S5
- 1 H#EFS RS
Ba]

o AT+FS SCAFRGHASENUR , STV T A G AT+ FSMOUNT=0 s 4 EIBCCIF RS, FREHOK
= RAM %3],

il

/] FHAEXMR L

AT+FSMOUNT=0

/] FEEREXHEREA

AT+FSMOUNT=1

3.8 WebSocket AT #5245

. 4

o AT+ WSCFG: Ti¢HE WebSocket Z:%§

o AT+WSHEAD: 1% /%5t WebSocket 53R 3k
o AT+ WSOPEN: #xif)/4]FF WebSocket %42

o AT+WSSEND: [ii] WebSocket %32 % £ £
o AT+WSCLOSE: 3[4 WebSocket %4

381 ¥

T B AT R HF LT F A AT fr4. WIS G % ESP32-C3 % F% WebSocket 4, if
Fi4h ik ESP-AT T4z, TE55 T A HLE TR Bk

* |3/ Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [LE WebSocket 2%}

LA

-t

=

A

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

W

OK

o
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ERROR

o <link_id>: WebSocket %35 ID, i : [0,2], Bk 74 =4 WebSocket 4% .
» <ping_intv_sec>: %% WebSocket Ping [a]Ff. FAfZ: #b. JUE: [1,7200]. BRIA(E: 10, BP: &fE
10 Fb % 3% —¥% WebSocket Ping £ .
* <ping_timeout_sec>: WebSocket Ping #AIf. BAf7: Fb. JuUFE: [1,7200]. ERIA(E: 120, EJ: 120 #
K55 WebSocket Pong £, | 3¢ [H] &4z .
o <buffer_size>: WebSocket S X K/, B : F7. JGFE: [1,8192]. BRIA(E: 1024,
¢ <auth_mode>:
- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $2 {15 Pk 1Rk 55 2% i CA TEP AR S ;
— 2: ESP-AT % Pk A CA JIE+5 AR AR 55 % v F1IE 45 5
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WHRHAE—MIERAFH, HEN N 0.
e <ca_number>: CA &3], WEHAE—14 CA, HENH O,

Ll

L& W AEAT+ WSOPEN 2 Bt E, HWASER.

ﬁn%ﬁ M B CRIET, B1THHE M HAT+SYSMFG fin 455 WebSocket k45, Q1AL AR TR %

HOWHES, 553% 41T £47 PKIBc % .

o WA <auth_mode> FLE N 2 8 3, N T RIS ARUET AN, 757 LILAT+ WSOPEN fin%
R AR ESP32-C3 LRI M FiE] . (S50 DA IEAT+CIPSNTPCFG fip 4 R AL & SNTP, FRECYS i
WHE), &3EAT+CIPSNTPTIME? £y 4251 24w itia . )

o FEINIERIRBI: & F TLS 44 WebSocket %35 (FAE%ER) .

il

// B E link_id % 0 # WebSocket # # # Ping X # FHEH 30 #, #EH 60 #, ZWwKX._
4096 FH
AT+WSCFG=0,30,60,4096

3.8.3 AT+WSHEAD: ¥:¥/#5if) WebSocket i 2K 3.
i 4

O e
iy

AT+WSHEAD?

Wi i+

+WSHEAD : <index>, <"req_header">

OK

RE
TE
E=h
“

=
%
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AT+WSHEAD=<reqg_header_len>

Wi % ¢

OK

>

TS > TR AT HER I AT 4 D5, LR 0] DA% A WebSocket 152K 3k (73K kA key: value
FER), UK EBESH <req_header_len> [YHN, ATiR[A[:

’OK

o <index>: WebSocket 3K &S |{H.

e <” req_header” >: WebSocket 3Kk,

» <req_header_len>: WebSocket if3K3L K., B Fir.
- 0: JE& A T % & i WebSocket 5K 3k .
— HAWE: BE—H WebSocket 173K 3k .

e
o RS —I HAEBEE —1 WebSocket K3k, HW DAL KIKE, SZHRFZMANE R WebSocket 15K 3k .

o ANAATE ) WebSocket 3K Sk &4 RtERy, —Hi%E, i WebSocket {1y R4 HEA1F iX L84 3K

il

/] HE ¥k kK
AT+WSHEAD=49

/) EWKE "> FEE, WA T# authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE5OTk6MTIzNDU2Nzg=

// 4T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.8.4 AT+WSOPEN: #rif)/¥IJF—4~ WebSocket ¥:42;

AT+WSOPEN?

M) i :
YA ERR, AT R[]

+WSOPEN:<link_id>, <state>, <"uri">

OK

LA B, AT 1R [0
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e
g

=
54

AT+WSOPEN=<1link_id>,<"uri">[,<"subprotocol">][,<timeout_ms>] [, <"auth">]

W 3 :

+WS_CONNECTED:<link_id>

OK

o <link_id>: WebSocket %4 ID, M : [0,2], HI& K Z#H: =/ WebSocket £,
o <state>: WebSocket LIRS .

— 0: WebSocket i#E#:E X .

— 1: WebSocket &8 IEFE T IE

— 2: EL7S7 WebSocket i#4% .,

- 3: 32 WebSocket Pong B Bl S OB AR 1%, IEAESSfFEIE.

- 4: CUREIR S5 A WebSocket SEPAT, TEFE A& 3% MR IR S545 -
o <” uri” >: WebSocket IR & #5155 — EIFFRIFLE.
* <” subprotocol” >: WebSocket T/} (&% RFC6455 1.9 &77),
o <timeout_ms>: 737 WebSocket {3z FBI I E] . BAS: 28D, JEFHE: [0,180000]., ERA(E: 15000,
¢ <” auth” >: WebSocket 54X (Z:% RFC64554.1.12 #15),

il

// uri B % Kk B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDVR1el1lD3eiVjgZ9VRiaV&notify_ self"

MRS WebSocket 715 .

3.8.5 AT+WSSEND: [i] WebSocket ¥E42: % 1% Bt

)E’J

CE A

s

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

W

OK

>
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iR F s AT EMEAR I AT port SO, IEIHERT AR A, 24 AT 32008 50 K Bk 5
<length> J5, BiEEHITIA.

UNSR AT A SO A% i I EE BT T

’ERROR

PUE S G S lipn 7 NS YT

’SEND OK

ZH

o <link_id>: WebSocket i£32 ID, JulH: [0,2].
o <length>: KEMFAEKE, A FA7. W RIEN IR KK EHAT+WSCFG 1) <buffer_size>
BB 10 FIZRGEA] 4 Be A S (R NS R eE - (BT i/ IMA) «
» <opcode>: k3% WebSocket i 7Y opcode., Ji [ : [0,0xF]. BRIAME : 1, B text i, 355 RFC6455
5.2 AT THR¥E 21 opcode .,
— 0x0: continuation i
— Ox1: text i
— 0x2: binary iiji
— 0x3-0x7: JyHE IR Hmifr
— Ox8: 4z KA
— 0x9: ping i
— OxA: pong
— OxB - OxF: iy H e 5 il ik i
o <timeout_ms>: KiLHBTHIE ., BN 2P, JEE: [0,60000]. ERIAME: 10000,

3.8.6 AT+WSCLOSE: X:[4] WebSocket j4:4%

e <link_id>: WebSocket i#8z ID. JEE : [0,2].

Bl

// ¥ W ID % 0 # WebSocket # ¥
AT+WSCLOSE=0

3.9 &AM AT %
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o AT+FACTPLCP: J % PLCP =43 PLCP

391 #r¥

g BN AT FEPF SRR TR T RO AT frd. QRGORT S ESP32-C3 L ESMIAMm4, WA
74i% ESP-AT TA2, 185 AT TR HLERE

o 2 Component config->AT->AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP giji PLCP

)E'\J

CE

e

’ AT+FACTPLCP=<enable>, <tx_with_long>

* <enable>: J3 /25 FahlidE

- 0: A FEhEE, FEH <tx_with_long> ZEAIENIAE:

- 1 B TS, AT &9 PLCP 85B8IBT <tx_with_long> 4k,
« <tx_with_long>: %% PLCP &% PLCP:

- 0: Zi£55 PLCP (BRiN):

- 1: %% K PLCP,

3.10 K5 AT %

o 4B

« AT+DRVADC: :H{ ADC i i(H

o AT+DRVPWMINIT: #¥]444r PWM K5 2%
o AT+DRVPWMDUTY : ¥%'& PWM 525t
o AT+DRVPWMFADE: %' PWM Y45

« AT+DRVI2CINIT : ¥4k 12C FHLEKZ)
o AT+DRVI2CRD: H:H{ 12C 53

o AT+DRVI2CWRDATA: B A 12C $#E

o AT+DRVI2CWRBYTES: B A8 4 751 12C ¥k
o AT+DRVSPICONFGPIO: Tit'& SPI GPIO
» AT+DRVSPIINIT : 14t SPI LK)

o AT+DRVSPIRD: i%:Ht SPI %4

o AT+DRVSPIWR: B A SPI %
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3.10.1 &y

g BOAR AT B PEASCRFICIUR N AT iy Q2R

ESP-AT 142, TR TP E TR B k%

e |3 Component config->AT->AT driver command support

R EE
:fé{\ T

B ESP32-C3 LHpkshan S, 8 HATSH ¥+

3.10.2 AT+DRVADC: %l ADC il i

B A4
O e
“D/?\'

AT+DRVADC=<channel>, <atten>

W i :

+DRVADC:<raw data>

OK

S

e <channel>: ADCI ¥,
» ESP32-C3 %4 HUE A [0,4],

BiE | EH

0 GPIOO
1 GPIOI
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TEJH{H.

« 0: 0dB FE0%, ARMETEE N [0,750] mV.

o 1:2.5dB 320, AAIESEEY [0, 1050] mV.
* 2: 6.dB 3, AR [0, 1300] mV,
© 3: 11 dB 80, ARCIETERH [0, 2500] mV,

o <raw data>: ADC iHiE{H.

Bl

» ESP-AT H ¥ #§ ADCI1,
o ESP32-C3 >(#F 12 V5

o MFFUMRREE RO, WTAS % ADC Bl

il

// ESP32-C3 # & WHEH 0dB EW, AXRMELE A

// B JE % 2048 / 4095 * 750 = 375.09 mV
AT+DRVADC=0,0

(o,

(FgkzE)
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(£ L£50)

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Ji&fk PWM Biz)2s

NI

XEmE
At

§>

’AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

Wi i ¢

[ox

S

o <freq>: LEDC ENZafiisR, EA{i: Hz, Jil: 1Hz~8 MHz,

* <duty_res>: LEDC LiEnE S HE, JEl: 0~20 i,

» <chx_gpio>:LEDC jEH x 19% i GPIO. Bl i, a1 K G A5 GPIO16 /E HiiE 0, F 1% B <ch0_gpio>
4 16,

L

» ESP-AT {2 g FF 4 MilliA .

A AMAS MBI EBEREERE R E T HE PWM éﬁ’v\ (WAT+DRVPWMDUTY
FIAT+DRVPWMFADE ) R % & i 1E - Wzn AR N AR T W8 , A4 AT+DRVPWMDUTY
4 HBE R X AN E A ) PWM (525
o BHRAN G 25 A PR A B Ez{nwﬁﬁ Jﬁ%%ﬂ 7 25 O R S R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // % & 4 N@EH, ML A 5 kHz, H Z o P E A4
13 fr

AT+DRVPWMINIT=10000, 10,17 /) Rt E o, MEK 10o

—kHz, XL #HEH 10 £, L€ PuM XA 4L RBERE - MEE

3.104 AT+DRVPWMDUTY: ¥ PWM L5351k

E A
St

&F

e

O

~x

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>]

W i <

[ox
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B8
o <duty>: LEDC il 525, JEH: [0,2 s
L]

» ESP-AT £ RESFE 4 M.
o AHAEBEILTNRE LT, HEAEIZSE.

il

AT+DRVPWMDUTY=255,512 // & B # & 55, WE@EHE 1 W WA 512
i ] 0

AT+DRVPWMDUTY=, , 0 /) R&

0 E )
B2 HEERA

3.10.5 AT+DRVPWMFADE: ¥ PWM @i

%

&E

AR
At

=’>

AT+DRVPWMFADE=<chO_target_duty>, <ch0_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_
—time>]

W

OK

B8

. <target_duty>: Eﬁ?%ﬁ& I__I:l‘ﬁlz't[ﬁ’ T@[ﬂ [0’2 dulyfrn:solulionil]o
+ <fade_time>: WABMHACHI], Ffi: ZFb.

]

* ESP-AT & fig S +F 4 MHliA
o B LT INE <target_duty> il <fade_time>, HIEEMEHEIHA],

il

AT+DRVPWMFADE=, , 0, 1000 /) ER—HHHEkEE 1 WS SR EN O
AT+DRVPWMFADE=1024,1000,0,2000, // fFH—# W H¥EE 0o W EZLEE N

~1024, WHHHEAKEE 1 B ERHERN O

3.10.6 AT+DRVI2CINIT: #Ji&4k 12C FEHLIRE)

E WA

A

AT+DRVI2CINIT=<num>, <scl_io>,<sda_io>, <clock>
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Wi 3% ¢

OK

o <num>: 12C i 1%, JERE: 0~1. QURKRREEHIYSE, AT KAWLHILZ 12C in .
e <scl_io>: I2C SCL {5511 GPIO 5.,

e <sda_io>: I2C SDA {51 GPIO =-,

o <clock>: FHUELI R I2C Ipghsiis, B Hz, HK{H: 1 MHz,

o AR SR 12C AL

il

AT+DRVI2CINIT=0,25,26,1000 // 4% f I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
B AP IR E : 1 kHz
AT+DRVI2CINIT=0 // B I2c0 #14E 1k

3.10.7 AT+DRVI2CRD: i 12C %

- :
wE WA
Wi

AT+DRVI2CRD=<num>, <address>, <length>

W 3% ¢

+DRVI2CRD:<read data>
OK

o <num>: 12C i A5, JuH: 0~1,
o <address>: 12C M5 HhL
— 7 fyiHbdlk: 0~ Ox7F;
— 10 izl 55— AT EAALE 1111 0XX, H A i 5 AL XX 10 A7k i 5 i 6 7« Bl
an, g 10 f7 ikl >4 0x2FF (b” 1011111111), AR 245 A Byl A 0X7AFF (b’ 111101011111111),
o <length>: I2C ¥{i K&, JWHE: 1~2048,
 <read data>: 12C %,

(A
o 12C kg i il — A

il
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AT+DRVI2CRD=0, 0x34, 1 // I2CO0 MM i 0x34 A EE 1 F¥WHE
AT+DRVI2CRD=0, 0x7AFF, 1 // I2CO0 M 10 fr# ik Ox2FF AW 1 FH W HKE

// I2CO0 M 0x34, HFHBEH I 0x27, - 2 F¥H
AT+DRVI2CWRBYTES=0, 0x34,1, 0x27 // I2C0 % B % & H i 0x34. FHF EH A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2C0 T HH 2 F¥

3.10.8 AT+DRVI2CWRDATA: G A 12C %

B A

P

%

”?

1]

AT+DRVI2CWRDATA=<num>, <address>, <length>

W i <

OK
>

e BRI RS, A GRS AR, SRRAFISEERE R E S, B mITR .
AR S, R ]

’OK

AR R, R[]

’ ERROR

o <num>: 12C A5, JEHE: 0~1,
o <address>: 12C M5 & HhE
- 7 fiittbhl: 0~ Ox7F;
— 10 fithlk : 55— HET-EAN 2 1111 0XX, iR 5 W o7 XX 2 10 {57 Hbotik iy 5 i 9 437 )
i, and 10 7 HbhE A Ox2FF (b’ 1011111111), B2 H Attt A 0x7AFF (b’ 111101011111111),
» <length>: I2C ¥R K&, JLHE: 1 ~2048,

A
o 12C kg i i)y —#b.

il

AT+DRVI2CWRDATA=0, 0x34, 10 // I2C0 BN 10 F ¥ HEE #H 4 0x34

3.10.9 AT+DRVI2ZCWRBYTES: T A AHixt 4 52451 12C Eedit

%

NI

LY
A

=’>
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’AT+DRV12CWRBYTES:<num>,<address>,<length>,<data>

o <num>: 12C iS5, JEll: 0~ 1,
 <address>: 12C M\HLiA 4L,
- 7 fiittbhl: 0~ OX7F,
- 10 {iHshEs S MATHRI-L AR 110X, LSRRI XX 10 GRS i i 1
1, 5L 10 A7y OX2FF (b° 1011111111), FR2 55 A fHAE A OXTAFF (b° 111101011111111).
* <length>: 55 AR 12C K, LM 1~4 547,
« <data>: B%f <length> & KJFHIHE, JEH: 0~ OXFFFFFFFF.,

]

o 12C kg i Al —#b

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH HIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F¥H HIE 0x1234 F 10 fL 4k
—0x2FF

// I2CO0 B it 0x34., FHF HH 4 0x27, #HEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥i SPI GPIO

v

7

4

E A

¥

L2218

e

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

W i <

[ox

BH

o <mosi>: FHMALESX MK GPIO 45

o <miso>: FAMHFEESNN GPIO B, #AMHH, B -1.
o <sclk>: SPI HJ4{ES-%F 3 1) GPIO 45 .

o <cs>: WEEMHUNES XN GPIO B, #AMEH, B -1.
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3.10.11 AT+DRVSPIINIT: )54k SPT 3Pl 5)

v

H

N

B

¥

v

A

=

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

W i <

o <clock>: 4P, 43095i%kk 80 MHz, Bafi: Hz, HK{E: 40 MHz,
e <mode>: SPI i, JuR: 0~3.
o <cmd_bit>: iy HrBEIAGIEL, JER: 0~ 16,
 <addr_bit>: HihtFr B EGAGIEL, JER: 0~ 64.
o <dma_chan>: jfiH 182, AFEZE DMA KRS 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
« 0: SEf%%H MSB (RN )5
« 1: Jotbt LSB.,
— bitl:
« 0: JERI MSB (BRIA) ;
« 1: Jgd21k LSB,

Bl

 H7E SPI Wia4k Hi il & SPI GPIO.

2N

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

okHz; MR 0; #AMEMBIENBERIATLHEHF A 0; FFEA DMA; LM F K LsB
OK

AT+DRVSPIINIT=0 // #l % SPI I #

OK

3.10.12 AT+DRVSPIRD: it SPI %2

=

,/?\:

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fySHiidih, HibEK A H <addr_len> ZRE.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // # B 2 F¥ %
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ K, <cmd> #} 0x03, <cmd_len> # 1.
S ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.10.13 AT+DRVSPIWR: A SPI %

B A

=

DN .
A

=

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :
OK

>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

’OK

Y <data_len> ZHUfEN O I, BED AT HtLharSRisthht, Atk SPT LR, SR AT & |u]:

’OK

o <data_len>: SPI##sK )&, Jif: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
* <addr>: fipHudlk, HHKJEH <addr_len> ZHE .
o <addr_len>: AU AGH PR, JERI: 0~4 5,
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e
« ZRIRI DMA, <data_len> ZHCRRKRENS I E M KH R 64 45

ZaL

AT+DRVSPIWR=2 // B A\ 2 F ¥ #H

OK

> /1T AT HOE

OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // <cmd_len> # 1.
% ¥, <addr> % 0x1000,

OK

EN O F¥ 4,
<addr_len> % 3 F#

<cmd> # 0x03,

3.11 Web JIl%528 AT iid

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.11.1 #v&

WY ERIAN AT B SR R AT frd. QR IEEFE 2 ESP32-C3 S0 4F Web Ik 5545 an 4, HH
1T4hi% ESP-AT 142, Tr45 H AL S T sk

e |3/ Component config->AT->AT Web Server command support

3.11.2 AT+WEBSERVER: J3 /28 Hifiik Web JIR 45 221l Wi-Fi ¥4

~

L A

v T

K

iR
&

5?

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

* <enable>: 3 /25 ] Web Ik % %5 .
- 0: 22§ Web Eﬁ%ﬁ%ﬁﬁifﬁ%%?ﬁo

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR 525 115,
« <connection_timeout>: &/~ ABT BT E] . B4 b, JER: [21,60].
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e

o B WA AR DASRAE Web IR 5525 r i ) HTML SC:, —Fp@ i FAT SCHRSE, HETTFRZ A
AT FS 4. o5 — M2 i i A SCHRA7# HTML SO (BRIAIRE ) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUGZ ORI s AR TR E L HTML SCAF B NES (Fan: Bn— B, IR 2T,
& PR RS SO at_web_server_cmd.c .

o B LRIT Y socket (135 KECH A RE/NT 12, f&0] PAYE menuconfig H1 % B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GE
BRI (3% 0B A% iF ESP-AT T.42),

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT ¥£ ESP32-C3 &5k 45 25k ][] 7 (captive portal), W] 2514,

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&H, wmA 80, EANEEMAEKHE 50 P
AT+WEBSERVER=1, 80, 50

// #ER web R FH
AT+WEBSERVER=0

312 H ) AT o

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.121 #r&

Togi: BOAR AT BPECHFICOUR FRIBTE AT frd. WSREOR TS ESP32-C3 I i, i F T4
% ESP-AT 142, 7E85F RO R T A% HLpk P

e # /] Component config->AT->AT user command support

3.12.2 AT+USERRAM: $:1i:H P42 RAM

A4

Dy

A 24 B B AR RAM R/

ks
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AT+USERRAM?

Wi % ¢

+USERRAM: <size>

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

e

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®REN, 248N EHE

OK

S

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: MHF RAM 3e85#
- 4: 3B RAM _E 5
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

B

o THEPATAR T AL BAE Z 7 BT P RAM %518]

* ¥4 <operator> fwrite B, RGEIEN LS JGEHATIRE] >, HUAHETT DU A B S 1 EdE, X
P EN 5 <length> —3(,

* ¥4 <operator> J read I HEK KT 1024, ESP-AT & DARFEAS 2R EIE , MR EIE RE
AT 1024 88, DA \r\nOK\r\n %}

il

// AW 1 KB fl F RAM % [
AT+USERRAM=1, 1024

// ¥ RAM R A FFHMEE AN 500 FH KL
AT+USERRAM=2, 500

// M REM E M 100 BB 64 FHHIE
AT+USERRAM=3, 64, 100

/) BIHA P RAM ZF |
AT+USERRAM=0
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3.12.3 AT+USEROTA: Hififaa URL T4l 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEL A

Dyt
TH9E] URL Hi 7E BAS 1 [

AT+USEROTA=<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>
Ja,

’Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[ox

WER SRR R B TR, R )

’ERROR

BH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B
OTA [#{4.

e OTA [&ff>5 build/esp—at .bin,

o FIGHEE T M 48R DL .

o UIRMZERZEAESF BT R, AT K& [ ERROR, if 45 RF— B A1 L.

o NEWTRBNHRA . BEEIHRARSAFE—EWARAMENE, E2T0P6ElT, W RRZEA 3
IHiCAS, TR B O =i B Tk Y G .

o HWTH AT [FF)G, M AT+RESTORE R ] R .

e AT+USEROTA % ff HITP Il HTTPS,

o AT St > 4505, BdE P I ERR AT AN T B AT T8 3L, AR ZLAFITT45RE (CR-LF).,

* 24 URL 24 HTTPS i}, AEW SSLiAGE. QARZEsK SSL AL, bz 8474 i PKI SCHA SRR EAT]
TEEBS X, ZJGTE AT+USEROTA g S8R gk ik 5. %1 PKI U5 5% 4o
77 & % PKI B2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#2{Ltf%77 %] USEROTA.,

o S H 4o fT LI OTA F+28 IKEUHE £ OTA .
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wi MCU ¥y &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W

OK

* <enable>: & 1B 4% MR EEAC .
- 0: ZEHIMefiE MCU Jii &
- 1: {fEMLE MCU Bl &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: 25 FF 3 5AT+SLEEP=0/1/2/3 iy %1 KBk BRINEEM . Bl 43| AT+SLEEP=0 1y 4%, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: 2% IF)5 <delay time> HJEHE/8 MCU fEEDIRE. BROAZEAH . B ZEHIES, delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLH): 2%/ GPIO #5785 MCU BEkTIfE. BRIAAZHF.

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// ERYE MCU BEE . K AT H MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
S, W ERE McU, REHEHFZE L 10 H.
AT+USERWKMCUCFG=1,1,18,1,10000,3

// % E McU FE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU 4575 H CHEIRIR &
BE A

Dyiie:
TEAT+USERWKMCUCFG &) <check mcu awake method> BitO FlE 5T, &dAL450. H
T45%0 AT 247 MCU [ BEIRAR S o

’AT+USERMCUSLEEP:<State>

W i :
[ox
S
* <state>:
- 0: $5/8 MCU [igk .
- 1: 4575 MCU Bl .
il

// MCU % 41 AT ¥ #] MCU @ k
AT+USERMCUSLEEP=0
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3.12.6 AT+USERDOCS: #5ifglalf: %t i H  Sepei 4
b A

i
P24 HAS A R I8 9 SO P SR i

[

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

B8

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c3/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

SHIE AR 52 flash 49 AT 4

3.13 AT &2k

W AT A DAy :

e LER 15tRA

WA G2 AT+< i 224 F5 >=2 Prif) i B A 1) NS B EUE T
rif) s AT+< iy 224 F5 >? R[5 S5

WHEMmS AT+< A2 >=<+> WE M HEXWSEE, fisfrmd
PATIS AT+< iy 2 £ 5K > ZfT P A XS E®mA

© ANRAEA AT AR £ FIRPURHRA A -

o W HMASE, AH SRR TR SRR SR

o RS <> WIS HOR AT A .

o RS 11 WS EOTUAE I, AU EETEGAE. B, Bf7AT+CWIAP fir & 4 I A2 4
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

MW SRV SESAE N, WA, PRk,

’AT+CWJAP:"SSid","password",,l

s RG I SFER TR S, W

’AT+CWSAP:"ESP756290","21030826",1,4

o BEIRFAFFMERE SCAbBE, LuTFE st VTR
- \\ 5 SURARIT
DR GES, rBESEINIE S o L.
- \"' 5 AWE T, FRFARSEING 5 ILTFE L.
- \<any>: # ¥ <any> F4¥, Eﬂx\ﬁﬁﬁ <any> FAF, AMEHREHT.
o HUH AT A IR AT R 2k X, He sy TERRH L. B, AT @4 14T E) > SR A S0
HT BT B L.

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

. AT ﬁﬁé\%%ﬁwﬁ‘%ﬁﬂﬂ 115200,
o Bk AT fir WK AR i 256 5
. AT/B/\U\%‘E (CR-LF) 453§, FJ?M% DIEJ” WEN P
o AT 345 1R ) 2 i WLAT API Reference:
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.14 A5 BIRAFAE flash vy AT oy

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE— iy A S ROE O B A EE flash 7] AL AT+SYSSTORE fin 4L E , FAATE 2 WL ar A 140
LR

ik AT ey RS HRTF, il NVS Sy, Wik, aRa S EMFEMSEE, WASFHA
flash; AR Ay & W EAN R A S EUH ﬂash WAL PSR

315 AT %5

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT iy (943h)
FAHI A ESP-AT @y SR SR IR, H51f &% # ESP-AT iy & I AT45 R . WM i 5 — 2% 8
BRI OK 5 ERROR.,

Espressif Systems 192 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fb1
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.4/esp32c3/api-reference/storage/nvs_flash.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 3. AT Ay d4E

22 3: ESP-AT 1%/

AT Rz i%ﬂﬁ

OK T a5, &3] OK

ERROR AT AT TR T R P A A R

SEND OK BB k% 8t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX 1z %) , H A REHEE & %k 5
Xt i

SEND FAIL ] Hp W e 2% O I A B R (81 X FAT+CIPSEND
FIAT+CIPSENDEX /ﬁ/\)

SET OK URL C 2RI E (5 A AT+ HTTPURLCEG 75 %)

+<Command Name>: . . . TEANAIA AT Ay b FHgE R

o ESP-AT B4R 4 (E£3h)

ESP-AT &4t 45 R 48P H AR L EIH R .

7% 4: ESP-AT 4 B iltis

ESP-AT BB & 152 AA

ready ESP-AT [ {4 28 1 55 it 4

busy p--- RGN, IEfEAH @S, TP
1 i 2

ERR CODE:<0x308x%> NG LN

Will force to restart!!! DAENEIEER

smartconfig type:<xxx> Smartconfig 27

Smart get wifi info Smartconfig £\ 3k SSID Fil PASSWORD

+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 B3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station 2 11 O & J2 ] AP

WIFI GOT IP Wi-Fi station 2 [ £ #H [Pv4 bk

WIFI GOT IPv6 LL Wi-Fi station £ 7 LR B IPv6 HE % A H bl

WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl

WIFI DISCONNECT Wi-Fi station 2 1. 5 AP WiIT &

+ETH_CONNECTED PAK I 2 11 B 4%

+ETH_GOT_IP PA I 422 11 EL AR H TPv4 Hithl

+ETH_DISCONNECTED DA 22 1 2 BT

[<conn_id>,][CONNECT ID i <conn_id> (M ZERECE Y. (BHAKE
LR, ID R O)

[<conn_id>,]CLOSED ID } <conn_id> (ML EREE W (BRHA
#LF, ID 4 0)

+LINK_CONN

TCP/UDP/SSL yEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station %52 %| ESP-AT ) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP % [ %5 station 43 it IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% 1 %) & 1
Wr T

>

ESP-AT 1E7E% 15 HH P A B ds

Recv <xxx> bytes

ESP-AT M4 EFZ IR <xxx> AT

To4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT . %25 broker

+MQTTDISCONNECTED MQTT 5 broker C W&

+MQTTSUBRECV MQTT & M broker L& E g

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TTagke
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F4-

ESP-AT BB R

A

+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP i i £l M F Pl A £ 19 BluFi Jj A &
SCEH

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

7E$2 1D Wy <link_id> ) WebSocket #4214

+BLESCANDONE

ERE

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T

R =T e

, ESP-AT KAE R G H G 7 HER AL BH B -

# 5: ESP-AT 5 =77 =i Rty

ESP-AT BRI &E

A

RainMaker AT V8 &L

1% 5 % ESP-AT RainMaker 7% 832 (£7))

3.16 AT Hi&

Wil Pl e &

BITIRES

SRR R -

I XTT”EI’JHQE%H ESP-AT 2xfiith 511 H i i FE, WEIHT % ESP-AT 1Y
GthnTpAe A AR ey A ERE , DAERESTRAMMN HEE . THs T 0% L H &
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Chapter 3. AT Ay d4E

% 6: ESP-AT Hi

ATH®E

WA

at-common: write dlen:0

AT 4 FH RXOSCEN A 85, 38 i 24
PEHEHEZA\0 FEfF. WIREH UART il MCU
Wi, R
« ESP32-C3 [) UART RX 5| I 275 IF # %42
F| MCU g TX 5
* MCU @ &1k T 3E AT ap 48 XA
* MCU @ IEFIECE T UART 4%, $idis
LA = | o VAN 1 i 6 AR
« MCU ) GND 275 IEAf§ %42 5] ESP32-C3 11
GND 3|

at-init: at param mode: <mode>

AT PG AT S
< 0: BB
o 1: f#iff] mfg_nvs 43X S5
« 2: {§iJf] factory_param 4} [X BS54k

at-init: v4.1.0.0 (<src>)

AT [ 8 RS-SRS IO [T A2 B >R Y

at-wifi: negotiated phy mode: <phy_mode>

Wi-Fi Station #£3:21 AP B1HEj PHY £
¢ 0: Low Rate
e 1: 11b

11g

11a

HT20

HT40

HE20

VHT20

e o o o o o
~N NN kW

at-wifi: wifi disconnected, rc:<reason_code>

Wi-Fi station T 341 Jt ALY

at-wifi: wifi recon-
nect..(<index>/<total_count>)

Wi-Fi station 1F1F B IE2] AP

at-net: unknown host: <hostname>

TCYERRENT £ <hostname>, k4 DNS &
1WA 2% 4 42

at-net: send failed, s:<send_len>ri<ret_len>

RIEFPERM, Kk KJEN <send_len>, SEfn
REKEN <ret_len>., THRETMZIERE,

at-net: link is changed

AT MRS deiy, (RO Ak fe & i
WIS, B i e E R 55 4
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

197
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Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WAL, MCU % % £ # K B &/ https://www.espressif.com/sites/default/files/
—home/hardware.png B F & & .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

’AT+SYSMSGFILTERCFG=O ‘
M B :
E |

10. ZEH RGN Bl g
S

’AT+SYSMSGFILTER:O ‘

i B <

[ox |

11. FFE A
e

’ATEl ‘
W

[ox |

4.2 TCP-IP AT 74

AT A A ESP32-C3 B 5 _FizATTCP/IP AT 4 % a2 A7~ Bl .

o ESP32-C3 % &1F#4 TCP % F 343 5 %1545

o ESP32-C3 54454 TCPIR %Rk 5 %i%53E

o itig IP ¥ohtFosp 0 B] € 44 UDP it fz

o 3% IP ¥ohtFosy 0 5] T a4 UDP i#f3

o ESP32-C3i5&1Eh SSL B Pt s ik

o ESP32-C3 5414 SSLIR 525 %ikd:

o ESP32-C3 % %1k # SSL %\F%E;Lﬂﬁﬂi}\iiﬁi%i%

o ESP32-C3 & &1E# SSL MR 4B 3 5 SGINGE % % 3%

» ESP32-C3 % %-1F h TCP z\F% @5 ikdE, 2, UART Wi-Fi ik 1
o ESP32-C3 % &1E#4 TCP IR %%, 53 UART Wi-Fi i&1%

o ESP32-C3 % &1k % softAP {& UDP {& %y 5230, UART Wi-Fi ik 1%

o ESP32-C3 % &R B A IMAE X T 09 B4 F 4495

o ESP32-C3 % & F & mDNS sh 4%, PC il itk &i5325)i% %09 TCP IR %%

4.2.1 ESP32-C3 %451k TCP % sl vr YaE

1. %8 Wi-Fi #5} station,
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fir

’AT+CWMODE=1

Mg J3

[ox |

2. AR B HE .

iy

’AT+CWJAP="espreSSif","1234567890" ‘
Mg .«

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o % AR SSID FIE RS ml REER iRy & R AOARTR] . 1 FH 50 % th #% 1 SSID Fl A5 .
3. Zrif ESP32-C3 #4:4% IP Hudil,
e

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
BiH -
o AR RES bk m i i AR ]
4. PC 5 ESP32-C3 ¥ 418 [ E& i -
AE PC _F A M 253 T, B1)8—> TCP iRk 55 %% . 510 TCP AR 45 %t IP #itht >k 192.168.3.102,
1A 8080,
5. ESP32-C3 & VE N Pt TCP £33 TCP R44%, MREHEIP #ihlh 192.168.3.102,
124 8080,
AT+CIPSTART="TCP","192.168.3.102",8080

i B -

CONNECT

OK

6. Ak 4 FHAER.

AT+CIPSEND=4

Wi K7 -

OK

>
4 FARE, Bl AR test, ZJa AT R AT AR

Recv 4 bytes

Q)
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[CARN)
SEND OK
iR
o HEARFEATEH L AT+CIPSEND i BOEMKE (n), WARFESWEN busy p..., HAK
BERATHT 0 ADFHY, AIRFEMUGENY. SEND OK.
7. B4 AT
st TCP R 5528 &1k 4 FmEdE (Bdih test), MAGKSHIR:
+IPD,4:test
4.2.2 ESP32-C3 %510 TCP 55 a5 v 2 %51
24 ESP32-C3 % #51E A TCP R4t , W@t AT+CIPMUX=1 t3 > fREL #EH:, b REH 214> TCP

B RE F) ESP32-C3 i 45

PATR 72 ESP32-C3 i #5110y softAP @57 TCP flg 5 i/l AR jg ESP32-C3 i #5/°h station, AIYETE

I R A e T BRI R YRS IR 55 44 -

1. 58 Wi-Fi 834 softAP,

’AT+CWMODE:2

Wi K7 -

’OK

2. (EREZ R

e

’AT+CIPMUX:1

M .

’OK

3. & H softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

4. ¥ifi softAP {5 H.,
iy

’AT+CIPAP?

i B -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

K

o AR HIIE ] HE-5 b B AR ]

5. @57 TCP R%54%, BRikuml1hy 333,

S
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10.

AT+CIPSERVER=1

i B <

OK

PC jE#:%)| ESP32-C3 %451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WIiFi-C403 B =
AC750 g8 =
aobrmtWGGx 8 =
8 =
a =

E PC LA 451 THLRIRE—1 TCP i, IEH:E] ESP32-C3 WA QIALHY TCP J%5 .
ek 4 FABRE AR 1D b 0 B 1.
o

AT+CIPSEND=0, 4

i . <

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

ALK
o AEIAMETEHEE AT+CIPSEND g K E (n), MRS LMY busy p. .., K
BRI ET 0 AT, KB SEMSIE. SEND OK,
MR 4 1D o 0 faERE B2k 4 238l
ik TCP g5k & ik 4 FIriEdE (Bdiih test), MRS SHUR:

+IPD,0,4:test

KM TCP 4%

AT+CIPCLOSE=0

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frif ESP32-C3 4% IP Mtk
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C3 %45 15 7] — B HH
16 PC LM T A, 6l UDP {64, §I41 PC ) TP Hbilkly 192.168.3.102, 1
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 >}y ESP32-C3 #4511 UDP At [1, #0] JATIRE, WA EE N K FEHLE .
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
H.7) ESP32-C3 #4835 11 1112 % 2£50E, ESP32-C3 %4118k 2 0k | UDP i 11 1112 (%K
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N &K F |54 PC . (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o 550 K SSID A5G i HEER i ar & HH YA 3950 A0 1% el 4 1 SSID RIS«
#rif) ESP32-C3 #¢45 IP it
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LR iR .
4. PC 5 ESP32-C3 S e B[] — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
e 1112 >k ESP32-C3 #4511 UDP ZAHbin 1, %0 AF7RE, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
kR 5 ESP32-C3 445 UDP @ {Z 11 ie 1P Mkl Filss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C3 vesifi v SSL %5 ) il 3 Y 1%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if] ESP32-C3 #5:4% IP Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C3 %4548 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. ESP32-C3 %45 E M & Fiiad i SSL #3323 SSL IR455%, MR4#2 1P Huhilk>ly 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C3 #5180 SSL k5545 dtvr 2%+
24 ESP32-C3 #4520y SSL RS54y, WATEILAT+CIPMUX=1 - fliREL 4, AT A Z A%
Ui 4% F] ESP32-C3 4

PATR & ESP32-C3 #5124 softAP #57. SSL fig 557 il s 4SR & ESP32-C3 i #74 station, WJ7EMEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jil# ESP32-C3 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC %] ESP32-C3 #4511 softAP,
7. £ PC L-fifi/f] OpenSSL #iy4>, 4> SSL % i, #4%%] ESP32-C3 i@ SSL ik 554 -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C3 %45 IR Y -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C3 %1k SSL 2 Qv vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C3 #54% IP Hutl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-C3 45 82 [l — &y «

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C3 4% I i 1 :
ACCEPT
LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-C3 #4514 B SSL & it A A B &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C3 % 451N % il L SSL iE4%# 3 SSL AR %48, IR&G#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C3 % #71i: 4 SSL it 55 %5 e Sy W\ UE 2 XE4%
14 ESP32-C3 KAy SSL Mg 5t A ATEILAT+ CIPMUX=1 (B RE S HEH:, RN TTREA 2% P
R ESP32-C3 4% .

PAR 72 ESP32-C3 #4514 station 737, SSL AR & 25 WA B A& ESP32-C3 %45 1E A softAP, W &%
ESP32-C3 &4 SSL M&BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi ESP32-C3 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C3 B2 A — i o
7. #£ PC I f#iJf] OpenSSL iy 4, A#—4> SSL % P, %35 ESP32-C3 1540721 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C3 545 F I -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C3 4511k TCP %)y, devr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C3 445 1P Mtk
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
 BEEINEIRATRE S AR P A
4. PC 5 ESP32-C3 {45 V425 [l — A B i .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C3 B4 A% Frifiiliad TCP ¥4 5] TCP 4548, FR4-#% IP Hudk>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4.2.10 ESP32-C3 %451k TCP k%528, 928 UART Wi-Fi &%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C3 #54% IP Huht.,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE$%)| ESP32-C3 TCP JIji %548
PC 5 ESP32-C3 #5182 A — N H H
1 PC LA M TR, G —4 TCP % P, %#:%] ESP32-C3 () TCP JigR45#%. Huhl
192.168.3.112, i1k 8080,
AT i :

Espressif Systems 216 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 4. AT #y2 R

0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C3 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C3 {451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP a =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

4. fI|7E#—1~ UDP i 5
1E PC L M5 LB F, A —4 UDP &4, 40 PC i IP #ihlly 192.168.4.2, Hgllh
8080,

5. ESP32-C3 5 PC X i I 78 37 [ 7 Xt vy TP Hbctik A1 11/ UDP A&y . oA IP Motk 192.168.4.2,
i oA 8080, AsHbum I8 2233, F=EH 0.
it

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-C3 Bk pk o b s v 8ol

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-C3 i% 4% IP ik,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C3 ¥4 1EHE [ — M i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-C3 & 451E % Fusidad TCP %425 TCP iR45#%, IRS#s IP #uihikoh 192.168.3.102, i
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32-C3 i A R i ON B Bial.

’AT+CIPRECVTYPE=1

M B -

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-C3 & Arifi g sl i ik X N B R K

AT+CIPRECVLEN?

M .

+CIPRECVLEN: 4
OK

9. ESP32-C3 A& R sh i ot i g 7 2t

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.2.13 ESP32-C3 3458 K mDNS Jjfig, PC il ik 2l Besriy TCP IR554%

1. 8 Wi-Fi i34 station,

AT+CWMODE=1

i & -
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[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o %A SSID A1 AT fER Bk P AN IE] o i R0 2K B AR SSID FEE i .
3. PC 5 ESP32-C3 ¥ A& iE# R — Mg i
HATEFR—AaE M, PC A fig k38 ESP32-C3 1% 4.
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

’sudo avahi-browse -a -r

5. ESP32-C3 #4577 /2 mDNS i fE.

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp",2, "product", "my_
—printer", "firmware_version","AT-V3.4.1.0"

W R

OK

Vi :
o W4T e mDNS Ujhg, R TR LHIAFN ny_instance, IRFSERH _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (AIHEAIR) PC % B ESP32-C3 #8145
PC 3 avahi-browse THSRR:

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX._.
—~Printer local

hostname = [espressif.local]

address = [192.168.200.90]

port = [35]

txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
AR

o BOBBR R, UL T R ESP32-C3 4 ) mDNS Tyt LA iE .
7. ESP32-C3 B iRl & b

’AT+CIPMUX:1

M .
[ox
8. ESP32-C3 &451EH TCP ikR%#%, Wwldh 35.
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’ AT+CIPSERVER=1, 35 ‘

i B«

[ox |
9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4

F| ESP32-C3 %751 TCP 55 %5 .

Ay
’nc espressif.local 35 ‘

ESP32-C3 ¥4I -

’ 0, CONNECT ‘

PaHH :
o JEBESIIE, PC Ml ESP32-C3 4% )7 B AT AEAT 8 5 5
10. ESP32-C3 $£4% 3= mDNS g,
iR

’AT+MDNS=O ‘
i B -
[ox |

LUK
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

RIS F2 2 A 2 Bluetooth® Low Energy AT 444 WM 5k, 4R BHE ESP32-C3 i Limfrix s
IR R 11

o f

e Bluetooth LE & P 3% % 5 R 545 4244

* Bluetooth LE i% 3570 %

o FA ESP32-C3 Fr & A2 19 3% 5 SPP i%4%, VA% {£ UART-Bluetooth LE i 1% ¥ X, T 1% #h 3038
o ESP32-C3 5 F#usd 5 SPP %3, VA% {& UART-Bluetooth LE i% 1545 X T 1 338

e ESP32-C3 #oF#LZ 1A 3% 5 Bluetooth LE % 355 Bext

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B 2 [ R Y BREE A S ST B . B HISER 2SI T 4. 3. /38, A8
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARAYHFHEARA) Bluetooth LE A4 3% Bluetooth LE & Fig#lie GATT EME.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE %% yv3ii 5% 55 01 55 R AE A1
PATF 78l ] B (5 FH i e ESP32-C3 FF %Az, Horfr—3eff: 4 Bluetooth LE 453w (ML AE K Bluetooth LE fiik 55

Bffi ), 73—HRAFEA Bluetooth LE % /3 (Al Bluetooth LE % P Ui ffi () o 53X 1o 17 L i fi
JH AT iy 757 Bluetooth LE i3, 52 R # S .

¥ FEA A BHHPLESP32-C3 Bluetooth LE A4 313k AY#AE H S5 3YE ESP32-C3 Bluetooth LE
R4 uHATEIT], DAL ESP32-C3 Bluetooth LE & & 3 3L #4E N 22 3i7E ESP32-C3 Bluetooth LE
% P AT RIA]

1. #1454 Bluetooth LE ZhHE.
ESP32-C3 Bluetooth LE ik 45 3 :
%

’ AT+BLEINIT=2

N . :

[ox
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ESP32-C3 Bluetooth LE % i :

e

’AT+BLEINIT=1

N . :

’OK

2. ESP32-C3 Bluetooth LE 55 ik BUH: MAC Hihilk .

’AT+BLEADDR?

N . :

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

PAE

S A < 91 o R R e e o R N T R TR

1. ESP32-C3 Bluetooth LE f? i 1| IR % .

fir s

Ryt TP EP M.

’AT+BLEGATTSSRVCRE

iy B«

’OK

2. ESP32-C3 Bluetooth LE IR % i IR % .

e

’AT+BLEGATTSSRVSTART

T

’OK

1. ESP32-C3 Bluetooth LE fI 453 % Pl IR 45 4541F o

’AT+BLEGATTSCHAR?

M . <

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

(N 4kZE)
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(£ L£50)

OK

2. ESP32-C3 Bluetooth LE [ 453t - #4) " #%, 2 J5 ESP32-C3 Bluetooth LE % it JF 4434 9 HA4k 3
P,
ESP32-C3 Bluetooth LE f 45 i :
i

’AT+BLEADVSTART

i B -

’OK

ESP32-C3 Bluetooth LE % i :

’AT+BLESCAN:1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
o PTG R RE 5 iR B A R A
3. 757 Bluetooth LE %4,
ESP32-C3 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

i B <

+BLECONN:0,"24:0a:c4:d6:e4:46"

OK

AR
o A _FIRGTAEE, 5T %435 ESP32-C3 Bluetooth LE I 45 it #iidik .
o 7 Bluetooth LE &2 i), MJ<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 157 Bluetooth LE £, W& /R +BLECONN: 0, -1,
4. ESP32-C3 Bluetooth LE & i % FLAR 55
e

AT+BLEGATTCPRIMSRV=0

i B«

+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

BiHH -

+ ESP32-C3 Bluetooth LE % i A if IR 35 194554, bt ESP32-C3 Bluetooth LE filt /i A2 1) iz 55 1Y
LR Z A BRIAIR S (UUID: 0x1800 1 0x1801) , X 2IEFEM4 . IEFEAM, T F—HRk %,
ESP32-C3 Bluetooth LE & it #r 1A 1Y) <srv_index> {H 25T ESP32-C3 Bluetooth LE i i 25 141 (1Y)
<srv_index> {H + 2. B0 iR H IR % 0xA002, 4 Rife ESP32-C3 Bluetooth LE % i
W) <srv_index> 4 3, WIE-7E ESP32-C3 Bluetooth LE I 55 33 AT+ BLEGATTSSRV ? £ 4
6], N <srv_index> 24 1,
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5. ESP32-C3 Bluetooth LE % P % Pl (H .

e

AT+BLEGATTCCHAR=0, 3

N . :

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. ESP32-C3 Bluetooth LE % J3fi 32 Bl — M HE{H

AT+BLEGATTCRD=

0,3,1

Wi K7 -

OK

+BLEGATTCRD: 0,

1,0

PEHA:

o THER HARRR AL (ELAL A AR -
* 15 ESP32-C3 Bluetooth LE 7 /'3t St iURHF A2, ESP32-C3 Bluetooth LE it 45 3 ) £ 42 7

+READ:0, "7c:df:al:b3:8d:de",

LS

ESP32-C3 Bluetooth LE & i & — M E{HE .

’AT+BLEGATTCWR=

0,3,3,,2

N . :

>

V=]

(i)

> FR AT HER B 8, Ul T DU A KIS, U8 KA E B4 <length> 1Y

IS, IITEH AR

’OK

PEHA:

o U5 ESP32-C3 Bluetooth LE % 7 i 5 435 AiF i 1A 49 % &), ESP32-C3 Bluetooth LE fig 4% i
M £/ +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>,<value>,
8. Indicate —/MEHIE{H

ESP32-C3 Bluetooth LE % F1js
fird:

AT+BLEGATTCWR=0,3,7,1,2

N . :
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. |
5 > Fon AT HER PRI DB, BERTETT DA A B, 48R KEIRH S35 <length> 1Y
fHI, PATE ARAE.

T $:0k ESP32-C3 Bluetooth LE k453 & 3% 33 SR R (i3 notify R E#H indicate HR),
ESP32-C3 Bluetooth LE % it 75 ZHE Bl A iR 5 g . X F notify 2k, %5 AfH 0x0001,
ST indicate FR, FHEA(EH 0x0002, FEARFHFE A 00002 ffH] indicate FK.

o |
RE
« 15 ESP32-C3 Bluetooth LE % Pt B AL #3845 5y, ESP32-C3 Bluetooth LE fI 45 i ] 2
PR +WRITE:<conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,

<value>,

ESP32-C3 Bluetooth LE 7 453
i

’Z—\T+BLEGZ—\TTSIND=O, 1,7,3 ‘
M B -

75 > Fon AT HE IR DB, DU mT DA A, U8 K iR B 340 <length> [
fEE}, $44T indicate #1F

[ox |

K
75 ESP32-C3 Bluetooth LE % P42k F| indication, N &4 7~8 + INDICATE : <conn_index>,
<srv_index>,<char_index>,<len>, <value>,
o X [R]—HR 4, ESP32-C3 Bluetooth LE % i) <srv_index> {H 25+ ESP32-C3 Bluetooth LE fl
P <srv_index> {H + 2, X2IEFMNE.
o WT MRS HRFERIALIR , RIS SR e T B 2 TR T IR 5.

4.3.3 Bluetooth LE JIl# 55 3% 53 R 55 F Ak A

PAF 7 il ] B (5 FH i e ESP32-C3 FF Achz, Horfr—3eff: 4 Bluetooth LE 453w (HLAE K Bluetooth LE fii 5%
mfA), J—HAEN Bluetooth LE % i (HAEk Bluetooth LE % Pl f€6,) . 3X AN J@om 1 W 4nf] i
7. Bluetooth LE 4%, AR R S i 525 iR S5 FAE(EFN 4 Fm s &, notify Al 55 FRAF(HE -

TP Il ESP32-C3 Bluetooth LE AR 4 3% I3k i #a4/E H 22X ESP32-C3 Bluetooth LE [l 4%
W PATEI R, DA ESP32-C3 Bluetooth LE & A 3 H 3k i#/E H 22 3iYE ESP32-C3 Bluetooth LE &
AT R AT

1. ¥J54k Bluetooth LE Tk,

ESP32-C3 Bluetooth LE HR 45 i :

’AT+BLEINIT=2

i B -

[ox |
ESP32-C3 Bluetooth LE % /i
s

’AT+BLEINIT=1

i [ <
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’OK

1. ESP32-C3 Bluetooth LE JI# 45 361 28 iR % .
iR

’AT+BLEGATTSSRVCRE

M B ©

’OK

2. ESP32-C3 Bluetooth LE A 45 85 AR 45
i

’AT+BLEGATTSSRVSTART

M B <

’OK

1. ESP32-C3 Bluetooth LE [z 55 i # Bt MAC Hihl .

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

L
o A HUAETTRE S _EdRmg B R R, SRl RTE IR E .
2. ESP32-C3 Bluetooth LE IR 45 i e &) & 25K .
i

’AT+BLEADVPARAM:50,50,0,0,7,0,,

Mg B <

’OK

3. ESP32-C3 Bluetooth LE J}t 45 i3 & 1 3& £
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M 3«

’OK

4. ESP32-C3 Bluetooth LE R &% iR) 4% .
e

’AT+BLEADVSTART

Wi K7 -

’ox

1. ESP32-C3 Bluetooth LE % F1 it R 5
e

’AT+BLEGATTSSRVCRE

M B -
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’OK

2. ESP32-C3 Bluetooth LE & P8 AR 45
i

’AT+BLEGATTSSRVSTART

i B <

’OK

1. ESP32-C3 Bluetooth LE 7% i B H: MAC #bhik
i

’AT+BLEADDR?

Mg B <

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

0
o QAEEIOAAL T 5 LAARI T R, A, TSR 2T 5.
2. ESP32-C3 Bluetooth LE & Flum i 44, 54 3 £,
i

AT+BLESCAN=1, 3

i B«

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o ISR T B bk B A R [R]
3. 757 the Bluetooth LE %3,
ESP32-C3 Bluetooth LE % i :

EEs

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

i B -

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

i :
o WA _LiRay A, 15 H A1 ESP32-C3 Bluetooth LE iz 55 ikt .
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y Bluetooth LE #E#24: 1, M<K +BLECONN: 0, -1,

ESP32-C3 Bluetooth LE H% 45 ifi;:

Py N
iy

AT+BLECONN=0, "24:0a:c4:03:a7:4e"

M.

+BLECONN:0,"24:0a:c4:03:a7:4e"

OK
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Ui :
o A PRGS04 ESP32-C3 Bluetooth LE % Ptk
o 40 % Bluetooth LE % 82 i B, N &4 /8 0K, A< /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o R Bluetooth LE 324, N4 /8 ERROR, Aafi/R +BLECONN:0, -1,

1. ESP32-C3 Bluetooth LE & F it £ i) A< H IR 45 .

AT+BLEGATTSSRV?

M. :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32-C3 Bluetooth LE & it & P A HUEFAE

AT+BLEGATTSCHAR?

i B <

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR:"char",1,4,0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR:"char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C3 Bluetooth LE AR 45 5 % P05 v AR 45 o

e

AT+BLEGATTCPRIMSRV=0

N . :
+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800,1
+BLEGATTCPRIMSRV:0, 3, 0xA002,1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1
OK

B :

* ESP32-C3 Bluetooth LE fiit 55 i 2 if) il 55 145 5 , b ESP32-C3 Bluetooth LE & F' i 25 11 iR 55 11 25
RLZWANERIAIR S (UUID: 0x1800 F1 0x1801) ., 1E KA, XFF[a—fk4s, ESP32-C3 Bluetooth
LE R % i) i) <srv_index> {H 45T ESP32-C3 Bluetooth LE %% i 25 1) Y <srv_index> {H + 2,
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Ban, ERREIF R IRS 0xA002, 4HiTHE ESP32-C3 Bluetooth LE fl 45 i 2r i) 2] ) <srv_index>
g 3, f5AE ESP32-C3 Bluetooth LE 7 45 338 1 AT+ BLEGATTSSRV? £y 4253, W <srv_index>
W1,

4. ESP32-C3 Bluetooth LE [} 45 i % P S ERAE

AT+BLEGATTCCHAR=0, 3

N . :

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32-C3 Bluetooth LE % P15 IR 45 41 i -
A SRS BRAERY IR FFAE (characteristic) 245 HRHALAA.

’AT+BLEGATTSSETATTR:1,8,,1

M B :

’OK

6. ESP32-C3 Bluetooth LE fIZ 45 it 152 Ik 45 R fiF A
i

’AT+BLEGATTCRD=O,3,8,

Nl . -

+BLEGATTCRD:0,1, 9

OK

7. ESP32-C3 Bluetooth LE f}Z 4% 15 AR 55 S F AR
PP T S E IR S R B A

’AT+BLEGATTCWR=O, 3,6,1,2

i B«
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B |
N . :
Lox |
AR
o N5 Bluetooth LE fl 55 i 5 Ak 55 FRAE(E {3 )5, Bluetooth LE & i &4 /8 +WRITE: 0, 1,
6,1,2,12,

8. ESP32-C3 Bluetooth LE % it notify AR 55 435 (E

’AT+BLEGATTSNTFY=O,1,6,10 ‘
Wi .
> |
fir s
’zg)\ 11234567890 104 F ¥ ‘
M B -
G |
R

* Y15 ESP32-C3 Bluetooth LE % Fifii notify IR 5545 (H 28 IR 553 2, Bluetooth LE R 45 s ) &
/8 +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE YE4: 4%

PAR 73 [R] R Y e ESP32-C3 FF At HoHp—3efE A Bluetooth LE %5 5w ( AE A Bluetooth LE [z 5%
wfA ), —3ER Bluetooth LE & i (HAF4 Bluetooth LE & P f€4) o X MIlF R T /B REINE
Bluetooth LE %3 .

GipAS

o fEPA R EBEH DA ESP32-C3 Bluetooth LE A4 3w ki #1E H 555 4F ESP32-C3 Bluetooth LE
MR ATRI W], PAESP32-C3 Bluetooth LE % F 3L #E H 2 354E ESP32-C3 Bluetooth
LE & g AT R AT

o N BRI FE IS . S0 H2 N ) SR TE A AT T — NI R R .

« ESP-AT £ RLVF40E 10 PNk

1. #J1E4k Bluetooth LE I fE,
ESP32-C3 Bluetooth LE [ 453t
s

’AT+BLEINIT=2 ‘
N . :

[ox |

ESP32-C3 Bluetooth LE % F1jis
fird:

’AT+BLEINIT=1

M . <

Lox |
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2. ESP32-C3 Bluetooth LE Ik 45 i 3B Bluetooth LE #iidil:,

e

AT+BLEADDR?

N . :

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

PAE

G < ¥ o Rt T R e A Sl R N T R TR

1. ESP32-C3 Bluetooth LE fJ? 45 i 1| 3R % .

fir s

’AT+BLEGATTSSRVCRE

M B -

[ox

2. ESP32-C3 Bluetooth LE fif % it H 2R 5 -

fir s

’AT+BLEGATTSSRVSTART

iy B«

’OK

1. ESP32-C3 Bluetooth LE R %5 it & B AR S5 45+ &

’AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32-C3 Bluetooth LE R 45 i F i) #%, 22 J5 ESP32-C3 Bluetooth LE & Fum 4G 4 Hirss 3

i

ESP32-C3 Bluetooth LE H 45 i :
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’AT+BLEADVSTART ‘
N . :
[ox |

ESP32-C3 Bluetooth LE % F1ji
il

’AT+BLESCAN=1,3 ‘

i . <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

K
o TRYHIERATRE S Lk mp i P AN A
3. 757 Bluetooth LE %32,
ESP32-C3 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"
Mg 3. :

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

LR
o B A _LiRay A, 5 H A8 ESP32-C3 Bluetooth LE iz 55 ikt .
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:cd4:d6:e4:46,
o 1% Bluetooth LE i35, W& /R +BLECONN: 0, -1,
4. ESP32-C3 Bluetooth LE & F'3it & FLIR %5

AT+BLEGATTCPRIMSRV=0

i B <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i
» ESP32-C3 Bluetooth LE & i 2r i) IR 55 45 5, H ESP32-C3 Bluetooth LE fiig P 20 i Ak 45 14
ZE B ZHABRIAR S (UUID: 0x1800 1 0x1801) , X & iE4 P4 . IEHEM, ¥ HE-—RS,
ESP32-C3 Bluetooth LE % i Ay 16 1Y) <srv_index> {H 45T ESP32-C3 Bluetooth LE g " 25 14 )
<srv_index> {H + 2. Bil4n_FiR w6 P gk S: 0xA002, 4Fi#E ESP32-C3 Bluetooth LE % F it 2y
2| <srv_index> A 3, WISRAE ESP32-C3 Bluetooth LE [l F' i 38 i3 AT+ BLEGATTSSRV ? iy %>
), W) <srv_index> A 1,

5. ESP32-C3 Bluetooth LE % F13 % Pl .
A

AT+BLEGATTCCHAR=0, 3

Nl . -
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+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

OK

"char",0,3,1,0xC300,0x02
"desc",0,3,1,1,0x2901
"char",0,3,2,0xC301,0x02
"desc",0,3,2,1,0x2901
"char",0,3,3,0xC302,0x08
"desc",0,3,3,1,0x2901
"char",0,3,4,0xC303,0x04
"desc",0,3,4,1,0x2901
"char",0,3,5,0xC304,0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902
"char",0,3,7,0xC306,0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

6. WHEMESE. BE auth_req iy SC_MITM_BOND, fk45iil) iocap 4 KeyboardOnly, &J?
it iocap SN KeyboardDisplay, key_size /16, init_key 5 3, rsp_key N 3.
ESP32-C3 Bluetooth LE Ji% 453 :

o

’AT+BLESECPARAM=13, 2,16,3,3

N . :

’OK

ESP32-C3 Bluetooth LE % F'js

e

’AT+BLESECPARAM=13, 4,16,3,3

N . :
ox
LR
o JEAF T, ESP32-C3 Bluetooth LE [k 5% i éar A BC X%t A5, ESP32-C3 Bluetooth LE & i i /S e
POR S

o BESP-AT ¥ Legacy Pairing fll Secure Connections W, HEEEE 5
WIPEEg . ANt 7 #F Secure Connections, M4 XA Secure Connections
T .

7. ESP32-C3 Bluetooth LE % F i & e i 255 5K

’AT+BLEENC=O,3

i .«

’OK

R
5 ESP32-C3 Bluetooth LE AR 45 Uil # IE in &3 =K , ESP32-C3 Bluetooth LE Al 45 Ui W £ #2271
+BLESECREQ: 0,
1. ESP32-C3 Bluetooth LE [z 4% i 7 Fit X 355K
A

AT+BLEENCRSP=0,1

i . <
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OK

AR
o {5 ESP32-C3 Bluetooth LE % F 3 i Bhli 2|l %t ipg 7, W] ESP32-C3 Bluetooth LE % 7
i e Re St MR VAT DL WO R TS
o YEAAY H, ESP32-C3 Bluetooth LE %& i | &3¢ /R +BLESECNTFYKEY:0, 793718, [
SHg -k 793718,

1. ESP32-C3 Bluetooth LE % F i [1] 42 Fit X i
e

’AT+BLEKEYREPLY:O,793718 ‘

Nl B <

[ox |
PATIXA A2 )5, £ ESP32-C3 Bluetooth LE flz 55 3 Fl1 ESP32-C3 Bluetooth LE & i 23 45 — SEX

ISAEPSE/
ESP32-C3 Bluetooth LE H 453 :

+BLESECKEYTYPE: 6
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:

+BLEAUTHCMPL: 0,

2

O O O O O
~ 0~ 0~ N
N W

ESP32-C3 Bluetooth LE % F1jis

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE:0, 2
+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

HA] LIS DA +BLESECKEYTYPE F3k {5 B.. {55 +BLEAUTHCMPL: 0, 0 I S50k 0 3%
TNINEE Y, R 1 RN R

4.3.5 Wi ESP32-C3 JF kMR 2 4l 3. SPP ¥%4%, ULKAE UART-Bluetooth LE i% 4
EM RS e

AR 7 51 [ s (52 FH P e ESP32-C3 - #fe, Horp—3efE >y Bluetooth LE fik 453 (2 AE Bluetooth LE Iz 55
i ffi €6 ), J3—3AEA Bluetooth LE % P (A Bluetooth LE % i fi €8,) o X A1 J&oR T I Anfay g
57. Bluetooth LE %32, DA 57151418 {5 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE i# £ 45
).

FE: EPAFHEFPAESP32-C3 Bluetooth LE M43 H L iFR/E H 55 %4E ESP32-C3 Bluetooth LE
M55 i ATRI AT, DA ESP32-C3 Bluetooth LE & 3 HL ¥ 4E H E34E ESP32-C3 Bluetooth LE
& AT RIA]

1. #1144k Bluetooth LE i fE.
ESP32-C3 Bluetooth LE A 45 3 :

AT+BLEINIT=2

Wi K7 -
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’OK

ESP32-C3 Bluetooth LE % F1jis
s

’AT+BLEINIT=1

g B <

’OK

1. ESP32-C3 Bluetooth LE fJ} 4 it 3R % .
T

’AT+BLEGATTSSRVCRE

M B <

’OK

2. ESP32-C3 Bluetooth LE AR 4% 8 TF AR 45
i

’AT+BLEGATTSSRVSTART

Wi K7 -

’ox

1. ESP32-C3 Bluetooth LE iz 55 i $i it H: MAC Hiht .

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR :
o BACARIHLEE R RE S Bk N R, e R i, S RS A
2. ESP32-C3 Bluetooth LE IR 45 i e 8 & 254 .
iyl

’Z—\T+BLEADVPARAM:50, 50,0,0,7,0,,

M 3«

’OK

3. ESP32-C3 Bluetooth LE Jft 45 i i3 & 1 3& 4
e

’AT+BLEADVDATA:"O20106OAO9457370726573736966030302AO"

Wi K7 -

’ox

4. ESP32-C3 Bluetooth LE R % 3144 4%
e

’AT+BLEADVSTART

IRy :
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’OK

5. ESP32-C3 Bluetooth LE & Pt 4G4, ek 3 75,
i

’AT+BLESCAN21,3

Wi K7 -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

AR
o BRSNS A T S ik b A R TR]
. 757 the Bluetooth LE %32,

ESP32-C3 Bluetooth LE % /i

iy

AT+BLECONN=0, "24:0a:c4:d6:ed:46"

Wi K7 -

OK

+BLECONN:0, "24:0a:c4:d6:ed:406"

K

o WA\ _FiRETABT, i H 1% ESP32-C3 Bluetooth LE fiR 4% s Hittik .

o Y15 Bluetooth LE #E8: %), W43 /R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #E#:R M, N&$E/8 +BLECONN: 0, -1,

7. ESP32-C3 Bluetooth LE fi 45 5251 IR 45

AT+BLEGATTSSRV?

Nl . <

OK

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

8. ESP32-C3 Bluetooth LE Jt 45 it % PUAHE .

AT+BLEGATTSCHAR?

Mg [«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02

Q)
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(£ L£50)

+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:

OK

"desc",1,8,1,0x2901
"char",2,1,0xC400,0x02
"desc",2,1,1,0x2901
"char",2,2,0xC401,0x02
"desc",2,2,1,0x2901

. ESP32-C3 Bluetooth LE % F1i4 % P AR 45 .

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

K

* ESP32-C3 Bluetooth LE % P £ if] iR 55 (1) 45 5%, bt ESP32-C3 Bluetooth LE Ak i 25 1 iz 55 1)
ZERZFHABANR S (UUID: 0x1800 A1 0x1801) , X2 IE# B4 . IR, XRS5,
ESP32-C3 Bluetooth LE & it A if] 1) <srv_index> {45 T ESP32-C3 Bluetooth LE IR i 25 i1 1)
<srv_index> {f + 2. 40, FRRGIFEIIRS 0xA002, 43i7E ESP32-C3 Bluetooth LE % Jiif:
I FN ) <srv_index> 4 3, WERAE ESP32-C3 Bluetooth LE R F i3 s AT+BLEGATTSSRV? fi
AT, N <srv_index> K 1.

10. ESP32-C3 Bluetooth LE % F3ik % PAEFAE .

AT+BLEGATTCCHAR=0, 3

M .

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char", 0, 3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR:"char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

11. ESP32-C3 Bluetooth LE % i it & Bluetooth LE SPP,

VEPE L FF S HAENI IR 5 FE (characteristic) 1B A5 M IA K EEHE, E8F L EF notify 53 indicate 1)
characteristic 1 k323 18 B I 5k .

AT+BLESPPCFG=1,3,5,3,7

Nl B«
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’OK

12. ESP32-C3 Bluetooth LE % F'ii{{i i Bluetooth LE SPP,
i

’AT+BLESPP

g B <

OK

>

iRm Y s AT B 43 A Bluetooth LE SPP #i5, 1] DA TR 1) Kk Az
L
o ESP32-C3 Bluetooth LE % F it F & Bluetooth LE SPP & &4 J5, = O Uk B 14l &3 o
Bluetooth LE {£ %% ESP32-C3 Bluetooth LE %53t
13. ESP32-C3 Bluetooth LE fijt % it & Bluetooth LE SPP,
e PE % FF notify B3 indicate f{] characteristic /F 4 518 KX EIE, H%HF L5 EVER characteristic
VA T R USORIHE -

fir:

’AT+BLESPPCFG=1,1,7,1,5

i B«

’OK

14. ESP32-C3 Bluetooth LE A} 45 ¥ {# & Bluetooth LE SPP,
AN
HE" -

’AT+BLESPP

M B <

OK

>

iR FoR AT 2L 43F A Bluetooth LE SPP X, ] DAIHFATHICHR 1) Ak Fz Ik .
Vi :
o ESP32-C3 Bluetooth LE I F7 i F & Bluetooth LE SPP & &4 J5, =B O Uk B i 4kdE &8 o
Bluetooth LE %4 3] ESP32-C3 Bluetooth LE % i
* YN ESP32-C3 Bluetooth LE 7 i 5 /5 4&JT )& Bluetooth LE SPP %1%, 5f i i HoAth i £51F
4 Bluetooth LE % g, ] ESP32-C3 Bluetooth LE & i aa 22 45T /5 i Notify 5% Indicate
fil4n, ESP32-C3 Bluetooth LE % i WIS AR I %A%, WM 5618 il AT+ BLEGATTCWR=0,3,7,1,1
FFJE ST, ESP32-C3 Bluetooth LE R 45 5t A RE i B SL Pl 1%
o X R —HR 4%, ESP32-C3 Bluetooth LE % i) <srv_index> {H 25T ESP32-C3 Bluetooth LE fl
£l <srv_index> {H + 2, X IEHE A,

4.3.6 ESP32-C3 5FHLE v SPP #4%, U J%ft UART-Bluetooth LE & {5 i T 144
&5

R BIJER T UNTHE ESP32-C3 JF R (UM ARIIFER A Ik 55 #efa €0) AL (U ARSIFEH 4 %
PUiffifa) ZIAES. SPP #H, PAKANMTYE UART-Bluetooth LE (AR 14 4 il «

¥ HBFPLESP32-C3 Bluetooth LE R4 3% 3L ig#/E R84 ESP32-C3 Bluetooth LE I %
U ATRIET, DA Bluetooth LE & P 33k O HAE R BAE T HLAY I AR B T s PATRI AT .

1. ¥FFHLig K 2% Bluetooth LE i 1T, 40 LightBlue.
2. ¥4k Bluetooth LE IfjfE.
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ESP32-C3 Bluetooth LE JI7 53
iyl

’AT+BLEINIT=2

i B«

’OK

1. ESP32-C3 Bluetooth LE fI} 45 i1 28R %5

’AT+BLEGATTSSRVCRE

i B«

’OK

2. ESP32-C3 Bluetooth LE 45 35 AR 45
A

’AT+BLEGATTSSRVSTART

M B«

’OK

1. ESP32-C3 Bluetooth LE it 45 i B E: MAC #bhit

’AT+BLEADDR?

Mg K -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

P -
o BAWEIRHIE T RE S _FaAm Y AP EOR ), TSRO UL, R AR

2. ESP32-C3 Bluetooth LE iz 4% w5 B ) % 344

’AT+BLEADVPARAM=50,50,0,0,7,0r,

i B«

’OK

3. ESP32-C3 Bluetooth LE J}t 45 i3 & 1 3G d
e

’AT+BLEADVDATA="O20106OAO9457370726573736966030302AO"

M B <

’OK

4. ESP32-C3 Bluetooth LE IR w15 45 .
e

’AT+BLEADVSTART

M B <

’OK

5. 1% Bluetooth LE &%,
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FHL¥T IF LightBlue i L, H-$TIF SCAN 4534, #% 5| ESP32-C3 Bluetooth LE AR 45 it
) MAC #uhl, /i cONNECT #EiTiE4:. BLAT ESP32-C3 3 W % 247 EI25{Ll T +BLECONN: 0,
"60:51:42:fe:98:aa" PWHE, XF/RCLHESL T Bluetooth LE £z,

6. ESP32-C3 Bluetooth LE fi}t % 32 il 55 .

AT+BLEGATTSSRV?

M B -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C3 Bluetooth LE fl 45 i % PR .

AT+BLEGATTSCHAR?

M B -

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR:"desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. Bluetooth LE % F il % PRARAE

I BAE T4 LightBlue % 7 i 58 $& 15 i Properties & NOTIFY 1% # INDICATE Ik 55 45 4F (X B
ESP-AT ZRiA Properties 25 NOTIFY u{ 3 INDICATE f) iR 55 55 4F & 0xC305 F1 0xC306) , FF4f i it
Properties >4 NOTIFY 1§ # INDICATE {1 7 45454 .

9. ESP32-C3 Bluetooth LE filt 45 i it & Bluetooth LE SPP.,
PP notify B indicate ¥ characteristic /F 55 il i8 AR5, XS HEAER characteristic
Sy i S B -

’Z—\T+BLESPPCFG=1, 1,7,1,5

M B -

’OK

10. ESP32-C3 Bluetooth LE i 45 i {ii g Bluetooth LE SPP,

’AT+BLESPP

M B -
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OK

>

RN FIR AT EL439E A Bluetooth LE SPP 455X, AT DASEATHIcH 1) A& 25 FH 22U .
11. Bluetooth LE & F'ifi % 36 503
& LightBlue & i 64 0xC304 Jk 55 FAE{E & A5l test 45 ESP32-C3 Bluetooth LE [z 454y, Ut
i ESP32-C3 Bluetooth LE Ji 455 0] AULE] test,
12. ESP32-C3 Bluetooth LE I} 45 1 % 16 BdE
7£ ESP32-C3 Bluetooth LE fll} 45w B2 & 1% test, LAY LightBlue 2 i ] PAKE] test.

4.3.7 ESP32-C3 HIT-HLZ & . Bluetooth LE ¥4 3 Hcxt

BRI ER T Al ESP32-C3 H &M ((UAVEMREIREIE A s 2 ) APl (DU IR T %
PR €a) 2 [A]EST Bluetooth LE YB3 #r A B4 52 AN«

TP Il ESP32-C3 Bluetooth LE AR 4 3% I3k i/ H 224 ESP32-C3 Bluetooth LE [k 4%
IPATRI], MDA Bluetooth LE & 3 kM E R TR EAE F UL 8 A VR B F P ST RP AT .

1. ZEF-Hlum | 2% Bluetooth LE 1#1:{ )T, {40 LightBlue | FFEF .
2. #1154k Bluetooth LE I fE,

ESP32-C3 Bluetooth LE 7 45 i

s

’AT+BLEINIT=2

M . :

’OK

1. ESP32-C3 Bluetooth LE JI} 4 i8] 23R %5
e

’AT+BLEGATTSSRVCRE

Nl B <

’OK

2. ESP32-C3 Bluetooth LE A 45 35 AR 45
iRt

’AT+BLEGATTSSRVSTART

Wi K7 -

’OK

1. ESP32-C3 Bluetooth LE I 453 2 i H: MAC Hithl:.
s

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR
o EAEIHUAE T RES Bk m N R ORI, ISR L, RS S A E .
2. ESP32-C3 Bluetooth LE %5 it 5t B & S5
s
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’AT+BLEADVPARAM=50,50,0,0,7,0,, ‘
N . :
[ox |

3. ESP32-C3 Bluetooth LE JI 45 i3 5 1 3G di .

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i . <

[ox |
4. ESP32-C3 Bluetooth LE % 45 % B 2550
i

’AT+BLESECPARAM=13,2,16,3,3 ‘

i B <

Lox |
5. ESP32-C3 Bluetooth LE R 55 i 48 4% -

’AT+BLEADVSTART ‘

i B -

[ox |
6. Bluetooth LE % i 1| 2 iE 2
FHLITIF LightBlue | JIl 2, 4T JF SCAN JF 4414, 4% | ESP32-C3 Bluetooth LE fi 4 i
) MAC Hihik, A5 coNNECT #EATiE4%. i} ESP32-C3 ifi i 1% £ 4T BI 24l F +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFERELESE T Bluetooth LE %$#%.

7. ESP32-C3 Bluetooth LE fI 453 % #2 in 25 K
A

’AT+BLEENC=O,3 ‘
N . :
Lox |
8. Bluetooth LE % Fii [A] = %t
F-Hl LightBlue [ 27 [ NI G121 Bluetooth LE HEHER BT < #HH BOAE B (B &3,
BIHNEEE R 231518), il Bext. MEEF ESP32-C3 i i%2F] EI2R{LF +BLESECKEYREQ: 0 [fJ H
&, XFTRTFHLE L ERT
9. ESP32-C3 Bluetooth LE JI}Z 45 5 [1] & i % %54
Ut} Bluetooth LE Iz 45 s [l & (1 %5 £ B kb — 2 R b F-41 LightBlue [y FH AR 77 3L 4 1 e x5 B i
2EH: 231518,
iy

’AT+BLEKEYREPLY:O,231518 ‘

i B -

Jox |
It} ESP32-C3 Bluetooth LE 45 i £ FT EDZRAU T PAF Hi&i, iX 3/~ ESP32-C3 Bluetooth LE filt 45 iy
5T Bluetooth LE 7% i 52 A T FCXT

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1

Q3
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(£ L£50)

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE: 0, 2
+BLEAUTHCMPL:0, 0

4.4 MOQTT AT 734

ARTCR TR A ESP32-C3 5 LisATMOTT AT 44 5% e IR B o

A F TCP oy MOTT %35 (5 & Aneb|sE MOTT X32) (i& fl TH4E8 7))
F TCP 5 MOTT %35 (5 % At MOTT K32) (iEF THEE %)

E-S
AT TLS 09 MOTT 3% (% %A t)i& MOTT R32)
H T WSS 84 MOTT 4% 4%

s ORI Il B I BT s TR Wi-Fi YT .

44.1 ST TCP iy MQTT &4 (Fa A Mald MQTT {RB1) (&M T Hihi b
PAR 7 BRI W ESP32-C3 JF by, Horp—3uffoy MQTT %Afi#s (U2 MQTT A& fith), 73
— P MQTT 3T (UEN MQTT i1 [4& M ).

NBIAE T A T TCP G178 MQTT 142, E/eETHREaE— N4 MQTT 3, fiik MQTT R
IP #bhlh 192.168.3.102, 04 8883,

wgl: BPPAESP32-C3 MQTT & A7 3 kM #ME R 75 Z7E ESP32-C3 MQTT & A& im A TRITT, DA
ESP32-C3 MQTT ] 8 # HF ki #fE L 75 ZAE ESP32-C3 MQTT 7 & bt A TRl W] o SR BRI A Hr 5]
FRUAEWR s 0, DRR e A 2w AT 8 2 i A T o

1. & MQTT H g
ESP32-C3 MQTT % 7%
s

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

M .

[ox |

ESP32-C3 MQTT 1] |53 :
e

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""
M B -
Lox |
2. M4 MQTT 2.

’AT+MQTTCONN=O,“192.168.3.102",8883,1 ‘

W
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+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
AR
o EEIAR MQTT B4 5 MQTT U3 IP Hudik vl g 5 _Fikfr & Al o
3. 1T MQTT F /.,
ESP32-C3 MQTT ] [
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

Wi K7 -

[ox |

4. ZATMQTT M E (FAFH).
ESP32-C3 MQTT %A%
i

’AT+MQTTPUB=O,"topic","test“,l,O ‘
W
[ox |

B -
* HI3R ESP32-C3 MQTT %A M AAIHE, AN EERF &1 ESP32-C3 MQTT 1] & B /i .

’+MQTTSUBRECV:O,"topic“,4,test ‘

5. KM MQTT 442,

iy
’ AT+MQTTCLEAN=0 ‘
Mg |3«

[ox |

4.4.2 JET TCP i) MQTT &2 (il AMAIE MQTT 1RB!) (W& HEdis%)
PAR 7 B[] i i F Wk ESP32-C3 JF Jeff, Horr—Bffo MQTT %A (N MQTT RAiE ), 7
—BfE MQTT 4T g (AU MQTT T & M ).

NI T A BT TCP A8 MQTT %4 . 1 eBTHREAE — A MQTT /A3, {Ri%x MQTT 3Ry
IP #bhlh 192.168.3.102, B4 8883,

WAREEMEEMBEEMNEZ, CE&@Bd TR & AT LK HE 256, W &R DAAE
JAT+MQTTPUBRAW 14>,

F%: PYPRPPLESP32-C3 MOTT A7 & IF KA #HAE L 75 %EAE ESP32-C3 MQTT %Afi # il ATRIAT, DA
ESP32-C3 MOTT T & JF KA #Af L 7527 ESP32-C3 MQTT ] B i AT RIAT o IR A A e il
FUTEMR s, DG B R AT 2 B AN T B s AT o

1. WE MQTT i P E .
ESP32-C3 MQTT %7

fiy
AT+MQTTUSERCFG=0,1, "publisher", "espressif","123456789",0,0,""
iy B«
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’OK

ESP32-C3 MQTT ] 4% :
A

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

M .

[ox

2. HE#E MQTT LI,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

i . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Vi :
o s AR MQTT B4 5 MQTT fUHE IP Hudik il RE 5 _Fiddn & Hr AR ] o
3. 9T/ MQTT =8,
ESP32-C3 MQTT i] %
s

’AT+MQTTSUB=O,"topiC",1

i . <

’OK

4. KA MQTT JH S (7458 )
B AR B AT TH R RIS, BN 427 7Y

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C3 MQTT %#i#:
i

AT+MQTTPUBRAW=0, "topic", 427,0,0

N . :

OK

>

b R AT CHER OB AT R, T DA AN, 24 AT S0 i it KRk 3
<length> 5, HHatehiitin.

+MQTTPUB : OK

PEHA:
o ATHH > TG Bn P IRR AT TG S SO AT TR L, AT AR T4 % (CR-LF).
* 4N ESP32-C3 MQTT %A H M AAIHE , A MEERF &4 ESP32-C3 MQTT 1] [ & lindl /i -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
= "httpr/7/httpbin.org"; "Referer "t "http://httpbin.org/ ™, "USer-Agent "{ | nksy)
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
Chrome/91 . 0.4472 114 Safari/537 36" "X-Amzn-Trace=Id": "Root=1-615058le=
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(S B0
! )
5. KM MQTT 4%

iy
’AT+MQTTCLEAN=O
Mg .«

[ox |

443 JLT TLS iy MQTT %4 (ifi 24 Hhildt MQTT {R2H)
PA"R 7 B[] R W B ESP32-C3 JF Jcple, Mo — i MQTT %A (FUEN MQTT RAi ), )
— P2 MQTT i % (AUERN MQTT il & M ).

NI T A BT TLS A MQTT 8. 15 e i 28— 74 MQTT {3, f&ik MQTT I
IP ikl 192.168.3.102, 11k 8883,

WP BEHPLESP32-C3 MQTT % i & F ki #AE X 35 ZAE ESP32-C3 MQTT KA & it ATEIAT, DA
ESP32-C3 MQTT ] 4 & FF ki #fE L 75 ZAE ESP32-C3 MQTT 77 B & bt AT RI ] o SR BRI 4 51
SHTERR i 0, RS BAE A 2 b AT B 2 i A T o

1. &KX FI SNTP R %48,

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com" ‘

i . <

[ox |
2. #¥if] SNTP Ha],
i

’AT+CIPSNTPTIME? ‘

i . :

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP 58 W g 5 _EaRma i i AN ]
* PR SNTP ] — & & E LA RUIE], ANBEZ 1970 4F K2 Fif i B[R]
o PEEINEZ A THE TLS IAER AR IS IEF 0 A %0 .
3. & MQTT HI gt
ESP32-C3 MQTT %7
s

’AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

M .

[ox |

ESP32-C3 MQTT ] % :
iy s

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

M B -
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[ox |

4. B MQTT HE#J&1E-
iy

’AT+MQTTCONNCFG=0,0,0,"lwtt","lwtm",0,0 ‘

i B <

[ox |

5. JE#: MQTT B,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i B -

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK
L
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 ik & th A [
6. 177 MQTT 3=/,
ESP32-C3 MQTT ] % :
e
’Z—\T+MQTTSUB:O, "topic",1 ‘
M B -
[ox |
7. KA MQTT JHE (F4FH ).
ESP32-C3 MQTT %1%
e
’AT+MQTTPUB=O, "topic", "test",1,0 ‘
Mg |3«
[ox |
PiHH :
o 45 ESP32-C3 MQTT A Af# M AfAIHE , PATNMEERF&7E ESP32-C3 MQTT 17 [ i 7 «
’+MQTTSUBRECV:O, "topic", 4, test ‘
8. XM MQTT #4% .
i
’ AT+MQTTCLEAN=0 ‘

i Y«

Lox |

4.4.4 JET WSS i) MQTT &%
AR RG] R P W B ESP32-C3 JF Actie, b —Hffoy MQTT %A (AEA MQTT AAiE M), 7
—BAEH MQTT 4T g (A4 MQTT T & ).

RPN T A RS WSS g7 MQTT 482, MQTT HBA 4l matt.eclipseprojects.io, B
AR matt, WOk 443,
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F%: PPRPPAESP32-C3 MOTT & A7 & I KA 75 BEAE ESP32-C3 MQTT %A & i AT RIAT, DA
ESP32-C3 MOTT 3T & JT ki #AE A 5 27 ESP32-C3 MQTT 1] B sm AT RIAT o IR 44 A e 1
RIATFEMR st , D5 B R A 5 i AN 1T B S AT

1. B X SNTP R 45%s .

s

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i B <

’OK

2. Z¥if) SNTP ],
e

’AT+CIPSNTPTIME?

i B -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

AR
o TR SNTP 255 mT B85 Lk i i i R[]
o IR SNTP fifa]—E 2 B LA R R, ANEEE 1970 4F K 22 Hil Ay B 1R] o
o UEHTIEE R T AE TLS A GERHRIIE 5 A 3500 .
3. &'H MQTT H FE .
ESP32-C3 MQTT % #id
iRt

’AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,"mqtt"

M B -

[ox

ESP32-C3 MQTT i] %
s

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

i B <

’ox

4. R MQTT UL,

’AT+MQTTCONN=O,“mqtt.eclipseprojects.io",443,1

Mg |3

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443", " /mgtt", 1

OK

iR
o fHI AR MQTT B4 5 MQTT 03 IP Hutik vl B 5 _Eik iy & A ]
5. 777 MQTT =45,
ESP32-C3 MQTT ] 4% :
e

AT+MQTTSUB=0, "topic", 1

M .
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[ox |

6. %:Ai MQTT 5 E. (54FH).
ESP32-C3 MQTT %41 :

’AT+MQTTPUB:O,"topic","test",l,O ‘

Nl <

[ox |

LR
* N2 ESP32-C3 MQTT %A M AAHE , PAMEERF&7E ESP32-C3 MQTT 1] & e -

’+MQTTSUBRECV:O,"topic",4,test ‘

7. XM MQTT 8.

’ AT+MQTTCLEAN=0 ‘
M B -

[ox |

4.5 MQTT AT &8; zo73 61

AR BN AR @ L AT fir %X AWS IoT,

R A KA MQTT AT ar AR E, TS FMOTT AT & 4% . fRTF20E L 5 AWS IoT JF
KA AL AWS 0T,

TR IR PAN AP BR8] ESP-AT 5431 ESP32-C3 i #7i%H5] AWS IoT.

o I AWS IoT 3% B3E 5 vA B endpoint

o f& F] MOTT AT 442 F R E)INIE i 35 AWS loT

4.5.1 M\ AWS IoT 3RHUUE45 UL B endpoint
1. BRI AWS ToT 5 GikS, PAMYZ ToT Core services,
2. ¥ HR A AWS ToT %5 P Egui Bl AWS ToT 5l . S ANER
AR E PAS DA N UE BRI S

* device.pem.crt (IX£FEF)
« private.pem.key (FL5%41)
+ Amazon-root-CA-1.pem (1R CA jF45)

3. MR SORY SR AR EGG AL (endpoint) DA K 1 A ANALE 1 TR AR 4 90 1 B e

I SRS RN “xxx-ats.iot.us-east-2.amazonaws.com” ,

ik SRIVABUEAE AWS ToT JF RN R DA R ARG v R B A — SR 2

* AWS IoT 5 2 A DA AUA FYRET . FPAY]. FIRUET.
o A RAMTEE UL o
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o DICH B PEAR 2 M (Ohio).,

4.5.2 f§il MQTT AT iy A 2% F AU AUEZER: AWS ToT
Brur 15
T4 ESP-AT TH2, FEHUATU T #4E:

o ffil] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e fiiffl private.pem.key Fft customized_partitions/raw_data/mqtt_key/mqtt_client.key.

ivERGEsR AT 1R

%1 ESP-AT Tl H VAR AT &5, IR B PEbEsR 2 i ESP32-C3 s . BT MREZ(EE, WS Ak
%% ESP-AT L42,

il A G ESP-AT TARRHAIL TS, T EHEAN AT fir SR AT, B2 4o 7 2
# PKIBLE .

5 H AT iy 26455 AWS IoT

1. %8 Wi-Fi £i34 station.
i

’AT+CWMODE:1

Nl B <

’OK

2. ¥ AP,
i

’AT+CWJAP:<"ssid">,<"password">

Mg i«

’OK

3. % E SNTP Server,

’AT+CIPSNTPCFG:1,8,"pool.ntp.org"

M .

’OK

4. #%if) SNTP B[] .
e

’AT+CIPSNTPTIME?

M .

+CIPSNTPTIME:<asctime style time>
OK

B :
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o JLHFERASHY <asctime style time> DAZ R % B X B SERFEFIR) , 75 00 5 PRAAIE A 500 1 3 B0E
BRI
5. &E MQTT H )@t
s

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""
M 3.
[ox |
AR
o AT+MQTTUSERCFG H45 — ¥k 5, BRI AE, ANAJE M.
%4 AWS ToT,

AT+MQTTCONN=0, "<endpoint>", 8883, 1
M B -

+MQTTCONNECTED: 0, 5, <endpoint>, "8883","", 1
OK

BiHA :
o AL <endpoint> Z:%5 Hh IS 451 <endpoint> {H .
o JCYATE R ] 8883,
7. AT FHE .
fiy
’AT+MQTTSUB=O,"topic/esp32at",l ‘
M. :
Lox |
8. KAHE.
’AT+MQTTPUB=O,"topic/esp32at","hello aws!",1,0 ‘

Mg |3«

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

ABIH

Eﬁﬁﬁﬂ%@?:

1. ESP32 i H i
2. AWS j El,u

4.6 Web Server AT 734

AR EZENZ] AT web server IR, 29 L AR LA T I B2 -

Wi-Fi fie. 1

T OTA B 5+ 4
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client i

Subscriptions

Connected as lotconsole-1642593579651-0 -

topicfesp32at Export Clear Pause

Subscribe to a topic

Publish to a topic

I topic/esp32at

Publish
Specify a topic and a message to publish with a QoS of 0.

topic/esp32at Publish to topic

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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o &R AZ AL R AT Wi-Fi BRI
o & A MAZ AR/ BEAT OTA B 2%

» ESP32-C3 1# ] Captive Portal %

iz BROAR AT BE{EIEASZR: AT web server [ZNRE, 155:% Web IR %% AT 44 J3 %IR8

4.6.1 fEHIFGLES LT Wi-Fi B
(B
@i web server, FHLe PC nJ DABEE ESP32-C3 #4i) Wi-Fi JEHF EL. 80T DABE AT ALk ol i 25 4%

3| ESP32-C3 ¥ 51y AP, @i W VEaRFTITRCM M 0T, F-FF Wi-Fi LB B ik 4y ESP32-C3 i5t4t, A5
ESP32-C3 SRR G L5 BB 18 2 RO th s

Wikt

BATRRAE AT DA AR =2

o o i% %&-i% 3% ESP32-C3 1% %
ORGP R-Y € AT EERN

DG CT AT

MC e 7 i 42 ESP32-C3 Bedy ¥ 4G, N VLI s s ESP32-C3 %, ESP32-C3 i B BN
AP + STA Bz, H-BIH—4> WEB RS54 FMHF M EE , X AT 6y 40 :

L EBRZ BIRIECRAEE, PR RRICM AR, ATRER AR AR OR B 2 R RO L L5 B AT 52 WEB fiik
S5 as ok,

¢ Command

’AT+RESTORE ‘

2. Jit'® ESP32-C3 #4454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3 ‘

3. iX'E SoftAP 1y ssid Fil password (15 B ERIA 4 $E ssid N pos_softap, TCEEHY Wi-Fi) .,
¢ Command

’AT+CWSAP:"pos_softap","",11,0,3 ‘

4. (EREZ .

¢ Command

’AT+CIPMUXZI ‘

5. fi] g web server, ugl1: 80, f KIEHEHIE: 25s (BRIAFK N 60s).,
¢ Command

’AT+WEBSERVER:1, 80,25 ‘

G, B biday 453 web server Ji, FTIFRCI s 10 Wi-Fi ERZIIAE, 4 ESP32-C3 i H) AP:
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WLAN [ @

Al A WLAN %%

pos_softap
EERE (Rrl_LM)

)

1: #3 ESP32-C3 AP

i YXIJZESZzJéﬁLI_Jh B TERCM B R 3] ESP32-C3 45 J, BIInl A& ik HTTP 3K, o &R A M

HASAfE R (R, WSS EC MR SCRF I M s B AR A AP, i, SRl I FHLi% 325 ESP32-C3

) AP, MW%HLT AUAE N ESP32-C3 B i AR . ) E‘?ﬁd %%EP%J/\ web server BRIA[F) TP Hihl:

(AR 1B BSP32-C3 4 #9 SoftAP IP Hiik, BKAN 192.168.4.1, fi] At AT-+CIPAP? fiy 42524

Hi) SoftAP IP #ihit), FTHFHC I FEIT, i A PR 6 th 27 A ssid paSSWOFd sl TR REETHF
Gl ML

F P AT DA C R DR e SSID i AMEA J5 Y N HIHE, A 7F ESP32-C3 RBfhiziy AP 5%, w#Hip
AP JHii A password J5, iy “TTAAECI” RIFATEEhECR -

MTIACIIES A TR B S B s A

LI L BCRBS, WITCR B 3P, A ARSI BT, TR A ESP32-C3 Ay TP Hulik, T
BETIF R

[, AEAR H SR an e R

+WEBSERVERRSP : 1 /] REKE BN

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O REM Ak BB R4 %, it T NE K wEB ¥

AR BC R I, R R
I, FEES D R 4 5 6L :

+WEBSERVERRSP : 1 /] REKE W]

%l n%ﬁk%@ﬁ%&u&%‘éﬂx IP #yf5 B, MCU_
SN EK R AN E EE i, 0 %

>'f$

LB HERR
VEWT 10 B TR RN R “BUE IR RN . TE A AT ESP32-C3 Mtk Wi-Fi AP 2B IEM S, AKX
AP BIFH RELE, HHIAC 25 A LA AT 6529 W3 5 web server,
4.6.2 MRS T OTA [ fFF-9%
iy

W YT ESFTIF web server RIS, W ABESIE A OTA FRE T, 828 90 5T FFEH F 43 X o [ 2k 2
B KRS R ERIECE (S5 SR e T 237 PKIRLE TIEZIEHHE).
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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Wikt

T OTA T E &\
RFERITH SR

AR AR
RILOTA #5 R

FIOF OTA ¥ viim i, sSEMITA M “OTA FR” #0i, F1HF OTA e L5, W AEAE 4]
[l A . AT Core i

PEW 1 Y30 AR HE ESP32-C3 Bibk i) AP, i35 1751) OTA Ji B UUTHI 415 %5 ESP32-C3 FBIE LA
[l A>T Ry, A AT AT S 5 T

eI 20 WU BRI CURTE R S EOH P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% Kib4iF ESP-AT 1T.42)

WHGRAS S, B ECECAR S I RRA CAR DA T B R PP R AAS o
PePf BEATFI sy X N, mialy “Partition” NRIHEAAREUIA AT ATH I 23 X :

Be KRR np, Rl SRR RN SR, R R A AR -
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL X BRR B E A TR A . B 44 B S B0 L bin, T EROR R
K/NAREHR partitions_at.csv XHHE X ota 4K K/, A XHCHETEAFEE, ES% X
Ry 4o T3 o — AN F7 04 420 3.

BEW] 20 XFFHE X, M SRR E IR . A RS Bl cbin. IR E R R
INAEGERLT at_customize.csv A HE XA K KN B RZISHERTEAE S, 1§55 4T A

AR OTA £ e, FEPEARR, FR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF B ER ota B 4 H e
+WEBSERVERRSP : 4 /) REFR G B, ota B 4%

AU OTA AR RN, i “THRM, R e E:
[, AEHR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REkBKRE ota B KX
~HERET, R LR P EHT o2 BHEAL

W, FP B EFHATA OTAL

BEW] 10 XHF ota 73X, FREIMATAT+RST )5 ESP32-C3 DAN T E1T: -

BEW] 2: ESP32-C3 LA HICEIY ota BFNE . (A K HICE 1 e K EENES, FrAT R
Hog s K A A IR

4.6.3 IS/ DR T Wi-Fi ficH
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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wifr

/IR 0 S /R R ESP32-C3 A I AP, FFI B/ IVEL 5 T B 1 AP
= {42 ESP32-C3 B4, ESP32-C3 Al it i RErs B FE BB RV AP, H i A1 15 /IVEL e i 0 5
ARSI E

H % ESP-AT SUfE/MEFFRT 2024 45 12 J] 31 HRAL. FERCIE], GSMchr ™ b O ReAg . it )s
DA, BOSECR REERTST, FATRIBRHCN SR ST AT 2, IR BRI SO

Wikt

BEATELRAE AT DAY A LA U2

Bt B ESP32-C3 % & %3
e BT AT

H 7 AP it 45
FATE A

MLFE ESP32-C3 et S8y 7 ik/MEfy i ESP32-C3 i35, ESP32-C3 i LHCE N AP + STA it
X, HAE—A WEB IRF5&HERMEFER, XIVAY AT @&l :

L BRI, AR RRIC AR B, RTRE PR AR IR B 22 W AATICEL (7 AT 52 WEB fiRk
S5 an ok .

¢ Command

’AT+RESTORE ‘

2. it & ESP32-C3 #4454 Station + SoftAP i,
¢ Command

’AT+CWMODE:3

3. iX'E SoftAP 1y ssid Fil password ({135 B ERIN 45 ssid A pos_softap, password >} espressif ) .
e Command

’AT+CWSAP:"pos_softap", "espressif",11,3,3 ‘

U WS/ EFEERAA ] ssid Ay pos_softap, password “Aj espressif ) SoftAP & Atigds, Hhfs:
f ESP32-C3 B i S04 I R BC B A T8

L (EREZ .

¢ Command

’AT+CIPMUXZI ‘

2. B web server, Uil : 80, FRATEHEMIT]: 40s (BIAHK N 60s).

¢ Command

’AT+WEBSERVER:1, 80,40 ‘

IR/ DEDT  ATIFFHURLE, R T TR —4ERD
FIOPRUR /MR, SEABC R B -
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. B G, AR R “HERTFLR T SRS, AL FYGE 29T, BEH ESP32-C3
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR B RS R IR R . 15T ESP32-C3 BiEL) Wi-Fi AP 2R IEHFF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

UL 20 FEP DO CR S R AP RIK . SR A L M B 19 Wi-Fi BRI RE 2 4T IT, Kk ESP32-C3
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 3¢ FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C3 ik AP, 1
A ESP32-C3 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

4.6.4 (A DR ST OTA WfETF2

Bl /BT S 50 L ESP32-C3 AT BIPEF L, 1657 Lk | ESP32-C3 38 4 5 MO LIRS TR
528 ESP32-C3 BIM M (WD ALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.6.5 ESP32-C3 i l}] Captive Portal Jjfg
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

JEi ] Captive Portal BHREJ , #i5% FiRBL M % &% 4% ESP32-C3 % & [F) AR 358 it ESP32-C3 Bl (1 fit
B, RJG I ESP32-C3 {4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n_kJ&l, station L ATIEHATIT Captive Portal JyfERY ESP32-C3 451y AP J5, #/R “H8srANIE", )5
S5 ELETTN SR, FEBEREE) AT web 05 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C3 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.7 HTTP AT 541
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AT BRI ESP32-C3 i BIZATHTTP AT 4 4 5 i QI HEA R Bl o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.7.1 HTTP % pii HEAD 52K J5 1

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.7.2 HTTP % jui GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(FIgk%:)
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+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

473 HTTP %) POST Wik itk (GEMT POST Aitkei)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.7.4 HTTP % ;355 POST iRk itk (et k)
R G POST Wi EAI M K £, B4l TH & AT AR K M 256, W)@ 3 & A DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.7.5 HTTP %y PUT iR Jiik GEM T ICBdkifse)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.7.6 HTTP % PUT §5RJjik (Mt i)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
Q)
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by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.7.7 HTTP % jii DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT: 282, {
" args ". { } ,
"data": n "’
"files": {},
"form": {},
(N oLaksn)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.8 WebSocket AT 7554

A4 T AR ESP32-C3 i g% _EinAT WebSocket AT 4 %5 i 2 WITEAI /R B .

o X F TCP vy WebSocket % 3=

o A F TLS 84 WebSocket 3% (48 2 %4

¥ BOAR AT [EFA SR WebSocket DIfE. MR 4 ESP32-C3 S0 WebSocket JIfE, HSH A48

4.8.1 3L T TCP 1Y) WebSocket %1%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

Mg i -

[ox |

2. FEHFIH S

’AT+CWJAP:"espressif","1234567890" ‘

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK

AR
o EET AN SSID AR Tl EER Lk ar A R AN o 15 A 4 F 25  SSID A H
3. PC 5 ESP32-C3 %4514 [F— Mg H o
4. ¥£ PC LA [i] python B f#—4~JETF TCP () WebSocket iR 45 %5 ~BICHLHNIT :
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#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket):
async for message in websocket:
await websocket.send (message)

async def main{():
async with serve (echo, host, port):
print (f"Server started at ws://{host}:{port}")
await asyncio.get_running_loop () .create_future() # run forever

asyncio.run(main())

B AR H R host Sy PC 1 IP HUIL I ERAF N ws—server.py X, FIBHBITZRRRF

python ws-server.py

Ui :
o WIRER) PC _FAH 4% websockets J§, il pip install websockets %%,
o BRAIK B WebSocket [l 55 #i i 12 8765, W] PABE N H B .
5. ESP32-C3 ¥ 451E % P %95 ) WebSocket R4525 .

s

AT+WSOPEN=0, "ws://192.168.200.249:8765"

i B«

+WS_CONNECTED: 0

OK

6. ik 4 S IH

o2

AT+WSSEND=0, 4

i B ©

OK

>

A4 FAEE, Bl ARG test, ZJa AT FF&5H AT R

SEND OK

AR
o FHIAMFEEH B AT+WSSEND iy E K EE (n), MRS XMWY busy p..., &
IRER O HT 0 DAY, KR SEJG LY. SEND OK.
7. I 4 FATEE .
i T Y WebSocket ik %5 #%2— IR G548, FICERYE LiEIG, RS A& RAER PR
P, RIAT S

’+WS_DATA:O,4,test

4.8.2 JLT TLS Iy WebSocket ¥4 (M1 T %)

1. %8 Wi-Fi #5} station,
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fir s

’AT+CWMODE=1

Mg |3«

[ox

2. EERER| B HEE

’AT+CWJAP="eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

P :
o fEHIA LY SSID ANAE Y AT AR ok i APt ] o 33 (0 A i ph 4% 1) SSID A o
3. ¥ SNTP %45

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

Nl . <

’OK

PiHH :
o A PAMRYE B O E R BT X E SNTP iR 545
4. F¥if) SNTP Bifa|,
e

AT+CIPSNTPTIME?

Mg o«

+CIPSNTPTIME:Wed Nov 13 17:00:15 2024
OK

L
o W] DAFEIA) SNTP K} (8] -5 SEEH [R] & f5 A A R T 5 B SNTP 552 2 B A R0
o PEINEE A THE TLS IAERARISIEF 09 A 300 .
PC 5 ESP32-C3 i #5EHE l— M H
6. ZREL WebSocket IR 5250t g CA. WFEF. FL4H.
AT PAE ] openssl T HAER CAL B4, AFAEH. NSRS B AXE, 35060 FH DA Bl R4 705t -

wss_ca.crt

b

MIIDNjCCAh6gAWIBAgIUDe6T+PuOBgqmmT jw3s4snVRNFiCMwDQYJKoZIhvcNAQEL
BOAWNJELMAkKGA1UEBhMCQO4xFTATBgNVBAOMDEVTUFJFUINJRiIBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQOxEDAOBgNVBAMMBI1 Jvb3Qg
QOEwggEiMAOGCSQGSIb3DQEBAQUAAAL IBDWAWGGEKACOIBAQCY1Q0st JGNFHLE7F +gG
OMSZSrWV4+/50xwlCw3y5N10VKkMSxppYHVXJ6MbOWWoCgQex /WMt gnhg9ATD1ZOE
bXFVB0aZd6EEBz24k7UvQ1ilfIw5tzmjl8SSbe7CiFg302WVokBVEFhSeY2jrG+sI
6PWgOWsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51Q95t SEX
Lsmfz41+/Q1xSC7VGHIK1IWGBnUzGpvIvLcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHRfhmt r FRAWWD9YaNcOgMPVpO6cHzGd/Fgw6v0O6QshMYUOE 6wxpVijb
8JY1AgMBAAGIPDA6MAWGAL1UJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdADgQW
BBRAPJ7NG+WXS1iLN4ZLWI1QQf jrm7zANBgkghkiGIw0OBAQsFAAOCAQEANYpPErE2L
IpISbzJTvG6A67YMYMyadWSNGQ2VIdLK2s32zkggF96bIZz1iygOa9mgAKD/yTwl0t

(CFgkzE)
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VOxF1GUDz43DtJZ1wxo8FPrxH41cP63vitp28+ZNkylvIHrx8De2JjiYwRpZmlQY
EHwDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3Vo9QImh91Led4PdfCIcfzwPskC
dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20]j1wCHgSp0aP2CINIQTkOg
FnOItrjikv6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnnJQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJ2gAwIBAgIUPLhviJh1UJDQ5Md6tHibK11jP24wDQYJKoZIhveNAQEL
BOAWNJELMAkKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFULINJRiBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQOxCzAJ
BgNVBAYTAKNOMRUWEwWYDVQQKDAXFU1BSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAtKALI+zRbUaMjukAi2ai
dzPdNdy+TUv2K+GyB1l5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K91jFAw+k498SCTmTgHW1UKc7BIMK6UZ£ZSkXUnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtM6éee5w7HVjwdKQcIXYWv/c/zVLWmAUG3AEaUknS8r4LdG/X+L/bxN+9
zycLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7alOhPst
UmuLYD/gUCnM4JRVQYAVMPQC1i88KoLj7alwJedQ7TIwhJGDS6WDVEMeRfJIJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH/MASGA1UdDWQEAWIBp jAdBgNVHQ4EFgQU
elwZbnvInZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YWDQYJK0oZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXE zMWyDDLvd5
JSJalIRJ+Rhs1gBxjIH66/+6QyZcJubC/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/£Z25wrAfH5404P+3Z211GoK8E1tKulHuQYJTW8JKbLWCRIBPNGkrDZBgSXgn8tyL4
U3hulMdmkH//£iV0z6itfyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJdpSyXB50OnKifRGYjuPrnOIWtmADYQRUeD2zdggRUUUYJR
eedVz2BFXhpZzdGeD3bVAop+/YEbLTa0iDxXSLWkPLQfCyIkdTPXmKQPQ=

MITIEVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQCO0As ] 7NFtRoyO
6QCLZgJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ1i3GtnO
g87uji0r2KMUDD6TI3xIJ0Z00fCVQpzsH2YrpR191KRASe59c0oTn433g77j17£Bu
TvKgl9CTN23DBdS0zp57nDse+PBOpBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1SadtgP+BOKczglGIBgBWY 9AKLzwqguPtojALl51DtMNCEKYNLpYNUQx5F 8
1VezBSThAgMBAAECGgEASKRF4FsWiyJDV91Y4nhsU6vpCCT/wCN8D/XoL9Ix3MOpB
JzrUAC4POoIWGXVAKFWN8LkviemlX6+2n4bDFOFN4Ij+caflQ33ZPSRCW+3zdQVnW
OMVmMmSorDTN3JgSv1WgI0wG3Kz8cKW2Ae JBR88YIJbGbTgNiBXIZKVGKkkWC/maULKa
L20md5ZzF 9gkWWoBk0Gxr1IME+VI9726L6SJHIVESkKkPcbojXZPM06zmz84+2z£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZbii1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawKBgQDNGuF SmilpMR6KgRrd
08amarsek1NDONiWsUcXLYYHQkNCITtr5Ggtm3EbJbROWLWUzL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1lXzALMG6wuYN/Ipfe/T8v/vq9CkoZ6VDaDN6OJEBAG
gbpAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF 1lw3XumgAsh37tmlGOQ/T+K
GAWX1iRhzXW340EVezNUUXeJcGig4BgNVwXBvjYTkOunyIw72bUNrIeOqp4Z2g02vii
NUgyDgIGKZuIIGI51FeezG6Qu2s93gZTYtdjHOM4ISKgrKOvY51fuXBNFSuC7BOg
i5MQamuJHwKBgHGJIhiszq6aPSCht HIKTHGWDwXwqfRfEwWd/HgLnbZ JBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS54Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/ZjO0AdnOgTLH+14y8hnOQwx/8YZNJ1ltu2kbIwcpMV53A0GAFMzE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
rl18a6gLiWeTqVypS5vPMroHQyPVp+2xS0C1V1JcpSOub6cKLxLZDQQZ1mglbNghmEFeV
JpPQbBxdujBYT9peONSRQ2IPpBNI/9SHPZwx5I2cCgYBACmby010B1i51CbCXKV5c3
mz1PpM6zR3aLYsSFyknWRt Lv3UPMGzOLSRDkwfQEMZWt /VFjXehajyqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]7v6eGnpi ZNgHC/wkK
9EMCxWXJc/9GVWSZtEOz/Q==

7. #£ PC _LAfi{ python g1jf— 5T TLS ) WebSocket R 55#% . /R~ BIARD AT -
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#!/usr/bin/env python

import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

wss_ca = '/your_path/wss_ca.crt'
wss_cert = '/your_path/wss_server.crt'
wss_key = '/your_path/wss_server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=wss_cert, keyfile=wss_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_locations (wss_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://{host}:{port}")

asyncio.get_event_loop () .run_forever ()

G AR host S PC 1y IP #idik, wss_ca. wss_cert., wss_key NIRE25IEH) CA,
RS FIFAHER R, HORFER wss—server.py XM, FEHEITZRET -

python wss-server.py

AR

o QUREH PC VA 4% websockets E, Wffiffl pip install websockets 43,
* BE I WebSocket 55 #1124 8766, ST DA E A HE i H

8. M E: WebSocket 4% AAH H %A

S

’AT+WSCFG=O,30,60,4096,3,0,0

M B -

’OK

BLH:
o WEREAHEE A A AR b S U 2B, S % 4o T A7 PRI BL R
9. ESP32-C3 & 1E N Finif % 5] WebSocket iz 55 #% o

AT+WSOPEN=0, "wss://192.168.200.249:8766"

i B <

+WS_CONNECTED: 0

OK

10. %Kik 4 FAT R

AT+WSSEND=0, 4

M B -
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OK

>

B A TR, Bl AR test, ZJF AT fF&mi AT R

SEND OK

AR
o AEI BT EH M AT+WSSEND Ay E MK E (), MRS LMW busy p. .., K
IRERAHT 0 DNEAT, AR SEMJS LY. SEND OK.
11, 320 4 E 8o
i T ) WebSocket il %5 # 2 — N EIB RS54, FICEERDE Lk G, RS AH & AR PR
P, BPAT i

’ +WS_DATA:0,4, test

4.9 Sleep AT 713451

AR SCR TR A2 28 BB WAT 7 ESP32-C3 29177 i L] AT iy 435 B MEMR AR

o

o & Wi-Fi 2 X Fi& & A Modem-sleep 72 X,
o J& Wi-Fi #2 X TFi% E A4 Light-sleep ¥ X,

o BB TS TR E A Light-sleep 2 X,

o A TEESTILEA Light-sleep 2R,

o X F A Deep-sleep 12X,

49.1 g

ESP32-C3 AR M et i) I FREAR, W ATEAR AR IERS 2 A D). 241, ESP-AT SCHFPATRIY
FHOIFEREA (EZRIRBLTE S5 RS 1) -

1. Active #ig: 0 H ST TARIRES. R ATASRIR. R BRI E S .

2. Modem-sleep f5: CPU Wlizfy, WIEhnI#klcE . Wi-Fi By, WSy AU o6 i .

3. Light-sleep #iz: CPU #{#iz1T. RTC f7fifigsfoMsEPA K ULP Pab PRERIZAT o AT An[ 0 i =12
(MAC. F:#L. RTC @ik R kr) # M f

4. Deep-sleep fizl: CPU FIKFR/FIMEH S, HA RTC fE6iERel RTC SMALT TARIRES

BOIATEOLR, ESP32-C3 RAERGE G IEA Active fia. Y CPU AFE—H TAENS, BlUnSERFoNS
BRI, FRGE T AE ARIIFER

ESP32-C3 [Zh#E, i§5% ESP32-C3 ZAE i BB 15

ik

o FEo B IATE Wi-Fi BIUHTEE A BT R ESP32-C3 3 A AR .

o JEBH Wi-Fi iU, HA station Bz H i Modem-sleep Al Light-sleep R,

o XTWABIA TN Light-sleep X, EHRINTAELE 32 KHz i fik. Q1R IMBAHAE 32 KHz
iR, ESP-AT ¥ T/E7E Modem-sleep 155X .

5 7k

I FEI R A o B LB T, B R G A 1 AR S AL A T
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WERSE TR, (EE, EHITRBUURE T ESP32-C3 | SNETTHIYEHE.)

Digit Multimeter
DC Power supply

@ ESPRESSIF

& 22: ESP32-C3 fifi{4-i%4%

4.9.2 1F Wi-Fi BB %80 Modem-sleep F5i;

1. ¥ Wi-Fi 4 station f£x,
i

AT+CWMODE=1

M

OK

2. BT

AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

LR
o % AR SSID FIE RS ml REER iRy & AR . 1 F 50 I h #5 Y SSID Fl A5 .
3. WHERIRELR N Modem-sleep = .
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’AT+SLEEP=1

N . :

[ox

#il: REFHARE AP ) DTIM g MM (i — 8 DTIM 4 1),

4.9.3 {r Wi-Fi B F % ¥4 Light-sleep Fiz

1. $&8 Wi-Fi 3} station fE,
e

’AT+CWMODE=1

M B -

’OK

2. B HAS. BCE MR 3.

’AT+CWJAP:"espressif","1234567890",,,,3

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK

K
o ki A1 SSID FIEERS T REER i iy BRI o 335 66 SR % b 5 SSID FEERD
3. BERHBRIEAN Light-sleep 5.

’AT+SLEEP=2

M B ©

’OK

#il: CPU KF& HBWKHR, RF NWSARIGAT+CWIAP B0 e W [7) i i 10 5C 1A

494 Ae¥iF) BRET ¥ b Light-sleep B
L. WIAAE A A A IR S5 i«

’AT+BLEINIT:2

Nl . <

Lox |

2. WEMEH) /SR BEEMECE) BRI s,
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’AT+BLEADVPARAM=1600, 1600,0,0,7,0,0,"00:00:00:00:00:00" ‘

i B <

Lox |

3. T4

’ AT+BLEADVSTART ‘

g Jo

[ox |

4. 251 Wi-Fi,
e

’AT+CWINIT=O ‘

Mg |3

[ox |

5. BEMKHREEN Light-sleep F5X.

’AT+SLEEP=2 ‘

i B -

[ox |

4.9.5 AR A T Bk Light-sleep 85X

VIR A € 2 IR 5

’AT+BLEINIT=2 ‘

Mg 3«

[ox |

2. JFUET I
o

’ AT+BLEADVSTART ‘

M. :

Lox |

3. FfFEE,
WRERGH LN ), W AT ffF 25
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+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM: 0, 0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK

AR

o FERXARBI, BIFR gk 47:31:86:dc:e4:7d.
« Xt F 4 /R {5 & (+BLECONN and +BLECONNPARAM) |, i & # AT+BLECONN
FIAT+BLECONNPARAM 3XEUHE 215 ..

4. HUFTECF RS BEMCT AR s,
et

’AT+BLECONNPARAM=O,800,800,0,500 ‘

Mg 3

fox |

WERIEESHCE RS, W AT fFo4R:

’+BLECONNPARAM:O,800,800,800,0,500

PRE
o X T4R{EH (+BLECONNPARAM), i#%:% AT+BLECONNPARAM FEUHE 245 5 .
5. #5H] Wi-Fi.

AN A
e

’AT+CWINIT=O ‘

W i

[ox |

6. BRI Light-sleep Hit.
s

’AT-!—SLEEP:Z ‘

i B«

Lox |

4.9.6 V¥ M Deep-sleep ki

P EARIRAE A Deep-sleep #52. & & deep-sleep I} [i] >4 3600000 ms.,

’AT+GSLP:36000OO ‘

M B -

o \

BLIA
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o BOERAIENG, B A ShmeiE, VR R MERRMCEAE , SRS Y AR -
* XFF Deep-sleep FizX, ME— MLy 42 E L -

4.10 AT fc 561

AR EEAN AT LA ESP-AT SCHRFRYBC R 753K :

* BluFi fiz. 1

o SmartConfig B

o SoftAP Bl ( WEB E.1q )

o WPS #2.19

%2 1 FCM O RS R UR 4
B AT BluFi g & SmartConfig #t | SoftAP Fg WPS Fit
M

BRI 3 FR 0L O (5iz1)
A3 T % BLE o © )
& 15 TR BN FAL (%32 2) [x]
APP
MRS ] B ] =
PR ek fiaj i =S S
HEAF AL et 3 i e

o BIE 10 AR AT [EI{FH S0HF SoftAP LR, 152751 Web R 535 AT 44>,

* #{E 20 1 SmartConfig H1iY AirKiss JEZUPL W 55 MO (7 APP, [ A1 T BETC A 68 AR
APP,

4.10.1 BluFi fit}%

BluFi jg—gC: Tl Al iE ) Wi-Fi FZGICEIIRE, 2 (F TS BluFi 0.

1. FEFA 4% EspBluFi [ LT .
o Android: ZZHiy EspBluFi F#k (225 3k )
* i0S: iOS i EspBluFi ~#k (iOS ki)
2. ESP32-C3 #4514 % BluFi 4%k,
fird:

’AT+BLUFINAME="blufi_teSt" ‘

i B <

Lox |

3. JF& BluFi.

’AT+BLUFI=1 ‘

i B -

Lox |

4. FHLAIEE BluFi EEIFUEATRCM .
4.1 BluFi 4%
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FHITIF R G0 5 A GPS E i YiRE, f52h EspBluFi Y, #E|4 h blufi_test )
W AT, Pk TR . R, BSP 3#45uE VT EIZE{l T +BLUFICONN
B H &, R R 2RI R E B, %0 BluFi 2 I # T .

Connected <mac>

Discover service and characteristics success
Set notification enable complete

Set mtu complete, mtu=...

4.2 BluFi fii [
R SERUG, 7 EspBluFi W R P b sy B W34, TR ks 2 B B DU . EL T
T4 A Wi-Fi () SSID RIS, F i o 2 AT AAIE W o R4E %), 17 AR DT th 2>
BRELUPITER.

Post configure params complete

Receive device status response:
OpMode: Station

Station connect Wi-Fi now

Station connect Wi-Fi bssid: <mac>
Station connect Wi-Fi ssid: <ssid>

4.3 Be
T Z], ESP AR I AT Hilie R, ESP B pIEe i i 5e .

WIFI CONNECTED
WIFI GOT IP

5. (WIgEBR) ESP32-C3 504 ik BluFi I 7 [ E LA «

%

’AT+BLUFISEND:4

Nl -

E

4 FARdE, Bl ARG test, ZJa AT &5 PATEE.

’OK

SRS FHUR R s 5 TR A F A

Receive custom data:
test

6. ESP32-C3 % %% 4] BluFi.
s

AT+BLUFI=0

M B -

+BLUFIDISCONN

OK

e MU PR RRFF 8 7 T A R

Disconnect <mac>, status=19
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4.10.2 SmartConfig [ic %

AT SmartConfig Fit W75 PUAZEFL, 43 512 ESP-TOUCH. AirKiss. ESP-TOUCH+AirKiss 1 ESP-TOUCH v2,
PAF 42 AirKiss #11 ESP-TOUCH v2 258 i e ) s 45

ESP-TOUCH v2 it 534

1. YEFHLiZe%E EspTouch W LT .
» Android: ‘% Eiij EspTouch F#k (422 5l AL FF 5 )
* i0S: iOS i EspTouch 3% (iOS s by F 27 A )
2. % H ESP %%} Station £z,
e

’ AT+CWMODE=1 ‘
M B -
Lox |
3. ESP32-C3 %4571 /& SmartConfig.
il
’Z—\T+CWSTARTSMZ—\RT:4,0,"1234567890123456" ‘
M .
[ox
4. T?ﬂ‘}bﬂﬂ_ THCR o
TR MU T A RREAE : T TR Wi-Fi, SRS HARMZ, (40 SSID: test, 251 1234567890)

Eiﬁ EspTouch W HARfY, s EspTouch V2 FiefL . AEBKEL B LT H A AT R Wi-Fi [
i 0 ) 15 75 0B DA B, AES 4, AR B

P

Wi-Fi % A : 1234567890
FEBRMMNRERE: L
AES %54 : 1234567890123456

5. 7F ESP &£ i i A e 4 B2
IHGE ESP 148w 23 it AN 5 B -

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

51, ESP UEA IR ORI
6. ESP32-C3 4515 I SmartConfig.
s

’AT+CWSTOPSMART
Mg .«

Lox |

AirKiss Jit 475351

L ATHFIE, BREIFXE REGEER AR5
2. B ESP %454 Station 1=,
e
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’AT+CWMODE=1
i B«
[ox |

3. ESP32-C3 ¥ £ )5 SmartConfig.,

’AT+CWSTARTSMART=2 ‘

i . <

Lox |

4. FEFHLRAEA TR -
FHUEZ S ZRCF A Wi-Fi (B0 SSID: test, #f%: 1234567890) , RIGHIIFMME, #EA “/RéE
FERHET ARG, s, HE] AirKiss B IFIEA L TEBREL A T A Wi-Fi %
1234567890, M%) %], FHLRERHERRLHE RERS ... .. .o
AR N g P THIES PR INNEYSE

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F| ., ESP %4 2 a2 58 o
5. ESP32-C3 %442 |- SmartConfig.
iy

’AT+CWSTOPSMART ‘
M. :

Lox |

4.10.3 SoftAP Pt

AT SoftAP FiL M 5112 WEB LM . 5 XHEH(E R, 1HZS WL Web Server AT 7715

4.104 WPS Bt

1. fER—A 3R WPS FLM 7% th g (15140 Wi-Fi SSID: test)
2. PEE ESP %%} Station iz,
i

’AT+CWMODE=1 ‘

i . <

[ox |
3. ESP32-C3 & #FF 2 WPS it ¥ .
i

’AT+WPS:1 ‘

i B <
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OK

U R % e R A0 G T, JF R WPS Zhig, R4 %), ESP Starim iR ERE, Bk
F M 2 .

WIFI CONNECTED
WIFI GOT IP

4. ftif) ESP32-C3 i #51%E#H: B Wi-Fi {5 B,
iR

AT+CWJAP?
Wi

+CWJAP:"test", ......
OK

5. ESP32-C3 548 x4 WPS B .

’AT+WPS:O
N . :

’OK

F=Tw AT a2 iGS% ARl
o RainMaker AT 1 1%
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ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA
5, ARSI

<major>.<minor>.0.0

Hora:

o <major> N LEA., Bl release/v4.0.0.0 AFEHERTEH, @O AFIS T TE.
FrERE . A SR .

o <minor> NRBERA., il release/v3.3.0.0 fUEAKRNKEY, WEOFHEHNEM:. ESP-IDF
WATS . FAEE R .

WHETOUR, fFELMN) AT BT LA 2 By 2 g, HEA ERME)E, &k AT B
[ 25 k7435 3 GitHub,

o BRYERIETT A A master 4357 BT, AEEH IS L.

o BB AE master 4357 BT, WSRMAEE, SR LGS .

54 SZRHUIER

ESP-AT A~ - BMUCA TN U E A AT R B0 SCRABIR o SCRFIBIIRI G, WO ISR 9P, RN 4R
WE3FE. T ESP-AT )2 5T ESP-IDF JF AT H , [Nk ESP-AT [ 33U B2 32 R T ESP-IDF [y 30 H;
IR . 4|7 ESP-AT &AM F B0 :

AT) A& (%%r | ZHBESGE BT | IDFRAE IDF SZ#:HARR B L | AT #rhRAIE KT
8] )23 X
v4.1.0.0 V5.4 (8ad0d3dR) | 2027.75 202725 - 200745
(2025.7.18) . Ezgg o
« ESP32-C3
« ESP32-C6
v4.0.0.0 ESP32-C6 V512 2025.12.30 AR ES
(2023.12.29) v4.1.0.0
V3.4.0.0 (2024.6.7) . Espn2 V5.06 2025529 .
« ESP32-S2 8 A&
v4.1.0.0
. ESP32-52 %
JoHT AT
X
Vv33.0.0 (2024.5.9) - Esparca | 506 2025.5.29 WS
e v4.1.0.0
ESP-AT & KA A SZ R0 I F -

o SCHRIIBR R 55 0]
WA AT ZATZE A1 AT BT, SRS R F A AT AN k. F—
A AT JCA IR AT IR TRLE FAE %0t Fr oA B W UG 2B 52, Bl % ) ESP-IDF 57240
B AR EIILA A (AT ZATUI A /4200 5 X ) ESP-IDF AR .

o SCRAYVIBR I ZES1Y]

Espressif Systems 304 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback


https://github.com/espressif/esp-at/branches/all?query=release
https://semver.org/lang/zh-CN/
https://github.com/espressif/esp-idf/commit/8ad0d3d8
https://github.com/espressif/esp-idf/releases/tag/v5.1.2
https://github.com/espressif/esp-idf/releases/tag/v5.0.6
https://github.com/espressif/esp-idf/releases/tag/v5.0.6
https://github.com/espressif/esp-idf/blob/master/README_CN.md#esp-idf-%E7%89%88%E6%9C%AC%E6%94%AF%E6%8C%81%E6%9C%9F%E9%99%90
https://github.com/espressif/esp-idf/blob/master/README_CN.md#esp-idf-%E7%89%88%E6%9C%AC%E6%94%AF%E6%8C%81%E6%9C%9F%E9%99%90
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 5. ESP-AT A< fj/y

Service period (Recommanded for new designs)
Maintenance period

v4.0.0.0 “"""~"?~~~"~~~{~~~~~ 29 Dec 2023 | 30 Dec 2025 -
= V3¢&0-"“m“"?""m""m%"m"~m~{m"~m~~~} ----------- 7Jpn2024 E § 29n@ay2025@~m~~m~~g~m~umu?m
[~ 1 ; a a : : : : a :
H : : : : i :
<| ; : ; : H ; : ! : H ;
A V3.3.0.0 o [ May 2024 g DL e |
w ' H ' | ! ! 4 3 : H :
m : ' H ‘ H : H H H ‘
v31L0-~~m~~ﬂw~w~w~€m~~~m~wLw~~m~~Jm~w~w~~%m~~w~~€41Nnv2d24 29R&ay2025~u~~~~m~é ,,,,,,,,,,,,,,,,,,,,,
; : ; : i i ; ; : ;
o & s N3 N N3 N N N o S°
N v v ¥ N Jr v N N " v
W o~ W S © = W ) © o W

& 1: ESP-AT A< 37 435 01 iR

WHE MM BRI, Bzt B XF N ESP-IDF SRR 2558 (AT AU A
Z4iZts ;X W1 ESP-IDF Jit4%) . 40, ESP-IDF v5.0 {32 #FBR % 2025 455 H 29 H ,
74 ESP-AT v3.0 ~ v3.3 [ 44 i FRth 5] 2025 4E 5 H 29 H .

— I & :
o —H AT KAGHIICA, IWITHBCAS I SR BRI AR 55 I ZE T, A SRS BR A 4E4r 300
B4, AT %F5 T v3.3.0.0 A (4% ESP32-C2 11 ESP32-C3 it &), R4 ESP32-C3 17y
v3.2.0.0 UA B SR IR AR 55 125 o, #E A SCREIAFRR 4101 s ESP32-C2 1#) v3.1.0.0 Jit

I SCRHYIR IR 55 WA, A SCHRUI R 4 73]
* WA GitHub IS, 159709 AT B R4 A, GitHub F§AEPHCA A AT I e A . 4 B i

1) AT [& {4 Bugfix A KA, TEMUFTHR 2% Bugfix BUAS ALY .

o TR PRI B BCASE IR SO AR, TR RS A L o
o ESCHRUIR N RS ESP-AT W BARFAREEAE GitHub 1 %7 7 52 EdEA T 2 bug 1852 . ZaxiB 4%,

H AR B I A AR Y Bugfix iAo

5.5 A4 AT BIfFRRA
TR ILAT+GMR G547 AT EPPRUALE S, BHAT+GMR 4 FRIZHN T HELEE.

5.6 iI'BY AT fiA kA

o $—¥: BFME8Y GitHub W5
At ETE P
 FE RHEA LR

5.6.1 55— B5EN GitHub IK'S
TEFFHAZ B, V55 SR Ay GitHub IS BRI I R T B AL
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5.6.2 520 kP
PjlA) ESP-AT )%, SdTimA LA watch, A Custom,

O espressif / esp-at Q +

<> Code () Issues 98 I s () Actions [[] Projects

@. esp_at » C ', Edit Pins - atc 50 U Fork 684
Motifications

¥ master - = Goto' + Participating and @mentions
ceive notifications from this repositony
1 for ESP32/ESH

{%‘ xcguang Merge branch 'bugfix/. IIESP32-
All Activity
Motified of a

B .github

) , _ Ignore
B .gitablci docs: Added th R —
@ bootloader_compon... chore: Updatec Custom
5 t
components

docs

examples

main

20 g dlE A (k)

5.6.3 =3B il %A i

73k Releases H & Apply.

DORERESE I T VT AT RATHIEAE . A8 AT AR Ay, B2 ii®) GitHub AYE AT
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O espressif

<> Code (%) Issues (98 i Pull requests L)) Dis 5 Actions [ Projects

&) esp-at Puoic Edit Pins ~

¥ master ~ P Gotfo-

1for ESP32/ESP
@ xcguang Merge branch ‘bugfid. SSLe:! 3/ESP32-

Pull requests

B .github
9 Releases

B gitlablci docs: A C Discussions
Security alerts
B bootloader_compon...
components
docs

examples

main

P 30 sE A AR (iR )
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCRYTEA N T AR A i i ESP-AT AR, 05 A2 U [ e 2 ESP32-C3 4. MENAR T 7
K A0 Bl TR R TR, IR EE & AT & v gl R4 T IR A R 45, IR ARRR%
Ji%F ESP-AT T#2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

T MR ESP-IDF v5.4 Huil A ] SCR (355, 520 hello_world TREEMIECE . SRiFVA K FHEEHZE
ESP32-C3 J K558 .

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
Zl-‘ﬂﬂmlJZIKo PATR AR E R LR 3RO 5.

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
X ESP32-C3 RAB , HEFEE A L BN FRiz 1T ESP-IDF 5.4 CMD.,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

AR G [ Bk FE 3 ) GitHub fRBIX, AT DA DA B2 15 S Bt 5 ESP-AT: git clone https:/

/jihulab.com/esp-mirror/espressif/esp-at.git,

ESP-AT ¥ K~ #; % Linux 1 macOS [{] ~/esp/esp-at. Windows [{] Suserprofile$\esp\esp-at,

Frik: FEASCRF, Linux Al macOS Tﬁ%?ﬁf%é}i* ESP-AT f#RIA A2 R ~/esp; Windows #4FE RS0
HIBRIABR IS Suserprofiles\esp. I DAKF ESP-AT LALLM EBAR T, (R E M 6y
AT AT B . R, ESP-AT A E'Z?#“ﬂ?*ﬁ SFE IR AL o

6.1.4 =20 ARWBE

BATHH TR install SRZ4IEL, M2 e T B R 5 3l 42 B 4K 1% Python 4. ESP-IDF 3 JiE DA J¢
ESP-IDF [l i T.H%,

* Linux B{ macOS

’./build.py install

* Windows

’python build.py install

USRS — LR ERET, TH0 BSP32-C3 s itbff LA T e ik

e PP Plat form name, U1 ESP32-C3 #7114k %4: PLATFORM_ESP32C3,Platform
name [ factory_param_data.csv F X .

e EFE Module name, {4 ESP32-C3-MINI-1 ##4H1%$E MINI-1., Module name H fac-
tory_param_data.csv i .

o FESEPES FH B EE ] silence mode 2 B, 155G EES 4%, T f# silence mode. —fIFH N NG
ok
=
e YN build/module_info.json XAFLE, FiR= R E R ASHIL. Kk,
R E LS E R, MRS

PARE Platform name S5 ESP32C3, Module name A MINI-1, F2%H] silence mode 2

IZE

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..

Q3]
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(£ 50

(more lines of install ESP-IDF prerequisites)

Platform name:

1. PLATFORM_ESP32

. PLATFORM_ESP32C3

. PLATFORM_ESP32C2

. PLATFORM_ESP32C6

. PLATFORM_ESP32S2

choose (range[1,5]) :2

g W N

Module name:

1. MINI-1 (Firmware description: TX:7 RX:6)

2. ESP32C3-SPI (Firmware description: communicate with MCU wvia SPI)

3. ESP32C3_RAINMAKER (Firmware description: support rainmaker cloud, TX:7.
—RX:06)

choose (range[1,3]):1

Enable silence mode to remove some logs and reduce the firmware size?
0. No
1. Yes
choose (range[0,1]) :0
Platform name:ESP32C3 Module name:MINI-1 Silence:0
Cloning into 'esp-idf'...
(more lines of clone esp-idf)
Ready to set up ESP-IDF tools..
(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build

6.1.5 EIUL: FERIXRS

i J USB #1451 ESP32-C3 4418428 PC I, PAURNZREMFE H HA, FE5E W ihdds. Wi, W
REFERPEI AR K% AT I AT W), WPORTEEENT. “AT MR . X Tl EA
U R E B S % o TR B AT 580 6 i

6.1.6 :S02b: FlV TR

1z 7 H TH menuconfig KL E.
e Linux 5{ macOS

’./build.py menuconfig

* Windows

’python build.py menuconfig

QR PA_ LA AP BRER IS, DU S8 T AT S B

B3 RT AR G BB TR, AN AT i R, B 2T hRESs , WERAB B E., B4t
ES NN T
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

6.1.7 N R

BITPA T i 2 gmik LAE.
* Linux B{ macOS

’./build.py build

* Windows

’python build.py build

WREM TRAIEE, B RS SRR, iR E AR ota 23 KRN
iETEN G AL build/ factory AR T A MFT CLFHY B [E1F. 25 BIES WESP-AT B 2t
618 L BB

BT AR A - RF A B [ sk 31 ESP32-C3 48 L
 Linux 3{ macOS

’./build.py -p (PORT) flash

* Windows

’python build.py -p (PORT) flash

VEE T H] ESP32-C3 45 MU ER LI A4 FREi e (PORT) o BY i BBEL R BB [ hbe 57 2 flash v, 58K 5E
HEEH (PORT) .

4 F ESP-AT bin ANEEJE 3, I HATEIH “ota data partition invalid” , %3147 python build.py
erase_flash RERIEEA~ flash, IRIFHFTFER AT Ef,

6.1.9 build.py JE5 7k

build.py AR ET idfpy B TEH (B idf.py <cmd> HJEEYH ST build.py <cmd> H),
BRI AIB T A T i o BB 2 k.
 Linux 5{ macOS

./build.py --help
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¢ Windows

’ python build.py —-help

6.2 M4k ESP-AT T f¢

AN Tﬁn{TLLHﬁﬁl% ESP-AT TH2. SERIARYE 7 4 A a4 B4 TovEw LR, iR
BLFF 5 WebSocket 7y 7%, H- X AlmDNS 7 #%., AP AR5 Eig15 ESP-AT TA2. (HH AR AL 32308 fﬁnﬂr
ESP-AT 142, {HUR A B4 A HME, NWHESH ARy, W5 M 7 4% ESP-AT T2,

TERE: PIGEGRPRI AT WE, 5 SRR B ™ b B AT DRSS IR S fiE .
WPRARLE PRSI B B 8RR EE, TS n] e T il

6.2.1 TEANDER

RIS NI APBR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K dmik .

% —F . B FEH GitHub %

% =% : Fork ESP-AT L3%

% =% JF 2 GitHub Actions 4%

Fv9d: B E 4hiF ESP-AT TAEFNE 69 5% éﬂ

$ AW AR github.dev % 4 3545 B Ao 1 XA
%< GitHub Actions %435 AT B

6.2.2 2B BHEN GitHub k'S

FEIFURZ W, 550 BRI GitHub K5, PRSI 458 (75 28 SRR

6.2.3 45 p: Fork ESP-AT T.f%

Vil ESP-AT @0, midi WA B Fork,

M7 Create fork Bl H Y GitHub k5~ . BRIAM Fork {13 DI master 7337 . QIR TR 2L
FIEEWR D B, BN Copy the master branch only.

6.2.4 45—=2B: JF)3 GitHub Actions 1jfig

Ed O T Actions #E A GitHub Actions T [

i I understand my workflows, go ahead and enable them & GitHub Actions,

J&i A GitHub Actions 528
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - C ) % Fork

i1 Pull requ ) ssions Actions [ Proj ) Security

Create a new fork

Oowner Repository name

Q UStCCw ~ lI,I’ t

By default, forks are named the same as their upstream rep fou can customize the name to distinguish it
further.

Description (

AT ap on for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

00 wiki

Actions ¢ All workflows

I All workflows
0 workflow runs

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 BEPUL: MCE Sk ESP-AT TR 1% 9]

ﬁn;ﬁ,@ﬁ Espressif OTA server [T U F1 OTA token, If H.ZEFL(f ] AT+CIUPDATE 655 T14% AT [E{4:, Fi
Eﬁgmﬁilﬂiﬁﬂﬁ? Ey, Ll)(,umfﬁ CONFIG_ AT _OTA_SUPPORT (fXHEZHMIFEE, SRS A
A& github.dev % %% 3315 B At KAL) BUE Bt b A TR

%’@“E?TE’J Settings #EABE T .

B Pro

¥ master - Go to file Add file = <> Code ~
ication for ESP32 ESP-IDF
This branch is up to date with es sp-atmaster. 1% Contribute 3 Sync fo -':-_ SPs ESP-IDF & ESP8266
: . RTOS _SDK

y § xcguang Merge branch ‘bu link_cause_to_crash' int

wb/workflows
components
docs

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

Ml Settings -> Secrets and variables ->Actions #fA Action il & T .

15 New repository secret #EAZHA] T .

#1 A Name Fl Secrets, fiil Add secret QJE—ANHHIZ4]. ALK 4] R OTA token.
TR TR B A TR

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

TR FEE 2 AL S AT BT, HEE DEA R, HRIINAEEY, A S8 0)5mn
U o

Espressif Systems 318 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback


http://iot.espressif.cn
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 6. #Ifa4 FAIT & H T AT T4%

Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 hizb: fEH github.dev ZhifH 25 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $TJF github.dev &k} 2%

[ B G RET, PERREHE MU 0 SE AR

/esp-a

<> Code I Pull requests (® Actions [ Projects [0 wiki @) Security |~ Insights

| ¥ master ~ Go to file Add file ~ <> Code ~ About

Switch branchesitags e e Coror sz
~ cune § : 3 ESP-IDF & ESP8266
TOS _SDK

se_to_crash' int

Releases

> 24 tags

Packages

Al 12: e ¢

AL LA ., (U github.dev g8 aR T2 KA .

5.2 GEEW 5 3%

TEGARARIGTE, PR XA FR, FE FhE T, B0 B i 45 Sl A8 3 S 44 95
RIGHE QB2 X,

B Switch to Branch, )27,

o ST
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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sp-at/tree/master

product/v1.0.0

ESP-AT [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

\FI6_AT_ENABLE=y
(= |~ INFIG_AT_BASE_ON_UART=y

Chang 1
onfig.defaults S I S

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y

Espressif Systems 326 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 6. WA ZiFHIF & H O AT TR

G_AT_ENABLE=y
AT BASE ON UART=y
AT_MQTT_COMMAND SUPPORT=y

]
]

A T |
CONFIG ESP AT FW VER

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

IR Z G, 2 A3l GitHub Actions g5 1) ESP-AT [E{:. 155 4o T GitHub T 23z #7
IGEfRE A AT B0 SCRY, TFEEITRZM AT B4 (HE: SRR AP E T H OIS T esp-at
A FEIATHY, WA E https:/github.com/espressif/esp-at {3 FE ) . GitHub | ) AT FE{SFEE]5 90 KA R
Ja BB RA, W HATIRAF R8I AT [l

6.3 Wi AT ¥ 1125

AN A T AT g 2 ESP32-C3 Z 41 [ FR AT port 51l BRIAKE LT, ESP-AT P4~ UART #%
FERN AT 310 —NHTHB HE (AR &SR T), 55— TRk AT G fElom . (AR
FRA A ) o
WU AST 4 ESP32-C3 AT [, 3 HAFEE M i 0, i H a8 apy T L BUE M, AL
FRRRELE AR BT BT 75 U 5 B8 e ESP32-C3 44110 AT i VA5 I, SR B858RI A IR :

e %1% ESP-AT 142,

* ¥ menuconfig fit & T ELEB{ factory_param_data.csv FE4& H & T Y A5 .

. BiF LA,

o J5HTaY bin TIFBEF LS

AR E A IE S, S BRI TR E P IR R

ik SR EE O AT 9B 053 % (i1 AT SPLEZ I, AT through SPL Hl {#i I AT 4 74% 1

6.3.1 ESP32-C3 7%

ESP32-C3 AT [E {414 H & i 1 A6y & i 1 45 AT DA E 2 SCH B, 1521 (ESP32-C3 fi k&% T
Wy AE R A

B8 H G i 11 55

BOANOLTY, REEFL{IEr) ESP32-C3 AT [EI (4 1l LA UARTO 4 il it H &
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 TX: GPIO21
* RX: GPIO20

FE4 15 ESP-AT TAEM, W[ {fi ] menuconfig it & T HKF HB MO HE i 1 -

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config-—->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config > ESP System Settings —> UART RX
on GPIO#

fi

B 5 i A i 1145 I

BOATEOLR, UARTL Tk AT S FIH0 AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DA E.#EAE factory_param_data.csv 2 FPG P 1145 1 -

o FTFFEEAHIEY factory_param_data.csv,

o BB FTLEMIFT o

o RIETFHERE vart_port (WIRAE AT HE DR A AT @y 410, WFEESILTT, R
JE R vart_tx_pin fll uart_rx_pin fil AT HEORER—F).

o MPEFENE vart_tx_pin fluart_rx_pin (EFEIEFEERGER, KL ek
M, W AT HEOREH) .

o BANTEEMHERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRRG .

6.4 FIMEEX AT a5 4

ASCREANE T ARSI E 2 S AT 64, DA at_custom_cmd J96il, /R EE IR BT .
HE AR . WRER S, WS H AT 2K,

« F—F AT 4

o B FEM AT 4 F ik
o H= 3 hotB R B

o Fvad: Kok iRk R

c BAY: REMAMIATEE

o 5 ik AT A

WS PR IR)G , §53E 4T AT+TEST 45 3R BGE A T4E R,
H & AR E A4, SHZ R :

o« ESLEEE L

o RIS

o Hukar SR

o MR AL ey AT

o AT 4438 1 3R BUH N 04 235

AT fr RIS ATTIR, DA FESCHE BRENEEL, EHR At 3 e U AT ay S 1 2l

641 HE X AT w4
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i ESLAT @4

A A at_custom_cmd.c 1 at_custom_cmd.h LA HE X AT f54-, HAJHE examples/at_custom_cmd/custom
F1 examples/at_custom_cmd/include H 5% G BEE 11 {}Ej{ﬁiﬂl%iﬁiﬁi X AT 154

TEHE AT i Z B, T8 JciiiE AT ay 2 i FRmIZRAL.

4y SR <
'mvfM+ﬁ%ﬁ%
o SRR (A~2, a~z). B (0~9) MHE SR (1L 5. - . v ), IS WLAT 642
(e itE
B4 AT M Z 0 DA UAMZEAL: Hi{md . Bifmd . REGIMIITmS, EL2EES AT ¢4
mk,

WG, XN RBA 4. BRI AT+TEST SRR IIPIRIEAL, NHEE X AT fir & 1A R BrG
FRIIIRIY, PASSE SCRE R ) 75 B AU

* B, Milesp_at_cmd_struct RKE L AT ap WA FRMPTHRE SRR, T s B &
NTHAFRA+TEST  (FWT O AT) FHCRPrA TR 4

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—at_exe_cmd_test},
/**
* @brief N EWRLZE X EHDTH AT # 4
*/

bi

ik WA SUEARA, I EY NULL.
. Wk AS

static uint8_t at_test_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "test command: <AT%s=?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

. Hiflapd

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "query command: <AT$s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

}

C RS

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

(FItakss)
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(£ 50

/ORBE NS, FREBTE AN TF
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
I

JSRBE NS, R EBTAN AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3

/) AN Ewm K, WEKE, REAZFFED (vart/spi/sdio/socket).
¥ &K Kk # 5| McU
uint8_t *buffer = (uint8_t *)malloc(512);
if (!buffer) {
return ESP_AT_RESULT_CODE_ERROR;
}

int len = snprintf((char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",
esp_at_get_current_cmd_name (), digit, str);

esp_at_port_write_data (buffer, len);

/) R K
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

© WS

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "execute command: <AT%$s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

S5 SIENE AT fir & e

e i F X esp_at_custom_cmd_register B #, I £ K % T H B API
esp_at_custom_cmd_array_regist () HMF AT 654

ZNIEMEE

bool esp_at_custom_cmd_register (void)

{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) ..
—/ sizeof (esp_at_cmd_struct));

}

* X J5, W ] API ESP_AT CMD_SET_INIT_FN 3k 4] 4 4k 5 52 B0 09 ¥ lF AT iy & 8K %K
esp_at_custom_cmd_register,

ZNGIENEE

ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1);
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%5 W R B2 fE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H 5% N A 8 F 09 U5 SCOFE RSk SCH B E AT dy 4, B ke b N R g 4 ok
esp_at_custom_cmd_register, FAHIZMREFE at_custom_cmd /- 28 R IR . SERT DAKE
REfr 4N esp_at_custom_cmd_register_foo, JRJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #]i&fk
VAR

S BEMALTE

WRETES —F: & L AT 44 B T B at. freertos, nvs_flash A H At 40 {4, 4 AE examples/
at_custom_cmd/CMakeLists.txt CFHIRIXLHAARM . 2, 7] PABkIT b A TR, 6 anpr i
i wip 4144, 7RG -

set (require_components at freertos nvs_flash lwip)

SEPUSL: B e Rz v

5E examples/at_custom_cmd/CMakeLists.txt S, B H E XHEM AT 4453 ZFRVEN
— NI ] 558245 ${COMPONENT_LIB} , #fi RA%)/ 751 7S o] DAFR BN R 4. /s B T -

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register")

57k WR B E X EM AT 64313 248N esp_at_custom_cmd_register_foo, N7RFCHLAN
T

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo

. ll)

Shib: REAMFASE

AT WAL E at_custom_cmd HFIEAS SRR L, PAREOR ESP-AT Jil H 75 25 19 0 BB 1R 4%
BRZAME. RGN RERE AR I %, WRETE esp-at/components H T RYFEIRAIF T H E
SCAT fp BB, WIEFHATHA IR, EAREIAE esp-at/components H3g MW EIGLA/ T H
ESCAT fig 2y, AR SCHAXS B T3 o

Jiik 12 e ik E AT_CUSTOM_COMPONENTS MEAr & (IEH T AiksmiF).

¢ Linux or macOS

export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

¢ Windows

set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

&
o iH¥ (path_of_at_custom_cmd) ##ely at_custom_cmd H FHESLLE SRR .
o BV PATREZ A Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"
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Jjik 2: AE esp-at/build.py X setup_env_variables () R INAIKE AT_CUSTOM_COMPONENTS
B RACRD GBI T A siF MR T 4%0F) . ABIRRSaTE

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd"')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

$n Gk AT WfE
SEM A EAEBRSG, AR RR B EE T A T e F s R AT [, FRREHR % B e L.

»

6.4.2 &7 AT+TEST A IBLE T4

IEfEAE LRI, 1217 AT+TEST RIS R T .
M A4

AT+TEST="?

Wi 3% ¢

AT+TEST="?

test command: <AT+TEST=?> is executed

OK

A4

AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK
BE WA

AT+TEST=1, "espressif"

Wi

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

Wi i :

AT+TEST
execute command: <AT+TEST> is executed

OK
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6.4.3 [ LM AT %
RIS B R B AEE T E SCE AR 2R fiv 4, T AR e il EdE AT B

7 SCIR T
ESP-AT B &FFesp_at_result_code_string index X T —EkEE ., W2k A EIES WLAT
H B

W 7 return BIAGRIFH A, WATJHH APl esp_at_response_result () SRR Ar S HATE R 7]
FEACHE R E] B ) API flESP_AT RESULT _CODE_SEND_OK J;ESP_AT RESULT_CODE_SEND_FAIL,

B4, 246 AT+TEST B /E/\ﬁﬂﬁ%%ﬁjﬁ MCU KEEAEN,, Fesp_at_response_result ()
iR E] Kk g, H return BEORR Bl iy ST , NS INTR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/BB MCU REBKEM R R XEE

send_data_to_server();

// ik [El SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

Fr i Kl [m] i i R -

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

NI

N

ESP-AT {2t LA NP4~ APL 3k & 24

* esp_at_get_para_as_digit () A[IREENFESEL.
e esp_at_get_para_as_str () AHEEIFEARSE

B DL E 4

AT E R L iy & S EC TS AL

I S RE R AL ¥ 3
« BUER B 1A
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ARSI S RGN ATH+TEST iy QR <param_2> il <param_3> SEE NS,
Hr <param_2> HTFZSE, <param 3> FFFFHSLL

AT+TEST=<param_1>[,<param_2>] [, <param_3>], <param_4>

SIS AT .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R A

/) FEEEXEAE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

<—>2) H
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 R
VAR -5 B
/) FEEENXRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/)Tl EXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
(FIEED
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} else {
// T ) AR A
/BB EZANER
/)" E R X R
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

4)‘\

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WAREANTAFRSEC ", WS HBA BE N -

AW — B8 i AT+TEST a4l <param_3> ZHCHFAFRSE, Hovia—(S5, R
EWENTIES L

AT+TEST=<param_1>,<param_2>[,<param_3>]

WA AR PRI I ARG O o

¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

SR .

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;

uint8_t *para_str_2 = NULL;

uint8_t *para_str_3 = NULL;

uint8_t num_index = 0;

uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);

Q)
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(8L 7))
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
X T
/)T B E XA
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {

/7 Bl R

/B EZANFEK

/)Tl EXRE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WS HBA B -

il 5 g (N E7 K )

HRHEAEH IR PIT, FERE—DMIITER, RERGE T XA e R BURF HIE .
—RUL, XK OFEEH SN RHITH L.

WeZE i ] semaphore K[EH .

RBIASITT .

p=

xSemaphoreHandle at_operation_sema = NULL;
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] = {0};

snprintf ( (char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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/7w B R

// Kb AW 4 #) B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 W E A AW AT

/75— T 5 R

// BB E % T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I\ AT i % S VAR IR A i Bodia

ESP-AT SZHFM AT fip4-3in 5 A AR EE, R BEPA R #4> APL

* esp_at_port_enter_specific () WERIHRE, AT im0 M A SRS, SRR %%

e esp_at_port_exit_specific() EH esp_at_port_enter_specific &M IEJH KL,

AREUCR ) T3 T 2 MR R K R A e 2 A B AT

o R A Bl B EE Al <param_1> $9E THIRKE, WIFPIR.

AT+TEST=<param_1>

PATR R BIARES A2 AT AL AT iy i FUERBUK BE N <param_1> iy AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer([64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—O0K) A
return ESP_AT_RESULT_CODE_ERROR;
}

buf = (uint8_t *)malloc (specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R
// Rsh & WA A #E semaphores

(T oUgkEE)

Espressif Systems 337 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fb1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 6. Wi F1IT K H CHY AT TAE

(£ L£50)

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

ZEL-E PN S T L ¥ A

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REBEBER, EEWEHRANEEEFSE AT 350 H A

esp_at_port_enter_specific(wait_data_callback);

VAL € N &
while (xSemaphoreTake (at_sync_sema, portMAX_DELAY)) |
received_len += esp_at_port_read_data (buf + received_len, specified_len -.

—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

AR 3:C B DN &

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/7 Bl R
SRR AEEKE >0, WEFHRANREKEATHEENERREKE
/7 B E A AT AL TR X B R & B
/7 WA RO AT Bl R SR
esp_at_port_recv_data_notify(remain_len, portMAX DELAY);

3

/7 Bl R

/7 B BB B

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);

break;

}
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

UL, WA E AT+TEST=5, MAMEHE N 1234567890, A4 ESP-AT iR [EIILE RN IR.

Sy

AT+TEST=5

>67890

received data is: 12345
OK

AT KB AR XA DL Wi-Fi S A2 X, AMEEBIRKE.

AT+TEST

fEi ESP-AT G I AATH R BIPAATER , /BT .
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#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
int32_t received_len =
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer[64] = {0};

0;

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/) B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

ZES-E PN § X % ¥ AN

esp_at_port_write_data((uint8_t *)">", strlen(">"));

/7 HEEREEEK, EEKIABRAKE S E AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AR LS R &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;
/7 AR SR E R
/7 B A RERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();
/7 7 Bl R
/SRR ABEERE >0, WHEHRRAMAEZEFTELA
/7 OB E AT AL B R & B
/7 WA R AT W R s KR
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);
}
break;
} else if (received_len > 0) {
/)T BR A
A N-W G RPN &
/7 S A RO B AT Bl R B W B AR
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
CFRZEE)
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esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf);

return ESP_AT_RESULT_CODE_OK;
}

I, iR — A ARG 1234567890, 55 MM AEdEE +++, H84 ESP-AT RIS RUTF IR

AT+TEST

>

received data is: 1234567890
OK

6.5 iy ESP-AT friH:PEfE

ERANE LT, ESP-AT I ML [0 f# F] UART ST (5, b s Akl RN o AR S, PR
2xHiRE 115200 bps. PP ESP-AT SEHU S AF it &, 75 A SC, FHE0H A E X R EC . AR SCPA
ESP32-C3 Afi, /B anflie s ESP-AT A4 6E .

Frik: ASCET ESP-AT b T 42X 1, filliddem TCP/UDP/SSL A3 it PERERY— MLtk T3k -

I DR RV 7i7% 2 ) WTTEE NG Sy L R R Al Wi

o [WE] Rt B E
o [HFH] RABIER, AT MR E

6.5.1 [1hj ] Peakic

L ¥ &S, LWIP, Wi-Fi G TR s 8

R T ACHS BEE U138 T 2 module_config/module_esp32c¢3_default/sdkconfig.defaults S04 )5 ,
HE ESP32-C3 FRA A 175 15 MO Y. SC 46 T 1 sdkeonfig.defaults ST

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

(N oiaRss)
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# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_RX_BUFFER_NUM=64
CONFIG_ESP32 WIFI_DYNAMIC_TX_ BUFFER_NUM=64
CONFIG_ESP32 _WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. $275 UART ZE 1% S/
&SRS B D1 at_uart_task.c SCEH uart_driver_install() 17 o

uvart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MERERABCE . SRraikISIfl . Bexkiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. EfLniipe vy UART Peffs
ST AT iy P8 an s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

/] B

W PRE T B0 7 YA — R B R AR A, (A AT BB BEAAE T A I . 55 AN L E T REA
%ﬁ%%ﬁﬁ,mﬁﬁ%ﬂ%%%%Wﬁ%ﬁﬁ%%%oﬁ%,%?&ﬂ%%ﬁ?ﬁﬁ%%ﬁ%,ﬁﬁ
FEREHBIE

6.5.2  [HiA7] ABEMRE . Xk HCE

50 ESP-AT 7k [ 28 KR A 1A -
e Sk B -
o BSP-AT %1% (TX) %I~ S1 -> S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
o ESP-AT 2% (RX) H%377i 5 R8 -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

AR RIS T KR, SRR AT, & B SRR AR B AR R Z BT A, AT 2
Wl A s B B Y S B AT RN IR, AR IS AN E R B IRIR B . FESERR T, AEE
Hs B e — A Bm AR B RT ) 5 AR T T F- A T R LB R AT

Frik: NHAECEIY AR AAE SR N EIERE, PRI AE L AT+SYSRAM iy 4R AL ] AT

1. GO fFukfEft
GO ARG AMILALAYHER T, RS HTCEANT -

CONFIG_ESP_SYSTEM_EVENT_TASK_ STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

(P oUgkzh)
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 i Remote Host S8| [R8
A\ 1P
s1 |
Medium =1 Medium RS ’S5
R1 \
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

(B30

CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

2. S1. R1 #M-{R4E

WHEREOLT, S1 MR & ESP-AT FrEE KA. FOMBGARE LT, ESP-AT Rl ML i) i
i UART BT 1R, BReRoN 115200, 7 UART R (£ L, 35 BRIy S Mbps. t, JH
M FATALT S Mbps, W] PAREJERIARY UART VS0 R ML (B A5 5, [l AEA T
T,

2.1 25 UART 2 XK/
R ACRS B D1 at_uart_task.c SCAEH uart_driver_install() 17 o
« $17 UART TX %t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

47 UART RX 70t

uart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

15 UART TX 1 RX 70t

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART JfpR
S AT iy FP8an s :

AT+CWMODE=1
AT+CWJAP="ssid", "password"

(M4
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AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

/] BB

ik P B OR LR UART o] DASCRFBIRX 4 YA, I H 3 HURI ESP-AT 2 (8] UART LR
A REHIA .

Al AR PO A A T S T 5 Mbps, WA RS SPL. SDIO. Socket %773, SL{Ki
5%

« SPI: SPIAT #%%

 Socket: Socket AT $5F5

3.S2. R2. R3. S3 zl-ift

EEEN T, S2. R2. R3. S3 N2 ESP-AT BRI #i. A AT core 7£ UART ZE 1 [X
BT PRS0 1550 2 2 G 5, (CE W) BANRERT I Y 25, Teastitk.

4.S4. R4. S5. R5. S6. R6 -1k

ESP-AT #1341 [6]f# ] UART #4738 1%, S4. R4, S5. R5. S6. R6 ToFE ik, ESP-AT I
FALZ B AL N BT TiE E R, S4. R4, S5, R5. S6. R6 @@ mifrntn)—HE.

S4. R4, S5. R5. S6. RO ZlFHHLIIEH)Z . ML, MR Z 2 MM EBdam. M
4% ESP-IDF o AL WicFi Pl SRS, T RN, ¥BF7 A PIRCHE . BOSSRg LT ML
FE . /build.py menuconfiqg HHfTHEE.

o {4k S4 -> S5 -> S6: KLy A
o {4k R6 ->R5 -> R4 e )y il &

5.56. R6 f¥i:{ift

S6 il R6 2 i {5 W LAY R i )=, ESP32-C3 m DAGE JH Wi-Fil s RAK 414 74 4 7 oo
Wi-Fi [i 7 AN TR S0, ATRER TR 7 Kl

* $21% RF RT3
BRIN STl w A R A S AR, P e DU S AT+RFPOWER iy 420 i) il
B RF LZHTR,

o % E 802.11 b/g/n L
BRI\ Wi-Fi #5081 24 802.11 b/g/m this, B Pl 3@ 3 AT+ CWSTAPROTO i 25 ) FI &
802.11 b/g/n Pl BLEEXEY, KA AP g Wi-Fi Bi(HE A 802.11 b/g/n #HiL,
55 S it B4 HT20/HT40 (20/40 MHz) A5,

6. S7. R7. S8. R8 &1tk

WHGOUR, S7. R7. S8, R8 A ESP-AT FMEALLHEH . NI RISEER M 2547 58, k2%
B BB AR K

6.6 Wi YiH mfg_nvs 5y X
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6.6.1 mfg_nvs 43 XA+4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

« HSHCE (Wi-Fi il UART fE . SRS ): WSH T A8 E4028.
* PKICE (BRIEBABHANCE): WSHPKIRREAN 2.
* GATTS [t (RIIFEHET RS ). WHSH KA E T R G5 RLAN2B.

MIETEEB M SE . PKI A B B # GATTS Bl Ry, &0 DA #idm ik ESP-AT TR, AERUHm
mfg_nvs.bin X 8 arpy T A ABREE, SRR A OB R . AR ST T

6.6.2 :pk mfg_nvs.bin

Be B AE 258 UG, & # thiF ESP-AT T 42, JE 4 %Py B & B il i mfg nvs.py SE4 i build/
customized_partitions/mfg_nvs.csv X (BETITEREN ML SE,. 8. K8, fE
=H), H esp-idf 1) nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin X (NVS FEREE) .

6.6.3 |#% mfg_nvs.bin

AR A MEE — P52 H 2 mfg_nvs.bin S0

o FEEBgIELL) ESP-AT &4, PRI LS L ek FE &,
o VN2 mfg_nvs.bin, XA J5¥% H 3 ESP32-C3 A mfg_nvs 73X,
— Windows
1~ #k Windows Flash N4 T H. {44550 S5 Flash N3 T HH 488 . Tk
build/customized_partitions/mfg_nvs.bin {4 | ESP32-C3. 0] DLiE
i AT+SYSFLASH? fiy4-#5 1) mfg_nvs.bin {4 | 2k .
— Linux or macOS
& {# ] esptool.py.
&P ATE ESP-AT i H s A7 PA R i 2 N 4% mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

¥ PORTNAME Z 4 51 H 1144 7%, ADDRESS ##k F %k mfg_nvs.bin SC{: bk,
FR0] DA T AT+SYSFLASH? A28 F 2k ik
o MCU %3%AT+SYSFLASH 34 8 %7 ESP32-C3 1] mfg_nvs 43X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE ¥ A T2 mfg nvs.bin SCEFH R/, AN EIERLAA A E )43 XS, @50] PATE
T AT+SYSFLASH? Gy A2 #]0 X K/ N6

6.7 i) 2%

ASCAYAZE T WA ESP-AT BOAM ) S8ECE . ) SEECE 528 Wi-Fi il E . UART & .
B E .
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o BT AHEENB
o 4 px, mfg_nvs.bin 3

o T2k mfg_nvs.bin 34

6.7.1 ) SHEBEND

MHTERA BT ) S5 B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Thie HEIALE X AT @&
Wi-Fi fit: JirA i 5 Wi-Fi ZhEER) AT iy

e max_tx_power (ESP32-C3 [1t] Wi-Fi
KRG, G W, ESP32-
C3 Sl o2 )

* country_code (EFAHD)

« start_channel GEE#f Wi-Fi {51H)

* channel_num (Wi-Fi 1] S {E 8 5E)

E= eb by PNy
UART fil &  wart_port (I % 3 AT £ & Fil A 5% UART ThEEm AT fiyd
e AT Hi Y f) UART i 1)

* uart_baudrate (UART i 45%)
* uart_tx_pin (UART TX 5| )
« uart_rx_pin (UART RX 5] )
* uart_cts_pin (UART CTS 5| #)
* uart_rts_pin (UART RTS 5| J#)

FELZH 24 B module_name AT+GMR

RS A SRR REE ) S E, REEM nfg_nvs.bin ff.

6.7.2 Bk mfg_nvs.bin {1k

THZT & A mfg_nvs.bin SO A ) SHBCER) mfg_nvs.bin,

6.7.3 | # mfg_nvs.bin {7}

5% T 3 mfg_nvs.bin XY,

6.8  nfal g5y PKI fic

AR T AT T ESP-AT $LL A BRINRG PKT FicE . PKI Fit A% TLS % P, TLS AR5 %% . MQTT
% P11 WPA?2 Enterprise % P (IF 15 HI254H .

» PKI Bt EA-%5
o 2 %, mfg_nvs.bin XA

o T # mfg_nvs.bin I
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6.8.1 PKI it 4l

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Thie

eI

BX AT &

TLS % /i

55 0 B Pl
e client_ca_00.crt
e client_cert_00.crt
* client_key_00.key
5 1 BRIl E
e client_ca_Ol.crt
e client_cert_Ol1.crt
e client_key_O1I.key

e AT+CIPSTART
* AT+CIPSSLCCONF

TLS iz 55 %%

* server_ca.crt
* server_cert.crt
* server.key

AT+CIPSERVER

MQTT % ™'

* mgqtt_ca.crt
* mgqtt_client.crt
* mgqtt_client.key

AT+MQTTUSERCFG

WebSocket % i

55 0 B Pl
e wss_ca_00.crt
e wss_client_00.crt
» wss_client_00.key
55 1 BRI E
e wss_ca_0Ol.crt
e wss_client_O1.crt
* wss_client_01.key

AT+ WSCFG

HTTP & /7

55 0 B Pl E
* https_ca_00.crt
* https_client_00.crt
* https_client_00.key
51 BE PR E
* https_ca_Ol.crt
* https_client_Ol.crt
* https_client_01.key

AT+HTTPCFG

WPA?2 Enterprise % i

* wpa2_ca.pem
* wpa2_client.crt
» wpa2_client.key

AT+CWIJEAP

WHRGE A SRRk PKIFCE, A4 M mEfg_nvs.bin I,

6.8.2 )X mfg_nvs.bin 3¢ {k
TS £ A%, mffg_nvs.bin SCRYAE AR A PKIFLERY mfg_nvs.bin.

6.8.3 Pk mfg_nvs.bin

WS T 8 mfg_nvs.bin 3.
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6.9 Il A SUAKIHERE S i 55

ARSI EE T QTR ) ESP-AT SRR DN FERE 7 iz 55 IR SCPH7E ESP32-C3 i b H 7 SRS FERE iR
%

o IR T IR 5 R A28
o iFet g & SR HE TR 5
— BRI T IR 58 A

— k Bx mfg_nvs.bin M
— T # mfg_nvs.bin I

IRThFE 2 ik 95 1 2 R GATT S5 1) 2 e, 3 2005 — A J@#388Y (attribute type) 2y 0x2800
() B R S5 (primary service). BEANMRSS B2 H— P IRSF & SCRUUAMFEZ L. BN L2t — A
ERFIASFA R . E2 A XAG BIES ] CGETZ0HEY  H1Y Generic Attribute Profile (GATT) —7 .,

6.9.1 (KIFEWE SF IR 55 D SC kA2

I Uy #E WE 4 AR 45 V8 SC 4 2 ESP-AT T2 A1) 2 AR T #E W6 4 MR 55 B 4K ¥ 09 SC 4, SCH 2 F cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFRFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
0 16 0x2800 | 0x01 | 2 2 A002
1 16 0x2803 | 0x01 1 1 2

2 16 0xC300 | 0x01 1 1 30

3 16 0x2901 | Ox11 1 1 30

PATR WA RS BRI
* perm FEAMABIR, TFE BSP-AT TR AR FTR

/* relate to BTA_GATT PERM xxx in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

*/

#define ESP_GATT_ PERM READ (1 << 0) /* bit 0 - 0x0001 */
. /* relate to BTA_GATT_PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
. /* relate to BTA_GATT PERM_READ_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT _PERM_READ ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
. /* relate to BTA_GATT PERM _READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM_WRITE (1 << 4) /* bit 4 - 0x0010 */
SN /* relate to BTA_GATT_PERM _WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */
. /* relate to BTA_GATT PERM_WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
. /* relate to BTA_GATT PERM _WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT_PERM _WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT _PERM_WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ_AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

* 3R —1772 UUID Jy 0xA002 YRGS E X
© S TATRIHER ], UUID 0x2803 FKRRHLA W], H(H (value) 2 BEAUMR, AURKER 8 {7,
TR ERAERAUR, 1 FJORSRERME, 0 FRA .
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fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© AT LT S RHIE . %A THY UUID S24FAERY UUID, S{E 2 4R AR EUE
o SEPUATIE SCTRHERAST (FT3E)

A X UUID W Z {5 B8 2% WA SORIKEL BT -

U AT ESP32-C3 s B BIATESCHR, AMUTATIE R, H @SRRI 3, I A% i
EWIR IS RS m . SRR ER

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
ropert READ
e (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

6.9.2  ZPRIt A SLAKHIFERE T ik 55
TR DA 28 i SRS REHE F 5«

o W5 EARHALIE T IR 5k M
o %, mfg_nvs.bin XA

o T2 mfg_nvs.bin I

TSR LG o8 Wit 55 DS A

AE XS AMRSS, B, HEE L =AMS (Server A, server B fil Server_C), WIFFEHFX =1
W55 4 WU HES o ol T8 SRS ISS IRV R RN, X BLERATTARE C— e a5 A, HEAt R 55 ST DA
IR BIUEA T S

L @SR g 3o
APl SCT—AME OXFFOL [ 32 2R 55
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2. UL AR AL -

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

31 16 0x2800 | 0x01 | 2 2 FFO1
A7 LT —A> UUID 2y 0xC300 [ A BARHE, R E B E N 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

32 16 0x2803 | Ox11 1 1 0A

33 16 0xC300 | Ox11 1 1 30

3. ISIFLAALRF (5 ) .
ABUAIN T2 o FE AL, 20 0x0000 /R Al (notification) FIfig /s (indication) %45 H o

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 2 2 0000
SERA B BR G, B PRI FEEE A k45 LA .
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30
34 16 0x2902 | Ox11 2 2 0000
EARE H 2T KBk GATTS fit &, RJE4EM mfg_nvs.bin .
H: g%, mfg_nvs.bin ({7}
2% £ mffg_nvs.bin SCRYAE G ARPRE I A I IR S5 BLE Y mEg_nvs . bin,
T #; mfg_nvs.bin 3}
W &% T 8 mfg_nvs.bin LR
THEGERUE, ERESANIFEIE A TR, R P m A RS ARG W R .
Unknown Service
JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE
Unknown Characteristic + 1
UuUID:
0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE
Value: (0x) 30, "0"
Descriptors:
Client Characteristic Configuration +
UUID: Ox2902

Value: Notifications and indications disabled
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6.10  ffuf A5 Lo IX

ATSCRYA R T Anal i 45 2 ESP-AT #2416 at_customize.csv 6% H & X ESP32-C3 ¥4 R IX . A5
WK — K EM R X3

— &4y X 4 partitions_at.csv f{E RG], FEMLELRE LA B partitions_at.bin SC{F. A2 K E S, &
GRS, HIt, A@IBB L partitions_at.csv,

ESP-AT 2t T 2% 43X 3 at_customize.csv fIEFEME B 2 LEdR . BET 90K E.

BB P ESP32-C3 s 43 IX, i H IR AT = AP TR . S IUER 28 Ul I 1 Rl =420 R

o 1%P at_customize.csv

o & m% at_customize.bin

o e at_customize.bin £ ESP32-C3 1% %
o T

6.10.1 {&X at_customize.csv
B2 N RLEIBAH) at_customize.csv,
2 1: at_customize.csv {15

=] EE] Bz
ESP32-C3 | MINI-1 | module_config/module_esp32c3_default/at_customize.csv

RJG, TEIEER at_customize.csv Hsf G DA AL,

s XA X Name fil Type AR, {H SubType. Offset Ml Size I DAL,

o QURETHFEGIN— B H oK, EEREE2E E LA ESP-IDF (esp_partition.h) &
o

- WREE X, WREF Type {H5 ESP-IDF KA .

- WRAKRE L, HFF Type WEH 0x40,

o X Name AR 16 SF5,

» at_customize 4 XBRIN K/ NE XAF partitions_at.csv 71, AT P4 IR A AS 254 1 e o

6.10.2 ’J:pk at_customize.bin

B4 at_customize.csv J5, TS0 PAEE #i4w1%F ESP-AT T2 5 {# /| python B4 gen_esp32part.py KA,
at_customize.bin {4,

WRME A, £ ESP-AT TAAR H 3¢ F#FTA F a4, I8k INPUT Ml OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT ¥ HEHEMTHY at_customize.csv B " FE 5] ST AR .
* OUTPUT Bffe 2k iy — i il 5 CSV U HIBEAE, NS4 g, R A Am it i

6.10.3 B¢5% at_customize.bin £ ESP32-C3 %75

R at_customize.bin | F| flash o, FEFUNMPRE 3 Hl SO SR 2 ESP32-C3 154, 1S H bk AT Bl
Zi& 4%, FENAFBA at_customize.bin LT # k.

2 2 AEIBEAH at_customize.bin 1 &k

=] BE | ik Ky
ESP32-C3 | MINI-1 | 0xIE000 | 0x42000
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TERSLIENLTR , WAZ4F at_customize.bin 2k F] flash 5 4 BB —LL AT 4

o AT+SYSFLASH: #3125 flash JA P 5 X
o AT+FS: M Z 4udftk

* SSL R 5#eh K i

BLE [l g5 a4t KA

6.10.4 /fi

AT ARF 2 test [ 4 KB 73 XIS E] ESP32-C3-MINI-1 g

B4tk E) ESP32-C3-MINI-1 [ at_customize.csv 3¢, KEH/ XM Name, Type. SubType. Offset fll
Size,

# Name, Type, SubType, Of fset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat,0x47000, 100K

B, HEPE BSP-AT T2, Bi#7F ESP-AT M H 5% T #1447 python JHIZ< 4 Jif, at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c3_default/at_customize.csv at_customize.bin

KI5, BSP-AT i H 44 % at_customize.bin,
=4, T at_customize.bin % flash,
1E ESP-AT TR H K T HATLA N 4, HH4 PORT #1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset --after hard_reset --chip auto write_flash —-flash_mode dio ——
—flash_size detect —--flash_freq 40m 0x1E000 ./at_customize.bin

* PORT ¥l Ay 1144 F5
* BAUD B Ml e,

6.11 Al B Im— APt B A 32 FF

ESP-AT TR X2, 4L TR i e B S« factory_param_data.csv Al module_config, 40535
TE ESP-AT TAEESIIATHA~ ESP32-C3 BIZH R S0 HF, WIFRZAE GX SERe & 3CfF. by ESP32-C3 i
H“drmE:

o ESP-AT TR A G SE FFAOREAL, 3% ESP-AT 3@ Bkl RS i ABEA], RIACE B AH Bt Fr s
Ho EABUGRMES, FRATIERER, HSCRABAMEE.
* ESP-AT TAEC@EFLSCFFAORIAL, (EN P/ 20 B e BN E B -

ARG AT 7E ESP-AT TAEH 2 ESP-AT £ SZRpiy 5k ESP32-C3 itk F IR IFT A4l 5085, h 30
PAZS I ESP32-C3-MINI-1 245 61, %418 1) SPL A2 BN UART #2111 .

© H—F BEIIGHLLY R S
o o BUEH ALY OTA

o H=: IHGALARE
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6.11.1 55— ECEBINEAINI) S5

FTH A MY factory_param_data.csv , TERMEGHGIEA 1T, RIGLPRTREREMHXESE AGIH, FA
¥ platform % E A PLATFORM_ESP32C3, module_name % & A ESP32C3-USER-DEFINED, HAih

SHWEMITR (SRS ESH L) SRR EAN ),

¢ platform: PLATFORM_ESP32C3
¢ module_name: ESP32C3-USER-DEFINED
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.11.2 55 20 RCEGHIHEEL OTA

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA N B & EHRE B, .
esp_at_module_info ARt oTa FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRAE A58 ota_token FIE =¥ ota_ssl_token Wi%iXE N NULL,
F—1Z% module_name W5 factory_param_data.csv 34 H ) module_name —F{,

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_TARGET _ESP32)

#endif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
fendif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#eA&;f
#1if defined (CONFIG_IDF _TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF_TARGET ESP32C3)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<»SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif
i
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23CONFIG_ESP_AT_OTA_TOKEN_MY_MODULEﬂﬂifCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E A3k 34 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32C3)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 4520 ikl fic i

T{%@J ;Jj T ESP-AT TRECF P& (RS R RA) AFR. BN E AL FRA L 2R 2E e B0 7 i e B
SCPFIALE

Espressif Systems 353 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fb1
Submit Document Feedback



https://github.com/espressif/esp-at/blob/9e9fe15f/components/at/private_include/at_ota_token.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 6. WA ZiFHIF & H O AT TR

TE | BEAREAR | MNMAIROABEXH

ESP32 | WROOM-32
¢ module_config/module_esp32_default/sdkconfig.defaults

* module_config/module_esp32_default/sdkconfig_silence.defaults

ESP32 | PICO-D4
¢ module_config/module_esp32_default/sdkconfig.defaults

* module_config/module_esp32_default/sdkconfig_silence.defaults

ESP32 | SOLO-1
* module_config/module_esp32_default/sdkconfig.defaults

* module_config/module_esp32_default/sdkconfig_silence.defaults

ESP32 | MINI-1
* module_config/module_esp32_default/sdkconfig.defaults

¢ module_config/module_esp32_default/sdkconfig_silence.defaults

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

¢ module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32 | ESP32-SDIO
» module_config/module_esp32-sdio/sdkconfig.defaults

¢ module_config/module_esp32-sdio/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB
o ¢ module_config/module_esp32c2-2mb/sdkconfig.defaults

* module_config/module_esp32c2-2mb/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB-
) BLE * module_config/module_esp32c2-2mb-ble/sdkconfig.defaults

¢ module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults

ESP32- | ESP32C2-4MB
™ * module_config/module_esp32c2_default/sdkconfig.defaults

* module_config/module_esp32c2_default/sdkconfig_silence.defaults

ESP32- | MINI-1
C3 ¢ module_config/module_esp32c3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C3-SPI
C3 * module_config/module_esp32c3-spi/sdkconfig.defaults

* module_config/module_esp32c3-spi/sdkconfig_silence.defaults

ESP32- | ESP32C3_RAINMAKER
C3 - * module_config/module_esp32c3_rainmaker/sdkconfig.defaults

* module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults

ESP32- | ESP32C6-4MB
c6 * module_config/module_esp32c6_default/sdkconfig.defaults

* module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Ypython build.py install 11/ silence mode K 0 B}, B4 BB XN B ECE S04~ sdkconfig.
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config XM, AT SCIFIORAFHUSLHBC B B E S (SCHIefaFRh/
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults
PAM sdkconfig_silence.defaults

A, AT R I module_esp32c3_default I K H Py e & CMF, HEMHA N
module_esp32c3-user—-defined. FEARY, Bl & X} IDF_VERSION, patch. at_customize.csv F
partitions_at.csv ILFEB I, TR FE BN sdkeonfig.defaults A1 sdkconfig_silence.defaults :

e f#iffl module_esp32c3-user—-defined TR XFE, ETEWATNECE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_ config/module_esp32c3-user—
—~defined/partitions_at.csv"
CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32c3-user-defined/
—partitions_at.csv"
CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32c3-user—
—defined/at_customize.csv"

o i SPIFCE, #Fk UART fiLE:
— #%F% UART [it &

CONFIG_AT_BASE_ON_UART=n
— iy SPI FiC

CONFIG_AT_BASE_ON_SPI=y
CONFIG_SPI_STANDARD_MODE=y
CONFIG_SPI_SCLK_PIN=6
CONFIG_SPI_MOSI_PIN=7
CONFIG_SPI_MISO _PIN=2
CONFIG_SPI_CS_PIN=10
CONFIG_SPI_HANDSHAKE_PIN=3
CONFIG_SPI_NUM=1
CONFIG_SPI_MODE=0
CONFIG_TX_STREAM BUFFER_SIZE=40096
CONFIG_RX_STREAM BUFFER_SIZE=4096

S IR IR )G, FEH A ESP-AT TARA: e ALl (F . Ay, FRATTEA i AT [EfF 5 =5 25
IRIE B, BEP]PAYERE PLATFORM_ESP32C3 il ESP32C3-USER-DEFINED 4 i AT [E{4:.

6.12 SPIAT #31¥

A EZN] SPLAT e BG A], E2 AT LANT5 i :

o {4
o ¢ ] SPI AT

o SPI AT i% %

6.12.1 4y

SPIAT J&T AT T#2, {fi ] SPT PS4 7815 - #£ {8 ] SPIAT B, MCU #¢£51F>4 SPI master , ESP32-C3
Be#AE >l SPLslave, A=A i@ SPI PMYU ST AT 6y A 8RS ..
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

T pAE i IR BRIC E I S SPTAT:

1. @d . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through SPI ffifif SPI AT,

2. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command->AT SPI Data Transmission Mode 45 SPI $({E{&Hiiz,

3. J#isd . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings Bt SPI{#iff ¥ GPIO & .

4. @il . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K
P

5. Wik esp-at THE (5% As%hi% ESP-AT 1.42), BB EEIEE17 .

SPI AT BRIAGE I
TR TN AR5 ESP32-C3 B (1] SPT AT WEERIA R {451 -

2% 3: SPL AT ZRiAE B

&S GPIO =
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ' 9

BtW] 1: QUADWP 5|1 QUADHD 75| HI{LAEE ] 4 £k SPIL T AR o

A PAiE ) . /build.py menuconfig > Component config>AT > communicate method for
AT command >AT through SPI >AT SPI GPIO settings, fR/G4iF LAEREIE SPI AT X}
HH (3% Kbkt ESP-AT T42).,

6.12.2 f§i}{f] SPI AT

TEfH SPIAT i, ESP32-C3 %45 iz 47H SPIslave TAELE A Tl EHRAR .

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 11 /M5, FTA (K& 517 Hi master &2, slave Jovk Eahfeftids. B2,
T TR A Ty, 5% ESP32-C3 ¥ 45 180 @ZE&JL%&*ﬁ% So Bk, FAHE SPI master Al
slave ZIEIEM T —MEFE, SRSCH slave 5 [n] master L?E"d SERRZIN

2 slave 75 BAL AR, RSB TE M EHE, XSFE master M =4 — EFHER) GPIO HriT,
master &5 slave [iE15, EFH5EME, slave ﬁﬂ%?*ﬁ%ﬂhﬁ, ZER I GRE .

R R L L TR
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* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015

o

2. master K E| 2 T2k LAY slave & A R AENES G, TFIREEEHE.

3. master ZiEHHEIE, A slave HHE LB LR

* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .

2. master FUCEE, FHEAEROI A BORE G, 0 slave B C & 2.

gk X

SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —

ESTECE S @Y NN

* Master [1] slave %A %508 AL 1 5C:

4 TP A R E

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (8i% 4092 =73)
%)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— A MNH EORGTHRA R L, BARR sy :

%50 EHLEMMAL, FHUREEHRC 245K

CMD (1) ADDR (1 %) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

o Master 32U slave % 25 AR BB EH S

2 6: FHUBEINL A% 1B

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (Ji% 4092 =73)
%)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave Zif I8R5, 5 2 0A— AR B MIH EORGTHRA R B, BRSOy :

70 EALEMMAL, FEHLEEREE C 245K

CMD (1) ADDR (1 Z%7) DUMMY (1 | DATA
%)
0x8 0x0 0x0 null

* Master [1] slave &35 KA 548 & R/ N A 15 45

7 8 FHLm MBI KA S Bl oK

CMD (1) ADDR (1 =F7) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

o 4 <737 data_info FPALE T ARG MARRI R EE, BT

1. Master [1] slave & EMIEIRFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTHS , 1ZTFH5HE master BRI KA BTSN, K FE 16 ~ 23 bit,

3. Magic {f, KJ¥ 24~ 31bit, [&%H OxFE,

* Master {5l 2148 T2k EA slave A MAI(ES )5, 2 AL 2% IH B2 slave JEA BRI T AR
X, R IEAR ER R TR, HARRE fE Moy -
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%9 FHUAEIPR, A ML AT AT AR

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (4 =2%)
FV)
0x2 0x4 0x0 slave_status

RIEEWEK G, slave R [7] AR SAE SR FE 4 171 slave_status H, HEARARE U
1. slave 2% [ master &1L MIBGRITETE, KR 07 15 bit; {24 slave AbF AR SHT, % FEEFE
e
2. BAREFAS, K16 723 bit, Y4755k F|HKAE OXFF i, F— AR 785 EHr Eh
0x0. 24 slave 4bF A ERARASHE, % F B A master 75 7] slave A& N — T EHREA)TFHS: 24 slave
&?Tb&/ﬁ(zu B, %FBA slave [a] master & iEH) T — MR EKFH]5
. slave A2/ AT ERIRAS, K 24 731 bit, Her, ox1 fAFEAEE, 0x2 AEn] 5,

SPI AT 0 28 T ifife

SPI AT (a4 A 32 525 I Wi~ J5 1l -
o SPI master [if] slave %% AT fiy2:

| SPI master | | SPI slave |
| |

| step 1: request to send-—--—-> |
| |
| <—————= step 2: GPIO interrupt------ |
|
] step 3: read slave status——> |
|
[ step 4: send data-—————————- >
|
|

[ step 5: send done-————————- >

B IREAAR BT -

1. master [A] slave %1% 3K [A] slave BEIRMIH K .

2. slave 22Uk master 1) &35 15 K, 2 I slave iU, I E) slave_status 217455 A 21 master
B AWREN, KI5 EF Lk master [fY) GPIO HIKT.

3. master FEULE| P WT IS, B2 slave [ slave_status ZFf7S, Kl F] slave #F AR RS .

4. master FFU&1H] slave & &R .

5. RFBIRESH )G, master [ slave ik — SR LRGSR IYIEE .

« SPI slave [1] master &% AT Wiy :

| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status——> |
| <———=—- step 3: send data-————————- |

| step 4: receive done-——————- >

BASBREAR BT :

1. slave [i] slave_status 27 {7-¢% 5 A SLiF master S2HUOR H slave [ 8Hs i bR 07, 28 )5 18 1 98 F 4k il &
master _| /) GPIO ik,

2. master BEULEI TG, LHL slave [ slave_status ZFf74%, RrilF| slave # A AR EAEALIRAS .

3. master FFIGIEICR B slave BY%H .

4. Bl SE R, master [7] slave & 3% — 2 AR ICEIR S AR .
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B L o T O R, FRATIELAK IR AT fip % B, $&4E TR K B A B AR A R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} %11 SPI master M7= 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§ H] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7R 6l X 1 15 = %
at_spi_master/spi/esp32_c_series.

BEW] L AEfN MCU JF A2 1, 5 208U fi ] ESP32-C3 (3% ESP32 Kl MCU {12y SPI master Rizf71tt
B, PATT AR B AU B YR )

6.12.3 SPI AT #i#%
I eI
 fi ] ESP32 B}# ES32-C3 JJ &K MfFH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PRI E AT -

1. fififF: CPU TARESIR L E # 240 MHz, flash SPI mode il & 4 QIO i3, flash JJi%:15 & 4 40 MHz,
2. #fF: HT ESP-IDF v4.3 [4iEEREE, 15 BIAARS H ) streambuffer (/N K 8192 275 .

« {i F| ESP32-C3 {E>} SPIslave, 4% - 655% SPI AT [ (&% Axb4piF ESP-AT T42), 3 ESP32-C3
e E TAEAE TCP 5. HARRE(FRCE QT

1. i CPU TARMA )y 160 MHz.
2. ¥4k SPL-AT [l 52 BACHS r, Hf streambuffer 1) /N B 8192 =47, I i ESP-IDF F [y
example/wifi/iperf ] sdkconfig.defaults.esp32c3 FRAH il B S 41

ISR
RN T AL SR BAT A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeW] 10 24 SPI (bR s i, 2R T FE MG AR BRE], 41 Dual 5(# Quad TA/ERIZ A E S
HRAR T Standard AR W EE .

B 2: W KT SPLEFMNGESH M WAL SRS % Tl

6.13  iifuscBE OTA F1-4%

ASCRG R ANy ESP32-C3 RBIRERSCBL OTA T+, HEl, ESP-AT #1XFA 3R 4L 7 AT =l
OTA fip%. &R LMRYE A SR HE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

6.13.1 OTA iy 4L B i Hl i 5%

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬂﬁ%ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,
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CIRAH

o WERETHHE AR S R AT E A, FEFRSEUE, EnTREICIA i AT+CIUPDATE fiy
AT, ARG IRAE A AT+CIUPDATE #:47 OTA JH48 B7 T H O 4 .

6.13.2 {§il{] ESP-AT OTA A H1r OTA T4
¥ )1l AT+USEROTA 47 OTA F1-4%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf +

|OtBUCket if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,LmDED i
PERIENCES == 7

ST AT -

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i
o U Join IRER AR PR, WA i IEE, AR KA.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i
MR G S L — Y, T E PR
5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

B

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

& 22: i A iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
"' Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Device Status developing

Datastreams Request Logs O

1 wait for request...

+ Create
. Key set you as owner
Meta-Info &
| master 5802d10b6ee86c617583371ade4faf4fend42f2c (master) I
owner 7109246496617d2482c6a3b38498719781734162 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

6.14 i iy ESP-IDF fliAs

ESP-AT [{FET SR ZEWIHRFTT S HEAL (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 5E 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU B ESP-IDF i, [H)) libesp32c3_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7a9 }

Id aBav

Name esp_iot_test
Serial Bbddd7ad (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chore(beta): 1.0 codanamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, TEHLERRIRIGOLT , ESP-IDF /A TR Ll GE1E 1 T ESP-AT TAE. WIRETHEE R, 43
(ERIK (S =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
A I TR BN R B A SR e b % SR AR T OB A [ 4 B B T ) ESP-IDF ) 4 2. A
ID Fl4: 5 #ihk. 541, PLATFORM_ESP32C3 V-4 ) MINI-1 B4l [y IDF_VERSION {i F mod-
ule_config/module_esp32c3_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

’Please wait for the update to complete, which will take some time

6.15 ESP-AT [E1h2 5

AR T i) — ESP32-C3 RFH AT BIFAE SRR a5 . fF. BT 225

6.15.1 ESP32-C3 %1

AP ESP32-C3 241 AT [l {11 X 51 :
« ESP32-C3-MINI-1-AT-Vx.x.x.x.zip (<5 f#i# >y MINI-1 Bin)
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SeRp G A4

NI T E BRI ESP32-C3 41 AT BN SRR fr 48 (1 & 301 ) . BRI SCRpEAT PATE
Wi BN % ESP-AT TG SR Mk (8 @ %R). SR Fmmas (O RR), FREAY
SN SE A SR Ao . IEUAARYREIE AT BV #, & RER AAR R fE, A
Fromik. BATHFERECFICIE MR E 7 RS 2T OTA TH-

meE MINI-1 Bin

base

user
Wi-Fi

TCP-IP

mDNS

WPS

SmartConfig

ping

MQTT

HTTP

Bluetooth LE
Bluetooth LE HID
BluFi

FileSystem

driver

WPAZ2 enterprise
Web server
WebSocket

OTA

PO e

Wi MINI-1 Bin
Flash 4 MB
PSRAM [x]

UART &

TX: 7
RX: 6
CTS: 5
RTS: 4

SCRFIBEAL

NS TE KA ESP32-C3 R4 AT [E BRI SCRAR e st e (] &9 F0R) . BRIAR SCREHTT
At arpy T B ABHUE SRR (@ %), USSR STRREH (O £5). MTRERL
HRREAL, B DR M i% ESP-AT T42 B B T S G S 3.

VUART BT HE X, PEHESZ TR E AT # 0% .
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BAMN R MINI-1 Bin
ESP32-C3-MINI-1/1U
ESP32-C3-WROOM-02/02U
ESP8685-WROOM-01
ESP8685-WROOM-03
ESP8685-WROOM-04
ESP8685-WROOM-05
ESP8685-WROOM-06
ESP8685-WROOM-07

6.16 WM\ GitHub & he#iln A AT W

Hi T ESP-AT 7& GitHub [ ] CT (FP2R8E0) , bR RS B % B GitHub #i2x A4 i ESP-AT [ {11
Ik A o

R PERIRIRTRA AT BFE, & 28RS A Cry™ i AT A% IS 6E -
WPRAFAF T RAISIPRCL B P8 EEE, TS 2 mT e )i

PATR A gR A anfar A GitHub R 2l i ARAS AT [

1. BRI GitHub k-5
TEFFHEZ 1T, ek Y GitHub WK'S | K0 R 80 B B8 SR AR
2. ¥TFFMTT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<> Code (©) Issues 50 i1 Pull requests 4 (*) Actions [ Projects 00 wiki @) Security

¥ master - Go to file Add file ~ About

AT application for ESP32

ﬁ xcguang Merge branch 'docsiupdate_how_to_customize_ble... .. + 6daysago Y0 1,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
&8 View license
I tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub ‘B 75 F fi

3. Hiis “Actions” PEA “Actions” T [

4. il “Branch” 3EFEARE 3L
ERIA K master 4332 . QIARGEAR R 248 € A S IE T 4, A “Branch” #FAFEE X
I workflow T JH] .

Espressif Systems 369 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fb1
Submit Document Feedback



https://github.com/espressif/esp-at
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 6. Wi F1IT K H CHY AT TAE

[ espressif/ esp-at

<> Code  (5) Issues 50

¥ master - Go to file Add file =
0 xcguang Merge branch ‘docs/update_how_to_customize_ble_s... .. + 6daysago {91,473
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago
B components feat(core): Update at core version to 8789daa0 7 days ago
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
B main refactor: use esp-netif and esp-event instead of tc... 16 days ago
B module_config fix: fix the issue of high power consumption when ... 20 days ago
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at

<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights

Workflows

®Watch ~ 44

i1 Pullrequests 4 (®) Actions [T Projects 00 wiki

& 31: fi5 Actions

@ Watch ~

All workflows

Showing runs from all workflows
All workflows

Q Filter workflow runs

vy Star 37 Y Fork 251

@ security cae

About

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266
ESP8266_RTOS_SDK

esp8266 esp32 wifi ble
spi uart ethemet
esp-idf qcloud at sdio

esp32s2 esp32c3

0 Readme

&5 View license

44 ¢ Star | 371 % Fork 251

Submit Document Feedback

2, Clic++Cl
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch "docs/update_how to customize ... T, B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...

CIC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsltrans_compile_project_and_ad...

CIC++ Cl #283: Commit e5ca22e pushed by igrr

© Merge branch 'docsitrans_four_compile _develop_d...

CIC++ ClI #282: Commit cc39436 pushed by igrr

@ Merge branch 'docsl/update_copyright_year' into 'm...

CIC++ Cl #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docslfix_firmware_diff_doc' into 'mas...

CJC++ CI #280: Commit e2b9d35 pushed by igrr

M Merae hranch 'dacc/add cinstate cammand' inta 'm

& 33: 5 Branch

5. mdiEcEY workflow 3 A workflow T Jhj

Workflows All workflows

Showing runs from all workflows
All workflows

%, Clc++Cl Q. Filter workflow runs

271 workflow runs

master

master

master

master

master

Event - Status ~ Actor =

Filter by branch

[ Find a branch

ci/github_compile_fail
feature/add_build_script
~/ master

release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3
release/v2.2.0.0_espB8266

test

e e

Event ~ Status -

Branch ~ Actor ~

@ Merge branch 'docslupdate_how_to_customize_ble... B 6 days ago
master
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘feature/lupdate_at_core_esp32'into ...

° 9 P - —esp release/v2.2.0.0_esp32 E! 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
Merge branch 'feature/update_at_core_esp8266’ into...

° g P - —esp release/v2.2.0.8_esp8266 Ej 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s

& 34: SikfErn) Workflow

6. P IR 2 )5, £ Artifacts GUENH PEFRMIXT R4

7. miai FEBCA R ORI RS AT FF

il WERGEHE Artifacts TR ERCA KRB B, 1§ SHESP-AT B4 £ 5% PEEUm

AT

6.17 at.py 1.1

at.py LEHTEMSRITHIFH 2 MB/4 MB AT &7 & {4 (B build/factory H3F I factory XXX.
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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bin) WHZMSHILE . XUHE A5 Wi-Fi BLE . IERFAI% AR E . UART U, GATTS fCE . 4
BRI EICTA R TRy, BT AR at .oy T RAB B F )X LS A

6.17.1  PEAILE

TS N T AR, e at . py TRNE. FEIFHAECEBSOA R EFbER. it IREEHE Linux
RGNk -

o % —%: Python %%

s H=F: atpy T

s H=F: atpy MiELA

o FV9F: atpy 5B E P AY T E T 1)
s B AP EMRE

6.17.2 45—2: Python %%

R AT 2222 Python, R ABEL IR . 5N, 3EARYE Python By 30, 52 Python 1) R 3k
2R . Heté BT Python 3.10.0 B3 wifiR A .

AT, T PMEMFTH A python —-version, #7F Python i .

6.17.3 45 3B at.py F#

VjlA) at.py Ui, sidi Download raw file $#4ll, ¥F at.py SCHF FEE|4H,

< C (¢ @& github.com/espre p-at/blob/master/tools/at.py

( , Search or jump to... Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~ 3 Fork 380
Code Issues 116 Pull requests 2 Discussions Actions Projects Security 2 Insights
Code at.py

master @ ustcew History

: Code Blame
main

] 37: "N # at.py SCHF
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6.17.4 52 at.py JHIEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

6.17.5 50U at.py & PF AL E R B

o 152 Wi-Fife g

s WSPUER Fe B AR E
o %7k UART fe &

o 157 GATTS B &

i
o BAIPANIR GBI L FSEECE, BN, AATARIHME B Wi-Fi Bt B AR A A i E

s MEMSEIE, WAIALAE AN, B AN SHIE R AR .
B EH S E, 15248 mfg_nvs H3R R mfg_nvs.csv 1, &GXNATIET.

e Wi-Fi ficE

MR E ) Wi-Fi S0 E AR R R

S IhgE ;]

--tx_power Wi-Fi [ K D% NG UL ESP32-C3 A1) %

--country_code Wi-Fi B ZE G W Wi-Fi B Z XA P ce 2B,
—-start_channel Wi-Fi ® 15158 TG W Wi-Fi [5 2/ XA RS A ) schan B
--channel_number Wi-Fi ) B 51854 TG I Wi-Fi [E 22/ XA RS HH ) nchan 7B

fhn, ERTLARTH AR fisd, BE Wi-Fi K A1) 18 dBm, EIZAUHN US, BIAFEED 1, &
fRIEECN 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o --tx_power 72: Fi{ij i 0.25 dBm, 72 ¥/~ 18 dBm
* --input factory_XXX.bin: #i A {4 3042

fE 15 R T B
YA S I AN PR E AN T R TR
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SH IhgE R34 L
--server_ca TLS R %251 CA ik server_ca.crt
--server_cert TLS RS2t server_cert.crt
--server_key TLS k45 2ei) %40 server.key
--client_ca0 50 B Fimiy CAER client_ca_00.crt
--client_cert0 %0 Eg)jiﬁﬁ 5] iEJP:' client_cert_00.crt
--client_key0 50 BK R client_key_00.key

--client_cal

5 51 BR ik CA ﬂjl%

client_ca_0l.crt

--client_cert1

% LR w15

client_cert_O1.crt

--client_key1

81 ER )Y

client_key_01.key

--mgqtt_ca MQTT X s CA IE+ mqtt_ca.crt

--mqtt_cert MQTT & F gk mqtt_client.crt

--mgqtt_key MQTT % i i 25 4A mqtt_client.key

--wpa2_ca WPA2-Enterprise % ) i 1) CA | wpa2_ca.pem
e

--wpa2_cert WPA2-Enterprise 2 i i35 15 wpa2_client.crt

--wpa2_key WPA2-Enterprise % i) %4 | wpa2_client.key

B, EATLAGE LA S

, B MQTT % i) CA UEF . & A E 1% 4 .

python at.py modify_bin

—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

--mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-

o —-input factory_XXX.bin: #j A E{F Sk

&k UART Jic ¥

FEMH) UART BEEL, {UEEAT 45% 2 () UART BCE. MBS R E T AR

SH Ihge Tt A

--uart_num AT 74 | UART = IFE AT HE D FEBHAE AT ep 2 0, SFEBER
WSE. FRFRAE TR tx_pin fl rx_pin
L 'ﬁAT A&z 1o fil  E—8, W
WAT B E38 0 HEE T rx, W R tx_pin F%
Be 5 # R (Tﬁﬁ@‘lﬁﬁ%ﬂ 1 UART
1Y tx B —E

--baud AT /E/\ T I JEAE{E . 115200

--tx_pin AT 1y 4 1) TX & IE! b PRIE RS S RIS 2 A A 8 T 28

--IX_pin AT /E/\ FIY) RX &) T PRUE R A5 B AS 25 I LA 4 B o 5

--Cts_pin AT 1y L1 CTS 4 1) T ARIE R S B A S AL A v 5 . AN
{JIL?"E]L BB ECh -1,

--Its_pin AT fir4 I/ RTS & TR UERHE o i BN S A Bl o e . A H
ARy, BMEESECh -1,

Ban, ATLAME AR S, B0 AT 4 D BRRE N 921600, TX AN 17, RXAFHIN 16, 2R

5,

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 ——-input factory_XXX.bin

o --input factory_XXX.bin: #j A1 {2F S0

B GATTS FcE

EERT, WA T B T UK AL T IR 4 SO, T/ GATTS RYRCE U gatts_data.csv HHAYAA T
B e
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https://github.com/espressif/esp-at/blob/9e9fe15f/components/customized_partitions/raw_data/server_key/server.key
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https://github.com/espressif/esp-at/blob/9e9fe15f/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/9e9fe15f/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/9e9fe15f/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://github.com/espressif/esp-at/blob/9e9fe15f/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/9e9fe15f/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
https://github.com/espressif/esp-at/blob/9e9fe15f/components/customized_partitions/raw_data/wpa2_key/wpa2_client.key
https://github.com/espressif/esp-at/blob/9e9fe15f/components/customized_partitions/raw_data/ble_data/gatts_data.csv
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LT AME Y GATTS Bl R 5

SH IhgE

--gatts_cfg0 T gatts_data.csv 3CAFH index o O F—A T4
--gatts_cfgl BT atts_data.csv U index Sh 1 I—4780HE
--gatts_cfg2 T gatts_data.csv SCAEH index O 2 —A TR
--gatts_cfg3 T gatts_data.csv U index o 3 F—A T8
--gatts_cfg4 T gatts_data.csv LA index N 4 1 — TR
--gatts_cfg5 TP gatts_data.csv SO index S 5 F—A T8
--gatts_cfgb g gatts_data.csv 3L index O 6 F—1TEE
--gatts_cfg7 BT gatts_data.csv SO index b 7 B—A T8
--gatts_cfg8 g gatts_data.csv CfFH index O 8 H—ATEHE
--gatts_cfg9 TP gatts_data.csv SO index oh 9 B—A T8
--gatts_cfg10 T gatts_data.csv U index Sh 10 f—4T4HE
--gatts_cfgl1 TP gatts_data.csv SO A index iy 11 f—FT800%
--gatts_cfg12 B HT atts_data.csv U index i 12 1—F780HE
—-gatts_cfg13 BT gatts_data.csv SCEEHT index Ky 13 —F 75
--gatts_cfgl4 B HT atts_data.csv U index SN 14 1 —F783E
--gatts_cfgl5 BT gatts_data.csv SCPEHT index Ky 15 p—F 75
--gatts_cfgl6 B HT atts_data.csv U index Sh 16 1 —F780dE
—-gatts_cfgl7 BT gatts_data.csv SCEEHT index Ky 17 —F 75
--gatts_cfgl8 T gatts_data.csv U H index Sy 18 f—F 78R
--gatts_cfg19 T gatts_data.csv SO index 24 19 B —F T80
--gatts_cfg20 T gatts_data.csv U A index Sy 20 f—F 78R
--gatts_cfg21 g gatts_data.csv SC{FH index °h 21 —4T4E
--gatts_cfg22 T gatts_data.csv U A index Sy 22 F—F TR
--gatts_cfg23 T3 gatts_data.csv A H index b 23 1—4780E
--gatts_cfg24 TP gatts_data.csv U index Sy 24— TR
--gatts_cfg25 T gatts_data.csv SO index 4 25 B—FTH0R
--gatts_cfg26 TP gatts_data.csv U H index Sy 26 F—F TR
--gatts_cfg27 T gatts_data.csv C{FH index b 27 —4T4E
--gatts_cfg28 TP gatts_data.csv U H index Sy 28 F—F TR
--gatts_cfg29 T gatts_data.csv U index SH 29 —4T 4
--gatts_cfg30 T gatts_data.csv SCAH index Sy 30 —F TR

Bian, GEATPAGEHI AR x4, B index 2 0 47HY perm AR

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" --input factory_
—XXX.bin

o --input factory_XXX.bin: #j A 7[R {2E S0

TR BIURR AT [E, SRR B O™ b B AT AR U fiE .
PR AL i A ORI PR e 8kt . 1T 58T RERY AR

Shsb: WIPRRE IR B R R A s, SRR .

6.18 AT API Reference

6.18.1 Header File

e components/at/include/esp_at_core.h
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6.18.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%4 custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)

Parse string parameter from command string.

S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
» ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%4 len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
PEA ]
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.
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void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.
bool esp_at_custom_cmd_array_ regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
regist at command set, which defined by custom,
S
* custom_at_cmd_array —at command set
¢ cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%%, ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)

regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,
J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%4 result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
S
* data —data buffer to be written
* len —data length
pq |
* >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
S
¢ data —data buffer to be written
* len —data length
peq |
e >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,

S8
* data —data buffer
* len —datalength
B
* >=0: the real length of the data read from device
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* others : fail

bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

24 timeout_msec —timeout time,The unit is millisecond.
B
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
B
e >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

%% terminator —the line terminator
PEA ]
* true : succeed,transmit data completely
* false : fail
uint§_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .

#&[n] the command line terminator

const esp_partition_t *esp_at_custom_partition_f£ind (esp_partition_type_t type,

esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
* type —the type of the partition

* subtype —the subtype of the partition
* label —Partition label

1R[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_ DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:
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%% callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.
S8

* buffer —buffer to store the version string
* size —size of the buffer
R M
* > (: the real length of the version string
* others : fail

bool at_fatfs_mount (void)
Mount FATFES partition.

£41:: if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.

% esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

$41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()
to unmount the partition when you don’ t need it.

peA |
e true : succeed
* false : fail

bool at_fatfs_unmount (void)
Unmount FATFS partition.
|
e true : succeed
« false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.
%% str —the string to be checked
B
* true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf’)

6.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command
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Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected
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struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)
callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before entering light sleep

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.18.4 Macros

at_min (x,y)

at_max (X,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT CMD_ERROR_OK
No Error
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ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_ CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.18.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.18.6 Enumerations
enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:
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enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP

enumerator AT_MIN_MODEM_SLEEP

enumerator AT_LIGHT_SLEEP

enumerator AT_MAX MODEM_SLEEP

enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch
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enumerator ESP_AT SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT_ OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
13 OK 7

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT RESULT_CODE_FAIL
“ERROR”
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enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT_RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT_RESULT_CODE_ IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT_RESULT CODE_OK_AND_INPUT_PROMPT

enumerator ESP_ AT _RESULT_CODE_MAX

6.18.7 Header File

» components/at/include/esp_at.h

6.18.8 Functions

const char *esp_at_get_current_module_name (void)
get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)
get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_set_module_id (uint32_tid)
Set current module id.

%% id —[in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.

%% buffer —[in] pointer to a module name string

void esp_at_main_preprocess (void)
some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters

]| at_mfg_params_storage_mode_t

void esp_at_ready_before (void)
Do some things before esp-at is ready.

41E: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.
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void esp_at_log_write (esp_log_level_t level, const char *tag, const char *format, ...)

Write message into the log.

This function is not intended to be used directly. Instead, use one of ESP_AT_LOGE, ESP_AT_LOGW,
ESP_AT_LOGI, ESP_AT_LOGD, ESP_AT_LOGYV macros.

This function or these macros should not be used from an interrupt.

esp_err_t esp_at_nvs_set_str (nvs_handle_t handle, const char *key, const char *value)

NVS operations for string and blob.

S

nvs_set_str,nvs_get_str,nvs_set_blob,nvs_get_blob

£41:: These functions can be overridden with custom implementations. For example: you can override these
functions to encrypt the data before writing to NVS (decrypt the data after reading from NVS).

esp_err_t esp_at_nvs_get_str (nvs_handle_t handle, const char *key, char *out_value, size_t *length)
esp_err_t esp_at_nvs_set_blob (nvs_handle_t handle, const char *key, const void *value, size_t length)

esp_err_t esp_at_nvs_get_blob (nvs_handle_t handle, const char *key, void *out_value, size_t *length)

6.18.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT_LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

CONFIG_AT_ LOG_DEFAULT_LEVEL

ESP_AT_ LOGE (tag, format, ...)
runtime macro to output logs at a specified level.

S
printf
S8
* tag —tagof the log, which can be used to change the loglevel by esp_log_level_set
at runtime.
* format —format of the output log. See printf
e ... —variables to be replaced into the log. See print £

ESP_AT_LOGW (tag, format, ...)
ESP_AT LOGI (tag, format, ...)
ESP_AT_LOGD (tag, format, ...)

ESP_AT_LOGV (tag, format, ...)
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6.18.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE
enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION

6.19  fyifof P & R B

6.19.1 T4y

AL (silence mode) & ESP-AT [E{4 1) —Fham ik e Bk, 40 AT i HE (HIAT B &5% 2
FHE) 7k, EEEEEE . WEREH, R E R RN (B RS % T 1w ARy 28
DR AR RN

 TEpython build.py menuconfig > Component config > AT 452 T 28 FIATFEIN) AT Thg.
o % /MU BRI SCHE RN ST LA i

2120 5 I ANEE R 2K D10 A B3R X B

BRRkAES = R
SEHEIEGL (I | JPE—2& AT B H & J Ji 11 (esp-at.bin) BR/NEHII, X AT g
0), HEFFILICE: S AT BRI

TACHS H R A B R A KRN, AT S5 R
PRE (miFan &),
e R (RIE N | R (esp-atbin) K | AL R —2E AT i H &, £l CON-

1), AHEFEIAE INERIN FIG_LOG_DEFAULT_LEVEL it & 2%k, M
7 oA AR B A5 H R, iX 3 s i
AT T RERIMEEE .
iR H 7B -

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —-
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
Error: app partition is too small for binary esp-at.bin size 0x135ae0:

- Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped: subcommand failed.
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6.19.2 il¥E

o e B R A
— R¥e%51F ESP-AT 142
TESE = AL silence mode N No (I Yes) REH (FHH) BB,
— M W %5F ESP-AT 142
TEATEE 5.3 AU, B esp-at/.github/workflows/build_template_esp32c¢3.yml {4 H
silence_mode MfH, Ko HEZE BB, B, BT EEEEK, WS-

- name: Configure prerequisites
run: |
# set module information
silence_mode=1
mkdir build
echo -e "{\"platform\": \"PLATFORM_ESP32C3\", \"module\": \"${{ inputs.
—module_name }}\", \"silence\": $ }" > build/module_info. json

o TEREAIEL I AT EPFRSREMRAL L, SRIGIATAT+GMR x4, BT M E T e 5
HEEE
- WERE N HE, AT+GMR ay MR AL s -, Bildn:

AT+GMR
AT version:3.5.0.0-dev (s—-88bdead. ..

(more lines of version information)

OK
- RSB, AT+GMR iy Wi B A8 s—, Bildn:
AT+GMR

AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK

6.20 M EE % AT i H &

ARICE TN TR H BT . o T 3RECE £ TRt ESP-AT WAk H M55, i (1174 %
ESPAT T2, {55 =5 T0H T FRHLE f silence mode % No. L4 T TRHL, FIEEAISIFHINL,
FEXPER R T H L B

AT Wi-Fi h #%18%,

AT W 455 523X,

AT BLE /45381,

AT 352 52X

RIR T 19

WA HE, HMAT B &350 Bl IR 4 E 45 S0, &4k il BaEXT g TX GPIO 4 1,
Wt Ep O T HEA B ZE M HE.

Stk BT ERREEUG , 1A R A, SO SR T AR, PRI X R
Wbl F RO . B kP F A K, 3BTRS BIEH th B task wdt S0 FIEL
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JE R H AR R E TS, BRI/, W RSB IR R, AT, Au_f PATE python build.py
menuconfig > Component config>AT AR N FARNETN AT HEERBUNEL /N

6.20.1 AT Wi-Fi Jjiigilik

o AT DR A T DATE R Wi-Fi 1 4t H 2

Component config > Log > Log Level > Default log verbosity > Info (Eﬁ Info.
W E%ER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi.
—statistics > The interval of dumping Wi-Fi statistics (ms)

REAT DA I LA BCE PAJT IS Wi-Fi 2 BRI i H 6

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Supplicant > Print debug messages from WPA Supplicant

ik e HAER, @TRESBE] Wi-Fi RN, BAESGEZ% Wi-Fi JH Y.

6.20.2 AT WM& IhfeiaiA

TCP 83X
UDP 81X
SSL 1R3X

ICMP #]3X
IwIP I 2%

TCP ik

55 4% TCP jzﬁﬂﬁ TCP (¥ (41 SSL. HTTP, MQTT. WebSocket %) [ H (TX) Fl
14%/\ RX) e, WA TECE, H4&RHERRHTE TCP Bt F R, s P B,
TCP % B TCP J¥51°5 . TCP #fiiNs . TCP g1, HAxug Al TCP #R7E (L (TCP flags).
Hr, TCP fifie CWR(128). ECN(64). Urgent(32). Ack(16). Push(8). Reset(4). SYN(2)
AFIN() [ B FUE.

Component config > Log > Log Level > Default log verbosity > Info (EEQ
—Info W\ k% %)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >._
—Enable the TCP packet debug messages

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the TCP packet debug messages > Specify the list of TCP port.
—numpbers to monitor > 0

UDP ik

i 4% UDP 8(AE T UDP (sl (40 DHCP. DNS. SNTP, mDNS %) [t (TX) Al A
(RX) Bt , WA PURACE, AWM HERRSTE UDP Sditufs e, HAhass IP gk
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B YRS, H AR A UDP K .

Component config > Log > Log Level > Default log verbosity > Info (.
~Info N Lt%%)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >.
—Enable the UDP packet debug messages

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the UDP packet debug messages > Specify the list of outgoing UDP.
— (UDP TX) port numbers to monitor

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the UDP packet debug messages > Specify the list of incoming UDP.
— (UDP RX) port numbers to monitor

SSL ik
EERTOAR AT O LA SSL 3 ARG IR H A

Component config > Log > Log Level > Default log verbosity > Verbose
Component config > mbedTLS > Enable mbedTLS debugging

Component config > mbedTILS > Enable mbedTLS debugging > Set mbedTLS_
—debugging level > Verbose

ICMP ik

AT AE H PAR BLE PAJT IS ICMP J1E (AT+PING) B H 25

Component config > Log > Log Level > Default log verbosity > Info (EE_
~Info WLE%%)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >.
—Enable the ICMP packet debug messages

IwIP 2% ik

0L DA S 0 H A Jo R R TR RT oK, 5RT PAFE % 42 Component config
> LWIP >Enable LWIP Debug F&EHrER AT E.,

6.20.3 AT BLE g ik

o BTDAEIRAEAT A &350 EAEWITEHE, AiiHil BLE BT .
o BRTLAUEMPATECE LAJT S BLE 4. 282, 3. Bk S 5 ARt il H A

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > HCI.
—~layer > DEBUG

o SERTDAS A AT HCELATT /S BLE FEXT i R A i il H 75

Component config > Log > Log Level > Default log verbosity > Debug

Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > HCI.
—layer > DEBUG

Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > SMP..
—layer > DEBUG
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o BERTRAE VAT BCE LAJTE BLE GATT JZA 1A H A&

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > GATT.
—layer > DEBUG

o BERTLAE M PAR R E LAJT IS AT BluFi ZfERYIH I H &

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > BLUFI.
—layer > DEBUG

SR DA R B TOVE W R TR EE R, 3R] DATERS1E Component config>Bluetooth>Bluedroid
Options >BT DEBUG LOG LEVEL | & HHAh I 22 1 I il & .

6.20.4 AT E0IReIR

o MEAHEAEAT 7 &35 0 RIE] AT il TX %ik4y MCU B, BT man TR :

Component config > Log > Log Level > Default log verbosity > Info (EE Info.

— W E%R)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.

—MCU (AT —-—--> MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT -—--> MCU) > The maximum length of the data sent from AT to MCU to be.

—~logged > 8192

o MEMEAEAT 7 &35 0 PICAT il RX B2 MCU Aok By, @i r R an R e :

Component config > Log > Log Level > Default log verbosity > Info (& Info.
~ N EER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT_

—from MCU (AT <--—-- MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data received by AT_
—from MCU (AT <-——-— MCU) > The maximum length of the data received by AT from.

—MCU to be logged > 8192

6.20.5 A B
2B 12 PR TCP 3B B % % R G

Y ESP BUHAEPRRRN 115200 PAKAE AR OLT , /0 TCP % i 5 i 5545 d5r. T TCP 3%
%, EABEEE, IR RS

QT K T

o ESP-AT %1% (TX) 158378 S1 -> S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
o BSP-AT $20i (RX) fU%dE 7} RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

WNFHEA AT BPFEREEZS (ROl AT 3200, M4, Wi-Fi %) higgdafe i, 2%
TOMEIRS, SRR IR T KT 47 -

o X SI/RI (B HEE):
5 24 A7k MCU [i] ESP #E4H Kik iER s (TX -> RX £k ), PABIA UART @5 27
EH . RIS E (EEEIOVERE RABIRER) , R ELE. & L EE AR
il . MCU il ESP [ UART k% KK . W da il Basie . st A GRS

o X S2/R2 (AT #:11)2):
JE AT 3% a3 BLE I ER e AT EfE. Zgssn, @atAT 8 &% 0 i HER A RX
(Ball) AITX (&%) B GRS . RAMEEEKL, WHEMAEREEEIT . &R
A K AT 5] KB 8, /57F esp-at/issues $:3Z issue.
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 i Remote Host S8| [R8
A\ 1P
s1 |
Medium =1 Medium R5| 1S5
R1 A
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Efievact R6 R7
Host MCU ESP-AT AP Internet
Pl 38: Fdiin

o T S3/R3 (AT PNFAbFR) :
T KT,

o X S4-S5/R4-R5 (442 ):
JEFATCP R Bl &I AT eF AT [EfE. S se), AT 8 &% w fie H &S LwiP 2
PG R AR IER . WA BRI, 157E esp-at/issues FEAZ issue.,

o X}T S6/R6 (Wi-Fi |2):
JEtH Wi-Fi X BB R mie AT B4, g5, 2% 5k Wireshark (i H 555 ik 4k
P, HEEGEAT 0 &3 e P HES T Wi-F 2R E HE S 5. WERHIA R 88 7E Wi-F 2,
T TE esp-at/issues %2 issue; 7 [A) @R H MR 5545w, W B ITHEE .

Bl 2: A BLE &%, FHild R

Y%t ESP MR BLE %) i 5 FAILUIE B 57 BLE SR HMIT 1542 .

o A IR BLE Wit rg IR N, WA 3 S, IIURAT B &5 v gl H G dE 7oA. H sl
AE 0 S WP IR R, XU AR 2 BLE @Y, IR AT F¢f . wfil:

Disconnect reason = 0x13

o G, BLE FHSERE S A, W TAT BLE 24t VEIRACE , JE405 AT B{F. (e85
Hd‘7 {TJRFXAT H ::!\_::j,% 7 ﬂﬁjiﬁ H %i&ﬁ?ﬁmo

Espressif Systems 394 Release v2.3.0.0-esp32c3-1141-g9e9fe15fbl
Submit Document Feedback


https://github.com/espressif/esp-at/issues/new?assignees=&labels=Type%3A+Bug&projects=&template=02_runtime_bug.yml
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c3/api-guides/wireshark-user-guide.html
https://github.com/espressif/esp-at/issues/new?assignees=&labels=Type%3A+Bug&projects=&template=02_runtime_bug.yml
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 7

Bz - R lie AT oy 2 AT

7.1

RGNS =7 P s B W E i AT ay S MBEEALATR, 3R SRR 4l ST

RainMaker AT 72 Fll5E 1

7.1.1 RainMaker AT #y4 4

CiRAE

PO AT B SRR TR R B9 AT fiy 4. QPRS2 ESP32-C3 37 HF RainMaker fiy4-, iifEt

iR

ZH o TN GitHub T 8.5 #7160t A AT B SCRY, F 3% esp32c¢3-rainmaker-at [F]{4:
H 17% % ESP-AT T 42, R = %M IFIE P Platform name ¥4 PLATFORM_ESP32C3,
Module name %4 ESP32C3_RAINMAKER,

AT+RMNODEINIT : FJHaAL 7 15

AT+RMNODEATTR: J@VEAZ B4k

AT+RMDEV : $:45H:4E

AT+RMPARAM : {4 S5 AE
AT+RMPARAMBOUNDS :  [n/0E- 50 INvE Bl
AT+RMPARAMSTRLIST - [0) 45 S80S N E47 8251 32
AT+RMPARAMCOUNT : [It4H SE0RINEm R ITE 8
AT+RMUSERMAPPING : FFJ& il PRI p5 2 1] g e St
AT+RMUSERUNMAPPING : 35 Bl PRI 527 [a] 1 e B
AT+RMPROV = Tt 58 G PR 2 ) (A g
AT+RMCONN : %42 ESP RainMaker 7
AT+RMCLOSE: £zZh¥iFF 5 ESP RainMaker = [1 41
AT+RMPARAMUPDATE : Z:30E 3

AT+RMMODE : 1% & & Hifk=;

AT+RMSEND: ¥fRainMaker & i@ 1% 45 42 X, B RainMaker i& 1542 X, F KL
AT+RMOTARESULT : % 3% OTA %%

AT+RMOTAFETCH : $iHL OTA {5 &,

395
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AT+RMNODEINIT: #ji&fk

Piran s wa:

IJ i)Y

’AT+RMNODEINIT

B PITININZ )5, TR B AR 7 ISON A% SR AT AE A -

{
"node_id" : "XxxXXxXXXXxXXX",
"config_version":"xxxx—-xx-xx",
"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp—-at",
"project_name":"esp-at",
"platform":"esp32c3"
} 14
"devices": [
] 4
"services": [
{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
1
} r
{
"name":"Factory—-Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
3
1
}I
{
"name":"Time",
(FIUaEED
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(£ L£50)

"type":"esp.service.time",
"params": [
{
"name":"Tz",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"

"name" :"TZ-POSIX",

"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
}!
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
J!
"bounds" : {
"max":10
}

}
]
}
B
* TEPUATHE ESP RainMaker AT iy 4 Z Hi BAZSEIATI% A 2
o A EINIFE T RS SRS . OTA R4, WHIXIRS . & BHFAHETIHRS .
o HM A Y LR B X rmaker_mfg PRIAEE B WEREAHRE], WATERS
NVS 43R BOA RS B . WREE A R, W 24T claiming.
© Uiy > L MALFEIAE R} K rmaker_meq HISH. WRSEORTEAE, MIMARLE R EINT
H T .
o L E T — LEBRA R BT
— node_id: JEHEUET, MEFRIEAT, AATTEHK.
— config_version: B} ISk ik, ToFEH K.
— name: [H%E A “ESP RainMaker AT Node”.
— fw_version: RainMaker AT JiA= 5. .
- type: [E&EHN “AT Node”.
— model: [HE R “esp-at”.
— project_name: [EE N “esp-at”.
— platform: [EE K “ESP32-C3”,
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- services: RGEEHUMRST. OTA IR55. WFXARST . & RPAMEITTI R 55 -

AT+RMNODEATTR: @435 64544

pEmY mA

AT+RMNODEATTR=<"namel">,<"valuel">[<"name2">,<"value2">,<"name3">,<"value3d">,...,<
—"name8">, <"value8">]

W

OK

e <” name” >: T JEEHS.
o <” value” >: F7 R MHAES

)i}
o LA NAZTE B T | RainMaker 5 2 BT (1§55 AT+RMPROV & # AT+RMCONN ) .

il

AT+RMNODEATTR="serial_num","123abc"

AT+RMDEV: 45Hff:

peEmY mA

’AT+RMDEV:<dev_opt>,<"unique_name">,<"device_name">,<"device_type">

W i :

[ox

o <” dev_opt” >: WEIAE.
- 0: IRIm—1i4r.
- 1 JHBR—A s
e <” unique_name” >: KFEME—HRIR4 .
* <” device_name” >: RHFH/IR, FFAENNVH FRRHERINES LR,
o <” device_type” >: %£J5HL, #HE# Devices.

]
o LA MNAZTE B ES: I RainMaker 5 2 BT (1§53 AT+RMPROV 5 # AT+RMCONN ) .
o HE—A KRR .
« RS PATING, WA MBT S, BRIATE params FEAF(E N “esp.param.name” , £
KEPIES “string”, ALFE “read” Fl “write”.

Bl
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AT+RMDEV=0, "Light", "Light", "esp.device.light"

G PITHINZ G, B “Light” SBASINESRCE S, FFAENFBAMT Br7s ISON AU fRAE (47

5L B 15 2% AT+ RMNODEINIT )

{
"node_i1d" : "XXXXXXXXXXXX",
"config_version":"xxxx-xx—-xx",
"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp—-at",
"project_name":"esp-at",
"platform":"esp32c3"
} ’
"attributes": [
{
"name":"serial_num",
"value":"123abc"
}
] ’
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
1
}
]
}
1,
"services": [
{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
{
"name":"Factory—-Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
Q)
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{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
}
1
o
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"TZ",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
]
} ’
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
1
} ’
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
] ’
"bounds": {
"max":10
}
}
1
}
]
}
AT+RMPARAM: %55 5 if
wEmY e
S SIIE-= i
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[

AT+RMPARAM=<"unique_name">, <"param_name">, <"param_type">,<data_type>, <properties>, <
—"ui_type">,<"def">

Wi % ¢

OK

Bl

il

<” unique_name” >: KFGME—IRIHL .
<” param_name” >: ZEZ TR,
<” param_type” >: SE(2EH, §5S% Parameters,
<data_type>: Z{#EZ5H,
— bit 0: boolean,
— bit 1: integer,
— bit 2: floating-point number ,
— bit 3: string,
— bit4: object,
— bit5: array,
<properties>: E{IEFR .
— bit O: read,
— bit 1: write,
— bit 2: time_series,
— bit 3: persist,
<” ui_type” >: UIZ5H, 5£:% Ul Elements.,
<" def” >: BRIAMH.

LA WV AZAE R 45 1E: | RainMaker =2 BIHAT (i55% AT+RMPROV {3 AT+RMCONN ).
RS <def> ILALSHL <data_type>. AT AHERKEE .

TERainMaker iE A5 AEX 1, RAVFEE NS (ML E S AT+RMDEV TIN5 S ERIASED) .
WARTER S TAATEZ NS4, WIGIEIE A RainMaker 3% 145X,

AT+RMPARAM="TLight", "Brightness", "esp.param.brightness",2,3, "esp.ui.slider", "50"

AT+RMPARAMBOUNDS: W57 5 8 v It il

BEaL @

’AT+RMPARAMBOUNDS:<"uniquefname">,<"param7name">,<"min">,<"max">,<"step">

Wi i ¢

[ox

S

<” unique_name” >: PASME—FRiH
<” param_name” >: ZEZ4 K.
<” min” >: §/MH.

<” max” >: fAR{E.

<” step” >: HHHH.
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v
o A MIZAE B ER: [ RainMaker 2 HiAAT (i§2% AT+RMPROV 5 # AT+RMCONN ) .
o ZAT 4N <data_type> (B FAT+RMPARAM WY <data_type> Z4{) A integer B ¥
floating-point number )41 . EFEZSE <"min">, <"max"> fil <"step"> VLfL <data_type>,
AT AN ER K2

il

AT+RMPARAMBOUNDS="Switch", "brightness™,"0","100", "1"

A PATINZ 5,7 bounds” Sk HNABESE “Switch” ) FHAENEBLALN R 7R JSON A% RARAE (55
Jit B it 2% AT+RMNODEINIT ),

{
"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [

"read",
"write"
1,
"bounds" : {
"min":0,
"max":100,
"step":1
}I
"ui_type":"esp.ui.slider"

AT+RMPARAMSTRLIST: [0] 7452 5o I 40 53 51l

pEmY mA

AT+RMPARAMSTRLIST=<"unique_name">, <"param_name">,<"strl">[,<"str2">,<"str3">,...,<
—"strld4">]

W

OK

e <” unique_name” >: FHEME—FRIHEL.
o <” param_name” >: ZHZFR.
o < ostr” > FEAFERERPI A

vei
o AN IZAE B ERE [ RainMaker =2 W4T (#5235 AT+RMPROV ¥ AT+RMCONN ) .
o AT MUE AT <data_type> (IEZFHAT+RMPARAM Wi <data_type> Z%k) H string [ S5k,
HEHRSE <"str"> PLL <data_type>, AT R&MNTRKGE.

il

AT+RMPARAM="Light", "Color", "esp.param.color", 4,3, "esp.ui.dropdown", "white"

AT+RMPARAMSTRLIST="Light", "Color", "white", "red", "blue", "yellow"
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EMAPATIINZ J5,” valid_strs” 2P A &% “Light” v, FHAENFRLAL T B~ ISON &R ARfE (T
S B 1 2% AT+ RMNODEINIT )

{

"name":"Color",
"type":"esp.param.color",
"data_type":"string",
"properties": [

"read",

"write"
]I
"valid_strs": [

"white",

"red",

"blue",

"yellow"
]I
"ui_type":"esp.ui.dropdown"

AT+RMPARAMCOUNT: %8 S 5miin Koo =5k

pEmY mA

’AT+RMPARAMCOUNT:<"unique_name">,<"param_name">,<array_count>

W i :

* <” unique_name” >: FFME—HRIHL .
o <” param_name” >: Z4Fr.
o <array_count>: {4 E KICESL.

el
o LA A MNAZTE B L RainMaker 5 Z Bi#AT (1§53 AT+RMPROV ¥ AT+RMCONN ) .
o LS N <data_type> (S AT+RMPARAM W) <data_type> Z%k) K array IS5,

HHRSEL <array_count> JUE <data_type>, AT AN,

il

AT+RMPARAM="Light", "Color", "esp.param.color", 6,3, "esp.ui.hidden",""

AT+RMPARAMCOUNT="Light", "Color", 5

B PATHINZ G ,” bounds” LA B s “Light” o, FHAENFBLALIN BT/ JSON A8 fRA7 (1A
Jit &1 2% AT+ RMNODEINIT ) ,

{
"name":"Color",
"type":"esp.param.color",
"data_type":"array",
"properties": [
"read",
"write"

(T IU7RED
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1,
"bounds" : {
"max":5
by
"ui_type":"esp.ui.hidden"

AT+RMUSERMAPPING : JF 53 PR s 2 iy g5t

peEmY mA

’AT+RMUSERMAPPING:<"user_id">,<"secret_key">

Wi i *

[ox

AR PRI R Z AR 520, AT 1R 1] :

’+RMMAPPINGDONE

BH

o <” user_id” >: FHFFRIRAF.
o < secret_key” >: %4H,

(A

 WFIAMEITIZ A Z Bl & C 41845 ESP RainMaker z, 1i§27% AT+RMCONN
o AT A PRUEBUR S . WA 5 2R 5 7 b B 75 (Phone app/CLI).

AT+RMUSERUNMAPPING : 55 H Ry s 2 [y g

Params wa:

’AT+RMUSERUNMAPPING

W i <

|ox

AT+RMPROV: FERIJT 52 T R iz e s

BeEmA A

’AT+RMPROV:<mode>[,<customer_id>,<device_extra_code>,<"broadcast7name">]

Wi i ¢

’OK

Espressif Systems 404

Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 7. 55 =77 I = -G 5 il fb AT v & Al

o <mode>: I,
- 0: FFUSECM, FHFEAERCM S FF 5 M PRI 2 1) R o
- 1+ {5 IERECH .
o <customer_id>: Z RIS, HTXRAARRNE . JEF: [0,65535]. WIERIRAE(H ] Nova Home,
i RARKAT.
¢ <device_extra_code>: ¥£4mid, T app BoMEFRIHE & E bR, JEE: [0,255].
* <” broadcast_name” >: H & AT RIS AFR. JEE: [0,12]. BAL: FY.

AT+RMCONN: 34:$:%] ESP RainMaker z;

BEae @

AT+RMCONN=<conn_timeout>

o] o7 =
AR B8 ) 1% H2 3 ESP RainMaker 2, AT j& 1] :

+RMCONNECTED
OK

NS5 451632 ESP RainMaker 2, AT & [H]:

’ERROR

Piran s wa:

’AT+RMCONN

W] 3 :
AR B8 1Y) 1% H2 3 ESP RainMaker 2, AT j& 1] :

+RMCONNECTED
OK

N5 451632 ESP RainMaker 2, AT & [H]:

ERROR

B
o <conn_timeout>: JEEESABIIIE] . JLR: [3,600], PAfNZ: Fb. BRINE: 15,

AT+RMCLOSE: J:ZjliJF 15 ESP RainMaker 2[4

Pira s wa:

’AT+RMCLOSE

Wi i ¢

’OK
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Bl
o N AT SWIT S SRR, A& TSRk +RMDISCONNECTED KIS, R BR&
NS WIS, AT 424l +RMDISCONNECTED HiH .«

AT+RMPARAMUPDATE: Z:%¥ ¥t

B A

AT+RMPARAMUPDATE=<"unique_name">, <"param_namel">,<"param_valuel">[,<"param_name2">,
—<"param_value2">, ..., <"param_name7">,<"param_value7">]

W i <

OK

e <” unique_name” >: EFGME—RIH
e <” param_name” >: ZH(4 .
o <” param_value” >: ZE{{H.

o BH <"param_value"> WHIILE AT AT+RMPARAM H55 <data_type> I EHIZEAL,
s ZWMAHE I I5AZ%, B 14 <"unique_name"> + 7 > <"param_name"> + 7 />
<"param_value">,

o B AT QW RIEN/NT 256 F7 . WERVRAEE BB S BOR, W B AT+RMSEND 654

il

AT+RMPARAMUPDATE="Light", "Power", "1"

AT+RMMODE: B LR

BEES s

’ AT+RMMODE=<mode>

Wi i ¢

’OK

o <mode>: fZiizt,
— 0: RainMaker “&i@ £ 12X,
— 1: RainMaker £ 1E422X,,

Bl

* ¥£RainMaker & 154 X, 1, HAVGFE— NS (R GASAT+RMDEV AN S BOASED)
WIRIER S FFEZANSE, WIETEE A RainMaker % 542X,
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AT+RMSEND: {f RainMaker a1 4y nk RainMaker & {5 & L5

BeEMA Hyhe:
{ERainMaker 538 £ 4 3 X, W& 82 KB R B -

O e
iy

AT+RMSEND=<"unique_name">, <"param_name">, <len>

W )7 :

OK

>

EiAm Y FIR AT B2 ME R IR TRE , IR AT DA AR, 24 AT Bl s i 8die K LA 3 <len>
Ja, Rl

Recv <len> bytes

MR EIREA RN E, RERARN

’SEND FAIL

WA O h Kok, ARG R ZR ] :

’SEND OK

Parin A Thik:
B A RainMaker 51512 X,.

AT+RMSEND

W i ¢

OK

>

g,

ERROR

i ARainMaker 515+ X, . 245 A—4) +++ B}, ESP32-C3 X§2xiR H RainMaker % 15 42 X, " W5 &
BRI WERDERE L AEE T 4 AT 4.

S8
e <” unique_name” >: iXFGME—RIRS .
e <” param_name” >: ZH[(4.
o <len>: HEK . KEMEBLT RAM Kb, RT] DA AT+SYSRAM fiy4 25 1)) 43 7] il RAM
Ko

Bl
* fERainMaker F X W, RAVFIE—DSH (ML E iy AT+RMDEV FET mEASEL) .

WAL A TAAEL B, WIEIEIE A RainMaker 35 £ A X,
o WRAFEFINEH ZANSH, S %AT+RMPARAMUPDATE fii %
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AT+RMOTARESULT: [|-i# OTA £t

B A

’ AT+RMOTARESULT=<type>, <"ota_job_id">,<result>,<"additional_info">

Wi i ¢

’OK

o <type>: 4%,
e <” ota_job_id” >: OTA job ID.
o <result>: OTA %%
- 1: OTA #Ff7H,
- 2: OTA 2.
- 3: OTA %K.,
— 4: OTA Y1 HFETPIEIR
- 5: OTA T R gl 4
o <” additional_info” >: OTA RZSHIMINER.

L]
o I HiE H T 324 MCU OTA, %I ESP32-C3 Wi-Fi OTA, %4 A3 ik OTA IRE.

AT+RMOTAFETCH: 3kHl OTA 1 5L

Wiif s @

’ AT+RMOTAFETCH

W

’OK

el
o Xf T FE 4% MCU OTA, ESP-AT 2% 57 BIRF 82 4 3 19 OTA {7 B & i 3 3 48 MCU, #%h
+RMFWNOTIFY:<type>,<size>,<url>,<fw_version>, <ota_job_id>,
- <type>: {5, ESP-AT i 2¥E 40,
<size>: 35 MCU OTA [/, B 5,
<url>: F# MCU OTA [H{4 F# URL, {R7] PAITAT+HTTPCGET €54 3% F # [ 4
— <fw_version>: F:#3 MCU OTA [ {4 4,
<ota_job_id>: 4% MCU OTA job ID. /7] PANFTAT+RMOTARESULT x4 4% OTA 45
o X%FT ESP32-C3 Wi-Fi OTA, #4i4 Hzh#hfT OTA, ESP-AT 2 OTA WS AT £ MCU, 5=
“H +RMOTA: <status>,

- 1: OTA #f7H.

- 2: OTA 3.,

— 3: OTA 2.

— 4: OTA #hy HFRFAER .

- 5: OTA i T HEAh e R B4
o &% RainMaker AT OTA 3% & T U0 13 ESP RainMaker 7 523 OTA.,
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7.1.2 RainMaker AT 7534

AL BN A RainMaker AT & %5 L, HHRMHE ESP32-C3 #i# b fTiX 2ban & MRl .

A
JEE R AR AR X T %453 RainMaker = 34T ) 04815

BEHEAERR T %13 RainMaker = 3471 04813
FUT A P Ao B2 W) 0 o 44

wifr

SREHLHE T — A7 L Nova Home JAI S 4 HEA7A2 1. #7T DAE 3 Google Play (Android) 5% App
Store (10S) F#k. 76 CHFRRBIT, BRI Nova Home (BiA: 1.6.2) 1% .

FE3 0 AR M X T JE 2 2] RainMaker 233877 Sl s

1. WAL A5
ESP32-C3 G4k i -

’AT+RMNODEINIT ‘
Nl . <
Lox |
AR
A PATIINZ Ja, 5 R E R E N TR AT . FIAG ALY LB R .
{

"node_id" :"XXXXXXXXXXXX",

"config_version":"2020-03-20",

"info":{

"name" :"ESP RainMaker AT Node",
"fw_version":"2.4.0 (esp32c3_MINI-1_4b42408) :Sep 20 2022 11:58:48",
"type":"AT Node",
"model":"esp-at",
"project_name":"esp-at",
"platform":"esp32c3"
}V

"devices": [
} 14
"services": [
{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
1
} 14
Q)
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(8L 7))
{
"name":"Factory—-Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
1
} 14
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
}
]
b
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"TZ",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
1
} 14
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
1
}
]
} 14
{
"name":"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
] r
"bounds": {
"max":10
3
}
]
Q)
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}

2. JRME S B e, (Tik)
Fan, ESP32-C3 45~k “serial_num”, {H>A “123abc” 7))@ M2y S .

’AT+RMNODEATTR:"serial_num","123abc" ‘

Wi K7 -
[ox |
AR
R PATIING , B B R A By S .
{
"node_id":"XXXXXXXXXXXX",

"config_version":"2020-03-20",
"info":0bject{...},

"attributes": [
{
"name":"serial_num",
"value":"123abc"
I3
} 14
"devices": [

1,
"services":Array[3]

}

3. WI— i
BN, ESP32-C3 fSfn—A iy, WaME—tni4h “Light”, &M P8 “Light”, Ba&2RHN

“esp.device.light” ,

’AT+RMDEV=O,"Light","Light","esp.device.light"
Mg |3«
[ox
BiH :
A PATIING , PR INE Y S E .
{
"node_1d": "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0Object{...},
"attributes":Array[1l],
"devices": [
{
"name" :"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
(FITakE:)
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"read" ,
"write"

i

"services":Array[3]

4. A IS
Bin, ESP32-C3 s/ “Power” #1 “Brightness” #| “Light” &£5H1.
SR N “Power” , ZHIALN “esp.param.power” , FHEIEALN bool, AR ATEMT, UL KA
“esp.ui.toggle”, ERIAE K false ( “0” ).

’AT+RMPARAM="Light","Power","esp.param.power",1,3,"esp.ui.toggle","O"

M B <

[ox |
844N “Brightness”, SH2%1°) “esp.param.brightness”, Z{HEISAL N int, IR MEEME, UL
Iy “esp.uislider”, BRIAEN “507,

iy
’AT+RMPARAM="Light","Brightness","esp.param.brightness",2,3,"esp.ui.slider","SO"
N . :
[ox |
LK
B PATIIG,” Power” ZH1 “Brightness” S AR &4 .
{
"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0bject{...},
"attributes":Array[1l],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
} ’
{
"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [
"read",
"write"
] 14
"ui_type":"esp.ui.slider"
Q)
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"name" :"Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [

"read",

"write"
] 14
"ui_type":"esp.ui.toggle"

}
J 4

"services":Array[3]

}

5. ST 52 R A R 22 T R e df o
{# ] Nova Home app 1F R 7% 13 o

AT+RMPROV=0

i B -

WIFI DISCONNECT

OK

i ESP32-C3 Z HIC & 1EH:— 1 AP, Wiy oWt Es: . 257 app f1 b, I PASE
“+” #4ll > Add Device, #R)5 app j\_J:_J‘_ Bluetooth LE 94 & 7s & BLAY 14
—[Eu% 47 Bluetooth LE B, 7F Connecting Device FE&EH i A SSID FI%S . Z G HECM I

TEEI_JE’J SRR FIRC M B IG , R G

WIFI CONNECTED
WIFI GOT IP

+RMCONNECTED
+RMMAPP INGDONE

Ja AT DATE app L% B A )44 A B ] .
6. E%ﬁ?”%ﬁl
AE app [ R/RAT PR N K PPIRES . B “Power” SECKHEMCH true ( “17 ).
ﬁﬁ/\

’AT+RMPARAMUPDATE:"Light","Power","l"

i B«

’OK

Z G DALE app 1 F BT PR S K PRSI BT RS
7. JE%ET""FE'LV\%
AT DATE app A HIATHRIRAS . AN, Z50] PRRHT BRRAS B4 T RS DI 21 & RS . 24 ESP32-C3
%%@U?’ﬁ% HER, FRERN :

+RMRECV:Local, Light,Power:0

8. {zjj Eﬁﬁﬂ: 5 ESP RainMaker 7 1954 .

ﬂP?
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)

7:28 PM 2 P @+

of

My Device

Add Device

Welcome to Add Multiple Devices

S

home > {z
(7
& Scan QR code
Add Your First Device!

Tap the button below or on the top right.

L 4 @

Home Room Scene User

& 1: Nova Home FRMIE4S
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5:07 PM 120 € AT @

Add Device BLE =

Scanning for devices nearby.

PROV _

ALL Device

@ Lighting

Socket

Switch

Fan

@

Sensor

&

Router

m) [E

Garage Door

| 2: Nova Home & I %45
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5:08 PM 2t () b Yl eal

< Connecting Device

Q Configuring...
Q Registering...
Q Completing Setup...

Tips: Please place the device near your Wi-Fi
router.

& 3: Nova Home FF4&TC
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5:09 PM "2t [ AR @

My Device

Welcome to

home >
Common
light
Common
[ ®
Room Scene User
¥ 4: Nova Home % 4%
Espressif Systems 417 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 7. % =7 I = -G /E il f AT ip &A1

8:32PMZ @ O xR
My Device +
i
Welcome to ' I :
home > CATH {o /
Common
Light ©
Common

A [ @

Home Room Scene User

& 5: Nova Home & UCkT IR TS
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’AT+RMCLOSE ‘

N . :

Lox |

TEEAEBLA F %EH;: 8] RainMaker 25854 11 ) i

1.

2.

HIHRALAT
EEEEE kf’%é]ﬁi’ﬁ%#@%@] RainMaker = AT i - 045815 /R0 PR A48 10357 &
JEPERG B EAE. (AriE) i

1v

WS % -5 B X T #3525 RainMaker = W ayia s RO TPRE S AR AR,
WA

WS% 4l i X T £ 452) RainMaker = 247 6 049815 IR0 — AL &
A IR IS

TERainMaker &A% 42X 1, RAFFE NS (MLE S AT+RMDEV TN s BRASE0) .
WERAER R TAAEZ N SE, MIJCE#E A RainMaker i% 1% 45X,

i1, ESP32-C3 ¥l “Power” 413 “Light " X £ # . 25042}y “Power” , 2425 5 k) “esp.param.power”,
BT R bool, FUFRMIEAIE, UL KA. “esp.uitoggle”, BRIAE N false ( 07 ).,

’AT+RMPARAM="Light","Power","esp.param.power",l,S,"esp.ui.toggle","O"

i . <
Lox |
BiHA :
A PATIING " Power” SRS B H
{
"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0Object{...},
"attributes":Array[1],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
} 4
{
"name" : "Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [
"read",
"write"
] ’
"ui_type":"esp.ui.toggle"
}
]
}
(N oiakzn)
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(£ L£50)

1,
"services":Array[3]

}

5. PATHC 52 B PRI S R A A
WS L@ AR X T £ 453 RainMaker = 34717 3043812 RBIHR I RATECR 5 T A F Fo
B Z ) ek 5T,

6. B,

’AT+RMMODE=1

W

’OK

7. Kk

’AT+RMSEND

Mg 3

OK

>

I DAE AR AR, FA L T AT YR BT AR, FA 0 RTRARFAT U] AT AR
8. 1k Ak K .

Y AT B E A — G +++ I, RGEB H RainMaker 51542 X, B 2SR F—F, F

KB —2% AT 4o WER, WSREHNEERA +++, AT RER A ALK A GERER 51 0 HELE

B =+

WwE: i H+++ 1R tHRainMaker % 15 42 X, W] 8| RainMaker 5 3@ 1% iy 42 X, 0] PLER R A H
AT+RMSEND iy A B RainMaker % 145X, ,

9. FFWiFF5 ESP RainMaker 75 [ 1%:4% .
TGS 48 542 X T £ 4% %) RainMaker = 347 7 043813 R BIHP ) 220 47 I &5 ESP RainMaker
=hyiEdE,

PATHD R R Z R

1. 58 Wi-Fi i34 station,

’AT+CWMODE:1

Nl Y -

’ox

2. FEHEEIH S

’AT+CWJAP:"espressif","1234567890"

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK

Espressif Systems 420 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fb1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 7. % =7 I = -G /E il f AT ip &A1

Vi :

&% A SSID I AT el bk ar & PR R] . 6 S 2% B #5119 SSID FIHH
3. WAL R

W% E-fil i #%\Tﬁ%cé] RainMaker 2 HEAT [ 40491845 TR GBI B #4607 &
4. JEtkfE BaRE. (Wik)

WS el ALK T %42 5] RainMaker 7 #4711 09 815 7RO B2 15 G401
5. W—ABE

B LB X T 4452 RainMaker = 347
6. B IS

W% {5 iR 40 MK, £ 425 RainMaker 7 #4710 491815 RO HI63 &b Ao S,
7. %335 ESP RainMaker 7=,

e

TR a0z RBI RS e — A% &

\A

AT+RMCONN

W

OK

MR MINEE S =, RGERI

+RMCONNECTED

8. JFJe PRI s 2 (Rl A LS
IRFEPLL T REST APIs #:4F RainMaker J5E IR %5 -
BRI PAE S API /{version}/login #j A user_name il password ¥3REL accesstoken., ZJ5
T PA AT Authorize ¥4 RH ANIZRELE| 1Y accesstoken,

m /{version}/login Handie login or extend session request from the user Py
This API will be used by the users to Login to RainMaker or to extend an existing session
Name Description
version * reauired
string API Version (Current supported API Version is 'v1')
(path)
vl
Request body 97" applicationijson v
username and password for Login
User Login ~

{
"user_name": “username@domain.com”,
“password”: "password”

¥ 6: REST API & [ifi

1% F§ API /{version}/user #£BY user_id.

P2 %5 8 1 API /{version}/user/nodes/mapping ¢ # Bl request_id. #F & fr~, ESP32-C3 ¥l
node_id f “84F70308E0QE8”, secret_key H “test”

)5, 8 AT+RMUSERMAPPING FF )5 B PRI s 2 (8] EI’J@%ET
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200 Response body

succes
a eraMQlDLIBUUlLathDUlhT!HBcJNéHVZlHkaZHG(lZa)RENHEYEQ‘FcLJ TWmR2bOUIT iwi YWxnIjoiULMyNTYifQ. eyzdwli0iI3ZjBiMTkNy6OY]IhLTOyN;jktOTOwOCBANZ WM c1ZTBhNDKiLCILbW

FpbF92ZXIpZmL1ZCT6dHI1Z5wiY3VzdG9t0m1haWS6YWLuZXTi01 InYWxzZSTsImN1c3RvbTphZG1pbiT6InRydWUiL CIpc3Mi0iJodHRwezpcl 1uvY29nbml 8by1pZHAudXMt ZWFzdCOX Lt YXpybmF 3cy5jb21cL3VzLWVhc30tH
V9rV300TTZNZkQiLCIjdXNObZO6dXN c19pZCI6TkdpdEN1YLOUTWE2QUI5HTK2SGpXbLI rWWRXZKSLTiwiY29nbml @bzplc2VybnFtZS161jdnMGIx0TQ3LTRiMmEtNDI20S05NDAALTg3NzAYNZVIHGEBOS TS InF1ZCI6IjYwaTZr

Zj1yanVidHFucTVtbnlhcXY21iwiZXZ1bnRfah0i0iI2N2EINTFLZSBzYTYOLTO2HZ I t0TYwYy1iZGN NzQzNzA1YmE] LCIOb2 tLb191c2Ui0ipZCTSINF1dGh fdGLtZSIGMTYZMDTwMze2NCwiZXhwl joxNj YuMjASMZYOLC]
PYXQi0jE2Nj AyMDM3N} Qs ImVtYW1sT joidHhfZGFueWFuZOAxN]MuY29tInd . LB7SLQihXeXVh_Fk0-dugP-pwORXF1T8GtOyb03_94oro3fWX4kpDTE_Kj_2C58fk_LI3t97tz_65DttZnD3YuZWKuTOzCHFHvT2HoezswqDCY5LhD
ALTuSrDWM5uMEX6rx)4nRUMIBIXEH_dOHIBbMLSx- TbIEAZTg d--8jRdL57q07vT_EqZ0-ndoonfo2hxGR7S4BonSS rnkRHAHMBK7Jr IAthHOZS_sbQ-8vY778MUATV6Yo0zpoaM32kta-40iKKZTOy YPIaMWEL CCPFLWA tFu

0GajCOg9etkIpP2ZcgqzAndb7H5 Ll BIGol 0zkj

ccesstoken” ”ey:rawuluuquxormsrrwrrznumurhmatmn1w:n4ussuv1v3kxuun1wsu1xa;ugnmvmnnmuwyurvlfo eyJzdWIi0i13Z1BiMTkONyBOY;InLTQyN] kt0TQWOCO4NzZCWNjc1ZTBRNDKILC
IdmVudFIpZCIELjY3YTUIMWVLLTNRN] QtNDYZzMiB5N]BjLWIkY2ZM3NDM3MDViYSIsInRva2VuX3VzZSI6ImFjY2VzcyIsInNjb3B1IjoiYXdzLmNvZ25pdG8uc2 LnbnlulnVzZXIuYWRtal4il CJhdXRoX3RpbWUi0jE2ZNjAyMDM3N
jOsInlzcyl6Inh0dHBZ0LwvXC9jb2duaXRvLWLkcCS ey 1LYXNOLTEYW1hen9uYXdzLnNvbVuvd XMt ZWFzdCOXX2 tXe RNNK LnRCTs InV4cCIGMTYZHD 1uNzH2NCwiahlFOLjoxNj YuM jAzNzYOLCI Gk 01 T3M02ZTNINS 1i0TZn
LTQ50WI t0DYxZCOz0GVAMTLiY2UwMnYiLCJ] bGLLbnRFaWQi0iT2MGk2a2F ] NWYS5 cmpl ZXRxbnE 1bW5 tYXF2Ni s InVzZXJuYWILTj 0iN2YwY ] ESNDC tNGIyYS0BM] Y5LTkOMDgtODC3MDINWUWYT  16.u0BMEq4VQ0ngLnGzHWd
dLsYcML5TGDRXSAFVIJa8APRpIh1IzPOP2YutsEy75a6AoxjZhvRyxWktgD7BmZECmz4Hz1U35bkhbRD - 2Ft5pw3Gxke] lSqu_rhNkfﬂIRMD’lﬂquZI:uZHAIfI'-VZlKnQththzvnH_yBSEH[HEF_::HUE::G!IHZINB!HI’S;SEFV]FR
bBKBX3w40yM5SIne_tzhOehsCHuoSIguSDhrhIFDWWYSM22ZbK34rZUScLMihw_7SBLSpYThHNm-LijwfUvrwgEnQQtzHChViduOPqqv336LuverBIHXt YidacFgmaRZKPTxawn2uDIm03r9-tyA" ,

“refreshtoken”: "eyljdHki0iJKV1QiLCJ1bmMi0iJBMjUZRENNTiwiYWxnIjoiUINBLUSBRVA1TQ. UUWMGQSmBMOFBIVONTY_mmHAYbYGA2yob0Zs W] IPbvzeNnShwhecR6h1960K_kJzeFyMoaQWoGzCX5Tn6LsxwlujObTr
85MkGHEQkcac6tFtGKBYObIFHZYmi3 jD4gM1Mm5 3qTBZ2hbmQNWeUL - F_cW180x42YF4py fBfX27dS9vgd9dDyxEW304HgZSP2cRjBAhON_OB \lSYﬁ1er13Kh[EBrry[Eaf1 chK_0 IIYB]KlhaBﬂNlEf»lY’lﬂdSAGﬂlF‘(hqﬂnlL
€1kbHGWsBRghLTjuBn4uT -NPCAVuxsal g1IsD}(hI\'.'UmRHUcuOowungV\‘dDBrhSSPS 0ZYA. 1eIN1G3AVVVMWISh . ykzU7 i6MIPfOvCS9406RL - XA45nuBN TKOPby 36CanSLgpcGqDkkyU2v-r -kkNKnkELHgIaCNy IRP3mBCRH
gWyTqup6ejr-KESe 6 9 KDm-0hL3FZMse5zUPYcvA9snudlquyKaVHIFOF ibwUKVWUHAHYSWAN24FGvx87 -2tn0_BCDYcOD19EBLrFZXcA_ESVOMVPSNgC-NI54ZkdckQEaLsTcbBIr
£rd8q3rnIXLvihE cLULIAWCUDUNANiLbsE4tgBI2OMS _PGbCaG3P- CTHxVikvEfEEORbbETnqLIVWBNNNaxxi0z01E IKMDUuHihWe1 42 TXSLIUoYAIuBThoRS40P 3ovo,_78IXrD2bIBBIVIREDIVHIZStVTZ3ZFGdfyaBYK2SHN
YvsxU2F2cqIGqUNUTXWISE irdTyxOg 3zcypIBBpRTZCScAoLnX36rIZ5q4KgonsGIhd62-u51KBhXFYOnVpaC2gCuHul Lx JHneQOEAIMXE1dXbd076nSnH3Zvr TpYqsbFX_yOntPBsXVnlwAaH-ToaN4d 0XgBGnyAKORib7CESZ
j50buByd90XjZxVz1RK4UVAITIZuhTc 65u-6 6. ‘ j ! e UFNQbX fkz1w0zzXGPLmaYrVih706Y-NtYIKX vSPXjq-f
mE_iokqzoDbd4-fDVQ_GPj5EmbHIjVyGkz1B18033pciFI3KNCI5Gc7GATyPhBIBK_B_sGyNk3DGgAmqDksy1B-nPtxTKrPnFFMZTEHNpNKKAD_51TFocddgh8Z-12UGUS5_BytRDAAT1KdpSxXnb9YNTLO3ZTtXql2cPNruJWAKGdX
tg0jZe2sz9uEqYQSpZAUalwAGIPrDrAGHX2SyVCHs 1LGEVPBWODpreUBBs CZFXrrsc_HY2EULAOW2pdPiHLKBAAKt3MbSqcBTwWX3DWeN24wg7 ziibkc5MtASRGyo9EBDNYT oII2D9 LBkobpEZ78hbKOzeYNt1K3 f0w-RKWSRFBnYS
WCXK1ESETSx2koTVKBBWNYVZIINGE3wxDn1QEDX TUsokq3Ag3TkQn JwohECs PXNGJ5PAAPCFULPT FSmBzuwD1Yz6MbsOxPF2s fur4MX100t 50kdBP1X4fCF1-0BhORGFygp5XsDIQ91 63H_Jo9gn5RT7CSAEmryMot. eFnWouRRnA
VGVDk1el9wnsMGNIdy9216ncB-zoLT4. MCYSTTHG_UYQSWKHO1Li7u" £ Download
}

Response headers

content-length: 3980
content-type: application/json

K 7: REST API 5[] 4t

Available authorizations

AccessToken (apiKey)

Name: Authorization
n: header

Value:

Author

I 8: REST API %741

/{version}/user Fetches the details of current user A~ &

This API fetches user_id, user_name, super_admin flag, URL of profile picture and name of current user.

The super_admin flag is returned only when the user is a super admin, in other cases, it will not be returned in the output.
Also the picture_url and name are not returned in the output, if it is not set by the user.

Parameters Cancel

Neme Description
version *
string API Version (Current supported API Version is 'v1')
(path)

vl

custom_data
boolean When true, will feich the custom data of the logged in user

(query)

[ 9: REST API $EUH P40
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/{version}/user/nodes/mapping Add or Remove the User Node mapping ~ @

= You can oplionally specify tags and metadata.
- Nodes can be searched by tags.
+ litags are not provided in the request, and esp.location is present in the user's custom_data, then all the keys starting with esp under it are converted o tags.

Parameters Cancel ‘ | Reset

Name Description

version * reauired
string API Version (Current supported AP Version is 'v1')

(path)
vl

Request body "¢ application/fjson v

Add or Remove User Node Mapping Request Parameters

Examples:
[Modified value] v

1
"lmde_il!": “84FTB3BBEBES",
ecret_key": "test",
“operatIon”: “add"

& 10: REST API #;H{ Request id

AT+RMUSERMAPPING="GitHub_ XXXXXXXXXXXXXXXXXXxxXx",6 "test"

M. :

OK
WRWL e, RETIR A -
+RMMAPP INGDONE

2 I, 4TOME app LBHTHET AT SR
B
i S RBRIEMSIRY . W4T 25 3 A 45 (Phone app/CLI),
9. ik PRI R WU, (1T30)
o
AT+RMUSERUNMAPP ING

iy B«

OK

7.1.3 RainMaker AT OTA 514

ASCRIFEME TR Y RainMaker AT 445 7R BISR UL H I AE ESP32-C3 _Li/t4T OTA JH4¢.

e F 4 MCU OTA
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* Wi-Fi MCU OTA I

Wi

24457 ESP RainMaker Dashboard 33 2 #h OTA il & 5=

» Force Push: FE7}4% . ESP RainMaker =3/ Bl F % —2%% OTA 4 E..
* User Approval: il Pl . F P55 2T _E#IA S 74 fE#:0k 3] ESP RainMaker 5 T A1) OTA
HE. ()

i 95 MCU F1 Wi-Fi MCU # 57 #7174 ESP RainMaker = #47 OTA F+4¢:

« k¥ MCUOTA: OTA [{: /I KT+ E45 MCU.
* Wi-Fi MCU OTA: OTA [l {: ]k 744 ESP32-C3.

15 OTA AR, AFAELAT S PR

* OTA #Hf7H.

« OTA 3.

« OTA 220,

o OTA ¥ FIFEFHER .

o OTA T IEFh R B AR 4

o

o AT+RMNODEINIT 554 B\FF = OTA R4 .
o HAYE& FIRE) OTA Ry oTA R Boli# oTA W T E£M R EH LN, mimd 2 OTA job
/Lﬂﬂﬁj‘j 7‘3)&4

J:# MCU OTA

F45 MCU 58445 H OTA iy T+t #E .
A OTA JiAE nT AT VAT =B

. R G
- FHEM

* L3R OTA #5 R

AR ESP-AT BUASBEh I OTA {55 . Rt n PAZEZhIATAT+RMOTAFETCH iy K ARHL
OTA fFE..

1. $H OTA fii .

’AT+RMOTAFETCH

i -

[ox |

B = i A7 AE & 52 B OTA job, ESP-AT £ 7 BB 432 0 3| 1) OTA 13 H %k i % EE%”‘
MCU, &3/ +RMFWNOTIFY :<type>,<size>, <url>,<fw_version>, <ota_job_id>, i§
é%%‘AT+RMOTAFETCH KBUEZ OTA WA= 4.,

+RMFWNOTIFY:0,1740880,https://esp-rainmaker-ota-315787942180-prod.s3.us—east-1.
—amazonaws.com/users/GitHub_TMo6ABIY96HIJWnNnRKYdAWENK/ firmwareimages/fnwHonS4g/
—AT OTA TEST 2.bin?X-Amz-Algorithm=AWNS4-HMAC-SHA256&X-Amz—
_.Credential=ASTAUTBTNTESPBAWFGEF32F20221114%2Fus—east—1%2Fs3%2Fawsd_reqid SLasd)
—Amz-Date=20221114T114202Z&X-Amz-Expires=86400&X-Amz-Security-

EspressffTS§/Fs g WOCZRIVYXAZEOSSZER2ER2EB2EC g g2 52ES Z?e%e%e v2.3.0.0-esp32c3-1141-g9e9fel15fbl

wEaDHKEHIt 8cAKM633AF, % %@§£2F6Mb i]‘ZFU g
—%2FNPuCgDF3xDY0u9kZ1LKr g PQBE f?i x51 WW7Y7WwrOh6iYrtUyhWpPoapDZYNKyesfQST

—%2BfFnWig7nDYMyaqYfezI02e60b50IEqW4aES58krGecO0F4TuMleG4ZkLX7skw
—%2BuSRkhVmMo4YmlrO%$2Bbi49%2Fel2DmETnX69inFXvdZqyQ4ws2T7YmDu%2BC
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(£ L0

FERE

1. ¥%'% K HTTP URL,
fir s

AT+HTTPURLCFG=1083

Mg K7 -

OK

>

F75 > Bl AT HE & cs 8k, BERHARTAT AR A URL, 2488 K2R E| 24 <url length>
A(EIS, RGLR M :

’SET OK

2. FEKEME

’AT+HTTPCGET:""

Nl B <

+HTTPCGET:<size>, <data>
OK

e, T4 MCU A5 H AL BRI S (1 (4 . 3525 AT+ HTTPCGET fin R ZfH ) .

kit OTA 4521

1. 4R OTA &%
e

’ AT+RMOTARESULT=0, "cpudraj3cxmAXuw8ER2GAe", 2, "OTA success"

M B -

’OK

Wi-Fi MCU OTA

ESP32-C3 5g 41l H: OTA iy H+gid e

7E OTA i dr, ESP-AT & H 3K OTA RS i =i, FfPA +RMOTA: <status> %3 |n) 345 MCU %
HUIRES . 5% AT+RMOTAFETCH 43K <status> (Z 4.,

Wi-Fi MCU OTA 3 )5, ESP-AT #[f] 145 MCU %1% +RMOTA: 1., ZEMZ )5, 2434 MCU % 3% AT+RST
B AT+RESTORE 4 & ESP32-C3, (¥ ESP32-C3 P HE RHE TR, WABHmEL.
Jods MCU BEICE] +RMOTA : 1 JE{E A iGN I A AT+ RST i 4Ty ESP32-C3 R 3

7.1.4 Index of Abbreviations

RainMaker Normal Transmission Mode Default Transmission Mode
In RainMaker Normal Transmission Mode, you must first add parameters to the device. ESP-AT will convert
the parameters to the RainMaker data model and communicate with the cloud in string form (JSON format).
In this mode, you can operate multiple parameters of the device.
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RainMaker ¥ ill fE AR BOA L4
TEME A, B SEAE IR & N ININZS L, ESP-AT 25240y RainMaker ZdlafiiZd 5
DFRFERIES (JSON 3) AZ I . MM, T DARHR A T 102 S HUETHIE.
RainMaker Passthrough Mode Also called as “RainMaker Passthrough Sending & Receiving Mode” .
RainMaker Passthrough Mode only supports one parameter under the device (excluding default parameters).
The topic to publish is node/<node_id>/params/local. ESP-AT will automatically pushes the data
sent by the MCU to the RainMaker cloud in string form (JSON format). The topic to subscribe to is node /
<node_id>/params/remote. ESP-AT will automatically parses the data received from the RainMaker
cloud and sends the parsed data (string format) to the MCU.
In RainMaker Passthrough Mode, other AT commands can not be sent except the special +++ command.
In RainMaker Passthrough Mode, the scheduling service unavailable.
RainMaker E B KR “RainMaker i % & ik BRI
RainMaker % £ B XA L& R HAE DS (AEHFEBRASH) . £ £8 N node/
<node_id>/params/local, ESP-AT £ H ¥ MCU k£ EIELFAEIER (JSON #%R)
HE3% RainMaker Z . 7] % 38 H node/<node_id>/params/remote., ESP-AT £ H 3 M
RainMaker Z Ui OB OB BEATARAT . FFREBAT G B0 (547 at% ) ik MCU.
£ RainMaker BTN, [ TR Q+++, TLIRAIEHADL AT a4
1. RainMaker FEEHIT, EmFRS AT -

7.1.5 RainMaker AT {45

 ESP-AT RainMaker J}§ B 745 (3:3))
ESP-AT 2445 2245 H #2211 RainMaker JRAZEALEIHE . .

% 1: ESP-AT ji4 B 745

ESP-AT R & ;]

A AT JHE WS ESP-AT iF 8.4k % (£3))

+RMRECV:<src_name>,<device_name>,<param_nathSP<Airiif pafhidRainMaker = i) 1 5, 50
<param_value> A& FAFH

+RMCONNECTED RainMaker 1% 4515328 =

+RMDISCONNECTED RainMaker X458 s IF T 5 =1 i%ER:

+RMRESET RainMaker % #5322 U5 2 reset Jl 5. F 35 MCU
TERMCENE B B 3h AT A S AT+RST > H
JEEEER

+RMREBOOT RainMaker 1% %5322kt 2] reboot J5 B, . F 3 MCU
TERMCENE B B sh AT A S AT+RST K
JEEEER

+RMTIMEZONE RainMaker 1% £592:0 3] timezone Ji 5,

+RMMAPPINGDONE RainMaker T4 52 BT AT /5.2 ] g

+RMFWNOTIFY :<type>,<size>,<url>,<fw_version>RaitaMaiterid$ 45 i i 3221 2 ¥ F#5 MCU OTA

Es
+RMOTA :<status> RainMaker %45 %7 4 Wi-Fi MCU OTA RS
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AT FAQ

o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— 4ofTIR I AT B4R 25 ¢
- BWM L E 0y AT B 4ol T3 2
— dof kA ESP-AT %i% d1 £ by PR R bin XA 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3%5F busy = H 45 A ¢
- AT Aft, Lo BB AN GLEARER TENEL, AHAY
- ERFARL Lo BRIN AT Bl B0 b A AR G S AR B8R T 46 34
— I MCU % ESP32-C3 % &% AT %45 RiAw |, A 4RAE 2
— Wi-Fi w7+ (3T¥P WIFI DISCONNECT) = At 4 %
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- R EH AT 455 T 2 = VARG R = T 1) 2
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT A P F 5k F 45 ho T 4L 32 2
— AT A B 2 4 BT B TSP 2 (BRIN: 115200)
— ESP32-C3 1 ) AT 4p it NaBEEHEX,, 4o RFEIE0GH ST, ESP32-C3 A% 45 i A0 L 09 4R
ENER K]
- IR E T E P 35t T1% 8 notify = indicate 5% ¢
o EAF
- ETRRB Loy AT B2 KSR flash % K 2
- AT Bt & & error log ¢
— AT j& ESP32-C3 #2480 k0% UARTI i@ 12 % Wrk5 ESP32-C3 ¥240.64 datasheet 2k UARTI 6 By 7~
—3?
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-C3 AT Bvk -z 4o fTiiX B AL ¢
— 4o fTI5 7 ESP32-C3 AT %1k TCP 3 4B R R K T 044 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-C3 AT 4ef735 % TLS ¥ A ¢
AT Bl fT15 7k TCP 354 2
ESP32-C3 AT ¥ 3% PPPv%?
AT 4o fTiE A8 iRK B & 2
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— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

* Jg5k Windows Flash N2 T.H., 1404550 25 Flash "~k THH 488
o BESRHINEIE S HAT T #dsd .

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

THT WA AR B A S gridt e i 2R, 32 B A T 2MB/4AMB K]
B bin 34, {VF build/factory H3®F.

8.1.5 B4l " AT R M Frimdss ?

o BRALCRRREF L, (RO A SRR -
o MTREIFEERLE, AT AL A O v AT+ UART_CUR 53 AT+ UART_DEF #HATIEEL.
« BAFEASF

8.2 AT &y Wi
8.2.1 AT #&/5 busy &l 25 ?

o $EUR “busy” FIRIEFEALPRFI—kn4, JCIEMIN S HHA . FoA AT e s 2 bk, XN
WPRSEH— 252G, A BRI —&m s
o WMHZHEVAEFEFMAR, REHEHR “busy” 3k “ERROR”, K AALfTE: CAHIA, 9
IR RHIA
- O A AT+GMR (##174F CR LF) (ZH84F), BT AT+GMR (##174F CR LF) ©. 4@ — 45
B AT 2T, REXPIT LS. HURTIER RS0 AR 58 AT+GMR #:4F, SRIE] T )5 T HY
AT, BEOA R A, REHER “busy”. (HIMRBRFE D L5 T AT+GMR #:
1, FIEEE P ZSBAT, SRR — &M RNmS, R%H#R “ERROR”,
- MCU %% AT+CIPSEND )5, Yi#| busy p.. ML, MCU 38 K iEEdE. K4 busy p.. 1£3
bR IEEAT, M A T BEWEF AT E—4&m M5, MCU FEEEHT A% #ifr
Ao
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8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

824 1 MCU # ESP32-C3 Btk AT ar JGiGHI, 112 50H 2

4 MCU % ESP32-C3 4 %1% AT iy 0 R SR INATHAF 5, (BT PS4 7 AT,
W5 RLibE AT B2 FRERAS.

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WREEH AR A R AMPDU, JIf4 ESP32-C3 XAEAIER a8 3¢ B, HZh 4] AMPDU L.
— WS s H AMPDU, {H2 % 1 #5511 ESP32-C3 2 [i] ) AMPDU 1L fEAE Je 251k i) i, B
2 T % 2509 AMPDU ZhGEEL# ESP32-C3 1) AMPDU Ihfig. ISR 4544 )il ESP32-C3
i) AMPDU Tjfig, 1§ HiT% 1% ESP-AT T42, {E55 TP E TS Bk
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
« phy mode 3675 PE I, 1K th 851 ESP32-C3 2 [i]1) phy mode 7775371k 18, 52 A Y]
1 3% th #5149 phy mode =Y 3% ESP32-C3 {4 phy mode. 415 % )4 ESP32-C3 (%) phy mode, %%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

T PA. ESP32-C3 [ Wi-Fi Fl Bluetooth LE 3t —#8 K 2k, W] {#i FJ AT+RFPOWER 514 & .
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-C3 R 51 SCRpERE WPA2 AV 0 % i £ DI , 759w 1% I 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-C3 il AT ar At AEBIA, WREZIIRIWIF, ESP32-C3 [
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// EARAL 0x01 B 0x00 (M F EF A hex # KX EWHIEH AL 0100)
OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// BARAL 0x02 BAL 0x00 (WREWF A hex # KX E WiF st £ 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc & server H Pl K i# notify F indicate B H 3 & H
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8.3 #liff
8.3.1 fEARIEA] LR AT FIfREERE N flash 2K 7

* AT ESP32-C3 RIMIH, Gn]LASHESP-AT B 1+ £ 7%

8.3.2 AT [ infu#5% error log ?

» ESP32-C3 ¥£ download port £ error log, 2kiA UARTO 25 GPIO21. GPIO20.
o T AS st ik 4k

8.3.3 AT 1r ESP32-C3 Eig] -1y UART1 {3455 ESP32-C3 k5411 datasheet 2RI\
UART1 & HA—5% ?
» ESP32-C3 37 #F 10 Hi[EAE#, FE 41 ESP-AT ({5, W DAFE menuconfig HH i 1:f 25 4 i B 45 vl

UART! (45 IR B, i DAL 25 HE BRI datasheet 45 1A —EL 1 0L«
o EIHENS ] PAZ 5] factory_param_data.csv,

8.4 PInE
8.4.1 AT Wi-Fi B ket 20 ?
* TENFEHFT, AT Wi-Fi SEZFE S 5 & EAESCBRH H, Wi-Fi S AT % 2%

PERE, PIZRIREE, B RAMREE A5,
» A[PAIEIFAT+CWIAP 1) <jap_timeout> S5, R i SO [E .

8.4.2 ESP-AT [hilfF TCP ik 1 /bl DI g ?

o TCP Jiktd N 4\ JeykiEd fr B0k, T ZEELE M gnik ESP-AT TREAE B i [ 14
o T PAE H L & menuconfig Z:4{, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C3 AT 5w dnfol ik e fR AL ?

o AT FFrE S 0 R RS, AU esp-idf ARK) iperf Bl EA TN O AT ST, 35 664
BTy, TR R 1460 YRS AR ) .
o FEHERAW TR, B ASFH Lo TIR G ESP-AT Bk i ft KL RH A,

8.4.4 lmfnffz ESP32-C3 AT ERi\ TCP HctiBede K itk % ?
BRINIEOLR, AT ¥ TCP %l Br s A% i RIRECH 6 k. F8n] DAE R AT 77 B i & TCP 4%
B A R (BUETERE D [3-12]):
* WSH R iF ESP-AT T42 SURY B AT401¢ AT [, EHTP Y, EHE Maxinun

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

« WBH M T 4k ESP-AT 142 SCRY H AT 1R AT {4, FE55 05 =/, B
CONFIG_LWIP_TCP_MAXRTX [ .
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8.5 IAih
8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

o ESP32-C3 ¥ UART, SPI #:115f(=.

o AT BRIARMF 28 A UART 42 1R A% 5. H P a2 RF5 20 H SDIO 835 SPI £ 11 i
5, WIPAKET ESP-AT FLEZmiF, A5 WL 45 Fo I 4L

o WEYRHES® il AT SDIO #1171 , {fif] AT SPI#:11 , B il AT EFED .

8.5.2 ESP32-C3 AT W45 TLS BpillJiiAs ?

45 1% ESP-AT T.#E W, B PAYE ./build.py menuconfig > Component config >
mbedTLS HF, W LA ARTFEM A 2 A (il AE .

8.5.3 AT WlfFanfl & TCP &% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C3 AT f R 3 HF 16 A~ TCP 42, W PAYE menuconfig HHEATHCE., BLE AT
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C3 AT 7 PPP 2

* A3, P27 pppos_client /B AFTEIL.

8.5.5 AT mfuffieiitiH & ?

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§€ Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAH LR 2) log SEH I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H{&k

ALER A5 log %64k 3 Debug.,

8.5.6 AT R4 a8l HTTP Witk Jyie ?

o HHl AT 83 Ah 7 i
— i HTTP f#) Range “FEHE & B EHETEE , HAKTEE 2% AT+ HTTPCHEAD + #) .
— A[PAMEEH AT TCP £%1)#54 A4TH5% HTTP GET 53K . FEESP32-C3 3% & - Bk #h 3 2 X F
é’J BAEF R N 6 M T 208, Im—2% &M AT+CIPSEND 14 Kk H
T35 %) HTTP GET >R 25 R 55 o B o] o FERE sl o=, X MRS im 3k B HTTP
GET WREE, MCU 752t 5 & AT+CIPRECVDATA iy 4 RSO Se 854, DA e R AR
AL R B BRI S5 20 MCU i 763 M AR BRI 10
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARRG . FEar BT, AT & uim HICE L AT T AP S e 1F AT ar B 1At
, [AIN AT e 02 A AT R . AT FE RIEI T, M4 X JEASIER X .

* KIKAT+CIPSEND WE W), W > 25

* KIKAT+CIPSEND P ATap % Y, I > 2 )5

o % PEAT+CIPSENDL Y8645, W > 25
o % 3%AT+CIPSENDEX VB4, WE >2 )5
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* KIKRAT+SAVETRANSLINK B E A8, AR (AT+RST) fiy %, MAEHZ G
* KIKAT+BLESPP $A76n4 MY, WK > 25

TR, Kk +++ s

, SMEIEAR X GRH, FEAG AR

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

 After sending the AT+CIPSEND execute command successfully and returns >.

 After sending the AT+CIPSENDL set command successfully and returns >.

o After sending the AT+CIPSENDEX set command successfully and returns >.

o After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.

» After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BB R, AT fir s DI FAT T AR U R (B THIRI+++ ), TIRZ AT
s, XEHHES B U LA X . AT FE FAEL T, SMe SR #EA 3B X

KIKAT+CIPSEND P& A ), B > 25
K IXAT+CIPSEND 7 1, I > 2 )5

o RikAT+CIPSENDL % EA Y, & > 25

o KiRAT+CIPSENDEX ¥ B2, BlE >2Z2 )5

o RiEAT+SAVETRANSLINK V¢ &5 31, FRILAT+RST 34, BAEBEZ G
* KIKAT+BLESPP i f71ep 4 Y, WK > 25

TR, Rk +++ s

, SMEIEAREX GBI, FEAGSAEX.

DHCP Dynamic Host Configuration Protocol

A FALBCE YL

DNS Domain Name System

DTIM Delivery Traffic Indication Map
JUSI e e EAN LS E I

GATTC Generic Attributes client
GATT % i

GATTS Generic Attributes server
GATT flR%54%

HID Human Interface Device
AAUEE O

I2C Inter-Integrated Circuit
SRR K R 2k

ICMP Intemet Control Message Protocol
PRI A5 19X 2 T 4 SO

LwIP A Lightweight TCP/IP stack
—/NME B P) TCP/IP #p3%

LWT Last Will and Testament
i

MAC Media Access Control
MAC #bhk

mDNS Multicast Domain Name System

Z 4 DNS

manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANiE ?Efm % NVS. manufacturing nvs I7£f# T AT IEIFFE){U\E? MBI . ﬂx%ﬁ GATTS
s, BHEE . Wi-Fi iCE . UART IUESE. XEEACEER, BOAETE raw_data WL, A48T
mfg_nvs.bin, $EFF| at_customize.csv FE LWL E .

MSB Most Significant Bit
R R
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Chapter 9. Index of Abbreviations

MTU maximum transmission unit
oINS

NVS Non-Volatile Storage
AE5 K AEA it A

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C3 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

WL R BOAL R
B LA, PRI PAAR AT 6. B, el LA AT+CIPSEND fiv %, Kik AT fiy
2 FYE Y MCU %odls 21 (2 it om . AT imli B BBt , Sl AT 64 HaR [ 45 MCU, - [ b
Zats +IPD {55
WAL U, WSRIERENTT, ESP32-C3 AN&EIE, HHRRIERWITIT.
WL N5 7% Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
Pl PEToLn . OWE 2 —Fh Wi-Fi ARifE, EHl PRt sl Z [ A (5 52 B OR AP, AN 52 HoAt b 5
S o
EZNHESH iR F .

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C3 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C3 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

ARG Wil @i sk
MBEERGECT, I PARERSIE AT iy, B TR +++ a4 AT a4 FHRE] 1 Frf i) MCU
B oo, kR um. M A i s ol ad AT ayd HciE o, &[]
% MCU,
Wi-Fi SRR, WERIEEWTTT, ESP32-C3 (N5 iy, SIS E I, Ly sl
A+++ B HFER, WL ERE; ESP32-C3 fENRSFaRiNy, & K PHEERE AN T B 5, iy B
T A +++ 1B HIER
L AN 2HE 27 Transmission Mode Shift Diagram .,

Transmission Mode Shift Diagram

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (<538 1% 5 12 X))
e Passthrough Receiving Mode (i% 15 32542 X))
* Passthrough Mode (:% 1£#2 X))
e AT+CIPMODE
o AT+CIPSEND
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¢ 44+
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
WA TE-5- 8 240 A2 X A 1542 X Z [ — A
TEBL RN, AT ANRER AL 2 L fxd ;5 AT AT AR SR B A% 0 i s, il AT 6y
A O TR v 25 MCU., T8 £ 14415 55 Transmission Mode Shift Diagram.,
PBC Push Button Configuration
A
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCLAdIE, 7E ESP-AT LA 8RR OPEN A1 WEP PASMY) Wi-Fi (AR
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIPEGIER AR ARG (PKY) 22— mirE. . 25% . BHECRS A
R R, HEMIE TS . R, [H . A AR S T 1.
HEZNHESH NI EYIERE .
PLCP Physical Layer Convergence Procedure
PLCP ti%, EIHBHZE SN
PMF protected management frame
ZART ) H
PSK Pre-shared Key
Pt S
PWM Pulse-Width Modulation
fikir 5 JEE A il
QoS Quality of Service
i 55 ot B
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC 4T, FEALMLI R AR BE B I R T AR
SMP Security Manager Protocol
LAY
SNI Server Name Indication
i85t S TN
SNTP Simple Network Time Protocol
] B oA 225 Hh TR M
SPI Serial Peripheral Interface
TR D
SPP Serial Port Profile
SPP i, BlEs MY
SSL Secure Sockets Layer
SSL #ifl, BPZe4E e il
system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.
RGN AT 634 1 4 MCU g8 . S5 RGN R A \r\n 452 . AR RS0 B VL] ILAT
TLS Transport Layer Security
TLS P, R& 2 22 e il
URC Unsolicited Result Code
FEFREANS, — OB % MCU By Mk [l
UTC Coordinated Universal Time
i S
UUID universally unique identifier
A E—H 51
WEP Wired-Equivalent Privacy
WEP 5K, R 4R
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WPA Wi-Fi Protected Access
Wi-Fi {47151

WPA2 Wi-Fi Protected Access 11
Wi-Fi {47151 1T

WPS Wi-Fi Protected Setup
Wi-Fi {3715 5
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Chapter 10

Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XITREAATSE (RBE) G B, . SR, FPREER AR B E (B EARRTHE £ % .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST

10.11 W)y oiit

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !

Espressif Systems 440 Release v2.3.0.0-esp32c3-1141-g9¢9fe15fbl
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1141-g9e9fe15fb1

Chapter 11

> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
‘% NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] S++

SEEEEEEEERERRR
.....-.-.----“

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o

. Vﬂﬁ TCP/IP SR AN 2% o

RE 5 i b g A 21 W U A2 BR A B ML 5 o
. EHLXT fir 44 [ 5. 5 T AT
o PRI HE AT i34

11.1  3:Aih Espressif ¥4 iR

BT ESP-AT Z4b, REEDRIRUL T HABER TS, DA A B RINTK

 ESP-Hosted Jj &1 ffi /R 55 R 50 FVEMANT FHL RS M L 5 VML BERR - ARiF EAL s (T
Linux 7 247 58 fcdas i 48 MCU) @3 FR7ER2 10 (40 SPI, SDIO 5% UART) 7%/l Wi-Fi #1 Bluetooth/BLE
IhEE. NI W ESP-Hosted GitHub,

* ESP-IoT-Bridge Jj & 24X} IoT [ 35 50 T B4 N 254 11 2 (Rl %42 5 {5, 40 SPI. SDIO,
USB. Wi-Fi, PAKRSEMZ5HE: 1, FEiZff )y %, Bridge 45 ERT UK H B S a P2 4t E I ThRE,
MORTPAVE R AR AR 55 25 R Ak A7 i & . 1A WL ESP-10T-Bridge GitHub,
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— [ —  —

AT + CONNECT = CONTROL

B abcdef...

[OK]

/] 2: ESP-AT fir4

IR Ty ST AN F A AR GEAA A I TEoR o X T A BEAE AR UTC RS I T4k AT [ ASME AT
Fr, AT ARREE L5 RE T RIAR L H AR B A E AT R

* genindex
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A

A2DP, 433

ADC, 433

ALPN, 433

AT, 433

AT command port, 433

AT log port, 433

AT port, 433

AT 441,433

AT H&¥H,433

AT 3% 1,433

AT_BUFFER_ON_STACK_SIZE (C macro), 388

at_fatfs_mount (C++ function), 381

at_fatfs_unmount (C++ function), 381

at_get_data_len_fn_t (C++ type), 384

at_get_mfg_params_storage_mode
function), 387

at_handle_result_code (C++ function), 381

at_max (C macro), 383

at_mfg_params_storage_mode_t (C++ enum),
389

(C++

C

Command Mode, 433
CONFIG_AT_LOG_DEFAULT_LEVEL (C macro),

388

D

Data Mode, 434

DHCP, 434

DNS, 434

DTIM, 434

E

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL c
macro), 384

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
384

ESP_AT_CMD_ERROR_CMD_PROCESSING c
macro), 384

ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
macro), 384

ESP_AT_CMD_ERROR_NON_FINISH (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_MFGR¥VS

(C++ enumerator), 389

ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_PARZJITION

(C++ enumerator), 389

ESP_AT_CMD_ERROR_OK (C macro), 383

at_mfg_params_storage_mode_t::AT_PARAMSENONEr CMD_ERROR_PARA_INVALID (C macro),

(C++ enumerator), 389
at_min (C macro), 383
at_read_data_fn_t (C++ type), 384
at_sleep_mode_t (C++ enum), 385
at_sleep_mode_t::AT_DISABLE_SLEEP
(C++ enumerator), 385
at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 385
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 385
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 385
at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 385
at_str_is_null (C++ function), 381
at_write_data_fn_t (C++ type), 384

B

Bluetooth LE, 433
BluFi, 433

(C++

384
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),
384
ESP_AT_CMD_ERROR_PARA_NUM (C macro), 384
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (o
macro), 384
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 384
esp_at_cmd_struct (C++ struct), 381
esp_at_cmd_struct::at_cmdName
member), 382
esp_at_cmd_struct:
ber), 382

(C++

:at_exeCmd (C++ mem-

esp_at_cmd_struct::at_gueryCmd (C++
member), 382

esp_at_cmd_struct::at_setupCmd (C++
member), 382

esp_at_cmd_struct::at_testCmd (C++

member), 382
esp_at_custom_ble_ops_regist (C++ func-
tion), 379
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esp_at_custom_ble_ops_struct (C++ struct), (C++ enumerator), 386

382 esp_at_error_code: :ESP_AT_SUB_COMMON_ERROR
esp_at_custom_ble_ops_struct::connect_cb (C++ enumerator), 385

(C++ member), 383 esp_at_error_code: :ESP_AT_SUB_NO_AT
esp_at_custom_ble_ops_struct::disconnect_cb (C++ enumerator), 385

(C++ member), 383 esp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR
esp_at_custom_ble_ops_struct::recv_data (C++ enumerator), 385

(C++ member), 383 esp_at_error_code: :ESP_AT_SUB_OK (C++
esp_at_custom_cmd_array_regist (C++ enumerator), 385

function), 379 esp_at_error_code: :ESP_AT_SUB_PARA_INVALID
esp_at_custom_cmd_line_terminator_get (C++ enumerator), 386

(C++ function), 380 esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC
esp_at_custom_cmd_line_terminator_set (C++ enumerator), 385

(C++ function), 380 esp_at_error_code: :ESP_AT_SUB_PARA_NUM_MISMATCH
esp_at_custom_net_ops_regist (C++ func- (C++ enumerator), 385

tion), 379 esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL
esp_at_custom_net_ops_struct (C++ struct), (C++ enumerator), 386

382 esp_at_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH
esp_at_custom_net_ops_struct: :connect_cb (C++ enumerator), 385

(C++ member), 382 esp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD
esp_at_custom_net_ops_struct::disconnect_cb (C++ enumerator), 386

(C++ member), 382 ESP_AT_ERROR_NO (C macro), 383
esp_at_custom_net_ops_struct: :recv_datesp_at_get_core_version (C++ function), 381

(C++ member), 382 esp_at_get_current_cmd_name (C++ func-
esp_at_custom_ops_regist (C++ function), tion), 381

379 esp_at_get_current_module_name (C++
esp_at_custom_ops_struct (C++ struct), 383 function), 387
esp_at_custom_ops_struct: :pre_active_wrkdie alatgetcadddalek id (C++ function), 387

(C++ member), 383 esp_at_get_module_name_by_id (C++ func-
esp_at_custom_ops_struct: :pre_deepsleep_callbdak), 387

(C++ member), 383 esp_at_get_para_as_digit (C++ function),
esp_at_custom_ops_struct: :pre_restart_callbacRk78

(C++ member), 383 esp_at_get_para_as_~float (C++ function),
esp_at_custom_ops_struct: :pre_sleep_callback 378

(C++ member), 383 esp_at_get_para_as_str (C++ function), 378
esp_at_custom_ops_struct: :pre_wakeup_ceaddipeatk get_version (C++ function), 379

(C++ member), 383 ESP_AT_LOG_BUFFER_HEXDUMP (C macro), 388
esp_at_custom_ops_struct::status_callba¥p_at_log_write (C++ function), 387

(C++ member), 383 ESP_AT_LOGD (C macro), 388
esp_at_custom_partition_find (C++ func- ESP_AT_LOGE (C macro), 388

tion), 380 ESP_AT_LOGI (C macro), 388
esp_at_device_ops_regist (C++ function), ESP_AT_LOGV (C macro), 388

379 ESP_AT_LOGW (C macro), 388

esp_at_device_ops_struct (C++ struct), 382 esp_at_main_preprocess (C++ function), 387
esp_at_device_ops_struct::get_data_lengidp_at_module (C++ enum), 385

(C++ member), 382 esp_at_module: :ESP_AT_MODULE_NUM (C++
esp_at_device_ops_struct::read_data enumerator), 385

(C++ member), 382 esp_at_module_init (C++ function), 378
esp_at_device_ops_struct::wait_write_camdette nvs_get_blob (C++ function), 388

(C++ member), 382 esp_at_nvs_get_str (C++ function), 388
esp_at_device_ops_struct::write_data esp_at_nvs_set_blob (C++ function), 388

(C++ member), 382 esp_at_nvs_set_str (C++ function), 388
esp_at_error_code (C++ enum), 385 esp_at_para_parse_result_type (C++
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_FAIL enum), 386

(C++ enumerator), 386 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERROR (C++ enumerator), 386

(C++ enumerator), 386 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_

esp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING (C++ enumerator), 386
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esp_at_para_parse_result_type::
(C++ enumerator), 386
esp_at_port_active_write_data (C++ func-
tion), 379
esp_at_port_enter_specific (C++ function),
380
esp_at_port_exit_specific (C++ function),
381
esp_at_port_get_data_length (C++ func-
tion), 380
esp_at_port_read_data (C++ function), 379
esp_at_port_recv_data_notify (C++ func-
tion), 378
esp_at_port_recv_data_notify_ from_isr
(C++ function), 378
esp_at_port_specific_callback_t
type), 384
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro), 388
esp_at_port_wait_write_complete (C++
function), 380
esp_at_port_write_data (C++ function), 379
esp_at_ready_before (C++ function), 387
esp_at_response_result (C++ function), 379
esp_at_result_code_string_index (C++
enum), 386
esp_at_result_code_string_index:
(C++ enumerator), 386
esp_at_result_code_string_index:
(C++ enumerator), 386
esp_at_result_code_string_index:
(C++ enumerator), 387
esp_at_result_code_string_index:
(C++ enumerator), 387
esp_at_result_code_string_index:
(C++ enumerator), 386
esp_at_result_code_string_index:
(C++ enumerator), 387
esp_at_result_code_string_index:
(C++ enumerator), 387
esp_at_result_code_string_index:
(C++ enumerator), 387
esp_at_result_code_string_index:
(C++ enumerator), 386
esp_at_set_module_id (C++ function), 387
esp_at_set_module_id_by_str (C++ func-
tion), 387
esp_at_status_type (C++ enum), 384
esp_at_status_type:
(C++ enumerator), 384
esp_at_status_type:
(C++ enumerator), 385
esp_at_transmit_terminal (C++ function),
378
esp_at_transmit_terminal_from_isr
(C++ function), 378

(C++

G

GATTC, 434

:ESP_AT STATUS_ NORMzRainMaker

:ESP_AT_STATUS_TRAN

ESP_AT_PFARETPAMI4E_RESULT_OMITTED

Fl

HID, 434

I12C, 434
ICMP, 434

L

LwIP, 434
LWT, 434

M

MAC, 434

manufacturing nvs, 434
mDNS, 434

MSB, 434

MTU, 435

N

Normal Transmission Mode, 435
NVS, 435

O]

:ESP_AT RESggT CODE_ERROR

:ESP_AqQRESULT_CODE_FAIL

:ESP_ AT RSP bR S3E

Passthrough Receiving Mode, 436

:ESP Af”ﬁﬁéﬁfT CODE_MAX

PCI Authentication, 436

:ESP_A%”§%§8§T_CODE_OK

PLCP, 436

:ESP_A%wgﬁg@fT_CODE_OK_AND_INPUT_PROMPT
PSK, 436

:ESP_AfTﬁ%é@ﬁT_CODE_PROCEss_DONE

:ESP_AégﬁSULT_CODE_SEND_FAIL

QosS, 436

:ESP_AWRRESULT_CODE_SEND_OK
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