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Chapter 1

AlH5M

AFGFG A2 ESP-AT @At 4 AMATHERRREFE . DASCANAT T AR SR AT [, i PAF B

1.1 ESP-AT 21|24

ESP-AT J& /KRBT A i n] B3 T B = e ) 52 F Bl F , BAERRAIRE P IR R BAS, PR e i . 84t
ESP-AT #§4, &0 DAPRBEINATCL ML iSRG SCEEWREE A GEfE s S5 T6e, BEiEEst
JeEETHEL B Y R

ESP-AT ;& £ T> ESP-IDF SLH R4 T2, B i ESP32-C3 BI M MAL, MCU /ERFHL. MCU Ki%k
AT fiy4-45 ESP32-C3 54l , %] ESP32-C3 Bidl AT AN [ 4 fE, Jf- 820k ESP32-C3 B4z 5] ) AT Iy
N . BSP-AT 244 7 K EINFEARFIN AT fird-, 1 Wi-Fi fiy4-. TCP/IP 54, Bluetooth LE fjr4~. Bluetooth

4. MQTT 474, HTTP 674, Ethernet fiy 345,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

K 1: ESP-AT 445

AT 4 PA “AT” TR, U3 Attention, PARIH)—47 (CR LF) 4R . HAREER A&k 0] oK B
ERROR MWL, FIR Y HIar > M A PATER . HE, Irf AT ey ¥ spATidT, SR BIIT— 4%
s L, FEMT AT iy, WAER E— A iTsg e n, MAET —&ard. MR E—FamdR
WAToEEe, NERTHMA, WERE busy p... K. HEH K AT 6o fE BB AT 44 &

BOABCE T, MCU il UART 345 55 BSP32-C3 B4, Ak AT a4 AR AT Rz, {Hig, ]
DA SE PG RS DU B R, (D HA i (5 4% 1, fil4n SDIO.




Chapter 1. A48/

ke, R DARET ESP-AT TAE, FAATIFAEZM AT s, ASKBEZ R IhEE.

1.2 iR

ARSCR AN HANGER AT [FEF . Ak AT air MR AT Wi b T 5 SRR DA BB 12 18] ] %
.

PR RIBEAL, AT BN PR SR ar @ 2 5. BRI SHESP-AT Bl 1 £ 5t

1.2.1  WifkfEsS
%% 1: ESP-AT M pr f5 il {2
1 IhgE
ESP32-C3 J- & #t MAL
USB #dis2k (i%4% ESP32-C3 1 & Hifll PC) AR F S H SRR
PC FHL, R T 2R ML
USB %fli2k (i#4% PC A1 USB % UART H: [I4ER) Kk AT 4. 200 AT i b B % 4%
USB #% UART H [ 541 &4 USB {55 M TTL {55
FEFRZE (7432 USB % UART £ [1RLHLfI ESP32-C3 JF &) | &1k AT s e AT wi )y B E

] 2: ESP-AT Il is{hE {2 1 7 7 1A

R R 4 AL FRZ % ESP32-C3 JT & Hufl USB %% UART H LISl (H AR GO F A 2 i
ieE, R 2 AR FRZ R TX/RX BT,

1.2.2 ESP32-C3 &%l

ESP32-C3 AT X %> UART 4% 1: UARTO i T R EA-F1% 4 H &, UARTL HF %% AT 4%
i AT W5 . BRINESL TR, UARTO FI UARTI $9fiH] 115200 P4k mid (s .
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% 2: ESP32-C3 Series 41 A4 43245 40 il

Thie ESP32-C3 FF &R E M HEREEH
; o &
TREPEA UARTO pe
+ GPIO20 (RX) . TX
+ GPIO21 (TX) « RX
AT 532 v 2
LR UART1 USB %% UART #3 1 itk
+ GPIOG6 (RX) . TX
+ GPIO7 (TX) + RX
« GPIO5 (CTS) * RTS
« GPIO4 (RTS) * CTS

BEW] 1: ESP32-C3 JFRMuA PC 2 [A) /S B HE4: C N L AE ESP32-C3 JF A b, (1 USB Kdnzk
TERTT S AR AN PC HIW]

BtW] 20 CTS/RTS & BUATE M BE (= D) e 4 ik .

ESP board
RX

™ RX
cTs RTS
e RTS cTS

USB to serial converter
T

& 3: ESP32-C3 &4 fifi {4 en 2 &

R TR H T ESP32-C3-MINI-1 #4114, 2% (ESP32-C3-MINI-1 £ ARHHE Y .

1.3 p#idRT

AICHPA ESP32-C3-MINI-1 B2 B, /48 Qi) T 2% ESP32-C3-MINI-1 B4RV AT [E{F:, PASZ AN
R R R BRI b, HE ESP32-C3 RYBAH ] 2530k

FHARERE AT EE2Z ], RO ER BT RIS 5% 5 it gk
RETRFRANOBEAL, AT BAFPEBT LR LA DS . SURTIZHESP-AT B £ 5t

1.3.1 p#k AT W1k

THTE MDA 2B AT B2 PC:

* HIfEAT E#
o FRENERIBLLH PTG AT [
o mh MV T R ER
At , BT R T ESP32-C3-MINI-1 %f [ ESP32-C3-MINI-1_AT_Bin_v2.3.0.0 M4, ZEHH

FUSREEH B A8 AS bin ARG, HYE ESP32-C3 R FBLAL B H 5451 ) bin SCAER AT 2540
hE:
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— at_customize.bin /] ZH A KK

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #
ble_data.bin

client_ca.bin

client_cert.bin

client_key.bin

factory_param.bin

factory_param MINI-1.bin

mgtt_ca.bin

mgtt_cert.bin

mgtt_key.bin

server_ca.bin

server_cert.bin

server_key.bin

— download.config /)% EEH WS R
— esp-at.bin // AT KA EH
F—— esp-at.elf

F—— esp—at.map

— factory /) EFEHEATAFE bin X #
| — factory MINI-1.bin

| L— factory_parameter.log

[TTTTTTTTTITT

— flasher_args.json /) TERBHEEFTHHER
— ota_data_initial.bin // ota data X %7 % &

— partition_table /] — F A K F Ok

| L— partition-table.bin

— phy_init_data.bin // phy WM HEF R

L— sdkconfig // AT E XN WG FRE

Hrr, download.config IS BEREFHISEL:

——flash_mode dio —--flash_freqg 40m --flash_size 4MB
0x8000 partition_table/partition-table.bin
0xd000 ota_data_initial.bin

0xf000 phy_init_data.bin

0x0 bootloader/bootloader.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/ble_data.bin
0x3a000 customized_partitions/mgtt_key.bin
0x27000 customized_partitions/server_key.bin
0x3c000 customized_partitions/mgtt_ca.bin
0x2d000 customized_partitions/client_key.bin
0x2b000 customized_partitions/client_cert.bin
0x31000 customized_partitions/factory_param.bin
0x2f000 customized_partitions/client_ca.bin
0x38000 customized_partitions/mgtt_cert.bin
029000 customized_partitions/server_ca.bin
0x25000 customized_partitions/server_cert.bin

¢ ——flash_mode dio fRFRULEIAR A flash dio FLx T4
e ——flash_freq 40m fQFEIEER T flash # i HRN 40 MHz;
e ——flash_size 4MB{UFE I8 H Y flash £/ 4 MB;

e 0xd000 ota_data_initial.bin fEFEFE 0xd000 HhlS: ota_data_initial.bin 3.
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1.3.2 35k AT BIEE %
TR R B 2 e e R B Iy e

Windows

TFUGRBERZ AT, 5 T 3K Flash TETH. BEA K Flash PR THRIING, HSHEGHEH doc XK.

* $TJF Flash N T H;

o PR RA: (B, Ff1ESE ESP32C3,)

o MG TR Rk —Fh TR (BAb, AT develop, )
o WIREHFRERE M FRED; (AL, FATEFE vart. )

" a1

] DOWNLOAD T..[ = |[ =@ |[ == |
chipType: [Espgzca v]
workMode: Ide"'E|DP v]
loadMaode: Iuart v]

‘ oK ‘

Pl 4: [T OE B

o Rf AT [Elffpesk 2, PARPIRN A SUE kL —:
- HEFHEITEEEE R 0x0 Hihlk: A%k “DoNotChgBin”, 8 5™ &l {41 BRIA Bt B ;
- T HEZA bin LR AFR R HLIE: RPE download. config ST E:, 57 A3k
“DoNotChgBin”;

BT R R BN, A T AR R 2 ) COM i 145, FFA “COM:” R8I 3 it 1% i
5. A RUATEF b1 SN G 2% {F Windows A& F i1 .

PR UG, i d AT B2 TR R .

Linux 5 macOS

THfbeskZ i, 823 esptool.py.
PATT PR AT —, R AT BEfFRER R

o I F#EZ A bin U RAFERHINE: A PN A4, Bk PORTNAME fll download.config £
38

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z download.config

FF PORTNAME il LA T 288z D AR, 2 T0vEM & %3 1475, 1§57 1£ Linux F1 macOS
FAEF .

$f download. config FRMIZ M A SEI .

PAF 555 & ESP32-C3-MINI-1 415 A [ 4 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 40m —--flash_size 4MB 0x8000 partition_table/
par‘t"if"i(\nff:«h'l@ bin 0xd000 ota data initial . kin 0xf000 phl_inif (‘12”
—bin 0x0 bootloader/bootloader.bin 0x60000 esp-at.bin 0x1e000 aé_ﬁﬁ
—customize.bin 0x1F000 customized_partitions/ble_data.bin 0x3a000_

Espressif Systeis tomized_partitions/matt_key.pin 0x27000 ?&ﬁ&g@%a%ﬁe&&a%%é&gpﬁ%pg67966ba
—server_key.bin Ox3q§8§nﬁﬂijagﬁﬁﬁgnP?géﬂﬂﬁgﬁ/mqtt_ca.bln x2d000._

—customized_partitions/client_key.bin 0x2b000 customized_partitions/
—client_cert.bin 0x31000 customized_partitions/factory_param.bin.
—0x2f000 customized_partitions/client_ca.bin 0x38000 customized_

Z5)
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[0l » #EH#L » 0S(C) » bin » ESP32-C3-MINI-1 AT Bin V23.0.0 » ESP32-C3-MINI-1-V23.0.0 » factory ~[ 4]
BEEEH - HE - il S B
ER

] factory_MINI-Lbin J SPIDownload ] HSPIDownload ]
|| factory_parameter.log

m

e o
a8

SpiFlashConfig

SPI SPEED SPI MODE DETECTED INFO

DoMNotChgBin ~
@ 40MHz [@]e) (0]
LOCK SETTINGS
@ 26.7MHz @ QOUT O
C2MHz  ®DIO
CsoMH: O pouT

(©) FASTRD

Download Panel 1

N -
START STOP " ERASE l COMH| COM73 v
BAUD: [ 115200 -

63 IR = e T S

7] download.config - i0E%
SHF)  #EEE) HEI0) FE(V) EEH)

0xE0000
0x1e000
0x1F000
0x3a000
0x27000
0x3c000
0x2d000
0x2b000
0x31000
0x2£000
0x38000
0x29000
0x25000

——flash_mode dio ——flash_fre.

B Partl o
0xd000 ota data initial.bin
0xf000 phy_init_data.bin

0z0 bootloader/bootloader.bin

7 ESP32C3 OAD TOO 9

lon_taple/partitlon- . JEP’lwanlnad ] HSPIDownload ]

esp-at. bin
at_customize. bin

customized partitions/ble_data. bin
customized_partitions/mqtt_key. bin
customized_partitions/server_key. bin
customized partitions/mgtt_ca. bin
customized partitions/client_key.bin
customized_partitions/client_cert. bin
customized_partitions/factory_param bin
customized partitions/client_ca.bin
customized partitions/mqtt_cert.bin
customized_partitions/server_ca. bin
customized_partitions/server_cert.bin

@ 40MHz  © QIO
) 267MHz  © QOUT
©)20MHz @ DIO

[]LOCK SETTINGS

©)80MHz @ DOUT
) FASTRD

Download Panel 1

IDLE i

COM:  COm72 M

o | o e |

BAUD: 921600 -

i,

P 6: T E R LA Ui A ]
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(% E70)
[ |
o HZTHEITOH B E 0x0 Hihtk: # APL T4, &t PORTNAME fl FILEDIRECTORY &
g

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME e s A ARV 83 O A FR, A ICE E 1R D4 FK, 55 2% 1 Linux Al macOS
FERW.

$f FILEDIRECTORY Fre sl (L & i) i 7= B i SO AR, I OLT, XFé 2 factory/

XXX .bin,
PAF 26 [ Bt & ESP32-C3-MINI-1 B4 # A 14

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio -—-flash_freq 40m --flash_size 4MB 0x0 factory/factory MINI-1.bin

BREUG, e E AT B2 SRR .

1.3.3  Rad AT [IfFiE R hesk i)

TR PA N P IRAG A AT [ he Rl

o ITHE O TH, 41 SecureCRT;

o HAO: BEREF T ARSI AT iy /MR B9E 0 (T LA piE 42 )
o PHRER: 1152005

o BHEfL: 8;

o K;¥5f7: None;

o fFIRf 1

* i : None;

« A “AT+GMR” fir4~, I H#4T (CR LF);

PR PR, WA OK, MR AT B A .

AT+GMR

AT version:2.3.0.0(e98993f - ESP32C3 - Dec 23 2021 09:03:35)
SDK version:v4.3.1-354-g98d34e5

compile time(9ff1373):Dec 24 2021 11:22:05

Bin version:2.3.0(MINI-1)}

OK

B 7: AT Wi

N, EFTEAG A ESP32-C3 s JPHLH G, WIbAE “Fa#/Amm H&E” $ O el E&R . & HEM
NI HEARRL, W] ESP-AT [ E 2 IERRIH L 1.

ESP32-C3 JFHLH #&:

ESP-ROM:esp32c3-apil-20210207

Build:Feb 7 2021

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:2

load:0x3fcd6100,1len:0x1948

Q)

Espressif Systems 9 Release v2.3.0.0-esp32c3-164-g67966ba
Submit Document Feedback



https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c3/get-started/establish-serial-connection.html#linux-macos
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c3/get-started/establish-serial-connection.html#linux-macos
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 1. A48/

(8L 7))
load:0x403ce000, len:0x8dc
load:0x403d0000, len:0x2de0
entry 0x403ce000
I (31) boot: ESP-IDF v4.3.1-354-g98d34e5 2nd stage bootloader
I (32) boot: compile time 11:21:56
I (32) boot: chip revision: 3
I (34) boot.esp32c3: SPI Speed 40MHz
I (39) boot.esp32c3: SPI Mode DIO
I (44) boot.esp32c3: SPI Flash Size 4MB
I (49) boot: Enabling RNG early entropy source...
I (54) boot: Partition Table:
I (58) boot: ## Label Usage Type ST Offset Length
I (65) boot: 0 otadata OTA data 01 00 00004000 00002000
I (72) boot: 1 phy_init RF data 01 01 0000£f000 00001000
I (80) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (87) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (95) boot: 4 ota_0 OTA app 00 10 00060000 00140000
I (102) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (110) boot: End of partition table
I (114) esp_image: segment 0: paddr=00060020 vaddr=3c140020 size=29060h (168032).
—map
I (158) esp_image: segment 1: paddr=00089088 vaddr=3fc90800 size=03dfch ( 15868).
—load
I (162) esp_image: segment 2: paddr=0008ce8c vaddr=40380000 size=0318ch ( 12684).
—load
I (167) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=130764h (1247076)_
—map
I (433) esp_image: segment 4: paddr=001c078c vaddr=4038318c size=0d588h ( 54664)._
—load
I (446) esp_image: segment 5: paddr=00lcddlc vaddr=50000000 size=00004h ( 4y
—load
I (447) esp_image: segment 6: paddr=001cdd28 vaddr=50000008 size=00010h ( 16) .
—load
I (457) boot: Loaded app from partition at offset 0x60000
I (458) boot: Disabling RNG early entropy source...

module_name:MINI-1
max tx power=78,ret=0

2.3.0

TR G T i BSP-AT T#2, 5 3EESP-AT = H 4.

TSR AAE 2 ST QA 66 1] ESP-AT, 355 561 3e sk i e, T AR SR O BE (R DA BB A2 [ nfey i 4, AR5 15
FIET #4685, TR R BB R AT B

Espressif Systems

10

Release v2.3.0.0-esp32c3-164-g67966ba
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 2

AT [ilfF

2.1 RAWRIREE

TR TR AR 0. H, R38R T LATT ESP32-C3 RAIKILIAY AT [T

ik ARG BAT R, AT VAGE AR R BE R R BB [ (R ESP-AT B #F £ 5+ &R
5 R RE R E AR R R R ), B N ERRBT QIE ) S B S (ot £ Ak T A3 =2t 4]
1),

2.1.1 ESP32-C3-MINI-1 &%

v2.4.2.0 ESP32-C3-MINI-1_AT_Bin_V2.4.2.0.zip (#E4F)
v2.4.1.0 ESP32-C3-MINI-1_AT_Bin_V2.4.1.0.zip
v2.4.0.0 ESP32-C3-MINI-1_AT_Bin_V2.4.0.0.zip
v2.3.0.0 ESP32-C3-MINI-1_AT_Bin_V2.3.0.0.zip
v2.2.0.0 ESP32-C3-MINI-1_AT_Bin_V2.2.0.0.zip

PA_EBER T 3y ESP-AT BV 77 T E DRI b SCfF, factory/factory_xxx.bin
SRR LR E DI RERY R SCPFRY B 4. BT PAMUBESR factory/factory_xxx.bin FEaHIE.
0 Y flash ZS ], S ARYE download. config U AME ELAFE T —2E il SCPFBERF flash HOf LY
EIEHIEAY 2B . TR, ES% T HAT B,

e at_customize.bin LT H K3, ZFEVH T ble_data.bin 43X, SSLiEH4 X . MQTT
JET A KDL factory param XXX.bin 4 BRIHE —H4h K ORORIEHIER S K, 5T
DA AT 1y S AT+FS FIAT+SYSFLASH K3 B 1% 304 H1 8 B 17 43 IX B N 25

 factory_param_XXX.bin f§H TR[H ESP32-C3 B4 2 [A]AF (AL E (UL F3) . Wi PRt
AL T ERRRTY.

e WEREIT T H OB, IPAT PAS 4o fT £ sk |- A gk =3t ) ST X E e X
B BEATIC S, gk e 2 H A s . B0, T DARYE UART 4 i /PSRAM/Flash
e S R AR (DU B P 1 2 (Rt A 0 DR 5 JE oK, o SR S [ T RS AL,
BB HESP-AT B 2 7).

4 MR download.config SUMF PN AR5 [ F T 8 FI A & XHLAL ik, 3 il A
HE X Z 8 E M customized_partitions/factory_param_XXX.bin ¥ {U#

11
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https://download.espressif.com/esp_at/firmware/ESP32C3/ESP32-C3-MINI-1_AT_Bin_V2.4.1.0.zip
https://download.espressif.com/esp_at/firmware/ESP32C3/ESP32-C3-MINI-1_AT_Bin_V2.4.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32C3/ESP32-C3-MINI-1_AT_Bin_V2.3.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32C3/ESP32-C3-MINI-1_AT_Bin_V2.2.0.0.zip

Chapter 2. AT [E{4

customized_partitions/factory_param.bin., UART CTS F1 RTS & & 7] ik
H o

» ESP32-C3 %1

PVl UART &/ (TX,RX,CTS,RTS) | Factory Parameter Bin
- - | —
ESP32-C3-MINI %41 . GPIO7 iiitory_param_MINI 1.
* GPIO6
* GPIOS
« GPIO4

* ble_data.bin 7F ESP32-C3 L{EF Bluetooth LE R 45 i i) B R L5 1 IR 555

* server_cert.bin., server_key.bin fll server_ca.bin & SSL IR % g~ FHE
e client_cert.bin, client_key.bin fll client_ca.bin & SSL % g/~ fFliET ;
e mgtt_cert.bin, mgtt_key.bin fllmgtt_ca.bin & MQTT SSL & im /R Bk ;

WERIELETREBA BT B, W TEEERFRH LA — e SCPF T 2% flash Hr
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Chapter 3

AT i 442

BN

3.1

FERAN T2 AT i

LR AT #

AT: Wi AT 530

AT+RST: E)EER

AT+GMR: EFEMAEE

AT+CMD: #5124 7] [ £ SRR e A i & Mt & 258
AT+GSLP: #t A\ Deep-sleep 5z,

ATE: FFJRE %] AT [l 2T 6E

AT+RESTORE: VRE B %HE

AT+UART_CUR: %% UART 4 uilGil S, AME1E%) flash

AT+UART _DEF: % UART BRABCE, 14775 flash
AT+SLEEP: V%8 sleep #i=

AT+SYSRAM : 511 24 il 6 4% 3 25 (1) 1 A /NI 25 ]
AT+SYSMSG: Ef)iRE RGN ER
AT+SYSFLASH : #i#% i85 flash i P43 X

AT+FS: S RGHAE

AT+RFPOWER: Z5if/i%% RF TX Power
AT+SYSROLLBACK :  [0] 7% 51| DA i) [ 2
AT+SYSTIMESTAMP: 25 1]/ - b iof |71 8%
AT+SYSLOG: FE B 25 AT 455U R4 o
AT+SLEEPWKCFG: %% Light-sleep Wi i fIM: i GPIO
AT+SYSSTORE : 1% ‘&SR

AT+SYSREG: 525 1i4%

AT+SYSTEMP: B N ER 5 F IR E

3.1.1 AT: Wik AT B3

AT

=

/q.}

ﬂﬂ/?\

.
.

AT

13



Chapter 3. AT Ay d4E

Wi 3% ¢

OK

3.1.2 AT+RST: B

WA 4

=

,/?\:

’AT+RST

W i ©

[ox

3.1.3 AT+GMR: #HEMAIEE
Wi f s

e

AT+GMR

Wi 3% ¢

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

S

e <AT version info>: AT #Z.DERRAES., BNIE esp—at/components/at/lib/ HE F. L
2 HER) , ToIFBotRl.

* <SDK version info>: AT {fi fl)°F-4 SDK i A5 B, BA1E XA esp—at/module_config/
module_{platform}_default/IDF_VERSION X},

« <compile time>: [H{F4: i HE] .

* <Bin version>: AT [E{FHRA(FE . MAME B W PATE menuconfig HH &k .

e
o QUSREAEREFH ESP-AT [ sp A T8, &It AT+GMR UAE L.

2N

AT+GMR

AT version:2.2.0.0-dev(cadlec4d - ESP32-C3 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

(N gkze)

Espressif Systems 14 Release v2.3.0.0-esp32c3-164-g67966ba
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 3. AT fip4-4E

(£ L£50)

OK

3.1.4 AT+CMD: A ify) 5 i Bl 95 S R B AT i 2 B fir 4 280

W

+CMD:<index>, <AT command name>, <support test command>, <support query command>,
—<support set command>, <support execute command>

OK

o <index>: AT 3275

e <AT command name>: AT 444 FR

» <support test command>: 0 FE/RATEE, 1 FRTHE

o <support query command>: 0 F/R AT, 1 FERTHF
» <support set command>: 0 F/RA T, 1 FRTFF

+ <support execute command>: 0 F/R AT, 1 TR

3.1.5 AT+GSLP: jA Deep-sleep i

- ,
BeEmA
Wi

AT+GSLP=<time>

Wi ¥ *

<time>

OK

S
* <time>: Bt A Deep-sleep PG, BA7: 2ZFb. BOEMAIENG, e H e, 81 HERR
WREEAE, SRJE N AR .

A=
— #x K Deep-sleep K24 28.8 K (231-1 ).

Bl
o HTAMRINERIE I, Frf ek A Deep-sleep F 5 Fr i S B IHC 2 7] AR 2SR
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Chapter 3. AT Ay d4E

3.1.6 ATE: JFpRokY:p] AT ] i 2hf

WA %

=4

A

ATEO

Y

ATE1

Wi i ¢

OK

S

* ATEO: Pl
« ATEL: FF/= ]

3.1.7 AT+RESTORE: &) ¥

AT A

i

AT+RESTORE

Wi i ¢

OK

B
o KRR I GRAEE] flash (IS8, HRE BN S5
s BTG S EFRE.

3.1.8 AT+UART_CUR: ¥ UART Ynijllaitic e, APR{ES] flash
A ity &

[

AT+UART_CUR?

Wi i <

+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK
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=

=

A

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

* <baudrate>: UART &R
— ESP32-C3 %4 55k 80 ~ 5000000
<databits>: ({1
— 5: 5 bit $HRfr
- 6: 6 bit ZHEAL
— 7: 7 bit FIR
— 8: 8 bit HIR{
* <stopbits>: {2 F{i;
— 1: 1 bit &1k
— 2: 1.5bit {517
— 3: 2 bit &k
* <parity>: 517
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: AMifgids
- 1: {figE RTS
- 2: {figg CTS
— 3: [AAH#iFE RTS i1 CTS

B

o Fifjn 4R F R 2 UART FE SE0SChAE, BT8R, ml e S5 3oe(EA R 25 .
o ARPE AR E] flash,
o [ RE M 4 U BE R B R A9 CTS/RTS & M, 1% 3 WA 1+ 4 42 Ml components/

customized_partitions/raw_data/factory_param/factory_param_data.csve.

il

AT+UART_CUR=115200,8,1,0,3

3.1.9 AT+UART_DEF: ¥ UART ZRilficE, PRA{r%] flash
ifar A

AT+UART_DEF?

Mjn] oz <
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+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

o

N

B

¥

A

=

’AT+UART_DEF:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

W i <

e <baudrate>: UART JHpR
— BSP32-C3 i&4%: 3~ 80 ~ 5000000
o <databits>: E#Efr
— 5: 5 bit FIR(
- 6: 6 bit R,
— 7: 7 bit 7
— 8: 8 bit I (v
» <stopbits>: {5} {v/
— 1: 1bit {517
— 2t 1.5bit &k
- 3: 2bit {F 17
o <parity>: LK1
— 0: None
— 1: Odd
— 2: Even
o <flow control>: s
- 0: FffEiE:
— 1: {#EERTS
- 2¢ {ffE CTS
- 3: [AlW}fiifE RTS fil CTS

Bl
o BCEBHCRHRIFAE NVS 73X, 43 8 PR BRI A2
o il E R O 45 P BE G L E A B9 CTS/RTS 4 M, 115 1iF UL#2 # £ 4% Al components/

customized_partitions/raw_data/factory_param/factory_param_data.csve.

il

AT+UART_DEF=115200,8,1,0,3

3.1.10 AT+SLEEP: V¢ HElREL
A it 2

[k
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AT+SLEEP?

Wi % ¢

+SLEEP:<sleep mode>

OK

B A

Pa

e

o

’AT+SLEEP:<sleep mode>

W i <

[ox

S

¢ <sleep mode>:
0: &% F R AR AL =X
— 1: Modem-sleep F={;
« PA Wi-Fi i3
- SPRRLHCRARYE AP ) DTIM & 1 X
« PA BLE Bz
- £ BLE J"HRASF, SRS HORE AR A T4 5] B o 191 2 A
- £ BLE BT, SR HeRE AR A 242 1a) B 2 10 5% 1A
— 2: Light-sleep #i=
« BA Wi-Fi 3
- CPU ¥ H ahift ABERR , ST RHARPEAT+CWIAP 5 4% B ) listen interval
ZHE W K
* Hﬁ[ﬂJEf%gt
- 7E BLE #8738, CPU ¥ H 2tk ARENR, SHIRH R AR I 45 ] B o 1 5¢ P4
- J£ BLE #4388, CPU ¥ H 3k AMENR, SRS R AR 3 12 122 ) B o 1 ¢ P4
— 3: Modem-sleep listen interval 55X
+ B Wi-Fi iz
- IR ARIEAT+ CWIAP iy 2L B listen interval SHUEM M
+ B4 BLE iz
- £ BLE J"HR78T, PSS HeRE AR SR 4 18] e e 15 5% 1
- 7E BLE #4:38T, SPABTHORs HR 49 7422 1a) R e 11 56 1A

L

o M2 PIEIRAR 0, Bluetooth LE A0 ARHI AL . 24 Bluetooth LE #IHA1LIG , N ] DAZE i i fRASE
K.

¢ Modem-sleep #5zF1 Light-sleep A5z 0] PAZE Wi-Fi #5508k # BLE fx0 R %8, {HAE Wi-Fi (R,
R L BETE station B R UHE

* & Light-sleep #iT], SWIRHHETAT+SLEEPWKCFG iy 4B B U MAEE , 5 WA, 54
Ff—HALFHEICIRAS

o ' Light-sleep f205 , WIS Light-sleep Ml £ (AN L 1, 5045155 H 2hitf ABEARE , 24 Light-sleep
L S Ui I & & S = BN N SR L

o XF BLE B Ny Light-sleep #5538, F P /{4 32KHz 4%, 750, Light-sleep #3023 A
Modem-sleep £ T AE.

« AT+SLEEP ¥ £ /5 3% %% A% Sleep AT 711,
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il

AT+SLEEP=0

3.1.11 AT+SYSRAM: 75 ify % bt ol 4 k22 ) fis /25 )

AT+SYSRAM?

W i <

+SYSRAM: <remaining RAM size>,<minimum heap size>

OK

BH

» <remaining RAM size>: Y4Fif| 4% |E], BAf7: byte
* <minimum heap size>: fx/NEZS[E], B : byte

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.12 AT+SYSMSG: #rify/itE &8s

iy

g
MY H RGN EERE

A

AT+SYSMSG?

Wi 3% ¢

+SYSMSG:<state>
OK

B

itk
WERETRREE

A\
"Il/?\‘

AT+SYSMSG=<state>
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Chapter 3. AT Ay d4E

Wi 3% ¢
OK
B
* <state>:
— Bit0: jBH Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2 &3] B2 /R 1= &,
* 0 AFTEN
© FTED +QUITT
- Bitl U PN YN S st
SOHR BN LSy T/ N S ilu XX, CONNECT
« 10 i VR 40 3R 78 {5 B, Il +LINK_CONN:status_type, link_id, ip_type,
termlnal _type, remote_ip, remote_port, local_port
- Bit2: #EBARSEREE, EAT Wi-Fi i5 4542 X,. Bluetooth LE SPP } Bluetooth SPP
+ 00 ATEHHRME R
» 11 24 Wi-Fi, socket, Bluetooth LE 5§ Bluetooth JR3S & 4 280, TEIR{EE, -
— "CONNECT\r\n" = PL "+LINK_CONN:" FF Lt @i = &
— "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
- "WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
~ "+ETH_DISCONNECTED\r\n"
- WL "+ETH_GOT_TP:" FFk MR T &
- PL "+STA_CONNECTED:" FF LW # x££ &
~ L "+STA_DISCONNECTED:" FF kW& 7 £ &
- Pl "+DIST_STA_IP:" FF kW T &
- W "+BLECONN:" FXHETFEE
- P "+BLEDISCONN:" JF 3k M T 5 &
e

* #AT+SYSSTORE=1, Pt & AR RIRAFAE NVS 431X,

o A BIt0 N 1, BH Wi-Fi ;@%7};‘2;& A& /R +QUITT,

o # % Bitl K 1, ¥ £ ¥ WiAT+CIPSTART FMIAT+CIPSERVER 1y %, % 4 ¥% % &
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” RTINS
2 “XX,CONNECT”,

il

/) BY Wi-Fi BEEABRAITHRTE A
// ¢%ﬂf%¢5ﬂﬁém}%ﬁ%w;,

/] EERALAABRTHATH L

AT+SYSMSG= 2

&

/] FEHE KT, Wi-Fi. socket., Bluetooth LE # Bluetooth KA KT W 2T H R T &
AT+SYSMSG=4

Espressif Systems 21 Release v2.3.0.0-esp32c3-164-g67966ba
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 3. AT Ay d4E

3.1.1

3 AT+SYSFLASH: #ifjskis7; flash Jil P1431X

iy

i

FEif flash f 7175 X

s

AT+SYSFLASH?

L)V

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>

OK

BE WA

TE. 5. % flash H P4 X

P
A

=

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W i <
+SYSFLASH:<length>, <data>
OK
¢ <operation>:
- 0: #ERpX
- 1t GAX
-2t WA

B

<partition>: 74X 4R
<offset>: ffshhit
<length>: i &
<type>: J]/ XA
<subtype>: Jij 43 X 1A
<addr>: ] Pk
<size>: FH P4 X AN

fifi A iy 255585 at_customize.bin, FEYIE B SH bofTh 2 Lo K,

Bk AP KHT, 5% ho T A mx PKT UM A2 bl P IS

BRI X, I E TR 2 AT <offset> fll <length> 24§, H T 52 BB 1% H br s XL B, $52
AT+SYSFLASH=0, "ble_data" A[{E[§HA “ble_data” X, WIHIEBRAKEF B <of fset>
fil <length> B4, WIXHANSH(EZRKIE 4 KB AU .

KT KB E X W] 22 ESP-IDF /3 X 3.

Y <operator> jwrite I}, RGLE|M A GEIATRI >, HEHEW] DA AZEE 5, £k
PR EN 5 <length> —F(,

HorXal, WEegRiZas X,

5 PKI bin i}, &% <length> NVl 4 FI3HEEEAE.
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Chapter 3. AT Ay d4E

il

// M "ble_data" R B A 0 AFEH 100 FH

AT+SYSFLASH=2, "ble_data", 0,100

// FE "ble_data" 4R H I 100 XL E AN 10 FFH
AT+SYSFLASH=1, "ble_data", 100,10

// M "ble_data" 4 K H A 4096 A EHR 8192 FF
AT+SYSFLASH=0, "ble_data",4096,8192

3.1.14 AT+FS: 1RS48

Ve /?
A

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

o <type>: HH{LZ#: FATFS

— 0: FATES
¢ <operation>:

- 00 MRS

- 10 5

- 20

- 3 AR

- 4 PR T SO, HEMUCSCRR H sk

o <offset>: fwEEHihl, (ER1EE R E
o <length>: KJ, (UEXHEEHAERE

o fH AT AT at_customize.bin, TEL(E B A %% ESP-IDF 43 X 3% Fl4efT § & U4 X

. ﬁﬁﬂfﬁﬁﬂ’]kfhﬁ?%ﬁiﬁiﬁd\ AR (8] 52 B B (AR

* ¥4 <operator> Hwrite B}, RGULEIN AL IEIEMITRE >, R DU AZSWEdE, £
PERKEN S <length> —F(.

il

/) B FEAS X

AT+FS=0,0,"filename"

/) EEANX RSB HA 100 XEN 10 FF
AT+FS=0,1,"filename", 100,10

/)N EAX R 0 L EB 100 FA

AT+FS=0,2,"filename", 0,100

Q3
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Chapter 3. AT Ay d4E

(£ L£50)

// Bl ARE ET R X
AT+FS=0,4,"."

3.1.15 AT+RFPOWER: #rifj/ix ¥ RF TX
iy

Yitig:
#r1f) RF TX Power

A

Power

AT+RFPOWER?

Wi 3% ¢

OK

+RFPOWER:<wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

A4

=

A

’AT+RFPOWER:<wifi_power>[,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>]

Mjn] oz <

o <wifi_power>: A}y 0.25 dBm, WANBERISEE N 78, WISLERY RF Power {E >4 78 * 0.25 dBm
i\ SE BRI RF Power {H..

=19.5dBm. [ii'% )5nli5fT AT+RFPOWER? fipd>
- ESP32-C3 & & HUETE A [40,84]:

WEE | EBE BRI SCfr dBm
[40,80] | <& TFMH> | <HEH> | <¥EH>*025
[81,84] | < & efi> | 80 20

» <ble_adv_power>: Bluetooth LE | #%H{ RF TX Power.

: -27 dBm
: -24 dBm
:-21 dBm
: -18 dBm
:-15dBm
:-12 dBm
:-9dBm
: -6 dBm
:-3dBm
¢ 9: -0 dBm
¢ 10: 3 dBm
e 11: 6 dBm
e 12: 9dBm
e 13: 12dBm

.
01NNk W~ O
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14: 15 dBm
15: 18 dBm

+ <ble_scan_power>: Bluetooth LE 94#%) RF TX Power, Z%{H{H[F] <ble_adv_power> S,
» <ble_conn_power>: Bluetooth LE %321 RF TX Power, ZE{HUHEA] <ble_adv_power> Z4.

3.1.16 ¥l

« i T RF TX Power 4 K [ 0 % %, 1045 4% %% H 5 2 X W

{ET@@7

B
B DA B if esp_wifi_get_max_tx_power 2 i) F| B wifi_power B {H B] B 5
esp_wifi_set_max_tx_power WEHMEMAEER, EASHIZELK.

3.1.17 AT+SYSROLLBACK: [ul7&£ICLnd s 7

Parr %

=

’AT+SYSROLLBACK

Wi i ¢

’OK

Bl

» g oA OTA 14K, HaBlRE] S — OTA 73 X .

3.1.18 AT+SYSTIMESTAMP: #5 i)/ A s ] ik
i A

i
A ) AR 1 o 1) 7

A .
"ﬂé’\‘

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP : <Unix_timestamp>
OK

&F

B

ik :
P E A )8, 24 SNTP B E 85, 52 7455

O e
iy

AT+SYSTIMESTAMP=<Unix_timestamp>

W
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OK

o <Unix-timestamp>: Unix Ff[a]8;, BA{7: .

il

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.19 AT+SYSLOG: ;3 sk AT 55 Ut
A it 2

itk
#if) AT 5L 275 5 H

AT+SYSLOG?

W i <

+SYSLOG:<status>

A AT AU R

Py
A

’ AT+SYSLOG=<status>

Wi 3% ¢

’OK

B

o <status>: FERCIBIRRRES

- 0: 4
- 1 JH
il
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// B R AT %R KRG R T
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// B AT HiRRGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 77 “ERR CODE:0x01090000"

ERROR

AT FR A2 —A> 32 f -/ BRI, & SCanF

KB FHRE iR
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0

« category: [HE{H 0x01
« subcategory: %R

HIRER IR K | A
3

ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 {588
ESP_AT SUB_NO_TERMINATOR 0x02 FIFN G VDL “m” ZR)
ESP_AT SUB_NO_AT 0x03 FHFEIE AT (B AT AELE at. At o

aT)
ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 SRR A PLED
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 ZHCERLN TR
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 SRR A VLED
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT SUB_PARA PARSE_FAIL 0x08 ST
ESP_AT_SUB_UNSUPPORT_CMD 0x09 A Frzma
ESP_AT SUB_CMD_EXEC_FAIL 0X0A AT A0l
ESP_AT_SUB_CMD_PROCESSING 0xOB TTERFT L — S
ESP_AT _SUB_CMD_OP_ERROR 0x0C T AR R

* extension: F{RY EBEE, ARMWTFEXBEAEAFRMY REE, 15 W components/at/
include/esp_at.h,

BN, RS ERR CODE:0x01090000 R “ANHEFZMmS”.

3.1.20 AT+SLEEPWKCFG: %74 Light-sleep gAML GPIO

)E’J

CHLN A

A

AT+SLEEPWKCFG=<wakeup source>,<paraml>[, <param2>]

W
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OK

ZH

« <wakeup source>: MifiE
- 0: AR
- 1 {REACE
— 2: GPIO Mafig
¢ <paraml>:
— YMLERE R E R, ZSEIORRIRET ], AL R
— LYk GPIO B, % Z%(3R GPIO & H

e <param22>:
- MIREEJEY GPIO W), %S i i -
- 0: fRHL
1
ZN 1]

// B B
AT+SLEEPWKCFG=0, 1000

// GPIOL12 & % A% ® F B} % B2
AT+SLEEPWKCFG=2, 12,0

3.121 AT+SYSSTORE: Bt¥SE{7HiEiR
teiffr 4

Dy
i) AT AR

P
iy

AT+SYSSTORE?

W i <

+SYSSTORE : <store_mode>

OK

)E’J

SRR

[k

’AT+SYSSTORE:<store_mode>

Wi i ¢

[ox
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BH

o <store_mode>: ZHUFHRE

B

il

- 0: MAELEANFEA flash

- 1 @AEEA flash (ZRIA)

RS IR

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
AT+CWAPPROTO
AT+CWIJEAP
AT+BLENAME
AT+BLEADVPARAM
AT+BLEADVDATA
AT+BLEADVDATAEX
AT+BLESCANRSPDATA
AT+BLESCANPARAM

e LR Em S, APmEilame, FoyEiae 82N RAM Hiff .
A\
~

AT+SYSSTORE=0
AT+CWMODE=1 // £ # A flash
AT+CWJAP="test","1234567890" // 7 f A flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test","1234567890" // #H# A flash

3.1.22 AT+SYSREG: B:GHA{Eds

>

¥

X

w
%

=l

[y
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AT+SYSREG=<direct>, <address>[, <write value>]

Wi % ¢

+SYSREG:<read value> // XEH TR &FHF &
OK

B
o <direct>: FEolE 7R
- 0: e
- 11 B4

» <address>: (uint32) F/Fasbtl, FHEHIESHZ M XK (RS HE T
o <write value>: (uint32) 5 AfH, &M T 5 SiEeent

|
o AT REGEZFAa L, PR ORI T A A AL

3.1.23 AT+SYSTEMP: BUE i Bk FQ Tl BE A

Dyt
BEHO F PSR B A B R, N B IR

=

i 4

A\ .
"Il/?\‘

AT+SYSTEMP?

Wi

+SYSTEMP : <value>
OK

o <value>: FFICIRE(H. FEREA, LREPIGLNL

3.2 Wi-Fi AT W44

AT+CWMODE: 25/ & Wi-Fi 5=, (Station/SoftAP/Station+SoftAP)
AT+CWSTATE: %51 Wi-Fi JRZ5H] Wi-Fi {55

AT+CWIAP: 54 AP

AT+CWRECONNCFG: i)/ E Wi-Fi B E

AT+CWLAPOPT : '8 AT+CWLAP A 554551 J@ vk
AT+CWLAP: 524510 FH i AP

AT+CWQAP: W5 AP 1y

AT+CWSAP: Bt ESP32-C3 SoftAP Z:%§

AT+CWLIF: #Ei17EH:5] ESP32-C3 SoftAP [ station {3 1.
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o AT+CWOQIF: WFF station 5 ESP32-C3 SoftAP [1i4: 4%

o AT+CWDHCP: 3 1/2% 1 DHCP

o AT+CWDHCPS: 5]/ % ESP32-C3 SoftAP DHCP 43t iy IP M35 il
o AT+CWAUTOCONN: I Hi 275 H iR AP

o AT+CWAPPROTO: #5if)/¥5E: SoftAP £zt~ 802.11 b/g/n HpM A
o AT+CWSTAPROTO: %% Station #53XF 802.11 b/g/n s AiE

o AT+CIPSTAMAC: Z5if)/3%'% ESP32-C3 Station 1) MAC Hbiik

o AT+CIPAPMAC: 5/ & ESP32-C3 SoftAP [#] MAC Hiht

o AT+CIPSTA: Z5if)/i4'% ESP32-C3 Station {y IP iht

o AT+CIPAP: Z5ifi]/i% & ESP32-C3 SoftAP [ IP #ihl

o AT+CWSTARTSMART : JTJ5 SmartConfig

o AT+CWSTOPSMART : {]I- SmartConfig

o AT+WPS: '8 WPS Iifig

o AT+MDNS: % mDNS g

o AT+CWIEAP: 53 WPA2 Vi AP

o AT+CWHOSTNAME: #5if)/¥%%5 ESP32-C3 Station (1) FHL4 Fi

o AT+CWCOUNTRY : #if]/4% % Wi-Fi [E 50

3.2.1 AT+CWMODE: #ify/¥H Wi-Fi B3k, (Station/SoftAP/Station+SoftAP)
RiiEed

St
Frif] ESP32-C3 1% £5Hy Wi-Fi =

Py
A

AT+CWMODE?

W

+CWMODE : <mode>
OK

v

N

&;

Yriie:
W H ESP32-C3 #4511 Wi-Fi i

e

’AT+CWMODE:<mode>[,<auto_connect>}

W i :

[ox

BH

o <mode>: I
— 0: J& Wi-Fi 50, 3 FL 3¢ Wi-Fi RE
— 1: Station £z
— 2: SoftAP iz
— 3: SoftAP+Station F=;
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* <auto_connect>: 1JJif ESP32-C3 #4511 Wi-Fi iU (%40, M SoftAP 5 TG Wi-Fi Bizk ¥ K
Station 555} SoftAP+Station #55X,) , 275 M HahiE#H: AP IIRE, BAE: 1. SHEER, i
MBGAME, ke A shiEs:.

- 0: 251 B Bl AP TRE
- 1: JEH B3hiEE: AP WJEE, A ZRIC 2R B 3hiEs: AP (Wil & L1745 flash v, JI] ESP32-C3
WA A BhiEs: AP

it

o FAT+SYSSTORE=1, ZRV%E-FHFAELE NVS 430X

il

AT+CWMODE=3

3.2.2 AT+CWSTATE: #ify Wi-Fi JR2AH Wi-Fi {5 5L
i A

yfig:
£rif] ESP32-C3 154511 Wi-Fi RS H Wi-Fi {5 &

A .
"Il/?\‘

AT+CWSTATE?

LO)YE

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y47] Wi-Fi k5%

— 0: ESP32-C3 station ¥ A YA TATAT Wi-Fi 4%
1: ESP32-C3 station T\ 2532 | AP, {H % K403 IPv4 Hiht
2: ESP32-C3 station L4182 | AP, FFC 24K IPv4 Hihlk
3: ESP32-C3 station IE7E#T Wi-Fi #E#2:5 Wi-Fi $iE

— 4: ESP32-C3 station 4T Wi-Fi WiIRES
o <” ssid” >: H#x AP [y SSID

(|

o 24 ESP32-C3 station Y%/ %4 F AP i, 7 by 2253 Wi-Fi {5 8., 24 ESP32-C3 station i
B2 L AP J5, HEETHAT+CWIAP fip %At Wi-Fi {55

3.2.3 AT+CWIAP: ¥ AP
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rif]5 ESP32-C3 Station #31) AP 15 B,

A .
"ﬂé?'

AT+CWJAP?

W

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
-, <scan_mode>, <pmf>

Dytig:
¥ & ESP32-C3 Station 75344511 AP

e

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi i :

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

Wiidn s

AT+CWJAP

W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

g,

+CWJAP:<error code>
ERROR
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B

il

<ssid>: H#xr AP ¥ SSID
— R SSID AU AT , . " \\ SRR AT, TN
<pwd>: LK 63 F3T ASCII
<bssid>: HPx AP () MAC Hbtik, 242> AP HHH[H]f) SSID B, %S EA 1T 44 %
<channel>: {ZiE5
<rssi>: {55 R
<pci_en>: PCIiAJE
— 0: ESP32-C3 station 1] 5{T-fi—Fl a5 72l AP jE482, {45 OPEN il WEP
— 1: ESP32-C3 station 7] 5[ OPEN £ WEP 2 #MAATAr]—Fhines 5 =05 AP %32
<reconn_interval>: Wi-Fi BEiE[E)fE, A B, BEOME: 1, &A{E: 7200
— 0: Wi, ESP32-C3 station A~ i% AP
— [1,7200]: WrFFi&EdE )5, ESP32-C3 station &[5 8 E A 5 AP %
<listen_interval>: iy AP beacon [¥[E][f, H.{f>~ AP beacon [B][%, BRIAME: 3, JERI: [1,100]
<scan_mode>: it
— O: P4, RE B AP J52 (L3934, ESP32-C3 station 55— N2 AP
- I: &EEHR, A EEE G A 2 L35, ESP32-C3 station 55 255 f5R 1) AP
JUEET
<jap_timeout>: AT+CWJAP Ay B ER A, BA: #, BRIAME: 15, JEfl: [3,600]
<pmf>: PMF (Protected Management Frames, Z{&37HyE M), BRIAE 1
- 0 FRE ) PMF
— bit 0: B PMF Ijfig, $&/R3CR PMF, WIS HAL R+ B4 PMF Jj6g, I ESP32-C3 %4150
SeBEFE A PMF B iE %
— bit 1: FFE PMF, $2/RTE% PMF, AR 2 KPR SOk PMF ZHRERY AT
<error code>: 45iRMY, {Wftz%
- 1 R
- 2: R R
3: JyAREI H AR AP
4 BRI
HE A H: BRI

NSLAT+SYSSTORE=1, T E-H ORI F] NVS 43K

i A Ay & F5 BT station A5

24 ESP32-C3 station V1% 4% F AP J5, HEfE i ey &1 Wi-Fi {55 24 ESP32-C3 station 75445 1%
B b AP I}, HEEE I AT+CWSTATE i 4251 Wi-Fi {55

AP <reconn_interval> ZE{5AT+CWRECONNCFG 1491 <interval_second>
SHEMIE . MBPIBFTARG AN NN E <reconn_interval> 2%, Wi-Fi 5% [a] g a1 FFR A 2k
UNEER!

WERFIH I <ssid> fll <password> 4, R H_E—RikEMHE

PATI S TR E A IEETEEAFE, BRI 157, Wl S5 <jap_timeout> WHE
AFSRE IPv6 Hidlk, SFEB R B AT+CIPV6=1

% OK {43 IPv4 LR DA UER LS, T ACTE IPV6 ML HER RS . 241 ESP-AT DA IPv4 4%
£, IPv6 2% Akl .

WIFI GOT IPv6 LL ftHEE LA A AL IPvo ikl , /Mt 2i@ it EUL-64 A 3k
W, AREMERSS., T TRY, XMTHREAE OK Z B, LW EETE OK Z )5,

WIFI GOT IPv6 GL ALFECZIEE| 4R IPv6 Mok, ZHihl 2l AP T & BIEIZN_E P EsitE
KM EHMATHEGTREY, TERBNSS. A TIHTRF, XNTEREETE ok ZHl, HWATRETE
OK Z J5; WAIREH T AP /R3ZHE IPv6 M AFTEL.

// W B B AP B SSID & "abc", HAZ "0123456789", M| 4 4 £
AT+CWJAP="abc","0123456789"

Q)
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(£ L£50)

// WX B AP H SSID Z "ab\,c", @ Z "0123456789"\", N & & & :
AT+CWJIAP="ab\\\,c", "0123456789\"\\"

// WwE %A AP H A F # SSID "abc", T i it BSSID K F| H #F AP:
AT+CWJAP="abc", "0123456789", "ca:d7:19:d8:a6:44"

// f R ESP-AT E ki pMF # 3 AP, U # 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.24 AT+CWRECONNCFG: #rify/¥cs Wi-Fi fiEidHE
Rl

i
Fif) Wi-Fi BT

Py
A

AT+CWRECONNCEG?

W

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

v

N

&;

i
BCE Wi-Fi B

[

’ AT+CWRECONNCFG=<interval_second>, <repeat_count> ‘

W i :

[ox |

BH

 <interval_second>: Wi-Fi EiZ[a]fF, HN: £, BRIAME: 0, Hx/K{H 7200
- 0: WiiTiE#E), ESP32-C3 station AN EiE AP
— [1,7200]: WiIFiE$e )5, ESP32-C3 station 43 [ 35 B ROt E] 5 AP &%
o <repeat_count>: ESP32-C3 X452 B AP HIIREL, ASBHUE <interval_second> A4 0 B
AR, BOME: 0, HKRfE: 1000
— 0: ESP32-C3 station 5222 i51: AP
— [1,1000]: ESP32-C3 station % I8 75 S 5045 & [ Y S 1% AP

il
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// ESP32-C3 station &G 1 #H 2R EE aAp, F 2} 100 %
AT+CWRECONNCFEG=1, 100

// ESP32-C3 station ZHW F & #EF & & AP
AT+CWRECONNCEFG=0, 0

Bl

o Ay <interval_second> ZEHAT+CWIAP i) [<reconn_interval>] Z4AH[H

T YBINOT AP Wi-Fi BSOS Wi-Fi B 3

3.2.5 AT+CWLAPOPT: ¥ AT+CWLAP iy A& 2Pk

B

-t

e

’AT+CWLAPOPT:<reserved>,<print mask>[,<rssi filter>][, <authmode mask>]

W

 <reserved>: {#FIH

* <print mask>: AT+CWLAP P45 e 5 Bon AR S5, BOAME: OXTFF, #7 bit 5k 1, WE/R

KNV ZHL, B0, MR SR 2480
— bit 0: &% B/~ <ecn>
— bit 1: B&K B~ <ssid>
— bit 2: &% BN <rssi>
— bit 3: & H~ <mac>
— bit 4: 24 E 7~ <channel>
— bit 5: 215 BN <freq_offset>
— bit 6: 275 E R~ <freqcal_val>
— bit 7: 275 R~ <pairwise_cipher>
— bit 8: 275 i/~ <group_cipher>
- bit 9: 275 E R~ <bgn>
— bit 10: 275 E/R <wps>

o [<rssifilter>]: AT+CWLAP [ E R T4k A S Rud i, WA, B SR T rssi

filter ZH{HAY AP, Hfi: dBm, ERIAfE:-100, {EH: [-100,40]

* [<authmode mask>]: AT+CWLAP FAH&E R 27 SR A FAE T AP, ZRIA{E: OxFFFF, 10

Woit x &A1, WERNIAES XK AP, #5500, MRER
— bit 0: }275 i/ OPEN TANE ) AP
— bit 1: 275 /R WEP NIE i AP
— bit 2: 5 R WPA_PSK AIF I AP
— bit 3: B&G B~ WPA2_PSK IAIE = AP
— bit4: 27 5% WPA_WPA2_PSK IANE T AP
- bit5: 25 B8 WPA2_ENTERPRISE TAUE T AP
— bit 6: 24 % WPA3_PSK IAIF 1 AP
— bit 7: B E/8 WPA2_WPA3_PSK IAJIE 7 ZCH) AP
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- bit8: B E R WAPI_PSK IAIF = AP

il

/] B—NBHEA L, k¥ AT+CWLAP # A4 H WL R% BHE ST EE RSSI AHF

/] BEZABKKA 31, B OxIF, KT AMBEAN 1 8 bit XENSHHL LT E %
AT+CWLAPOPT=1, 31

AT+CWLAP

// R EBFINIEF KA OPEN Hy AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.6 AT+CWLAP: £1§i2%min HIf) AP

1y

BE A

N

ifig:
AR E S AP, fnf5 2 SSID. MAC #ihik i (5165

s

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT 4

g
F Y il 6 AP

A

AT+CWLAP

W

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freqg offset>,<freqcal_val>, <pairwise_
—cilpher>, <group_cipher>, <bgn>, <wps>
OK

BH

« <een>: fiIE
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
- 8: WAPI_PSK
o <ssid>: FFEESEL, AP [y SSID
o <rssi>: fF5 iR
o <mac>: FRFEESH, AP /) MAC bk
e <channel>: {ZiE%

|
NNk W =
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 <scan_type>: Wi-Fi F##i2%, BRIAEN: O
- 0: F3HH
Lt CIEEE ]
* <scan_time_min>: - MEIEBAAIME, RO 2R, JEHE: [0,1500], QARERRACH B
i, ASHTTH
* <scan_time_max>: FAMFHE RN, BA: 2R, JEE: [0,1500]1, Q5K 0, [EERA
SEEME, EZHEHR 120 ms, HEEhHH 360 ms
o <freq_offset>: #fifw (fRFEWIH)
o <freqcal_val>: BiRKUHEME (RETIH)
 <pairwise_cipher>: X528
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
- 6: AES-CMAC-128
- 70 RA
* <group_cipher>: HMNHHKA, 5 <pairwise_cipher> ZAUHIHZHEAF]
* <bgn>: 802.11 blg/n, #bit Bhy 1, MIFIRMREX AR, BN 0, MIFREE X R
~ bit 0: J275{fif 802.11b Kzt
— bit 1: 275 FHE 802.11g FE=;
— bit 2: 27F#ifiE 802.11n Az
e <wps>: wps flag
~ 0: R A WPS
~ 1: %§5 WPS

|
B W N

il

AT+CWLAP="Wi-Fi", "ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID By AP
AT+CWLAP="Wi-Fi"

3.2.7 AT+CWQAP: WiIF5 AP I)iER:

P4

Eld

4

’AT+CWQAP

W

[ox

3.2.8 AT+CWSAP: [il ¥ ESP32-C3 SoftAP %}
by A

Yriie:
#51f] ESP32-C3 SoftAP ffit & 24k
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AT+CWSAP?

Wi % ¢

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

B

&E

Dy :
1 ESP32-C3 SoftAP [t & 2%k

O e
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>] ‘

Wi ¥ *

[ox |

S

<ssid>: FAFHRSEL, AN
<pwd>: FLFEESH, B, JEHl: 8~ 63 T ASCI
<channel>: {5iE5
« <een>: JIE A, A3ZHF WEP
- 0: OPEN
- 2: WPA_PSK
- 3: WPA2_PSK
- 4: WPA_WPA2_PSK
e [<max conn>]: A% A ESP32-C3 SoftAP {45 % station ${ H , BUETEME : [1,10]
¢ [<ssid hidden>]:
- 0: J"H% SSID (¥KiN)
— 1: RJ$% SSID

e

o R3S HA 24 AT+ CWMODE=2 B # AT+CWMODE=3 I} 4 H %%

« A AT+SYSSTORE=1, Tt WSO BRAFTE NVS 43X

o BRI SSID (RTINS, FHE Mk n MAC Hulik2H . #50] DA I AT+CWSAP? 25 i 2RI 17
SSID,

il

AT+CWSAP="ESP","1234567890",5,3

3.2.9 AT+CWLIF: #iiiE$: 5] ESP32-C3 SoftAP [1) station i3 &,

AT %

=

A
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AT+CWLIF

W 7

+CWLIF:<ip addr>, <mac>

OK

¢ <ip addr>: #4231 ESP32-C3 SoftAP |14 station [1] IP Mkl
e <mac>: j%E3EF] ESP32-C3 SoftAP 14 station [} MAC il

B

o A4 TEEA WA TP, (L% HE ESP32-C3 SoftAP Al A1y station DHCP ¥ MR T A4k

3.2.10 AT+CWQIF: WiJf station '5 ESP32-C3 SoftAP (344
Wi a4

Dyie:
KT B 1% A\ ESP32-C3 SoftAP [1y station

’ATJrCWQIF ‘

Mjn] oz <

T34 1% A ESP32-C3 SoftAP [1y station

s

’AT+CWQIF:<mac> ‘

o <mac>: FEWrTFiERE station 1) MAC Hiht
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3.2.11 AT+CWDHCP: j3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

s

’ AT+CWDHCP=<operate>, <mode>

L)V

[ox

¢ <operate>:
- 0: 871
- 15
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP fIRES
- Bit0:
« 0: 2% Station [} DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

o HAT+SYSSTORE=1, Wp'E HUCRHRTE] NVS 43X
o AR B SRETS P HbLY S B, QNAT+CIPSTA F1AT+CIPAP

— A5/ DHCP, NS TP Huhk S b4t
- AEHEAS IP, W DHCP £k
- AR E S bR
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.12 AT+CWDHCPS: #rify/ix ¥ ESP32-C3 SoftAP DHCP 43{idit) IP Huhl 75 Hi
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS=<lease time>, <start IP>,<end IP>
OK

Dytig:
¥ E ESP32-C3 SoftAP DHCP fIf 45 #i /i f1) IP #uhk- 75 [l

e

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W

¢ <enable>:

— 1: % DHCP server {5 5., FESEMIEE

- 0: 75 F® DHCP server {5 5., KR EGAME, FESHLHES
o <lease time>: FHZYW[E], FAf7: Zr4p, BUEVERE: [1,2880]
o <start IP>: ESP32-C3 SoftAP DHCP fJ# %53 IP #ihk i py e 4G 1P
o <end IP>: ESP32-C3 SoftAP DHCP IR 445 1P Mty &5 oR 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

© AT LHAE ESP32-C3 SoftAP #EX e, HIF)5 DHCP server 1 &L {5 H]
o PEE) IP HuhEYE 405 ESP32-C3 SoftAP 7] — W Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE
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3.2.13 AT+CWAUTOCONN: [-HiJ&75 (1 2h 48 AP

v

15

<

A

¥

=4

A

AT+CWAUTOCONN=<enable>

W] 3 2
OK
ZH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HZNER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.14 AT+CWAPPROTO: #rif)/i ¥ SoftAP EiX T 802.11 b/g/m Ppilbsifi

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO=<protocol>
OK

BEmA

A

=

AT+CWAPPROTO=<protocol>

Wi i ¢

OK
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S8
* <protocol>:
— bit0: 802.11b FpsARHE
— bitl: 802.11g P AR
— bit2: 802.11n Pl b1t
BEW]
o Wi, ESP32-C3 #54 H 3 Hr 802.11b, 802.11bg 5k 802.11bgn Pipis A7
o BUATEOLUT, ESP32-C3 451 PHY mode /2 802.11bgn 5
3.2.15 AT+CWSTAPROTO: ¥} Station B F 802.11 b/g/n Bl b#ii:

iy

Ele

A

AT+CWSTAPROTO?

W % <

+CWSTAPROTO=<protocol>

Bras

A

e

’ AT+CWSTAPROTO=<protocol>

* <protocol>:
— bit0: 802.11b P47 E
— bitl: 802.11g Ml ARifE
— bit2: 802.11n FpisUARiE
BE
 Mpi, ESP32-C3 %% H %5 802.11b, 802.11bg B 802.11bgn Pl btk
o BRARESLR, ESP32-C3 #4511 PHY mode /& 802.11bgn i,
o M ESP-AT v2.1.0.0 FF- I 3 B Ay &
3.2.16 AT+CIPSTAMAC: #ify/i ¥ ESP32-C3 Station [¥) MAC Hii:

iy a4

i
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#r1f] ESP32-C3 Station ft) MAC Hihik
i

&

A\ o
.

AT+CIPSTAMAC?

W

+CIPSTAMAC: <mac>
OK

EmA

&F

Yitig:
¢ & ESP32-C3 Station 1) MAC Hii:

O e
iy

’AT+CIPSTAMAC:<maC>

Wi i *

[ox

S

e <mac>: FREESE, FI8 ESP32-C3 Station [1) MAC Hiht:

B

il

PAT+SYSSTORE=1, T B UCEHRAFEE] NVS 40X

ESP32-C3 Station [] MAC #hl: 5 ESP32-C3 SoftAP A[F, ANEN —FiXE FFER MAC Hihl
MAC Hitikf) Bit O ANGEA 1, Bil4n, MAC bk v AZE “la:---7”, (HAFLLZE “15:7
FF:FF:FF:FF:FF:FF £ 00:00:00:00:00:00 2 Toaihhl, RNHEixE

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.17 AT+CIPAPMAC: #xif)/ix ¥l ESP32-C3 SoftAP [t) MAC Huhk:

i &

Ly :

2 1fi) ESP32-C3 SoftAP 1) MAC Hiiik

P
iy

AT+CIPAPMAC?

W 3% <
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+CIPAPMAC: <mac>
OK

Pa-

S

Ly :

% B ESP32-C3 SoftAP 1) MAC ik

O e
iy

’AT+CIPAPMAC:<maC>

W 3% ¢

[ox

S

o <mac>: FREESE, FIRN ESP32-C3 SoftAP ) MAC Hbit

el

* #FAT+SYSSTORE=1, Wi WHCRHALEE] NVS 40X

ESP32-C3 SoftAP [t MAC Hitik 5 ESP32-C3 Station N[, AN H " FH KB RAER MAC Hudk

o MAC #iik1# Bit O ANfEH 1, Biltn, MAC HuhkwJPAZE “18:7, {HART[PASE “15:-+7
« FF:FF:FF:FF:FF:FF #l 00:00:00:00:00:00 & LR HbHE, ASRERE

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.18 AT+CIPSTA: #rify/ix ¥ ESP32-C3 Station 1] IP Hihl:

i &

Lyt :

#rifi) ESP32-C3 Station 1) IP #iihl

Py -
“ﬂ4>‘

AT+CIPSTA?

W i <

+CIPSTA:ip:<"ip">

OK

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">
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B

&F

Uik
¢ B ESP32-C3 Station 1) IPv4 H#iihh

O e
iy

’AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

Wi i :

[ox

BH

o« < ip” > RS, Fn ESP32-C3 station 1 IPv4 Hidik
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C3 station [{{] IPv6 il

]

o A m, U ESP32-C3 station JE A AP BUE LB #S P #bhbG, A REAMEIE W 1P
Hiidik
* HAT+SYSSTORE=1, FLEEUHRIRIEE] NVS 731X
» AULEAS 5 UCE DHCP Wy S EEIE, ANAT+CWDHCP
- A HES 1P #udik, WIZEH) DHCP
- %) /1] DHCP, JUZE s 1P Hiuhik
- A —RECE SRS IR E

2N

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.19 AT+CIPAP: #ily/ s ESP32-C3 SoftAP [¥) IP Hiuhl
Ay

Yriie:
#51f] ESP32-C3 SoftAP [f) IP Hhit

AT+CIPAP?

W % <

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">
+CIPAP:ip6gl:<"ipv6 addr">

OK
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B

&F

Yriie:
¥ H ESP32-C3 SoftAP [f) IPv4 bkt

O e
iy

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">] ‘

Wi i :

[ox |

BH

o < ip” > FRFESE, Fn ESP32-C3 SoftAP 1) IPv4 ik
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C3 SoftAP ) IPv6 Ak

]

* #TAT+SYSSTORE=1, BB EUCRHRAE] NVS 731X

AU TS5 1CE DHCP ()i S I, WAT+CWDHCP
- /BN 1P #udik, WS H) DHCP
- %51 DHCP, WS 1P Mkt
- Rfa—RECESE S LR E

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.20 AT+CWSTARTSMART: Jfk} SmartConfig
ParmA

i
JF & ESP-TOUCH+AIrKiss R,

AT+CWSTARTSMART

FFIE KA 2 AU SmartConfig

Py
A

AT+CWSTARTSMART=<type>[,<auth floor>][,<"esptouch v2 key">]

Wi 3% ¢
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OK

 <type>: A
— 1: ESP-TOUCH
— 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi A\ JFEH{E, ESP-AT A< i%3E%] authmode Ik T I B{ER) AP
- 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
. < esptouch v2key” >: ESP-TOUCH v2 [ Fidl, JII TR Wi-Fi BRI 8. KEw
16 %

|
oA S S S

|

W £ 45 % SmartConfig {154, 5% ESP-TOUCH i j1 155 ;

* SmartConfig {¥ 3 £7F ESP32-C3 Station #5215

* JHHE Smart get Wi-Fi info F/~ SmartConfig i FHKEE| AP {58, )5 ESP32-C3 =i iE#:
AP;

* 4B +SCRD:<length>, <rvd data> Zm ESP-Touch v2 Ih B E] B & L EHR

e & Smartconfig connected Wi-Fi FE/nINIERET] AP;

o [Ah ESP32-C3 #4575 2k SmartConfig it ¥ 45 5 [F 2 25 FHlum, FrPABHIYAEIE B Smartconfig

connected Wi-Fi #iH)5HER T 6 #PHEHAT+CWSTOPSMART ;

o [ YH AT+CWSTOPSMART 1% 1I- SmartConfig, X5 F-HATHALG S . 3 , 1E SmartConfig 15 F£ #
WA T HAh iy 4
hil

AT+CWMODE=1
AT+CWSTARTSMART

3.2.21 AT+CWSTOPSMART: f% - SmartConfig

WA 4

e

A

’AT+CWSTOPSMART

W i <

[ox
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e

* Joit SmartConfig I 515, #HAEAEAT H M iy &2 B8 ] AT+ CWSTOPSMART #%ji SmartConfig (5
iliolapes

Bl

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.22 AT+WPS: k¥ WPS Jjiig

LA

-t

=

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: 73 PBC k%) WPS
— 0: 3¢5 PBC 28U [¥) WPS

« <auth floor>: Wi-Fi A\ JFB [J{E, ESP-AT A £xi%3: 3| authmode &T It FU(E 1 AP
- 0: OPEN (Zki\)

: WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

|
NN R W =

st

* WPS Jjfigan/ife ESP32-C3 Station {# REAY 1 L T I
* WPS A3 ff WEP hii# 73

il

AT+CWMODE=1
AT+WPS=1
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3.2.23 AT+MDNS: ¥ mDNS Jjig

v

H

N

B

¥

A

=

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

W i <

¢ <enable>:
- 1: Jj5 mDNS Hjfg, J5:2FHEIHE
- 0: X4 mDNS Difg, L2 MNFTIHES
» <hostname>: mDNS FHL4Fx
o <service_name>: mDNS JR 444 F5
* <port>: mDNS i [

2N

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.24 AT+CWJEAP: ¥E3: WPA2 0V fi AP
RIS

yfik:
251 ESP32-C3 station 7 A AV AP [l 545 B

P
iy

AT+CWJEAP?

Wi i ¢

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>

HEREE] H brdbll i AP

A .
"ﬂé?'

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W i <

Espressif Systems 51 Release v2.3.0.0-esp32c3-164-g67966ba
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 3. AT Ay d4E

OK

o

+CWJEAP : Timeout
ERROR

BH

o <ssid>: iR AP 1) SSID

— 03 SSID EU I AL, o L \\ SRR TR, T
o <method>: WPA2 VA GE 7=

— 0: EAP-TLS

— 1: EAP-PEAP

— 2: EAP-TTLS
o <identity>: P 1 98, FAFERIRGIN 1~ 32

o <username>: WWE: 2 WU 44, J0EEl: 1~32 577, EAP-PEAP, EAP-TTLS Fifi LGN E

KM, EAP-TLS &k R EASH

o <password>: [f1 B¢ 2 %515, M 1~3259Y, EAP-PEAP, EAP-TTLS BiffAIE T R FE K EAR

24, EAP-TLS X LFH R EASH
e <security>:
- Bit0: & FugikEfs
- Bitl: JR&5#iE4S
* [<jeap_timeout>]: AT+CWJEAP iy SR, BA00: &P, BRIME: 15, FEHE: [3,600]

il

// B E EAP-TLS WEF AW A UM AP, REX G, RIEMSBIES, WREP B P
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ¥ ¥ %F EAP-PEAP JAIE ¥ R H 4 b Mo
AP, REEMH. AP 4. B4, ARIERSFEEFH, FAoHEPFHITH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "test11",0

HEDICRS:

WPA2 ViR RIS PA ERR CODE : 0x<%08x> #&zUFT HI:
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011

Todtst
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

|
o FFAT+SYSSTORE=1, Fil'E W SCRHRAFE] NVS 43X

o flAar & IT )5 Station FX
o i TLS A7 (R (ERE R P ol

3.2.25 AT+CWHOSTNAME: #ily/i ¥ ESP32-C3 Station 1] 1: LA R

A it i 4

Yyhig:

#rifi] ESP32-C3 Station 1) 414k
A

AT+CWHOSTNAME?

Wi % ¢

+CWHOSTNAME : <hostname>

OK

Dyite:
13¢5 ESP32-C3 Station [ £ H14 F
[

AT+CWHOSTNAME=<hostname>

Wi i ¢
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’OK

Fr1%HF)5 Station A, NI [A] -

’ERROR

» <hostname>: ESP32-C3 Station [ EALAFR, K E: 32 FT

i
o Jit B HEMONEAE) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.26 AT+CWCOUNTRY: #if)/i s Wi-Fi [H5 10
Ay

i
#if] Wi-Fi [ 540

P
"ﬂé?‘

AT+CWCOUNTRY?

W i <

+CWCOUNTRY : <country_policy>,<country_code>,<start_channel>, <total_channel_count>

OK

BE A

yiie:
B Wi-Fi [H5

A\ .
“ﬂ<>'

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count>

W i :

[ox
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BH

e <country_policy>:
- 0: K E Z AR ECH ESP32-C3 a5 AN AP 1 E A5
- I R EZARN, AR AR a5 B E Z RS

* <country_code>: [EZMHY, HAKE: 3 NFAF

o <start_channel>: SEH{E51E, TR [1,14]

+ <total_channel_count>: {514k

Bl

o BCESEUCRRAFE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/P AT w4

AT+CIPV6: = F/%5 B TPv6 M 2% (IPv6)

AT+CIPSTATE : #xif) TCP/UDP/SSL %E32:(= &,

AT+CIPSTATUS (474 ): #tif) TCP/UDP/SSL 2R SR E B
AT+CIPDOMAIN : 384 fli#fT

AT+CIPSTART = ##~7. TCP #%4%. UDP {4 %5l SSL 4%
AT+CIPSTARTEX : %7 A3/ ID 1) TCP #%:3%:. UDP {445k SSL 44
[ME ) B AR AR K] +++1 BB AEX

AT+CIPSEND: FE-&i@ f 42 X, 5 Wi-Fi 548X T RSB EE
AT+CIPSENDL: Fp-&i@ f53i 42 X, FHAT Kk KB
AT+CIPSENDLCFG: % & AT+CIPSENDL ©54-1 J@
AT+CIPSENDEX : #5842 X N R A YRR Xk 58
AT+CIPCLOSE: 3: 4] TCP/UDP/SSL 3

AT+CIFSR: ZrifjZHb IP #iihikF1 MAC Hbdil:

AT+CIPMUX : J5 JH/25 i £ i

AT+CIPSERVER: #1571 % ) TCP 5 SSL lR%5#%
AT+CIPSERVERMAXCONN : #51f)/1% B R 55t SOV AT A0 B KRR 4K
AT+CIPMODE : #5335 BAL Hifsi =,

AT+SAVETRANSLINK : W EITHLE E X 5 E

AT+CIPSTO: 2515 B A TCP R 45 #5 A s []
AT+CIPSNTPCFG : #tif)/¥% B H] X 1 SNTP JI} 4#%
AT+CIPSNTPTIME : %5 SNTP H]

AT+CIPSNTPINTV : #51f)/13 5 SNTP e {a] [5) 45 1) 6] b
AT+CIUPDATE: i Wi-Fi TF2% E{

AT+CIPDINFO: & +IPD 7§ B

AT+CIPSSLCCONF : Z5ifi]/i% & SSL % F ik fil &

AT+CIPSSLCCN : #ifi)/% & SSL & i 2 i 44 (common name)
AT+CIPSSLCSNI = 251/ & SSL % Fii ) SNI
AT+CIPSSLCALPN : #5if)/1% 5 SSL % F'iif: ALPN
AT+CIPSSLCPSK = 2¥if/%¢ & SSL % P ) PSK
AT+CIPRECONNINTV : 25if)/1% & Wi-Fi 15 £ 42 X, Ty TCP/UDP/SSL T % 8]
AT+CIPRECVMODE : %3/ B & o=
AT+CIPRECVDATA : SR S H X T i &3 4
AT+CIPRECVLEN : ZEifi#k sl N B Bls i K R
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o AT+PING: ping %] £ H
o AT+CIPDNS: #5ifi)/i% & DNS R % ##15 B
o AT+CIPTCPOPT : 5ifij/ % B A4 706 15

3.3.1 AT+CIPV6: FiJI/EIN IPv6 Bi% (IPv6)
teiffr 4

i
i) IPV6 [ 452 T T fE

O e
iy

AT+CIPV6?

W 3% <

+CIPV6:<enable>

OK

)E’J

CELTA

Uitk
3 /25 ] TPV [ 2%

[

’AT+CIPV6:<enable>

W i <

[ox

S
* <enable>: IPv6 W& EEARTS . BRIAME: O

— 0: 221 IPv6 M %%
- 1: B IPv6 R 2%

e
o fEfE T OIPve W45 Ry B2 MM AT, W LA M IPve W 2, (B fn: K

F IPv6 W™ % fif f§ TCP/UDP/SSL/PING/DNS, 3 #% & TCP6/UDP6/SSL6/PING6/DNS6 i
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

3.3.2 AT+CIPSTATE: #tily TCP/UDP/SSL ¥EH:E A

AT+CIPSTATE?
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Wi 3% ¢
AT, AT &1

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK

MU RN, AT &[0

OK

* <link ID>: %5154 ID (0~ 4), HTZERFNR
. < type” >: TSR, FERLHZA TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FHESE, Foonutng [Pv4 Hihlksk IPve #ihl
« <remote port>: T 1{H
* <local port>: ESP32-C3 Zs#hii I1{H
* <tetype>:
= 0: ESP32-C3 &M h % i
— 1: ESP32-C3 &1k M R4 58

3.3.3 AT+CIPSTATUS (Gitlfl): #rify TCP/UDP/SSL 2RSS B
P4

Ele

AT+CIPSTATUS

W i ¢

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
OK

e <stat>: ESP32-C3 station 3 O IR
— 0: ESP32-C3 station "N A#IELIRS
— 1: ESP32-C3 station AT HIIRILIRES, (IR ARIT4G Wi-Fi 482
: ESP32-C3 station £, AP, 315 IP bt
: ESP32-C3 station & 757 TCP., UDP B SSL 1&
- ESP32-C3 %4 i {13 TCP. UDP FI SSL ¥l
— 5: ESP32-C3 station JF4&3d Wi-Fi i#4%, (HM AR %R _E AP 5{ M AP KFF
o <link ID>: MZEH ID (0~4), HTZHEEZMTEO
o < type” >: FRFESE, FREHZEEL:” TCP”,” UDP”,” SSL”.” TCPv6”.” UDPv6” &} “SSLv6”
e <” remote IP” >: FESE, Fonmiy [Pv4 Hubiksl IPve Hilik
* <remote port>: T F{E
* <local port>: ESP32-C3 7l I1{E
* <tetype>:
— 0: ESP32-C3 &451VE- & i
— 1: ESP32-C3 & &1 Mk %28

|
o ]
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e

o R F AT+ CWSTATE fip4-251f) Wi-Fi k%S, i ll AT+CIPSTATE fiv4#5if) TCP/UDP/SSL k7.

3.3.4 AT+CIPDOMAIN: I§#f#dT

S

)F\.

CHL A

A

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W

+CIPDOMAIN:<"IP address">

OK

BH

o <” domain name” >: NI S
o <ip network>: ik IP %%, BHAE: 1
— 1: WGiEMYTh IPv4 Hotk

- 2 FU@RHTN IPv4 Hihk
- 3 FU@EHTR IPV6 Hihik
o <” IP address” >: fi#T Y IP Huhk
il
AT+CWMODE=1 // K E station H R
AT+CWJAP="SSID", "password" /W%
AT+CIPDOMAIN="iot.espressif.cn"  // 3 & @7

/] B A EAT, REATA IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B A EAT, REAT A IPve Mk

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B AT, BH®MATA IPv4 H i

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: &t TCP ¥E8;:. UDP {&4hk SSL ¥E8:
@ty TCP ¥4

BEmA wmA

// B % B (AT+CIPMUX=0) :
AT+CIPSTART=<"type">, <"remote host">,<remote port>[,<keep_alive>][,<"local IP">]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—"local IP">]
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Wi 3% ¢

FRPERERTR, aR M)
CONNECT

OK

ZHEERT, &[0

<link ID>,CONNECT

OK

e

il

<link ID>: M558 ID (0~ 4), HTZEEMEN. ZSEEERTULET menuconfig HEHA
BLE T, —A2 AT AP A HLE T AT_SOCKET_MAX_CONN_NUM , BRIAEHN 5. J—4 /& LWIP
AR BLE T LWIP_MAX_SOCKETS , ERIMEH 10, ZEUGXSETERE, R ZUE il & i
AT_SOCKET_MAX_CONN_NUM HE I R1Z EA KT LWIP_MAX_SOCKETS MH. (iH&%%iF
ESP-AT T42 SIHEZ(5 .. )

<” type” >: FRFERSE, FRMYIERLAL,” TCP” 5 “TCPv6”. ERIAME:” TCP”

<” remote host” >: FFESE, Fnmng IPv4 ik, IPve #ihl, aiim4

<remote port>: T I {E

<keep_alive>: FlEEREFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE \'44), BAfi: #b.

JEE : [0,7200].,
— 0: 2% keep-alive ZHHE; (BRIA)
— 1~7200: JfJ& keep-alive BjfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {H %
1, TCP_KEEPCNT {§# 3.
RSP <keep_alive> ZE(5AT+CIPTCPOPT iAW1 <keep_alive> ZE(HHIE, &%
H GBI a2 UE . MAEIT ARSI E <keep_alive> Z%k, MIERIAME A LR B & 1HE .

<” local IP” >: JEFEEERIAHL IPv4 Hihk ok IPv6 Huhl, %S5 Kfe A b2 N 4545 11 PRl A b %2 TP
b ARE A . BOAMEEN, PRGN, FFAfTIRE, SEE A RUE

WRAEELT IPve (457 TCP j84% , FRSEIEAT+CIPVe=1, Tl AT+CWIAP FRINF|—> IPV6
Hhk:

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—ipv6.com", 80
AT+CIPSTART="TCPv6","feB80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at U i it AT+CWJAP # ELF| IPvée 4 B # i
AT+CIPSTART="TCPvo6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

ity UDP {55
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// ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
<~>">]

// % % ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">]

W 7
FRIERARCR, ARl

CONNECT

OK

eSS S W A ]

<link ID>,CONNECT

OK

* <link ID>: MZ&%EH ID (0~4), HTZHEEMHN
e <” type” >: ?ﬁ%ﬁﬁ FRM YRR UDP” o “UDPv6”., BRIAEH:” TCP”
o <” remote host” >: FFESE, Fonwmin IPv4 ik, IPve #uhl, BkiE4
* <remote port>: i:;miﬂﬁlilﬁ
* <local port>: ESP32-C3 {451 UDP ¥ [ {H
* <mode>: £ UDP Wi-Fi i#{% N, KSEBEHLIH O
- 0: B2k ®| UDP #¥fi )5, AekAs%tim UDP HidibfE & (BRA)
— 1 AU — R EME] S W IR B E AN A 6] i UDP g i, 202 ity UDP kA5 B8 A ik s
PEATIH TP HishkF1% 1
— 2: BREYLE) UDP 0diiint, #Reas %t UDP b5 5 8 & R 5 i 45 14 TP Huhik Al o
o <” local IP” >: FEBAPE AN IPv4 Hidik sk IPv6 ik, %S HUIE A HLZ W 25 33 11 IR A Hi 22 TP
HihbHEHER A . BOACKESH, WRERER, FafTnE, SEEhERUE

]

o G5 UDP &4 3 IP ik 2 TPv4 ZH 3%tk (224.0.0.0 ~ 239.255.255.255), ESP32-C3 #5456 &
RN UDPv4 2H 1%
o 5L UDP & ki IP Hol /2 IPv4 |4 ikl (255.255.255.255), ESP32-C3 154565 A 16 Ik
UDPv4 | #%&

ot B UDP % ¥ b @y om oy IP ML HE 2 IPve 4H 3% Hb 4k (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF.FFFF.FFFF.FFFF.FFFF:FFFF), ESP32-C3 #f % ¥ 5 F IPve W %%, %K 3% 1%
It UDP 20 4%
o [fIFIZSE <mode> {ij, FHRIEESE <local port>

o ISEAEELT IPv6 2578y UDP 143, BE HAT+CIPV6=1, il it AT+ CWIAP 3KREE]|— IPv6
Hodik

il

// UDPv4 ¥ 3%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #F 1Pve [ % f#y UDP H

AT+CIPSTART="UDPv6","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37£f:bb03:5d9b"
CFyLakss)
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(£ L£50)

// #F Ipve W % # UDP % #%
AT+CIPSTART="UDPv6","FF02::FC",1000,1002,0

ity SSL ¥Ef%

peEmy mA

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
—IP">]

M) i :
WA, 1R

CONNECT

OK

ZHHRGECT, R

<link ID>,CONNECT

OK

* <link ID>: W% ID (0~4), HTZHEEWIFNL

o <7 type” >: FFERESRL, FRMLIEREAL,” SSL” 1 “SSLve”. BRINH:” TCP”

e <” remote host” >: FFERSH, Fonmiy [Pv4 #idik. 1Pve #ilik, alis4

« <remote port>: Tl I {E

* <keep_alive>: [il' B E#F W) SO_KEEPALIVE ¥Iil (£%: SO_KEEPALIVE /v49), Mfi: #b.

e JLE: [0,7200].
- 0: Z4/1] keep-alive Zfig; (BLIA)
- 1 ~7200: FFJ keep-alive ZfE. TCP_KEEPIDLE {}3} <keep_alive>, TCP_KEEPINTVL {4}
. TCP_KEEPCNT {# 3.
. ZIK/E/\EPEI’J <keep_alive> B 5AT+CIPTCPOPT 5 W) <keep_alive> ZEHHFE], HZ1H
M E IR B UUE . MAEIT ARSI AN E <keep_alive> 24k, BRI LR Bl & 1 .

o < local IP” >: FEEYEE (AL IPv4 Hbtik 5 IPv6 ik, %S H0HE A M £ W 4% 332 LRI AR b %2 TP
HHERERE A . BUCHEE, RN, FF AfTRE, SECYARUE

B
o SSL S BT 0] H AR RN B K I R
* SSL EHT HHKENAE, WAEAMNEXSFERGES
« W AT+CIPSTART fipd&dt T SSL 4, HAR NS LB E) 10 &, D] E A e b ] 25 A8
BHEE, JZISEM%?%‘E?@%E@EO/\?&
o QIRABELT IPv6 M 2% 3857 SSL 154, SFBSLIR B AT+CIPV6=1, Yl AT+ CWIAP FKELE|—4 IPv6
ok
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Chapter 3. AT fip4-4E

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at B i it AT+CWJIAP % Bl 3| IPve 4 B Hh it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: &ty [ 2140 ID 1) TCP ¥E8:. UDP {44k SSL ¥+

A A4 5 AT+CIPSTART KISl RSFET : FELEBITEILT (AT+CIPMUX=]) BREFHHLID, R4
23 F BN TE B4 I ID.

337 MGEMBIaEA] +++: BIBEHELX

ek T A

Ly :
BHBIEARKX, TGS

Command:

/) AXE R B R

+4+

|

o WARRBATA W EA = AMEIR + 745 (R ASCILAG: 0x2b), [AEffir %452 1A CR-LF F4f

o BEREE—A> + FARFRTE A 20 ms I [A)[E]FE SO HARE A, 50 =~ + F4F 5 2047 20 ms JTa][A]
P IR, A + FAFZ A B2 20 ms BHAEIEFE B A . B, - ERF Y

o AFRFFIRINAT iy B i -l 5

 THRDERE AT AT 64

3.3.8 AT+CIPSEND: % il fehake Xl Wi-Fi BB P Ak B

¢ LA

)

=y

fE:

TEAEAEX T, 58 KRR . MR AR BERT 8192 747, ¥ ] AT+CIPSENDL
KK

5 B
& 4

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP % #y 7 45 & %t 35 £ AL Ao H
AT+CIPSEND=[<link ID>, ]J<length>[,<"remote host">, <remote port>]

Wi i ¢
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OK

>

iR R FIR AT B HER B AT RO , BT DA AR, 24 AT S8 iR KR EEIAF] <length>
Ja, BRI

USRS R OB i BB, R[] -

’ERROR

B e ), R[]

’SEND OK

&

ERROR

PEA Wi-Fi i 242X, ESP32-C3 v Y KB 8192 77, kA% 2920 795, WS A mi iy
BRI R T IR B TR, AT KL Rk B0, SO Bsf7e 20 ms &k . Y5 A Bpl—
t++ I, GBI EEARX T RBEE AR, R AR LR & AT a5

A ir 9 I AUETF RS 5 48 X, DA J LI 3 T U 1. %5 Wi-Fi UDP {6, AT+CIPSTART fn 51958
<mode> W EH 0,

<link ID>: %% ID (0~ 4), HTZHEEE L

<length>: KA, FRAfH: 8192 A7

<” remote host” >: UDP {£#i ] DAFEE ST EAL: 1Pv4 Hiuhl . 1Pve Hihl, BilEisz
<remote port>: UDP £ ] PATE & Xt v i 1

B
o $A[ DAf# I AT+CIPTCPOPT fiv 43K ] 434> TCP ¥ it B 45 e . BN & <so_sndtimeo>

5000, M TCP Ak AE S BRI, TEiE hifd R, XA AT 4 MCU 454¢ AT fip 4 [BI52 [ )
[i] o

3.39 AT+CIPSENDL: fE¥% il ek FIF1rkis B
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EmA

&F

Yyfie:

LA, SR K, HFATAREER (AT fir2 s O HSCER AL AT At i A 26 Bl 2 AT11) o
QnT AGE I AT+ CIPSENDLCFG fiy T BEAS A i o AR R AR M BAR I /T 8192 7Y, St ml DA
(i FJ AT+ CIPSEND i 4 %2 3% .

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP fk % 7 45 & Xt 3 £ M A0 3 0
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i ©

OK

>

kR AT JEA S5 42X I B EHER I AT 62 I 8, BURH 0] DU A %8s, —H AT
AU B EE, SRS R AIREN, BAREE IR,

WREME TR, REESMRIEAT+CIPSENDLCFG KL EARIE R -

’+CIPSENDL:<had sent len>,<port recv len>

WER A P+ ++ e BUH, RGLRME:

’SEND CANCELLED

WARPrARIRAE St ek E, RGmA RN :

’SEND FAIL

R FTAT R g A AR IR, RGU R 2R (] -

’SEND OK

MEERWOITR, G AR IR +++ QWU &4, RN ESP32-C3 it M2 X B . 71U, AT fiy
v H 2 — ELHECEE, EEMREEER <length> RIEHHES, A SiBHAIERZX.

<link ID>: [M%3%E$#: ID (0 ~4), JHT ZEEMFR

<length>: ¥RKE, SAfE: 23 - 159

<” remote host” >: UDP {% i A] DAFE & Wi 4L : IPv4 Hichl, IPve Hihl, =ilsi4
<remote port>: UDP &4 1] DAS &2 X} it 1

<had sent len>: J{{2) & 3| IS )2 SRR OB 2

<port recv len>: AT iy Ui I E BB 2K 2

el
o &N A FHAT+CIPTCPOPT fi 45 R~ TCP 4l & B35, fll: 5 E <so_sndtimeo> A
5000, W TCP kikoxtE 5 FPNIRI, TE IR KM, X ] AT MCU %575 AT iy 4 [nl &2 (1 f
[E] .
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3.3.10 AT+CIPSENDLCFG: i%% AT+CIPSENDL @y A1t @
Arifg i A

Yriie:
FEAT+CIPSENDL i 4 H il B
[

AT+CIPSENDLCEG?

W

+CIPSENDLCFG:<report size>,<transmit size>

OK

BeE WA

e
% B AT+CIPSENDL 15 4R i &
zs

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

W i :

[ox

* <report size>: AT+CIPSENDL 64y _F3E R/, BRAE: 1024, FERE: [100,2 20, Hildn: &% &
<report size>{H} 100, WJAT+CIPSENDL fi4- &g i) <had sent len> FIRF4HN (100,
200, 300, 400, ---- )e HETZEE"J <had sent len> FiR{EEVESE TP rEdRKE.

* <transmit size>: AT+CIPSENDL fip % LRI, BAeE T HdE LKA R RO N A\J(
IME: 2920, JLFE: [100,2920], AnRUKE IR R TET <transmit size>, NMEIHES
SERVRAERZ M 0, B 4 RE 20 2 R0 5 AR Z PRk

B
o XA R/ MEXT SRR R, IR E R <transmit size>. WEREE
1 AT+CIPTCPOPT 1 4-¥% B TCP_NODELAY @,
3

. Xf?ﬁﬂigjﬁﬂﬁmﬁ WP ER KA <transmit size>, WHEFLEIIE41TIZ & ESP-AT
vt bt A

3.3.11 AT+CIPSENDEX: fi il f&hifA bR Y™ it )i sk ik Bt

LR

&E
i
7

&
=>
[§y

AR, IR ROR R, S S AR \ 0 (0x5c, 0x30 ASCII) fith 2 %t A 1%

Sl
g
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// ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP fE#y 7 4% & A IP Mk frog oo
AT+CIPSENDEX=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i ¢

OK

>

aRma R AT EE R R, BT DR AR KRB, 2 AT 30 8 R K8
#| <length> JGuidft Bl \0 T, Blmfetmirin.

LUES SEMVALS IRV CiT Eg lnpes TP S AL

’ERROR

PUE S 4GS liph 7 NS YT

’SEND OK

BH

<link ID>: %4 1D (0~ 4), i Byt
<length>: H¥iK A, FARfE: 8192 F7

<” remote host” >: UDP £ n] DAFG E ST EAL: 1Pv4 Hihil . 1IPve bk, B4z
<remote port>: UDP %%y 0] PAFS & X i i

|

LR B R R, SRR T B\ 0 SEAFRT (0x5c, 0x30 ASCI), ¥R EHiTin, RERIM
WE R, SR & AT s

o WERBIEPAE \<any>, WEKERHT, JEH <any> 55

o WIRFE KL N0, 55 R \\O

o TR PAfl FHAT+CIPTCPOPT 143k h4EA~ TCP AL BB eI, Flin: BEE <so_sndtimeo> A
5000, M| TCP AikoxAE 5 AR, TEig k2 M. X AT PATT 4 MCU 2645 AT 4 [ml & [
E18

3.3.12 AT+CIPCLOSE: X:[4] TCP/UDP/SSL 4:4%

KM 2 AN ) TCP/UDP/SSL 14

A .
"ﬂ/?\‘

AT+CIPCLOSE=<1link ID>

W
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<link ID>,CLOSED

OK

Parhr %

i

KPR ) TCP/UDP/SSL 14 4%

AT+CIPCLOSE

W :

CLOSED

OK

S8

* <link ID>: TR FLIER: ID, ASRBEN S, WIFR I BrA %

3.3.13 AT+CIFSR: #rifyAciy IP Huhk Al MAC Huhk

PAT %

=

A

AT+CIFSR

W i :

+CIFSR:
+CIFSR
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:

OK

APIP,<"APIP">

:APIP6LL, <"APIPG6LL">

APIP6GL, <"APIP6GL">
APMAC, <"APMAC">
STAIP,<"STAIP">

:STAIPOLL, <"STAIPG6LL">

STAIP6GL, <"STAIP6GL">
STAMAC, <"STAMAC">
ETHIP,<"ETHIP">
ETHIP6LL, <"ETHIPGLL">
ETHIP6GL, <"ETHIP6GL">
ETHMAC, <"ETHMAC">

.« <"
.« <"
o« <"
o« <
o« <
.« <"
.« <"

APIP” >: ESP32-C3 SoftAP { IPv4 il

APIP6LL” >: ESP32-C3 SoftAP [ IPv6 A< Hbf8 i Ho -
APIP6GL” >: ESP32-C3 SoftAP [{] IPv6 4= JayHiht
APMAC” >: ESP32-C3 SoftAP [ MAC Mtk

STAIP” >: ESP32-C3 station [{] IPv4 it

STAIPGLL” >: ESP32-C3 station [t IPv6 A< Hii 4k % Hu il
STAIP6GL” >: ESP32-C3 station [ IPv6 4= Jajihl
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|

<” STAMAC” >: ESP32-C3 station 1) MAC #tihil:

<” ETHIP” >: ESP32-C3 ethernet [} IPv4 #iihil

<” ETHIP6LL” >: ESP32-C3 ethernet () IPv6 A< b4 % btk
<” ETHIP6GL” >: ESP32-C3 ethernet [1}] IPv6 4= f5iiihl

<” ETHMAC” >: ESP32-C3 ethernet 1) MAC Hihik

 JUf 4 ESP32-C3 i AR R IR RS, A BEENEIE Ry IP Hhhbfl MAC Hiht

3.3.14 AT+CIPMUX: KEH/ZEH 285

A if i 4

Dyt
AR

AT+CIPMUX?

Mjn] oz <

+CIPMUX: <mode>
OK

%
L

L /
[y

=

o6

&b .
B.

B

N

1

X

&
°

’AT+CIPMUX:<mOde>

o <mode>: FEI, BHAME: O

- 0: FER;
- 1 25

e

o FUB 4 A BT T It A ] B O e
o AfE et X (AT+CIPMODE=0), A REBE N L HEH
o QRS T TCP/SSL RS54, MU RIS, W KIS 45 (AT+CIPSERVER=0)
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il

AT+CIPMUX=1

3.3.15 AT+CIPSERVER: &/ TCP o SSL i 55 2%
Ay

i
#if] TCP/SSL 55 4k 25

AT+CIPSERVER?

Wi 3% ¢

+CIPSERVER:<mode> [, <port>,<"type">][,<CA enable>]

i)
[ox
e <mode>:
- 0: XRS5+
- 1o @ RS54

o <param2>: ZE{ <mode> KA, WSHE R :

o W <mode> j& 1, <param2> ARG5S BUAfE: 333
o QIR <mode> 2 0, <param2> fAERFSAHED/ XM IAR ) in. BRIAME: 0
- 00 RHAMRS AR E A K P
— 12 RPANRSS A X i f e
o <” type” >: fREELKA 7 TCP”,” TCPv6”,” SSL”,  “SSLv6” . BRi\{f:” TCP”
¢ <CA enable>:
- 0: A CAAIE
- 1: flif CAAIE

(A}

o ZESEOT (AT+CIPMUX=1), ARt a4

o QMRS AR, HIlERSSEYT, &2 RAFaE— RS

 MHK A, B35 %R D

o DHSRAEELT IPve MG RS %, THEICIREAT+CIPVo=1, FBiTAT+CWIAP FRELE]—A4~ IPv6
Hok

o KIS AT SE <"type"> Fl <CA enable> I I
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il

// B3 TCP 4% B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// ¥ SSL M4 B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT IPve W%, A% sSsL R% &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLve", 0

/1 R BOFE R A BT R EE
AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: #rify/ &Rk 55 %% SC U di v i K e 5

A

yfig:

Frifi) TCP = SSL AR 45 S iAo i e R4
(e

AT+CIPSERVERMAXCONN?

W i <

+CIPSERVERMAXCONN: <num>
OK

g
BCE TCP 8 SSL fIR 55 i SLVF AL Y e KR AL

A

’AT+CIPSERVERMAXCONN:<num>

* <num>: TCP = SSL fiR 45 4% ALV VI i KRR, TE e [1.5]. WREAREHOXS B LR

{6, WBHAT+CIPSTART iy 5% <link 1D> HHIA.

(A

o NN B i KIERES (AT+CIPSERVERMAXCONN=<num>), iE1EA)EIR &2 AN E .

Espressif Systems

70

Release v2.3.0.0-esp32c3-164-g67966ba

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 3. AT Ay d4E

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: #¢if)/¥ BB
iR

Dyt
i A

Py -
iy

AT+CIPMODE?

Wi i :

+CIPMODE : <mode>

TeE A

P e
"ﬂé?'

’AT+CIPMODE:<mOde>

W] 7
[ox
e <mode>:
- 0: Fid A X
- 1: Wi-Fi i #3002 X, {USZHr TCP Bz . UDP [ 5 %o . SSLHIER A% Ol
B

o FCE S SCANRAEE] flash,

il

AT+CIPMODE=1
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3.3.18 AT+SAVETRANSLINK: % IFHLEB B S E
BEEIFHLEA TCP/SSL A% B A5 B

B A

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>] ‘

W i <

¢ <mode>:
— 0: XM ESP32-C3 |Hi#EA Wi-Fi i 542X
— 1: FF/2 ESP32-C3 ik A Wi-Fi if 42 X,
o <” remote host” >: FAFESE, FoRutin IPv4 Hihk, IPve Hihl, =ik
e <remote port>: Tiifii I {E
o < type” >: FFEBESE, FRfEiIEEL:” TCP”,” TCPv6”,” SSL”, By “SSLv6”, BRiA{E:” TCP”
o <keep_alive>: Pl B £3:5 1 SO_KEEPALIVE &3 (&% : SO_KEEPALIVE N47), Bfii: b,

« JLR: [0,7200],
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive BJfiE. TCP_KEEPIDLE {f % <keep_alive>, TCP_KEEPINTVL {§#
1, TCP_KEEPCNT {44 3.
o S H <keep_alive> BEHAT+CIPTCPOPT firdH1) <keep_alive> MR, HR4&HE
MG E R UE . WIRBIT ARG AN E <keep_alive> 2%k, MIBAMEH LU BLE H(E .

 ASLELG WiFi FFOLE A, (5 BBPEE NVS I, 7580 <node> S 1, TR L EBIHEAL f
X TRRIAEH.

« USRI TP AU (S044). 3 D OGLRF AR, AR IR efRA7 2] Rash.

 WURALSET: TPV A H 14 e, T3S UL AT+ CIPVG=1, T AT+ CWIAP US|~ TPv6
Hah

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

BEIFPLEEA UDP iE B R

wE o wa

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

Wi i ¢

’OK
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e <mode>:

— 0: [ ESP32-C3 FHLiEA Wi-Fi i 245X

— 1: FF)3 ESP32-C3 ik A Wi-Fi i5 152X,
<” remote host” >: FFEBESH, Fongiy IPv4 ik, IPve #ihik, aigi4
<remote port>: i I {E
<’ type” >: FHHRSE, FatbEm2ER:” UDP” = “UDPv6”., 2RiA{H:” TCP”
[<local port>]: FFHLiE A UDP &4kt i F (A< g 11

B
o ARVCEFF Wi-Fi THLE A X EERIFENVS X, A28 <mode> g 1, MR AR HSIEAZ %
X FHEBLER
o HBlpui 1P Huhl (B04%) . o T EERF O IIE, AUCE SRS flash
o WERAELT IPv6 L8 @ ML 1, FRESREAT+CIPV6=1, FlidAT+CWIAP 3R E]—4> IPv6
Hihik

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP", 1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8081, "UDPv6", 1005

3.3.19 AT+CIPSTO: #%ify/i% ¥i A TCP/SSL Jl: 55 %% stk fia]
AR A

yiig:
iy A< TCP/SSL fig 55 i i I ]

AT+CIPSTO?

Mjn] Joz <

+CIPSTO:<time>

W E AN TCP/SSL iz 55 #45% if [7)

AN,
"Il/?\‘

’ AT+CIPSTO=<time>

LO)vE

* <time>: 7l TCP/SSL Ik 55t i), #0z: #b, HUEFER: [0,7200]
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e

* 24 TCP/SSL % i ft <t ime> I[H] AR A ARl iy, ESP32-C3 iR 55 #% 2 BT I 4
* WMRBESE <time> Ny 0, MFEHAGEAXHI, NEBOIFFRE.
o LERCEMOREIN, % PO AR SIS, TSR . DR, R PR
TEBGEMIAIN, ARAR S e AR5 % P mE s, TSRS ERR . B E, %ok
M.

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #ify/i% B X H SNTP JIR55 2%
g4

O e
iy

’AT+CIPSNTPCFG?

Wi i *

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

%

K&

LR
At

=’>

’Z—\T+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

Wi i <

o <enable>: % & SNTP i 454%:
— 1: 8 SNTP flR554%;
— 0: Ni%'® SNTP fli455%.
 <timezone>: SZHFDA R PIApAEK
- FH—FEITERE [-12,14], BRUVNEEREAL, a5 R AR (UTC) s kinid K2
BFIX (UTC-12:00 & UTC+14:00) ;
- S FigCh uTc fﬁﬁﬁ%g, UTC R EEE TR E N Z D hlEE| UTC B[] B A REfR- 24
MR, GEEEAHN [(+1-] [hh)mme AN Y XYEAY] T4 AVE, W8, WRER
P, WRIEE. /N (hh) JA@ﬁT -12 2| 14 2 18], 4Bk (mm) 2207E 0 ) 59 Z (6], Bilgn, wig
{H*ETEHTIZWEj?%?@_LéiAﬂﬁ% Bl UTC+12:45, W% <timezone> Ak E N
1245, HELEHWESH UTC & .
[<SNTP server1>] %g/\ SNTP 4525,
[<SNTP server2>]: 45—/~ SNTP fif45 52,
[<SNTP server3>]: 5= SNTP R 55
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e

o HEMAOERIEG A E=" SNTP IR5% 25580, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” H 2 —,

e MFEMMS, TR <timezone> B HELS MK ER <timezone> ZHA—FE. N
<timezone> ZH L FtE —Fp UTC A B, fFlaN: X B AT+CIPSNIPCFG=1, 015, HFA4
M, ESP-AT & ZBSHfIXSHHIT 0, Bl EME 15, NETHE Mg, FrRisiidss —
UTC fw#% A&, Wt uTc+00:15, W@ A it k2 0 i IX.

2Nl

// fEf SNTP MR & 8, WE ¥ EH® KX (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fE SNTP &, WEEEL AW KHIK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
=,

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fEE SNTP R4 %, REFHLHKX EHE WA Y M HK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #ifj SNTP It} i)

AT+CIPSNTPTIME?

W i :

+CIPSNTPTIME:<asctime style time>
OK

]

« M5 5% asctime I[E] Y€ X I, asctime man page

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

9
AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

Q)
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(& b))
AT+CIPSNTPTIME?
+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/is ¥ SNTP ] [s] 25 1) v i
A ity 4

O e
iy

AT+CIPSNTPINTV?

Wi i ¢

+CIPSNTPINTV:<interval second>

OK

)E’J

CHLN A

A

’AT+CIPSNTPINTV=<interval second>

 <interval second>: SNTP [[a][F A [a][F . BAf7: #b. LR [15,4294967],

B
o BCE TR FEA AR, EWE ESP32-C3 Z A —K i) NTP i35 48 K HUB I 1] o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) AR — A

AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIUPDATE: jfixk Wi-Fi J1-8¢ 511

ESP-AT FEia1Ti}, il Wi-Fi A R IRSS # B R 308 2R X, I TR 1
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A ifo i 4

i
#if] ESP32-C3 B THUIRAE

O e
iy

AT+CIUPDATE?

Wi i :

+CIPUPDATE:<state>

OK

AT

i
TP ZER T @ 1 OTA THELR TCP it 55 i Lol A i [l

Py -
ﬂﬂ4>‘

AT+CIUPDATE

W i ¢
HSH AR

THRBIMR 55 45 LA AR [T

Py
A

AT+CIUPDATE=<ota mode>[,<version>] [, <firmware name>] [, <nonblocking>]

Wi ¥+
WK OTA FEfH ZERT R Ay, iR m:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N e

OK

U2 OTA FEAEHZERATT izl iR u]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N e

WARAEPHIER R OTA R, iR [u]:
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+CIPUPDATE:<state>

ERROR

WARAEAR L ZERCUT OTA KIK, R [H]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

BH

¢ <ota mode>:
— 0: @1 HTTP OTA;
— 1: i3 HTTPS OTA, IR %%, 2 . /build.py menuconfig>Component config
>AT >OTA based upon ssl 27 #ifE, 2= Ei5 %5 ESP-AT 142,
o <version>: AT i, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J| 2% [E{f, 4l ota., mgtt_ca. client_ca 8{H'E at_customize.csv
H s LA X
* <nonblocking>:
- 0: PHEERI OTA (AT, EH| OTA Ik R MG A W DAL AT /i) ;
- 1: JEPHEERIA Y OTA (M, T 5E UG (+CIPUPDATE:4) F5F3h & ).
* <state>:
- 1 KBRS 25
2: R RS
3: IRIGFPRA S
4: SETIH
-1: JEPHZERIK T OTA &I

|

o FHIEE BT M 48R .

o UM RZMAET BRI, AT K& [ ERROR, if 45 RF— B A1 L.

o QR E R SRR LR AT BIN, Ay 45 Espressif Cloud "N#% AT [E{4F+9%

o ISR 2 H AT SRR AT BIN, 375 H 47523 AT+CIUPDATE FOTA Ifj g B 3 (i F§ AT+ USEROTA
o # AT+ WEBSERVER 54, 1] %:% ESP-AT T FE#2{L1%R 6 FOTA.,

o B AT [FF)G, M AT+RESTORE W0 1T & .

o OTA i FRAFBIEFR] A 3 434

o JRPH ZEAR S B H %) OK Al +CIPUPDATE : <state> &4 T %A 4% 5 L _E A SE IR DU .
OK TJfEFE +CIPUPDATE:<state> Z Wi, tWEAIHEYE +CIPUPDATE : <state> Z 5.

o NEWFHEBHEBA

* WS F Ao fT 5 OTA JHA FREEZ OTA i

2Nl

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1
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3.3.24 AT+CIPDINFO: ¥ +IPD {1

AT+CIPDINFO?

W i <

+CIPDINFO:true
OK

B9

+CIPDINFO: false

W]
IOK
S
e <mode>:
- 0: £ “+IPD” Fl “+CIPRECVDATA” B, ANPERXTum IP kbRl 145 B
— 1: 7 “+IPD” il “+CIPRECVDATA” I it, $5 % IP kA 017 5
il

AT+CIPDINFO=1

3.3.25 AT+CIPSSLCCONF: #rif)/i¢ . SSL %yl B
A

ik
#if] ESP32-C3 {7 SSL % /b 45 NI A ML B AR L

.
"Il/?\‘

AT+CIPSSLCCONEFE?

Wi i :

+CIPSSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>
OK
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=

=

A

// B ¥: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

Wi i <

OK

o <link ID>: M Z5i%EHz ID (0 ~ max), EZERMEL T, HSEEBN max, WFRRIAEERE, &
SEEIMEN 5.
¢ <auth_mode>:
- 0: NAUE, WBEFEIEE <pki_number> fll <ca_number> Z4{;
— 1: ESP-AT $##4It% FrumiiE bR 55 5 i CA JIEFIR:58 ;
— 2: ESP-AT % ik A CA UEF RALEE AR 55 #% i U135
- 3: fHEINIE.
 <pki_number>: {EPFIFHARIEG], ARG MIEBMRE, HENH 0.
e <ca_number>: CA [JZ&5|, WHEBAE—1 CA, HEHNH O,

o QURAREAPCE ST AR, STE# N SSL RIS T AR M2 o

o BUEHEUCHHRAFAE NVS X, BISR G AT+SAVETRANSLINK fir - U EITHLUEA Wi-Fi SSL i% 1% 4%
A, ESP32-C3 57E T Ik _EHUREETACEC B g 7. SSL 4%

o AREIEGN A S AREBEE N2 EUEAS, WEE IR T A R PKT U

3.3.26 AT+CIPSSLCCN: #ify/$¥ SSL %yt /A H 44 (common name)
iR

i
IS SSL HERE 0 i ) T 44 B

A\ .
"Il/?\‘

AT+CIPSSLCCN?

W

+CIPSSLCCN:<link ID>,<"common name">
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// ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

Wi i <

OK

B8
¢ <link ID>: £ ID (0 ~ max), (ERERIFILT, RSN 0; LEZEENFERT, #5
BUEBEN max, BRI ER ASHEONEN S,
* <” common name” >: ARSI S5 # SR RUE B HH) A 4 . A BKRKEN 64 735,
Bl

o ARAHBAPCE S RIAAL, WE#SL SSL R AIB T A M2

3.3.27 AT+CIPSSLCSNI: #rify/ ¥ SSL %% i) SNI
A4

rhig:
AR TERL ) SNI i E

Py e
"ﬂé?‘

AT+CIPSSLCSNI?

W i <

+CIPSSLCSNI:<link ID>,<"sni'">

BE WA

¥ 3% (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni'">

W

OK

o <link ID>: M#%i%E4; ID (0 ~ max), FERIERMNELT, ASHMEN 0; L2 ERWBLT, 55
BUEBR R max, WFIRITHERE: ASEEGAMEN S.
e <” sni” >: ClientHello H 1) SNI, SNI & KKk 64 F37,
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e

o WNIRAREAE BT RIAERL, TN SSL R IZ T AN S .
3.3.28 AT+CIPSSLCALPN: #rify/¥¢ . SSL % j i ALPN
iy A

e
i) ESP32-C3 Y& SSL & i it B4~ 1321 ALPN B &

“ﬂ4>

AT+CIPSSLCALPN?

W i <

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

YL

¥ A

Ll

)

LA
&

§P

// ¥ % (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i ¢

OK

o <link ID>: [ HEHE D (0~ max), FEREBIGNIL T, ASRIY 0; ELHHERFL T, %5
BUEBCHN max, WFTRFTAER; ASECAEN 5.
* <counts>: ALPN e, JEE: [0,5].

0: Jikk ALPN JiC,
* [15]: 5# ALPN i .

o <" alpn” >: FRHESE, FR ClientHello H1) ALPN, ALPN H KK B2 R T i SRR KB .

]

o QRAREARHUE T BIAERL, AR SSL IER I iIB T A M S .
3.3.29 AT+CIPSSLCPSK: #rify/¥¢ ¥ SSL % iy PSK
i A

ik
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1) ESP32-C3 ff:2y SSL % s i st 2 F2 4 PSK g .

2 ot
4

AT+CIPSSLCPSK?

W

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

WA

-t

e

=

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W i <

OK

BH
* <link ID>: [WZ53%E4% ID (0 ~ max), {ERGERIEILT, ASEUEN 05 X EENTEIT, A5
BUEBCN max, WZoR AR ASBEOAEN 5.
e <” psk” >: PSKidentity, fx K&KREE: 32,
e <” hint” >: PSK hint, KK E: 32,
B
o QRAHSAREE B ST B, AL SSL EREHTIZ AT A T o
3.3.30 AT+CIPRECONNINTV: 4 if/i% ¥ Wi-Fi & 148X F i) TCP/UDP/SSL i %
] B
A%

i
Aif) Wi-Fi £ 242X T 1 H Zh B A b

Py -
iy

AT+CIPRECONNINTV?

W

+CIPRECONNINTV:<interval>
OK
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EmA

&F

i

B Wi-Fi i f5 12X, F TCP/UDP/SSL 14 417 JF I 11 20 S0 19 171

e

’AT+CIPRECONNINTV:<interval>

Wi i :

[ox

BH

* <interval>: HZ{EEEFRANE, A 100 ZF0, BOAHE: 1, {EHE: [1,36000].

B

* #FAT+SYSSTORE=1 B, L B O PRAFAE NVS X

Bl

AT+CIPRECONNINTV=10

3.3.31 AT+CIPRECVMODE: #rify/i B ikBix

A ifo i 4

Dyt
B TR ORA

AT+CIPRECVMODE?

Mjn] oz <

+CIPRECVMODE : <mode>
OK

L )
WA
?:

Ele

A

’AT+CIPRECVMODE:<mOde>

W i :

|ox
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BH

* <mode>: ERFHIHHLNHI, BINE: 0.
= 0: EEBE, ESP-AT KA e B B 7 Bl L Bl & 645 4L MCU, 3K “+IPD”,
- 1 Yok, ESP-AT A # 0B B R 7 Ui AP W AF X (B r Bl 1, A
{EH>H 5760 717) , “EfF MCU L. X TCP Ml SSL 4%, WIRGEAFXWE T, K ILEET
fefi; X1T UDP ek, WRGAFRW T, Wk AERER.

|

o ZBCE AR T Wi-Fi &£ 42X,

o 24 ESP-AT #E# sl P UL B SR 28RN, SR LR RIS AR R 9 1E B :
— ZiERERT (AT+CIPMUX=1), ##75 +IPD,<link ID>,<len>;
— BAERAR] (AT+CIPMUX=0), #i/® +IPD, <len>,

o <len> FIRGAFX P ERF IR SR,

o —HA +IPD #iill, WiZiz{TAT+CIPRECVDATA REHUE R . &0, FER]—4> +IPD gt B Z A,
T4~ +IPD REAR B &5 ML MCU.,

o TEWIHF RN OLT , S ERFEBIRIIAE AL, MCU 3SR TT LA, 3 K ikAT+CIPCLOSE
(AT 1% P ) 8K AT+CIPSERVER=0,1 (AT VERRS54%). HAm)igid, Wf +1pD g, AP
D HEMR K 3£ AT+CIPCLOSE 5% ) 1% AT+CIPSERVER=0,1 B{ifi i1 AT+CIPRECVDATA v 22U A B3
ZH, XTERR) CLOSED 5 HuKis A& Pl

il

AT+CIPRECVMODE=1

3.3.32 AT+CIPRECVDATA: RN AR P 587 Kol

- A
BeE A
Wi

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

Wi i ¢
+CIPRECVDATA:<actual_len>, <data>
OK
57
+CIPRECVDATA:<actual_len>, <remote IP>,<remote port>, <data>
OK
S
o <link_id>: ZEEAAWER ID.
o <len>: fRfEJy: OXTAE, QISRSERICEI R K A SBR[ 9 K B A B
o <actual_len>: SEPRIREUAGEIE KL
o <data>: FRIULEHE .
o [<remote IP>]: FAFE S8, Foratus IP Hihl, 8 AT+CIPDINFO=1 A ifE.
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¢ [<remote port>]: X, idAT+CIPDINFO=I fy4ffifg.

il

AT+CIPRECVMODE=1

// Bldm, R EHN MCU N 0 FHEEF U E 100 FF M HE,
// M 44 734 & "+IPD,0,100",

/) RE, BT UNARLEZEAUNT # 4K 100 FF 6 HHE:
AT+CIPRECVDATA=0,100

3.3.33 AT+CIPRECVLEN: #rifgpf g0 A b &8 5 K%
qliEed

i
FEUPRE R A A 1 R ()%

Py
A

AT+CIPRECVLEN?

W

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

BY

* <data length of link>: Jt— 4% b () T A R K

Bl
o SSL ¥, ESP-AT iR [ HHRAT KL, FrAR K &R T BRI RK L.

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.34 AT+PING: ping %33 bl

B

&E

ik
ping X i AL

P
iy 4
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AT+PING=<"host">

Wi % ¢

+PING:<time>

OK

o

+PING:TIMEOUT // RAEH LM . k=% PING BHERLT, A4AXIMEE

ERROR

BH

o <” host” >: FRFERBEL, Forabim LAY IPv4 Mok, IPve Hihl, B4 .
o <time>: ping [FJIRR/ITE], BAL7: 2R,

e
o QRAILT IPV6 W45 ping Mg 0L, 52 SCEAT+CIPV6=1, FHBLAT+CWIAP FRHE]—A> IPv6
Hirhk
o BRI EAURIERA AT, W ping K SciEad DNS SEATIA f#ST (LSS IPv4 Huhik) , P ping
Xof g AL TP ik

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBMER IEFN
AT+PING="240c::6666"

3.3.35 AT+CIPDNS: #5ify/i ¥ DNS JIR 554515 B
by A

Dyt
A2 Hi DNS 55235 5

Py
iy

’AT+CIPDNS?

W i :

+CIPDNS:<enable>[, <"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK
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N

i
BE DNS fle 5545 5

O e
iy

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

Wi i :

e <enable>: % & DNS R% 4%
- 0: J5 H B 3h3KHL DNS iR 55451, DNS R4rafrakiEh 208.67.222.222 f18.8.8.8,
H 24 ESP32-C3 station 5¢ i | DHCP i #%, DNS JIR5548 4 A il BB T
it S F S B DNS R4 245 8, WRAEESH <DNS 1px> MUfH, I ERIA(E 208.
67.222. 222$ﬂ8 8.8.8,

e <DNSIP1>: %5/~ DNS 4545 IP #ihik, XFFiE a4, HA2Y <enable> Z50h 1 B, ﬁl/‘i’fﬁm}i‘
HﬁzﬁJ DNS X &, KSEAF: R E <enable> 2y 1, H AASHIRE —ME, ST
a4 HT, ESP-AT K% SHE R M HiY) DNS & Bk 1]

* <DNSIP2>: %5 /> DNS fR454s IP #ihl, XfFiEmS, HAY <enable> 244 1 i, Hie/H
F3h DNS K&, RBEAFHR; WRKE <enable> Ky 1, HHASEHKE ME, UEEiTHE
WA 4B, ESP-AT K% S HE R 24 Hi1) DNS %5k 1]

o <DNSIP3>: %=~ DNS f45#% IP #uht, XFistE s, HA Y <enable> Z4CH 1 B, S
FF3) DNS & &, XSEAF: WHRKE <enable> Ay 1, HARSHBE —ME, LYEEiTE
WA HT, ESP-AT XH4iZ S 5UE N 24 Hi ) DNS 3% &k 1],

it

o FAT+SYSSTORE=1, Ti'B o Rrite NVS X,
X ZASEONREBEEAE [F]— RS 4% L
24 <enable> Jy O B}, DNS AR45#% 1] GE ARG ESP32-C3 5 £ Fr 1% 32 (Y % vy 4 174 e 28 17 vl A8

hil

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

// % —ANET 1Pve Wy DNs RE#B: T REBEMERIEFQ

// & _NETF Ipve # DNS MR % #: google-public-dns—a.google.com
/) BZ=ZANHET 1Pv6 B DNS A& H: L HAEE DNsS R &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.36 AT+CIPTCPOPT: #tify/id B wiki
i 4

Ly :
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S E TS s ]

P e
"ﬂé?‘

AT+CIPTCPOPT?

W

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

LA

-t

e

=

// B ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

W i <
’OK ‘
uf;
’ERROR ‘
S

o <link_id>: M2 %4 ID (0 ~ max), FEZIERLMIE T, ASEEKA max, WRIRFTAERE: &

SEEIMEN 5.
o <so_linger>: il BERFH SO_LINGER %Il (&% : SO_LINGER 714), BAf: #, BRHME: -1,

- =-1: XM
- =0: JF/8, linger time = 0;
- >0: JFJ3, linger time = <so_linger>;
o <tcp_nodelay>: Wil B £#:7[ TCP_NODELAY 33l (£%: TCP_NODELAY /44), 2RiA(H: 0.
— 0: 22 TCP_NODELAY
- 1: 2| TCP_NODELAY
» <so_sndtimeo>: il B EB:F (% SO_SNDTIMEO i&T (Z#%: SO_SNDTIMEO 1+43), Pfi: ZF,
ERIME: 0.
o <keep_alive>: Pl B £3:5 1 SO_KEEPALIVE &3 (&% : SO_KEEPALIVE N47), Bfi: b,

e JE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive BJfiE. TCP_KEEPIDLE {f 4 <keep_alive>, TCP_KEEPINTVL {§ 4
1, TCP_KEEPCNT {4 3.
o RSt <keep_alive> BESAT+CIPSTART iy <keep_alive> BEAHE, HE&{EHH
JE R E R UE . MABI TR AN E <keep_alive> S8, MIBAMEH IR A E (E.

B

o FERCEERFIRIET, W T IRiZEmhRE, CURACE G vl fErEm .

* SO_LINGER BEIUAS WU BB R HME . 51 4niic & SO_LINGER {E} 60, WIAT+CIPCLOSE iy 4 1EIX
ANEXti TCP FIN A5 LR, 2330 AT [HZE 60 #b, MioikEmy HE a4 . Bk, SO_LINGER
BRI .
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« TCP_NODELAY ¥&%i i H T Fnt &/ IMEXS LR E R S i 5. JFRJE, LwIP 2 ik TCP ) %
ik, (HIRMEIMRR E, Sl TEATNSEEHEG. Hik, TCP_NODELAY A AR5 EAE .

* SO_SNDTIMEO %31 3& | T-AT+CIPSTART i 4K it & keepalive Z8010 W 37 5. FLEAETG,
AT+CIPSEND., AT+CIPSENDL. AT+CIPSENDEX fi S AeiZBINB Y, TiIEEEAER . X
H . SO_SNDTIMEO #i¥ it & H 5 ~ 10 #b.

 SO_KEEPALIVE #£5 id ] = 2l 5 AR 1 2 2 A W i 5%, 3% AT 1 TCP IR 55 2%
BRI . Bl E AL S, SHINESMG M4 58 . SO_KEEPALIVE B it & H A /N T 60
o

3.4 Bluetooth® Low Energy AT #4245

24y, ESP32-C3 AT [{: 3045 B A% D MIE 5.0 FUA

o AT+BLEINIT: Bluetooth LE #4454k

o AT+BLEADDR: ¢ Bluetooth LE 5 5 Hihl:

o AT+BLENAME: #ifij/i% ® Bluetooth LE 154544 ¥R
AT+BLESCANPARAM : #5if)/i% & Bluetooth LE F##i &4
o AT+BLESCAN: {#ifig Bluetooth LE $74

o AT+BLESCANRSPDATA: ¥%E Bluetooth LE JI350

o AT+BLEADVPARAM : #5ih)/i% & Bluetooth LE | & &%k
o AT+BLEADVDATA: X Bluetooth LE | #&%({E

* AT+BLEADVDATAEX: H3#lji & Bluetooth LE | #&%5 4
e AT+BLEADVSTART: JT14 Bluetooth LE %

o AT+BLEADVSTOP: {% |} Bluetooth LE 4%

o AT+BLECONN: %57 Bluetooth LE i#$2

o AT+BLECONNPARAM : %%if)/% 37 Bluetooth LE jE 5%k
e AT+BLEDISCONN: WiJT Bluetooth LE %45

o AT+BLEDATALEN: %% Bluetooth LE (30 K &

o AT+BLECFGMTU: %' Bluetooth LE MTU K- J&

o AT+BLEGATTSSRVCRE: GATTS Al &R %

o AT+BLEGATTSSRVSTART: GATTS J|E iR %

o AT+BLEGATTSSRVSTOP: GATTS {211 4%

o AT+BLEGATTSSRV: GATTS % PLIRSs

o AT+BLEGATTSCHAR: GATTS % PRR & 454E

o AT+BLEGATTSNTFY: J[3455% notify i 5 ERHF (28 % Pk
o AT+BLEGATTSIND: %3 indicate IR 45 HF (148 % oot
o AT+BLEGATTSSETATTR: GATTS ¥ iR & (i

o AT+BLEGATTCPRIMSRV : GATTC % Pl EL AR 55

o AT+BLEGATTCINCLSRV: GATTC Kk IVELE 1 IRS

o AT+BLEGATTCCHAR: GATTC % PR 55 EHE

e« AT+BLEGATTCRD: GATTC $HUIR 55 45

o AT+BLEGATTCWR: GATTC B} 5 5 AE

o AT+BLESPPCFG: #%if)/i%% Bluetooth LE SPP %

o AT+BLESPP: it A Bluetooth LE SPP iz

o AT+BLESECPARAM: #%if)/i% ' Bluetooth LE JIZ55:84

o AT+BLEENC: %t Bluetooth LE %55k

o AT+BLEENCRSP: [nl4g % ik £ A& i e v i >R

o AT+BLEKEYREPLY : %5 %} 75 1%4% [0l 54 %41

» AT+BLECONFREPLY : %53 %45 M WA gh R (fegeiE iz B)
o AT+BLEENCDEV: Z5if]%}5E 1 Bluetooth LE T %54 £5 51| 3
o AT+BLEENCCLEAR: % Bluetooth LE %% %41 %

o AT+BLESETKEY : % Bluetooth LE # AT %25 4H

o AT+BLEHIDINIT: Bluetooth LE HID ¥MY A 151k

o AT+BLEHIDKB: %% Bluetooth LE HID 455 B,

Espressif Systems 20 Release v2.3.0.0-esp32¢3-164-g67966ba
Submit Document Feedback


https://www.bluetooth.com/specifications/specs/core-specification-5/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 3. AT Ay d4E

o AT+BLEHIDMUS: % 1% Bluetooth LE HID k7= B

o AT+BLEHIDCONSUMER: ‘% 3% Bluetooth LE HID consumer 1 &,
o AT+BLUFI: JT /55 ] BluFi

e AT+BLUFINAME: #5if)/i%'% BluFi ¥4 4K

o AT+BLEPERIODICDATA: %% Bluetooth LE J&| B #& 2
o AT+BLEPERIODICSTART : FF)& Bluetooth LE J& B4 #%

o AT+BLEPERIODICSTOP: {%1I- Bluetooth LE J& i) #%

o AT+BLESYNCSTART: JTJ3 JEIIHET 3% 7] 4

o AT+BLESYNCSTOP: 1511 J& BAVES 4% 5 25

o AT+BLEREADPHY : #ifi) 4 B4Rl ] i) PHY

o AT+BLESETPHY : '8 4 Hi8:00 ) PHY

3.4.1 AT+BLEINIT: Bluetooth LE #ji44k
i A

i
71 Bluetooth LE & 73441k

AT+BLEINIT?

LIV
HEWIRIL, AT R :

+BLEINIT:<role>
OK

HARVIIRE, AT &[0

+BLEINIT: 0
OK

L

q
i

[y

&

v B @

% B Bluetooth LE #Ji&fkfa {8,

Dy S
i .

=

’AT+BLEINIT:<init>

M

e <init>:
— 0: 44 Bluetooth LE
— 1: client 8,
— 2: server 514,
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e

* fii {{ Bluetooth LE Zjfighf, WIRMEICTHE M SoftAP X, W@ i &7 PAIE it AT+ CWMODE %% R
SoftAP 5z,
o A RGO ZHT, BT H “at_customize.bin” 0, FEIETE W4T B & SRS E TR 5.
* i & Bluetooth LE Ay %2 1, /el Afr4, #I4f1k Bluetooth LE ff {4,
* Bluetooth LE fi (A infbf5, AREE VL. TRV, FTESEWMMAT+RST i HIG RS, F
B 444k Bluetooth LE £ {1,
o i ] ESP32-C3 {E A Bluetooth LE server, £545%35% service bin #I| flash:
— X ] A i service bin 3, 5% esp-at/tools/readme.md ;
— service bin - BE AL , 37 I esp-at/module_config/module_${platform}_default/at_customize.csv
e “ble_data”? X SBALE
o AHAETESY Bluetooth LE 2 Hil, {5 IR IEAESEATI) 36 S Wit A 4% .

il

AT+BLEINIT=1

3.4.2 AT+BLEADDR: ¥:¥i Bluetooth LE V5l
A ifo i &

Ly :
#2if] Bluetooth LE #4519 /2 JEHiutik

O e
iy

AT+BLEADDR?

Wi i :

+BLEADDR: <BLE_public_addr>

¢ <addr_type>:
— 0: /A3EHhik (Public Address)
— 1: ML HE (Random Address)
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e

o S HuE (Static Address) i A2 DA 454
— Mok = AL A 15
- BEHLHHERS S 20 14K 0;
- BEMLHHER > 20 14k 1.

o WERESHIIEA S YRR NVS X,

hil

AT+BLEADDR=1, "£8:7£:24:87:1c:7b" /) & E L& & B S i
AT+BLEADDR=1 AR &4 %) & I 1
AT+BLEADDR=0 /) EE NGRS

3.4.3 AT+BLENAME: #rifi/i%¢ ¥ Bluetooth LE %75 Ak
g4

e
Zv1f] Bluetooth LE #4544 F

Py
A

AT+BLENAME?

W

+BLENAME : <device_name>
OK

v

N

&;

e
% & Bluetooth LE #4454 FF

e

’AT+BLENAME:<device_name> ‘

W i+

[ox |

BH

o <device_name>: Bluetooth LE %44 R, mAKE: 32, BHALFRN “ESP-AT”,

B

o ¥7AT+SYSSTORE=1, [t B ¥ U RATAE NVS X,

s WA SR ERGEHAIGE, BIEIHITAT+ BLEADVDATA iy 5505 44 PRIt ) SR i 2 o
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il

AT+BLENAME="esp_demo"

344 AT+BLESCANPARAM: #tily)/ix ¥ Bluetooth LE f1#i %%
Ao A

ki
%t 1) Bluetooth LE #9325

[

AT+BLESCANPARAM?

W

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>
OK

BeE WA

tig:
% B Bluetooth LE HH# &%k

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

Wi % ¢

OK

» <scan_type>: {T{fiZEH
- 0: Bl
- 1t
o <own_addr_type>: il
- 0: 3tk
— 1: fEALHE
— 2: RPA A dtthl
— 3: RPA [tk
o <filter_policy>: ity =\
— 0: BLE_SCAN_FILTER_ALLOW_ALL
— 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST
— 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
— 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR
o <scan_interval>: I B fF. A AN K T4 T <scan_window> Z ¥ {H. = 376 H:
[0x0004,0x4000]. 14 [H] FE /2 % S 3k DA 0. 625 &b, Jr RASE Br i 454 1) [ ¥ B4 [2.5,10240]
2,
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o <scan_window>: HIFH . XS EEN /DT % T <scan_interval> Z¥{H. S5 H:

[0x0004,0x4000]. 144 7 H 2% S HOkLA 0. 625 A, B PASEFR B41H8 7 1L [ R [2.5,10240]
.

il

AT+BLEINIT=1 // # f: & p %
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.5 AT+BLESCAN: f{ilifig Bluetooth LE i

JF42/452 11 Bluetooth LE 74

Py
A

AT+BLESCAN=<enable>[, <interval>][,<filter_type>,<filter_param>]

Wi 3% ¢

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK

¢ <enable>:
- 1t FFURFRE
- 0: 5 IERFEE A
* [<interval>]: FHHiFRELIE], Bfi: F.
- AR EEIEEE, TRREASE
- AREIFREE, FREASEC
- RBEBEN O B, WIZFTRFF IR
- RSHACNAE O B, Bt AT+BLESCAN=1, 3, WK 3 B)5 AZhE 4, Rk
FHEER
o [<filter_type>]: i JE&i%5i
- 1: “MAC”
- 2: “NAME”
o <filter_param>: iFJES%L, FoRX A MAC Hikiksi 4 Fr
» <addr>: Bluetooth LE #lil:
o <rssi>: [F5IRME
o <adv_data>: | #EEIE
o <scan_rsp_data>: 0 5
o <addr_type>: [ IKBEf bR

el [ ' B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> FEHi WP F ¥ A MM E X EW )Y . OK W EFE +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> 2 W % o, L H W fE &
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 #i

i
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il

AT+BLEINIT=1 VA
AT+BLESCAN=1 // T
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F# 3, L@ £ A 4 MAC H it
AT+BLESCAN=1, 3,2, "ESP-AT" // F iAW, H R ER A& & LK

3.4.6 AT+BLESCANRSPDATA: i Bluetooth LE FHim )

%% Bluetooth LE 413/

A\ .
"Il/?\‘

’AT+BLESCANRSPDATA:<scan_rsp_data>

Wi

’OK

S

o <scan_rsp_data>: FIH N AR, S HEX 45408, N, AR B =40 B 508 “0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

2N

AT+BLEINIT=2 // fat: R% B
AT+BLESCANRSPDATA="1122334455"

3.4.7 AT+BLEADVPARAM: #%if)/i% ¥ Bluetooth LE ) &5 %k
a4

i
EERZIIIE T2

AT+BLEADVPARAM?

Wi i ¢

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>
OK

Espressif Systems 96 Release v2.3.0.0-esp32¢3-164-g67966ba
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 3. AT Ay d4E

EmA

&F

Yytie:
W) RS

O e
iy

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
—PHY>]

W i <

OK

S8

o <adv_int_min>: H/)N KRG . SEGERE: [0x0020,0x4000], KA G T2 5509k 0L 0. 625 &2
Fb, BT ASERR s/ N #E ) B A R [20,10240] 2270 . ARSEEN /N T % T <adv_int_max> &
fE.

o <adv_int_max>: K IEEE. SHEEE: [0x0020,0x4000], | IE A RS TiZS 8Tk DL 0. 625 2
%{ﬁﬁ?w\i%%ﬁ%jﬁf“%rﬁ]ﬁ%?ﬁ@% [20,10240] Z /. RSN KT T <adv_int_min> &

e <adv_type>:

* 0: ADV_TYPE_IND

: ADV_TYPE_DIRECT_IND_HIGH

: ADV_TYPE_SCAN_IND

: ADV_TYPE_NONCONN_IND

: ADV_TYPE_DIRECT_IND_LOW

: ADV_TYPE_EXT _NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
: ADV_TYPE_EXT_SCANNABLE_IND

« <own_addr_type>: Bluetooth LE #2571
— 0: BLE_ADDR_TYPE_PUBLIC
— 1: BLE_ADDR_TYPE_RANDOM
e <channel_map>: | %58
— 1: ADV_CHNL_37
— 2: ADV_CHNL_38
— 4: ADV_CHNL_39
— 7: ADV_CHNL_ALL
* [<adv_filter_policy>]: ] i JE#s L0
— 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
— 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
— 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
— 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
[<peer_addr_type>]: %|J5 Bluetooth LE Hiihit2$ 7
— 0: PUBLIC
- 1: RANDOM
[<peer_addr>]: %75 Bluetooth LE #iil:
* [<primary_phy>]: | & primary PHY . ZRA{E: IMPHY,
- 1: IMPHY
— 3: Coded PHY
[<secondary_phy>]: | 4% secondary PHY., BAiAf{E: IM PHY.
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

.
~N N RN
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vei
o MMRM K E I peer_addr, IRATH T KN GERERLE,

e primary_phy fll secondary_phy FF8-—EE, WHRARE, IBARKENSEESMHHBRIA
IM PHY.

il

AT+BLEINIT=2 // fat: R % B
AT+BLEADVPARAM=50,50,0,0,4,0,0,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1, 3

3.4.8 AT+BLEADVDATA: ¥ Bluetooth LE ) #k %2

BCE) R

’ AT+BLEADVDATA=<adv_data> ‘

* <adv_data>: JUREEE, S HEX FAFR . G, A REEE T #EdEA “0x11 0x22 0x33 0x44 0x557,
N4> AT+BLEADVDATA="1122334455",

|

o YN Fi T & ] iy S AT+ BLEADVDATA EX=<dev_name>,<uuid><manufacturer_data>,<include_power>
BB T #HEdE, Wi En) g EE.

o GAREAEMT A G B AR, WEBHEIT 58 1% fin & Z JE A TAT+BLENAME fig 21558 £ 24
PR E N IR A

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVDATA="1122334455"

349 AT+BLEADVDATAEX: HZhi ¥ Bluetooth LE J {5
Ay

Dyt
BN 85 G R 2
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AT+BLEADVDATAEX?

Wi % ¢

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

B A

i
BCE AR IR 1%

[k

’AT+BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>

Wi i ¢

’OK

* <dev_name>: ¥ ff H &, Kon k&AW B, A ERE K S S RN Cust-
test” ., DAy 4 N AT+BLEADVSTARTEX="Jjust-test", <uuid>, <manufacturer_data>,
<include_power>,

o <uuid>: FAF B Z K. W, A M E UUID h “0xA002” U .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

* <manufacturer_data>: {fi| i& B £ 4, b HEX FAFER. 60, 2 A8 8 3k i £l o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: ¥ REHET S TX PR, RSN 15 B, 0.
Bl
* AR ZHIC LM 6y S AT+BLEADVDATA=<adv_data> BB T )R8, W S g ar B a ) i
Kt A 5t

il

AT+BLEINIT=2 // fat: R % 58
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.10 AT+BLEADVSTART: Jfi4 Bluetooth LE )1k
Parm A

ik
TR 7%

A,
"ﬂ/?\'
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’AT+BLEADVSTART

Wi % ¢

’OK

L]

o PR iy 4 AT+BLEADVPARAM=<adv_parameter> %8 #8250, W T BN &S50

o BN H G4 AT+BLEADVDATA=<adv_data> &5 1 38 50dE, W E3£4 0 5.

X HI © & M fir 2AT+BLEADVDATA=<adv_data> &% % i )7 # %t #5, W &
Wi AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & ) |~ & %
P, M, WIRSEM ] AT+BLEADVDATAEX, N|<:# AT+BLEADVDATA % & 1)) % £
Bk

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVSTART

3.4.11 AT+BLEADVSTOP: {4l Bluetooth LE )" £k
P4

Yytie:
(CIWRE

’AT+BLEADVSTOP

Mjn] oz <

[ox

B

« FTIR)#E)G P ST Bluetooth LE 3845, 2 H 81454 Bluetooth LE )", JoFsif A<

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.12 AT+BLECONN: #tyy. Bluetooth LE %%
A if i 4

Yitig:
#71fi) Bluetooth LE %%
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[

AT+BLECONN?

Wi 3% ¢

+BLECONN: <conn_index>, <remote_address>
OK

PR BESTIER:, WA R <conn_index> F1 <remote_address> S%{ .

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W
PR, AR

+BLECONN: <conn_index>, <remote_address>

OK

ST, SRR

+BLECONN: <conn_index>, —1

ERROR

HRHNSHERREE LB LR N SEER R, MRS

ERROR

S8

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].
» <remote_address>: XfJ5 Bluetooth LE £l .
* [<addr_type>]: J ik A kS AL :
— 0: A dtHhl (Public Address)
— 1: BYLHb3E (Random Address)
* [<timeout>]: FEIEEMFIIN], Fiii: . JuH: (3,301,

|

o BUTEENLNIEREZ W, JeiB TAT+BLESCAN iyt , Wtk B AR & T #IRES.
o HORIESBY 30 7.
* fi 5% Bluetooth LE server E )AL HiE T RSN ST, AT DAGE I b iy S AEXT 2555 (GATTC) ik
RS . BT AR PA R GATTC 14
— AT+BLEGATTCPRIMSRV
AT+BLEGATTCINCLSRV
AT+BLEGATTCCHAR
AT+BLEGATTCRD
AT+BLEGATTCWR
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— AT+BLEGATTSIND

o IR AT+BLECONN? £ Bluetooth LE = #] 1G04 1% L F 44T (AT+BLEINIT=0), W & % 4 2 i 1
+BLECONN: <conn_index>, <remote_address> ,

il

AT+BLEINIT=1 // # f: & p %
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.13 AT+BLECONNPARAM: i)/t 31 Bluetooth LE Y4255
A

riie:
2¥if] Bluetooth LE 1325

Py
A

AT+BLECONNPARAM?

Wi 3% ¢

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>

W # Bluetooth LE #2544

’AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

W

’OK

ABCERI, WA EE:

’+BLECONNPARAM: <conn_index>, -1

» <conn_index>: Bluetooth LE j£#:5-, Ll : [0,2].

o <min_interval>: /NEEEF. KSEEN /DT % T <max_interval> Z¥{H. S50 H:
[0x0006,0x0C80]. 4% (B /A 5E TS EDA 1. 25 27>, P LASERR ) fe/ N2 ] B i R > [7.5,4000]
=,

« <max_interval>: f KIEHEIF. KSE(EN KT % T <min_interval> Z¥({H. SEIEH:
[0x0006,0x0C80] . JEHZ (] Fa 55 TR ST DA 1. 25 28D, FrRASE BRI e K% H2 8] i i i > [7.5,4000]
R,

o <cur_interval>: Y4FiiERE]IE.

o <latency>: fEiR. Z¥EH: [0x0000,0x01F3].
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« <timeout>: ifif, ZHIEFE: [0x000A,0x0C80]. HEITET LSRR 10 2250, FTLASLERAGEIT
i 4 [100,32000] ZF5,

|
o RAQEORIGEER, HHAUGOR client fi (L HTIEZRSEL

il

AT+BLEINIT=1 // ff: & p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14,1, 500

3.4.14 AT+BLEDISCONN: [KiJf Bluetooth LE %
AT

tig:
7T Bluetooth LE 4%

AT+BLEDISCONN=<conn_index>

Wi i :

OK // Yk E AT+BLEDISCONN 4 4
+BLEDISCONN:<conn_index>, <remote_address> // & 4T 4 2 Bk 3

S

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].
» <remote_address>: X5 Bluetooth LE £l .

|

o DUCHRR Pmisf A i & Wit

il

AT+BLEINIT=1 // fat: & P ¥
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.15 AT+BLEDATALEN: )4 Bluetooth LE % #i#4u K )%

)E’J

CEL A

Ttig:
1% & Bluetooth LE {({}&3 | i
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’AT+BLEDATALEN:<conn_index>,<pkt_data_len>

W

’OK

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].
o <pkt_data_len>: Z{{EEKE, JEHE: [0x001B,0x00FB],

L]

o TFEpi#ST Bluetooth LE 144, A REELIREEKE.

il

AT+BLEINIT=1 // B & : & F 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.16 AT+BLECFGMTU: ¥¢¥ Bluetooth LE MTU )i

iy

Dyie:
#5i) MTU (maximum transmission unit, fx KA HEIC) K

.
"ﬂ/?\'

AT+BLECFGMTU?

Wi i ¢

+BLECFGMTU: <conn_index>, <mtu_size>
OK

)E’J

CEL A

ik
PEE MTU K i

O e
iy

’AT+BLECFGMTU:<conn_index>,<mtu_size>

Wi i ¢

’OK /) B KA A
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
o <mtu_size>: MTU K&,

wi]
o ARAFAS KIS Bluetooth LE %H% .
o CCRYR P RE T W MTU DK,

o MTU [{J5Ebr BETR BT, M. OK HFR22il iy MTU KB, LI ERKEA—E AR, &l
& AT+ BLECFGMTU? 25 if) 5% i MTU K BF,

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.17 AT+BLEGATTSSRVCRE: GATTS @&k 55
AT 4

hig:
GATTS (Generic Attributes Server) 417 Bluetooth LE JIz 4%

A

’ AT+BLEGATTSSRVCRE

W

’OK

i

« {i§i[f] ESP32-C3 {4 Bluetooth LE server 6| 7R 55, F5HE5% service bin 3% flash 1,
— AT A= J service bin XU, 55% esp-at/tools/readme.md.
— service bin S4B sk Ak A esp-at/module_config/module_${platform}_default/at_customize.csv
) “ble_data” bk,
* Bluetooth LE server #J454L )5, 15 S A 0@ Ak a5 SE ST Bluetooth LE %4, WIJovk
BIEMRSS
* 44 Bluetooth LE client CL¥J AL ALY, AT DA I w26 @ AR 455 i mT DAGE ) JHG At — S840 R 1
GATTS %, BlAnEshFAEEiRSs . E R4S FFAEE AN notification/indication, HARA 41T :
— AT+BLEGATTSSRVCRE (F1YAF. Bluetooth LE JE4: 2! 7 2 1ifdi )
AT+BLEGATTSSRVSTART (Y7 Bluetooth LE 32757 §ifi i)
AT+BLEGATTSSRV
AT+BLEGATTSCHAR
AT+BLEGATTSNTFY
AT+BLEGATTSIND
AT+BLEGATTSSETATTR
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEGATTSSRVCRE

3.4.18 AT+BLEGATTSSRVSTART: GATTS JI 3Rk 55
AT

i
GATTS JFjE 4R g5

A\ .
"Il/?\‘

AT+BLEGATTSSRVSTART

)E’J

SRR

ik
GATTS F 5 48 E R 55

O A e
“ﬂ/?'

’ AT+BLEGATTSSRVSTART=<srv_index>

W i :

[ox

ZH

o <srv_index>: 5575, M1 IR,

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.4.19 AT+BLEGATTSSRVSTOP: GATTS £ 11l 55
AT

itk
GATTS {5 1 2 FBAk 55

AT+BLEGATTSSRVSTOP
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EmA

&F

Dyt
GATTS {5 1R A 55

O e
iy

’AT+BLEGATTSSRVSTOP:<Srv_indeX>

Wi i :

[ox

BH

o <srv_index>: fR% 7S, M 1 HUGEEY,

il

AT+BLEINIT=2 /] e R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.20 AT+BLEGATTSSRV: GATTS %KHNRSS
iy

Dytig:
GATTS K IRk

A

AT+BLEGATTSSRV?

Wi i ¢

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

S

o <srv_index>: JREGFE, M 1 FiGE,
e <start>:
- 0: RGATTA:
- L IR ETFG.
o <srv_uuid>: fk51 UUID,
o <srv_type>: JR551FEAL:
- 0: KRS
- L HEMRS.
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il

AT+BLEINIT=2 /] e R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.21 AT+BLEGATTSCHAR: GATTS %8R5S ¥4
R

i
GATTS J BUAR 55 5k

O e
iy

’AT+BLEGATTSCHAR?

W
SRS FEAE 5, BT

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XFREGRFFE R, WA

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: JREGFE, M 1 FERE,

* <char_index>: JREFFHEMITS, M 1 AZHGIENS .
o <char_uuid>: [RS4HER UUID,

¢ <char_prop>: fRFFHEMEM:.

o <desc_index>: JHFHIRGFEE .

o <desc_uuid>: JHEHIALTR UUID,

il

AT+BLEINIT=2 // fit: R%& 2B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.22 AT+BLEGATTSNTFY: JIR%5%% notify I} 55 FHAEM 4y % ) o

)E’J

CEL A

Yyfie:
IR 45 22 notify JIR S5 AEE 2822 P

[
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’AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length> ‘

W] 7. <

9 > FR AT HE TR DB, RET 00T DU A, 480K BRI 380 <length> HIERT,
IWAT notify #fFE.

LR Yy, R -

OK

e <conn_index>: Bluetooth LE &35, LRl [0,2].

o <srv_index>: [R5 75, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4HEHENTS, Tli54TAT+BLEGATTSCHAR? 25if) .,
o <length>: K,

hil

AT+BLEINIT=2 /] R & B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FFRTHE, ¥ client HHF, LA E E K notify
AT+BLEGATTSCHAR? // & # ##% notify & F 3 W B
/) Bldm, R O3 EMRAE 6 THAE notify KEHN 4 FHHHE, FHLT &4

AT+BLEGATTSNTFY=0, 3, 6, 4

/)RT T OREE, WA 4 FEWRE, & v12307, REREEHEH

3.4.23 AT+BLEGATTSIND: J|#552% indicate JJ} 55 AN 25 %% oo
B mA

Yriie:
454 indicate 45 E5F(H28 7 P ik

zs

’AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<length> ‘

] o =

9 > FoR AT RGP EAICR D 8ds, TR DAY K, MK SR B 240 <length> A{HRT,
AT indicate EEAE .

TR AR, R

OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: k%575, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4EHER)TE, AliEfTAT+BLEGATTSCHAR? 2¥if].,
o <length>: FHEKE.

il

AT+BLEINIT=2 /] R R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FWT ¥, % client HHF, LMW E K indication
AT+BLEGATTSCHAR? // & # & F 3% 7 W # Y indication # % 1E

/) B, R 3 FREH 7 FHAE indicate KE N 4 FHHEHE, 44T
AT+BLEGATTSIND=0, 3, 7, 4

JIORFE ST EEE, BN 4 TEHKE, W o"1234, REKE L H LR

3.4.24 AT+BLEGATTSSETATTR: GATTS ¥ &R 55 FFaEA

&F

ik
GATTS 15 & i 55 FrAEE s i AR A

O e
iy

’AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length> ‘

Wi i *

: |

R > R AT HERSFHCR 8, U T DA AR, 4 8s K IR I S8 <length> HYMET,
PATIE A
AR R, R

OK

ZH

o <srv_index>: R FE, TiB{TAT+BLEGATTSCHAR? #5if].
o <char_index>: JR4UHENIFE, A[iE{TAT+BLEGATTSCHAR? Z%if] .,
o [<desc_index>]: JHFEHIRIF TS
- HHE, WEERRFF R
- HAREE, M ERHEE.
o <length>: FiEK )T,

]
o WIS <length> ZHMH K T LR R KE, MikE SR, X T service table, i Il compo-

nents/customized_partitions/raw_data/ble_data
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il

AT+BLEINIT=2 // fat: R4%& %

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) B, 1 ERAE 1L ERAEEAKEN 1L FEHEE, #4500 T:
AT+BLEGATTSSETATTR=1,1,, 1

/) RE ST FERE, BN L FEHEERT, fl ove, REREAFS

3.4.25 AT+BLEGATTCPRIMSRYV: GATTC %A R 55
iy

Dyie:
GATTC (Generic Attributes Client) % Pl R AR 5

s

AT+BLEGATTCPRIMSRV=<conn_index>

Wi i ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

e <conn_index>: Bluetooth LE i&#:5-, JEH: [0,2].
o <srv_index>: R FE, M 1 FHEEE,
o <srv_uuid>: f[k51¢ UUID,
* <srv_type>: JR55H)RAL:
- 0: RERS
- L MRS

|

o [EHAMA, T2 5E T Bluetooth LE # 4

il

AT+BLEINIT=1 // B : K p#%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.26 AT+BLEGATTCINCLSRYV: GATTC %3405k SS

BE WA

i
GATTC KB 55

e
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AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi % ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

» <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].
o <srv_index>: J[R4$)FE-, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> Zrif].
e <srv_uuid>: fg51 UUID,
o <srv_type>: fR45H2RAL:
- 0: WEMRS
- L HEMRS.
o <included_srv_uuid>: 15451 UUID,
 <included_srv_type>: {5 ARSBYZEHL :
- 0: WEMRS
- L HEMRS.

Bl

o A4, FREEET Bluetooth LE #42,

il

AT+BLEINIT=1 // ff: & P ¥

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // RE W — 4 H LW EHLE R, ¥ T index £

3.4.27 AT+BLEGATTCCHAR: GATTC %R 55 i

)E’\l

CEL A

yiig:
GATTC % B 55 AL

O e
iy

’AT+BLEGATTCCHAR:<conn_index>,<srv_index>

ja] o <
XTI FSFHEAE R, W R A -

’+BLEGATTCCHAR:"char“,<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XTRAFHE R, MM AT

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],
o <char_index>: [[RFGFFHMERTS, M 1 IFURIEHIE.

e <char_uuid>: AR%E4HER UUID,

s <char_prop>: fR5FFHER)JEM: .

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: FFEIALE UUID,

B

o A4, FREEET Bluetooth LE #:4%,

2N

AT+BLEINIT=1 /] A B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W —F®# 4 W E WL R, #§E index £

3.4.28 AT+BLEGATTCRD: GATTC 5B 45 ki

By

N

R

Dyt
GATTC U 55 R Ak (EL B A A

&

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W i :

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].
o <srv_index>: {5575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
o <char_index>: RHE-EF S, Wia{TAT+BLEGATTCCHAR=<conn_index> <srv_index> Zrif.
o [<desc_index>]: FHEFIAFFTT
- AIRE, SHEARAE
— BNV, BEHHPRRERE .
o <len>: HARK .

o <value>: <char_value> 5{# <desc_value>,

o <char_value>: [R5 E-AEH , F45F 84420, 131 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>

PEHL. filhn, #WARA +BLEGATTCRD:0, 1,0, WFRBHRKE N 1, NEHN “07.

« <desc_value>: flg & 4 F i & £ m O MH, F OHF OB o =K,
#TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> % B, 7 4, 5 Wi
“N +BLEGATTCRD: 0, 4, 0123, NIFREFEKE RN 4, NAEN “01237,
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e

o fifHAAYS, FREEET Bluetooth LE #4%
o A HPRIRSFHEA SR EEAE, Wk [E] “ERROR”,

Bl

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 4 AW EHLEE, #§ T index £

/) Bldm, EBE 3 BEREME 2 BRHMENSE L BHAKERE, #450T
AT+BLEGATTCRD=0, 3,2, 1

3.4.29 AT+BLEGATTCWR: GATTC G55 ¥ EA

Eas

&F

Dyt
GATTC 5 iR 55 R A s A AT (E

O e
iy A

’AT+BLEGATTCWR:<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length>

Response:

>

|

PP > FOR AT RGP D8, BEIRHET DS AR, 4 8n KA EI 240 <length> [{ERT,

PITH AL
AR S, R -

OK

e <conn_index>: Bluetooth LE i#325-, JERl: [0,2].
o <srv_index>: {5575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSH-ETF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

* [<desc_index>]: FHEFIAFFTS
- ARE, W5 B AR
- HARWE, WS HVFERE.
o <length>: K JE,

|

o [EHAMA, 52 5E T Bluetooth LE £
o T HPRIRSFHEAR LR HE, MR A “ERROR”.

il
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AT+BLEINIT=1 // f & : & P 5%

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 H# A WE WL K, # T index £

/) Bl BE 3 ERMEWE 4 FHME, EANKEHN 6 FEHEE, 4T
AT+BLEGATTCWR=0, 3,4, , 6

/) RE ST FERE, BN 6 FRMHKENT, o 1234567, REFHE N

3.4.30 AT+BLESPPCFG: #rify)/i¢ ¥ Bluetooth LE SPP £:%
A

e
Zvifi] Bluetooth LE SPP (Serial Port Profile) 4§

Py
A

AT+BLESPPCFEG?

W .

+BLESPPCFG:<tx_service_index>, <tx_char_index>,<rx_service_index>, <rx_char_index>,
—<auto_conn>

¢ B 5 E E Bluetooth LE SPP 24§

A\ .
"ﬂé’\'

AT+BLESPPCFG=<cfg_enable>[, <tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W i <

OK

e <cfg_enable>:
- 0: HEJTA SPP 24, JFHS LTS
- I G SRR RS .

o <tx_service_index>: tx fk 4% /¥ B, W iz 4fFAT+BLEGATTCPRIMSRV=<conn_index>

FIAT+BLEGATTSSRV? %51 »

o <tx_char_index>: tx f[g 4 45 1F /¥ 5, W] i f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? #51f] .

o <rx_service_index>: rx fx % J¥ 5, H & {TAT+BLEGATTCPRIMSRV=<conn_index>

FIAT+BLEGATTSSRV? 251

o <rx_char_index>: rx [ 4 45 fiF ¥ 5, W 18 $7AT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? 75 .
o <auto_conn>: HEEAREN, BOATI T, HIEEREMIRE.
— 0: 2% |- Bluetooth LE i#1% H 3 B IiETRE.
— 1: f#i§E Bluetooth LE i&1% 4 Fh EiEIIfE .
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e

o X} Bluetooth LE %% i, tx ARSEFAE BN write with response B write without
response, 1X REFEFMEEHEVNE indicate B notify,

* XIF Bluetooth LE g 45#%, tx fRFHFHEBIELIE indicate B notify, rx fREFFHIEE LI
write with response B{ write without response,

« BT HSNEIEDIREG, WRIERET, SPURA BT ERE BN (KT AT+SYSMSG), R
H RN G MR T, HEWNE, S EIEE, MCU IR ERAR B ERA BT,
XSG MAC K2R T A8, N Je 2 i .

il

AT+BLESPPCFG=0 // E % Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP % #
AT+BLESPPCFG? // & # Bluetooth LE SPP % ¥

3.4.31 AT+BLESPP: A Bluetooth LE SPP Ei
Wiihn

Tytie:
i3t A Bluetooth LE SPP 5=

P
iy

AT+BLESPP

W i ¢

OK

>

ikm R AT B4 A Bluetooth LE SPP 455X, 1] ASFAT8H8 1) & 3R R -
#: Bluetooth LE SPP R4S 1% ( XTi#E Bluetooth LE ¥4 #3537 J5 Al §E Notifications ), 3 [H] :

ERROR

B

* 1E SPP L, A RIEAT+SYSMSG Bit0 2y 1, W AT A& ATR i SPP B fF e .
* £ SPP &, A RUEAT+SYSMSG Bit2 2y 1, W AT A SAR AT BRES A H A R
* URGWEIREH +++ U, kbl 2R ay >, i 2 0% R H RN 4 AT @

%.

il

AT+BLESPP // ¥ N Bluetooth LE SPP # R
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3.4.32 AT+BLESECPARAM: #%ify)/i}% ¥ Bluetooth LE iS5
by

ke
#¥if] Bluetooth LE SMP [ %8 24k

s

AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>
OK

LA

ik

X Bluetooth LE SMP il &%
[

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

W i :

OK

 <auth_req>: AJFiEK.
— 0: NO_BOND
- 1: BOND
- 4: MITM
8: SC_ONLY
9: SC_BOND
12: SC_MITM
13: SC_MITM_BOND
o <iocap>: g AMiHiEE ST
— 0: DisplayOnly
— 1: DisplayYesNo
— 2: KeyboardOnly
— 3: NolnputNoOutput
— 4: Keyboard display

» <enc_key_size>: MIBHHIKIE, BEGLE: [7.16], Ml 4.
o <init_key>: ZA~HUER A MIRIIAEE .
o <rsp_key>: ZANHUEROZ AR R 2 .
« <auth_option>: ZZ4-iAFIE :
- 0: A3k LR
- I QAR TCH 2 RIRCE 55, W WiIT s
L]
* <init_key> Hil <rsp_key> ZEH R AL AN -
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BitO: F S 4047 Uy 23 EF R ) 7 285 A () N 4% 25 4 5

Bitl: F T At 4h 2 EF A b 25 4117 IRK 254 ;

Bit2: F A A b s EH A [ 25 4% CSRK 254 ;

Bit3: T 224047 4y % EH A B 25 4317 link %%H (/T Bluetooth LE 1 BR/EDR JEA7A:K ) .

il

AT+BLESECPARAM=1,4,16,3,3,0 ‘

3.4.33 AT+BLEENC: ‘% Bluetooth LE Jiisi oK

KT TR

’AT+BLEENC:<corm_index>, <sec_act> ‘

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].
e <sec_act>:

0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM,

BEW]
s AT, WARELESU. B 5XIT RS ERE.

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1, 0, 16, 3, 3

AT+BLESETKEY=123456

AT+BLEADVSTART

// f# i Bluetooth LE & app 1 4 client 5 ESP32-C3 % & # i1 Bluetooth LE # ¥
AT+BLEENC=0, 3
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3.4.34 AT+BLEENCRSP: [n]53 %35k 4% 5 e i oo i ok

I A2 S0 i B 6 A AL AT RO i 2K

s

’AT+BLEENCRSP=<conn_index>,<accept>

W

’OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

* <accept>:
= 0: fH4;
- 1.
B

o BERAR AT, AT ATERUAIER MRS LS

+BLEAUTHCMPL: <conn_index>, <enc_result>

e <conn_index>: Bluetooth LE i£325-, JEH: [0,2].
e <enc_result>:

— O: g ECRT ) 5

— 1o I BT R

il

AT+BLEENCRSP=0, 1

3.4.35 AT+BLEKEYREPLY: #3%fJ7 4552 %%

’AT+BLEKEYREPLY:<conn_index>,<key>

W

’OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
* <key>: TR,

Bl

AT+BLEKEYREPLY=0, 649784

3.4.36 AT+BLECONFREPLY: #%} 5 ailgi Al (15 &E8bE:)
BeE WA

yiig:

[ 52 T X 245 24

s

’AT+BLECONFREPLY=<conn_index>,<confirm>

Wi i ¢

’OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
e <confirm>:
-0 %

- 1. 2

il

AT+BLECONFREPLY=0, 1

3.4.37 AT+BLEENCDEV: #%iggf i) Bluetooth LE Jjiis S5 bl
A s

ik
i) 46 5E 1) Bluetooth LE J%5 15 £ 91 %

AT+BLEENCDEV?

W )i :

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK
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S8
* <enc_dev_index>: T4} MIERES . MSHA—EE T AL AT+BLECONN Zxifi] ¥ Bluetooth

LE #3252 conn_index &%, JolE: [0,14].
* <mac_address>: MAC Hilil:,

(A
* ESP-AT iR Z AVFSIE 15 ke, WRIEM B SR 15 4, IR E i ff 5 SR

GEEMUT 0 B 14 SHUCHE 55 2 BT F R

il

AT+BLEENCDEV?

3.4.38 AT+BLEENCCLEAR: ji[& Bluetooth LE Jiis& %45 514

PATI %
ik
T 85 2 4 il P i A 15

A\ .
"Il/?\‘

’AT+BLEENCCLEAR

W i :

’OK

S

 <enc_dev_index>: O 45ENSMIERES .

hil

AT+BLEENCCLEAR
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3.4.39 AT+BLESETKEY: %' Bluetooth LE 5 At %55
iy A

i
#1f) Bluetooth LE RSO #EH, #oRUICE, W AT &[] -1

s

AT+BLESETKEY?

W

+BLESETKEY:<static_key>
OK

)E’J

CHLN A

Yyhie:
M A7 Bluetooth LE %4215 & —> Bluetooth LE 5t %145 4]

[

’AT+BLESETKEY:<static_key>

W i <

[ox

S

* <static_key>: Bluetooth LE FHZSHELXT %4 .

2N

AT+BLESETKEY=123456

3.4.40 AT+BLEHIDINIT: Bluetooth LE HID pil #4514t
A it &

Yitig:
#71f) Bluetooth LE HID ¥ 4] iG 4015 It

AT+BLEHIDINIT?

W i :
FARBIIRAE, W AT &[] :

+BLEHIDINIT:0
OK
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HEWIIRI, W AT &[] :

+BLEHIDINIT:1
OK

SLEEL A A
BEmA

Yyt
Y44 Bluetooth LE HID i

"ﬂ4>°

’AT+BLEHIDINIT:<init>

ja] 7 <
’ OK
ZH
e <init>:
— 0: B7Y Bluetooth LE HID 1M (4154 5
— 1: ¥14&4k Bluetooth LE HID 113,
e

« Bluetooth LE HID J:¥%: 54 fl GATT/GAP 4[5 B F

il

AT+BLEHIDINIT=1

3.4.41 AT+BLEHIDKB: ’kiX% Bluetooth LE HID #3155

Dyt
8Si SR NS,

’AT+BLEHIDKB:<Modifier_keys>,<key_1>,<key_2>,<key_3>,<key_4>,<key_5>,<key_6>

Wi i ¢

[ox

o <Modifier_keys>: ZH {4,
o <key_1>: ##ICHS 1,
o <key_2>: ALY 2,
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o <key_3>: HE{UAY 3.
o <key_4>: HEUAY 4.
o <key_5>: HEUAY 5.
o <key_6>: H{{HY 6,

o A E S, 1525 Universal Serial Bus HID Usage Tables /] Keyboard/Keypad Page &7 .
o TS 10S PR A H., TR A T B i MFLAAGLE .

il

AT+BLEHIDKB=0,4,0,0,0,0,0 // B ANF 4 & "an

3.4.42 AT+BLEHIDMUS: %1% Bluetooth LE HID Uk KL

BrE
i
BRERFF7
e

’ AT+BLEHIDMUS=<buttons>, <X_displacement>, <Y_displacement>, <wheel>

o <buttons>: AR,

o <X_displacement>: X {iif%.
» <Y_displacement>: Y {iif%.
o <wheel>: E#,

]
o T HID [AnE K., i5% Universal Serial Bus HID Usage Tables [ Generic Desktop Page #1 Application

Usages 7,
o BfithAr 415 10S P ACH., IR TR LS EE I MFLIAGE.

il

AT+BLEHIDMUS=0,10,10,0
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3.4.43 AT+BLEHIDCONSUMER: %1% Bluetooth LE HID consumer {5 5.

%1% consumer {2 B,

s

’ AT+BLEHIDCONSUMER=<consumer_usage_id>

W

’OK

» <consumer_usage_id>: consumer ID, [ power. reset. help. volume 4. {¥{¥ 1% 2% HID Usage Tables
for Universal Serial Bus (USB) %) Consumer Page (0x0C) &5,

st

o WA 10S UM ACH,, BB R R el MELAGLE.

il

AT+BLEHIDCONSUMER=233 // BB ¥ &

3.4.44 AT+BLUFI: JI )38k 4] BluFi
A

i BIuFi RS

Py
A

AT+BLUFI?

W i
# BluFi KJF)E, W[E] -

+BLUFI: 0

OK

# BluFi ©IT/E, Mk :

+BLUFI:1

OK
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EmA

&F

i
T B ] BluFi

O e
iy

’ AT+BLUFI=<option>[,<auth floor>]

Wi i :

[ox

BH

e <option>:
— 0: 5 [4] BluFi;
- 1: )3 BluFi,
* <auth floor>: Wi-Fi A, ESP-AT N2 482 B IEB AL T S {H ) AP:
- 0: OPEN (¥ki\);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN kR W =

& H HE4E Bluetooth LE KA IE I I 8 9 4] BluFi (AT+BLEINIT=0).

Bl

AT+BLUFI=1

3.4.45 AT+BLUFINAME: i/ ¥ BluFi %85 4%

Ao A

hiie:

i) BluFi £ Ff

A

AT+BLUFINAME?

Wi i ¢

+BLUFINAME: <device_name>

OK
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B

&F

i
TCE BluFi #4544 75

O e
iy

’AT+BLUFINAME:<device_name> ‘

Wi i :

[ox |

ZH
o <device_name>: BluFi %54 FK .
wi]
o WG E BWF 45 % PR, 5 7518 1TAT+BLUFI=1 fiy % Hi ¥ &, 15 WK 6 A BRA &

BLUFI_DEVICE.
* BluFi S A AR KK 29 75,

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.46 AT+BLEPERIODICDATA: i ¥ Bluetooth LE J&J )" 8 &b

)E’J

CEL A

yiig:
BEE I 5 .

s

’AT+BLEPERIODICDATA:<periodiC_data>

LTIVE

[ox

BH

* <periodic_data>: &1 HEEE, S 16 BEHIFATER . G, AARBCE TR <011 0x22 0x33
0x44 0x55”, Néy4-A AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"
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3.4.47 AT+BLEPERIODICSTART: J¥ 5 801k fk
WA %

Yitig:
PAW SN L E

A

’AT+BLEPERIODICSTART

] 7 2

’OK

st

cHEIF W E M T2, ®SEEIT R RIE VR EXEN
ADV_TYPE_EXT_NOSCANNABLE_IND,

il

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // & B & 8 M S & % #
AT+BLEADVPARAM=32,32,5,0,7,0 // BBV E 5%
AT+BLEADVSTART // FE ¥ B #

AT+BLEPERIODICSTART // F B A M #

3.448 AT+BLEPERIODICSTOP: £k JSIUIH: ) Bk In] 2B
Para %

yiig:
5 11 JE )

oz

’AT+BLEPERIODICSTOP

o] i 2

|ox

il

’ATJrBLEPERIODICSTOP // fE 0k B M E

3.449 AT+BLESYNCSTART: JF k3l b 5 010k #5&

iy
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S IEAESEAT IR R s 2

D e
"ﬂ4>-

AT+BLESYNCSTART=<target_address>

W] 7 2

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

B
o <addr>: %5k

o <rssi>: {55 HRE
+ <periodic_adv_data>: J&I1:) &R

Bl
o FETTIREIINET $E 2 2 00, #5240~ FF Bluetooth LE il S BEFFLE0EAT -

il

AT+BLEINIT=1
AT+BLESCAN=1 // FH#HE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH AW & FHF

3.4.50 AT+BLESYNCSTOP: {5k 5301k ) #& vl 20
Wiihr s

itig:
5 1 B /R R A )R

A

’AT+BLESYNCSTOP

o] 7 2

[ox

Bl
o QIR AF BLE S RE M, A8 A ML) $E ) A2 S e th i B s ok .

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP
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3.4.51 AT+BLEREADPHY: #%ify >4 iixE 806 F Y PHY

BeE WA

Yitig:
FEf) Y iR A Y PHY .

xS

AT+BLEREADPHY=<conn_index>

] 7 2
WARAR ALY, R[]

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUE Sicnz PNV @SR

+BLEREADPHY : -1
OK

B8

o <device_addr>: % ufi 45 ol
e <tx_phy>:

- 1: IM PHY.

- 2: 2M PHY.

— 3: Coded PHY.
e <rx_phy>:

- 1: IM PHY.

- 2: 2M PHY.

— 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // Z i ¥4 3] % # # PHY

3.4.52 AT+BLESETPHY: ¥ & Y hidEE:n PHY
YA

yiie:
BEE M HI AR PHY .

e

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

Mg o 2
WERA KT, &[E):
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+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUEScnz PNV ES TR

+BLESETPHY: -1
OK

B

o <device_addr>: X% 45 Hidlk
e <tx_rx_phy>:

- 1: IMPHY

- 2:. 2M PHY

— 3: Coded PHY

il

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

o AT+MQTTUSERCFG: & MQTT f F' @k

o AT+MQTTCLIENTID: %8 MQTT % F'iif ID

o AT+MQTTUSERNAME: %% MQTT %t JH 7144
o AT+MQTTPASSWORD: %8 MQTT % [ifi %555
o AT+MQOTTCONNCFG: '8 MQTT 481

o AT+MQTTALPN: $¢& MQTT )i i 2L iR (ALPN)
o AT+MQTTCONN : %3 MQTT Broker

« AT+MQTTPUB: %A MQTT & (F4FH)

o AT+MQTTPUBRAW: %k MQTT ji 4,

o AT+MQTTSUB: 1] 5] MQTT Topic

o AT+MQTTUNSUB: HUH7] 1% MQTT Topic

o AT+MQTTCLEAN: WiJF MQTT %3

o MQTT AT %%+% 7

o MOQTT AT .74

3.51 AT+MQTTUSERCFG: ¥ MQTT H] y1)gtk:
BE A

i
FoE MQTT i gtk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
< ID>,<CA_ID>,<"path">

Wi 3% ¢
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OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AARKHIES ) 5
: MQTT over TLS (56 server IF5)
: MQTT over TLS (#7243t client §IE45) ;
: MQTT over TLS (#:54; server I35 H Ak client IE5 ) ;
: MQTT over WebSocket (%:F TCP);
: MQTT over WebSocket Secure (ET TLS, ARG );
: MQTT over WebSocket Secure (F:T TLS, #:I server IF45);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client E45);
— 10: MQTT over WebSocket Secure (3T TLS, A4 server 3IE 57 HA2RL client JE45) .
o <client_id>: MQTT & /i ID, F /K 256 5,
o <username>: 4, FT - MQTT broker, KK : 64 7,
o <password>: Zf%, T & MQTT broker, KK E: 64 F7.
o <cert_key ID>: JE5 ID, H 7 ESP-AT ({5 #—4 cert iE 45, 2404 0.
« <CA_ID>: CAID, Hii ESP-AT {2 CAER, S%0H 0.
o <path>: VEJREEAT, mORKEE: 32 95,

|
0 O\ LB W

|

o Bk AT G QRE K BERBERE T 256 5.

3.5.2 AT+MQTTCLIENTID: % MQTT % /%% ID

BE MQTT % )iy ID

’AT+MQTTCLIENTID:<LinkID>,<"Client7id">

W

’OK

e <LinkID>: 4Hi{{ % $¥F link ID O,
o <client_id>: MQTT % i ID.

o TS5 AT ar W SR EERRE R 256 77,
* AT+MQTTUSERCFG i %] DA MQTT & P ID, 32 B 1 22 404 -
— AT+MQTTCLIENTID fipdA] DA % BAH R K & s ID, [R5 AT+MQTTUSERCEG iy 4>
MR BEAZ IR 5
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- WAEXE AT+MQTTUSERCEG JGFH{# ] AT+MQTTCLIENTID.,

3.53 AT+MQTTUSERNAME: ¥ MQTT %61 44

BE MQTT I J'44

Py
A

’ AT+MQTTUSERNAME=<LinkID>, <"username">

Wi 3% ¢

’OK

e <LinkID>: 4§ij{Y % $F link ID 0,
o <username>: T & MQTT broker 1 4% .

Bl

o Bk AT AWK BEANRE RS 256 777,
» AT+MQTTUSERCFG fip AWl AR E MQTT [ 44, & Z a2l e dE :
— AT+MQTTUSERNAME fiy 4 ] A B3 B AR A 4%, h AT+MQTTUSERCEG fip 411
KEZ M.
- WAEEE AT+MQTTUSERCEG JGH{#i ] AT+MQTTUSERNAME,

3.54 AT+MQTTPASSWORD: % MQTT Zpli 69
B A

i
BCE MQTT #H

[

’ AT+MQTTPASSWORD=<LinkID>, <"password">

W

’OK

o <LinkID>: 4§Hj{{57FF link ID O,
o <password>: [T Efili MQTT broker [)%55 ,

Espressif Systems 133 Release v2.3.0.0-esp32¢3-164-g67966ba
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 3. AT Ay d4E

e

o £32% AT 651 K BERRER T 256 5275,
. AT+MQTTUSERCFG AT AT DA S MQTT 55, 35 2 [a] i 22 A4 -
— AT+MQTTPASSWORD W] DA i B AHX A K %515, [H2h AT+MQTTUSERCEG fir S MK 32
PR
- WAEXE AT+MQTTUSERCEG JiF{# ] AT+MQTTPASSWORD.,

3.5.5 AT+MQTTCONNCFG: %' MQTT ¥E#: )81k

[y

e
g

&

MQTT H## )k

%

WA

vl
T E R

=

AT+MQTTCONNCEFG=<LinkID>, <keepalive>,<disable_clean_session>, <"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

Wi i ¢

OK

e <LinkID>: 437 link ID 0,
* <keepalive>: MQTT ping &I [E], B4 : o JERI: [0,7200]. ERIAME: O, SHHRHIMCH 120 Fb.
* <disable_clean_session>: % MQTT j5 & EhrdE, A XZSHELEEES % MQTT 3.1.1
Y A Y Clean Session BT,
- 0: (HAEIEBE ST
- 1 B PR h
o <Iwt_topic>: j5ilE topic, FAKJE: 128 37
o <Iwt_msg>: 58 message, F KKJE: 64 F37,
o <Iwt_gos>: j5tlE QoS, Z%nlk 0. 1. 2, BRIAMH: 0.
o <Iwt_retain>: 12IE retain, SE]E 0 8L 1, BRA(E: O,

3.5.6 AT+MQTTALPN: &% MQTT 2R (ALPN)
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« <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, L [0,5].
— 0: J%[% MQTT ALPN i &
- [1,5]: i%E MQTT ALPN Jii &
* <" alpn” >: FRFRSEL, FR ClientHello 1) ALPN, ] PRI PAKIEZ A~ ALPN B3I 5545

B
o B AT S KJEN/NT 256 75,

o LA MQTT AT TLS 5§ WSS i}, MQTT ALPN Bt A 23 2E 5.
o WHEIXE AT+MQTTUSERCFG J5 ¥ ] AT+MQTTALPN,

2N

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt—-ca.cn", "mgtt-ca.us"

AT+MQTTCONN=0, "192.168.200.2",8883,1

3.5.7 AT+MQTTCONN: #%4$; MQTT Broker
Ay

Jtig:
Zrif] ESP32-C3 1% 45 .84 1% MQTT broker

O e
“ﬂ4>'

AT+MQTTCONN?

W i ¢

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

Yitig:
%32 MQTT Broker

s

’AT+MQTTCONN=<LinkID>,<"host">,<port>,<reconnect>

W

’OK
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e <LinkID>: 4p3i{7 %45 link ID 0,
e <host>: MQTT broker 1844, KK E: 128 F37,
o <port>: MQTT broker 5 [, K E: 65535,
 <path>: BEJHpKte, HORKEE: 32 5.
e <reconnect>:
- 0: MQTT A~ HZhEHE;
- 1: MQTT H#hEi#E, XHFERZHNAERR.
o <state>: MQTTJRZE:
- 0: MQTT K#JtH1k;
- 1: &% ® AT+MQTTUSERCEG;
: B E AT+MQTTCONNCEG;
D IERCWI
D BELIEE
C BIESRE, HKRITH topic;
- 6: Bk, BT topic,
¢ <scheme>:
— 1: MQTT over TCP;
— 2: MQTT over TLS (ARRSEGIES ) 5
3: MQTT over TLS (#¢4; server IE+5) ;
4: MQTT over TLS (324t client JEF3);
5: MQTT over TLS (#% server yIF 457F HARE client JF 45 ) ;
— 6: MQTT over WebSocket (3T TCP);
7
8
9:
1

I
B W

: MQTT over WebSocket Secure (ET TLS, ARIGUFF);

: MQTT over WebSocket Secure (ET TLS, R server IF);

: MQTT over WebSocket Secure (ET TLS, #244t client E45);

0: MQTT over WebSocket Secure (}:T TLS, L server 3iFE 57 HAZME client §IE45) .

3.5.8 AT+MQTTPUB: %4 MQTT #58 (‘F458)

N

yiig:

i topic 7;2?5 MQTT FAFHE . AR AR B AR B 2, & T4 AT 52K E
B 256 F35, 58 H AT+ MQTTPUBRAW x4,

ZE

’AT+MQTTPUB:<LinkID>, <"topic">,<"data">, <gos>,<retain>

W i3 ¢

o <LinkID>: 477/ 3% 4% link ID 0,

» <topic>: MQTT topic, fREKE: 128 F7.

o <data>: MQTT F&FHEHE.

* <qos>: EAHER QoS, ZHHE 0. 1. 22, BIAE: 0.

e <retain>: K7 retain,

(A

» 4 AT G4 KRR AL 256 47
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o AT OMNRERIEEE \0, ATFHERIZEZEE, WHHHAT+MOTTPUBRAW {54

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0

3.59 AT+MQTTPUBRAW: %1l MQTT i &

L
j#5 topic KA K MQTT I B, WS &AM ERSIREHINE, FRTHA AT 501K B 256
54, UL AT DARE AT+ MOTTPUB %

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <gos>, <retain>

W 7

OK
>

P > Fn AT HER ISR M8, BT DA AR, S8R KA EI 240 <length> HY(EIT,
Bt It in .

A, W AT i a -

’+MQTTPUB:OK

AN, W AT i a :

’+MQTTPUB:FAIL

ZH
o <LinkID>: 4#i{¢ 5745 link ID 0.
» <topic>: MQTT topic, FxRKE: 128 Fi7.
* <length>: MQTT J{E K, AR ESP32-C3 &£ 1) e KA B2 32 31 W] F H N AR B i«
* <qos>: KAHHEN QoS, ZHFL 0. 1. 52, BAMHE: 0.

e <retain>: &1 retain,

3.510 AT+MQTTSUB: iJpg MQTT Topic
A%

#E3E T topic

Py -
iy
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AT+MQTTSUB?

Wi % ¢

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

EmA

&F

i
W4 E MQTT topic FHE QoS, SZHFIT 2 topic

O e
iy

’AT+MQTTSUB:<LinkID>,<"topic">,<qos>

Wi i *

[ox

4 AT 2 ST HAY topic Y MQTT R, iR [H]:

+MQTTSUBRECV:<LinkID>, <"topic">,<data_length>,data

AEIT FdZ topic, iR [A] :

’ALREADY SUBSCRIBE

BH

e <LinkID>: 47{{¢ 3745 link ID 0.
o <state>: MQTT JRZE:
- 0: MQTT K¥JhHtk;
- 1: &% AT+MQTTUSERCFG;
- 2: B X E AT+MQTTCONNCEG;
3 B W
4: BN
5: B, [HARITH topic;
6: i, Cilldid MQTT topic.
* <topic>: V][ topic.
* <qos>: ][I QoS.

3.511 AT+MQTTUNSUB: Hi{§iJ g MQTT Topic

)E’J

CEL A

i
F P U 1T B topic, AT U MIA AL, PABGH T AN FIAY topic,

Py -
“ﬂ4>‘

AT+MQTTUNSUB=<LinkID>, <"topic">
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Wi 3% ¢

OK

FARAT B3 1% topic, 3R [H] :

NO UNSUBSCRIBE

OK

BH

o <LinkID>: 4#i{¥ 4% link ID 0.
» <topic>: MQTT topic, FAKE: 128 7.

3.5.12 AT+MQTTCLEAN: Wil MQTT ¥4

&F

Jyiig:
Wit MQTT 842, BEHwIE.

P
iy

’AT+MQTTCLEAN:<LinkID>

W

[ox

BH

o <LinkID>: 47i{¥ 3745 link ID 0.

3.5.13 MQTT AT &5iA0%

MQTT 4#%i%f5 DL ERR CODE: 0x<%08x> JERATHI,

faIRRE $Hi% A
AT_MQTT_NO_CONFIGURED 0x6001

AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT _MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003

AT_MQTT_ALREADY_CONNECTED 0x6004
AT _MQTT_MALLOC_FAILED 0x6005

AT_MQTT_NULL_LINK 0x6006
AT _MQTT_NULL_PARAMTER 0x6007

AT _MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008

AT _MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E

Th4rs:
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R2-ZIW
HHiRIEE B
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_ WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043

Toidks:
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x2-4tm
EIRER $EIRAD
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.5.14 MQTT AT 5]

o —fAAL, AT MQTT fA#BEAE 10 #hPNILY., {H AT+MQTTCONN Ay A4k, B, W hesA
RE_LM, fiy4 AT+MQTTPUB £x7E 10 AP PN, H AT+MQTTCONN fiy & 7E W 25 R A i i 0L R
Al e TR BT 2 ] R EAA L.

o QISR AT+MQTTCONN ;@5 T TLS 4%, B E I I )2 10 Fh, S i sf i) > AR P4 T
B AR AR K.

o 24 MQTT &M R, £3E/8 +MOTTDISCONNECTED : <LinkID> JH E..

o M MQTT E#: LI, £3E /8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> J§ &,

3.6 HTTP AT w24

o AT+HTTPCLIENT: %1% HTTP % Pk

o AT+HTTPGETSIZE: 3KHt HTTP %&E /N

o AT+HTTPCGET: % HTTP %5

o AT+HTTPCPOST: Post $57& K /) HTTP ¥4
o AT+HTTPURLCFG: & /3KEUK ) HTTP URL
o HTTP AT 4%i% 7%

3.6.1 AT+HTTPCLIENT: %% HTTP % iRk

v

7

=

EmA

¥

L2218

e

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">][,<"http_reqg _header">][,<"http_reqg_header">][...]

Wi % ¢

+HTTPCLIENT:<size>, <data>

OK
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il

<opt>: HTTP & i K ik
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE
<content-type>: 7 i i K A4 A -
- 0: application/x-www—form-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3! text/xml
<” url” >: HTTP URL, Y451 <host> I <path> ZHCHZEM, A2 HABERXWANZ
<” host” >: &8l IP #bhik.
<” path” >: HTTP &%,
<transport_type>: HTTP % FumfEhi2e Ry, BOAMEN 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
<” data” >: 4 <opt> i POST #3KE}, RSHCH KRS HTTP IR 55 8. 24 <opt> K
POST i 3K H, X MSHATE (M, AFREHAZSRETAENSE) .
<” http_req_header” >: 1] & ik Z MR LAIRE 5

WAL E URL R S fip 2 WK A T 256 #7715 el AT+ HTTPURLCFG fip 2 ¥l it & URL,
RIGAG R <7 ul” > ZHHEREN ",

MR url ZHCR %S, HTTP & P e ?F g host ZHHI path S8 AR url ZHHA
WS TR %, HTTP 7% Pl host Z4RI path 4.

He L 2 R AT T ERIAAS SR HTTP % P fir % (PRI WLESP-AT Bl 4+ 25F) , {H2 "l ad DA
FTHRMMH L Z 4 . /build.py menuconfig > Component config > AT > AT http
command support, SRJEHIFEIH (HNG I %iF ESP-AT 42).

// HEAD # K
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET i K
AT+HTTPCLIENT=2,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// POST i 3k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

3.6.2 AT+HTTPGETSIZE: 3 HTTP ¥i i K/D

DI

B
&

=’>

Né?

AT+HTTPGETSIZE=<"url">

W 3% ¢
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+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,
o <size>: HTTP &E K/,

|

o WRALE URL BB S5 S K BB T 256 7745, 55 HJAT+HTTPURLCFG fiy % Tilli. & URL,
BIAMAIN < wl® > SHFEELESY ",

o BB EL LA B R BGAR SR HTTP % Pl an 4 (B35 WWESP-AT B 4 2 ) , {2 Al s pA
THAMME T HiZmS: . /build.py menuconfig > Component config > AT > AT http
command support, RGHIFME (g W% ESP-AT T.42).

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.6.3 AT+HTTPCGET: 3kt HTTP ¥

By

15

N

R

P

=

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

M

+HTTPCGET:<size>, <data>
OK

BH

e <” url” >: HTTP URL,

o <txsize>: HTTP RiLEGAFR/N. AL 347, BRIME: 2048, iR : [0,10240].
o <rxsize>: HTTP UG I/N. BALL: 35, BRAE: 2048, FEFEE: [0,10240].
o <timeout>: ZGHIRT. FAf7: ZFb. BUAME: 5000, JEEl: [0,180000].,

L

o QALY URL W8S dn 2 I K BERISE T 256 52795, i S (I AT+HTTPURLCFG iy 4 il E URL,
SRIEAG AR <7 url” > SHFHFERER ",
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3.6.4 AT+HTTPCPOST: Post $55% K iy HTTP $oiit

v

BEE A

XF

v

A

=

AT+HTTPCPOST=<"url">,<length>[, <http_reqg_header_cnt>] [, <http_reqg _header>..<http_
—req_header>]

W i :

OK

>

P45 > Fn AT HER IR D8R, ST DA AR, S8R KRB 240 <length> MYEIT,
(i PIR R

A, iR :

’SEND OK

A AN, IR :

’SEND FAIL

B8

<” url” >: HTTP URL.,

<length>: 75 POST ff) HTTP £l K& . SR KIESET RGBS KN,
<http_req_header_cnt>: <http_req_header> B .
[<http_req_header>]: 7] & ikZ MG RLL M54

Bl

AR URL RS MR 1 256 747, Sl AT+ HTTPURLCFG 1% Filic & URL,
REAG B <7 ul” > SRR EREN "

3.6.5 AT+HTTPURLCFG: ¥¥/3HK K HTTP URL
Ay

A

AT+HTTPURLCFG?

M .

[+HTTPURLCFG:<url length>, <data>]
OK

E
i

v
4

b
%
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AT+HTTPURLCFG=<url length>

W

OK

>

R > 3R AT HERGAFHCR D8, U T AR A URL, 288 KRS S 4L <url length> [
{EHI, RGLRM

SET OK

o <url length>: HTTP URL KJ&. FAfii: 7.
- 0: J5F2 HTTP URL fil .
- [8,8192]: &% HTTP URL il & .
 <data>: HTTP URL %3 .

3.6.6 HTTP AT %}iRkiY

o HTTP & i :
HTTP & PintEixe | kA
0x7000 AL TER R W
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
o HTTP iRR45#:
HTTP fR$S=55a1R50 | jiEA
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71f7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
 HTTP AT:
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3.7

3.7.1 AT+FACTPLCP: %)% PLCP gfiji PLCP

— AT+HTTPCLIENT iy & 14515058 0x7000+Standard HTTP Error Code (HEZAH £
Standard HTTP/1.1 Error Code {5 B, i§%% RFC 2616).,
— i, # AT ¥EJHH AT+HTTPCLIENT Ik E| HTTP error 404, N4k [0 0x7194 £5iRH

(hex (0x7000+404)=0x7194),

54N AT a4

AT+FACTPLCP: 3% PLCP 5% PLCP

PR

ez

’ AT+FACTPLCP=<enable>, <tx_with_long>

3.8

3.8.1

<enable>: J5 /2% Fhlil & :

- O0: SR FERCE, K <tx_with_long> ZHHIEIAE;
- L EATFERCE, AT &k PLCP KR T <tx_with_long> B4,

<tx_with_long>: %% PLCP 8% PLCP:
- 0: &i£%5 PLCP (BRiN);
- 1: %% K PLCP,

Wzh AT a4

AT+DRVADC: i ADC @3B
AT+DRVPWMINIT : ¥)ta4k, PWM IR 5h5e
AT+DRVPWMDUTY : % PWM 5751
AT+DRVPWMFADE: '& PWM A8
AT+DRVI2CINIT : 1454k 12C FHLEKE)
AT+DRVI2CRD: 51 12C i3
AT+DRVI2CWRDATA: B A 12C ¥#
AT+DRVI2CWRBYTES: B ANt 4 3451 12C i
AT+DRVSPICONFGPIO: Tit'& SPI GPIO
AT+DRVSPINIT : %14k SPI FHLEK 5N
AT+DRVSPIRD: 528t SPI %4
AT+DRVSPIWR: B A SPI ¥#i

AT+DRVADC: 30l ADC s i
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=

=

A

AT+DRVADC=<channel>, <atten>

Wi i ¢

+DRVADC:<raw data>

OK

e <channel>: ADCI jHiH.
» ESP32-C3 &4 I HUETEE A [0.4],

BiE | B

0 GPIOO
1 GPIO1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: FJH{H.

* 0: 0dB %k, ARG L [0, 750] mV.,

o 1:2.5dB 58, ARMEIEE Y [0, 1050] mV,
* 2: 6dB ZE, AR TEF Y [0, 1300] mV.,

o 3: 11.dB 5, ARIEERE [0, 25001 mV.

o <raw data>: ADC i@iE 1.

B
* ESP-AT H 3§ ADCI,

e BSP32-C3 7 #F 12 [V 5ifE
o XTI RHEE AR E, TPAS % ADC 4,

il

// ESP32-C3 X &K EN 0dB RE, AFHAMEEEAN [0, 750] mv
// B JE % 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.8.2 AT+DRVPWMINIT: #)igik PWM 9id)3s

v

¥

=

Ean A

¥

e

A

AT+DRVPWMINIT=<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]
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Wi 3% ¢

OK

B

» <freq>: LEDC ENfgaffisx, Efi: Hz, JiFl: 1 Hz~8 MHz.

e <duty_res>: LEDC i_iﬁﬁ SHAEER, JER: 0~20 (.

» <chx_gpio>:LEDC jHiE x # %y H GPIO, fil 41, un s 548K GPIO16 /F MiiiiE 0, F5 % B <ch0_gpio>
% 16.

Bl

o ESP-AT HZHE i 4 M.

M HAGMAMB AW EENEEZ,E T HE PWM 64y 4 (WAT+DRVPWMDUTY
%HAT+DRVPWMFADE) AU I E qu AR R iR T WA iEE , 84 AT+DRVPWMDUTY
4 HAE F R T O P ANEE R PWM (528
o WA A A HRRA R . 2 AE) uwﬁm bbﬁi%n 7 25 o R SR R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // % & 4 N#EH, ME A 5 kHz, H Z oW E A
13 fr

AT+DRVPWMINIT=10000,10, 17 /) R EE o, MEHR 10o

~kHz, B Z WA #EER 10 £, H¥ PuM #ﬁ?&fﬁé\ﬂﬁﬁﬁﬁﬂﬁ\ﬁﬁ

3.8.3 AT+DRVPWMDUTY: k¥ PWM 543k

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>] ‘

W

[ox |

S8

o <duty>: LEDC i 525, JER: [0,2 H=mdis
B

* ESP-AT Iz Z fECHF 4 NidiH .

s FONTEBETLHRE LT, HIREKIXSE

il

AT+DRVPWMDUTY=255,512  // & B i ¥
B #

55, W EEE 1 8 &R A 512
AT+DRVPWMDUTY=, , 0 /] R 70
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3.84 AT+DRVPWMFADE: ¥ PWM s

B A

PI

?

%

=)

i)

—t ime>]

AT+DRVPWMFADE=<chO_target_duty>, <ch0_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_

W i :

OK

BH

. <target_duty> . E 1;/]—“%)]17[‘1*1\ £§ [:[3 ; ?HE‘EI . [0’2 duty_resolulion_l] .
+ <fade_time>: WL HmACHI], AL ZFD,

(A

» ESP-AT I Z e 45 4 MHiAE.
o EHAEELERE <target_duty> fil <fade_time>, FLIEAWGEIT.

il
AT+DRVPWMFADE=, , 0, 1000 /R HEEEE 1 RS 1 XE RN O
AT+DRVPWMFADE=1024,1000,0,2000, // A —# e KEE 0 & 21 H

1024, WA W R EKEE L HFZHEA O

3.8.5 AT+DRVI2CINIT: )54k 12C P19 3]

B

&

§>

A

’AT+DR\/IZCINIT:<num>, <scl_io>,<sda_io>, <clock>

- <num>: 2C B, W 0~ 1. WSREERTNSE, AT AP 2C B

e <scl_io>: 12C SCL {511 GPIO -,
» <sda_io>: I2C SDA {51 GPIO =,
o <cock>: FAHUFHY 12C BpppsE, Hfi: Hz, [ KfH: 1 MHz,

o AFEAS HILFF12C FHL.
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il

AT+DRVI2CINIT=0,25,26,1000 // ## {4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
B4 J 1 kHz
AT+DRVI2CINIT=0 // B I2C0 s

3.8.6 AT+DRVI2CRD: %I I2C %t

B WA

-t

=

A

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

ZH

e <num>: I2C iS5, JEH: 0~1,
o <address>: 12C ML £ ML :
— 7 {i#shk: 0 ~ OX7F;
— 10 f7HbdE: 55— ARIE-EARE 1111 0XX, Hh g 5 iA: XX A2 10 57 ik it 5 s A o 131
i, iR 10 7k >4 Ox2FF (b’ 1011111111), AR i Akt >4 0x7AFF (b’ 111101011111111),
o <length>: 12C HEKE, JuR: 1~2048,
+ <read data>: I2C 3.

Bl

o 12C kg g i [a) o —#b

bl

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M A4k 0x34 A EEW 1 F ¥ o HKiE
AT+DRVI2CRD=0, 0x7AFF, 1 // I2CO0 M 10 fr it Ox2FF A E 1 F ¥ MW HIE

// I2C0 M ik 0x34, FHF E MU 0x27, i 2 FH

AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 % B & &M 0x34. FHF B H A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO EHH 2 F¥

3.8.7 AT+DRVI2CWRDATA: G A I2C %4

B s

s

AT+DRVI2CWRDATA=<num>, <address>, <length>

W i :
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OK
>

OB AW, A S AR, BARAEI SR KR, MR
PR, R

[ox

AR R, R [ :

’ERROR

o <num>: 12C iS5, JaR: 0~ 1.
o <address>: 12C MHLi% £ bl
— 7 fiHdlk: 0 ~ OX7F;
— 10 izl 55— AFATRHET-LAALE 1111 0XX, A i 5 A7 XX 10 A7k i 5 w6 7 B
an, i 10 f2hE >4 0x2FF (b7 1011111111), AR 2 4 A B9kl >4 0X7AFF (b” 111101011111111),
o <length>: 12C PR KE, JoRE: 1~2048,

B
o 12C kg [l —Fb.

il

AT+DRVI2CWRDATA=0, 0x34, 10 // I2CO0 BN 10 F ¥ HEFE M 0x34

3.8.8 AT+DRVI2CWRBYTES: 5 A ik 4 = 1ing 12C £

By

15

N

R

P

=

A

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data>

MW .

e <num>: I2C iS5, JEH: 0~1,
o <address>: 12C MHLik45Hbhlk .
- 7 fi#bdik: 0~ Ox7F.
— 10 fizldk : 55— AT LAMLE 1111 0XX, H i 5 AL XX 10 Ak i 55 i P 7« Bl
an, ansf 10 fiHhk A 0x2FF (b’ 1011111111), AR % AR HuAEA 0X7AFF (b 111101011111111),
¢ <length>: 55 A1 2C Fli< s, Jul: 1~4 597
o <data>: B <length> {EKEFEWEIE, JEHE: 0~ 0xFFFFFFFF,
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e
o 12C kg g [l —Fb.

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2CO
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // TI2CO

I 4]
> >
NN

// I2CO0 B Hiit 0x34., & F &4 0x27, HFEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

4T 4T

¥ HAE 0x1234 F M i 0x34
¥R AE 0x1234 F 10 fr M Hko

3.8.9 AT+DRVSPICONFGPIO: [l SPI GPIO

v

)E'\.

SRR

A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

Wi i ©

e <mosi>: FHMALG SNV GPIO 4l .

o <miso>: FAMES XN GPIO &/, AAMA, Ei-1.

o <sck>: SPI i4h{E 2%} 1V GPIO 45 1.

o <cs>: PEEEMMLEIE S GPIO ], AR, EAL-1.

3.8.10 AT+DRVSPIINIT: g#ji&ft SPI J:HLE%5)

v

7

N

IEN

¥

[y

Le'2d
%

Ele

’AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb]

o <clock>: WJEhEEEE, 9%k 80 MHz, Hifj: Hz, fHK{H: 40 MHz,

e <mode>: SPIHi=;, JGHl: 0~3,
» <emd_bit>: AW BB, JERE: 0~ 16.
o <addr_bit>: HihlBrBEROBGAGIEL, JEH: 0~ 64,
* <dma_chan>: i 1 5 2, ANF5Z DMA B R[4 0.
« <bits_msb>: SPI ¥fif& = :
— bit0:
« 0: JoiEi MSB (BRA);
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« 1: JeiL# LSB,

— bitl:
« 0: Sl MSB (2RiA);
« 1: 82 LSB,

B

* it SPI wItfk Hiffc & SPI GPIO.,

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI M 4F: 100_

~kHz; HRX: 0; # AN BN BERALHHI A 0; R4 H DMa; LAk LS
OK

AT+DRVSPIINIT=0 // M % SPI %

OK

3.8.11 AT+DRVSPIRD: il SPI %z

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W

+DRVSPIRD:<read data>
OK

o <data_len>: fF2HAY SPT EHEC &, JuEEl: 1 ~4092 3y,
o <emd>: fr %, HAEKEH <cmd_len> ZHURE .

+ <emd_len>: APALH TP EE, JEH: 0~2 575,

o <addr>: &btk HhEKEEH <addr_len> Z%E.
o <addr_len>: ARAfLHPHIBE R, JER: 0~4 FAY.

(]

« FR{H DMA, <data_len> SHUH KA IR(EY 64 775,

Zy |

AT+DRVSPIRD=2 // Bl 2 F ¥ % #
+DRVI2CREAD: f£ff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // ¥ 2 FH HI#E, <cmd> 4 0x03, <cmd_len> # 1.
% %, <addr> % 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD:ffff

OK
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3.8.12 AT+DRVSPIWR: E A SPI %44

v

BEE A

s

v

A

=

AT+DRVSPIWR=<data_len>[,<cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i <
Y <data_len> ZEMHAKT 0, AT &[H:
OK

>

W BRI, A GRS ARNEE, SEERAE SR E RIEE, BRERmITL.
PR, AT &[0 :

’OK

M <data_len> BHUEN O 1, BRI AT HALHdy S RIHhE, AL H SPT AW, LU AT &0

[ox

o <data_len>: SPIZ{#R{CEE, JiFEl: 0~4092,

o <emd>: AyEPE, BRI R <omd_len> ZHE .
o <emd_len>: ARALHTRAGTASKE, JEH: 0~2 577,
o <addr>: fipSHiht, HuhtKEH <addr_len> ZHERE
o <addr_len>: AW ALHHIEK R, JEE: 0~ 4 55,

it

« #MJTI DMA, <data_len> SR ARSI E MBI 64 45,

il

AT+DRVSPIWR=2 // B N 2 F % %
OK

> [/ FriEKEATRE
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B A 0 F ¥ #, <cmd> # 0x03, <cmd_len> # 1.
% ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK

3.9 Web JIR55%s AT Wi %

o AT+ WEBSERVER: [ F1/25 Fli i Web IR 45 % i & Wi-Fi &3z
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3.9.1 AT+WEBSERVER: j3 /28 H ik Web JJR 55 2210 ® Wi-Fi &4

v

XF

=

n

W

A

P
"D/?\

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

W i <

|ox

S

o <enable>: & /2% ] Web [R45#%.

— 0: ZEJ Web fil 55 25 H RO X 92 U5

— 1: e Web filRg52%, S00] DA 5 BE T VE AR L B Wi-Fi 45 B
<server_port>: Web IR & #8115,
<connection_timeout>: &I HBIITE . AL Fb. JEFE: [21,60].

el

o HFA I EN DASRAE Web R 528 Ur i ) HTML SCf. —Fp@ i FAT SCHRSE, HTR 25
AT FS @iy 4. J3—F i i A SO A7 HTML S0 (BN ) .

o TR IT I socket [ B KECH A RE/NT 12, fEW PAFE menuconfig Wik B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, JRJGEH%H
FLRE (%304 % % ESP-AT 1.42).

o AT [EfFERINA SR Web IR 5548 AT fir4 (S 3C0HY see ESP-AT Bl #+ % %), {H 7] DAYE menuconfig
i B 7 Web IR 5528 AT fy% . /build.py menuconfig > Component config > AT >AT
WEB Server command support, RGEHMHIFLIE (% k% iF ESP-AT 1.42).

* ESP-AT 7 ESP32-C3 R4 H L FFom il [ 17 (captive portal), 1] &% 1) .

o T Z IR N] 22 S ARY Web Server AT =1 .

o ZMA ML R, JERSTE% at/src/at_web_server_cmd.c,

* W SH 4T %I OTA FH8 FKEE L OTA .

il
/1 B R web MA&H, wmu 80, HBANAEEHABWAE 50 B

AT+WEBSERVER=1, 80, 50

/1 R web M4 #
AT+WEBSERVER=0

3.10 H P AT %

o AT+USERRAM : ¥AEH PSSR RAM
o AT+USEROTA: #R¥#E385%E URL J12% [FE {1
» AT+USERDOCS: 2 [E {455 B (4 F P SCRY B2
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3.10.1 AT+USERRAM: $46H yiity23 i RAM
A ifyfr &

Jyiig:
A 24w e] R 2SR RAM R/

s

AT+USERRAM?

W

+USERRAM: <size>

OK

BeE WA

ifig:
Ol B 5L R BUH P RAM 45|

AT+USERRAM=<operation>, <size>[, <offset>]

W] 7 <

+USERRAM: <length>, <data> /] REREZHBAEN, f4HAXANEHE
OK

S8

¢ <operation>:
- 0: BN RAM %5 [H]
— 1 4MEJH T RAM %]
- 20 [ J ' RAM G
- 3: MW RAM 34
- 4: B RAM ERy%ds
o <size>: 3L/ R P RAM KN
* <offset>: 33/5 RAM s, Bhik: 0

B

o THFEPA AT AL ERVE 2 1T 40 F P RAM 23]

* M4 <operator> N write i, RGEWFN LML GIATIRE >, HAHERT DA A S HEE, X
PR EN S <length> —F(.

e 4 <operator> J read W If HEK B KT 1024, ESP-AT & DARFAE RN ZREIE, MR EIE RkE
ey 1024 FATEHE, HZPA \r\nOK\r\n 53,

hil
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// 4 ® 1 KB fl P RAM % [d
AT+USERRAM=1, 1024

// M RAM ZE F#HMTEEN 500 FF HiE
AT+USERRAM=2, 500

// K RAM ZEGH 100 HEEBR 64 FHKE
AT+USERRAM=3, 64, 100

// AP RAM EJE
AT+USERRAM=0

3.10.2 AT+USEROTA: Hiif5% URL JHg a1

ESP-AT fEiafTi}, JHEI45E URL ERYHE (.

AT+USEROTA=<url len>

W 7

OK

>

Eakm IR AT 2RI URL, USR] DA% AL URL, 24 AT i3 URL KJEIKF] <url len>
)’5‘7 jB[EI:

’Recv <url len> bytes

AT il EIMERZ )G, THGd I h . RIS, &[]

’OK

RS DRl TR, R )

’ERROR

e <urllen>: URL K%, HA{H: 8192 %

it

o TR EE BT R 2R B o

o WERMZE SR AT BT RN, AT $5ik[H] ERROR, i % fi— B[] Ffi .
o BWIHR AT )5, AR AT+RESTORE W) 158 .

e AT+USEROTA S f HTTP fll HTTPS,

o ATHith > FRIG, B RIR TR AR B8 SCPAT I TR L, AT EARITT4 R (CR-LF).
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« 24 URL Jjy HTTPS i}, ANEW SSLiAE. AARZEsK SSL A, i B 474 i PKI SCHEA SRR EAT]
TEEBXS X, ZJGTE AT+HUSEROTA fig 2 SL B G Wu%ﬁaﬁﬂh YT PKI SCAE S 2% 4o
{77 & By, PKI S, %1 AT+USEROTA 52, W[ %% ESP-AT T At A93 %] USEROTA,

* HSF Aol 5 OTA - FKEEZ OTA s

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.10.3 AT+USERDOCS: #5ify [k i H o Sepbifs
AR A
Yitig

P2 FTISA T RS Y AR A3 SO P SORESE -

“ﬂ4>

AT+USERDOCS?

W i <

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

BH

o <" enurl” >: FLICCRYEERE
o <” cnurl” >: HSCSCRY SRS

il

AT+USERDOCS?

+USERDOCS: "https://docs.espressif.com/projects/esp-at/en/latest/esp32c3/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

OK

S ZNBUAE T fr Z B SE P A TN, TR AT fiy i — S lARF .

Sk

BAR B flash F 0y AT 4
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311 AT @ihsk

AT fip A U Rp2E 2
e g WA
iy 2 AT+< fig 244 P >=? LB A2 1 N SR L UETE
i a2 AT+< T2 FK >? AR 2T
WE AL AT+< i QAR >=<---> WEN A EXSEIE, Hhsframd
ACRR e AT+< 4 55 > s T IC )T HE XS R i

© AREA AT ar & AR AR Ay &

o W RMASL, HE SRR S BRI S

© JAET <> WIS HOR AT A I .

o RS 11 WISEOTUAEE, ARSI EEATEGAE. B0, i2fTAT+CWIAP fir I I AL 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

* UWEMHSEUGTASRESHGN, WA, , PRk, e
’AT+CWJAP:"ssid", "password",, 1

s HRXGE I SFR TS,
’AT+CWSAP:"ESP756290", "21030826",1,4

o FERTAFTRERE SRR, o, .o\ A
-\t B SCRURHAT
=\, BSGES, RS EINIES o L
= \" FSOUES, FoRTAFERSRINAG 5 o L.
- \<any>: ¥ <any> F4F, HIRBH <any> 775, SRR,
o WA AT @& PIORIR PATHR 2506 50, B Joahfe 3o BN, ATy DHTE > S5 A X
W, IRBAE AT

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

AT i BIERA R 115200,
5% AT iy S IR A BT 256 517
AT 6 PAFIT (CR-LF) Z55¢,  FrpAep 0 TRV BCE N “Hirhial”.
AT a8 RS 1 E K JLAT API Reference:
— esp_at_error_code
- esp_at_para_parse_result_type
— esp_at_result_code_string_ index

312 BHfE SRAFAE flash Py AT a5 4

PAUR AT 41 S 500 BORHR 2R 77 flash 1 NVS Xt , FIE G, S EEMT .

* AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
* AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—La oS HOESUR R RAFE flash 7T DB IEAT+SYSSTORE fiy R BLE, HAAHES WLy rITEH
i

ik AT ap S BAS BT, alid NVS L. Wik, fRarSieEmFEmS8E, WARSA
flash; QR A STCEAFKSEAE, flash A SPITE L.
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3.13 AT {i§

M ESP-AT iy 4 I 1% [0l ) ESP-AT J A PRSI . ESP-AT Wiy (#z))) #1 ESP-AT yH 24l (£3h).

« ESP-ATWiR (¥3h)
AN A ESP-AT fir #EGR MR, 4597 % %% ESP-AT Gr A M RATEE R RN 0555 — 4401
BRI OK 53 ERROR,

2 3: ESP-AT W%/

AT N vz V2R

OK AT Ay b P51k s OK

ERROR AT A AR T A R AR iR

SEND OK B}oiE © & ik 2t W B (5F X TAT+CIPSEND
FMIAT+CIPSENDEX %) , AR FRHIEC £ Kk 2
i

SEND FAIL ] P IS S 3% B i e AR B R (BF X T AT+CIPSEND
FIAT+CIPSENDEX £y%)

SET OK URL O 28 E (14 AT+ HTTPURLCEG fn %)

+<Command Name>:. . . TETIR AT A FHZE 5

 ESP-AT 4 B4 (F3h)
ESP-AT & 4045 248 H B E PR S B B

% 4: ESP-AT 3 5L 45

ESP-AT HEH &

iR

ready ESP-AT [ 2 2 HE 28 w4

busy p--- RGEN, A E—&aS, Jo A
e

ERR CODE:<0x%08x> N IF] A A R R AR

Will force to restart!!! A= %o

smartconfig type:<xxx> Smartconfig 278

Smart get wifi info

Smartconfig £\ #xHt SSID #1 PASSWORD

+SCRD:<1length>,“<reserved data>“

ESP-Touch v2 & 3REUE B X

smartconfig connected wifi

Smartconfig 52 i, ESP-AT i3] Wi-Fi

WIFI CONNECTED Wi-Fi station 2 [ B 3£ 23 AP

WIFI GOT IP Wi-Fi station 22 1 2 325 IPv4 Hihl

WIFI GOT IPv6 LL Wi-Fi station 4% 1 2L KL IPv6 HE A i HihE

WIFI GOT IPv6 GL Wi-Fi station 3% 1 &L 3B IPv6 4 ik

WIFI DISCONNECT Wi-Fi station 2 12,5 AP WiTiER:

+ETH_CONNECTED DA 22 11 EL 14422

+ETH_GOT_IP DA 2 11 23R E TPv4 ikl

+ETH_DISCONNECTED DA 422 101 E T I

[<conn_id>,]CONNECT ID 34 <conn_id> MMZEEEC 2. RS
#LF, ID 4 0)

[<conn_id>,]CLOSED ID 25 <conn_id> BMZGiERC A (ERATY
LR, ID K 0)

+LINK_CONN

TCP/UDP/SSL &4 14015 5.

+STA_CONNECTED: <sta_mac>

station %322 ESP-AT [ Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP 3% |1 45 station 4)fic IP

Hok
+STA_DISCONNECTED: <sta_mac> station 5 ESP-AT [ Wi-Fi softAP 32 [1 1) 1% 52
Wit
S ESP-AT 1E7E%F 15 H i A
Recv <xxx> bytes ESP-AT M iy A6 11 E 32U B <xxx> F7
+IPD ESP-AT B>k [ 1 441 Kot
SEND Canceled BOHAE Wi-Fi Fid 5 i X, T Ak Bl
TTT4RSEL
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R4-EEH
ESP-AT BERE 158
Have <xxx> Connections BN RN Ak 55 w5 10 B O F 5K
+QUITT ESP-AT B} Wi-Fi % [E12 X,
NO CERT FOUND TE B U KA R EA 5 Ik 15
NO PRVT_KEY FOUND 1E B € o KA R B RO AL
NO CA FOUND TE H o L K s EA R0 CA IET
+MQTTCONNECTED MQTT L. 7% %] broker
+MQTTDISCONNECTED MQTT 5 broker C BT %52
+MQTTSUBRECV MQTT A broker 521 %54k
+MQTTPUB:FAIL MQTT %15 55080 25
+MQTTPUB:OK MQTT & A %58 5¢
+BLECONN Bluetooth LE 3% . 7257,
+BLEDISCONN Bluetooth LE 4 . W7
+READ il 11 Bluetooth LE 4% 847 e U1
+WRITE il 12 Bluetooth LE #1775 A #4E
+NOTIFY >k B Bluetooth LE %321 notification
+INDICATE 3k H Bluetooth LE #4211 indication
+BLESECNTFYKEY Bluetooth LE SMP %4H
+BLESECREQ:<conn_index> I E2k H Bluetooth LE 4 J2 ) 2 it X i >k
+BLEAUTHCMPL:<conn_index>,<enc_result> Bluetooth LE SMP P Xt 58 Ji%;
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Chapter 4

AT w2 -l

4.1 TCP-IP AT 74

AT T4 AE ESP32-C3 5 LIzATTCP/IP AT 4 % fin 2 WA 7= Bl .

ESP32-C3 & &1 A 7(}’%&}’4@i‘_Lﬁil,ir

ESP32-C3 % %1¥ A TCP M 4 %3 5 % k4%

3% IP ¥kt Fos v [ 44 UDP i&ifz

i 3% IP ¥ohtFesy 0 5] T a4 UDP idfz

ESP32-C3 3% &5 h SSL % P st 5 % 5 4%

ESP32-C3 % &1k A SSL IR 4Rk 544

ESP32-C3 1% %1% SSL & P 3% 3% 5 G130 GE R 5 35

ESP32-C3 1% %15 # SSL IR 455 3% 5 SUE)INGE % %4

ESP32-C3 % %154 TCP & F ;ﬁ s ikds I UART Wi-Fi ik 1%
ESP32-C3 % &1E#4 TCP MR %35, 3. UART Wi-Fi %1%
ESP32-C3 % %15 softAP £ UDP 1% %y ¥ 230, UART Wi-Fi i% 1%

4.1.1 ESP32-C3 %4518 TCP %yt vy Y

1. %8 Wi-Fi i3 A station,
’ AT+CWMODE=1 ‘

M .

[ox |

2. HEHEIH S
iy

’AT+CWJAP="espressif","1234567890" ‘
M B -

WIFI CONNECTED
WIFI GOT IP

(N gkse)

163



Chapter 4. AT #y2 R

(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if] ESP32-C3 #5:4% IP Huhl,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o ISR AT e bk B A R [E]
4. PC 5 ESP32-C3 % #5135 [/ — & »
1E PC A I N 28 130 T, B4~ TCP AR 45#% . 940 TCP iz 55 #11 IP Hohk ol 192.168.3.102,
W14 8080,
5. ESP32-C3 & AVE N Pt TCP £33 TCP 448, REHSIP bk 192.168.3.102,
124 8080,

AT+CIPSTART="TCP","192.168.3.102",8080

Mg [«

CONNECT

OK

6. Kik 4 FAr .
frde

AT+CIPSEND=4

Wi K7 -

OK

>

A A4 TR, BN AR test, ZJE AT oL AT ER.

Recv 4 bytes

SEND OK

ALK
o FEIAMETEHEN AT+CIPSEND M K (n), MRS busy p. .., Kk
BRI ET 0 DAY, RIRSEMG LY. SEND OK.
7. B 4 FATEEE.
ik TCP R 5# ki%k 4 1 msd (Bdlih test), MRS HR:

+IPD,4:test
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4.1.2 ESP32-C3 %511k TCP k5525 6t . % ¥E+%
24 ESP32-C3 & 451ER TCP R452it, WAGETAT+CIPMUX=1 A HgE £ 58, F N0 58H £4- TCP
B P i3] ESP32-C3 545 .
DLF & ESP32-C3 45 1EJy softAP 37 TCP 45 28075595 114 J& ESP32-C3 545 4F W station, T 7E
Bk e e IR R YA B RS .
1. 1'% Wi-Fi f204 softAP.
e

’AT+CWMODE=2

i B <

’OK

2. (EREZ TR .
iy

’AT+CIPMUX:1

i B -

’OK

3. X H softAP,
i

’AT+CWSAP:"ESP32_SoftAP","1234567890",5,3

Nl B <

’OK

4. ¥ softAP {5 H.,
i

’AT+CIPAP?

Mg i«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

iy
o AR LR AES A AR R ]
5. 57 TCP 55+, Bikum1h 333,

’AT+CIPSERVER21

M .

’OK

6. PC %3] ESP32-C3 X451 softAP,
7. 1£ PC Ll I M 45 TR A #—4> TCP % /i, HEH:F] ESP32-C3 BBl TCP Ik 5545«
8. Kk 4 FATEUREI M 45 R ID O 0 f5ERK L

fir s

AT+CIPSEND=0, 4

i B«
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

OK

>

4 FARE, Bl ARG test, ZJa AT b AT AR

Recv 4 bytes

SEND OK

ALK
o FHIAFEEE B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
BRI R 0 AFAT, KIESERUG MM, SEND OK.
9. ML ID Shy 0 AY4ERE L REIL 4 A58 .
ikt TCP fi g5 #i Ak 4 A8 (Bdiih test), MRS SHR:

+IPD,0,4:test

10. M TCP #%E$;.

AT+CIPCLOSE=0

M .

0, CLOSED

OK

4.1.3 iy IP Bkl A 0 6 UDP s

1. &8 Wi-Fi £} station,

AT+CWMODE=1

M .

OK

2. HEEFIH A
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iy
AT+CWJAP="espressif","1234567890"
Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o % AR SSID FIE RS Al REER iRy & R AgANTR] . 10 FH 50 I Hh #% 1 SSID Fl A5 .
3. Z¥if] ESP32-C3 % #% IP Mtk .
e

AT+CIPSTA?

i . <

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
N O e s e M e u A el O N G
4. PC 5 ESP32-C3 &% &2 3| [/ — o
1E PC b AfFH M 258 T 5, B —/> UDP &4, 541 PC it IP #ithtky 192.168.3.102, ¥l
>4 8080,
5. fiREZ T

AN A
e

’AT+CIPMUX=1

M B -

[ox |
6. 1|73 UDP f£#y., 4)H0MZ5 %R ID 2 4, ofe IP Hiht>h 192.168.3.102, skl 8080, A&

Hism ok 1112, #ih 0,

F ¥ AT+CIPSTART 4 HISEL mode thiE T UDP il {5 Ry IP Ml Ml T2 M HE . 35
0, NMACERRGES LA WSS IER: ID, DR R 5 A i i ) TP AT i 1R B2
A%, HAO S ik v AR O A 2 Bl B B a A UR

et

AT+CIPSTART=4, "UDP","192.168.3.102",8080,1112,0

Mg o«

4, CONNECT

OK

K

e "192.168.3.102" Fl 8080 3 UDP f&Hfy ik IP Mkl FIve it 11, thsk e PC @7 () UDP
(U=

e 1112 >y ESP32-C3 &£ UDP AxHusg 1, #80] BT, WA EN HEENLE.

* 0 /i UDP i IP Hhk Al 10 2 B2, AEEER. i B4 PC f)# 7 UDP it
H.[a) ESP32-C3 5 11 1112 & ik%dE, ESP32-C3 45358 220k H UDP i 11 1112 (4L
i, R AT 134 AT+CIPSEND=4, X, AR R KL —G PC . (HI2A
BXANBHARBEE N 0, BB S LB BB PC i
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7. KAk TR B M 245 1 1Dy 4 B BER L.

s

AT+CIPSEND=4, 7

N . :

OK

>

BT AR, Bl ARG abcdefy, ZJA AT &k AT (AR

Recv 7 bytes

SEND OK

AR
o AHIAMTFEH S AT+CIPSEND M K E (n), MARELM busy p. .., K
IRERPHT 0 DAY, AR SEMJS LY. SEND OK.
8. MM iR ID hy 4 fEERE L 3RIR 4 T8 .
ik PC kik 4 00 (Bdlih test), MRS SHR:

’+IPD,4,4:test

9. KMIMLES ID Jy 4 () UDP #$,

o

’AT+CIPCLOSE:4

N Y. :

4,CLOSED

OK

4.1.4 i IP HahlAns 0 w2805 UDP s

1. &% Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. EERER|HHIA

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o T4 A SSID 155 ml GEER iRy S H AN TR . i 150 B 251 2 FR #4517 SSID F1%515 .
3. #rifi ESP32-C3 4% IP Mtk
e
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AT+CIPSTA?
N . :

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
o TRRYERILE A AT B ik B A R TA]
4. PC 5 ESP32-C3 % i 3| [/ — .
fPCLﬁH%W%U‘—’JfCIM Bl —~ UDP f&4 . 4n IP #ihk>k 192.168.3.102, Ik 8080,
5. fHEERAIESRE .
e

’AT+CIPMUX=O ‘

i -

Lox |

6. f]# UDP {545, moAE IP #idil2h 192.168.3.102, miine 0k 8080, AT 1112, Bk
2,

’AT+CIPSTART:"UDP","192.168.3.102",8080,1112,2 ‘

g Jo
CONNECT
OK
PiH:
. Eﬂlg .168.3.102" 1 8080 *ky UDP 1& 45 /)i IP ikl Flycosus 11, ke PC Z iy UDP

o 1112 3k ESP32-C3 #4541 UDP AHbifs 1, 0] HATIRE, WA E N K FEALE .
2 FRY1] UDP &4 87 J5, UDP ﬂ%im; 5 RSk &k UDP & i i B 2 3 3h
UCR B —IR 5 ESP32-C3 54 UDP 315 (1 v IP ikl Flig 11

7. Kk 4 TR
oS
AT+CIPSEND=4
i B <
OK

>

A 4 FATEdE, Bl ASdEE test, 25 AT ot PR E R

Recv 4 bytes

SEND OK

LR
o A AR ITEH M AT+CIPSEND M EKE (n), WARGE LW busy p. .., A
EHARIET 0 AT, KESEUSE. SEND OK.
8. Ji% UDP 45 ' UDP it . HlUNA 3% 4 “Fgdls, dmum B4R IP Hihk > 192.168.3.103, it
VeI 2 1000,
FFES) UDP fuZh Hoe UDP i, HFE4E @ IP HuhkFii 1 Bl .
o

2
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AT+CIPSEND=4,"192.168.3.103",1000

N . :

OK

>

A4, Bl ARG test, ZJa AT KA AT R

Recv 4 bytes

SEND OK

9. F 4 TR
fBeise PC Aik 4 FHii s (Bl test), MARGLHER:

’+IPD,4:test

10. 247 UDP %3,
e

’AT+CIPCLOSE

i B -

CLOSED

OK

4.1.5 ESP32-C3 Vi1l SSL % ) it 3 it s

1. &8 Wi-Fi #5} station,

’AT+CWMODE=1

M B -

’OK

2. EERER| B HAE

’AT+CWJAP="espressif","1234567890"

W

WIFI CONNECTED
WIFI GOT IP

OK

LR
o % AR SSID FIE S m GEER iRy & AR . 1 FH 50 It #5 19 SSID Flh5 .
3. 7¥if ESP32-C3 545 IP Huht,

AT+CIPSTA?

i . <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"

(T IHZD
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6.

7.

(£ L£50)

+CIPSTA:netmask:"255.255.255.0"

OK

PiHH :
BRI S AR .
PC 15 ESP32-C3 4 il e
1 PC | i Jf] OpenSSL fir4~, fll7#—/~ SSL i} 45 2% - 41 SSL Al 45 2% 1) IP Hiuhik 4y 192.168.3.102,
Ik 8070,
%

openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/
—server_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key —-port 8070

M B -

’ACCEPT

|

ESP32-C3 %4515 R F i ) SSL k4528, MR45s#s IP Hidikhy 192.168.3.102, i
14 8070,
s

’AT+CIPSTART="SSL","192.168.3.102",8070

i B -

CONNECT

OK

Kk 4 FAHH.
-

AT+CIPSEND=4

M .

OK

>

4 FARE, Bl ARG test, 25 AT a5 AT E R

Recv 4 bytes

SEND OK

ik
o P AR FEATEH B3t AT+CIPSEND iR B KR (), MARZKLSWN busy p. .., HEK
RBARH] 0 AT, KIRSERUS Y, SEND  OK,

R4 AT

fieist TCP Ik 5548 Ji% 4 FHREHE (Bl test), MARGLFR:

+IPD,4:test

4.1.6 ESP32-C3 %4514 SSL RS 2e v 254
24 ESP32-C3 ¥ 451EN SSL iRk 45 %t WiTAT+CIPMUX=1 WA fife 2 #ER:, W iea 2R
g iEdE %] ESP32-C3 %45 -

PAF J2 ESP32-C3 #5851 K softAP #57. SSL R 552t n il 5 Wi j& ESP32-C3 15451 A station, RJE1EHE
BHesIE, S WARG b T 3 SSL IR &5 S AH 2 A TR .
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1. P8 Wi-Fi 534 softAP,
s

’AT+CWMODE=2

N . :

’OK

2. (EREL L.

’AT+CIPMUX=1

i B ©

’OK

3. Bc’E ESP32-C3 softAP,

’AT+CWSAP="ESP32_SoftAP","1234567890",5,3

i B«

’OK

4. 753 softAP {5 B,

’AT+CIPAP?

i . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

L
o TR R HLHE T RE-S AR b H AN [
5. ##57 SSL ARSs#%, Sgld-h 8070,

’AT+CIPSERVER21,807O,"SSL"

Nl <

’OK

6. PC %] ESP32-C3 #4511 softAP,
7. 1£ PC L{#i1] OpenSSL fir%>-, Af#—A> SSL 77y, HEHF] ESP32-C3 B4 @1 SSL Az 5544% «

’openssl s_client -host 192.168.4.1 -port 8070

ESP32-C3 545 F iR -

’CONNECT
8. %eik 4 “FATHARE] R 4T ID Sy 0 ROBER L.

’AT+CIPSEND=O,4

Mg Jo
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Chapter 4. AT #y2 R

Ni-Fi: Looking for Network
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

OK

>

A 4T, Bl ARG test, ZJa AT K5 LATEE.

Recv 4 bytes

SEND OK

i :
o AHIAMETEHEE AT+CIPSEND My K E (n), MRS busy p. .., HK
IREARAET 0 DAY, KIRSEMJS LY. SEND OK.
9. ML ID Shy O AY4ER LRI 4 A58 .
ik SSL 45+ ik 4 sl (Bdah test), MRGESHER:

’+IPD,O,4:test

10. %P SSL #:#z,
e

’AT+CIPCLOSE=O

i B«

0, CLOSED

OK

4.1.7 ESP32-C3 %1k SSL 2 vl vr BRI\ E YA FE B2

ARG A IE A5 2 esp-at HHERIAIE S, W TAE CAERBGES, ek, ARG T 20/ R SSL
AR 55 Ak A5 B AR B N IR A4 . AR SSLIE15, 15575 esp-at/tools/README.md T i difaf A= ik
45 bin FlEEHIbEE 2% esp-at/module_config/module_name/at_customize.csv .

1. &8 Wi-Fi #3{4 station,
s

AT+CWMODE=1

M .
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[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

K
o W% AR SSID M AT RERR _Fid a4 BT . 3960 SRR B h % 1 SSID FI% 1Y
3. XHE SNTP i 45#s .

Py N
e

’AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

M B -

’OK

LR
o AT DMRIE B O E R AIB X SNTP R%54% .
4. #¥if] SNTP RiJd],
i

AT+CIPSNTPTIME?

N . :

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

PR :
o FEN] AR SNTP Bif i) -5 SE I 1) 2 75 AHAS R FI KT 7515 B 1 SNTP AR 5528 22 7 2E XU
5. Frif] ESP32-C3 #54% IP Huht,
i

AT+CIPSTA?

Mg |3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o PSR R S ik i A R A
6. PC 5 ESP32-C3 BB A — i o
7. £ PC I fifi i} OpenSSL 14, G —~ SSL [k 5% . 151l 1 SSL Ak 55 % #) IP Hihik 4 192.168.3.102,
W1k 8070,
A

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt —-cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—customized_partitions/raw_data/server_key/server.key -port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C3 %45 IR Y -
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ACCEPT

B
o i A FS B A DAL R ROVE 15 TV
8. ESP32-C3 %45 H SSL & b B[ A TIE AL 2

’AT+CIPSSLCCONF=3,0,0 ‘

Y -

[ox |
9. ESP32-C3 &£/ N Frifsifad SSL 7R3 SSL AR 45 #%, MRss#s [P Hubikoh 192.168.3.102, ¥

124 8070,
i

’AT+CIPSTART="SSL","192.168.3.102",8070 ‘
Mg o«

CONNECT

OK

10. ik 4 P

s
AT+CIPSEND=4
M B -

OK

>
4 FARdE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

ALK
o FHIAMFEEE BT AT+CIPSEND M EMKEE (n), MRS busy p. .., HE
EBAEI T 0 AT, KRESERUS M, SEND OK,
11 20 4 55
ik TCP & #% k% 4 Frp sl (Bdih test), MARGESHER:

+IPD,4:test

4.1.8 ESP32-C3 4514k SSL IR 55 22 /vy AU AN IF 2 Va1
24 ESP32-C3 45110 SSL 45250, MIGEILAT+CIPMUX=1 Sy A BREZIERE, PR T AR A% P
B ESP32-C3 1545

PAR 5& ESP32-C3 5 #5/E M station 57 SSL AR 55481015 WA 2 ESP32-C3 % & AE N softAP, 1] &%
ESP32-C3 ¥ &H SSL MEBHEI L EHERY.

1. &8 Wi-Fi #3{4 station,
i

AT+CWMODE=1

Mg |3
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[ox

2. MEARP| B HIE .
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o T4 AW SSID %55 ml BRI iRy S H AN TR . 5 150 B 25 26 FR #4517 SSID 12515 .
3. #rifi ESP32-C3 4% 1P Rtk
e

AT+CIPSTA?

W

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PEHA:
o BREINETR TS R B .
4. (EREZ .

’AT+CIPMUX:1

Wi K7 -

’ox

5. 757 SSL k4528, i1 8070,

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C3 B¢ 142 [m— M o
7. 7£ PC L {#if] OpenSSL 1ir4~, Al#—A SSL % Fif, 14:3:%] ESP32-C3 15450121 SSL 4548,

openssl s_client —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
<»partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C3 %4 _F I -

0, CONNECT
8. ik 4 FATHUIREI ML ERE ID Jy O AYEERK .
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Chapter 4. AT #y2 R

10.

11.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

AT+CIPSEND=0, 4

M. :

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

B -

o FHIARFEEE BT AT+CIPSEND MR EMKEE (n), MRS busy p. .., HE
EEAR T 0 AFAT, KESERUG MM, SEND OK.
M2 %32 ID 4 O (8RS EI 4 758
fBist SSL R %54 & 3% 4 FATIEHE (Bdlh test), MRF SR

+IPD,0,4:test

] SSL #Hz .

i

AT+CIPCLOSE=0

M. :

0, CLOSED

OK

KA SSL AR 55 S o

fir s

AT+CIPSERVER=0

i . <

OK
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4.1.9 ESP32-C3 451k TCP %)y, fevr s, szl UART Wi-Fi %14

1. 8 Wi-Fi £i34 station.

|

AT+CWMODE=1

i . <

|

OK ‘

2. FEEFIH b

|

AT+CWJAP="espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PAE
o AR SSID FEE R AT AEER iy P AOANIF] o 35 T AR e 5 SSID AT

3. Frif ESP32-C3 4% IP Mtk

e

AT+CIPSTA?

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BEH:
o EATIEER TR S ik Bt AN o
PC 5 ESP32-C3 4% 35 [7]— & i
1 PC LM M4 TR, Bld—4> TCP 55 % it IP Hiht>h 192.168.3.102, 3igHh
8080,
ESP32-C3 45 /E M Pl il TCP #4558 TCP ijR454%, RS54 IP Hbhik>hy 192.168.3.102,
1A 8080,
iy

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <

CONNECT

OK

6. i A\ UART Wi-Fi & 538048 X,

7.

o

|

AT+CIPMODE=1 ‘

N . :

|

O

‘ |

UART Wi-Fi i # 4 X, I & 55 .

HEA
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AT+CIPSEND

N . :

OK

>

8. {5 I KA
TEBAL SRR AR PR B — B +++, RSB IIEA Ik . Bl 205y
LR, BET—5 AT fird. iR, WPREEMERITTHEA +++, AT RED N R AN A BERY
WAHELR = +. BENGESHMGE R EERX] +++,

WYL I +++ B A EAEX, WERE S IENARX, N TCP ARG . B a DAE
AT+CIPSEND AR H1% .

9. iEH UART Wi-Fi £ 42048 X,
e

’AT+CIPMODE:O

Nl . <

’OK

10. K] TCP &4 .
i

’AT+CIPCLOSE

i .«

CLOSED

OK

4.1.10 ESP32-C3 x5 1i: b TCP JIi552%, 5B UART Wi-Fi iE{k

1. %8 Wi-Fi #5254 station,

’AT+CWMODE:1

Wi K7 -

’OK

2. FEEEIH

’AT+CWJAP:"espressif","1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK

ETE
- {25k SSID AT AT Eika &t . 41150 B 1 42100 SSID RIS,
3. REZHHHA .
s
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’AT+CIPMUX=1

N . :

’OK

PEHA:
* TCP R 55 b HE 2 EEHATN A4 BET /S -
4. B TCP R 55 e KIEHECH 1.

S

’AT+CIPSERVERMAXCONN:1

M B -

’OK

LE
o BERER S SN, R TCP IR S5 2 RIER AU BER 1.
5. JF)E TCP JIRg5 4%

fir s

’AT+CIPSERVER=1,8080

N . :

’OK

BLA -
o BEE TCP 45 #5124 8080, s nf A E R H e .
6. #rif) ESP32-C3 545 IP $uhik.
iy

AT+CIPSTA?

Mg K7 -

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

AR
o AL R T RE S iR AR R
7. PC £33 ESP32-C3 TCP R 448,
PC 5 ESP32-C3 {5 £ 54 3 [A]— A H
1E PC B M TR, @ —> TCP % P, #4# %] ESP32-C3 1) TCP filR 55 #%. kA
192.168.3.112, 14 8080,
AT W[y :

0, CONNECT

8. #EA UART Wi-Fi & {23048 X .

’AT+CIPMODE=1

i B -

[ox

9. #EA UART Wi-Fi i 542 X I K i .
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AT+CIPSEND

N . :

OK

>

10. 45 1E AR K
TEBAL SRR AR PR B — B +++, RSB IIEA Ik . Bl 205y
LR, BET—5 AT fird. iR, WPREEMERITTHEA +++, AT RED N R AN A BERY
WAHELR = +. BENGESHMGE R EERX] +++,

WYL I +++ B A EAEX, WERE S IENARX, N TCP ARG . B a DAE
AT+CIPSEND AR H1% .

11. R UART Wi-Fi & 5400042 X .

’AT+CIPMODE:O

Nl . <

’OK

12. %P TCP #$,
e

’AT+CIPCLOSE

i .«

CLOSED

OK

4.1.11 ESP32-C3 %751f 4 softAP 1t UDP {44 sz UART Wi-Fi i (%

1. % Wi-Fi #4 softAP,
A

’AT+CWMODE:2

Wi K7 -

’OK

2. B softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

3. PC jE#:% ESP32-C3 %4511 softAP,

4. Az~ UDP i i .
TE PC L M 25 L BhF, A — UDP &4, a0 PC i IP HihkAy 192.168.4.2, gk
8080,

5. ESP32-C3 5 PC 3 Ji. s I 8 7 [&] 2 X vy TP ik Al 117 UDP %5 . % TP Hihik ok 192.168.4. 2,
Tk 124 8080, AHbiR 4 2233, #xH 0.
e
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

M. :

CONNECT

OK

6. i A\ UART Wi-Fi & 538048 X,
i

AT+CIPMODE=1

i B <

OK

7. #EA UART Wi-Fi i (542X I K i 8t .

fir s

AT+CIPSEND

i . <

OK

>

8. fF Ik KA
TEBAL SRR AR, A PR R — B +++, R XBIER KL, S 205
VR, AT AT ayd. WEVEE, WUREBNEEITFRA +++, A 0] HE R Ha KA M fE B
WANEL = +. BENGESHMGER EERX] +++,

WYL i +++ B HE X, WERE SRR, N TCP ARG . AT DAE
AT+CIPSEND AR H1% .

9. iBH UART Wi-Fi #4142 X .
iy

AT+CIPMODE=0

M. :
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[ox |

10. [ TCP #:#z .

’AT+CIPCLOSE ‘

i B <

CLOSED

OK

4.2 Bluetooth LE AT 7=

AR SR F2 B 4 Bluetooth® Low Energy AT %% Wi 5 vk, FHH2EE ESP32-C3 4% FisfTiXx s s
AR B .
lrﬂ )l

Bluetooth LE & P 3%1% 5 Ik 445 4214

Bluetooth LE IR %-3%1% 5 IR %-4% fE/A

Bluetooth LE % 3370 5%

FA~ ESP32-C3 Fr % M2 19 32 5 SPP i%4%, vA% {£ UART-Bluetooth LE i% 1% 45 X F 15 # 45
ESP32-C3 5 F#uit 5 SPP %35, vABR & UART-Bluetooth LE i 1512 X T 15 # 3 38

4.2.1 W4

ESP-AT 4 #i{{ 3% £ Bluetooth LE 4.2 UG, A< S04 3548 {& F T Bluetooth LE protocol 4.2 {p
WHNE . ES% 2008 4.2 FRECEZFR..

Bluetooth LE Flpi{Zefy

Bluetooth LE XM F 2 4N LA 2D : Physical Layer (PHY)., Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

« PHY: PHY JZ £ B M FAYHFIE LA XML E L. Bluetooth LE {fi f 40 MHiFEE. MR
Y. 2402 MHz F| 2480 MHz,

o LL: LLJZFEATONE . BFRZ % (DA, WRFE, BAHXWEES), WS
u%z@%%@%%ﬁ%m%ﬁMEﬁ BRSSP T 4. T B/, AR
##¥. LHEELMRSE

'HH:mﬂ%m%mﬂﬁﬂﬁﬁﬁgfﬁ@kmﬁmoﬁ%ﬂ%&ﬁ#Mﬂi%ﬁ%ﬁ%@@%u
UART. SPI., USB i,

e L2CAP: L2CAP ZEH TR EHLFPMUAR 2 (B A e i B A T U BB 7. A BofnE 4 Ak .

o ATT: ATT 2SI T @ MR 554 F1 e 2 i 2[R A SO SISl ATT % g ] ATT Al 45 i A ik
A THRFIRIA . ATT ARSS b [a) 2 P AIRMA N, o AR R o

o SMP: SMP 2 T-A: B8 %40 F F 0y 254 . SMP IR 45 BRI B3 3540 F1 0y S 4H I ARG, FE AR
FBER LR TR B LI A B RS S

* GATT: GATT ZF/nEMIRSH A S @R FPimThie. RECE SCHWER TR MRS a8 il
HIIRSS . FRHEF B Z IR G . %2 Hﬂ?iﬁ)u I*ES( EYNGIE NS g R e e

* GAP: GAP R WA Wl R EEATIGE, BIAntL . PIvSORN FAR e S i i ek
FVIARRT . GAP RS FERR A, R, L4, ShEiE. RIBIACRIRS .
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Bluetooth LE fj {a, %14

£ Bluetooth LE PIMSUAR A [A] 1 2 A A RIRY A 0 %1020 o X 28 (0 R 70 BN S
o LL: WAAATPARISA EHA KA, MBS 3G, TALRT DAL IR
o GAP: WX T 4MprEfMmt: T HE. WEH. SEEEM PO 4,
o GATT: AR PAG N IRE-3u M1 & F 3

R
o ARRYHFHEIAR Bluetooth LE fR43fl Bluetooth LE & P 3#liiZ GATT Efifh.
* 4H[, ESP-AT 37§ Bluetooth LE Mt 435fll Bluetooth LE & P 3g[AlHA71E.
* it ESP-AT #)J{k >} Bluetooth LE [l 45 542 Bluetooth LE % Friffy, [l Wi 4 12 A S 8 A By
3.

GATT HSZ 2 — Mg t& il , k] DUA & — @ & ey v ZE . X4 8 P 2544 9k
W, Bl RS, RS AR FEEER HAE RN, R B R Z H T E 4.

GATT R4 %A1 GATT & F3miX WP (74T Bluetooth LE JEZH . 2 5. GATT R4 47t @
PSS R8Tk B GATT & Fumi @M ist k. AN, fimss, RIS dEN—
AR GATT MR 43, THRIEHEA—ImFRh GATT & F 3.

iR

e ESP32-C3 Bluetooth LE iR J'iigEE6es% ble_data.bin 43 flash 1, AR Bluetooth LE R %5,
— WA ble_data.bin XXM, #HS% CRY § & 3L Bluetooth LE Services T E-,
- ble_data.bin X{HyEeRHbE, W at_customize.csv 1t ble_data XM AyHihlk, s
FE 4 build/download. config Hrig St .

4.2.2 Bluetooth LE %% Py BNk 55 FaE A

PAR 7 5 [ B i Bk ESP32-C3 - &c#r, Hi—3efE 4 Bluetooth LE 453 (A4 Bluetooth LE Al 55
ufA ), 5—3ER Bluetooth LE & Fif (A4 Bluetooth LE & P fA€4) o iX MR 1 W dnfuf fift
FH AT 747457 Bluetooth LE 132, 52 A= .

FY: EPAFHEFPAESP32-C3 Bluetooth LE M43 H-LiFRVE H 55 %4E ESP32-C3 Bluetooth LE
M55 i s ATRI AT, DA ESP32-C3 Bluetooth LE & F 3 HL#E4E H 284 ESP32-C3 Bluetooth LE
% Pt AT RI]

1. #4454k Bluetooth LE IfjfE.
ESP32-C3 Bluetooth LE A 453 :

’AT+BLEINIT:2

Nl .«

’OK

ESP32-C3 Bluetooth LE % ¥ :

’AT+BLEINIT21

M .

’OK
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2. ESP32-C3 ¥ LE R4 4R REUH: MAC Hiht,

e

AT+BLEADDR?

N . :

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

R
JON

G TR [<ioB: okt I s M e Y ) A D R N G I T TR B

3. ESP32-C3 Bluetooth LE JI 45 it A1) 2 iR 45 o

’AT+BLEGATTSSRVCRE

Mg 3«

’OK

4. ESP32-C3 Bluetooth LE I} % i1 IR % .

iy

’AT+BLEGATTSSRVSTART

Mg |/«

[ox

5. ESP32-C3 Bluetooth LE JIE 45 it % Bl IR 45 454iF

’AT+BLEGATTSCHAR?

iy R«

+BLEGATTSCHAR: "char", 1,1, 0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR:"desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char", 2,2, 0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

6. ESP32-C3 Bluetooth LE I 45 3 FF 14 #&, 22 5 ESP32-C3 Bluetooth LE 2% P13k FF 541 9 H %4k 3

oap.

ESP32-C3 Bluetooth LE {45 i

AT+BLEADVSTART

M. :
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’OK

ESP32-C3 Bluetooth LE % F1jis
s

’AT+BLESCAN=1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
AV EIUE REERE ST =AM we ) VARl I N G
7. %57 Bluetooth LE %32,
ESP32-C3 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

Mg |«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

BiH -
o WA _FRAT AT, 5 A 751 ESP32-C3 Bluetooth LE fIf 45 Sk il .
o Y15 Bluetooth LE #E3#: %), N&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o f15% Bluetooth LE #3250, W£$HL/R +BLECONN: 0, -1,
8. ESP32-C3 Bluetooth LE & Pt % PR 45

AT+BLEGATTCPRIMSRV=0

Nl . <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

AR

» ESP32-C3 Bluetooth LE % 1 2RI iR 45 i 45 5, b ESP32-C3 Bluetooth LE IR i 2R A1 iR 55 1)
ZE R Z PN ERANRS: (UUID: 0x1800 1 0x1801) , X2 EHEM4 . IERW, X1 FE—R5%,
ESP32-C3 Bluetooth LE & i £y 1A /1Y) <srv_index> {H 45T ESP32-C3 Bluetooth LE A " 25 1] )
<srv_index> {f + 2. B4 _FiR RGP iR S 0xA002, 4Fi#E ESP32-C3 Bluetooth LE % F i ¥
2| ) <srv_index> A 3, WI5RAE ESP32-C3 Bluetooth LE [l F i i@ i3 AT+ BLEGATTSSRV ? £y %>
2], N <srv_index> 4 1,

9. ESP32-C3 Bluetooth LE % F1 3 % PR .

AT+BLEGATTCCHAR=0, 3

Mg i -

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901

(P ogkzE)
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(£ L£50)

+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

10. ESP32-C3 Bluetooth LE %% i3 Bt —NMEHE (A «
s

AT+BLEGATTCRD=0, 3, 1

M .

+BLEGATTCRD:0, 1,0

OK

LK
o TR B ARFFIE (A 20 B BA R
* N5 ESP32-C3 Bluetooth LE % i i3z BUAFAE 3, ESP32-C3 Bluetooth LE JR 55 i N & 42 7
+READ:0,"7c:df:al:b3:8d:de",
11. ESP32-C3 Bluetooth LE & FiE —ANEHE(E .
s

’AT+BLEGATTCWR=O, 3,3,,2 ‘
N . :

E |
Fig > 3R AT HER LR DB, JERHETT A AR, 4 8s KA FI 24 <length> |
I, PATEARLE.

Lox |

i :
o U5 ESP32-C3 Bluetooth LE %% 7 i 5 435 AiF i i 49 1% &), ESP32-C3 Bluetooth LE fi 4% ifi
M &I/ +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>,<value>,
12. Indicate —MERE(E .

ESP32-C3 Bluetooth LE % F1jis
fird:

’AT+BLEGATTCWR=O, 3,7,1,2 ‘

i B <

E |

5 > Fon AT HER IR DB, BERTETT DA A B, 45 KEIRH S8 <length> [
HI, PATE AR,

AT $20 ESP32-C3 Bluetooth LE A 55 i & 1% 55 R (84 (3 notify Ha{ui# indicate ),
ESP32-C3 Bluetooth LE % it 75 ZE Bl A AR 55 g . X F notify 2, %5 A(H 0x0001,
$IT indicate FR, FEEA(EH 0x0002, FEAFHFEA 00002 fFH] indicate FK.
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OK
i
o f1 5 ESP32-C3 Bluetooth LE 7% i 5 SR AE 41 iR 47 5 2, ESP32-C3 Bluetooth LE A 55 i U] £
?;E.E;/j? +WRITE:<conn_index>,<srv_index>, <char_index>, <desc_index>, <len>,
<value>,
ESP32-C3 Bluetooth LE [t 45-¥i :
%

’AT+BLEGATTSIND=O, 1,7,3 ‘

N . :

> |
5 > Fon AT HER IR D8R, BERTEmT DA A B , 48 KEiE 3 S8 <length> [
B, 04T indicate #4F .
Jox |
L
» M5 ESP32-C3 Bluetooth LE % 4221k F| indication, N|&4& 7~ + INDICATE : <conn_index>,
<srv_index>, <char_index>,<len>, <value>,
o X F[R—AR 4%, ESP32-C3 Bluetooth LE & it <srv_index> {H 4% F ESP32-C3 Bluetooth LE fig
P <srv_index> {H + 2, X EIEH L.
o NPT IRSS HRRERIAR , SR S25 SO e T ) SR HIE T R 5.

4.2.3 Bluetooth LE JJ}t 55 3% S IR 55 R AEA

AR ] R B ESP32-C3 JF %A, Her—3Beff:2ly Bluetooth LE fiz 553 ()44 Bluetooth LE i 55
), 73—HR{EA Bluetooth LE % iy (A7) Bluetooth LE 2 P () o 53X 1R 17 1 i
57 Bluetooth LE 145, DA KR S5 3w i3 5 MR A5 AR ALME AR i BL B, notify iz 55 FFAE(H -

Foi: APl ESP32-C3 Bluetooth LE %3 LA Ea/E B 2224 ESP32-C3 Bluetooth LE IR 4%
SEHATEIT], DA ESP32-C3 Bluetooth LE % /3% 3k iy #4E H & i7E ESP32-C3 Bluetooth LE %
B AT RIAT

1. #1444k Bluetooth LE IfjfE.
ESP32-C3 Bluetooth LE A 453 :

’AT+BLEINIT:2

Wi K7 -

’ OK ‘
ESP32-C3 Bluetooth LE % i :
’Z—\T+BLEINIT21 ‘

M .

[ox |

2. ESP32-C3 Bluetooth LE fl 45 i A1 23 il 55 .
s

’AT+BLEGATTSSRVCRE ‘

i B -
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’OK

3. ESP32-C3 Bluetooth LE J} 45 35 AR 45
i

’AT+BLEGATTSSRVSTART

i B <

’OK

4. ESP32-C3 ¥ %" LE R 4384 BE: MAC bk,
e

’AT+BLEADDR?

i B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

AR
o AR HUEE T RE S B N RN, e R, TSRS E .
5. 3% ® Bluetooth LE )&%

o

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N Y. :

’OK

6. ESP32-C3 Bluetooth LE R 55 Wi -5 4%

’AT+BLEADVSTART

i B«

’OK

7. ESP32-C3 Bluetooth LE & P i1 73 iR 45

’AT+BLEGATTSSRVCRE

i B <

’OK

8. ESP32-C3 Bluetooth LE & P11 AR 45
i

’AT+BLEGATTSSRVSTART

i . <

’OK

9. ESP32-C3 Bluetooth LE % i #5H{ Bluetooth LE #iiil- .

’AT+BLEADDR?

Nl B«

+BLEADDR:"24:0a:c4:03:a7:4e"
OK
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Vi :
o EAEEIHAETTRE S _EdRmg B b R, ISR L, RTE SR E .
10. ESP32-C3 Bluetooth LE % FruiH 1G4, £rze 3 #.

AT+BLESCAN=1, 3

i .«

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al",-62,0201060af£f4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

i :
o TRFREEER AT RE S Lk i o AR ]
11. 757 the Bluetooth LE %3,
ESP32-C3 Bluetooth LE % 1tk
e

AT+BLECONN=0, "24:0a:c4:d6:e4:46"
N . :

+BLECONN:0, "24:0a:cd4:d6:ed:406"

OK

K
o A LiRar AR, 10 H #55 ESP32-C3 Bluetooth LE Iz 45 s iihil: .
o UM Bluetooth LE #3255, M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 157 Bluetooth LE i35, W£$E/R +BLECONN: 0, -1,

ESP32-C3 Bluetooth LE 453 :

Py N
i

AT+BLECONN=0, "24:0a:c4:03:a7:4e"

M i/ :

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK

UiH -
o Wy iR ET, 15 H ) ESP32-C3 Bluetooth LE & F g Hihk .
o 0 % Bluetooth LE % 22 i T, M &3 /R oK, KN<&# /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o {15 Bluetooth LE &5, <42 /R ERROR, A&#E/R +BLECONN: 0, -1,

1. ESP32-C3 Bluetooth LE % F' it v i A iR 45
it

AT+BLEGATTSSRV?
Mg |«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003,1

OK
2. ESP32-C3 Bluetooth LE % Fif % Pl AS Hu4SH1iE o
i
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AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C3 Bluetooth LE Jf 4554 % P16 3k R 45

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LR

« ESP32-C3 Bluetooth LE fil 45 i 25 i) il 45 AU 45 5, bb ESP32-C3 Bluetooth LE % F' i 25 i e 45 4 2%
WA ERIAR S (UUID: 0x1800 #1 0x1801) . IER A, % T [W—Hk 4%, ESP32-C3 Bluetooth
LE R4 a2 i) 1) <srv_index> {H 45T ESP32-C3 Bluetooth LE %% i 25 1) ¢ <srv_index> {H + 2.
mian, R R ARS 0xA002, 24HiHE ESP32-C3 Bluetooth LE flk 45 i £r ] 2| i) <srv_index>
>4 3, MSRAE ESP32-C3 Bluetooth LE JIf 45 iitii 1:F AT+ BLEGATTSSRV ? 4251, M <srv_index>

H,

4. ESP32-C3 Bluetooth LE J# 45 1 % P % 4L

AT+BLEGATTCCHAR=0, 3

i -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char", 0, 3,6, 0xC305,0x10

Q)
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(£ L£50)

+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32-C3 Bluetooth LE & F' i i IR 45 F{E
B SHRFEHAER MRS FFE (characteristic) 513 B MR 45 FFAE(E -

e

’AT+BLEGATTSSETATTR=1, 8,,1

i B -

6. ESP32-C3 Bluetooth LE fI 45 i 152 Il 55 42+ F {1
s

’AT+BLEGATTCRD=O,3,8,

W

+BLEGATTCRD:0,1, 9

OK

7. ESP32-C3 Bluetooth LE JI# 45 5 iR 45 5 {1 -
bl 3B T (Ri0)i & g S kA=Y e

e

’AT+BLEGATTCWR=O, 3,6,1,2

N . :

o 115 Bluetooth LE [} 453 5 IR 4545 ME(E 3 5, Bluetooth LE & P M & 32 78 +WRITE: 0, 1,
6,1,2,12,

8. ESP32-C3 Bluetooth LE %P1 notify [If 45 F5 4 {1

’Z—\T+BLEGATTSNTFY:O, 1,6,10

i Y <
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’ B N 1234567890 104 F H

N . :

’OK

LR
o {3 ESP32-C3 Bluetooth LE % Fiifis notify IR 554+ iE (B 45 Ik 45 3% i), Bluetooth LE JIik 45 i ) &
P8 +NOTIFY:0,3,6,10,1234567890,

4.2.4 Bluetooth LE ¥E£; %

PAR 7 B i F Wi ESP32-C3 JF At , Horp—Hu24 Bluetooth LE fiz55 3 ()42 Bluetooth LE 55
i), 7 —HAEN Bluetooth LE % /iy (W42 Bluetooth LE 277 (1) . XM R T /SRR
Bluetooth LE 7§,

GRS

o JELLFH P PL ESP32-C3 Bluetooth LE R4 3L #AE H Z2Z24E ESP32-C3 Bluetooth LE
R4S P ATRIT], DLESP32-C3 Bluetooth LE % /3 JF3LiHfE H & AE ESP32-C3 Bluetooth
LE & Fim A TR AT

o A G R AAEI . S8 HR N B IS TE AR T — NI R .

» ESP-AT £ fFUIF40E 10 M.

1. #1444k Bluetooth LE IfjfE.
ESP32-C3 Bluetooth LE A} 453 :

e

’AT+BLEINIT:2

M B :

’OK

ESP32-C3 Bluetooth LE % F i :

’AT+BLEINIT=1

M B -

’OK

2. ESP32-C3 Bluetooth LE [t 55 i #5H Bluetooth LE #iihl- .

’AT+BLEADDR?

W

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR
o EAEIHUE T RES Bk m N R BN, ISR L, NSRS A E .
3. ESP32-C3 Bluetooth LE Jt 45 346 23 il 55 .
i

AT+BLEGATTSSRVCRE

Wi K -
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Jox |
4. ESP32-C3 Bluetooth LE JZ 45 3 R %5

A

’AT+BLEGATTSSRVSTART ‘

M B -

Jox |

5. ESP32-C3 Bluetooth LE JIi 45 3 % PR 45 4541F o
i

’AT+BLEGATTSCHAR? ‘
M B -

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

6. ESP32-C3 Bluetooth LE [ 45 i 7 #4) " #&, 2 J5 ESP32-C3 Bluetooth LE % it JF 4434 9 HA4k 3
P,
ESP32-C3 Bluetooth LE f 45 i :
fir

’AT+BLEADVSTART ‘
M B -
[ox |

ESP32-C3 Bluetooth LE % F1js
fird:

’AT+BLESCAN21,3 ‘
M B :

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
o PTG RE 5 iR A R R
7. 757 Bluetooth LE %%,
ESP32-C3 Bluetooth LE % i -
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fir s

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

Mg |3«

+BLECONN:0,"24:0a:c4:d6:e4:46"

OK

Ui :
o A LR ar BT, 5 Y ESP32-C3 Bluetooth LE i 45 s itk o
o Y15 Bluetooth LE &2, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 1152 Bluetooth LE i35, MW|£3E /R +BLECONN: 0, -1,
8. ESP32-C3 Bluetooth LE % Fitt & PRAR %5 .
e

AT+BLEGATTCPRIMSRV=0

Nl . <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

Vi :

» ESP32-C3 Bluetooth LE %& i #rif) IR %5 45 52, H ESP32-C3 Bluetooth LE JI i 25 11 % 45 19
ZERZPABRAIRS (UUID: 0x1800 F1 0x1801) , X 2 IFE M4, EHEAM, T H—HRS%,
ESP32-C3 Bluetooth LE & i Ay 1A /1Y) <srv_index> {H 45T ESP32-C3 Bluetooth LE A " i 25 1] )
<srv_index> {f + 2. Bil4n_FiR w6 iR S 0xA002, 4Fi7E ESP32-C3 Bluetooth LE % F it #¥
M E| ) <srv_index> A 3, WISRAE ESP32-C3 Bluetooth LE [l J i i@ i3 AT+ BLEGATTSSRV ? 54>
2], N <srv_index> K 1,

9. ESP32-C3 Bluetooth LE % F1 3 % FiUAR A1 .

AT+BLEGATTCCHAR=0, 3

Nl .«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

10. XBEMNZESE. *E auth_req A SC_MITM_BOND, fR45iH) iocap i KeyboardOnly, %
UG iocap A KeyboardDisplay, key_size j 16, init_key F 3, rsp_key 5 3,
ESP32-C3 Bluetooth LE f 45 i :
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’AT+BLESECPARAM=13, 2,16,3,3 ‘
N . :
Lox |

ESP32-C3 Bluetooth LE £ Jiifi:

fir g
’Z—\T+BLESECPZ—\RZ—\M:13, 4,16,3,3 ‘
g Jo
[ox |
LR
. %ggfﬁu H1, ESP32-C3 Bluetooth LE JIg 45 s AL XS, ESP32-C3 Bluetooth LE % F3ii i 7 il

» BESP-AT % 3§ Legacy Pairing fll Secure Connections BfNEZ T, HEEEE B
SIS . IR ST Y H: Secure Connections, M<:% ] Secure Connections
T .

11. ESP32-C3 Bluetooth LE % Fiflt %2 e N 2545 3K

i
’AT+BLEENC=O,3 ‘
M. :
Lox |
A :
4n4 ESP32-C3 Bluetooth LE iz 5% i i T 2 i 2| %% 35 2K, ESP32-C3 Bluetooth LE flz 5% i W) 2> $ 7
+BLESECREQ: 0,

12. ESP32-C3 Bluetooth LE JI} 45 3t i 3 it %o 53K
’AT+BLEENCRSP=O,1 ‘
i B ©
Lox |
LK
* 4k ESP32-C3 Bluetooth LE 2 i i Z B BLXS iR 7, ) ESP32-C3 Bluetooth LE 2 i 23
FEEE—AS 6 S ECXS o
o JEAH H, ESP32-C3 Bluetooth LE 7% i | 32 7R +BLESECNTFYKEY:0, 793718, FEoXHg
k793718,

13. ESP32-C3 Bluetooth LE % i [0] & Bt % 75
i
’AT+BLEKEYREPLY:O,793718 ‘
g Jo
[ox |
PATIXA A2 )5, £ ESP32-C3 Bluetooth LE iz 553 #ll ESP32-C3 Bluetooth LE % i 23 A5 — 48X

IVAEISE/ A
ESP32-C3 Bluetooth LE fR 45 i :

+BLESECKEYTYPE: 6
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:

+BLEAUTHCMPL: 0,

ESP32-C3 Bluetooth LE % /13 :

2

’
’
’
’

oo ooo
N W e
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+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE:0, 2
+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

A DAZBE DA +BLESECKEYTYPE 3k 1{5 B.. {55 +BLEAUTHCMPL: 0, 0 H8 — A5k 0 %
INIMEE S, A1 FOR IR

4.2.5 WA ESP32-C3 JF kM2 Wl 3. SPP ¥4, UIK A UART-Bluetooth LE i% {4 £
A P Hekmsos

PAR 7~ 5 [ B (s Bk ESP32-C3 &bz, Ho—3eE A Bluetooth LE flz45 3w (L 4E A Bluetooth LE iz 45
mmfA), 53—3AEH Bluetooth LE % i (HAE Bluetooth LE % Pl i €6,) o 3X ANl F&oR 1 W anf] g
57, Bluetooth LE 3%, DA ##371% 1438 % Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % /£ 15
),

FwY: EPA NP PAESP32-C3 Bluetooth LE A4 -k iy #efE H 55 3iYE ESP32-C3 Bluetooth LE
R4 i ATEI AT, DA ESP32-C3 Bluetooth LE & /3% JF3k 14 H 22 #iYE ESP32-C3 Bluetooth LE
B P AT R

1. #1454k Bluetooth LE IfjfE.
ESP32-C3 Bluetooth LE A 453 :

’AT+BLEINIT:2

M .

’OK

ESP32-C3 Bluetooth LE % /i :

’AT+BLEINIT=1

M B -

’OK

2. ESP32-C3 Bluetooth LE fl 45 i A1 23 il 55 .
s

’AT+BLEGATTSSRVCRE

M B -

’OK

3. ESP32-C3 Bluetooth LE JI 45 St FFJet IR 45«
e

’AT+BLEGATTSSRVSTART

Mg [

’OK

4. ESP32-C3 i °F LE 45 #$ 3K BUH: MAC #ihit
i
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AT+BLEADDR?

i B«
+BLEADDR:"24:0a:c4:d6:e4:46"
OK

LK

o EAEE LRI RS _EdRm N R O], SRl RS e A E .
5. 3% Bluetooth LE )&% .

’AT+BLEADVDATA:"O20106OAO9457370726573736966030302AO"

Mg K7 -

’OK

6. ESP32-C3 Bluetooth LE ik &5 i 46T 45 -

’AT+BLEADVSTART

i Y«

’OK

7. ESP32-C3 Bluetooth LE % P 15434, Hrze 3 #0,
e

’AT+BLESCAN21,3

i B -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

Vi :
o RS R TS ik b R TE]
8. 737 the Bluetooth LE %45,
ESP32-C3 Bluetooth LE % ¥ :

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

Mg |3

+BLECONN:0, "24:0a:cd4:d6:ed:406"

OK

Ui :
o B A R ET A, 0 459 ESP32-C3 Bluetooth LE IR 45 itk
o {15 Bluetooth LE 7422 53, N|&$E/R +BLECONN:0, "24:0a:cd4:d6:e4:46,
o f15% Bluetooth LE #3225, <3 /R +BLECONN: 0, -1,
9. ESP32-C3 Bluetooth LE fi} % 32 i {7 55 .
IR

AT+BLEGATTSSRV?

Mg [

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

Q)
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OK

10. ESP32-C3 Bluetooth LE Jif 45 itk % PR .

11.

T4

AT+BLEGATTSCHAR?

Mg |«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc", 1,3,1,0x2901
+BLEGATTSCHAR:"char", 1,4, 0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304, 0x08
+BLEGATTSCHAR:"char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR:"desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR: "desc", 1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1, 0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char", 2,2, 0xC401, 0x02
+BLEGATTSCHAR:"desc",2,2,1,0x2901

OK

ESP32-C3 Bluetooth LE % F13i# % $i R 45 .

Py N
e

AT+BLEGATTCPRIMSRV=0

M B -

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

K

* ESP32-C3 Bluetooth LE % Pl £ if] iR 55 (1) 45 5%, b ESP32-C3 Bluetooth LE Az i 25 1 iz 55 1)
ZEH Z A BRIAIRS (UUID: 0x1800 1 0x1801) , X 2 IE# M4, ERERAM, X H—R%,
ESP32-C3 Bluetooth LE & it #r 1A 1) <srv_index> {H2+T ESP32-C3 Bluetooth LE R F i 25 14 (1Y)
<srv_index> 5 + 2. B, ks RIS 0xA002, 4 pifE ESP32-C3 Bluetooth LE % Fii
W F| 1Y <srv_index> 24 3, UMTHFE ESP32-C3 Bluetooth LE R i i #F AT+BLEGATTSSRV ? iy
A2, N <srv_index> K 1,

12. ESP32-C3 Bluetooth LE % 1 % BUAAE o
e

AT+BLEGATTCCHAR=0, 3

W R

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02

Q)
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(£ L£50)

OK

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"desc",0,3,2,1,0x2901
"char",0,3,3,0xC302,0x08
"desc",0,3,3,1,0x2901
"char",0,3,4,0xC303,0x04
"desc",0,3,4,1,0x2901
"char",0,3,5,0xC304,0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902
"char",0,3,7,0xC306,0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

13. ESP32-C3 Bluetooth LE % i it & Bluetooth LE SPP,
Ve LR B HRAERI IS AL (characteristic) {FE 5 liE AR, 18 3CRF notify B3 indicate )
characteristic /£ A2 18 $2UCE -

’AT+BLESPPCFG21,3,5,3,7

i B -

’OK

14. ESP32-C3 Bluetooth LE % i {i#i € Bluetooth LE SPP.,

15.

’AT+BLESPP

Nl . -

OK

>

iR AT E480E A Bluetooth LE SPP 455X, T DAREATEI ) A s ML o

K

« ESP32-C3 Bluetooth LE % P13 JF &t Bluetooth LE SPP i & 45 5 5, & 11 0 ) it B e 2 3 i
Bluetooth LE {£ %% ESP32-C3 Bluetooth LE 453t
ESP32-C3 Bluetooth LE it 55 i it & Bluetooth LE SPP.,
e SZHF notify i3 indicate [¥) characteristic /E 05 8 & X R, EF LR S HEAER characteristic
VA T ORI -

’AT+BLESPPCFG=1, 1,7,1,5

i B <

’OK

16. ESP32-C3 Bluetooth LE filt 45 i i ig Bluetooth LE SPP.,

’AT+BLESPP

i . <

OK

>

iR RIR AT E40E A Bluetooth LE SPP 455X, T DAREATHI Y A s M o

PERA:
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« ESP32-C3 Bluetooth LE fig F i FF i Bluetooth LE SPP & & 5K f5,  H8 11 0ic 31 ) B0 & i 5
Bluetooth LE {£#j%| ESP32-C3 Bluetooth LE % it .

o 15 ESP32-C3 Bluetooth LE & P 5 45 i Bluetooth LE SPP #4% | mk i F HoAth 5 451
4 Bluetooth LE % i, W] ESP32-C3 Bluetooth LE & i e 22 42T 5 il Notify 5% 3 Indicate
111, ESP32-C3 Bluetooth LE % P 15 S FE i 4 , W 53 il AT+ BLEGATTCWR=0,3,7,1,1
FFF AT, ESP32-C3 Bluetooth LE IZ 453 A fE i Eh S IS 4% o

o X —HR 4%, ESP32-C3 Bluetooth LE & i) <srv_index> {H 25T ESP32-C3 Bluetooth LE [l
S5 <srv_index> fH + 2, XEIEENL.

4.2.6 ESP32-C3 5FpLi . SPP #ER;:, U JeAfr UART-Bluetooth LE iE{EEIA T {& 40
B

PR BIR T A ESP32-C3 TR (U ARIIFERE A i o d (o) FIFHL (U ARIIFEIE T %
PUmf ) ZAESE SPP R, PAKANTHE UART-Bluetooth LE i A5 44 i kil «

o APl ESP32-C3 Bluetooth LE A% 3L HEE/E B 222 ESP32-C3 Bluetooth LE IR 4%
U tRATEIAT, MDA Bluetooth LE & 3 fF kil R a5 BAEF AL M 2P VR Bh F h P AT RITT .

1. fEF-HL35 T 2 Bluetooth LE i BhF, i1 nRF Connect (Android) FI LightBlue (i0S).
2. #1444k Bluetooth LE ThjRE,
ESP32-C3 Bluetooth LE R 453 :

’AT+BLEINIT:2

Nl i -

’ox

3. ESP32-C3 Bluetooth LE Jlt 45 346 23 il 55 .
i

’AT+BLEGATTSSRVCRE

Wi KV -

’OK

4. ESP32-C3 Bluetooth LE %5 37 iR 5
s

’AT+BLEGATTSSRVSTART

M .

’OK

5. ESP32-C3 1 7 LE i 45 2K MAC M.
i

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

L
o EEEIHAERTRE S _EdRm B iR R, ISR L, RTE IR A E .
6. ¥ Bluetooth LE J4& %503k .
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’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N . :

’OK

7. ESP32-C3 Bluetooth LE IR 453 15) 1% .
e

’AT+BLEADVSTART

i . -

’OK

8. {7 Bluetooth LE %$%,
F ML oRF K B F, H 47 SCAN F i HH, 4% 3| ESP32-C3 Bluetooth LE Az 45 i [
MAC Hitl, fish cONNECT #4788, AT ESP32-C3 i iV i% £ 37 Bl 240l T +BLECONN: 0,
"60:51:42:fe:98:aa" Y log, XFE/RC L. T Bluetooth LE &4,

9. ESP32-C3 Bluetooth LE f} % 325 i iR 55 .

AT+BLEGATTSSRV?

Wi K7 -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

10. ESP32-C3 Bluetooth LE flt 45 i % P .

AT+BLEGATTSCHAR?
Mg .«
+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR:"desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc", 1, 3,1, 0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR:"desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR:"desc",2,2,1,0x2901
OK
11. Bluetooth LE & Fifi & PR S5 o
HHET-HL nRF 3R Bh % P i 51 UUID: 0xA002 ) UnKnown Service,
12. FHL nRF WA H) T % i A AR .

BEIAE FAL nRF J83{8) T2 Pl UUID: 0xA002 [ UnKnown Service R4 T2k ik
151l Properties 25 NOTIFY 5{# INDICATE [ iR 5545 4E A 4240 (GX B ESP-AT BRiA Properties 24
NOTIFY 3% INDICATE ffJJIf 45 £54F  0xC305 Fil 0xC306) , FF4& il Properties % NOTIFY & %
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INDICATE IR 45 45-41F

13. ESP32-C3 Bluetooth LE filt 45 i it & Bluetooth LE SPP.
P 7 notify 32 indicate %) characteristic /F 55 W IH A X8, 1585 L FFE BAER) characteristic
Sy i S B -

’Z—\T+BLESPPCFG:1, 1,7,1,5

M .

’OK

14. ESP32-C3 Bluetooth LE JJR 43 §€ Bluetooth LE SPP,

’ AT+BLESPP

M B -

OK

>

iR Fos AT B 483E A Bluetooth LE SPP 455X, ] PAIFA T4 1) A ik 2K
15. Bluetooth LE % P & ik 44
1E nRF Ji B F 5 P e 0xC304 Iz 45 FRF(E &% d test 45 ESP32-C3 Bluetooth LE Iz 45 i,
ItHt ESP32-C3 Bluetooth LE il 45 i A DAL R test.
16. ESP32-C3 Bluetooth LE JI# 45 5 % 25 B d .
¥£ ESP32-C3 Bluetooth LE iR %5 g B3 & 1% test, At nRF JER B % P ] AKE] test.

43 MQTT AT 754

ARSORG F EAR A ESP32-C3 i LasATMOTT AT 4 %% i S BTN Bl o

F TCP t MOTT %32 (F % AMet) 3 MOTT K32) (il FHIE% V)

T TLS o9 MOTT #35 (% & A3tz MOTT R3Z)

A
AT TCP # MOTT 3% (%% AMet)sk MOTT K32) (iR TH#EFS)
%
AT WSS 69 MQTT % 3%

B ORI AR O] TR TR i Wi-Fi AT .

4.3.1 JET TCP Iy MQTT &4 (ifs ZA AN MQTT {R81) (GG T Hidhi H)
DA 7% 51 5 P P e ESP32-C3 JF A, Horh—Heffsy MQTT %At (JUE MQTT %Al f (), 53
—Heffy MQTT 1% (JUEHK MQTT il & f ().

NG T A BT TCP 4 MQTT %4, 1 /eETHEA &4 MQTT LR, ik MQTT fLEERY
IP #bdlh 192.168.3.102, ufd4 8883,

R PYPRPPLESP32-C3 MOTT A7 & IF KA L 75 2EAE ESP32-C3 MQTT %Al & it AT RIAT, DA
ESP32-C3 MOTT T & JF kA4 L 527 ESP32-C3 MQTT ] B i AT RIAT o R4 A e il
FUTEMR s, DG B R AT 2 B AT B s AT o
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1. &E MQTT H P&
ESP32-C3 MQTT %1
i
’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

i . <

Lox |
ESP32-C3 MQTT iJ 3% :
iy

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

i B <

o |
2. JEf MQTT {3,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

Nl . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

A :
o RET A MQTT AAEEIE 4 5% MQTT A3 IP #ihl ATk 5 _FiRar AR [ .
3. 1T MQTT F 4,
ESP32-C3 MQTT 1] |53 :
iR

’Z—\T+MQTTSUB=O, "topic", 1 ‘

M B -

[ox |
4. %A MQTT JHE (747 ).

ESP32-C3 MQTT %7
s

’AT+MQTTPUB=O,"topic","test",l,O ‘
Mg |3«
[ox |

R
* 43R ESP32-C3 MQTT K AGE NN AAIHE, AN EERF &1 ESP32-C3 MQTT 1T & Bindé /i .

’+MQTTSUBRECV:O,"topic",4,test ‘

5. 30 MQTT i
RS

’AT+MQTTCLEAN=O ‘
N . :

Lox |
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4.3.2 JLT TCP iy MQTT &4 (Fa%AMuald MQTT {UB1) (&M T i)
PATR 7 B i W ESP32-C3 JF e, Horp— 3ty MQTT &Afi#s (U MQTT RAiE M), 7
— P MQTT i B (AUEN MQTT il & M ).

NI T AT TCP A8 MQTT #4: . 1 /eBTREA & — A MQTT /A3, {Ri%x MQTT 3Ry
IP #bhlh 192.168.3.102, B4 8883,

MAEBEHHEENBEBEEMNKZ, D28 THA AT 52K B BE 256, WA PAfHE
JAT+MQTTPUBRAW 174>

T PYPRPPLESP32-C3 MOTT A7 & IF KA #HAE L 75 %EAE ESP32-C3 MQTT %A & il AT RIAT, DA
ESP32-C3 MOTT T [ & JF LAY L 7527 ESP32-C3 MQTT ] B i AT RIAT o R4 1A e il
TRUIEMR A, WIRE A A i R T 2 s i AT

1. &E MQTT i P g
ESP32-C3 MQTT %7
fird:

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

i . <

’OK

ESP32-C3 MQTT 1] |53 :
ma

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

N . :

’OK

2. 4% MQTT U,
i

’AT+MQTTCONN=O,"192.168.3.102",8883,1

M B -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

AR
o fHIAM MQTT B4, 5 MQTT 03 IP Hutik vl 8 5 _Fik iy & H A ]
3. 1T MQTT =45,
ESP32-C3 MQTT ] 4% :
i

’ AT+MQTTSUB=0, "topic", 1

M .

[ox

4. AT MQTT JHE (F4FH) .
TR AR B A AT T R RS, K 427 71

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}} (@¥i323)
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(£ L0

l

ESP32-C3 MQTT %7
s

AT+MQTTPUBRAW=0, "topic", 427,0,0

Mg .«

OK

>

iAm R oR AT SR IR R AT A, UM ERRT DA A B, 24 AT Bl 3 it Bd KRk 2|
<length> J5, HIRLHITIH.

+MQTTPUB : OK

LR
o ATHH > PR Bn T IRR AT B SO AT I TR L, AT AR T4 % (CR-LF).
* HN3 ESP32-C3 MQTT %A M AAIHE, AT EERF &1 ESP32-C3 MQTT 1T & Bind /i .

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. 30 MQTT 4.
XS

’AT+MQTTCLEAN=O

i B«

’OK

4.3.3 J&T TLS iy MQTT &% (i 24 MQTT {U2H)
PAR 7R B[R] W ESP32-C3 JF by, Horp—3uffo MQTT %Al (UM MQTT A& fith), 73
— P MQTT 4T % (UEN MQTT i1 & f ).

NBIAE T A 3T TLS A MQTT %42 15 /efETE 2l — 44 MQTT 3, ik MQTT R
IP #bhlh 192.168.3.102, 04 8883,

By B PAESP32-C3 MQTT & A7 3 kA #ME R 75 Z7E ESP32-C3 MQTT & A& m A TRITT, DA
ESP32-C3 MQTT ] 8 # H ki #fE L 75 ZAE ESP32-C3 MQTT 7 & bt A TRl W] o SR BRAE A e 5]
SHAER s B0, DR B A 2 b T B 2 i A A T o

1. PEEBFIX I SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i B«

’OK

2. #¢ifi] SNTP Hi}d],
e
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AT+CIPSNTPTIME?

i B«

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRRYELH) SNTP Z5 8 v 58 5 _FaRm i i AN ] .
o HHAR SNTP i [a]— & f& ELSEA SR E], ANEEZ 1970 4F K 2 Hi A [E] .
o BEEMALZ N THE TLS N UERAREHIE 15 (1A 208
3. &E MQTT H] @tk .
ESP32-C3 MQTT %1
fird:

’AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

Wi K7 -

’ox

ESP32-C3 MQTT 1] i
e

’AT+MQTTUSERCFG:O,4,"subscriber","espressif","123456789",0,0,""

M [,

’OK

4. 8 MQTT &8 @ 1.
e

’Z—\T+MQTTCONNCFG:O, 0,0,"lwtt", "lwtm", 0,0

M B -

’OK

5. HE# MQTT LR,

AN A -
e

’AT+MQTTCONN=O,"192.168.3.102",8883,1

M B -

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

iR
o Sk AR MQTT R34 50 MQTT A3 IP Huhlk vl RE 5 Fakan A Hr A e .
6. 7% MQTT 3,
ESP32-C3 MQTT i] %
i

’ AT+MQTTSUB=0, "topic", 1

i B -

[ox

7. %A MQTT 5B, (F4FER).
ESP32-C3 MQTT %1% :
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’AT+MQTTPUB=O,"topic","test",l,O

N . :

’OK

PEHA:

* 4N ESP32-C3 MQTT K AGE NN EAIHE, AN EERF &AL ESP32-C3 MQTT 1] & i dé /i -

’+MQTTSUBRECV:O,"topic",4,test

|

8. 5HH] MQTT Fiebi.

’AT+MQTTCLEAN:O

i B -

’OK

43.4 J:T WSS Ity MQTT ¥4

AR B[] IR W B ESP32-C3 T e, Horp—BR{12 MQTT %A (RAED MQTT &fiEME), 7

—BAEH MQTT 3T g (A MQTT T & A ().

TRBIAZE T el EF WSS £ MQTT i##:. MQTT 2P 4 4 test .mosquitto.org, B4 8081

W PP PLESP32-C3 MQTT % 1 & kA #AE L 3R 27E ESP32-C3 MQTT K A& it AT RImT, DA
ESP32-C3 MQTT ] I #H kA #ME LT ZAE ESP32-C3 MQTT ] & s AT BT o U5 B 15 A 4 )

EUITEMR s, 5 B R AT 2 B A T B s AT o

1. PERXH SNTP R 458,

Py N
e

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M B -

’OK

2. Frif] SNTP Hifa] .
iy

’AT+CIPSNTPTIME?

W R

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LK
o SR SNTP S5 R RE-5 s b H A [a] o

* JifHfPR SNTP A —E 2 FLSA R, ANER 1970 4F K Z i) .

o EEEE R THE TLS A UERH R IIE 350 E %00 .
3. 1w E MQTT A gtk
ESP32-C3 MQTT %4
s

AT+MQTTUSERCFG=0, 7, "publisher", "espressif","1234567890",0,0,""
p

N . :
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’OK

ESP32-C3 MQTT ] 4% :
A

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,""

g B <

’OK

4. EH MQTT L.
i

’AT+MQTTCONN:O,"test.mosquitto.org",8081,1

M B <

+MQTTCONNECTED:0, 7, "test .mosquitto.org","8081","/", 1

OK

LUK

o ET A MQTT fCHEIE 4 5% MQTT A3 IP il ATk 5 _FiRar AR .

5. 377 MQTT 313,
ESP32-C3 MQTT 1] i3 :
it

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

6. K1 MQTT {5 (F4FH).
ESP32-C3 MQTT %A%
fir

’AT+MQTTPUB=O,"topic","test",l,O

Mg |3«

[ox

LK

* 43R ESP32-C3 MQTT K AGE M AAIHE, AN EERF&AE ESP32-C3 MQTT 1T & Bid /i .

’+MQTTSUBRECV:O,"topic",4,test

|

7. KM MQTT j##%.
RS

’AT+MQTTCLEAN=O

i Y«

’OK

4.4 MQTT AT & = b

AT E BN AR B Al AT 459X AWS IoT.
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TP AR MQTT AT ay S HHEAE ., WS IHMOTT AT &4 % . TR 1 AWS 1T JF
K16 K AWS 10T,

T IR PAN AP BR8] ESP-AT 5 ESP32-C3 iS4 185 AWS IoT.

o I AWS IoT 3% B3 5 vA % endpoint

o £ ) MOTT AT 4r 43 F S &) iNiL i 42 AWS loT

4.4.1 N\ AWS IoT 3RBLIFA5 L Sz endpoint
1. BRI AWS 1oT #EH G5, PAMNYZ ToT Core services,
2. ¥R A AWS IoT BEU5 Hr gyl A8 AWS ToT 56Hg . SR ATIES .
AR L3RS DA IR 5 R4 0 S 44 -

* device.pem.crt (X4FIEF)
* private.pem.key (FAH %4])
» Amazon-root-CA-1.pem (4§ CA F$)

3. HRHESCRY 5L ERM HRI A (endpoint) PAK 1 A AT ek 5 A 4 5 2 SR

g S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF RN G H PAT AR i AR R i — L2

o AWS IoT TFEIA & A FHYES . YR . FIARIES.
o B RABEIEIET .
o IR 2 N (Ohio).

4.4.2 il MQTT AT AL T Wi uF4:8: AWS IoT
Bk
T A ESP-AT TA2, JFHATI0 R HE:

o ffil] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif]l device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e ffiffl private.pem.key ¥t customized_partitions/raw_data/mqtt_key/mqtt_client.key.

FERGER AT [61F

%1% ESP-AT Ti H DA AT [fF, FRF PRI E ESP32-C3 4. ST MEZ R, HE %+
ESP-AT 142,

ik A AR PE ESP-AT TREFIE, nl i H AT i E P e, BARIES 54T 4
. PKI 314,

[ AT fir 244551 AWS 1oT

1. %8 Wi-Fi £ A station,
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’AT+CWMODE=1

N . :

’OK

2. % AP,

’AT+CWJAP:<ssid>,<password>

M. :

’OK

3. % ¥ SNTP Server,

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B <
ox
4. Z¥if] SNTP F[a].
’AT+CIPSNTPTIME?
i B -
+CIPSNTPTIME:<asctime style time>
OK
A :
o ILHFIRIG1) <asctime style time> W2 5 B DX ) SEF S R] 5 000 2 PR Ak B A 00 i 5 3504
BRI
5. HE MQTT Ml &

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i . <

’OK

i :
o AT+MQTTUSERCFG 145 &%k 5, B HAIE, AN,
6. ¥ AWS IoT,
e

AT+MQTTCONN=0, "<endpoint>", 8883, 1

W R

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1
OK

L
o AL <endpoint> Z:%5 1 IH 5 451 <endpoint> {H .
o JCVETE MU I 8883,
7. T FE S

AT+MQTTSUB=0, "topic/esp32at", 1

M B -
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’OK

8. ZAMHE.

iy

’AT+MQTTPUB=O, "topic/esp32at", "hello aws!",1,0

i Y«
+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!
OK
Bl H
IEFRH HEWT:
1. ESP32 i H i
AT+CWMODE=1 " ~
OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED
WIFI GOT IP =
oK =
AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" == -
oK =
AT+CIPSNTPTIME? == -
+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 % -
OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =
oK =
AT+MQTTCONN=0,"al08b8vm1g634q-ats.iot.us-east-2.amazonaws.com”,8883,1 =
+MQTTCONNECTED:0,5,"al08b8vm1lg634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =
OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =
oK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -
oK =
+MQTTSUBRECV:0,"topic/esp32at",45,{
"message”: "Hello from AWS loT console”
Foo
2. AWS i H &

4.5 Web Server AT 734

ARG EA 4] AT web server FIFEAT, E2W RATILAST7 TR R -
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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1% A A imﬁf Wi-Fi fi2.4

1% 8 %) W 25 2E AT OTA BV 2R
ﬁ)ﬂfﬂw] AR B AT Wi-Fi BL A

18 A Az AR 5 34T OTA B4R
ESP32-C3 1 A Captive Portal 5 %,

ik BROAR AT BRI Hr AT web server [ITIRE, TE5% Web R 5% AT o4 J3 HiZI6E .

4.5.1 fEHMYEEE I T Wi-Fi fic
wifr
WA web server, FHLEE PC n] DA% & ESP32-C3 % £ 1) Wi-Fi 4245 H . 0] AR F-HL ek o i 1% 42

| ESP32-C3 ¥ 51y AP, il id W Va T IFBCI M 0T, - Wi-Fi BB (B ik % ESP32-C3 #it4%, AU
ESP32-C3 ﬁ%ﬁ*ﬁ%&ﬁﬁﬂﬁﬁ SR B8 5E RO % o

wike

BAEMRE AT DA N AR =2

o B 1% &-i% 4= ESP32-C3 % &
o fE RN B R FE B 8,

o i@ fofin M 45 R

FC Bef it ESP32-C3 Bty 156, 4 T IERC M B 42 ESP32-C3 &5, ESP32-C3 i i LML EL A
AP + STA B, FFBIHE—1 WEB 58S MIMFE R, WHY AT 6y :

L B Z AR RAE L, WERATEERIC R, ATRER AR AR PR B 2 AT e 1 5L A i 3:2 WEB fiik
S5 e IR B .

¢ Command

’AT+RESTORE ‘

2. Ml ESP32-C3 i %4 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. 1% & SoftAP [ ssid F11 password (& B BRI HE ssid 2N pos_softap, TEERLI) Wi-Fi).

¢ Command

’AT+CWSAP="pos?softap","",11,0,3 ‘

4. (EREZ R

¢ Command

’AT+CIPMUX:1

5. Qf web server, UflI1: 80, I RIEREMTE: 25s (BRIAFK N 60s).

¢ Command

’AT+WEBSERVER:1,80,25 ‘

WRIG, (i _LiRa4 53 web server 5, FTHEC M &) Wi-Fi 068, %E4% ESP32-C3 %419 AP:
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WLAN &

Al A WLAN %%

pOS_ sr::'ﬁap
B (RET_EM)

)

B 1: ) % 2s %4 ESP32-C3 AP

P YE RS S B RE (G B, FERC M 48 142 31 ESP32-C3 i 45 )5, RIW] &3k HTTP 33K, i Rede A%
HEsmEE: (FEE, WIYESHE A ORI &N R A AP, i, aniffi i FHLEH: 8] ESP32-C3
() AP, WHZF-HIASBUAFE A ESP32-C3 B fpi A S . ) 78 {XJ Yo A web server BRIAR TP ik
(ﬁu%ﬂiuﬁ ESP32-C3 154514 SoftAP IP Hutil:, BRiAh 192.168.4.1, W[ DAMH T AT+CIPAP? 6y A2 i) 24

HITP) SoftAP IP thl), FTHFECI A TE , H ARUERLIE 48 ) ssid. password, sisfy “FFURECM” BIW]IF
PalMEE

HI P AT DA E ) D TR H SSID i AMEAT D7 Y R RIHE, A% ESP32-C3 fpffiiy AP 515, wesHip
AP FHHi A password J&, il “TFARECK” BIATESHECK -

WA R TSN S R T

LW 1 EERUSG, MCR B M), ARSI M T, TR A ESP32-C3 ita ) IP Hudik,
BT

[, AEHR H R R e R

+WEBSERVERRSP : 1 // R R E M

WIFI CONNECTED /] RERIEE#E

WIFI GOT IP /] FEER G FRBE 1P

+WEBSERVERRSP : 2 /) REM AR KB ER R ERE, LT IUER WwEB XK

QRBCR NG, TR R
[, AEAR H R an R e R

+WEBSERVERRSP : 1 /] REKE BN

A u%‘%%{%@ﬁi‘%%ﬁ%ﬁﬂx IP W f5 &, MCU-
< AR B % &K R R B S W, 0 %

T WL HERR

BEWI 1 O TR S B IR I . A AR ESP32-C3 #RER Y Wi-Fi AP 2 B IEMHE, PAK
AP [AH AR E, A D L4 AL AT 65230 B web server.

4.5.2 fEHIMYEE I T OTA [T

[Py

WS ERFTHF web server {9 T s, AT AR A OTA FFR T, 1L/ 7%t ESP32-C3 Bt £ & {4 Tt
%o
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® 192.168.4.1 O

waiting config

H g Bck

Bl 20 30 BEARIT T L I St i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

== b 2|

connect OK

Vel 4 30T T I i 2
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

el 5 330 g e 1 2
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WirE

s T OTABRE W&
o SEIFI AR AR E M

o BB RIELER

FIJF OTA [ic¥ivim WK, sEM i N A “OTA FH4¢” Wi, F1IF OTA FLE Tl f5, AR 4Hl
[EE i As . AT Core fiiAs

B4R

& 6: OTA [ir' & 7 a]
LW L (4P Vias T He ESP32-C3 Bibkfy AP, 3% 1JF] OTA W UUTHIY i %5 ESP32-C3 BLERIEHATE
[f]—A> TRy, A R AT BC a5
BEWY 20 PO SRARE YT R U P g AR A S, W ATE . /build.py

menuconfig—>Component config->AT->AT firmware version (ZF i ESP-AT L42) H

AT, ESLEPERA SRR PR R, AT A BN A e [ R ACA

PRI R SBRIEE e, S BOE R P AL, R Ak AR R -

g“;} L: FEREFEEZ 0T, RGN HER B TR A . B4 105 28008 bin,  HIHIK/NAR
1 2M,

WS R A A, BRI, RN TR
I, FEAR H R an e R
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esp-at-vZ.1.1.bin

Bl FR

Vel 7: e o A A TR

Vel 8: I A ] 1 ik B
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+WEBSERVERRSP : 3 /) REFEER ota B B K
+WEBSERVERRSP : 4 /I RFER G BN oA EHHKEFAETHKENRLEH, i MCU
Wk #FEE ESP32-C3 W &, AR A FK AN E S

AT OTA BRI I, FEER DRI E A R R :

+WEBSERVERRSP : 3 /) REFHER oA B H %K
+WEBSERVERRSP : 5 /) REREKH ot EHHKERRAK, AFTUKF EHITHA OTAL
BRERWT, #BER S BIHAT oTA BH AL

4.5.3 (EHRE/ DR T Wi-Fi ficM
wifr
TR /AR B I 2 3 Aol /IR PP ¢ ESP32-C3 s Bl 1) AP, I B /MR 5 75 ZLE R 1) AP

= BfEHI 4 BSP32-C3 4, ESP32-C3 4 ik 0 SE A B FE B SN AP, H38 A1 /IVEL R 45
R

Wikt

AL RAE AT DAY A LA I 2

o BLE ESP32-C3 % & %4k
o B MENEF

. B AP k43
.« WATEA

MC¥E ESP32-C3 Bt 28 4 1 ik/PMEFH#E#E ESP32-C3 %%, ESP32-C3 B LWL B AP + STA f5i
X, A WEB RS54SR MEFIER, XIVAY AT @&l :

L EBRZ BIRECRAE L, EPRATERREC AR, ATRED AR AR PR B 2 iy e 15 AT 3-8 WEB fiik
S5 as ok .

¢ Command

’AT+RESTORE

2. Tl & ESP32-C3 %44 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. iX'E SoftAP {1 ssid Fil password (U5 E BRI\ 45 ssid A pos_softap, password >} espressif ) .
¢ Command

’AT+CWSZ—\P:"pos_softap", "espressif",11,3,3 ‘

Sk BV IRIA I ssid % pos_sofiap, password Y espressif () SoftAP %L ¥Ed , THHHIR
45 ESP32-C3 U459 ek It L b e EiEA T

L (EREZ .

¢ Command

AT+CIPMUX=1

2. f]# web server, i ld: 80, fKiEREHTE]: 40s (BRIAFK N 60s),
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¢ Command

AT+WEBSERVER=1, 80, 40

IR DR FTOTPHURAE, T I —4Eh:

P 9: AREUME P — Y

RPN N A i N MR TR

Hbs AP 25t INZE/IMEF G, ARIERHERI HAR AP, RS B0 70 IR O -

L FHE AR B AR AP NZR NI R FALR BEAY . U3 e v Bl /MR U A HL LR 18530
HE.

2. FHRAM HAR AP AR AHLUEC PGB, Bk didsaF AP JURFIEHROR “AHLFHLAGT LI
HERBEF

AT

THEAN H bR AP ASSEADURCH THL X BLLATFE AR R SO g 1), G P i A -
LATIFFHL Wi-Fi, R Has
2. FTTFE /MR, ATAR EI/IME P BT EL 48 3) Eﬁ‘é‘lﬁﬁ%&l%&ﬂ’ﬂ ssid 24” FAST_FWR310_02".

FERL AR TR R C IR B &y ssid, RGP CERTEEAC/IMER”, BB w
T :

3. M A B I A8 password J5, sy “TFIRECM 7.
4. MY, /IR T T s
[FIEF, FEH DR an 5 S

+WEBSERVERRSP : 1 AR ¥- 0 A

WIFI CONNECTED /] RERIEE&E

WIFI GOT IP /] EER G FREIE 1P

+WEBSERVERRSP : 2 /) REANBFRBEM KSR, ot TUE K wEB KR

5. HTER A, /N e BT A -
[, AEAR H R an R e R

+WEBSERVERRSP : 1 /I RERBHBRM, RAEREAREENRKN IP /L, MCU
SHUNAEREZAHREEETWHN, HitaaEe, NENXK.
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ESP-AT

B =inFnns

P 10: /INER e T 1) L T

WLAN @)

A] B WLAN %l|5& *
FAST_FWR310_02 e
B "
P 11 PC IR 150 9 PR DL A ) B 8
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FAST_FWR310_02

Message

| ERESIE

P 120 /IR PRIV AR B o 17
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28 Ko PoYy e

P 130 BRI A/ MR P
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FAST_FWR310_02

1234567890

connecting

| BRI

&1 14: /£ JE 3l ESP32-C3 BB B h 4%
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ARG

Eo IR Ih

RAET

Pl 150 /IR ) B
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el 160 /IR P T 194 2 I A T
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FHEABH bR AP AR T-HL - AR IEAERC R B FAUE TR A AP, W PR T Z A ssid, H
T AAHLE AP (1) password , IFARIEHETR LTI FHL AP RIRT (AR FHLSCFER R TIF Wi-Fi 19y 52
MR, ATERHIITIFFHL AP).

Mm A mE®BA SSID

bbb8886b6

Message

AHFHHR

K 17: &5 AASHL AP 11 password
2. FEECMN i, FEIREIRR CEE TR MRS, R A AL TG C 29T, R ESP32-C3
BEARE B A3 R BB SO R

3. BC P £ RAE/IVER 7 BTG 14 278 DA S A 1 i tH PSR 5 _Ead SR AR H AR AP AR AHLIE ML
L —FE, WS L3

W UL REHERR

PR 1 P TR R R Kk R . A A ESP32-C3 B Wi-Fi AP R IERIIFE, PAK
AP B A E, A C S A LAY AT 455 153 )2 i web server,

Bl 20 PP TR SR TR AP I, PR IC I A ) Wi-Fi B DI AR 2 R TT, Ko ESP32-C3
B Wi-Fi AP @& IEHTF S, PASK AP [ ssid. password & 75 #%_Fib D PR TRL & -

BEWI 30 W IR CRGARAF Wi-Fi BCE . RS L% R ESP32-C3 ik AP, i
A BSP32-C3 Hibefy) ssid. password £ 45 I8 F A5 PR gEATHiC
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666888666

Message

AR FHAS

Bl 18: THIRIEEAL AP
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4.54 EMBAE/DR)EEST OTA [FPESH4
AR /IVER Y SCRAE R SE B ESP32-C3 e I F 712, 2% Liklic 5 ESP32-C3 i & A4k By B IR IR

SE A ESP32-C3 B R E. (MR CEAERC I 58 e, A EERE). SEMRLEE, &&ildr OTA
W (F TH R R 5 O I BE 5 AT OTA [ PRI, TS5 1 A i) W 25 24T OTA Bl #HI+2R

4.5.5 ESP32-C3 {§i}Jl] Captive Portal Jjfig
(5P
Captive Portal , J&2—Fh “SRHENAIETTL” $5AR, 2448 F 2 4% Captive Portal 1Y station 5 851754 $I|$2 {3t Captive

Portal i}t 45 ) AP #2451, REfili & station 5245 0 B3 25 Bk 45 248 A9 FI UT. HZ X F Captive Portal [/}
2, &% Captive Portal Wiki,

i BTSN AT web IR B HiZThfe, AL . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support /5
ZUIRe, REHiE LR (5% %% ESP-AT T42) . WAL, BHZIIAE, WRESEUE ARG /RT3 T
Be = OTA [EF G i & 2B DUk, AR B I Vi 17 1) AT web Bt %1 E -

Wik

J&3 il Captive Portal TIfigJ5 , 2% LikEe % &% 4% ESP32-C3 3% & KRR IR 52 ESP32-C3 b Fir
., JRJF1EHE ESP32-C3 &Y AP:

WLAN @

8] F§ WLAN %3&

pos_softap —

P
<1
" . — 5 " "
: WC i [ e ._TL f= 1 37T
L \& |L I;:r'lz = 5/ 5-.-""'- ._!_}

& 19: #4:F7 I Captive Portal TEER) AP

4n_L&l, station ¥ A 1E4EFTIT Captive Portal IR ESP32-C3 1) AP 5, $&7n “HEFANIL”, R5
FEEZIITIFNYE AT, FHBEREE] AT web 19 L5 . 5 AGE A SIBEES , THIRYE station B HFR, mialy “IA

E” B BRI “pos_softap” M4 FK, Faifil% Captive Portal HZIFTIF bidt, FEAZ] AT web
14 2 51
i L PR R

Bl 12 Gl fE 07 (station ey . AP i54%) #B3ZHF Captive Portal TNFEA REARULIXINBEIEH MM, L,
WA MR ESP32-C3 WAty AP RS “FdsxkANIE”, H HECA B3t A %] AT web [y L5, Wl fE
Je station WA A SCRFZIIRE, WIS, 5% Ltk AR i & 42 R 15 8 RS TET-Zh1TIF AT web
HUEEE ST
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4.6 HTTP AT 755

AT BRI ESP32-C3 i FIZATHTTP AT 4 4 5 v QWA Bl o

o HTTP % F 3% HEAD i £ 7 i%

o HTTP & F 3% GET i £ 7 i%

o HTTP % f 3% POST #% K 7 i% (& A F POST 'V & 438 )
o HTTP % F 3% POST i £ i% (I #H 75 X))

o HTTP % p 3% PUT & £ 7 %

o HTTP % F 5% DELETE # ¥ 7 %

B q] ESP-AT (G HTTP % i 2 fE -

4.6.1 HTTP % fii HEAD 52K J5 i

ZaBILA http://httpbin.org {E25 HTTP iR 55%% .
L RE T

’AT+RESTORE ‘

M B«

[ox |
2. P Wi-Fi #8354 station,

’AT+CWMODE:1

M 3 <

[ox |

3. JEHEEK A .

’AT+CWJAP:"espressif","1234567890" ‘

Nl B«

WIFI CONNECTED
WIFI GOT IP

OK

i :
o f&HI A SSID Rt ] R iR ay A PR TE . 356 S % ph 45 ) SSID R
4. %iE— HTTP HEAD iE3K . i%'E opt 5 1 (HEAD 4¥k), url H http://httpbin.org/get,
transport_type S 1 (HTTP_TRANSPORT_OVER_TCP).

Ty
AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1
i R ©
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+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORIE Y HTTP 3K B ] RE-5_Eakma b H B AT o

4.6.2 HTTP %y GET WK Jjik

AFIPAF 38— PG &2 R i SCf . B R 484224 https://www .espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
LR T .

e

’AT+RESTORE

M B -

’OK

2. P Wi-Fi £i3 4 station,

’AT+CWMODE=1

i B -

’OK

3. EREH .

o

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

ik
o B4 AT SSID FIEFRYA] BER iR Ay S BUANIR] o 1 8 AR % H #517) SSID FI% A
4. Jkik—/ HTTP GET i3K. % H opt 2 (GET %), url i https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 4 2 (HTTP_TRANSPORT_OVER_SSL).

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform.jpg",,,2

M .

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>

<0x0c>HLino<0x02><0x10><break>

Q)
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(& b))
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<lxea><0x1e><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0x£5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
<0xeT7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0x1le><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0Ox91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6"<0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

4.6.3 HTTP %y POST iR Jjik (3T POST b i %)

Z/nBI LA http://httpbin.org fEk HTTP R 4545, BHEZRAN application/json,

LR
s

’ AT+RESTORE ‘

i R«

E |
2. PEE Wi-Fi #i4 station.

s

’AT+CWMODE=1
i Y«
Lox |

3. B

fir s
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

BiHA :
o W% AR SSID FI A AT RERR _Fid iy - Hr BT . 3960 R0 % h A% 1 SSID FI%5 1Y .
4. % % — /4~ HTTP POST 5 k. K & opt N 3 (POST 5 i) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\
;}"}}"

i -

+HTTPCLIENT:282, {
"args": {},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {1},
"form": {},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "Root=
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}I
"Json": {
"form": {
"purpose": "test"
}

b
"origin": "20.187.154.207",

"url": "http://httpbin.org/post™"

OK

LUK
o BRI 5 R AT RS i AR AN

4.6.4 HTTP % ;3 POST iRk itk (et ik)

WA POST M8l AT 2, CARM il T 4& AT F8SMK EEBI{H 256, TN @ i nT DA fif
HAT+HTTPCPOST i

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YR .

AT+RESTORE

M .
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’OK

2. P Wi-Fi #8354 station,

’AT+CWMODE=1

i B <

’OK

3. MR oA

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

AR
o fa A1) SSID FHIEE A% W] REFR_ ik & AN ] o 15 T A0 8 FR #5179 SSID FH5 15
4. Post 5 5& K & H#la. % 2 W E HTTP L F B &4 2, 7 %l & connection 5
EZ fll content-type FE%, connection FE{H N keep-alive, connection FEX{H N
application/json,
TR ARAEZE post 1) JSON Figdn ', KR 472 F5.

{"headers": {"Accept": "application/json","Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPOST="http://httpbin.org/post",427,2, "connection: keep-alive", "content-
—type: application/json"

N . :

OK

>

s s AT EHE R OB AT R, I GT AR AR, 24 AT B i Bl K A 3
<length> 5, HdatehiTin.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\", \"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"files": {},
"form": {},
"headers": {
"Content-Length": "427",
(R oUgkzh)
Espressif Systems 237 Release v2.3.0.0-esp32¢3-164-g67966ba

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 4. AT #y2 R

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"
s
"json": {

"headers": {

+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"
}
by

(KHTML,

"origin": "20.187.154
+HTTPCPOST:45, .207",

"url": "http://httpbin.org/post"
}
SEND OK
AR

* AT fith > 455, HTTP body " ERRFIR TAFANT B8 SCPAT I TR L, AT Z AR T4E

(CR-LF),

4.6.5 HTTP %y PUT iR Jj ik

ZRBIVA http:/httpbin.org /24 HTTP [l 55-4% . PUT 35K SCRF A0l 74T Ef S8 815

LR R
s

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f55} station.

’AT+CWMODE:1

M .

’OK

3. JEHEEK AR .

’AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

Q)
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(£ L£50)

OK

A :
o f&HI A SSID FIE I T gl i ar & iR TR] . 5 6 A AR % fr 45  SSID FIEfH
4. kik—A> HTTP PUT iE3K. i%E opt N 4 (PUT %), url N http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1
M B -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {1},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form—-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140, oot=1-61503d41-1dd8cbe0056190£f721ab1912"
}I
"json": null,
"origin": "20.187.154.207",
"url": "http://httpbin.org/put?user=foo"

OK

LK
o BRI A5 R T RE-5 i B R AN o

4.6.6 HTTP % ) i DELETE i K )5 ik
ZRBIPA http://httpbin.org {E% HTTP 4545, DELETE 7% M T M R4 #% E iy %5k . DELETE i3k
SIS 5545 o

L R T

’ AT+RESTORE ‘

g

o |
2. B Wi-Fi #2354 station.

fiy

’AT+CWMODE21

M B <

E |

3. JEHE AR
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AT+CWJAP="espressif","1234567890"
N . :

WIFI CONNECTED
WIFI GOT IP

OK

BiHA :
o W% AR SSID MRS AT RERR _Fid iy T RN o 3960 R0 % eh % 1 SSID FI%5 1Y
4. %i%E—>HTTP DELETE #K. % H opt to 5 (DELETE }{), url A http://httpbin.org/
delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,, 1
Mg [«
+HTTPCLIENT:282, {
"args": {},
"data": mw ",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI ZE R AT RE-5 i B AR AN

4.7 Sleep AT 7=

AT BN 225 BBV AT/ ESP32-C3 25177 fi BRI AT iy I B BERR S

YN

o f& Wi-Fi $2 X F % & A Modem-sleep 72 X,
o & Wi-Fi #2 X Fi% & A Light-sleep #2 X,

o BT S HBS T X E A Modem-sleep F2 X,
o EWTHEMESTILE A Modem-sleep X,
o BET 15 TR E A Light-sleep $ X,

o B TiEESTIZEA Light-sleep #2 X,

* % # H Deep-sleep 12 X,
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471 iy

ESP32-C3 BRIy o P BEEOR , AT AYEA A AL RS 2 (R U046 . 247, ESP-AT SZHFLATRIY
FHFERE (2 RIRIEA G 2% SRS 5 ) -

1. Active i it ST TARIRES. SR ATARRIR . R AR E S

2. Modem-sleep #x: CPU W[izf7, WHHFAIPERcE . Wi-Fi 87, W5 By fmci .

3. Light-sleep fiz: CPU #{&izfT. RTC f-ifasMAMEPA S ULP WA BEZSIZ AT . T fu i 14
(MAC. F#L. RTC Emt#sok sMERHIET) # S f

4. Deep-sleep fix: CPU FIKHRFIMEHSmi, HA RTC fifif#5F1 RTC ShgAbF+ TAEIRES.

BOATEL T, ESP32-C3 AL RGE (G HEA Active B, 4 CPU ANFHE—E TAERS, HIANSERFIMR
A SRS, ZRGE AT DABE AMRIIFER

ESP32-C3 [Zh#E, 5% ESP32-C3 Z41tS B ARKAE 15

i
o K553 MHEIATE Wi-Fi BRIl T K ESP32-C3 35 M AR AR
o JEE Wi-Fi BN, HfA station B H#F Modem—sleep #iHl Light-sleep B,
o XT AR TR Light-sleep B, WHHPRINTAAAE 32 KHz 4k, AR AIMTAFELE 32 KHz
ihdE, ESP-AT ¥ LTAELE Modem-sleep F={ .

Wl 51k

SRy G DIREINAE AR P I SR B T, U P A 00 i ) AR A A A T
WEE S TR (R, BRI RARE T ESP32-C3 | SMEICi ek, )
4.7.2 Ar Wi-Fi B, F % ¥ & Modem-sleep iz,

1. ¥ Wi-Fi 4 station f5,
i

’AT+CWMODE:1

Mg B <

’OK

2. B HAR.

’AT+CWJAP:"espressif", "1234567890"

Nl B«

WIFI CONNECTED
WIFI GOT IP

OK

BLAA:
o ik K SSID HIEERS ] REER_E i iy AR IR o 35 68 SR % h 45 SSID FIEERS
3. WERIREACN Modem-sleep 5.
iy

AT+SLEEP=1

Mg |3
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Digit Multimeter

0501105 | = = =

ESP32-C3-DevKit-1

& 20: ESP32-C3 fifif4iE 42
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OK

e
» RF ¥R¥E AP ) DTIM EH M) (B h#s— it E DTIM h 1),

4.7.3 1F Wi-Fi B B %&b Light-sleep iz

1. ¥ Wi-Fi 4 station fx,
i

’AT+CWMODE:1

i Jo

’OK

2. FERBKHAS. BCE KT 3.

’Z—\T+CWJAP:"espressif", "1234567890",,,,3

g o

WIFI CONNECTED
WIFI GOT IP

OK

ETE
- ek SSID AT AT Fikai &I R 411500 B 1 42100 SSID AT,
3. BEHRIRELA  Lightsleep Hi.
s

’AT+SLEEP=2

i B«

’OK

ke
o CPU £ HahRHR, RF MISHRIGAT+CWIAP B E A T IH) B 52 3 55 P

4.7.4 AP AP U Modem-sleep B\,
L WG A ok 0 A R 45 i o

’AT+BLEINIT:2

Nl B <
’OK
2. WHEHWAT /S BRI REEERN 1s,
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’AT+BLEADVPARAM=1600,l600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO"

N . :

’OK

3. JHR) T HE

’AT+BLEADVSTART

i . <

’OK

4. 5] Wi-Fi,

’AT+CWMODE=O

i B <

’OK

5. BWEIKHUELS Modem-sleep Fi
sk

’AT+SLEEP=1

i B -

’OK

4.7.5 1EW 9 ERAS P¥HE A Modem-sleep Biz\,

L R AR i 0 2 R 55 S o

’AT+BLEINIT=2

Wi

’OK

2. FFRES )

’AT+BLEADVSTART

Mg 3.

’OK

3. FfFIEE,
USRS ), W AT ff 238

+BLECONN:0,"47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM: 0, 0,0, 24,0, 500

OK
R
o TEXARBIF, A% Pl 47:3f:86:dc:ed:7d.
o Xt F £ 7% {5 & (+BLECONN and +BLECONNPARAM) . 1§ % #ZAT+BLECONN

FIAT+BLECONNPARAM 3EUHE £ 15 4.,
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4. BRI PRSI BCEM AR 1s,
ﬁx/\

’AT+BLECONNPARAM:O, 800,800,0,500

N . :

’OK

WERERSEE R ), W AT 25K

’+BLECONNPARAM:O,800,800,800,0,500

WA :
o X FH#R{EE (+BLECONNPARAM), {55 % AT+BLECONNPARAM REUHE 215 4.
5. %% H Wi-Fi.
fir s

’AT+CWMODE:O

i .«

’OK

6. LR PRI Modem-sleep Hist.

’AT+SLEEP:1

Wi K7 -

’ox

4.7.6 AE¥ESF)HRA P UOE A Light-sleep ik

L. HIaRA R £ €8 1 2 iR 55 i -
G

’AT+BLEINIT=2

Mg .«

[ox

2. g%”ﬁ%f‘%’%ﬁ( BCEB ) R 1s.

’AT+BLEADVPARAM=1600,1600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO"

iy R«

[ox

3. JFUAT I
-

’AT+BLEADVSTART

i B«

’OK

4. 22 Wi-Fi,
RS
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’AT+CWMODE=O

N . :

’OK

5. BEAKIRELN Light-sleep #5.

’AT+SLEEP=2

i . <

’OK

4.7.7 AR FERA T Uik Light-sleep 55X,

L R AR 0 A 0 2 55 S o

’AT+BLEINIT:2

M .

’OK

2. JHaR)HE.

Py N
e

’AT+BLEADVSTART

M B -

’OK

3. FfFiEE,
WEREERGHE S ), W AT ff 238

+BLECONN:0,"47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM: 0, 0,0,24,0, 500

OK
L
o TEXARBIF, WA Ptk 47:3f:86:dc:ed:7d.
e % F # 5 {5 4 (+BLECONN and +BLECONNPARAM) , i& % % AT+BLECONN

HIAT+BLECONNPARAM #HEUE £ {5 4.,
4. W A RS WE W ERENEE N 1s.

’AT+BLECONNPARAM:O, 800,800,0,500

i B«

[ox

WERIELSHCE RS, W AT fFo4R:

’+BLECONNPARAM:O,800,800,800,0,500

P -
o X T4ER5E (+BLECONNPARAM), %% AT+BLECONNPARAM 3 Z (5 H..
5. 451 Wi-Fi,
iy
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’AT+CWMODE=O

N . :

’OK

6. B EMKNELN Light-sleep F.

’AT+SLEEP=2

i . <

’OK

4.7.8 V¥ A Deep-sleep 1k

1. WEAKRIRAER N Deep-sleep #ixt,. & E deep-sleep Hif[iH] >k 3600000 ms.
e

’AT+GSLP:36000OO

Mg Jo

’OK

LR
o BOEMIAIENG, B S, Vo IR R MERRMLEAE , SRJS Y AR -
* AT Deep-sleep #E3, ME—FMLINE Ty I5 J& 5 IR FE .
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Il g ERIDE 2 3 O AT TR

51 4%k ESP-AT T4

ARG /20 T A 4k ESP-AT TR, 552 Bt [ - be 3 3] ESP32-C3 B . MBRARY B 7 A A
b Bl TR TR I, INETREE E AT s v gl KA T IR G AR R 55, IR a5 2 gmis
ESP-AT T2,

511 PRAIDER
AR T TP IR, SEA ESP-AT TRERVERE . FRIGZCH . L. ik DA Sobes.

o % —%: ESP-IDF Heift A1)
o % —%: 3IESP-AT

« =Y wHORE

e FwY: LG

e B AW WLETAL

o B BmiFTAE

o B RFEIFEZE

build.py # %

51.2 45— ESP-IDF i Al]

1E41E ESP-AT TREZ 1, 155+~ {#/1] ESP-IDF, [N’} ESP-AT ;2T ESP-IDF JT %Y.

i (R4 ESP-IDF v4.3 Mt A1 130K (9464%, 580 hello_world TREMMLE . oAl FARE (%
ESP32-C3 JH & M55 5K .

il WP, HARGCEREE, SRAVEESE P R, PAZAZE ESP-IDF -4 fR A1
GUNEZ L

Se_E—2 1) ESP-IDF O A5, f#n] PAJFAG T ESP-AT TR 415
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5.1.3 &5 2b: 3RHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

¢ Windows
X ESP32-C3 RAB , A B AN FRi2 1T ESP-IDF 4.3 CMD,

cd %Suserprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

S AT E B 5 GitHub A [ ME, W] DA ] git clone https://gitee.com/
EspressifSystems/esp—at.git F3KEL ESP-AT, W HESEE P,

ESP-AT ¥ 2k £ Linux #l macOS [f{] ~/esp/esp-at. Windows [{{] Suserprofile%\esp\esp-at,

ik FEASCRY Y, Linux Al macOS #:/E R G:H ESP-AT fBAN L2 KL N ~/esp; Windows #E RS
HIERIAIE 1SN Suserprofile$\esp. LI DARF ESP-AT ZAEfEATA B ISR T, (HigHE B
AT AT Br e . R, ESP-AT A SRR A SIS

51.4 52 2P

AT H TH install SRZLEHMITE, B2e%E T H R B 3 % 25 (KM 1) Python £, ESP-IDF {3 J# DA J&
ESP-IDF {K#ffif) dikas . T HE,

 Linux 5{ macOS

’./build.py install

¢ Windows

’ python build.py install

WA — LRI, 150 ESP32-C3 B HERE DA N L & 1 101 .

e ¥ Platform name, U1 ESP32-C3 &%1iXK451%4 PLATFORM_ESP32C3, Platform name
i factory_param_data.csv 7 .

* % ¥ Module name, i 4l ESP32-C3-MINI-1 #% 20 #& & MINI-1, Module name M fac-
tory_param_data.csv i %o

* JFHBEEH silence mode, Jo FHEPRFINER—L8 HEFF BB/ — MG O FIg4EH .

o {1 build/module_info.json XHAFE, PR = A ECERTFASHI. HiL, REHE
LB R, T Bz .

5.1.5 SEPUb: R
(4] USB Zef i) ESP32-C3 i % 3| PC b, PATREKE MG HG, W A it 4. ¥R, 0

RETFER IR A K% AT I AT R, MPORTRE Y. “AT MR . ST HE A
i VG B S B 4o TiX 5 AT 5% 2 5 R .

5.1.6 B hzb: ME TR

2470 H T.H menuconfig Rl E .
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* Linux B{ macOS

’./build.py menuconfig

¢ Windows

’python build.py menuconfig

WERPAEBTA S BRI RS, W23 R TR

Arrow keys navigate the menu. <Enter> selects submenus
letters are hotkeys.
to exit, <?> for Help, </> for Search.

capable

Legend: [*] built-in

Espressif IoT Development Framework Configuration
---> (or empty submenus ----).
Pressing <Y> includes, <N> excludes, <M> modularizes features.

[ 1 excluded

Highlighted
Press <Esc><Esc>

<M> module < > module

SDK tool configuration .-

Bootloader config --->
Security features ---=
I

Partition Table [

optimization level (Debug)
Component config -->

< Exit = < Save >

< Help >

< Load =

B TARRCE - TR

BB ER T AR BB AR, QNS0 AT i R R 2P e Ss , WRAMB B R, B4t

AR IR B 2 1% T AR

51.7 58 g
BATPA T i & gid LR .
* Linux 3{ macOS

’./build.py build

* Windows

’python build.py build

WAREH TR IR, BPERCST SRKSE. EHERE AL ota 2} XA/

Y SE MG 2 TE build/ factory FEAE N A B T AL 1Y &= [ 14

51.8 L BeRBliessy

BT AR A2 RF A B [ sk 31 ESP32-C3 #48_|s
 Linux B{ macOS

L5 A5 WESP-AT B £ 5,

’./build.py -p (PORT) flash

* Windows

’python build.py -p (PORT) flash

TG ) ESP32-C3 s it A4 FREHe (PORT) o EUE & B R A5 ERF [ (- Be s 2 flash v, /3R F5 2%

HEEH (PORT)
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4 F ESP-AT bin ANEE)E 3, I HATEIH “ota data partition invalid” , %3147 python build.py
erase_flash RERIEA flash, IRIFHFTFER AT .

5.1.9 build.py 5 7k

build.py AR ET idfpy B2 T EH (B idf.py <cmd> HIEEYH ST build.py <cmd> H),
A AIB T A T a2 AR E L k.

e Linux 5{ macOS

’./build.py -—help

¢ Windows

’python build.py —-—help

5.2 Wl e AT S 145D

RSO T W1 4 ESP32-C3 B 1 AT port 1. BRINHGUL R, ESP-AT ffi i1~ UART 4%
PR AT B AT H Al A FRRA FRI ), 55— AT %% AT Ao Rloni (DT
FAmLH).

s ESP32-C3 B ity AT SIS, 7%

o # 1% ESP-AT 142,

* ¥F menuconfig fit & T. EL5 factory_param_data.csv FEH& HHAE IO R 48 I

o /iF T42, FEbuild/customized_partitions/factory_param.bin AT bin .
o JEH784 bin AR RIEIE S

AR A IMESCGE I, S BRI TR E S R E

ik MBS O AT 6B 0§ 2% (1] AT SPLZ 1, AT through SPT Al (/1] AT £ 871 .

5.2.1 ESP32-C3 %1

ESP32-C3 AT [E{4:/4 H & b 1 A6y & 1 45 I DAE 2 SO B, 162100 (ESP32-C3 Fi RS % F
WY A T A T

{80 H &0 1A

BOATOLT, AREEFEHLAY) ESP32-C3 AT [A{F 6 LA T UARTO 4 il i H 7 :

« TX: GPIO21
* RX: GPIO20

1 41% ESP-AT TA2i5, A i menuconfig Fitl & T HAF HAS MO H B -

e ./build.py menuconfig > Component config > Common ESP-related —> UART for
console output
e ./build.py menuconfig —> Component config —> Common ESP-related —> UART TX

on GPIO#
e ./build.py menuconfig —> Component config —> Common ESP-related —> UART RX
on GPIO#
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s g i % S 11 55 D
BOANEOL T, UARTL I %1% AT fi QML AT WRy, HAT R & (A factory_param_data.csv A% H 1)

uart_port, uart_tx_pin. uart_rx_pin, uart_cts_pin 4 uart_rts_pin %],
5] DAE.$2AE factory_param_data.csv % FPG PR 11145 ) -

o FTH A factory_param_data.csv,
o BN TERTT.
o MR ENE uart_port.
o MPRFETILE vart_tx_pin fll uart_rx_pin,
o AT EM AR RIEYIRE, R uart_cts_pin Mluart_rts_pin WEN -1,
o PRAEFRNE .

53 @ AT w4

SRR 27 T anfoffE ESP-AT TAREFRES I g L) AT 154, PAAT+TEST fird R il @m0 3R
B R B .

FE SC— AR . DIRE RAFIY % 2T A NPT

i K’X.A71W ?
° /17%’ AT 4 op 7

— BN a2 BB T B R
o ZIX—TFE
AP BRIE T X R A2 an s, TR ) FR 2k ik 4 .
LR E)Y A
TRIG A H At
%]wlﬁ}4>fi*i

[ A S0 AT
MATAA 3R B N 89 B

AT frARMIEACRRATTIR, DA FESCIE BN, BRI 3 SO AT a4 1 =il

531 X AT w4

FERE AT fiy S Z 1, THICHE AT iy 4 BRI 24

Ay AR«

o W NLA + FHEF k.

o SHFTR (2, arz). BT (09) BIE T (L 5 -0 /s, ), FEIRIIAT 644
AP
Bo% AT a2 ] LA U RAL: Hldn S il S . WEGOMIITaS, BE2EES AT &4
H %
Wha, & XrFREN L. R AT+TEST SCRFITA IPUFPZERL, R e MR R IR .
WA 2 -
uint8_t at_test_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer([64] = {0};

Qi)
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(8L 7))
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;

i
i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;
3
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT RESULT CODE_OK;
I3
AT :
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
(QEE3)
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(£ L£50)

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

)5, WMesp_at_cmd_struct RiE L AT iy HIGHASCREA, TR BT E LT 4FRHN
+TEST " (FWT O AT) IFSEHTAIRERIR G2

static esp_at_cmd_struct at_custom_cmd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

QRN E SCRAN R, K HRE N NULL,

532 B AT w4

M APl esp_at_custom _cmd_array_regist () KM AT 5%, PAFE2HM AT+TEST HI/RBGIL
i,

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

i W esp_at_custom_cmd_array_regist flIA app_main () H'iJ at_custom_init ().

533 2%k P

WRRC B 588 T IR IE, 590% BESP-AT TREFHBesk i, % a2 B a4 L iE #1847
Slisfr— !

N2 AT+TEST HYizf 7150 .

I 4 :

AT+TEST="?

W i :

AT+TEST="?
this cmd is test cmd: +TEST

OK

A i fr 4 :

AT+TEST?

Wi i ¢

AT+TEST?
this cmd is query cmd: +TEST

OK

BeEm A
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AT+TEST=1, "espressif"

Wi % ¢

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif

OK

WA 4

AT+TEST

Wi i ¢

AT+TEST
this cmd is execute cmd: +TEST

OK

534 @ LRI E
ESP-AT B4 Hfesp_at_result_code_string index X T —LikEE S, WLk A EIES AT
JH H.

W T return BEGR FREE, WAJJHH APl esp_at_response_result () RiREaSHATE R . 7]
FEAHS  [EHEE ] API fl1ESP_AT RESULT_CODE_SEND_OK MESP_AT RESULT _CODE_SEND_FATL,

BN, 24 AT+TEST BT 2 AR5 2R 8k MCU K ik¥diit, Mesp_at_response_result ()
Kkl kg A, return ARXORAR B @y A PATEE R, RBRILAITR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W& B MCU R BEM OB OE R E
send_data_to_server();

// & [ SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

AT R I

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK
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535 RMESE

ESP-AT 42t LAF P4~ APL 3R Hin & 24

e esp_at_get_para_as_digit () WIRBFESE.
* esp_at_get_para_as_str() ﬂ%ﬁl??ﬁ%%éﬁo

IR RARAT G 4.
53.6 AWt H

AT AU E R L i S RO RS AL
IR SRR LR = ¢

o HwkiR B — i Ak
A e S 8

B 8RS AT+TEST iy 9y <param_2> Ml <param_3> ZHWENESH, HH <param_2> Jhk
TEH, <param_3> HFFFHSHL.

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

SRS .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 0;
int32_t para_int_2 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",_
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/)T Bl R

/) FREEEXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_
—2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

Q3]
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} else {
/B R A
VAR5 B
/) FREEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
7 B-F-S« X
memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_3);

esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/7 7 BR A
ZE LT EXE S
/) FmEEXERE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

A B

R AT+TEST fip 1 <param_3> ZECHFRHRSE, HANEE—SE, EHRGERENTTERSE.
AT+TEST=<param_1>, <param_2>[, <param_3>]
AT DR R W

¢ AT+TEST=<param_1>,<param_2>

e AT+TEST=<param_1>,<param_2>,
SEEARRL AT .
uint8_t at_setup_cmd_test (uint8_t para_num)
{

QNE3)
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(8L 7))
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/)RR
/)Tl EXEAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 Bl R
/) BEEZANEK
/)Tl EXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
}
return ESP_AT_RESULT_CODE_OK;
i
/I AR ARFRRSEC) ", WZSEBIRA A b .
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5.3.7 PFIEMAIIRIT

A EAR P ZEHEA AT, SR — D PUTEER, RIERGE T XA EERTRES IR U [F] 1 {E .
—oRUL, X RO THFES HEARSF AR TR .

WM ] semaphore [,

NIRRT

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 Bl R

// R A A ) B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 ME A AW RAT

/& “f%//\#urm%%

// BH¥HES% T H xSemaphoreGive 3k ¥ JX semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

5.3.8 M\ AT iy A 1 U A I Bt

ESP-AT SZHFM AT g3 75 05 AR R, e LA R #54> APLL

* esp_at_port_enter_specific () WERIVIREL, AT iy IR M ARERG, R Z%
e
* esp_at_port_exit_specific () M esp_at_port_enter_specific BEHEIHEEL.

AR ) J5 T 2 MRS R A e A BT AT

TR KL A Bt
R 2 MM <param_1> F5E THIKE, WITFHIR.

AT+TEST=<param_1>

PATR /R BB AU AN AT v FERBUK B2 <param_1> [ A X .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

QS
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(8L 7))
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer[64] = {0};
if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) {
return ESP_AT_RESULT_CODE_ERROR;
3
buf = (uint8_t *)malloc (specified_len);
if (buf == NULL) {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/) B R

// b A AL Al B semaphores

if ('at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) BB RNBERT S T

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AR LS R &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len —_
—received_len);

if (specified_len == received_len) {
esp_at_port_exit_specific();

/) RBRE A MNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/7 Bl R
SO WmERRABRERE >0, WEFRARERKREATHENEREKEKE
/7 VB E X de AT AL HE Ik MR & B3R
/7 A RR B AT O R AR KR
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}

/7w B R

VA R &

memset (buffer, 0, 64);

snprintf ((char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, specified_len);

break;

free (buf) ;

(FOAkED)
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return ESP_AT_RESULT_CODE_OK;

L, QR E AT+TEST=5, M AMEdE N 1234567890, W4 ESP-AT iR BIL5HATT IR

AT+TEST=5

>67890

received data is: 12345
OK

AR K L 4 A B

XAH IR, Wi-Fi S 45X, NEELRKIE.

AT+TEST

fii% ESP-AT 5 HAT IR MIBATEE R, OIS .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer([64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;

if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 Bl R

// Ak FE AL Bl B semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) REBWNBERTF
esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREH, ARKEARAREEFH AT H R A

esp_at_port_enter_specific(wait_data_callback);

L€ DN &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
memset (buf, 0, BUFFER_LEN);

(T oUgkEE)
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received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

// AR SR E R

/)R AERERE e TR

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

/)T BR A

SO ERABERKE >0, WHZRARAMARETELE

/7 OB E AT AR R A& B

/7 WA R AT W R & KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}

break;
} else if (received_len > 0) {
/7 Bl R
AEN- S G Eop 3 N &
VAR - I A2 I &
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
I3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

PRI, RS — AN ARG 2 1234567890, 55 " AMAKUIERZ +++, A4 ESP-AT R BIZRAIT R,

AT+TEST

>

received data is: 1234567890
OK

5.4  mfufHt s ESP-AT Pk fig

BRATEOUT . ESP-AT M EALZ (8] fl 1 UART JEATIE A, PR bt o A b RO Sl A, B
it 115200 bps. I 1A% ESP-AT SCU ¥ &, 5 1 ARASC, U A $H PRI E . A< SCRA
ESP32-C3 S|, Fr4i a4 ESP-AT FrnthhE .

Frik: ASCHET ESP-AT AT 542X ), fibfe i TCP/UDP/SSL A5k PERE R — Btk I ik

F PR A R I — M A, R R

o [f#] PeikBe E
o [IFH] RABBIEAR., AT MR E
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54.1 [ R] Pakifc i

L ¥ &S, LWIP, Wi-Fi G TR 58

R T ACHS BE 2 U1 H-B T 2 module_config/module_esp32c¢3_default/sdkconfig.defaults S04 )5 ,
HE ESP32-C3 RA A 175 15 MO Y. SC 46 T 1) sdkeonfig.defaults ST

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP32C3_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP32C3_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO-y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 2735 UART ZE0p1X Je /by
YR ACRS B D1 at_uart_task.c SCAET uart_driver_install() 17 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERARCE . Skl . Bexkiats

rm —-rf build sdkconfig
./build.py build
./build.py flash monitor

4. ELnibt s UART Jfs
B AT iy 4500 -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/] B

W PRE T B0 7 YA — R P R AR A, (EAT AT BB BEARE T I . 53 AN LB E T REA
%ﬁﬂ%%#ﬁ%ﬁ, P B i T BE I A IR A S . I, P T ARG NIRRTk, AT
FEREHBIC

542 [Hiedd] BB . BERPEHAC E
) ESP-AT f3I [ R R KR HA 40T -
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System
53 G0
AT Core ‘—R3|
Y
[ 3
G9
TCP/UDP - == =» TCP/UDP
A
R4| 1S4
S2(|R2 i Remote Host S8| [R8
Y 1P
s1 |
Medium = | sedium R5 S5
R1 A
UART UART i \j
= a7 Link Interface 44—|i
Wi-Fi
SDIO SDIO L —> (( )) S7 o
Socket Socket Ethenct R6 R7
Host MCU ESP-AT AP Internet

P 2: et i

UnEl Tk B

* ESP-AT %3% (TX) %l S1 > S2 > $3 -> S4 -> S5 -> 86 -> S7 -> S8

* ESP-AT #1it (RX) fU%di 5 R8 > R7 ->R6 ->R5 -> R4 ->R3 ->R2 > R1
AR RIS T K, BB m e, 5 2 IR RO R A AR Y R AT O, AT 2
HARLE AR B BUUA Y R Z BTN, DA A IR 9 . FESCBR =i, fEAE
HUf B e — R ae A e B AT, P s SR i 5 3 A0 oy P B R T

Frilis NG EIY VAR NAE SR N RIERES PRI LA L AT+SYSRAM iy SR AL AT AT«

1. GO fyukfift
GO ARG AMILALAY Ry, S H I E AT :

CONFIG_ESP_SYSTEM EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP32C3_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP32C3_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_ 80M=y

2. S1. R17¥:fE4E

WHFREOUT, S1 AR & ESP-AT FrEE RIS . FOMBIARE 0L T, ESP-AT Fl J: ML i) i
JH UART BT 1R, By 115200, 1 UART R fF L, 35 BRIy S Mbps. t, J
M FATALT S Mbps, 0] PARE I BRIARY UART V0 R EALZ (B A5 o, [T PAEA T
T,

2.1 #£75 UART Z&m X K/
B AR B DI R f at_vart_task.c SCAEH wart_driver_install() 47 o
 }i7% UART TX it
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uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

25 UART RX i

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

$42 UART TX #l RX 750

uvart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI UART J
S AT Ay FPAI AT :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPSEND

.z & &

ik MR P UART n ASCRFEIX AR PR, I FLEAUN ESP-AT 2 8] UART #E4R
] REHbAT .

Friks AR B A AR TT SdIE T S Mbps, A PA% E{#1] SPL. SDIO. Socket &5 753, AT
2%

» SPI: SPIAT 45
 Socket: Socket AT 4554

3.82, R2. R3. S3 #rukfiifk

WM E, S2. R2. R3. S3 A& ESP-AT BRI M. A AT core £ UART 221 [X
FLAE VM (5 4 2 2 (A a5, DCAE R BASRERTI N 25, o1k,

4.S4. R4. S5. R5. S6. R6 HH-LAL

ESP-AT I :#H12 [a)f#i B UART #EfTi#{5, S4. R4. S5. RS, S6. R6 JLFEi4k. ESP-AT HI
FALZ L AL N BT TiE I, S4. R4, S5, RS, S6. R6 @@ mifrntr)— P HE.

S4. R4, S5. R5. S6. R6 Gl EtLmIEH)Z. MEZ . MEHREERRZ 2 M EdEm. 1
5 42 ESP-IDF o W45 Wi-Fi il OB, 7RISR, 6T PR . SRRk DL
IE . /build.py menuconfig HHfTHECE.

o {4k S4 -> S5 -> S6: KR I E
o fiAk R6 -> RS -> R4 BRI 7 [ i &

5.S6. R6 -4t

S6 il R6 2 il {5 W LAY K At )=, ESP32-C3 m DAGEJi Wi-Fi 55 DA A1 7 i 7 Jot
Wi-Fi i T LRI IEZ AN, AR R 2 7 0

* 5 RF LG5
BRIN K SDl T A R F I m AR, P e DUE R AT+ RFPOWER fip %2 Flik
H RF G,

o P 802.11 b/g/n HpiX
R Wi-Fi #5024 802.11 b/g/m 8, B P ] 38 3 AT+ CWSTAPROTO iy A 25 ) FIi B
802.11 b/g/n PMIL. ELE XA, K bEW AP by Wi-Fi #ixUH & >, 802.11 b/g/n #piil,
5 5 it B HT20/HT40 (20/40 MHz) A&,
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6. S7.

R7. S8. R8 fF+H-1ifk

WHENOT, S7. R7. S8, R8 Ajg ESP-AT Fritfifbiiufl . A FISEER 2847 58, M 2%
BT PP B K.

5.5l piily) S8 RS

ARG T A A A J— A 72 S ESP-AT )] 2%
AEALE ESP-AT [ B E CEZACHS . IR i 2 UART 45,
2 SRS

foan, gy

i S (factory MODULE_NAME.bin),
DI AT AT 22 T A

e factory_param_type.csv
e factory_param_data.csv

I TSR A S A K TS A R A B A S T SR R SO
o B —A B R LAk
© AR LSH
o WP KLY B T A AR

5.5.1 factory_param_type.csv

factory_param_type.csv 41t} T AT LAE LT A S48,

AR SR IR B AR, B

customized_partitions/raw_data/factory_param/factory_param_type.csv,

TR THASHEE .

param_name

WA

description TE9m1%E ESP-AT T AE R 7~ BUARZH B I 2.

magic_flag Z{HE R Oxfefe,

version PEPNEREE A H T S HL A, S aThicA A 3, ANEWEN.
reserved1 ==

tx_max_power ESP32-C3 ) Wi-Fi fx K &A% [40,84], #1515 W ESP32-C3 % 4§11 5% B ILHE .
uart_port T A%k AT A FIEI AT [ 1) UART i [

start_channel H G Wi-Fi {278,

channel_num Wi-Fi ) 5 1E 4T

country_code FEEZNES

uart_baudrate UART HJJFERR,

uart_tx_pin UART tx &}

uart_rx_pin UART rx % B,

uart_cts_pin UART cts %5, AEHEHEE N -1,

uart_rts_pin

UART rts 51, ARG E R -1,

tx_control_pin | FLEUFF KMy FHIET, 1% tx ﬁﬂiﬂ 525 MCU 0. AMERIBS G &R -1,
rx_control_pin | FEEFF LA B, % rx TS ES MCU 43 JF . AN B R -1,
reserved?2 ==

platform BATY I BT (WARRE R 251 .

module_name

ABAT 2 i F A

5.5.2 factory_param_data.csv

factory_param_data.csv & ¥& {1 1% T factory_param_type.csv W 58 X Ir A S 8 (H, X ¥ ESP32-C3

RO A, A E B R WER B E T S 8 H . % SR AR cus-
tomized_partitions/raw_data/factory_param/factory_param_data.csv 1,
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5.5.3 Wil A Fow OBl

AATEL— ARG ZAnIAE factory_param_data.csv HHRII—> @ A, HOR AR BT S8 T
i SC o B AR —> 442 MY_MODULE [¥) ESP32-C3 2 /L jitth |~ S8 — 3kl e, HEZAE K
JP, Wi-Fi {5ifih 1 & 14, H'E245 PLATFORM_ESP32C3 [ MINI-1 BiZHAHE, wI4%HEDAT A Rk
T

o W58 factory_param_data.csv
» 157 esp_at_module_info Mtk

o EHmIF LA L A TURA

& factory_param_data.csv

1r factory_param_data.csv ¢ FH i & MY_MODULE I A S 5E .
HIE, ERMIEEEA—AT, AEMALTSHUE.

e param_name: value

¢ platform: PLATFORM_ESP32C3
¢ module_name: MY_MODULE

e description: MY_DESCRIPTION
» magic_flag: Oxfcfc

e version: 3

e reservedl: O

e tx_max_power: 78

e uart_port: 1

e start_channel: 1

e channel num: 14

* country_code: JP

e uart_baudrate: 115200

e uvart_tx_pin: 17

e uart_rx_pin: 16

e uart_cts_pin: 15

e uart_rts_pin: 14

* tx_control_pin: -1

* rx_control_pin: -1

& J5 1Y factory_param_data.csv A& A1 R s .

platform,module_name,description,magic_flag,version, reservedl, tx_max_power,uart_
—port, start_channel, channel_num, country_code,uart_baudrate,uart_tx_pin,uart_rx_
—pin,uart_cts_pin,uart_rts_pin,tx_control_pin,rx_control_pin
PLATFORM_ESP32,WROOM-32,,0xfcfc,3,0,78,1,1,13,CN,115200,17,16,15,14,-1,-1

PLATFORM_ESP32C3,MY_MODULE,MY_ DESCRIPTION, Oxfcfc,3,0,78,1,1,14,JP,115200,17,16,15,
—14,-1,-1

&% esp_at_module_info &yl

1E at/src/at_default_config.c F1[1] esp_at_module_info ZEMETRINE & XAEHWEE .
esp_at_module_info AR AL oTA FFZIGHIE token:

typedef struct ({
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;
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AR oTA BhEE, IRASE A28 ota_token MIE=/13% ota_ssl_token Wi%iXE & NULL,
F—AZH module_name PJ5 factory_param_data.csv A4 H1H) module_name —F(.

THE2BWEH esp_at_module_info Z5ffk,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

{"WROOM-32", CONFIG_ESP_AT OTA_TOKEN_WROOM32, CONFIG_ESP_AT OTA_
—SSL_TOKEN_WROOM32 }, // %ﬁV\S ESP32-WROOM-32

{"WROOM-32", CONFIG_ESP_AT_OTA_TOKEN_WROOM32, CONFIG_ESP_AT_OTA_
—.SSL_TOKEN_WROOM32 }, // ESP32-WROOM-32

{"WROVER-32", CONFIG_ESP_AT_OTA_TOKEN_WROVER32, CONFIG_ESP_AT_OTA_
<.SSL_TOKEN_WROVER32 }, // ESP32-WROVER

{"PICO-D4", CONFIG_ESP_AT_OTA_TOKEN_ESP32 PICO_D4, CONFIG_ESP_AT OTA_
—SSL_TOKEN_ESP32_PICO_D4}, // ESP32-PICO-D4

{"soLo-1", CONFIG_ESP_AT_OTA_TOKEN_ESP32_SOLO_1, CONFIG_ESP_AT_OTA_
.SSL_TOKEN_ESP32_SOLO_1 }, // ESP32-S0OLO-1

{"MINI-1", CONFIG_ESP_AT_OTA_TOKEN_ESP32_MINI_1, CONFIG_ESP_AT_OTA_
< SSL_TOKEN_ESP32_MINI_1 1}, // ESP32-MINI-1

{"ESP32-D2WD", NULL, NULL }, // ESP32-D2WD

{"ESP32_QCLOUD", CONFIG_ESP_AT_OTA_TOKEN_ESP32_QCLOUD, CONFIG_ESP_AT_OTA_
—SSL_TOKEN_ESP32_QCLOUD }, // ESP32-QCLOUD

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<,SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

#1f defined (CONFIG_IDF TARGET ESP32C3)

{"MINI-1", CONFIG_ESP_AT OTA_TOKEN_ESP32C3_MINI, CONFIG_ESP_AT
—OTA_SSL_TOKEN_ESP32C3_MINI },

{"ESP32C3 _QCLOUD", CONFIG ESP_AT OTA TOKEN_ ESP32C3 MINI_QCLOUD, CONFIG_ESP AT
—OTA_SSIL_TOKEN_ESP32C3_MINI_QCLOUD },
#endif
bi

23CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%HzfCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XFE3L Y at/private_include/at_ota_token.h Hf .

#if defined (CONFIG_IDF_TARGET_ESP32C3)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
. DEFAULT
FR R LR F PR A e UBEEL

TEUSINE € ARG, iR % ESP-AT 142 SRR 86 T4, (el B T AR e B SORCA

Platform name:

1. PLATFORM_ESP32

2. PLATFORM_ESP32C3
choose (range[1,2]):1

Module name:

WROOM-32

WROVER-32

PICO-D4

SOLO-1

MINI-1 (description: ESP32-U4WDH chip inside)
ESP32-D2WD (description: 2MB flash, No OTA)

o U W DN

(T IUgkEE)
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7. ESP32_QCLOUD (description: QCLOUD TX:17 RX:16)
8. MY_MODULE (description: MY_DESCRIPTION)
choose (range[1,8]) :8

G5 MU P fE esp-at /build/customized_partitions SCPRJE MR BN A M T 28 0k il 5L
e

554 W HEXSE

AT AR BN A AT A A E XS RGN MY_MODULE IS4 date, G HILE
20210603, FIHEIELA T A TR

152 factory_param_type.csv
142 factory_param_data.csv

232 g & LA
EHBIF AL

& factory_param_type.csv

T& factory_param_type.csv 1 5E X 24 date.
HE, TERMIIREEA—IT, RIFRESEIATR (param_name). fifs i (offset). A (type) FIK/)N

(size),

param_name | offset | type size
description -1 String 0
date 88 String | 9

&) factory_param_data.csv

1 factory_param_data.csv fitJ5—FIRIETIHEA 51, H@kH date, SKIEH MY_MODULE XM A(E I
j‘y202106030

PAF RIBEUSH) CSV Ak .

platform,module_name,description,magic_flag,version, reservedl, tx_max_power,uart_
—port, start_channel, channel_num, country_code,uart_baudrate,uart_tx_pin,uart_rx_
—Pin,uart_cts_pin,uart_rts_pin,tx_control_pin,rx_control_pin,date
PLATFORM_ESP32, WROOM-32,,0xfcfc,3,0,78,1,1,13,CN,115200,17,16,15,14,-1,-1

PLATFORM_ESP32C3,MY_MODULE,MY_DESCRIPTION, Oxfcfc,3,0,78,1,1,14,JP,115200,17,16,15,
—14,-1,-1,20210603

AP e LS

TERTLAE E R EORAEEE A 2 U 25 date, LATR IR b HH S AU .

static void esp_at_factory_parameter_date_init (void)
{

const esp_partition_t * partition = esp_at_custom_partition_find(0x40, Oxff,
—"factory_param");

char* data = NULL;

Q)
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char* str_date = NULL;

if (!partition) {
printf ("factory_parameter partition missed\r\n");
return;

}

data = (char*)malloc (ESP_AT_FACTORY_PARAMETER_SIZE); // i ¥
assert (data != NULL);
if (esp_partition_read(partition, 0, data, ESP_AT_FACTORY_PARAMETER_SIZE) !=_
—ESP_OK) {
free (data);
return;

if ((data[0] !'= 0xFC) || (data[l] != OxFC)) { // # & magic flag = & # Oxfc._
—0xfc
return;

}

/7 7B R A

/7 B E X AT A S # date

/7 WAL E B AT date B

str_date = sdata[88]; // date F Bk g % it
printf ("date is %s\r\n", str_date);

free (data);

return;

FH ik TR

B2 Ui ESP-AT 142 R gmidd e Tz,

iR MG AT AE esp-at/build/customized_partitions CHEJe R FNAE AT H T S5t 6 SC
.

555 EdiATEAlril) S BEE
RS SR B BI factory_param_data.csv HPBLA IR ) S8R, PR NI E —Fh k.

o EHTIFEAN AL
o RmiFd T AA bk

. ﬁ?féﬁ%i’iﬁ}”%é’i—:xﬁ%l #

R PRI TR

¥TIF factory_param_data.csv H ARG FEE S5 .

H T 4% ESP-AT L (S %m ¥ ESP-AT T42) , W) S8 il X XA esp-at/build/
customized_partitions XHJA K.
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Rguikily) S8 sk

Yoe, TS BSP-AT T#E.
R, Bif: ESP-AT TRMRE SR, MAPAT@®S, HEH 245,

python tools/factory_param_generate.py —--platform PLATFORM --module MODULE —-
—~define_file DEFINE_FILE --module_file MODULE_FILE --bin_name BIN_NAME --log_file..
—~LOG_FILE

e PLATFORM Bl AR -4, WY factory_param_data.csv 1 plat form F{E—E.
* MODULE F#e W44 R, W5 factory_param_data.csv ' module_name HJ{E—E.
e DEFINE_FILE ¥}y factory_param_type.csv [AHXT ISR

e MODULE_FILE ¥}y factory_param_data.csv [t FH %t 4%

* BIN_NAME Bk i) S8 S 44 .

* LOG_FILE fif fAAH A PRI SCIF4

PAF b MY_MODULE HY/RBilALH5 .

python tools/factory_param_generate.py --platform PLATFORM_ESP32C3 --module MY_
—MODULE --define_file components/customized_partitions/raw_data/factory_param/
—factory_param_type.csv ——module_file components/customized_partitions/raw_data/
—factory_param/factory_param_data.csv —-bin_name ./factory_param.bin —--log_file ./
—factory_parameter.log

AT B a5, R R H SRR AR PA T =430t

e factory_param.bin
* factory_parameter.log
e factory_param_MY_MODULE.bin

«H?}TQEEEE’J factory_param_MY_MODULE.bin [F#;%| flash /7, W]ff Jf] ESP-AT #2£f) esptool.py #F47
, 7 ESP-AT Wi H AR H Sk FHATA R s, IR i —Le40.

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset --after hard_reset --chip auto write_flash —--flash_mode dio ——
—flash_size detect -—-flash_freqg 40m ADDRESS FILEDIRECTORY

* PORT &4t Ay 144 9% o

* BAUD i H4RR .

 ADDRESS # 2y flash - 1fHhE . ESP-AT Xf ADDRESS 404 A& B EK, AN BRI )2
BRSBTS I R .

%1 S BRI SC N Estt
& Bl btk
PLATFORM_ESP32C3 | MINI-1 #F 0x31000
PLATFORM_ESP32C3 | QCLOUD & {F | 0x30000
e FILEDIRECTORY ¥l ih ) S — 6l SO AE X AR

R A R ) SR SO ek 2 MY_MODULE 147~

python esp-idf/components/esptool_py/esptool/esptool.py —-p /dev/ttyUSBO -b 921600 -
—-before default_reset --after hard_reset --chip auto write_flash —-—-flash_mode.
—~dio —-—flash_size detect —-flash_freqg 40m 0x31000 ./factory_param MY_MODULE.bin

VLR B B T

M THRATI ) S5 e Sc 4, AR factory_param_type.csv S EUmFE i, ELIEEAEA N7
AT

Y& L5 1Y factory_param.bin e5% % flash (15 E LT #45F) .
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5.6 ol 5 SUIESFEEE F IR 55

ARSI EE T QTR ) ESP-AT SRR DN FERE 7 iz 55 IR SCPH7E ESP32-C3 i b H 7 SRS FERE iR
%

o KN T AR SR A
o A KAHE TR S5
- B EAR I T IR SR A

— % R ble_data.bin 1
— T # ble_data.bin 1

ERIIHRE R 55 B SO GATT S5 2 okl B =08 — @ R4 (attribute type) 2y 0x2800
A 2R 55 (primary service). &R ST B i —ARSF E CAJUMRHEAL A B MRRE R 2 —MEA
RIIAFFE L. HEZMAERESH G2 OHIEY 1Y Generic Attribute Profile (GATT) —7.

5.6.1 (EIHERE SF IR 55 D S

IR T #E W& A MRk 45 V8 SC 14 /2 ESP-AT L A% A1) 8 K o 48 5 2 Ik 45 P A 9 19 SC 4, SO 7 T cus-
tomized_partitions/raw_data/ble_data/example.csv, PNZEUTFFEHR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

0 16 0x2800 | 0x01 | 2 2 A002

1 16 0x2803 | 0x01 1 1 2

2 16 0xC300 | 0x01 1 1 30

3 16 0x2901 | OxI11 1 1 30

AR AR L]
o perm FEAEARE, ©7E ESP-AT TAE % LI F s .

/* relate to BTA_GATT PERM xxx in bta/bta_gatt_api.h */
/**
* @brief Attribute permissions
*/
#define ESP_GATT_PERM READ (1 << 0) /* bit 0 - 0x0001 */
. /* relate to BTA_GATT_PERM READ in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
. /* relate to BTA_GATT PERM_READ_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT _PERM_READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
. /* relate to BTA_GATT PERM _READ ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM_WRITE (1 << 4) /* bit 4 - 0x0010 */
SN /* relate to BTA_GATT_PERM _WRITE in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */
. /* relate to BTA_GATT PERM_WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
. /* relate to BTA_GATT PERM _WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT _PERM_WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
— /* relate to BTA_GATT_PERM WRITE_SIGNED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT _PERM_WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ_AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

* 3R —1772 UUID Jy 0xA002 YRGS E X
© S TATRIHER ], UUID 0x2803 FKRRHLA W], H(H (value) 2 BEAUMR, AURKER 8 {7,
TR ERAERAUR, 1 FJORSRERME, 0 FRA .
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fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© AT LT S RHIE . %A THY UUID S24FAERY UUID, S{E 2 4R AR EUE
o SEPUATIE SCTRHERAST (FT3E)

A X UUID W Z {5 B8 2% WA SORIKEL BT -

U AT ESP32-C3 s B BIATESCHR, AMUTATIE R, H @SRRI 3, I A% i
EWIR IS RS m . SRR ER

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
ropert READ
e (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

562 FESUICIREEE A R 55
TR DA 28 i SRS REHE F 5«

o WEBURH AL T IR 5k S
o % ble_data.bin 4

o T2 ble_data.bin M

fE A TR 58 1R 55 D S 1

ASE ARG, BN, EEE L =55 (Server A, Server B fll server_C), NIFFZLIFX =4
e 25 45 MPHES o oh T SCEEA S5 AR AR RN, X BEFRATUARE SC— AR5 i, HoAt iz 55 5 mT DA
IR BITEA TR S

L AR5 5 o
ABIE LT —AMER OXFFOL [ 32 B S5
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2. UL AR AL -

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

31 16 0x2800 | 0x01 | 2 2 FFO1
A LT —A UUID 3 0xC300 YA A BRHIE, R HAE 3 E A 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

32 16 0x2803 | Ox11 1 1 0A

33 16 0xC300 | Ox11 1 1 30

3. ISIFLAALRF (5 ) .
ABUAIN T2 o FE AL, 20 0x0000 /R Al (notification) FIfig /s (indication) %45 H o

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 | 2 2 0000
SERAEAERR )G, B SUPARIIHRER 4 k55 & LR

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

31 16 0x2800 | 0x01 2 2 FFO1

32 16 0x2803 | Ox11 1 1 0A

33 16 0xC300 | Ox11 | 1 1 30

34 16 0x2902 | Ox11 | 2 2 0000

2 Bk, ble_data.bin 3Cf}

AR PA N AR —Fh 7 =0 A B ble_data.bin SC4.

o T PYIF ESP-AT T8, 4% ble_data.bin, TEEIEN S~ %k L,

* PUUT BLEService.py {7, A % ble_data.bin SC{4:,
BLEService.py N tools/BLEService.py,
Az 1, ble_data.bin 344

0T PATE ESP-AT R H #3047 A F i 4

python ./tools/BLEService.py components/customized_partitions/raw_data/ble_
—data/example.csv

“F#% ble_data.bin {1}

TSR DL AR E—Fh 53X R 48 ble_data.bin 3C{F:, 43 BIX 24 &K, ble_data.bin S AF 3X— /N1 AP HE 3] i A= A%
ble_data.bin S )k

o FREFFFILH ESP-AT [fF, HEWIHILA LT HREEE.
« (%% ble_databin, BCFf T BB A 1) ble_data Kk
(SATALE ESP-AT At 7 DA R fir 9 & ble_data.bin SCf.

esptool.py —--chip auto —--port PORTNAME --baud 921600 --before default_reset —-
—after hard_reset write_flash -z —--flash_mode dio --flash_freq 40m —--flash_
<»size 4MB ADDRESS ble_data.bin

¥ PORTNAME B h R ER 14 F7%, ADDRESS ¥y F # ble_data.bin SCA:HIbE, AR ORI4A
AN # k.

— ESP32-C3: 0x1F000

— ESP32-C3 QCLOUD: 0x21000

TGS, FEHTESARIIRRE T IR, TR A 1 R S5 AR S5 AR R
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Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic + b
UuID:

0000¢300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902 o

Value: Notifications and indications disabled

57 A X

ASCRYA R T Qe 3 & 2k ESP-AT #2411 at_customize.csv % H & L ESP32-C3 #4594 X. Jh
PR — P KR g X%,

—24 4y IX 35 partitions_at.csv i RG], FEHCE_E A= i partitions_at.bin 0. IR —Z 0 X FEHEE, &
SR IS . R, AREWEERL partitions_at.csv.

ESP-AT 247 — 243X 3 at_customize.csv 477 A € XEHRY, BRET RS X HE,
TR ESP32-C3 4 AU X, T B ET = AP IR E . SEPURA25BIUim 1 al =4~ 5K

o 57K at_customize.csv

o & g%, at_customize.bin

o &3 at_customize.bin £ ESP32-C3 % %
o T

5.7.1 {&¢i at_customize.csv
5% N R PIA A at_customize.csv,

2 2: at_customize.csv 58

=] 1 B1E
ESP32-C3 | MINI-1 module_config/module_esp32c3_default/at_customize.csv

ESP32-C3 | ESP32C3_QCLOUD | module_config/module_esp32c3_qcloud/at_customize.csv

SRIG, AEIEPR at_customize.csv IFRE0E DA T HEI o

s XA X Name fll Type AA[HEEL, {H SubType. Offset fll Size A DAL,

o WRBHFERIM—AHEH P X, Gk E 2 E 41 ESP-IDF (esp_partition.h) H5E
X

- WREE X, HARE Type {55 ESP-IDF [#4H [

— WA X, R Type I HE N 0x40.

o HF4r X Name AR 16 F7,

* at_customize 5 KIYERIAK/INE LHE partitions_at.csv M7, GSMIHT A P40 DX I8 AN 288 L i
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5.7.2 H:pK at_customize.bin

&2 at_customize.csv J5, A PAE B4 ESP-AT LR {# ff python A gen_esp32part .py K4
at_customize.bin {4,

R A, #E ESP-AT TR H R FHATPA a4, B4 INPUT FI1 OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT B A FARATI) at_customize.csv B¢ 3l SCHAA B4
« OUTPUT Bff i E iihy — B0l s CSV X Ry AR, AN ms, R FbrEs

5.7.3 §&3k at_customize.bin £ ESP32-C3 %55

R at_customize.bin " # F| flash Hr, FEFUIMPRE —HEHl SCABE SR B ESP32-C3 1545, 1555 bk AT B+
Zi& 4, FENAFBA at_customize.bin LT &k,

2% 3: A4 at_customize.bin [7) T #5 il
F& L] ik K
ESP32-C3 | MINI-1 0x1E000 | 0x42000
ESP32-C3 | ESP32C3_QCLOUD | 0x20000 | 0xE0000

AEFBEEAUR L JFCK at_customize.bin N #%F| flash J5 4 BEMH ] —LE AT

o AT+SYSFLASH: %035 flash 7 F 5 X
o AT+FS: XM 4 %ifk

* SSL RFS#RAH XS

* BLE JIR55#84H K d

57.4 rpi

AT R U4 R test B 4 KB 43 X3N] ESP32-C3-MINI-1 B2 .
B 4e4k 3] ESP32-C3-MINI-1 # at_customize.csv 3, XE 7 X Name, Type. SubType., Offset #l

Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat,0x47000, 100K

B8 EHYE ESP-AT TR, =iEYE ESP-AT iR H % N 4T python A4 i at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c3_default/at_customize.csv at_customize.bin

R)G, BSP-AT AR H 444 i, at_customize.bin,
=4, F# at_customize.bin % flash,
1E ESP-AT TR H K T HATLA T 4, 4 PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset -—-after hard_reset --chip auto write_flash —--flash_mode dio ——
—flash_size detect —--flash_freq 40m 0x1E000 ./at_customize.bin

* PORT #4144 FK
* BAUD B Ml FrR.

Espressif Systems 277 Release v2.3.0.0-esp32c3-164-g67966ba
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 5. WA 4iFHIF & H O AT TR

5.8 B m— AN P B 32 Fy

ESP-AT TR M, FF3 it 7RI AT E SO factory_param_data.csv I module_config, %1
H T ESP-AT TRECFHNF-&  (BUE R RI) . B DA B e B S 7

e | B4 ZABLE XX
ESP32 *« WROOM- » module_config/module_esp32_default/sdkconfig.defaults
32 ¢ module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
¢ module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32 | ESP32_QCLOUD
Q » module_config/module_esp32_qcloud/sdkconfig.defaults

* module_config/module_esp32_qcloud/sdkconfig_silence.defaults

ESP32- | MINI-1
C3 * module_config/module_esp32c3_default/sdkconfig.defaults

¢ module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C3_QCLOUD
3 -Q * module_config/module_esp32c3_qcloud/sdkconfig.defaults

¢ module_config/module_esp32c3_qcloud/sdkconfig_silence.defaults

e 24 /build.py menuconfig W] silence mode Ny 0 W, XMV B BE B 4N
sdkconfig.defaults,

e« X4 /build.py menuconfig F [ silence mode 5 1 B, Xf 5 B0 Bl B S04 H

sdkconfig_silence.defaults,

WA ESP-AT T AR RIS A~ ESP32-C3 BLAH 1) S Hf , W5 2B HOX S e B 3L« ALY “ESP32-C3
B R
o ESP-AT TR RGN SO HORE4L, A03% ESP-AT CU@E Bk R A moRed], FIASE Bk R A s
Ao EAEIRIGEE, P TAERER, MOt HIE .
* ESP-AT TRECEFLSCFRFAURIAL, (EH P75 20 B B B BE B -

ARSCRPRFUL I Qi e ESP-AT TR A ESP-AT & SCHFHYHEFK ESP32-C3 8 IR IR S04, R 3
PAZS I ESP32-WROOM-32 S5 4, MLl Jf] SDIO i A2 BRIARY UART #11

5.8.1 Ar factory_param_data.csv ZRNIEEA (5 B

FTIHF A A factory_param_data.csv , TERMGERIGIHA—1T, MIELHEFEREMXSE. A001d, A1
¥ platform % B A PLATFORM_ESP32, module_name X 5 WROOM32-SDIO, HABSHZEEN

T (BHE LS factory_param_type.csv)
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¢ platform: PLATFORM_ESP32
¢ module_name: WROOM?32-SDIO
* description:

» magic_flag: Oxfcfc

e version: 3

e reservedl: O

e tx_max_power: 78

e uart_port: 1

e start_channel: 1

e channel num: 13

¢ country_code: CN

e uart_baudrate: -1

e uart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

* tx_control_pin: -1

* rx_control_pin: -1

5.8.2 {&X esp_at_module_info £%§4 {4

TR S 157X esp_at_module_info #5 ¥ 1k .

5.8.3 MCE Bl

56, #EA module_config U, AN — AT S I ke A7 OB AH I L B S (SCRde s R k7
), SRIGFEH PN ARG E S04 IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults PA S
sdkconfig_silence.defaults

A, AT HOK W module_esp32_default 3L ¥ K H WL E S, HEMA N
module_wroom32-sdio. FEAKIH, i E 4 IDF_VERSION. at_customize.csv #/l partitions_at.csv 555
B, FA1RF B sdkeonfig.defaults A1 sdkconfig_silence.defaults:

* i/ module_wroom32-sdio XF TR X3, FTEMBMAINECE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_ config/module_wroom32-sdio/
—partitions_at.csv"
CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"
CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* f#i1] SDIO Ji#, F%[% UART JHLE
- #%F% UART [it &

’ CONFIG_AT_BASE_ON_UART=n ‘
— iy SDIO FiLE:

’ CONFIG_AT_BASE_ON_SDIO=y ‘

SER R BR G, W E BT 4% ESP-AT TREAE BLA [ (4F. AGd, RAIERE TR, MEkfF
PLATFORM_ESP32 Fll WROOM32-SDIO A B4 [ {4

5.9 SPIAT $554

AR BN SPLAT BB S, F2 AT LA :
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« B
« {£J8 SPI AT

o SPI AT i% %

59.1 T4

SPIAT A& AT T2, i ] SPTtpS AT 8 8 5 - 7248 ] SPTAT i, MCU %4514 SPI master , ESP32-C3
WAAEHR SPLslave, @R XU iE i SPI N SEHLE T AT Ap <2 B,

fiJil SPI AT {3

AT TAEEAHH] UART HpisGlEAT 8l (5, {H2 UART Pisloe— L0 55 2 AL A i 1 I 3 5796 A
WL, P, (SO S e R AR 11 SPT MRS i Al 1k — R (i 5

W £3J1 SPI AT ?

Gl AL T A BRI 5T S SPLAT

1. @d . /build.py menuconfig->Component config->AT->communicate method for
T command->AT through HSPI f§ifig SPI AT,

it . /build.py menuconfig->Component config->AT->communicate method for
T command ->AT SPI Data Transmission Mode #45 SPI $({Ef&Hz.

Wid . /build.py menuconfig->Component config->AT->communicate method for
T command ->AT SPI GPIO settings Bt SPI{#iff ¥ GPIO & .

1 . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI driver settings i%$& SPT MHLH) TR, HECEAM XEAFEXKAK
7N

5. EHidiiF esp-at L (% %hiF ESP-AT T42), By EHz1T.

>

2.

5 E

= 5

SPI AT BRIAFE I
TR TN RS ESP32-C3 B (] SPT AT WEERIA R {451 -

2% 4: SPL AT BRI

== GPIO %<
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout):sup:/ 8
QUADHD (qio/qout):sup:/ 9

BtW] 1: QUADWP 5|1 QUADHD 75| I {LAERE T 4 £k SPI T AR o

B PAEE T . /build.py menuconfig > Component config > AT > communicate method for
AT command>AT through HSPI>AT SPI GPIO settings, SRJG4miF LREKACE SPTAT XJ A fY
EH (3% 4%iF ESP-AT 142),
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59.2 {lif] SPI AT

FEf# ] SPLAT I}, ESP32-C3 i 45 iz TH) SPIslave TARFEF I Tl fFHAT

{2 F 2k (handshake line)

SPI j&—Fh master-slave Z5H)F) 4N, BT UML) i master &2, slave Joyk EalifEsmsids. H2, A
AT iy A TR A B, F5%8 ESP32-C3 545 T 8h k0% T LR —2ef5 B Ft, FA17E SPI master Al
slave Z [AJIS N T —AMEF-2k, RCH slave F- 30 [] master bR {5 B A DIRE

24 slave T BAL H AR, S ETFEW E3hfim, X7 master Ml 7= A4k —A>_E T GPIO Hr T,
master {25 slave (il (E, FHISCHUS, slave RHEFERBAC, S5HBGEE.
i R F LA B AR RN
* Master [i1] slave &% AT Hdliit, (I FLPHEN:
1. master [1] slave A& RGBT K, RI5% T slave [m 48 F 2 & H W) o idF &2 B0 015
=
2. master Kl 248 T2 L1 slave K A RENGE SR, FFHEEE.
3. master &A% 5, WA slave B L ELEH .
* Master 32U slave & iX1 AT i, (HHEFLHER:
1. slave i 1 2 T 26 1 master FF a2 ICEE .
2. master FEUEHE, IFEZIOIT ARG G, @A slave FidiE 2 4 2RI

LN

SPI AT (#Jiii {5 #% 3~ CMD+ADDR+DUMMY+DATA (/%5 ). #Effi ] SPI AT i}, SPImaster fifi Ff] 21—
SERF RSO AANT :

* Master [i1] slave %6 i i (438 7 4 5
50 FHLE ML AL

CMD (1=%) ADDR (1 =%) DUMMY (1 | DATA (&% 4092 %)
F1)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR RURETHRG , 7 B AR — 20N EORETHR AR ek, HARB@ EHRCh

% 60 THLEMMAL, EHUA BB 245

CMD (1 =%) ADDR (1 ZF%) DUMMY (1 DATA
F¥)
0x7 0x0 0x0 null

* Master $2Ui slave %1% (B I A0 38 15 1 S5C

# 7 EHLEIMAL AR A K

CMD (1=%) ADDR (1 =%) DUMMY (1 | DATA (&% 4092 %)
F4)
0x4 0x0 0x0 data_buffer

* Master HU{C slave ZORAIBAEIG , & B A — AN EORETHRA R ek, HARB@EHRCh

% 8 PAHLEMMAL, EHLEEERE 245K

CMD (1 =) ADDR (1 ZF¥) DUMMY (1 DATA
F1)
0x8 0x0 0x0 null
* Master [i] slave %% 175K %4 i 1 0/ NECHR 4 288 A5 41 5
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2 9: FHLm MBI A S Bl oK

CMD (15%) ADDR (1 =) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

Horp 4 779519 data_info HRLE AR AR ER A S, BT

1. Master [1] slave & EPEIREIFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTFHS , 1ZTFH5HE master BRI KA BT IERS, KB 16 ~ 23 bit,
3. Magic ff, & 24 ~31bit, [H5EH OXFE,

* Master {5l 2148 T2 B4 slave A MAIES )5, 2 AL 2K IH B2 slave JEA BRI T AR
X, R IEAT ER R AR, BRI E RSy -

# 10: BHUAGK, A PR Al a] BpRAES

CMD (1 =) ADDR (1 %) DUMMY (1 DATA (4 =%)
F1)
0x2 0x4 0x0 slave_status

RIEMRIER G, slave iR [BI RIRESE BRFAAETE 4 270 slave_status H, H RS Q0
1. slave 25 master &35 MEHREAI T4, KB 07 15bit; ({24 slave 40 T A SRRASHE, Z 7B
B
2. BIRFSS, K 16 723 bit, 247553k 3 KAl OxFF B, N — IR 755 EHrik BN
0x0. 24 slave b T A EARASHT, 7Bk master 75 1] slave ik 1)~ — FEARALN TS5 24 slave
AT AT ERRASHY, R FBEN slave 1] master &% T —MEAHFS5
3. slave A2/ AT ERRAS, KB 24 731 bit, Hdr, ox1 A, 0x2 K] 5,

SPI AT % ¥ 52 4 i e

SPI AT %l A B AR 3 243 i A4~ T -
* SPI master [1] slave %% AT $54:

| SPI master | | SPI slave |
| |

| step 1: request to send-———> |
| |
| <—————- step 2: GPIO interrupt------ |

|
| step 3: read slave status——> |

|
| - step 4: send data-————————- >
|
|

== step 5: send done-—————————- >

BASBREAR BT -

1. master [f] slave & 35175 3K 7] slave BEGREIIEK .

2. slave UKL master [ & 351K, FrILET slave FLiFBa 3R, W slave_status ZF 77255 A i master
BAWbrEN, RGiEid e 2 & master ¥ GPIO H1iif,

3. master FEUE| FWT I, B2 slave [ slave_status ZF774%, Kl #] slave i ABRISCEHR FRAS .

4. master (A slave K iEEHE

5. KIRFHREE A, master [1] slave Kk — AR ARG AIIE B .

* SPI slave [i] master %1% AT M)y :
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| SPI master | | SPI slave |

| |
<—————= step 1: GPIO interrupt------ |

|

|

| step 2: read slave status—-—-> |
| |
| <—————= step 3: send data-————————- |
|
|

7777777 step 4: receive done——————-> |

BB PR BB -

1. slave [i] slave_status 2f {7y 5 A fL1F master 20O B slave W 5ds A& 4L, AR )58 T 48 T 4l &
master _| ) GPIO .,

2. master FEULE TS, LHL slave [ slave_status ZFf7a%, FrilF| slave A AR EAEAPIRAS .

master FFURIEICR B slave 1558 .

4. B GG, master [1] slave ik —Z5 AR RICEHR S5 AR ITH S -

»

SPI AT %} )31t SPT master ;5 {CH%
SPI AT 7 & 2 4F & SPI slave {ii J§ 1), {#i i SPI master 5 SPI slave #4715 i 7 6 AL 18 45 & %
at_spi_master/spi/esp32_c_series.

BEWI L AEfH MCU JF k2 1, 5 208U ] ESP32-C3 (3% ESP32 K48l MCU ff: 2y SPI master Rizf7 1t
B, PATT AR L B U B YR

5.9.3 SPIAT #i#%
D eIl
 ffi ] ESP32 u}# ES32-C3 JJ &K #fE >~ SPI master, izfT ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PFIC BT -

1. fififf: CPU T ARSIk E 4 240 MHz, flash SPI mode it & % QIO #izX;, flash $ii*% 4% & % 40 MHz.
2. Rk BT BESP-IDF v4.3 fAgRieaREs, H¥ R B F ) streambuffer Rk /NEEE S 8192 FFH5 .

o fii ] ESP32-C3 £k SPIslave, %Itk SPI AT [E{4: (5% %1% ESP-AT T42), F¥ ESP32-C3
Jic & TAEAE TCP i#fE1i1. ,\%\ﬁﬁaﬁ:@ﬂﬁﬁﬂ
1. fi#iff:: CPU T ARSI %% E} 160 MHz,

2. Bf: SPI-AT [ sE R AL 55 1, ¥ streambuffer [ /N &0 8192 -7, I:{#i Al ESP-IDF Ry
example/wifi/iperf FfJ sdkconfig.defaults.esp32c3 FRAH il B S 4

MRS R
RN T AL SR A A2 (7 R AR
% 11: SPI AT Wi-Fi TCP jE g%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20 M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40 M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s
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BEWT 10 2 SPLEIM AR wn i, ZRRT LR BR ), (4 Dual 5% Quad TARRIR i {5
ORI T Standard B R B35 GE .

B 2: HZ KT SPLEAEI N E S H X AN 5 RS Tt

5.10 Wi s:8 OTA JH%

ASCRG R AN ESP32-C3 RFIRHRSCIL OTA J+. HHl, ESP-AT F#1XFA [ 52 f4t 7 AR =Ff
OTA fiy%. R LMRYE A CHFREHIE G OTA fiyd-.

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCREEERATR B :

o OTA 453tk B A 3+
o {# Ji] ESP-AT OTA 4441 OTA F+45

5.10.1 OTA 4 %L Kb i 5t

AT+USEROTA

e fir @it URL SE3 OTA Jhgf. Fnl ATHREHCEAE HTTP 455 & L. H i SR
ST 5% AT+USEROTA SFHUEZ A5 5.

HIT 8 T P B E X4, R RAET BB at/sre/at_user_emd.c JEATEAR LM Z A2
WA A B S s R

1. SATIE T O HTTP %5 5%
2. fEBHHEE URL,

R

o WARETHRAE AR R IR B AT, FETI RS UG, BRI JoiA (] AT+CIUPDATE iy
STV, BAEGRIE LA AT+CIUPDATE #:47 OTA FH48 B T H SR 4%

AT+CIUPDATE

I Ay A iot.espressif.cn /E S ERIN HTTP R 55 8% . L AT AT W AR 70 X, b n] PATH4%
at_customize.csv HE LM HE X GRS AN RELMBA, R RaSTR
FIRFZERAMINA . 5% AT+CIUPDATE 3-IE 215 5 .
I Z AT A & 3 bin 3, AT 2 —.
1. }% iot.espressif.cn ¥4 Ay 5 1 G HTTP IR 5528 , J192 038 Bt #E - WAl sE 8L H £ /) AT+CIUPDATE
2, Z% at/src/at_ota_cmd.c,

2. 1f iot.espressif.cn @A~ 4y, JEAEH I 1A% bin S0fE. (BRI B0 7R C2ext iz s
e R S5 28 FRIRLESs.) 155 % 148 AT+CIUPDATE # 47 OTA FH48 3 H L5 4.,

B2 AR 3 55 R

L BREHRE LAk, NAARSRE R ARk,

2. BAVRTI g A e U bin SCPE, HEEATH R HTTP JR5585 .

3. BAACH HTTP R3575 . B 7 I RS XA, B4 2 I AE at_customize.csv Sz Y
P HE U X .
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AT+WEBSERVER

ot MLV A B/ NERFE T AT IO, LR, i %SRBI B A K O, (ETF T
G2, R web IR B & U T AT [ PESE B & AL L. G50 DhBH AT+ WEBSERVER
ol Web Server AT 7= 15) KRB 215 &..

KT SEEE O R HTML T, i55% 56 fs_image/index.html., 4 T SCH4 H O 19 AT+WEBSERVER
il S % RP at/src/at_web_server_cmd.c,

P & HR T AT
I R ET AR OTA JH, Aol TSR .

CiRAE

o WERAETR I R AR 3R R AR B, FETFsE s, T REJCIA 6 AT+CIUPDATE fiy
STV, ARG IRAE R AT+CIUPDATE # 47 OTA JH48 B T A O 4 .

5.10.2 fdif] ESP-AT OTA #4471 OTA F-8%
f8i)ll AT+USEROTA #47 OTA S}

5% AT+USEROTA 3 E L5 H..

{#iJl AT+CIUPDATE 47 OTA 7}-4%

B ILAT+CIUPDATE iy 128 H 7€ LI bin SCPF, 5 52U R bin SCPF EAZ %] iot.espressif.cn H H 3K
% token fEL. VAN A PRHEIA T ANATAE iot.espressif.en A B I & bin U,

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

o%e < m * 7t (O] iot.espressif.cn & [ui] )

My tasks - Team Work ESP32 Programming Guide ~Cisco WebEx Mestings ~ Espressif Systems B/ +

|OtBUCket i Start ~ Join Login

K 3: FTJT iot.espressif.cn [ 3k
2. Rl B “Join”, HEARRMIA T, WA HBIEAI R .

i
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lot-Espressif BiStart- Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Ema
Password Password
Join

& 4: A iot.espressif.cn

* 4] Join FIREE RN I WARGAEM T IZIIRE, HKR K.

3. MEMITUZE LAY “Device”, #RJ5 ik “Create” SRAIE M.

Io‘t. ESpreSSIf Device Product ii Start ~ 2 weiyuanjia ~

Devlce search device name, serial, key, e product ] & Export + Create

rd

iot_test
Id 147469
Serial 107¢7503 @&
() 8daysago

K 5: Hilr “Device”

4. MR QIHBIE AN R, W EPTR:
5. YR 4 G5 OTA bin 3L, FiLE AT OTA token #HIR AL AN T ANFIR -

Tk WG SSL OTA, #E%i “The SSL token for AT OTA” H7F 5L E .

6. wity “Product” JEARITT, 4I7H Q7R . A1, 7E “ROM Deploy” i A4~ FI corename .
FEALPR S HHY bin UPFE Ay $A “otabin” FFLRAF .

ik

o UREAETLTIY, at_customize.csv PEXWHAFTHE XK, HE¥ ota.bin BN
P E S DX bin SCEERIH]

o X corename FE, MFEAUA THBIEIX 4 bin S0,

7. Hiidi ota.bin K HARIT R S HITRAS -

Espressif Systems 286 Release v2.3.0.0-esp32c3-164-g67966ba
Submit Document Feedback


https://www.espressif.com/zh-hans/contact-us/sales-questions
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 5. {2 A1IF K H CHY AT TAE

Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
" Public Device

Product

4r

Create Batch Create?

K 6: i “Create”

Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~

9 Device {id: 148038, serial: 01035413 }

# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active
Device Secret 2695e0e0406b8a816ca2b38b286e@27ccf2deald Device Status developing

Master Device Key 5802d10b6ee86c617583371a%e4faf4fe@942f2¢

Datastreams Request Logs O
1 wait for request...
+ Create
. Ke set you as owner
Meta-Info # y

| master 5802d10b6ee86c617583371a%e4faf4fe@942f2c (master) I

owner 7109246496617d2482c6a3b38498119181734162 (owner)

+ Create

Bl 70 AN
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Espressif IoT Development Framework Configuration o
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

B 8: il AT OTA token %547 - 7% 1

8. fEi# LizfTAT+USEROTA fin %o QRIS L IERE, KFIT4R OTA TH.

GipAH

o W %% iot.espressif.cn [ bin SCEEZFRET, G PA N LN -
- WRFA app 44X, 1HKF bin 44 E A ota.bin,
- WRAL P @ XWX, 55 bin U443 E N at_customize.csv Y Name FE.
B, WREF Lk factory_Param 70X, iERHHIXE N factory_ param.bin,
* ESP-AT R E A7 E S T OTA 43X Hr . iXAf, Bl OTA tFRAMNEFE K, Jihh ESP-AT
P RBIE R E T, EXT HE XX, BT ESP-AT %A &0, H/IM0F.
o WRIEFT RN —IFUG HUIH g i bin SCPE, IR 21E R A pIGIASE] , BB i%5% OTA token % ¥
b H Y token i .

f¥iH] AT+WEBSERVER #t47 OTA -4

53 AT+ WEBSERVER | Web Server AT 719 35 ERE £Z(Z A,

511 4nfaf g5 ESP-IDF fiftAk

ESP-AT [&{- 5T SR EFWHE M K HELE (ESP-IDF), &ANUA ) ESP-AT [&{4:Xf i 5 ~F5 7 1) ESP-IDF fiit
A SR FN AU ] ESP-AT TLREERIAH) ESP-IDF JiiAS , ANfE 555 ESP-IDF Jit4 , [A ) libesp32c3_at_core.a
JIKJZ 1) ESP-IDF [t 4~ 5 ESP-AT T#£/#] IDF fitA A —Sn] fe 2 T 80E R B R A

B2, TERSRRIRIEOL T, ESP-IDF [F/NGUA BBt m figidi A T ESP-AT A%, WSREFEZER, KX
IELIE(ErSE =N

ESP-AT [& {4 Xt W 1) ESP-IDF kg 4 i 5% #F IDF_VERSION ({4, X L% 3 4 43 #fi £ module_config
SCA IR WA (A A8E 2 S e e i SO R R T OB A [ R BT B T ) ESP-IDF 1 4y . R A

ID il 78 k. f 4, PLATFORM_ESP32C3 4 [ MINI-1 A8 #H [y IDF_VERSION { F mod-
ule_config/module_esp32c3_default/IDF_VERSION,

SR ARAE K ESP-AT [E{4: 5337 ESP-IDF JiiA, i3 IR DA R A0 IR 44
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 9: it ® AT OTA token %54H - LB 2 #11 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
& 10: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7a9 }

Id aBav

Name esp_iot_test
Serial Bbddd7ad (In 8 hours)
Secret click to show secret

Description

Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
e i T

chore(beta): 1.0 codanamediot)

@ Aa, bin

+ Deploy

& 11: AR 24 iR A ota.bin

o $RFFIL IDF_VERSION ({4,

o WPEFREFHIH A3, $252 ID I L.

o MBr esp-at WHFFIEA R esp-idf, PAE TR 5 S8 7k IDF_VERSION H145E 1Y
ESP-IDF i 7s.

o T HiYni% ESP-AT T#E,

R, 24 ESP-AT JiUAF ESP-IDF JRARIEHL, iy S an T .

’Please wait for the update to complete, which will take some time

512 ESP-AT lWilfF% R

ASCR LU 1 [F]— ESP32-C3 R FH AT [ PHAE SR ar 46 fiEfE. AU 25

5.12.1 ESP32-C3 %%

AT EVAT ESP32-C3 251 AT [ X5

« ESP32-C3-MINI-1_AT_Bin (A5{##7 MINI-1 Bin)
« ESP32-C3-QCLOUD_AT _BIN (A5 f#i#% QCLOUD Bin)

Sehp o A4

NI T HE S E R ESP32-C3 R4 AT BN SRR a4 (1 & 301 ) . BRI SCREAT ATE
Wi B AN % ESP-AT TG SR m &k (1 9 %%). 2R fmmd s (O ®R), TREAY
Ay S LB N FEEA LR a5 . IR AR EPFILAT B4, SRR AL F, A
Fromik. BATHFERECFICEMNRE T 7 RS 42T OTA TH-
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s MINI-1 Bin | QCLOUD Bin
base
user
wifi
net
MDNS
WPS
smartconfig
ping
MQTT
http
FS
driver
WPA2
WEB
OTA
gcloud IoT
iR 5
e MINI-1 QCLOUD
Flash 4 MB 4 MB
PSRAM [x) [x)
UART !
TX:7 TX:7
RX: 6 RX: 6
CTS: 5 CTS: 5
RTS: 4 RTS: 4
X EA]
TERAH T ESP32-C3 £51| AT [l SRR o0 b
WA A MINI-1 Bin | QCLOUD Bin

ESP32-C3-MINI-1

ESP32-C3-WROOM-02

513 4pfaf M\ GitHub b #dp @it A AT [ 1F

17> ESP-AT 7£ GitHub |51 CI (FRZi5E00) , AR RS BiERR 2] GitHub #2242 i ESP-AT [

i il 4% o

VUART BT HE X, PEEESH Tt & AT st o § i,
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TR AT FPERIEHA SON TR, SREAM LT, EFRE AT,
WPRAFAF T RIS PRCL B P8 EEE, TS S mT RE R ) oL

PATR g A GitHub R il A AT [

1. BSR4 GitHub Jik'S:
TG v, WEEBFER GitHub IKS ) K N E R EE AR
2. ¥TFFMITT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<> Code () Issues 50 il Pull requests 4 (®) Actions [ Projects 07 wiki @ security

¥ master ~ Go to file Add file = About

AT application for ESP32

& xcguang Merge branch 'docs/update_how_to_customize_ble... .. + Gdaysago Y 1,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B .github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
i esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp3Zs2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
& View license
I tools feature: Support compile on windows OS 7 months ago

K] 12: ESP-AT GitHub ‘{75 7 i

3. Hi: “Actions” PEA “Actions” T A
4. i “Branch” 45 E 5 X
BRINK master 433 QIARAEART #H & 43 SIS [, sy “Branch” #E A8 73 3L
1] workflow T [

5. gy workflow #E A workflow T i
6. PR BN B IRG, 1E Artifacts U AP EERAHXS B AL

7. il T BB R I iR AT AT [

il WEPREHE Artifacts TR AR BN AR, S ESP-AT B £ 5% PRI
AT EG

514 % X Bluetooth LE Services 1. H

ESP-AT 42 python 4~ BLEService.py ¥ H E X Bluetooth LE R4 %k ble_data.bin. #£TH
7E X Bluetooth LE f[x 45, 1657 SCR 4ot & & SUK 6 35 T IR 55

o E R iEE M

o FHESE AT = H LH
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[ espressif/ esp-at

<> Code () Issues 50 il Pull requests 4

(®) Actions

¥ master -

0 xcguang Merge branch 'docs/update_how_to_customize_ble_s...

B _oithub/workflows

Go to file

feat: add new GitLab and GitHub jobs for all functi...

@Watch ~ | 44 ¥ Star | 371 %9 Fork | 251
[T Projects 00 wiki © security cae
About

v Gdaysago Y9 1,473

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266

2 months ago ESP8266_RTOS_SDK

& 13: 535 Actions

B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet
. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

B3 espressif/ esp-at @Watch ~ 44 7 Star | 371 Y Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch "docs/update_how to customize ... T, B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
& 14: Actions T ]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
i 15: /i Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch = Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... release/v2.2.0.0_sspa2 B 7 days ago
CIC++ CI #270: Commit 7135705 pushed by igrr T 3 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... release/v2.2.0.0_espa2ss B 7 days ago
CIC++ CI 4260 Commit 4820237 pushed by igrr D & amais
. =
K 16: i Eopiit Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

K 17: HeEr) Workflow T ]

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 18: Artifacts T [f]
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5.14.1 Ak kS F
HEBEU T AR 22—l ble_data.bin,

o JERZE AR,
o i A AR,

JEIAR A ok

4~ BLEService.py Hff2/2 tools/BLEService.py. #nl AL —h gEWRBUHARREBIEE . fitin]
PABLHET A R A ble_data.bin —3#EH 0.

python <SCRIPT_PATH> [-t TARGET_FILE_NAME] <source_file> ‘

o SCRIPT_PATH: A, WIEMAIE AT “tools” H3 R, N SCRIPT_PATH }y BLEService.py.

* TARGET_FILE_NAME: ZLRAFA R BARSCH (B AR SCHE4 I 4a st okl sz A ik ) s iR i
FiewE, WEHE source_file JRfEHF A ATBleService . bin —dEHI Sk,

» source_file: 44/ Bluetooth LE GATT 45 U8 SCF (YR SR 2 T btk 5 32 FH X bk )

flan, A PAPATA R aATE tools H g FAE R ble_data.bin — il 0.

python BLEService.py -t ble_data.bin ../components/customized_partitions/raw_data/
—ble_data/example.csv

2R P 101 ] A2

ESP-AT ' Bluetooth LE GATT service U474 %45~ components/customized_partitions/raw_data.
T ERE H E X Bluetooth LE fIR 55, 15 Z75 SR 4e T @ & SUIK 46 35 F IR G5
YT EREGIE BSP-AT TR, 2% U %RiF ESP-AT 142,

5.14.2 PR EH RSO

7R BLEService.py UL G BERAHE A SCH o 3061 SC . B3] DA PAR 5 2R 0B So b
2| flash -
1. s gesR TRk — kil o4
1. Windows
15~ 2k Windows Flash [z T.H .
2% zip I readme . pdf B(# doc HRIRBUEZ A Xz TREMEE.
2. Linux or macOS

i {#i ] esptool.py.
A PAS % 4o b7 B 2 SR 405 F IR 5 PRBUE 215 B .

esptool.py —--chip auto —--port PORINAME --baud 921600 --before default_reset --
—after hard_reset write_flash -z —--flash_mode dio —--flash_freq 40m --flash_
—size 4MB ADDRESS FILEDIRECTORY

¥ PORTNAME E# kA3 EE O, ¥ ADDRESS Biffe et ihl . % FILEDIRECTORY ey — it
il SCHITERT H 5% .

2. JE A IR A ik S

1. AT+SYSFLASH 4
PAESP32-C3 AU NHI, BRI ATATAT a2k H ble_data 73X iS5 AT+SYSFLASH 3REL
CIEA IS
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1. #¥if] flash f P40 IX

AT+SYSFLASH?

M 3/ :

+SYSFLASH: "ble_data",64,1,0x21000, 0x3000
+SYSFLASH: "server_cert",64,2,0x24000, 0x2000
+SYSFLASH: "server_key",64,3,0x26000, 0x2000
+SYSFLASH:"server_ca",64,4,0x28000,0x2000
+SYSFLASH:"client_cert",64,5,0x2a000,0x2000
+SYSFLASH:"client_key",64,6,0x2c000, 0x2000
+SYSFLASH:"client_ca",64,7,0x2e000,0x2000
+SYSFLASH:"factory_param", 64,8, 0x30000,0x1000
+SYSFLASH: "wpa2_cert",64,9,0x31000, 0x2000
+SYSFLASH: "wpa2_key",64,10,0x33000,0x2000
+SYSFLASH: "wpa2_ca",64,11,0x35000, 0x2000
+SYSFLASH: "mgtt_cert",64,12,0x37000, 0x2000
+SYSFLASH: "mgtt_key",64,13,0x39000,0x2000
+SYSFLASH: "mgtt_ca", 64,14, 0x3b000, 0x2000
+SYSFLASH:"fatfs",1,129,0x70000, 0x90000

OK

2. #f ble_data X

PNy N
iy

’AT+SYSFLASH:O,"ble_data"

M Y -

[ox

3. B ble_data 43X

PNy
e

’ AT+SYSFLASH=1, "ble_data", 0, 2344

M.

>

Y4 <operator> N write B}, RGE| AL TIRE] >, HEHEWT A A ZEE %L
P, BRKEN S <length> 8. YHABEERZ G, REASIRUTHEE.

[ox |

2. AT+CIUPDATE
Bilan, A PARAT AT v & R BT ble_data 43X (RI$ 2 LA A Wi-Fi JigE) . 5
% AT+CIUPDATE 3K 25 ..

g PR EARE XA U ble_data 20X,
17T =3, OTA F+28.,

Vo
PINY

JRSEHLH B OTA B4, 5245 3 4o

AT+CIUPDATE=1,"v2.2.0.0", "ble_data"

Fik: AU RS AL TE B, 7500 ESP-AT BCETTRERRE T M. 5% Besm bl i 55 1 B 07 ¥
2 F74 AT+SYSFLASH?,

299 Release v2.3.0.0-esp32¢3-164-g67966ba
Submit Document Feedback

Espressif Systems


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 5. WA 4iFHIF & H O AT TR

5.15 a2k PKI SCAF

ESP-AT $2{}t python Jfi4< AtPKI . py X SSL e 55 @ ubA5 3¢, SSL %&b A5 3¢, MQTT UL 3C 1A
WPA2 IEH3CF (4% CAIES, cert IETAIFAEH) ey —dbHI k.

e JF —‘P};Kﬁ‘%ﬁ’] i'ﬁ;#g‘i
T

o FHKRH LAIEF ZaH LA

5151 UES R Sc A R

B TRFUEAS SOy — BRSPS, BIAR AtPKT . py ib S pa) bSO P A LR ME R
A AN UEAS SCPERS , RESAE SRS A/ NRBEAS N 12 7358, HAESCER BT 4 7R 5%

FHB ik
magic code (2 F7) 0xF1 OxF1
HESNINCE S ) UEAS SRR

KE (457) P4 SR = B SRV - magic code R/ - Z11 K/
- KD

PR (1 77)
ca: 0x01
certificate: 0x02
key: 0x03

ID (157) I VURCIE 45 34

WK EE (2 1) ety — R SO IEAS SCPFR RN

PA R 45 =3 ) SO N client _cert  bin SCHERBI, T HEHISCHTT L/ 12 7
FEAE AR PR

FB s
magic code (2 F7) 0xF1 0xF1
ESNINVESD 0x02 0x00
KE (4 %3) 0x20 0x09 0x00 0x00
%’éﬂ (1597) 0x02

D (1575) 0x00
]i]ﬁ-{(r (2 %9) 0x8C 0x04

W UL SRS, A AtPRI . py IBRTERREE — U SCPFMg R ML SO IT LA A 4 555K
oo SCOFIFR B /NSt 4 = Ay e n F -

FE Haik
KA (177)
ca: 0x01
certificate: 0x02
key: 0x03
ID (1%37) T PERCE A3 3e 4
WAKE (277) ety — I SO R IR S SCPRR RN
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PAZ BGE B =3 ) S /NI AE ) client_cert . bin SCHNBI, SCHTFLH /MR 4 7345 5
WRPrs:

FE Bk

KA (1 5) certificate: 0x02
D (155) 0x01
NAEKE (2%FT) 0x8C 0x04

5.15.2 A )kuEs e Sc
T IEFEPA T I Rz —A Bk — ik i ek

o R AR,
o ZRiF A A R

JEIAS 2 )k

7 AtPKI. py BIHEARJE tools/AtPKLpy. 0] DAL —h el ARUEA R ARE (5 B . it nl AR Heiiad
AR fiir A 8 HE S

python <SCRIPT_PATH> generate_bin [-b OUTPUT_BIN_NAME] <PKI_LIST> <source_file> ‘

e SCRIPT_PATH: BIAREIZ. WHMEIEAT “tools” HixF, W SCRIPT_PATH  AtPKI.py.

* OUTPUT_BIN_NAME: ZLRAFA R HARSCHE 4 (B ARSCI 44 e X stk s A ik ) 5 st —o
OUTPUT_BIN_NAME #{AA WS, WIANR: A 2417 H SR A PKI . bin 30

e PKI_LIST: WZET ca. cert. key H—4,

« source_file: FAFEARAUE SISO IEB IR SCORAY 4 X ki i 5 AR X L )

PA ESP-AT ) SSL % itk 45 SCA R Bl #5mT DASRA T R THI ) iy 27E tools H3g FAZ A client_cert.bin
1411 o

python AtPKI.py generate_bin -b ./client_cert.bin cert ../components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt cert ../components/customized_
—partitions/raw_data/client_cert/client_cert_0l.crt

20 P10 ] A e

ESP-AT HE 45 SC4- I AEAi% %4425 components/customized_partitions/raw_data.

PA ESP-AT ) SSL % Pl 45 304l . dndi s R84 i 2 SSL & Pl b il S, bk B
sk client_ca R CAEREH N HCHK CAET, FFHK client_cert H3E MW cert EHE#H N
HOM cert JE45, K client_ key HFE AR H A H O KA.

ARG S AE S0P, RS OOE TR IR UM T AP0 F T o U T DA S LB 45
DB I 133 PRI

BTG, TS % %t ESP-AT T2 4% ESP-AT T,
5153 PFEEA B HE eIk

iijﬂzlﬁ AtPKI. py UL ATTRAIEA SO bl S o BRI DA I AR O 3R 1 i S48 5% 2] flash
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¢ Windows

15~k Windows Flash [z T.H .

2% zip I readme . pdf B(# doc HIREUEZ A Xz TREME R
¢ Linux or macOS

& {# ] esptool.py.

TEAT ATE ESP-AT #iE H 5i R TR T 1) fi - be sk kil S

esptool.py —--chip auto —--port PORINAME --baud 921600 --before default_reset —-
—after hard_reset write_flash -z --flash_mode dio —--flash_freq 40m --flash_
—size 4MB ADDRESS FILEDIRECTORY

¥ PORTNAME Biffe A ER 1. ¥ ADDRESS #iffe fyks il . ¥ FILEDIRECTORY #iifh ik
il ST H %

3 A A S

o AT+SYSFLASH 4
PLESP32-C3 B MBI, BATAMATLA R in KB client_cert 43X, 5% AT+SYSFLASH
RPCEZ (5 E .
1. 2 flash f 43X

AT+SYSFLASH?

e Y =

+SYSFLASH:"ble_data",64,1,0x1£f000, 0x6000
+SYSFLASH:"server_cert",64,2,0x25000,0x2000
+SYSFLASH: "server_key",64,3,0x27000, 0x2000
+SYSFLASH: "server_ca", 64,4,0x29000,0x2000
+SYSFLASH:"client_cert", 64,5, 0x2b000,0x2000
+SYSFLASH:"client_key", 64,6,0x2d000, 0x2000
+SYSFLASH:"client_ca",64,7,0x2f000,0x2000
+SYSFLASH:"factory_param", 64,8,0x31000,0x1000
+SYSFLASH: "wpa2_cert", 64,9,0x32000, 0x2000
+SYSFLASH: "wpa2_key",64,10,0x34000, 0x2000
+SYSFLASH: "wpa2_ca",64,11,0x36000, 0x2000
+SYSFLASH: "mgtt_cert",64,12,0x38000, 0x2000
+SYSFLASH: "mgtt_key", 64,13,0x3a000,0x2000
+SYSFLASH: "mgtt_ca", 64,14,0x3c000, 0x2000
+SYSFLASH:"fatfs",1,129,0x47000,0x19000

OK

2. g client_cert 40X

’AT+SYSFLASH=O,"client_cert" ‘

M i/ :

[ox |
3. i client_cert 40X

A AN -
i

’AT+SYSFLASH=1,"client_cert",0,2344 ‘

M 5/ :

> |
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2 <operator> jwrite [, RGEIar>IRICHATIRI] >, BORHEAT DAk A 25
AR, BRSNS <length> —8. MHABMEREN LG, RESPRATEL.

OK

* AT+CIUPDATE 4>
B, GEATARATLA R iy K BT client_ca 73X, S HAT+CIUPDATE SEUEZfF 5 .

W% RS X AR client_ca 43X, EAISEELH OB OTA %45, S %L
RYhafT 23, OTA F+4%

AT+CIUPDATE=1,"v2.2.0.0","client_ca"

Fik: AR RPER AL TE R, 7500 ESP-AT BCETTRERRE T 0. % BesHbhb i 5 17 B 7 5
SEIFT A4 AT+SYSFLASH?,

5.16 AT API Reference

5.16.1 Header File

¢ components/at/include/esp_at_core.h

5.16.2 Functions

void esp_at_module_init (uint32_t netconn_max, const uint8_t *custom_version)
This function should be called only once, before any other AT functions are called.
S8
* netconn_max —the maximum number of the link in the at module
* custom_version —version information by custom
esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)
Parse digit parameter from command string.
S8

* para_index —the index of parameter
* value -the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8
* para_index —the index of parameter

* result —the pointer that point to the result.

R m

ESP_AT PARA_PARSE_RESULT OK : succeed
ESP_AT PARA_PARSE_RESULT FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
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void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

SH
* len —datalength
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

izl
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

S8
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%4 ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,
& a] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)

write data into device,

ZH
¢ data —data buffer to be written
* len —datalength
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B
e >=( : the real length of the data written
* others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
S
e data —data buffer
* len —data length
A
* >=0: the real length of the data read from device
e others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

%¥ timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=0: the length of the data received
* others : fail
bool esp_at_base_cmd_regist (void)
regist at base command set. If not,you can not use AT base command

bool esp_at_user_cmd_regist (void)

regist at user command set. If not,you can not use AT user command
bool esp_at_wifi_cmd_regist (void)

regist at wifi command set. If not,you can not use AT wifi command
bool esp_at_net_cmd_regist (void)

regist at net command set. If not,you can not use AT net command
bool esp_at_mdns_cmd_regist (void)

regist at mdns command set. If not,you can not use AT mdns command
bool esp_at_driver_cmd_regist (void)

regist at driver command set. If not,you can not use AT driver command
bool esp_at_wps_cmd_regist (void)

regist at wps command set. If not,you can not use AT wps command
bool esp_at_smartconfig_cmd_regist (void)

regist at smartconfig command set. If not,you can not use AT smartconfig command
bool esp_at_ping_cmd_regist (void)

regist at ping command set. If not,you can not use AT ping command
bool esp_at_http_cmd_regist (void)

regist at http command set. If not,you can not use AT http command
bool esp_at_mgtt_cmd_regist (void)

regist at mqtt command set. If not,you can not use AT mqtt command
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bool esp_at_ble_cmd_regist (void)
regist at ble command set. If not,you can not use AT ble command

bool esp_at_ble_hid_cmd_regist (void)
regist at ble hid command set. If not,you can not use AT ble hid command

bool esp_at_blufi_cmd_regist (void)
regist at blufi command set. If not,you can not use AT blufi command

bool esp_at_bt_cmd_regist (void)
regist at bt command set. If not,you can not use AT bt command

bool esp_at_bt_spp_cmd_regist (void)

regist at bt spp command set. If not,you can not use AT bt spp command

bool esp_at_bt_a2dp_cmd_regist (void)

regist at bt a2dp command set. If not,you can not use AT bt a2dp command

bool esp_at_£fs_cmd_regist (void)
regist at fs command set. If not,you can not use AT fs command

bool esp_at_eap_cmd_regist (void)

regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command

bool esp_at_eth_cmd_regist (void)
regist at ethernet command set. If not,you can not use AT ethernet command

bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

Z¥ terminator —the line terminator
Bl
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
J&A] the command line terminator

const esp_partition_t *esp_at_custom_partition_£ind (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.

S8
* type —the type of the partition
* subtype —the subtype of the partition
* label —Partition label

& Ia] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid

for the lifetime of the application
void esp_at_port_enter_specific (esp_ar_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)

{

xSemaphoreGive (sync_sema) ;

}

Q)
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(8L 7))
void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:
}
}
%% callback —which will be called when received data from AT port
void esp_at_port_exit_specific (void)
Exit AT core as specific status.
const uint8_t *esp_at_get_current_cmd_name (void)
Get current AT command name.
5.16.3 Structures
struct esp_at_cmd_struct
esp_at_cmd_struct used for define at command
Public Members
char *at_cmdName
at command name
uint8_t (*at_testCmd)(uint8_t *cmd_name)
Test Command function pointer
uint8_t (*at_queryCmd)(uint8_t *cmd_name)
Query Command function pointer
uint8_t (*at_setupCmd)(uint8_t para_num)
Setup Command function pointer
uint8_t (*at_exeCmd)(uint8_t *cmd_name)
Execute Command function pointer
struct esp_at_device_ops_struct
esp_at_device_ops_struct device operate functions struct for AT
Public Members
int32_t (*read_data)(uint8_t *data, int32_t len)
read data from device
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int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes
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void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

5.16.4 Macros

at_min (x,y)
at_max (X,y)

ESP_AT_ ERROR_NO (subcategory, extension)

ESP_AT_ CMD_ERROR_OK
No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_ FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)
parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE (which_para)
parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)
parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)
the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)
parse parameter fail

ESP_AT CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)
the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

5.16.5 Type Definitions

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.
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5.16.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT SUB_OK
OK

enumerator ESP_AT SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid
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enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT _SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT_ OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_ RESULT_CODE_OK
13 OK ki

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_ RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”
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enumerator ESP_AT_RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

5.16.7 Header File

¢ components/at/include/esp_at.h

5.16.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_ id (uint32_tid)
get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_board_init (void)
init peripheral and default parameters in factory_param.bin

bool esp_at_web_server_cmd_regist (void)
regist WiFi config via web command. If not,you can not use web server to config wifi connect

void esp_at_main_preprocess (void)
some workarounds for esp-at project

5.16.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

ESP_AT FACTORY_ PARAMETER_SIZE
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AT+TCDEVINFOSET?

. WL
+TCDEVINFOSET: <tlsmode>, <productId>, <devicename>, [, <devicesecret>]
OK

<productId>, <devicename> ZEZHFGLIRAYr" I ID FIR£S 4K, W1 CTQSO08Y5LG, "DevOl™
3. FEFNHARREARES, PR AN R EIR TR Z G | "xx" 53, B AR E DA
Bmaos. Bl

© e

AT+TCCERTADD="cdev_cert.crt", 1428

- WY

OK
>

+TCCERTADD: OK

1428 FORFUHASEIE, "cdev_cert.crt" FIRTFHAHRAL, BUUN P SIURHIG ST -

4. KT, AR E - SHGE S A A2, HAESA 25 .
5. KA (BCC) A iiTrik, &l -+aE Az A :

int CalcCheck (BYTE* Bytes, int len){
int i, result;
for (result = Bytes[0], 1 = 1; 1 < len ; i++){
result ~= Bytes[i];
}

return result;

ESP-AT A i3] ESP-AT 48 J% i Fl 6 015 5 % 5 225 )7 ESP-AT Jf] P47 &% GitHub ESP-AT i
H.

Xt ESP-AT ML, A 40 H R

L. B2% AT % B BER TS 256 477, &Il fids .

2. Bjsk AT @R PA /x/n HEEHAT.

3. QR AT S MSHNA WS TRRFEAFWRE S " . 25, %, FFEm\ #1745 L, i PUB
14 JE.HY) payload K A JSON %#i#& =k {"action": "publish_test"™, "count":"0"}, N
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4. G E—A~ AT fp iR AR SE A, P AR BT fir &2 Ik [ AR 45 -

ERR CODE:0x010b0000
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AT+TCDEVINFOSET="

Wi 3% ¢

+TCDEVINFO:"TLS_MODE (1)","PRODUCT_ID","DEVICE_NAME", "DEVICE_SECRET_BCC", "PRODUCT_
—REGION"

OK

P A

AT+TCDEVINFOSET?

Wi 3% ¢

+TCDEVINFOSET:<tls_mode>, <product_id>, <device_name>, <devicesecret_checksum>,
—<product_region>

OK

14

+CME ERROR: <err>

LR
» ESP32-C3 #i4H iR 0] <t 1s_mode> A 1, H AR devicesecret FFAFER NA, HiR[H| devicesecret F
FFER LRI (BCC)

AT+TCDEVINFOSET=<tls_mode>, <product_id>, <device_name>, <device_secret>[, <product_
—region>]

+CME ERROR: <err>

B
s MRBIAHE R EREE N MQTT k%5 4%, Wk B &R, HP R R KERITEREGS
(AT+TCMQTTDISCONN) A BRI 1% %
o GARENA AR, WOERE OK, 3R oRiR M4 F B ENE 55:
— +TCDEVINFOSET:0K: B HIh
— TCDEVINFOSET:FAIL<err_code>: WERIK

o <tls_mode>: A F, WIET, {[CZRAR 1
- 0 FIERGL
— 1: TLS 5=
- 20 TLSEHaX, BfE2kad
 <product_id>: j=ffid, MIEI, FAFEREE KK 10 Y
* <device_name>: WATHHR, WM, FAFHRRA, FRKE 48 F7
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* <device_secret>: WHHHH, W, FAFHHER, BRI 4 775
* <product_region>: 7/ [XI5, PRI, FAPAREAL, SRR 24 747, AURORERME, BN
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AT+TCPRDINFOSET="?
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AT+TCPRDINFOSET?
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il

AT+TCDEVREG
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+TCDEVREG: 0K

AT+TCMODULE: g {5 S L
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AT+TCMODULE
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Module FW version: M 4 B 4z &
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Module FW compiled time: # 41 @ # 4 ¥ & ik M |
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AT+TCMODULE

Module HW name: ESP-WROOM-32D

Module FW version: QCloud_AT_ESP32C3_v2.0.0
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Module FW compiled time: Jun 17 2020 16:25:27
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+CME ERROR: <err>
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il

AT+TCMQTTDISCONN

OK

AT+TCMQTTPUB: [ij 44> Topic % Ahiii e

i a2 Topic ZARTIHE

Wik % s

AT+TCMQTTPUB="?

W i ¢

+TCMQTTPUB: "TOPIC_NAME (maxlen 128)", "QOS(0/1)","PAYLOAD"

OK

’ AT+TCMQTTPUB=<topic>, <gqos>, <message>

Wi i <

|ox

Y

’+CME ERR: <err>

Bl
o WOR B WK E B I MQTT ik 55 #%, W& 85 3%, M P %R 2 kK kEEm
(AT+TCMQTTCONN) # 8 %A E.
o WREAAE, ﬁf’aa_lil OK, PRk E LMW S5, g2 QoS JHE, 25 F
PUBACK & i 26 I iR
— +TCMQTTPUB: OK: ﬁ%ﬁﬁjzyj
— +TCMQTITPUB: FAIL,<err_code>: KfiKkK

* <topic>: 7;21‘5/%@13’] Topic name, “FAFHREAKE 128
* <qos>: QoS {H, BHFFOAM 1
* <message>: Vyi?‘ﬁlél@{ﬁuﬁiﬂ’]l’\]%}

v
o WREEK AT o B FEF KA 256 777, FlaHss, XTHBERNES LK EES
FESP-AT 44 m H =AY,

il
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/) OB K AR

AT+TCMQTTPUB="iot-ee54phlu/devicel/get",1, "hello world"

OK
+TCMQTTPUB: OK

AT+TCMQTTPUBL: [ 5:4™ Topic %A K15 6

hiie 1t Topic AAKINE, MTAT+TCMOTTPUB Ji BA K EER K 5+

a4 w4

AT+TCMQTTPUBL="

W

+TCMQTTPUBL: "TOPIC_NAME (maxlen 128)", "QOS(0/1)","LEN(1-2048)"

OK

B A

AT+TCMQTTPUBL=<topic>, <gos>, <msg_length>

Wi i ¢

OK
>

Y

+CME ERR:<err>

B):

s IR BIA MR IEREB NS MQTT Ik 548, WRMH R, HPREEREEZGS
(AT+TCMQTTCONN) A e KA1 ..
o QARBLHALT OTA FEARASY, T WARERS, ARz AmEEmS, SREHR.
o WARENA AR, BRI OK, B FORIRE] >, #EABGH E payload JRZ, %] <msg_length> K JiF
HIE G, SRR ] &k MQTT JH B45 4 -
— +TCMQTTPUBL:0K: K13
— +TCMQTTPUBL:FAIL, <err_code>: KKK
o HEAFEIIE S payload RIS, A 20 FP8h 2o A7 (A8 I I IR], 40 SR 68 i i 05 B i B0 I /N T
<msg_length>, s{EFULE] +++\r\n, NE B B payload JRZ, iz [ 4R +CME ERR:<err>,
HHAS Ki%%Z MQTT JH &,
* 45 payload N[l iE .

o <topic>: K7il S Topic name, I AKFLFERKE 128

* <qos>: QoS fH, B HFFOA 1

o <msg_length>: KAHHEMARMNKE, B RKE 2048, i KERNLIELE RN /c/n, XTHEAEN
B SH AR ESP-AT 4 4 5L0 F57
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il

/)RR AR
AT+TCMQTTPUBL="iot-eeb4phlu/devicel/get", 1,11
>

Hello,world
OK

+TCMQTTPUBL: OK

AT+TCMQTTPUBRAW: [ 3EA™ Topic % Aii — bR 6.

Iifie 1% Topic Jffi “HERIBARI R, WTLA%A A & SRR RELAR AR SCA 23 ISON Kl , BidlE
AAT AT e SCAL B

it % w4

AT+TCMQTTPUBRAW="

W )i *

+TCMQTTPUBRAW: "TOPIC_NAME (maxlenl128)", "QOS(0/1)","LEN(1-2048)"

OK

AT+TCMQTTPUBRAW=<topic>, <qos>, <msg_length>

W

OK
>

1%

+CME ERR:<err>

K
o QR AT ORI I MQTT Ml 55 #%, R ] 5% %, 7 258 K08 0% & v &
(AT+TCMQTTCONN) A fe k1A 5B
o QRAEZHAL T OTA FEURZS, W T INAARIERS, A SHRxkmilEme, SkmlHR.
o WEREAGYE, BRI OK, #FRIRME >, EABUGHE payload K7, #EF| <msg_length>
KEMEGEE, SPREBOTR B % MQTT JHE 4558 :
— +TCMQTTPUBRAW: OK: & 1f )
— +TCMQTTPUBRAW:FAIL, <err_code>: KTk
o FEAFEWON B payload JqRAS )G, A 20 FhBh A A i) A I B[], 4 2R B S e ) EiodE A BE /N T
<msg_length>, BEFIE] +++\r\n, MR EYOH B payload RZ, iR [A] 4 1% +CME ERR: <err>,
H HA S Kk i%% MQTT JH &
* & payload £ [a] i,

* <topic>: KAfi{H 51 Topic name, FHKFAFHICE 128
* <qos>: QoS fH, B HIFF0F 1
* <msg_length>: KAAMTHEMRMKLEE, FRKEE 2048, ZKEAAIELEREN /o/n

Espressif Systems 324 Release v2.3.0.0-esp32¢3-164-g67966ba
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 6. 55 =77 E il fk AT iy I {

il

/)RR AR
AT+TCMQTTPUBRAW="Sthing/up/raw/iot-ee54phlu/devicel", 1,10
>

0x0102030405060708090A
OK

+TCMQTTPUBRAW: OK

AT+TCMQTTSUB: iJ 3 MQTT X4~ Topic

i 1T MQTT J&A4~ Topic, Wi-Fi #4155 2 S F¢1T [ 10 4~ Topic

a4 wde

AT+TCMQTTSUB="?

W

+TCMQTTSUB: "TOPIC_NAME (maxlen 128)","Q0S(0/1)"

OK

P A

’AT+TCMQTTSUB?

W

’OK

11

+TCMQTTSUB: <topic>, <qos>

:list of sub topic
+TCMQTTSUB: <topic_n>, <gos>

OK

B
s WAL EMNE, IREEIT ) Topic 413

’AT+TCMQTTSUB:<topic>,<qos>

W )i :

[ox

&

’+CME ERROR:<err>
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e
o WIIR LA WK E BB I MQTT ik 45 #%, W& [ 4 %,
(AT+TCMQTTCONN) AT 3 B.
o WERBLZHALT OTA FECRASH, T SCRRZ AT, SIRIEER
o IR B AL MR E B IR = MQTT iR 45 %%, AR 0] 4% 3%,
(AT+TCMQTTCONN) 7637 4.4
o WURBZALT OTA FERSH, AZFrizmsd, SiREHR.

M T 2 e Kk ik

H PG e ks T By A

¥ i 4

o WREAGTE, EERIE oK, ARSTRIET RIS, %4 2 ERE] SUBACK i I 2 M

SIS
— +TCMQTTSUB:OK: 1] [Tl
— +TCMQTTSUB:FAIL, <err_code>: 1] [H%k

BH

» <topic>: 1] %Y Topic name, KK 128
* <qos>: QoS fH, B HHFFOA 1

il

AT+TCMQTTSUB="iot-eeb4phlu/devicel/control", 0

OK
+TCMQTTSUB: OK

AT+TCMQTTUNSUB: i E£iT k1) Topic

Uitie BUHCE TR Topic

it % w4

AT+TCMQTTUNSUB="

Wi 3% ¢

+TCMQTTUNSUB: "TOPIC_NAME"

OK

DA R R

’AT+TCMQTTUNSUB?
LT)
E

KEmA WA

’AT+TCMQTTUNSUB:<tOpiC>

Wi i *

[ox

Y
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+CME ERROR:<err>

[PLE
s IR BIAHMAKIEREB IR MQTT Ik 548, WRMH R, HPETFEEREEERZGS
(AT+TCMQTTCONN) A 3T I B .
o WRBLZHALT OTA FHEURSH, ACFrzimsd, 2RMPIHER.
o WAEI AR, HEOCRE OK, ARJEREIGH T FAL) 545
— +TCMQTTUNSUB:OK: HBUHIT Y ;
— +TCMQTTUNSUB:FAIL, <err_code>: BT %M.

ZH
o <topic>: HiH 1T 7K Topic

AT+TCMQTTSTATE: #ifj MQTT ¥EfaR A

it A MQTT HEHIRE

it % A

’ATJrTCMQTTSTATE:? ‘

W

[ox |

DA R

’AT+TCMQTTSTATE ? ‘

Wy
+TCMQTTSTATE: <state>
OK
o <state>: MQTT #ER2IRES
- 0: MQTT B WrFF
- 1: MQTT Zi%#:
il
AT+TCMQTTSTATE?

+TCMQTTSTATE: 1
OK

TC OTA W%

AT+TCOTASET: OTA Yjfigfli gl S A e v
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Jiiie OTA JhREREAESE il MARA IE.

ik % s

AT+TCOTASET="?

W i <

+TCOTASET: 1 (ENABLE) /0 (DISABLE), "FW version"

OK

AT+TCOTASET?

W i :

OK
+TCOTASET: <ctlstate>, <fw_ver>

o

’+CME ERROR:<err>

BEMA A

’AT+TCOTASET:<ctlstate>,<fw_ver>

W

’OK

o

’+CME ERROR:<err>

v :

o WREAGYE, BISERI Ok, SRJE1T1H OTA ) Topic (H P IE/iF-sh11 1% Topic) , &zl OTA
JEEES, H ERARHRA, REPATEER . WREEES E LRI BT RERE, WHFT
SR ERAHE A . IR EZTE OTA FERSH, PATZG N SR [ 4% .

o ZMAPITHRIIZ G, BASA TR TR aARAS, XAEHEUR H PG R T E
a4, BAMTar B2 JEa#EA OTA TR L)t +TCOTASTATUS : ENTERUPDATE [1)
URC %3 MCU, #f A OTA T#URESZ G, SRS AT s, R MRS

o M4l MR # %5 R, M Ih £ b +TCOTASTATUS:UPDATESUCCESS, 4 Il & F
+TCOTASTATUS:UPDATEFAIL, H iR FEMEFS. XMW EFEFRIITZMS, I2H
HadEE T EES .

o B ECC R NS, FRARMERBSE, ETFEHRS LFHFEN N

o WIZA A R B EE T HATSS £ 30R MCU I [E14 T #0A B2l B S B2, X B &
IR, FERM N EsEh2 J5 2 Bt +TCOTASTATUS : UPDATERESET, HHE 2 B)5 HEhE )5
AT

— +TCOTASET : OK: OTA IfEik EH OK
— +TCOTASET:FAIL, <err_code>: OTA WJREIXE R
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BH

o <ctlstate>: OTA fligEHs], /KA, 0 M, 1 {HfE, enable L RAHR AT Hh )G & AT 5%
disable WHH 5 & T #AL55
o <fw_ver>: RGUFIEIRAGE, F4F8, BAHE: VRC, B 1.00. KA 1~32 53

hil

AT+TCOTASET=1,"1.0.1"
OK
+TCOTASET :OK

AT+TCFWINFO: I 2% A e 2

itie PR AT A B

a4 w4

AT+TCEWINEO="?

Wi % ¢

+TCFWINFO: "FW_VERSION","FW_SIZE","FW_MD5","FW_MAX_SIZE_OF_MODULE"

OK

Bl

* FW_MAX_SIZE_OF_MODULE j& il F 7+ OTA (e R 718, 4RI B B v G OLiR
[, fme/ st 128 KB

B @A

’AT+TCFWINFO?

W

OK
+TCFWINFO:<fw_verion>, <fw_size>, <fw_md5>, <module_buffer_size>

114

’+CME ERROR:<err>

Bl

o BERATUREPEE B, B I RO S 7 BT IR L O
o WREZAE OTA FEUIRA, TR [] 4 %

il

AT+TCFWINFO ?

OK
+TCFWINFO:"2.0.0",516360,"93412d9ab8£3039%caed9%9667a1d151e86"

AT+TCREADFWDATA : 35U 25 A BB be

Espressif Systems 329 Release v2.3.0.0-esp32¢3-164-g67966ba
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 6. 55 =77 £ #il{t. AT iyl {F

Dyiie SRR A Y R

ik % s

AT+TCREADFWDATA=?

W i <

+TCREADFWDATA: "LEN_FOR_READ"
OK

B WA

’AT+TCREADFWDATAZ<len>

Wi % ¢

’+CME ERROR:<err>

11

’+TCREADFWDATA:len,hexdata'~

Bl
o BpEEU, BIASCHmAS RN, PSR B R NI R T B GE e . AR AT IR, H
R BN T O, WSR2 B . P R SR A R, FREA
HAT+TCFWINFO iy 2R s g%, A 0] ABR T AR SRS 1 o
* ARIEAE OTA FEARSH, WLR[HIH5R.

BH
o <len>: BERHJEIFRE, B

il

AT+TCREADFWDATA=512
OK
+TCREADFWDATA:512,01020AF5 -+ . .

Bl I 2 ToT P57 347 OTA JyheiRFiHER

URC B8] ¥:3h it MCU {58

+TCMQTTRCVPUB (W EIiT i) Topic It 4R E )

Tifie WeEIT FgRY Topic HIH BT L4 MCU #{5 &

ERSEAEN

+TCMQTTRCVPUB: <topic>, <message_len>, <message>
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H4H & B Z10T Hub C-SDKX$5O0TA ThiE

MCU

oK

- 3

HATHIEE

(FF#L. FEARPRLE)

AT+TCOTASET="Enbale”, "FW_vesion™

BA=I0TES

1TIHOTA topic, IRiZ &EHFRA

Sata/update/$(product | idy3(device_name) >

HEEITIA

fEfEOTAThRE oK
TR RE SAM AT
—5 (EHTHEE)
iR NFHRURCEER
o _ +TCOTASTATUS: ENTERUPDATERETEMaTess
[ THAGE
2]
|
ﬁﬁxﬁ‘
TH T
FENET
LIRFHBERURCIES
+TCOTASTATUS| UPDATESUCA
sE

:TCOTASTATUS: UPDATEFAIL

AT+TCFWINFO

RREFEHER

&
<

FW_ver, MD5, FW_size

ATHTCREADFWDATA=<len>

P B E KR, b
TCREADFWDATAlendats (Yl

— T SRS

RBEH

FHREH
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BH

o <topic>: YLF|JH S ¥ Topic
« <message_len>: F{HAL, WEEEAMEKE CRE ")
 <message>: i F|H B R N2

B
o BEAAN D> T AT Bt & — BE i Btk J& 747 4t , BT A message INRGE—H ", AISRAT FYY
Topic 4742 —#EH (Topic TR R FATHRILE oM, TFAE HOHFEWNE), FE
A TR ", B4R R M, Topic $thing/down/raw/CTQS08Y5LG/Dev0l "F4T i il 4k
i 1234 3y 0x1234, PANFERT, A WFERF, #0 TAESZEM.

il

+TCMQTTRCVPUB: "CTQS08Y5LG/Dev0l/get",11,"hello world"

+TCMQTTDISCON (MQTT WiJFit 4R 8)

hiie MQTT M35 IR 55 as Wi Ty B4R i) URC KW T4 8 15 A

e
o Code H5 RGN Al PAEF IR 53548 X err code

2Nl

+TCMQTTDISCON, <err_code>

+TCMQTTRECONNECTING (MQTT jEAE i mf a5 E)

iie MQTT M4 5 ik 55 g Wi T+ IEAEUEA T B S B E4Rkiy URC

hil

+TCMQTTRECONNECTING

+TCMQTTRECONNECTED (MQTT ¥k St I HRifs )

it MQTT ¥4 555 2 Wit 5 A s E 2 s B4y URC

il

+TCMQTTRECONNECTED

+TCOTASTATUS ( L4z OTA k%)

hiie OTARI AL B4R AY URC
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R X

+TCOTASTATUS: <state>

ZH
o <state>: OTART
— ENTERUPDATE: #4131 A OTA B4 F IS
UPDATESUCCESS: [ F#) (45 [ e 5 f 22 A7 i) )
UPDATEFAIL,<err_code>: [l #% 2: f
UPDATERESET: #i4 { & [E{F A8, 752 B aa HahE A

il

+TCOTASTATUS: UPDATESUCCESS

Wi-Fi fidi Je AT $iill a4

AT+TCSTARTSMART: UJ, SmartConfig Jj XJEfT Wi-Fi et K Be£5 45 €

Yiiie VA SmartConfig J5 AilEAT Wi-Fi Bt MR = i dhE , o 25 MINEE MEFI A5 M. H A
SCHF5RE%E ESP-TOUCH X, BARMC M LI 5% 16 TH = P I 5~ F 5 B 19 SRS

it % w4

AT+TCSTARTSMART="?

W

AT+TCSTARTSMART: CMD FOR START SMARTCONFIG
OK

Wiifns frd:

’AT+TCSTARTSMART

’+CME ERROR: <err>

RS B e Je B ATS5 , ikl

’+TCSTARTSMART:OK /) HNE ROR A KT
o
’ +TCSTARTSMART :FAIL, <err_code> /) HNE ROR A & K

FERC I S 4852 B ) 2 iz o]
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’+TCSTARTSMART:WIFI_CONNECT_SUCCESS

o

’+TCSTARTSMART:WIFI_CONNECT_FAILED, <err_code, sub_code>

B

o QEAREALET MQTT EEERESH, WA SRR E S, SRPIFIR. 25T MQTT #k.
o A PATHING, 0 Wi-Fi RS HEA 500 ms R AN RAS, XA AP AT I 1% 1%

/NEEFF_E TS N 8 B4 IR R A T

o ASRAE S N BOA AT A B4 B SR I RDIRAS , R

202,

il

[A] B8R : + TCSTARTSMART : FAIL,

AT+TCSTARTSMART

OK
+TCSTARTSMART : WIFI_CONNECT_SUCCESS

AT+TCSTOPSMART: j#!l} SmartConfig 75X Wi-Fi fig R 2

Uit 1B H SmartConfig J5 2l FLRES

a4 ade

AT+TCSTOPSMART="

W

AT+TCSTOPSMART: CMD TO STOP SMARTCONFEIG
OK

Baitrs frd

’AT+TCSTOPSMART

’+CME ERROR: <err>

B

o AREALAET MQTT EEEREH, WA STRRZ A M2,

il

ZIREIEE R TSI MQTT 4% .

AT+TCSTOPSMART

OK
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AT+TCSAP: UJ softAP Jj k4T Wi-Fi it Kz Be 2598w

Il VA softAP 7 sUHETT Wi-Fi LW ISR i 0, T

BOHSH BN = WM T -1 6 F W S0R

it A

T TIEE/ MEF R A 5E M. RAREL R P

AT+TCSAP="

W

+TCSAP=<ssid>[, <pwd>, <ch>]

OK

B9

’+CME ERROR: <err>

SRIG IR K€ Ja B AE55, HF ikl

’+TCSZ—\P:OK /) H#ONE R R A K B

B

’ +TCSAP :FAIL<err code> /] HNTE MR A K K

TERC I S 4852 A ) 2 ik o]

’+TCSAP:WIFI_CONNECT_SUCCESS

5 JUJ 3% [m]

’+TCSAP:WIFI_CONNECT_FAILED,<err_code,sub_code>

Bl

o QERFHALT MQTT CiEHREH, WASTRHZ B E S, SREIR. FEREWIT MQTT % .
o A PATIIN G, H 0 Wi-Fi 557847 S0P 200 ms S FH N AR, XA I T IS TR £

ANER Y _E TS I A A 4 IR R R A T

o WIRTE 5 4P INIA PATEAE, F4H B HERDIRES, IR 4% : +TCSAP:FAIL, 202,
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BH

o <ssid>: M H ssid, WAAEN softAP I ssid, fr R 32 45
o <pwd>: REUEY, BAAEN softAP N psw, SRR 32 77, WiES4EL

o <ch>: U, BATEN softAP LT, TikB A

|

o TRBATSE, TLARRE P ERY ssid B, FALAT AL BCE S R R S, AL

it & —~ UDP server, serverip:192.168.4.1.
o APP FIEEZH () L 9 W] 304752 E AR I -
o AR HRAE ssid, WS E BTN Wi-Fi #k.

il

AT+TCSAP="Test—-SoftAP","12345678"

OK
+TCSAP:WIFI_CONNECT_SUCCESS

AT+TCSTOPSAP: il softAP J5 3, Wi-Fi IR A&

it 1B softAP Jy s MR

a4 e

AT+TCSTOPSAP="?

Wi i ¢

AT+TCSTOPSAP: CMD TO STOP SOFTAP
OK

7

P s s

’AT+TCSTOPSAP

Wi i ¢

[ox

%

’+CME ERROR: <err>

TLIE

o QERKHAL T MQTT CIEHREH, WASTRHZ B E S, SRR R, FEREWIT MQTT % .

il

AT+TCSTOPSAP

OK

AT+TCMODINFOSET: ESP32-C3 Big] {3 B3 H
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Jifie ¥ BESP32-C3 M AR E, WA AR, flash K/NEE

ik % s

AT+TCMODINFOSET?

W i <

+TCMODINFOSET: "MODULE NAME", "FLASH_SIZE (2/4)","WIFI LED GPIO","FW BASE ADDR", "FW.
—MAX SIZE","FIXED CONNID"

OK

BRAA @A

AT+TCMODINFOSET?

W ) :

+TCMODINFOSET : <module_name>, <flash_size>, <WiFi_LED_GPIO>, <fw_base_addr>, <fw_max_
—size>,<fixed_conn_id>

OK

iR K e

AT+TCMODINFOSET=<module_name>, <flash_size>,<WiFi_LED_GPIO>, <fw_base_addr>, <fw_max_
—size>,<fixed_conn_id>

’+CME ERROR: <err>

vei:
s MBI E ZIEREE N MQTT R 45 4%, Wk M &R, HPHELEKERITERESS
(AT+TCMQTTDISCONN) 7} AT % 6 2
o WARENA YR, WEOGRE] OK, BRI MR FERERI S5 E
- +TCMODINFOSET:0K: B AT, HAHKIESIRAFE] flash, R LK
— +TCMODINFOSET:FAIL, <err_code>: iXE RN

* <module_name>: BIZHHFR, FAFERRA, HAKE 30

o <flash_size>: HiZ flash K/ (B MB), 2 (¥ 4, FfEzen

o <WiFi_LED_GPIO>: 2L Ml GPIO 345l Wi-FiRESAT, Ffdzrzl

o <fw_base_addr>: B AL OTA THE W B4 SRAr bk, FUE2AY, % H75 4 0x1000
HEEAE I HAS/NVT 0x111000

o <fw_max_size>: WAL 1AL OTA TR [ F e K23 1a], BUEZRA, Z{E A KT 716800
(700 KB)

o <fixed_conn_id>: 3BT, BRAK 1
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Bl
* ESP32-C3 Wi-Fi 41 [ AIRLALE SAF k1A A flash 73 DX, REH 15 5 Bl e 2 B U445 5
FEARAHBE R, X T RAGEAT ) — AL [ 1T PASE EAS (] R 2 A

il

/) B K
AT+TCMODINFOSET="ESP-WROOM-02D",2,0,1118208, 716800, 1

OK
+TCMODINFOSET:0K

AT+TCMQTTSRV: ¥ H Rz MQTT Jii 55 25 Huhl

g WEBIN S MQTT JIR454% host Mudil:, & 1 TRAA AR el E & 537 5

it A

AT+TCMQTTSRV="

W

+TCMQTTSRV: "MQTT SERVER IP"

OK

AT+TCMQTTSRV?

W

+TCMQTTSRV:192.168.10.118
OK

’AT+TCMQTTSRV:<HOSt addr>

Wi i :

’OK

Y

’+CME ERROR:<err>

LR
o WIEEAGYE, BHERE oK, RIFIREIWE IS5
— +TCMQTTSRV:O0K: &HE IP J%Th
— +TCMQTTSRV:FAIL: & H IP KK
o WERBHALT MQTT CERRAS T, WA FHZRE ML, SREER, FTEEHH MQTT ##.
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S
o <Host addr>: iz MQTT #4548 IP i3 44 Huht

AT+TCVER: BHUSRA [ ToT SDK JiiAc {5 5

ifie REBUALREF ToT SDK A~ B

Wiis @

AT+TCVER

il

AT+TCVER

Tencent Cloud IoT AT version: QCloud_AT_ESP32C3_v2.0.0
Tencent Cloud IoT SDK version: 3.2.0

Firmware compile time: Jun 17 2020 16:25:27

Tencent Technology Co. Ltd.

OK

TC P31 &

AT+TCGWBIND: X85 TSt A

ifie M AT BT W i BE, aTDAE I i a0 I TR I T E SO R DR
IV ENIU R R g

Wik w4

AT+TCGWBIND="?

W i <

+TCGWBIND:"MODE", "PRODUCT_ID", "DEVICE_NAME", "DEVICE_SECRET"

OK

B frd

’AT+TCGWBIND?

W i :

[ox

&

+TCGWBIND: <product_id>, <device_name>

:list of all bind sub-devices
+TCGWBIND: <product_id>, <device_name>

OK
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Bl
o BEfAr 42l MQTT I B AWM G & 20 C 248 7 24 Bl M X P i (5 8, TRk
wRIE.

’AT+TCGWBIND=<mode>,<product1d>,<deviceName>[,<deviceSecret>]

W

[ox

&

’+CME ERROR: <err>

B
o AR ABLAL M OR IE 3 S IR = MQTT iR 55 %, Wik [ul 85 52, JI 7 7 2800 K a8 3 3%y &
(AT+TCMQTTCONN) A e K ATH B -
o A NET MQTT JHER A A, SPHIEE #9050 sURI A2 s R H .
© AREAGTE, EHIRI OK, TR AR [0 465 s AREE T i s R S 1
- +TCGWBIND:OK: AR, XTF 4 #ll, B0 MR M. X TR EA, Rk
P BB A AR 1] ) o

— + TCGWBIND:FAIL,<err_code>: EAELRIN

o <mode>: IR SEL, LIEIN
- 0: BPEEE
- 1: fREGLEAE
o <productld>: T-#7=iid, WWIEI, FRAHFEE, HRKE 10 7147,
o <deviceName>: TG AFK, WMHIT, FAFERIRA, AR 48 795,
o <deviceSecret>: T, TR, FAFRERA, HRKE 4 7147, FEREERIERE, AHEE
PACTRASEY  FEG0E BB, WAL TR H T, I AL B AP ) T34 =0T
A BEESE R (% B TR B A G R At s P & sh S 23K

il

/] HRTFEE RS

AT+TCGWBIND=0, "CTQSO08Y5LG", "Dev01l", "ZHNkIGRzZCA="

OK
+TCGWBIND:0K

AT+TCGWONLINE: WJCARBE1-Bedy b F e %

ifie 2 AT BT TP C B EE, n] P ik & AU N Tl s AR A, DOCR Y
MR

it % w4

AT+TCGWONLINE="?

W

Espressif Systems 340 Release v2.3.0.0-esp32¢3-164-g67966ba
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-164-g67966ba

Chapter 6. 55 =77 E il fk AT iy I {

+TCGWONLINE: "MODE", "PRODUCT_ID", "DEVICE_NAME"

OK

P A

’AT+TCGWONLINE?

+TCGWONLINE: <product_id>,<device_name>

:1list of online sub-device
+TCGWONLINE: <product_id>,<device_name>

OK

B
© ARACAAELN TR, RIPIEAELN TR (E SR

peEmY mA

’AT+TCGWONLINE:<mode>,<productId>,<deviceName>

] oz <

[ox

B

’+CME ERROR: <err> ‘

LK
o MR AL WK IE B I MQTT ik 5 4%, Wk 55, MR ELEREEREGS
(AT+TCMQTTCONN) A BE K ATIH S «
o ZAAET MQTT JH B R 4E, SHEE 2 FTFABETNEEERE .
o WEREAGYE, BOERIE OK, 271 RiR 48 & BB i &R Eah 5%
— +TCGWONLINE:OK: FERIY
— + TCGWONLINE:FAIL,<err_code>: PA/EZRIK

S8
* <mode>: BIXZSHL, WHIHIT
- 0: PR
- 10 NEEAE
o <productld>: Fi%#& ™/ id, WM, FAFHRER, HEARKE 10 717
¢ <deviceName>: [RFAHR, W, FAFHREA, KA 48 77

il
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/] FREELERY

AT+TCGWONLINE=0, "CTQS08Y5LG", "Dev01"

OK
+TCGWONLINE : OK

/) FERELERGE, RXTUARETHRE LA

AT+TCMQTTPUB="CTQS08Y5LG/Dev0l/data", 0, "hello world"

OK
+TCMQTTPUB: OK

AT+TCSUBDEVINFOSET: T-i%% (s EiE

ifie BEEMIREWER -GN TRa R, TR iR

it % A

AT+TCSUBDEVINFOSET="?

Wi i ¢

+TCSUBDEVINFOSET: "MODE", "PRODUCT_ID", "DEVICE_NAME", "DEVICE_SECRET_BCC", "PRODUCT_
—~REGION"

OK

B A

AT+TCSUBDEVINFOSET?

W i <

+TCSUBDEVINFOSET: <product_id>,<device_name>, <devicesecret_checksum>, <product_
—~region>

OK

Y

+CME ERROR: <err>

LR
o RiR[H] devicesecret ) FAFERE NES, H ik [0 devicesecret 4 H: HIRI LA (BCC)

AT+TCSUBDEVINFOSET=<mode>, <product_id>, <device_name>, <device_secret>[, <product_
—region>]

Wi i :

OK

5
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+CME ERROR: <err>

B

AN T M ) MQTT 1442

s AR, HOERE OK, 2Tk i s B B 55
— +TCSUBDEVINFOSET:0K: & BRI
— + TCSUBDEVINFOSET:FAIL<err_code>: &EEIK

o <mode>: RS, WIEHIN
- 00 BCEAAE
- 1 JHERERAE
o <product_id>: 77 id, WMEI, FAREREA, FRKE 10 7Y
o <device_name>: XEZFR, I, FAERA, HAOKE 48 F4Y
+ <device_secret> YCAHH], AHUT, FRFRAA, AR E 44
o <product_region>: 7= Xk, PEIEIN, FAFEERT BOCKER 24 £, WESORERE, BRACk
E Kk A% 5 “ap-guangzhou”

2Nl

/) EE KT
AT+TCSUBDEVINFOSET=0, "CTQS08Y5LG", "Dev01l", "ZHNkIGRzZCA="

OK
+TCSUBDEVINFOSET : 0K

AT+TCSUBDEVPRDSET: T-B:4%) s b s

Iiiie BCEMIN YR G QA T AR, T M TR AT Eh A 5

Wik % s

AT+TCSUBDEVPRDSET="?

W i <

+TCSUBDEVPRDSET: "MODE", "PRODUCT_ID", "PRODUCT_SECRET_BCC", "DEVICE_NAME", "PRODUCT_
—REGION"

OK

BRAA @

’AT+TCSUBDEVPRDSET?

Wi i ¢

[ox

o
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+TCSUBDEVPRDSET : <product_ID>, <product_secret_checksum>, <device_name>, <product_
—region>

:list of all sub-device
+TCSUBDEVPRDSET : <product_ID>, <product_secret_checksum>, <device_name>, <product_

—~region>

OK

Bl
s WERACAREN T, RECRER TiEE %R

AT+TCSUBDEVPRDSET=<mode>, <product_ID>, <product_secret>, <device_name> [, <product_
—region>]

+CME ERROR: <err> ‘

Bl

AT AN R 24 1 9 S ) MQTT 4%

WA AR, EOERE OK, 2 T RRNFR&AFEERERNSH
— +TCSUBDEVPRDSET:0K: ENI, romdsa{ifFs)| flash, s ANFE%k
— +TCSUBDEVPRDSET:FAIL, <err_code>: WERIK

* <mode>: BIXZEL, WHIHIT
- 0: WHEBRME
- 1: PHERERE
+ <product_ID>: 7= ID, MEIF, FAFEREA, HAKEE 10
» <product_secret>: Fﬁpnmléﬂ MBI, FAFERRA, BRK R 32
o <device_name>: &4 FR, WIEI, FAFERBRAL, FRK 48,
* <product_region>: F':unlzjﬁk, JﬁiﬁI\ FAFRRA, KK R 24 277, WAL, BRI+
E KEiAH = “ap-guangzhou”,

il

/) & E K
AT+TCSUBDEVPRDSET=0, "CTQS08Y5LG", "ZHNKIGRzZCA=", "Dev0O1"

OK
+TCSUBDEVPRDSET : OK

AT+TCSUBDEVREG: #4715 A1

e WE T TR MPEISET, MR TSI TS SN A B R R
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TN O GO

AT+TCSUBDEVREG="

Wi 3% ¢

+TCSUBDEVREG: "PRODUCT_ID", "DEVICE_NAME"

OK

DA A

’AT+TCSUBDEVREG? ‘

W

[ox |

o

+TCSUBDEVREG: <product_id>, <device_name>

:list of registered sub-device
+TCSUBDEVREG: <product_id>, <device_name>

OK

Bl
o AR CETENII T, R E N T EF RS

P s

’AT+TCSUBDEVREG:<productId>,<deviceName> ‘

W i <
[ox |
9
’+CME ERROR: <err> ‘
i B

o WRPATIRSATE, BRI OK, 2 F R bl F- R &M Eh 54

* +TCSUBDEVREG:OK: ZNiSHMAT, FIR&%HE B3 flash

¢ +TCSUBDEVREG:FAIL, <err_code>: ZNAWMEM, WREIEHRID, HARS LA R A A 2
S

o <productld>: F£7= i id, M\iﬁiﬁ, TR, KA 10 77
o <deviceName>: IR, WMHIT, FAFEREA, FARKE 48 577

BEW] G TR A S S R U
L QR B se B i i R, RO TR AR NRBEE , MR, R S/ R
2. M FEAE— TR A, HECHEMARBIIRE, WR M - AT+ TCSUBDEVPRDSET H it
TR et A, MIEEEN, ZimaEHone PSK, &b s/ kM.
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3. B FEFE—DTIEE A, HEEHMEEIEIRES, R A - H AT+ TCSUBDEVPRDSET 44t
Eﬁgu%{nuﬂim A, WATENRIN, AT ARG, F o o B0 T i (2 s e 2 B T
WS HEE

4. BIHDAE TR A M5, NS P AT+ TCSUBDEVPRDSET 324 T— A5 B {5 B,
?UA@% BT A B IO B RV, YENF RS2 R4 B Hf5 5., BIBLALEE A FI B 103LH

R, B S TEAHCEIGT 0, BTHONE, Bd Bl B O 2 (A AL flash
%2 B WA AL I AT 5 43 4 AT+TCSUBDEVINFOSET? #5142 75 77 4E 1IE EI’J%X%&. B

6. F & 4 2 45 VE M R T U5 5 A % i 3 I 3 95 7 fp SAT+TCGWBIND 3 47 45 %, T il

AT+ TCGWONLINE |28 )5, A HE#EFT MQTT jiifl.
il
AT+TCSUBDEVREG="CTQS08Y5LG", "Dev0Ol"
OK
+TCSUBDEVREG : OK
iR
K 5% 5 AH G err code
% 1: <err> 0715
<err> | XA X REBFEE
nSE]
101 WATERE R IR device connect fail
110 WARTT RIS . I Topic ALFR device subscribe fail: unauthorized operation
111 WK RS R device subscribe fail: system error
120 WHEIBTT R RGehEiR device unsubscribe fail: system error
130 B KATIHE RN T Topic KATALSR device publish message to topic fail : unauthorized
operation
131 4G KA B publish #8153 55 3% FR 1 device publish message to topic fail: reach max
limit
132 A KA B R payload #1d J& R il device publish message to topic fail: payload too
long
20 PUTHE IR
1T | FXEX REBFE
B OIR
A5
J1001 | Fr R WOR QCLOUD_ERR_FAILURE
-1002 | FoRSHOCRGE R, s dEst QCLOUD_ERR_INVAL
-3, TR ALK MR QCLOUD_ERR_HTTP_CLOSED
-4, HTTP RH4Ei% QCLOUD_ERR_HTTP
s, TR QCLOUD_ERR_HTTP_PRTCL
-6, I 44 FRAT 2R L QCLOUD_ERR_HTTP_UNRESOLVED_DNS
-7, URL f#tfr 2 g QCLOUD_ERR_HTTP_PARSE
3, HTTP &3 0 QCLOUD_ERR_HTTP_CONN
-9, HTTP %Ay ] 5 QCLOUD_ERR_HTTP_AUTH
-10, HTTP 404 QCLOUD_ERR_HTTP_NOT_FOUND
-11, HTTP #H1} QCLOUD_ERR_HTTP_TIMEOUT
002 | B ACK S BT R e 0ol QCLOUD_ERR_MQTT PUSH_TO_LIST FAIL

TodkE:
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Fk2-8FW
1T | FXEX REBFE
" ix
5
-103 ForA 5 MQTT R 2e i E ok O 28 JF | QCLOUD_ERR_MQTT_NO_CONN
HEHE
-104 Fi1s MQTT &/ R s QCLOUD_ERR_MQTT_UNKNOWN
-105 TR MQTT R % iy e QCLOUD_ERR_MQTT_ATTEMPTING_RECONNECT
-106 oo Ik O 2R T QCLOUD_ERR_MQTT_RECONNECT_TIMEQUT
-107 B IR CEB QCLOUD_ERR_MQTT_MAX_SUBSCRIPTIONS
-108 FoR1] R BRI, BIIRSS A fbids QCLOUD_ERR_MQTT_SUB
-109 FRJe MQTT AH 7 ] PLEER QCLOUD_ERR_MQTT_NOTHING_TO_READ
-110 TR U MQTT 550 )3 QCLOUD_ERR_MQTT_PACKET_READ
-111 Ze7n MQTT AH VB K AR QCLOUD_ERR_MQTT_REQUEST_TIMEOUT
112 FoRE Fu MQTT & AR QCLOUD_ERR_MQTT_CONNACK_UNKNOWN
113 FoRE e MQTT JRAGS % QCLOUD_ERR_MQTT_CONANCK_UNACCEPTABLE_PROT(
114 TR P R QCLOUD_ERR_MQTT_CONNACK_IDENTIFIER_REJECTED
-115 FoRRE 2 T QCLOUD_ERR_MQTT_CONNACK_SERVER |[UNAVAILABLE
-116 FRK P iERE S B0 ) username By pass- | QCLOUD_ERR_MQTT_CONNACK_BAD_USERDATA
word £
117 PR PR IE R I QCLOUD_ERR_MQTT_CONNACK_NOT_AUTHORIZED
118 EoRIE I B IRk QCLOUD_ERR_RX_MESSAGE_INVAL
-119 FoniH BRI i XK BN E R K | QCLOUD_ERR_BUF_TOO_SHORT
-120 FIRZ QoS I T QCLOUD_ERR_MQTT_QOS_NOT_SUPPORT
-121 FORPGHE T R 38R W, iz 3 BUNEAE QCLOUD_ERR_MQTT_UNSUB_FAIL
132 Z 71 JSON flbT R QCLOUD_ERR_JSON_PARSE
-133 1 JSON SCR 2 1k BT QCLOUD_ERR_JSON_BUFFER_TRUNCATED
134 T A7 JSON LRSI ZE0F X A/N QCLOUD_ERR_JSON_BUFFER_TOO_SMALI]
-135 F1 JSON SCRYAE R E 7 QCLOUD_ERR_JSON
-136 For BT JSON SCRS F ) fi K Token % QCLOUD_ERR_MAX_JSON_TOKEN
137 R [ I R ) SCRY oK QCLOUD_ERR_MAX_APPENDING_REQUEST
-138 TR BT B AE B K Topic K& QCLOUD_ERR_MAX_TOPIC_LENGTH
-601 FR TCP BT B 7RI QCLOUD_ERR_TCP_SOCKET_FAILED
-602 T JevEam L L4 3B IP HBHE QCLOUD_ERR_TCP_UNKNOWN_HOST
-603 ZE/NHT. TCP JERE R QCLOUD_ERR_TCP_CONNECT
-604 K TCP AR QCLOUD_ERR_TCP_READ_TIMEOUT
-605 %K TCP SHEf QCLOUD_ERR_TCP_WRITE_TIMEOUT
-606 Foor TCP 13451R QCLOUD_ERR_TCP_READ_FAIL
-607 %5 TCP BA45i% QCLOUD_ERR_TCP_WRITE_FAIL
-608 27~ TCP X <) 1 1432 QCLOUD_ERR_TCP_PEER_SHUTDOWN
-609 FRCE B BT DR QCLOUD_ERR_TCP_NOTHING_TO_READ
2701 %R SSL WG 2L QCLOUD_ERR_SSL_INIT
2702 27 SSL IEFkH 3¢ ) QCLOUD_ERR_SSL_CERT
703 F SSL E RN QCLOUD_ERR_SSL_CONNECT
=704 R SSL &S T QCLOUD_ERR_SSL_CONNECT_TIMEOUT
705 5 SSL B BT QCLOUD_ERR_SSL_WRITE_TIMEOUT
706 Fo SSL BERE R QCLOUD_ERR_SSL_WRITE
=707 5 SSL R fEmT QCLOUD_ERR_SSL_READ_TIMEOUT
708 Fr SSL ki QCLOUD_ERR_SSL_READ
=709 TR BT PAEEE QCLOUD_ERR_SSL_NOTHING_TO_READ

CME ERROR i35 g
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<err> X715 EX
200 Previous command is not complete
201 msg packet over size
202 command timeout
203 check failed
204 Parameter invalid
205 No valid firmware
206 Memory allocation error
207 Flash access error
208 State error or not ready. eg: pub msg when MQTT not connected
209 Command execution error
210 Unknown error
211 Module self-OTA error
212 FLASH ERASE is going on
213 HTTP error
BT A ARTE M AR
B IR | NEFER A
5
1000 ErrorCode_SDK_ InternalError N EREE R
1004 ErrorCode_SDK_ProductNotExists 7 ANEAE
1006 ErrorCode_SDK_InvalidParam SRR
1010 ErrorCode_SDK_CheckSecretError I 2 T
1011 ErrorCode_SDK_NotSupportRegister PR S ST
1012 ErrorCode_SDK_ExceedRegisterTimes BT I A B R E R B
1020 ErrorCode_SDK_NoSuchDevice AR E A
1021 ErrorCode_SDK_DeviceHasRegisted WA BN
1031 ErrorCode_SDK_ExceedRegisterLimits WA i K H sh ) 2 s
B LA B B 2 B Ty i SR
<err> {75 EX
1 MQTT connect error
2 APP command error
3 WIFI boarding stop
4 RTOS task error
5 RTOS queue error
6 WIFI STA init error
7 WIFI AP init error
8 WIFI start error
9 WIFI config error
10 WIFI connect error
11 WIFI disconnect error
12 WIFI AP STA error
13 Smartconfig start error
14 Smartconfig data error
15-22 TCP/UDP socket error

WA 5% 1 B fir A RGO 2R
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$EIRAD ik
0 &
-1 W 525 AR 0 e % TR RS
-2 R, e BAEE R
301 T ok SRR
802 W AR, BB A
803 AW TERI
804 B IR
805 2k EL
806 RIS RS E
807 A3 135 AN RE R E
808 AN SV A
809 HE
810 AT H T3
W

YA X IR 2 MQTT JIR55 25

G
- e

AT+TCDEVINFOSET="1", "CTQS08Y5LG", "devicel", "ZHNKkIGRzZCA="

. W

OK
+TCDEVINFOSET: OK

2. TLS #4075, IR ECE y 5000 ms, (LAY 240's, clean session 2 1, {EREFZNEIE, I
R MQTT IR 554%

s %

AT+TCMQTTCONN=1,5000,240,1,1

. WY

OK
+TCMQTTCONN: OK

LB
« @l

AT+TCMQTTSUB="CTQS08Y5LG/devicel/control"

o MLy,

OK
+TCMQTTSUB: OK

BT EAHE, WREZEINT i B E R E TSR RS, Mikas i Ac
IHE, HFidid URC A3 Bk

© e

AT+TCMQTTPUB="CTQS08Y5LG/devicel/data",0," {\"action\":\"test\"\,\"time\
—":1565075992}"
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.

OK
+TCMQTTPUB: OK

+TCMQTTRCVPUB: "CTQS08Y5LG/devicel/data", 35, "{"action":"test", "time":1565075992}"

Bl v TR Bessiad MQTT sl 5 IR = Wy R A TRt S EL TG A TG LA S s

L WIHRIIT - 5 R si A X
FH T YR AN RS UL, AT SC B R R ST T A, ATk 5 S TRIE T/ MR 7 22
., BARIES%E SO Bl i

2. WPERIM RSB 5 T Y
WA 5 T SO MR 55 A i B S AT — ORISR B, s il ol 3 TR A RS R
£, BWESEH IO W TR

3. HEX
JA PRI E S SO MQTT 32 8URIY P s

P _EAPLE MCU fiif] ESP32-C3 #5457 il AT [+ SRR A SCH., Rl N RS [ B Bt o i 2
WETR KA IR
1. A8 S BCELRE I = WK M e 5 5L
ERZJE, MCU W ek Al e e T IR M B E S, RS E B R AR, Wil
i e E A = AR AR ST, W AR E
H KA
* AT+TCDEVINFOSET
* AT+TCPRDINFOSET
2. i) Wi-Fi BRI S BC M £
M E AR S5, MCU nlSE i) Wi-Fi B2 20 20 Mh R Wi-Fi, WERBCAECR, WnTpA
A A X iy - A2 T AT X AR 5 W e M TR A2 /N P A T IS ) B 8 o S 48 A
%f%?ﬂﬂ%ﬁéﬂ‘i’iﬁiﬁ%%‘% , HFERRCEL PRI B A, WHERCIM N 2 J5 2 A shilt A7 2h
lm\Eﬂﬂ‘o
LIPS
o AT+CWIJAP
e AT+CIPSTA
o AT+TCSTARTSMART
e AT+TCSAP
3. MQTT #4% KT 17
FE A BOE R B E & Wi-Fi 882 J5, MCU wl it MQTT H3:Bem iR 45, A4 H &
OB E R S8 (R RO BRI FR &%) LA AT BAR B A3 EL Topic, FF4E MCU FCEAH %
MQTT j# B_EAi 2 3EHRE URC (4 [l 4L BEALH] o
LEESiice
o AT+TCMQTTCONN
o AT+TCMQTTSUB
o AT+TCMQTTSTATE
4. MQTT WU A &,
MCU FEACRIH B, AR R BRG] PUB 8% PUBL fir%. ERE A1 JSON Ffli i 2t
FTHE AL PR R R 454
LIPS
o AT+TCMQTTPUB
e AT+TCMQTTPUBL
5. OTA {fifig Je iy
WAE MQTT N2 )5, fifE OTA Thig, BHXEBNEG OTA (L5 W = mi FH R, #
WENTHR Ay J5 2 B 3R #E RIS flash, If@ it URC @ MCU, MCU F5%4LHH OTA #H 5%
URC iR, 78T BRI J5 T A A 5K iy 236 MCU H AR [ 7«
FH KA
* AT+TCOTASET
* AT+TCFWINFO
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 AT+TCREADFWDATA
6. KiIF MQTT
W LT MQTT REPATWIT @4, HNEMAS D FRMBI AR, FESH O,
ATy 22 BUH BT A 1T 1) Topic, WNEEHT 2R 2 KT 4
Pty
o AT+TCMQTTDISCONN

6.1.2 Tencent Cloud IoT AT Firmware
ESP32-C3

o fREsIm
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Chapter 7

AT FAQ

o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— dofT R B AT E) iR A5 2
— B L E 0y AT B 4o T 2%, 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- KAd T AT MR T L3FRiE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
AT B, LW ERERHANPALAERALBETEHNEL, ALY
TR B AR Loy ZRIN AT B F AR G b VA AR G A AR R R T4 X 3 ¢
I MCU %5 ESP32-C3 i &8 AT 4T ikwl, =i 4akm ¢
ESP-AT 4 %~% % ¥ 3 ESP-WIFI-MESH 2
AT 7 T ¥ 3 websocket 44~ %
XL AT A iE 3T 2 VARG R = = 9] ¢
- AT bR T T VAL BN IE T R AT h & 2
So T I AFAR L BRI B R I A2 ST VA B E FothiF ESP-AT 1426 X 3Fah 4 ¢
AT G4 P 45 5k F 4 4o f TR 72 2
AT 4h-vp & 0 g 8 T 5% 2 (Bl 115200)
ESP32-C3 10 AT 454 NFH AKX, wwREZaGH BT, ESP32-C3 e 54 4w a9
EER NS
- ADV J 35K AL 32 F P B BiZhe TR E ¢
o M
- ETRREAEA Loy AT B2 RS R flash % K ¢
— AT B 4ofT & F error log ?
— AT j£ ESP32-C3 #2004 UARTI i@ 12 % Br k5 ESP32-C3 ¥240.64 datasheet 2k UARTI “ B 7~
—
o MAE
— AT Wi-Fi i 35360F % 00 2
— ESP-AT E)fF v TCP %i% % 1@ KN 5T vANS 7L 2
— ESP32-C3 AT Bvk-z hofTiiX B AL ¢
o b
— RS R T AR AR 3R v Rty AT 4 2
— ESP32-C3 AT 4ot T35 7% TLS WU A ¢
— AT Bl 4ot 147k TCP %34 2

7.1 AT [
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711 BB BT IR A, AR IBUSE T B ?

UIRAT B AT SO BRI R [, 0T % AR 1e% -

o FEIAIR RO B AT A [ (SRR ESP-AT Bl # 2 5%
o HVRIARER A3 o | A — st ) U 9F B AT 4R B # .

712 WARIRC AT B FDRES ?
ESP-AT [, THEGES % esp-at

7.1.3  EM_LBCE R AT WPEmpr B ?

o Past T H3E T4 Flash T2 T .
o PERHAIHESHAT FHI5h.

7.1.4 WAy ESP-AT Zak il RGBT bin 3041 7

A PABE ] Flash "~ 2 T A ) combine #4117 # 5

7.1.5 B AT BIFES SC R ds ?

o B SRR RS, RN SRR
o WPTRETFRIBE R, AT LA ER 1y AT+ UART_CUR 5% AT+UART_DEF HEF7{&1k .
o WAL,

7.2 AT %r > 5

7.2.1 AT #5 busy 2| 25 ?

o PR “busy” FIRIETEALBERT—25ar2, ToIAWIN S HHIA . BN AT SRy B 2 Lk, R
AEBRSERT— 4 Ja, AR — ka2
o YHZHRMATEFZFHAR, REMHEIR “busy” B “ERROR”, [ EATER OAYHA, B9k
IR HA
- H %A AT+GMR (#4747 CR LF) (ZH84F), HI T AT+GMR (8474F CR LF) C 42— 505
M AT 652 1, REXPITI%AT L. B HER R GE M R 58 M AT+GMR #4E, gl ®) 15T Y
ST, BRGSO, KGR “busy”. (HULRRERGELL5EM T AT+GMR
VB, FRRE ST ST, SRR R — R BRI S, RSHER “ERROR”,
- MCU %% AT+CIPSEND J5, %] busy p.. Wi, MCU FFEHH ik 4. P24 busy p.. A3
%*%ﬁéEE&ﬁ,%mﬁA%ﬁo@ﬁ%ATLQ%ﬁéWEE,MGLﬁE%E%%ﬁ
T o

7.22 AT [ilfF, EHURRES A4 SRR P, Mo ?

ERR CODE:0x010b0000
busy p...

s WEEARRMRE” LM E—FKmd7.

o BAEIL T A SR busyp--”, 78 ERR CODE 2T 1 RIS -

o WA RS A R ] X AME R AR, WTRERIRRLZ XA E T 2 iR
THATAF ISR HAMAT S, BEE LR T E A AT @
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7.2.3 AEARIESA ERERIN AT RS RRIE L a4, DL R WIREE d A AMIBA R A I 4 52
7
o WSRAEAR T % ESP-AT (AR EBGA I PEAR SRt an &, ST AS B ESP-AT B # £ 5%
o ARG EREA G o MBI UG 3RS, ARSI IA BB TR G, 5T PAS % release

notes,

7.24 J: MCU & ESP32-C3 i85k AT w2 Jcignl, 250 ?

2 MCU 45 ESP32-C3 S50 Ak AT fir & a5 TS AT RAT S, TERRF I SIE N 7 ATm”,
W& E AT B = &R R R

7.2.5 ESP-AT A %+ ESP-WIFI-MESH ?

ESP-AT Y474 57 ESP-WIFI-MESH,

7.2.6 AT j:8 % #f websocket iy 4> 7
o BRIAf AN L EF websocket 4.
niE I e i, %2 websocket, DAL e f 2 SU AT 474
7.2.7 A AT iy AP 2 UL B IR =Bl 7

LA R AT B, AISH LR RB):

o =M HZ%: AT+MQTT aliyun,
o BN HZ%: AT+MQTT QCloud.,

i OCloud AT Bt , HRMIGRE AT &% EEE BN S

7.2.8 AT @A Ml DAV B I RESE o B % ?

A[PA. ESP32-C3 ) Wi-Fi il Bluetooth LE 3t Jfj—#i K2k, A[{fi | AT+RFPOWER Ay 448

7.2.9  fal 2 REAREEER DA PEAS S REH nT DUAE G B NG v ESP-AT TR S R iy 4 7
BIATE ESP32-C3 R S Ry itidi WPA2 £l 2% i 5 D g , 75 4 15 7E menuconfig HiJF %)

fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command support.

7.2.10 AT iy AP FAF AR 7
WA HAT 4 %53 T I RS SCPATIEE

7.2.11 AT ar4vp 1 et M T DU 7 (BRiN: 115200)

AT iy 4-H3 H R B2 nT DAB B -

o H—FhyE, AT DAE R E 1 6y AT+ UART_CUR S AT+UART_DEF
o BT R, WETDAE IR AT B, FENG: AefT%F AT 142 5457 UART 7%
BERE,
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ESP32-C3 fill] AT 54 EA BB, NEeREZMHREIF, ESP32-C3 fEfR
AR B RS ?
o WD A A AT+SYSMSG HEATRCTE, TIHEEE AT+SYSMSG=4, HISIEHE MM EMIT, 14 LR

“WIFI DISCONNECTm”,
o HWIEHENE, HaAAE AT v2.1.0 ZJF3N, v2.1.0 o2 BIRIRA TG %4

7.2.12

7.213 ADV U8B B 32 7 2 R BZ A B 7

AT+BLEADVDATA fiy4 35 adv | &S HURCH 32 7747, WARREREH K HSH, 1
| | AT+ BLESCANRSPDATA v 4% &

7.3 WifE
7.3.1 AN L AT [ 2ERE N flash 2K 7

o X ESP32-C3 RAIBIH , #0] PASHESP-AT B4 £ 5o
7.3.2 AT [ fn #55F error log ?

» ESP32-C3 ¥£ download port #F error log, 2ERiA UARTO 25 GPIO21. GPIO20.
o AT AS P a2 £ 4%

AT {£ ESP32-C3 £i4] I-i) UART1 {5551 55 ESP32-C3 Bi41 1% datasheet 2R i\
UARTI1 54— ?
o ESP32-C3 3§ 10 4 MAs#:, 76441 ESP-AT i, WI DAYE menuconfig HH i i {2 fic 4 i

UARTI &I &, FrPARES H PR datasheet 45 IS — 07155 10
o EIHITERS A] PAZ: R factory_param_data.csv.

7.3.3

74 i

7.4.1 AT Wi-Fi ZE# 220 ?
s AENAEGFT, AT Wi-Fi BEREFERSC N 5 7. (BAESEERfM v, Wi-Fi SE I A BT o 2

PhRE, MRS, BiHREMRESEZ A5 .
o A[PAIEITAT+CWIAP ] <jap_timeout> S8, K13t B iy JHB T .

7.4.2  ESP-AT [l b TCP J ik 1 ok/he A4 nf U fgk ?

o TCP Jiktd N 4\ JeykiEd fr B0k, TR E M gni ESP-AT TRRAE B i [ 14
o T PAE H L & menuconfig Z:4{, Component config > LWIP > TCP >Default send buffer

size,
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7.4.3 ESP32-C3 AT fnl i il ik K 4k ?

o AT bR RS, FBU A espidf i) iperf 7R GIIEFTINEL (J§ AT WL, WAL

B, R 1460 FATIESE KL ) .
o BIRHEAR L TR, G ASH 4TIk ESP-AT ekt RAEFEA.

7.5 Ik

7.5.1 IREZE N vl LR £ 1Ok {4 dm AT tn 4 ?

« ESP32-C3 3745 UART. SPI 4% 13 (5.

o AT BOARIF R0 UART $ 1R & 4. A 206 SDIO w34 SPI £ 1 4 Tid
W, ATPABET ESP-AT BUESF, TEEIH IS F 4T 4.
s WL HRHESE (1] ATSDIO £, i AT SPL% M, = (1) AT BH7#1 .

7.5.2 ESP32-C3 AT infnf 45 TLS Bpil A ?

4% ESP-AT TFER}, W] PAYE./build.py menuconfig -> Component config -> mbedTLS H3 F, 0]
PARE AT SR IAS A B

7.5.3 AT WfFanf 8 TCP &% ?

« H#l AT BRARIFH) TCP HRIEHECH S,
* ESP32-C3 AT fr K58 16 > TCP #4%, R PAYE menuconfig HBEfTHCEL, FUEJTIAAIT

— ./build.py menuconfig—> Component config—> AT—> (16)AT socket maximum connection number

— ./build.py menuconfig—> LWIP—> (16)Max number of open sockets
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Chapter 8

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARRG . FEar BT, AT & uim HICE L AT T AP S e 1F AT ar B 1At
, [AIN AT e 02 A AT R . AT FE RIEI T, M4 X JEASIER X .

* KIKAT+CIPSEND WE W), W > 25

* KIKAT+CIPSEND P ATap % Y, I > 2 )5

o % PEAT+CIPSENDL Y8645, W > 25
o % 3%AT+CIPSENDEX VB4, WE >2 )5

359
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o KIEAT+SAVETRANSLINK %'E 483, FF&E (AT+RST) 4, MAERHZ G
* KIKAT+BLESPP YfTen ), WK > 25
AR, Kk +++ e, SMAIEREX B, HEAG X,
Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

 After sending the AT+CIPSEND execute command successfully and returns >.

 After sending the AT+CIPSENDL set command successfully and returns >.

o After sending the AT+CIPSENDEX set command successfully and returns >.

o After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.

» After sending the AT+BLESPP execute command successfully and returns >.

In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BB BRI, AT fir o DS R AT AR 2 BeU AR (B THRRR+++) , A AT

iy, RS TR AN . AT FENFIREOLT, M e S48 BEARIEIZX .

K IBAT+CIPSEND BLE A2 W), W& > 2 )5
K IXAT+CIPSEND 7 1, I > 2 )5
» RIEAT+CIPSENDL &t i, Wk > 25
» RIRAT+CIPSENDEX U &t i, BIKE >2Z )5
o JikAT+SAVETRANSLINK % &4 3, FAIKAT+RST 4, WMAREBZ G
* RIRAT+BLESPP HATen ), W >2Z )5
AR, Kik+++ e, MBI B, HEAG L.
DHCP Dynamic Host Configuration Protocol
NS FHLELE ML
DNS Domain Name System
DTIM Delivery Traffic Indication Map
JIBIN2 TEERNDS )
GATTC Generic Attributes client
GATT %& i
GATTS Generic Attributes server
GATT Jlz 554
HID Human Interface Device
PNGIRERE S S
I2C Inter-Integrated Circuit
AR R B
ICMP Intemet Control Message Protocol
PRV P 4 i 4 S
LwIP A Lightweight TCP/IP stack
— MR EGH) TCP/IP Hpisll bk
LWT Last Will and Testament
o
MAC Media Access Control
MAC Hitik
mDNS Multicast Domain Name System
Z 1% DNS
MSB Most Significant Bit
TR A R
MTU maximum transmission unit
S IN2 T
NVS Non-Volatile Storage
IE5 KLt
Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
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opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C3 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

WAL fRR BOAE s
e WAL AN, HP R AKGR AT fiv%. B, el AEIEAT+CIPSEND fis%-, ik AT fiy
2 HE R MCU Blla I & fdd s o A ER sl 2 A% . Sl AT ayd HaR 125 MCU, - [
2Pl +IPD .
T iU, WRIERITT, ESP32-C3 A e, HamERWiIT.
LA 5555 Transmission Mode Shift Diagram.,

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C3 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C3 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BB Wil “ER AR,
TEEABET, HPARBREIE AT 64, B TR +++ fyd. AT 654 HIE R BTA ) MCU
%A&TE%M%%%EME, e B fetantin . AR H S AR 2l i AT S 1 e o, & [ml
24 MCU,
Wi-Fi ARy, ASRIERLNTIT, ESP32-C3 ffoN % Fimiy , S A, Il Bl
A+++ 1B ER, WS IR, ESP32-C3 MRS Ay, & o PRSI I WT BT A0 24, LIS B3
Mt A+++ BHIEL.
WL A5 5% Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

]
AT+SAVETRANSLINK=1],..] :
AT+RST |

e e e o ———————

&l 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (i@ &4 42 X))
e Passthrough Receiving Mode (i% 15 10542 X))
e Passthrough Mode (:% 1542 X))
e AT+CIPMODE
e AT+CIPSEND
o +++
o AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
AR TE-5- 58 1 4 42 X, AIE 5 45X 2 [ — M Im s
TEFAE AR, AT R REACR B B (LT i s (E AT T DANCE R A M 5o il 8o, @i AT fir
A IBEIR B 25 MCU ., B2 /12831 2% Transmission Mode Shift Diagram
PBC Push Button Configuration
AN
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
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PCIAIE, 7k ESP-AT TAEP 45121 OPEN I WEP PASMH) Wi-Fi IAIERL.
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIPEARG AR . AP ER (PKD) 2—HlmEfE. Bk, 5%, EHEURSEd
YRR, HH e T QU AR, S, B AP DA SRR
WENGIGSH AT EPERE.
PLCP Physical Layer Convergence Procedure
PLCP #pill, EIPEEE 2R MY
PMF protected management frame
B4 Sialiok=g= U
PSK Pre-shared Key
L ]
PWM Pulse-Width Modulation
ket i RE A ]
QoS Quality of Service
Wiz 55 o
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
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	模组配合腾讯云 IoT 平台进行 OTA 功能流程框图

	URC 模组主动上报 MCU 消息
	+TCMQTTRCVPUB（收到订阅的 Topic 时上报的消息）
	功能
	消息格式
	参数
	说明
	示例

	+TCMQTTDISCON（MQTT 断开时上报的信息）
	功能
	说明
	示例

	+TCMQTTRECONNECTING（MQTT 正在重连时上报的信息）
	功能
	示例

	+TCMQTTRECONNECTED（MQTT 重连成功时上报的信息）
	功能
	示例

	+TCOTASTATUS（上报 OTA 状态）
	功能
	消息格式
	参数
	示例


	Wi-Fi 配网及 AT 辅助命令
	AT+TCSTARTSMART：以 SmartConfig 方式进行 Wi-Fi 配网及设备绑定
	功能
	测试命令
	执行命令
	示例

	AT+TCSTOPSMART：退出 SmartConfig 方式 Wi-Fi 配网状态
	功能
	测试命令
	执行命令
	示例

	AT+TCSAP：以 softAP 方式进行 Wi-Fi 配网及设备绑定
	功能
	测试命令
	读取命令
	设置命令
	参数
	说明
	示例

	AT+TCSTOPSAP：退出 softAP 方式 Wi-Fi 配网状态
	功能
	测试命令
	执行命令
	示例

	AT+TCMODINFOSET：ESP32-C3 模组信息设置
	功能
	测试命令
	读取命令
	设置命令
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	说明
	示例

	AT+TCMQTTSRV：设置腾讯云 MQTT 服务器地址
	功能
	测试命令
	读取命令
	设置命令
	参数

	AT+TCVER：读取模组固件 IoT SDK 版本信息
	功能
	执行命令
	示例


	TC 网关子设备命令
	AT+TCGWBIND：网关绑定子设备命令
	功能
	测试命令
	读取命令
	设置命令
	参数
	示例

	AT+TCGWONLINE：网关代理子设备上下线命令
	功能
	测试命令
	读取命令
	设置命令
	参数
	示例

	AT+TCSUBDEVINFOSET：子设备信息设置
	功能
	测试命令
	读取命令
	设置命令
	参数
	示例

	AT+TCSUBDEVPRDSET：子设备产品信息设置
	功能
	测试命令
	读取命令
	设置命令
	参数
	示例

	AT+TCSUBDEVREG：执行子设备动态注册
	功能
	测试命令
	读取命令
	执行命令
	参数
	说明
	示例
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