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Chapter 1

AlH5M

AFGFG A2 ESP-AT @At 4 AMATHERRREFE . DASCANAT T AR SR AT [, i PAF B

1.1 ESP-AT 21|24

ESP-AT J& /KRBT A i n] B3 T B = e ) 52 F Bl F , BAERRAIRE P IR R BAS, PR e i . 84t
ESP-AT #§4, &0 DAPRBEINATCL ML iSRG SCEEWREE A GEfE s S5 T6e, BEiEEst
JeEETHEL B Y R

ESP-AT ;& £ - ESP-IDF SLHl R4 T2, B i ESP32-C2 BIH M MAL, MCU ERFHL. MCU Ki%k
AT fiy4-45 ESP32-C2 54l , %] ESP32-C2 Bidl AT AN [ 4 0E, Jf- 20k ESP32-C2 B4z [1] ) AT iy
N . BSP-AT 244 7 K EINFEARFIN AT fird-, 1 Wi-Fi fiy4-. TCP/IP 54, Bluetooth LE fjr4~. Bluetooth

4. MQTT 474, HTTP 674, Ethernet fiy 345,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

K 1: ESP-AT 445

AT 4 PA “AT” TR, U3 Attention, PARIH)—47 (CR LF) 4R . HAREER A&k 0] oK B
ERROR MWL, FIR Y HIar > M A PATER . HE, Irf AT ey ¥ spATidT, SR BIIT— 4%
s L, FEMT AT iy, WAER E— A iTsg e n, MAET —&ard. MR E—FamdR
WAToEEe, NERTHMA, WERE busy p... K. HEH K AT 6o fE BB AT 44 &

BOABCE T, MCU il UART 345 52 BSP32-C2 #i4H . Ak AT S AR AT iRz, {Hig, ]
DA SE PG RS DU B R, (D HA i (5 4% 1, fil4n SDIO.
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AR, fEUTLARET ESP-AT T4, HATFRELH AT 54, MUSE L.
1.2 ffF&ET%

A EEN AT BAIBER AT [FEfF, Kk AT iy R AT Wi . Jir 45 2R DA S 2 18] 12 A faf 42
.
XA RIVBAL, AT BN PR SR e & XA 225 . RARAISHESP-AT Bl 1+ £ 5t

1.2.1  WEfRERS

# 1: ESP-AT iy 5 6 1F

e Thie

ESP32-C2 Jf % MAL

USB %fli4k (4% ESP32-C2 JT KAl PC) MERIEPEL SR R

PC EAL, REECE T ECEML

USB #flsk (##z2 PC 1 USB ¥ UART H: OI#iH0) Jeik AT fip % el AT I b 40 2 12
USB #¢ UART H3 I fL5R et USB {551 TTL {55

B2k (%4 USB % UART H [THURT ESP32-C2 JF A M) | &3k AT @l $2IC AT i b 5% 1%

< Download / Log output>

Kl 2: ESP-AT Mis(AE {7 2 T

e
G

o EHTRMLABIAAT B4 {US2HF 26 MHz @i fik . AnARAH ESP32-C2 fhRM 40 MHz, 15575 Kbt
¥ ESP-AT 142 HAT4%% ESP32-C2 AT [E{f, 754 A4 E :

python build.py menuconfig -> Component config —-> Hardware Settings -> Main.
—XTAL Config —-> Main XTAL frequency —> 40 MHz

o PR 4 AL AL E R ESP32-C2 I A ARFT USB % UART o LIS, (EAN SR A Bl A 1R 42
g, A 2 AL ER: TX/RX /AT,

o WUREEEH I ESP32-C2 AL, AT KA, W d UART BEsgt, fER5 205 # t UART 45 )
(Z% #> HATERIRIE), RN ZEE 2L AT &2 —:
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— T i} Strapping %M (2% # > £ Strapping A1) , b1 R IE AR 2B

- Wi BIRAT+RST=1,1 iy %, PEATFHEAK

1.2.2 ESP32C2-4MB %%
ESP32C2-4MB Z 51|51 42 4 & ESP32-C2/ESP8684 515 -, [AlIN[ " 4 MB flash [ #6i4H/FT % # , il : ESP32C2
MINI Z %1% 4 . ESP32C2 WROOM £ 51|15 % .

ESP32C2-4MB AT % A1~ UART # 0 : UARTO [T F#[E % HE, UART1 i F k3% AT 67
R AT WL . BRSO, UARTO Fl UARTI ¥J{#i 1 115200 4R 7015 .

% 2: ESP32C2-4MB Series Z 771 fifi {1 224245 B 43 i

Ik ESP32C2-4MB F &R &I HEE&ZEHR
7 o ET
TREMFAEHE UARTO PC
« GPIOI19 (RX) . TX
+ GPIO20 (TX) « RX
AT 632 2
LRl UART1 USB % UART & 11 Kbk
+ GPIO6 (RX) . TX
+ GPIO7 (TX) « RX
+ GPIOS5 (CTS) « RTS
+ GPIO4 (RTS) « CTS

BeW] 1: ESP32C2-4MB JF Al PC 2 [H] 1) 8 A 14 52 N B AE ESP32C2-4MB JF At |, B 7 USB
Bl £ HT R AR PC BT,

BEW] 20 CTS/RTS A& A TE B BE (4 2 B A T34k

ESP board

......

USB to serial converter ESP board USB to serial converter
[ e RX —m8 — TX
X —— RX
AT command/response g-:-g J— CR;TI-g

[ 3: ESP32C2-4MB 41 i 145 R B 1A
W S E AT ESP32C2-4MB B BT IERE , 1SR ALY SRS
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1.2.3 ESP32C2-2MB &%

ESP32C2-2MB Z 51351142 N & ESP32-C2/ESP8684 ith H, [A]if45 2 MB flash [AEL/H B AL -

ESP32C2-2MB AT ¥~ UART #1: UARTO H T R EM4fis B HE , UARTI1 HT %1% AT
A AT R . BRAKGL T, UARTO Fl UARTI ¥ 115200 4R35 .

2% 3: ESP32C2-2MB Series Z 71|l {14 43245 1 43 T

IEE ESP32C2-2MB F R &I HER&EEH
. 1
T UARTO PC
+ GPIO19 (RX) . TX
« GPIO20 (TX) « RX
AT 632 2
iy /. UART1 USB #% UART 3 11 Eibh
+ GPIO6 (RX) . TX
« GPIO7 (TX) « RX
« GPIO19 (CTS) « RTS
« GPIO20 (RTS) « CTS
o &
A UARTO USB % UART # 1 itk
« GPIOS (TX) « RX

BEW] 12 ESP32C2-2MB JT KAl PC 2 [H] Y4 JHITE £ 9 ELAE ESP32C2-2MB JF el b, B FE M USB
BR L HTT SR PC RIAT

BEW] 20 CTS/RTS & BIUATE R RE P D) e A ik
R B E T ESP32C2-2MB MU IETIERE, SR WAL SR MRS P

1.3 TF#EFES

AT LA ESP8684-MINI-1 B4y B, /23 an{n] |~ 2k ESP8684-MINI-1 BRI 1 AT [ {4, DA ANALRF
BFRER BB |, e ESP32-C2 RBIMLH L al S H A0

T ERIBER AT B2 B, ARG IEMER TR, B S%5m it e,
PR RIBEAL, AT BN PR SR ar & A 225 . BRI SHESP-AT Bl 1 £ 5t

1.3.1 Pk AT b1k

W B DA A R AT [EF R 3% PC:
o FIHEAT B 1
o IREBNBRAL TR (1) AT E¢E
o A BRI T R AR

AL, Ffi1F# T ESP8684-MINI-1 5(]“5\2134] ESP32C2-4MB_AT_Bin_V2.5.0.0 {4, ZE L E 545
4 e HoAr 484 bin SR, Hee ESP32-C2 R 5L B4 H s 2544 & bin LA SH 04

— at_customize.bin /] ZH AR K
F— bootloader // bootloader
| L— bootloader.bin
(FoTakEs)
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Download

USB to serial converter

AT command/response

ESP board USB to serial converter
RX —— TX

X ——— RX
CTS RTS
RTS — CTs8

Log output

] 4: ESP32C2-2MB 241 i 145 m B 1A

(£2171)
— customized_partitions // AT H & X bin X #
| L— mfg_nvs.bin // EF NVS 4K
— download.config /] B EE B SR
— esp-at.bin // AT K F B #
— esp-at.elf
|— esp—at.map
— factory /] EFEREAASFN bin XH#
| — factory_MINI-1.bin
| — factory_parameter.log
— flasher_args.json /] TESHGE RN R
— ota_data_initial.bin // ota data X A7 4 &
— partition_table /] — R A KA &K
| L— partition-table.bin
— phy_init_data.bin // phy ##HEE A
L— sdkconfig // AT EHXR N EFRE
Hrr, download.config UL & REREFHISE:
——flash_mode dio —--flash_freq 60m --flash_size 4MB
0x0 bootloader/bootloader.bin
0x60000 esp-at.bin
0x8000 partition_table/partition-table.bin
0xd000 ota_data_initial.bin
0xf000 phy_init_data.bin
0x1e000 at_customize.bin
0x1F000 customized_partitions/mfg_nvs.bin
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--flash_mode dio fQRILFEER K flash dio B AT 41

--flash_freq 60m fCFEILE /R flash HAF %A 60 MHz;

——flash_size 4MB {UFE I EA5E F Y flash £¢/)V A 4 MB;

0xd000 ota_data_initial.bin fAFELF 0xd000 Hihil-Bisk ota_data_initial.bin {4,

1.3.2 Bk AT B %%
T AR R B 2 e e R I 17y s

Windows

TFUGBRRZ AT, 5 T 3K Flash THETH. BEA K Flash TR THRIING, WHSEEGHEH doc XK.

* $TJF Flash N TH;

o WEFRIN AL (UbAb, A1k ESP32C2,)

o MRIEEMTR RIEE—Fh TS (BAb, FRATT%HE develop, )
o RARERTRIER—F R8O (Bat, Ff1k# vart. )

B DOWNLOAD... — O e
ChipT}rpe: ESP32-C2 o
WorkMode: | Develop b

LoadMode: WART

OK

Bl Se AR e g

o Rf AT [Effpesk 23, PARPIRN I STk —:
- HETHEITEHEEAE 0x0 Hihlk: 2% “DoNotChgBin”, i 57 & {4 ) BRIAFC & ;
- T EEA bin XAFRRNFE AL #RYE download. config SCIFHEATHEEE, 12781k
“DoNotChgBin”;

R T S B, A AR T ) COM i 115, JEA “COM:” "FHiF sk B ik
5. A XU F I S RN 4475 2% #& Windows A FH i 1.

BaRsE G, ik E AT B S RF R .

Linux 3¢ macOS

THURBRRZ AT, T8 2% esptool.py.
PATR PRy AT, Ff AT R PRReR R i :

o N TFEZEZA bin MEARFHAE: B AL T2, & PORTNAME fll download.config %
g

esptool.py —--chip auto --port PORTINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z download.config

Espressif Systems 8 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/zh-hans/support/download/other-tools
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/get-started/establish-serial-connection.html#windows
https://github.com/espressif/esptool
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 1. A48/

v A > HEBEE » OS(C) » bin » ESP32-C2-MINI-1_AT Bin_ V2.5.0.0 » ESP32-C2-MINI-1-V2.5.0.0 > factory v | O
b=t W ESpa2c2 FLASH DOWNLOAD TOOL V3.0.3 = O =
[ ] factory MINI-1.bin J SPIDownload ] HSPIDownload ]

"] factory_parameter.lag .
s o SR N VeSS s 50|
O - @
O r
O r
O e
O r
| @
O (@ W
SPIFlashConfig
SPI SPEED SPI MODE Detectedinfo
DoNotChgBin
@40MHz O QIO
LockSetti
O267MHz  OQOUT ceeEtnas
() 20MHz @®DIO CombineBin
CO8OMHz (O DOUT Default
(O FASTRD
DownloadPanel 1
COM: w
START STOP ERASE ‘ Solhe |
BAUD: 115200 ~|
F 6 N E AR R (o)
@ download.config - iT=4 - = o
XD RFEE B0 SEV EHH) WY ESP32C2 FLASH DOWNLOAD TOOL V3.9.3 = m] ey

—flash mode dio —flash freq 60m --flash size 4MB |

0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin
0xd000 ota_data_initial.bin

0xf000 phy _init_data.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/server_cert.bin
0x21000 customized_partitions/server_key.bin
0x23000 customized_partitions/server_ca.bin
0x25000 customized _partitions/client_cert.bin
0x27000 customized_partitions/client_key.bin
0x29000 customized_partitions/client_ca.bin
0x32000 customized_partitions/mqtt_cert.bin
0x34000 customized_partitions/mqtt_key.bin
0x36000 customized_partitions/mqtt_ca.bin

0x2B000 customized partitions/factory_param.bin

d [ HSPID:

iy

SPI SPEED  SPI MODE
|DDoNonchgs;n|
®40MHz  OQi0
Locksetti

O 267MHz O QOUT Ocksetings
S
Ot oo

O FASTRD
DownloadPanel 1
IDLE
£
START H sToP H ERASE |COM: COM43 v|

BAUD: | 115200 g |

B 7 MR A (RdEOR)
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H§ PORTNAME Zrife BT R AR T #iHz 4458, A IO 1248 4 FR, W2 7F Linux Al macOS
lskice =y Ju

$f download. config Bl MiZ i B S K.

PATF 2 {55 &5 ESP8684-MINI-1 #4045 A [ v 4 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-
—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio --flash_freq 60m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin O0xf000 phy_init_data.bin 0x1e000 at_customize.
—bin 0x1F000 customized_partitions/mfg_nvs.bin

HE AT FEF 2 0x0 Hikk: #APLTF A4S, ¥k PORTNAME Fl FILEDIRECTORY £
38

esptool.py —--chip auto —--port PORINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z —--flash_mode dio —--flash_freq 40m --flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Fedt il A MR ) 2k O K, 257 0 VEM 8 1% 4% 11 248K, 152 % 7& Linux Al macOS
AR
Ff FILEDIRECTORY Bl sdT 6 b i) r= 4l SO A2, BT, U & factory/

XXX .bin,
DA 2 i b 55 &5 ESP8684-MINI-1 H4H 45 A [ 4 -

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-
—Dbefore default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio -—-flash_freq 60m —--flash_size 4MB 0x0 factory/factory MINI-1.bin

BeRSE G, e d AT B2 SRR o

1.3.3 KA AT [IfFE M hesski s

TR A N BRI A AT [ e i

o FIFFER O T H, 4 SecureCRT;

o BB P T REEEIR AT My RO (TG WA i dE ) ;
o JHHEER: 115200

o i 8

* FEE7: None;

o IS 1

o Ji#E: None;

s HiA “AT+GMR” fir4-, Hf Hi#17 (CR LF);

TN EPTR, WA OK, MR AT BRI .

AT+GMR

AT version:2.5.0.0-dev(c3e8505 - ESP32C2 - Jul 11 2022 08:24:02)
SDK wversion:vw5.0-dev-3424-gbb23d783c0

compile time(bc9ad31):jul 14 2022 17:01:10

Bin version:2.4.0(MINI-1)

oK

& 8: AT My
BN, EFREEL AT N2 —Ha A ESP32-C2 i # L H &
Jitk 1:
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T 0 T H, 11 SecureCRT;
o B WEEHT C“TFHEHEMMBHE B8RO, BOEEES R EE,
WoAE: 115200
a8
« KE&A: None;
o fEHIRfL 1
e Ji¥s: None;
HARHT AR RST 48, 27 HER R HEAERL, WGERH ESP-AT [E{4:E LIEMwIHE T .
Jith 2:
o FIFHPIAH O TH, W SecureCRT;
o HRI: AriiEEE T AR AT ayd/ma . SR DA AT “FEEm S HE Ea,
ORI TE S 2 £ 3%
o JEHRE: 115200;
o BHEpL: 8;
« KRE&A: None;
o fsIRfL 1
e Ji¥s: None;
o TESGEEIRIL “AT AL/ [FJE D AAT+RST 4, H Hi#47 (CRLF), #7 “NEREA/4
HE” o8O0 HERTT R H G, W5 ESP-AT [E{4: 2 2 EMPIaGik T .

ESP32-C2 F#L H #&:

ESP-ROM:esp8684-api2—-20220127

Build:Jan 27 2022

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:1
load:0x3fcd6108,1len:0x18b0
load:0x403ae000,1len:0x854

10ad:0x403b0000, len:0x2724

entry 0x403ae000

I (32) boot: ESP-IDF v5.0-dev-5949-g885e501d99-dirty 2nd stage bootloader
I (32) boot: compile time 11:05:11

I (32) boot: chip revision: v1.0

I (36) boot.esp32c2: MMU Page Size : 64K

I (41) boot.esp32c2: SPI Speed : 60MHz

I (46) boot.esp32c2: SPI Mode : DIO

I (50) boot.esp32c2: SPI Flash Size : 4MB

I (55) boot: Enabling RNG early entropy source...

I (61) boot: Partition Table:

I (64) boot: ## Label Usage Type ST Offset Length

I (71) boot: 0 otadata OTA data 01 00 00004000 00002000
I (79) boot: 1 phy_init RF data 01 01 0000£000 00001000
I (86) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (94) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (101) boot: 4 ota_0 OTA app 00 10 00060000 00140000
I (109) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (116) boot: End of partition table

I (121) esp_image: segment 0: paddr=00060020 vaddr=3c0e0020 size=288c8h (166088).
—map

I (167) esp_image: segment 1: paddr=000888f0 vaddr=3fcab6010 size=02c18h ( 11288).
I (170) esp_image: segment 2: paddr=0008b510 vaddr=40380000 size=04b08h ( 19208).
I (178) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=d444ch (869452).
I (378) esp_image: segment 4: paddr=00164474 vaddr=40384b08 size=01508h ( 5384).

I (382) boot: Loaded app from partition at offset 0x60000
I (383) boot: Disabling RNG early entropy source...

(N 4kZE)
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Chapter 1. A48/

(£ L£50)

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: ESP32C2-4MB

max tx power=78, ret=0

3.0.0

TR A T ESP-AT TAE, 5HBRESP-AT & AT 4.

USRI T ESP-AT, i P SCII e e, 7 AR B LA SR P2 I AN I, SRR
FIBEF #4557 ARINGT AR T AT [ fF.
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Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TR AR 0. H, R38R T LATT ESP32-C2 RAIKILIAY AT [t

Ptk QSRR LA A AT B, T DAGE B A R (e B AR AL A [ 2 (55 ESP-AT B 2 5% &
SRR (R EA R R ), s IR R EME M I AL, W] DAl i arpy T A BECEAR
G, AR AR O RY E:.

o 147k UART fe &

o 4k Wi-Fifie. 5

s MHUE R FeFARE

2.1.1 ESP32-C22MB %%l

* v3.1.0.0 ESP32-C2-2MB_AT_Bin_V3.1.0.0zip (#E#)
* v3.0.0.0 ESP32-C2-2MB_AT_Bin_V3.0.0.0.zip

2.1.2 ESP32-C24MB %%

* v3.1.0.0 ESP32-C2-4MB_AT _Bin_V3.1.0.0.zip (#%F)
* v3.0.0.0 ESP32-C2-4MB_AT_Bin_V3.0.0.0.zip

AL AR /N :

o T #, ESP32-C2 AT X % j5 B 14

o AT EVPFi A AT A6 TR 28 — il So i AR A
o FOZEIRAT R A A B0 ¢ 0 OR[EZREUAY AT [EIE R HARBO R, IO, o s A
 RIEMHE, &%TWJM ?

il A SRR T RS AATRE SR TR 7 BRI AR A A, BT
VN IS T T 3

13
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https://download.espressif.com/esp_at/firmware/ESP32C2/ESP32-C2-4MB_AT_Bin_V3.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32C2/ESP32-C2-4MB_AT_Bin_V3.0.0.0.zip

Chapter 2. AT [E{4

2.2 AT HilfFwigr

ESP-AT [ FA & 1 TR DI Ram — bl 3o

* factory/factory_xxx.bin sgiX S0HRpiE PIRER) —JEHI UG5 BT DAMUBESR factory/
factory_xxx.bin F[ELGHIE N 0 (1Y flash Z3[a] 4, B ERIE download. config XAHME E
R T BE ) S be s E flash HX R E 4G I A 25 ] o

* at_customize.bin &t TP XE, LEINN T mfg_nvs 53X, PAKATEER fatfs 30X
E M HAEA > KRN AT DA AT 6y AT+FS FIAT+SYSFLASH S50 5 1% U B 51 4 X
BHNE .

* mfg_nvs.bin $§H T AN[E ESP32-C2 2 2 [ (AR E (MR 4R). iEmAR ISR H T Emf
R T2 KESEOHE B SEAS A2 B .

2% 1: ESP32-C2 FL4i [y fai (il

1528 UART &M (TX, RX, CTS. | Factory Parameter Bin
RTS)
ESP32C2-4MB 4| . GPIO7 Eircltory_param_ESP32C2 HAMB .
¢ GPIO6
¢ GPIOS
 GPIO4

2.3 Pk BRI A 7

ESP-AT [5 {47 PAF JURN SRS, Horb T g slofe 4 [P A9 A B B SRS, SRR 2R Rt [
TR

BH A ES (EHF)
GitHub s 8% ) 1
1% B0 B A
B AT %iF Y B

231 FIiIkARNE (H:47)

T RAVRIS AR SR < RATE R CEOTEET . BRI, AR A A KA e A
PEMRIE AT 2R RV A, SRR T BT IR 8 OTA RIS & T F . AR ¥y i ReAi iR
Wil S 4 A S I oK, IR e B P RARRIIAE o A0S D7 [ AN SRR RO, Z5mT DA
MRYEA A 2 57, VeI GRS R (1 5 BT 2 6 [ A T R I

o $EUEAR: ESP32-C2 AT B 1+
o fli:

- B

LE

1—5 RO F TAE /N

- BT
- A HERAA TR
* ZHEIHY:
- Btttk
- BT RAKRE RIS
- A7 K ESP-AT [EI{FSZFRASCRAFLE 7 5851, 1i§2% ESP-AT GitHub 55T readme.md
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2.3.2 GitHub I}

GitHub I 145 ORF A IS HE L 21 GiHub IS 2 AR R AR I8 ) [0 A A0 P S R I, sl i
SRR, A 5 R AR PRI R BSOAS R BCd (H R AT R IR R AT A, i il e
BEELT I fE OTA R 2528 F 194 [ 4

o REURTE: TS 4o TA GitHub T 2 #7 \GaT ik AT B 4.
o ML
— SCEPPERR, BTRRERE RIS A MER 2 SE B R 2B H Ok
- A SR IE R R A R, 3T SDIO 3@ B 2E . 3T SPT S A [E {4

— BREUEE TAERN
o Bl BT ARIE AR commit A2 A PR o Se BRI, ATRESAFAE— LR, &
TS B I L

233 &S BNEE

(CE e | LR EIP RS AN PR s RS TR RN SR O e o D i G A e e R T G s R SN E B N
HA RS HONT R T , R . UART 10 M4 As s, A E ol T R
% OTA [R5 a8 TH &I 1F -

o KTWBERSHON, 5 Fapy T35,
o A
- AT EF G .
- BEPFREE. A,
o BN FREELTAARAE S, ERRI, BRI R

234 HAirgavEm e

BT EIAT YT R R BT, F5 25 B O OTA lks5 a4t ASCRF OTA TifE.

o XT el BATHR R, ES% Kbtk iF ESP-AT 142,
o fii: Thie., BMIAEC .
o B WEH OB B

24 HIMBEE, #KR Ptz ?

MERWEBNEE G, ESF @ EiE 5EM T A KI5 4% PC A ESP %4 . HRFEFBOR Rk
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 8 & 2% 0] IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

i 37
[ox
SH
* <mode>:
- 0: HJe ESP32-C2 ik A IEH B/ T
- 1: HJH ESP32-C2 F i A [ 8
B
o WIRGETESLH N, PTAE IR A I E Ay A1k ESP32-C2 HE AR #ia, X FEE T DAYERE¢F Y
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

WA %

=

A

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [E{EAME B . 45 B 7] DAZE menuconfig &k .

Bl
o QAREAEMTT ESP-AT [ F A AL A, i Jehe fit AT+GMR RAME B -

il

AT+GMR

AT version:2.2.0.0-dev (cad4lecd - ESP32-C2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :0Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: 4 i 4 i [ 71 S R B AT i 4 B fin 4 8 25!

A%

=l

4

AT+CMD?

W i ¢

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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e <index>: AT Wyl F%

o <AT command name>: AT iy 544 FR

» <support test command>: 0 FE/RALH, 1 FRTFF

+ <support query command>: 0 F/RATE, 1 LRI

« <support set command>: 0 F/RALH:, 1 FRIE

« <support execute command>: 0 FRA L, 1 FRTEF

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,
AR

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

B
. <time>: AN Deep-sleep HUITK, S5 ZEA0. BEIE]R, i E0WER, HRIEIRR
WY, SR A R

- 0 Fm I E
— K Deep-sleep B K2 28.8 K (2311 ZFb).

|
o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &
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3.1.8 AT+RESTORE: &)

WA %

=

A

’ATJrRESTORE ‘

W i <

[ox |

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.

© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % FFHLiE A TCP/SSL ik 1E 42 X 13 4.
o % E FFALEEAN UDP ik 1A X 12 6,

BEEIFHLEA TCP/SSL i L1512

peEmY mA

’ AT+SAVETRANSLINK=<mode>, <"remote host">, <remote port>[,<"type">,<keep_alive>] ‘

W i :

[ox |

* <mode>:
- 0: XM ESP32-C2 L Hii A Wi-Fi if £ 4 X,
— 1: )3 ESP32-C2 FHii#k A Wi-Fi i 152X,
e <” remote host” >: FLEESE, Fnimig IPv4 ik, IPve #blil, BidEi4s . HKh 64 5,
* <remote port>: Ll I {E
o < type” >: FRFERSE, FRMEHAHEL:” TCP”,” TCPv6”,” SSL”, 1§ “SSLv6”, ERiA(H:” TCP”
o <keep_alive>: Ml EHERFN) SO_KEEPALIVE &I (5% : SO_KEEPALIVE N4H), BAfi: #b.

e JLFE: [0,7200].
— 0: 2% keep-alive ZHfE; (BRIA)
— 1~7200: FFJ keep-alive TIfi. TCP_KEEPIDLE {f}j <keep_alive>, TCP_KEEPINTVL {ti}

1, TCP_KEEPCNT {4 3.
o RATAHHH) <keep_alive> B S5 AT+CIPTCPOPT 4 Wi <keep_alive> ZE{MH[E, mZ&
H G E I AT U E . IARBITA G AR E <keep_alive> 48, MBRIAM] B ECEE.

Bl
o ABENG Wi-Fi FFALE & X AR BAREFE NVS X, #5450 <mode> iy 1, FK EHLEZIHEAZ 12
X TEBE
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il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C2 _HL#EA Wi-Fi if 42X,
- 1: JFJi ESP32-C2 L Hiik A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WiTAT+CIPSTA? iy 4528 ESP32-C2 27 3k EE| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

3.1.10 AT+TRANSINTVL: P& BB B & & b
A%

e

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK
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=

=

A

’AT+TRANSINTVL:<interval> ‘

o <interval>: FAEA&ik[EfE. B0 280, BRAE: 20, JEFE: [0,1000].

st

o BERHEUN, 2 ESP32-C2 A UART UL EIHRm, ARIE] i R K BER T 25F 2920 747, #&
PSRRI A 2920 PR HEAT Ak, B ERF <interval> 2R EEERHE R EE
RFAET 2920 745 AR K -

o MRHERAVD, HAEE AR R FRARKER), WA A <interval> RIRREEHE KA RHL. 2
<interval> fR/INEF, WTVARREAR ) PO A A B A AE I, (ELK S 30 P RS i ) 45 4 114
R, — R AR A e

il

/) BB B E B R

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
Ay

[

AT+UART_CUR?

L)V

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

15

N

R

X

Py
A

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control> ‘

Wi 3% ¢

[ox |
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BH

e <baudrate>: UART j4&%
— BSP32-C2 i%4%: S F# A 80 ~ 5000000
o <databits>: i
- 5: 5 bit HEAL
— 6: 6 bit IR
— 7: 7 bit FIR{
- 8: 8 bit 57
o <stopbits>: {5} {i/
— 1: 1bit fZ1}-f7
— 2t 1.5bit &R
- 3: 2 bit {F= ]} 7
o <parity>: I
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: AMlpemds
- 1: ffigE RTS
- 2: ffifig CTS
- 3: [aR{ifE RTS #i1 CTS

Bl
Bk Rl 2 UART FEES A SCERE, T ah i s N, I Be -5 30E (A AR 25
o AUEARAFE] flash,
o i RE O 45 P BE G L IE B A B9 CTS/RTS 45 M, ¢ 1% 4F UL#2 #+ £ 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,.

il

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: {7 UART B\l , [#47%] flash
it A

O e
iy A

AT+UART_DEF?

W i ¢

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

H

N

H

¥

[y

o
%

=l

AT+UART_DEF=<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W i <
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OK

* <baudrate>: UART &R
— ESP32-C2 545 % 453E s 80 ~ 5000000
o <databits>: FIR{v
— 5: 5 bit $Hifr
- 6: 6 bit FHE {7
— 7: 7 bit FIR(
— 8: 8 bit HIR{
* <stopbits>: {=F{i/
— 1: 1 bit Bk
— 2: 1.5 bit {213
— 3: 2 bit &R
* <parity>: 517
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
-0 Rfffeies
- 1: {figE RTS
- 2: ffifig CTS
— 3: [AAH#iRE RTS i1 CTS

e
o PO SO ERAFAE NVS 20X, 243508 FRR _E MR G 3%
o {5 FH B 4 9 4 T BB T B IR 19 CTS/RTS & M, 115 15 W& # % 4% Ml components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF=115200,8,1,0,3

3.1.13 AT+SLEEP: EIREHER

iy s

Ele

4

AT+SLEEP?

Wi i ¢

+SLEEP:<sleep mode>

OK

&E
i
=
7

=N
%

Espressif Systems 25 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

’ AT+SLEEP=<sleep mode>

* <sleep mode>:
- 0: 2% R AR AR
- 1: Modem-sleep F5z{;
« PR Wi-Fi fER
- SRR AR AP 1) DTIM 2 A 5K P
+ B4 BLE 5z
- 7E BLE J"H578F, SHBSIHCRIAR )4 8] b 10 9% 1A
- 7F BLE ST, SHSIHCREAR S 2422 [a) B 2 1 5% 1A
— 2: Light-sleep #=
« I Wi-Fi iz
- CPU K H 2k AREAR , SPATABHOR: 5 P4
« BA Wi-Fi 3
- CPU Xt H itk AERR , ST R AT+ CWIAP i L B listen interval
SHE K
* A Bluetooth FRz{;
- £ Bluetooth | 3%~ , CPU K H it AREHR, St kAR 4% 8] b e 1 5% 74
- J£ Bluetooth #E#35 , CPU Kf H gt AMEAR , S SRt RE AR F15 7% 352 18] il 2 19 5% FA
+ Wi-Fi A1 Bluetooth FE77AF
- CPU X H Bl ARENR, AT S F Y5 A5 BRABE R 1 5 P
— 3: Modem-sleep listen interval 5z
« PA Wi-Fi iz
- BPIEIHCRF AR IEAT+CWIAP 621X ) listen interval S KM
+ B BLE f5i={
- 7E BLE J"HE78F, SHASIHCRAR )4 18] B 2 19 5% A
- E BLE ST, SHASIHeRE AR b 2422 18] B 7 10 5% A

B

o A HIRIRAA S, Bluetooth LE RAT ARG #I 4Rk, 24 Bluetooth LE #JUAAL)5 , AT PAZE F AR AR
s

* Modem-sleep £l Light-sleep #5539 1] PATE Wi-Fi #5053 BLE f5:0 &, (HAE Wi-Fi fz0F
EFFR L BETE station Bia R

o B Light-sleep BixUhT, #HUURATMITAT+SLEEPWKCFG AW BRI, 65 WS ykme i, %4
B —EAL T RERRIR S

* % Light-sleep #3X 5, 415 Light-sleep M 45 (/AN L 1], 35E8RF B 2hiE A BERRAR L , 24 Light-sleep
MR A& A L IS, A5 I 2 A B R AR = e i

* XFF BLE #xX [ Light-sleep #X, i FLZiaf £ 4% 32KHz fiflz, 750, Light-sleep #55X 2 DA
Modem-sleep #i, TAE.

* AT+SLEEP 5 £ ki S Y Sleep AT =17 .

il

AT+SLEEP=0

3.1.14 AT+SYSRAM: 4 ify 213l 43 k%2 ] Al i /D EZE ]
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=

i 4

=

A

AT+SYSRAM?

Wi i ¢

+SYSRAM: <remaining RAM size>,<minimum heap size>
OK

ZH
* <remaining RAM size>: Y [H| 4 E=s[a], {7 byte

o <minimum heap size>: EITHAH/DHESSE], BA7: byte. 24 <minimum heap size> /NF o
It 10 KB i}, ESP32-C2 ) Wi-Fi HURIIFEE A 1 DI RE W] BB 5258l

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: # il RGitn s 5
s

Dyt
ER I BT IES N ESE e

AT+SYSMSG?

] oz <

+SYSMSG:<state>

WEAGIRER . WRETHR NS P AT JHE, W AT+SYSMSGFILTER fis% .

Py -
"ﬂ4>‘

’AT+SYSMSG:<State>

W

’OK
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ZH
* <state>:
— Bit0: iBH Wi-Fi i 142X, Bluetooth LE SPP }% Bluetooth SPP Hi} & &+ It~ {E B
*0 AFTEN
© FTE] +QUITT
- Bitl NG BA
+ 00 R R(EE, W XX, CONNECT
« 1o 8 4R 4E /8 (§ B, U0 +LINK_CONN:status_type, link_id, ip_type,
terminal_ type, remote_ip, remote_port,local_port
- Bit2: EERESINMEE, & T Wi-Fi i£# 42X, Bluetooth LE SPP J% Bluetooth SPP
+ 00 ATEHHRTE R
« 1: 24 Wi-Fi, socket, Bluetooth LE 5§ Bluetooth JR7ZS & Ak ASH), TEIHR(ER, 0:
"CONNECT\r\n" = Ml "+LINK_CONN:" F L W 7 &
"CLOSED\r\n"
"WIFI CONNECTED\r\n"
"WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
"WIFI GOT IPv6 GL\r\n"
"WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
"+ETH_DISCONNECTED\r\n"
PL "+ETH_GOT_IP:" F LW Rz A
- PL "+STA_CONNECTED:" FF kW # x££ &
DL "+STA_DISCONNECTED:" JF L W # x1f &
DL "+DIST_STA_IP:" FE W T E
- B "+BLECONN:" F kW £ 7 &
DL "+BLEDISCONN:" JFk 8y #2 & f5 &
B

o ¥ AT+SYSSTORE=1, [t B ¥ MO ARITAE NVS 431X,
o A BIt0 Ky 1, B Wi-Fi M%ﬁiz& Bf 478 +QUITT,
o ¥ Bitl K 1, ¥ & ¥ WWAT+CIPSTART FMIAT+CIPSERVER iy &, £ 4 ¥ 2 &

“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” TN
B “XX,CONNECT”,

il

/) BE wi-Fi BEEIARRITHRTRFE L

/) EERITHFEARRETE R

/) HBERAREAZTHATHER

AT+SYSMSG=2

&

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT H AT HIR T &

AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FIJHkZH RS0 0E

i)y

yite

MY R RGBS IR
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[

AT+SYSMSGFILTER?

Wi 3% ¢

+SYSMSGFILTER: <enable>

OK

LA

Dyt
JE S R G0 B g

s

RF

’AT+SYSMSGFILTER:<enable> ‘

W i :
[ox |
S
¢ <enable>:
—0 BHARGEELE. REBIME. 205, REHEEASER BN IERTE.
D EHARGHEEAIE. TFRE, RE0HBIE N A UTE E A EdE S8 AT g, MCU
TAWﬂ AR E B VT EEdE, A& fE MCU.

e

* e AT+SYSMSGFILTERCFG iy Bl B A SR sy, FRHE A B e H 2 400H Bl g,

ST RS A ) R G
o VA HAT+SYSMSGFILTER=1 f5%, HWEH BRGNS I8 G2 K2R, Bi ik AT RS

HEMOT g,
o TEMEAE AR B, SREUAU AT+ SYSMSGFILTER=0 %, 3525004 B itk
W%@%?ATI$~&ﬁk,%@%WTMAH&@MWQADMﬁ%ﬁﬁ

// JREW AT A4 BB XK. BHE RSP AT+HSYSMSGFILTER.
AR, KEHKEM LA L %E VCU (AT+USERWKMCUCFG # A B M MCU % B Zh &) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/) B EeH AT A o SiE k¥, IS W AT+HSYSMSGFILTER.
AR (WRER) , XEHKEWN L 2% B MCU (AT+USERWKMCUCEG # 4 % & # MCU.
B ) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B A EE MCU HEE M AT # 4 O W I 4. KA LS AT+SYSMSGFILTER.
At e, ABEHEF B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// A B B e B MCU ijﬁw’rnz\/fﬁlﬁﬁé E’] AT fr4 B X% . ¥ LW ATHSYSMSGFILTER.
oAtk (WEREA), REKENS % B MCU (AT+USERWKMCUCFG # 4% B # MCU_

B R)

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);
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Bl RGBS A% BIETR s,

3.1.17 AT+SYSMSGFILTERCFG: #%if)/lic s RS B digss

* T 1’33\/@%
° /F] r/\};ﬁ—%‘l\/f‘é E,
° imﬁn"/l\li/fﬁ
o MIFE—A~ ik 5

?*% ‘c‘}*‘% 8 %

!

A LIRSS

AT+SYSMSGFILTERCFG?

W ) :

+SYSMSGFILTERCFG: <index>, "<head_regexp>", "<tail regexp>"

OK

S

 <index>: JIJESFHIRT].
e <” head_regexp” >: SLEBIEMFEEL,
o < tail_regexp” >: JEEBIFEMIFELR.

1R ERURT -t

B WA

’AT+SYSMSGFILTERCFG:<OperatOr>

Wi

* <operator>:

- 0 JEBRITA L UES . RIS, ATDAREIL L B AT 5 A e TR

il

/) W BRE IR #

AT+SYSMSGFILTERCFG=0

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>,<tail_regexp_len>

W i <
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OK

>

FaRma R FRIR AT EHER G AT % DO, JURHEST DS KO (B s Sk iE ) ek =R R B AE
M), 4 AT ZUEIEHE K E5 3] <head_regexp_len> + <tail_regexp_len> J5, #fTIE
W) R 35 A o

AR I Rk e AR R I R I B AR R, AR [ -

’ERROR

B SRV B vieea Vet -3 G v R N ER A I1PU /527 90 I IS A T

[ox

BH

* <operator>:
— 1o In—A g uEas . — AR A SR 2Rk A R AR I W Rk
* <head_regexp_len>: SLiFIEMIFAA K. JuHl: [0,64]. AREEN 0, AR ZMELIFIENFE
FCHPCHED, [EB} <tail_regexp_len> AHEHN 0.
* <tail_regexp_len>: JEFBIEMFRIAAKEE ., JH: [0,64]. WIREE K 0, AFRZBEEHRIEM KL
MIVCHEL, [A]B} <head_regexp_len> AHEHN O,

o WM A ARMGATEA MR IESS, FHl T AT+SYSMSGFILTER 4 5 s 25 i 2400 Bad ik, 52
P ARG AN RGeS B

o SRR ERIE WA X kE S % POSIX HAIENEYE (BRE) .

o N TR A E S (AT @A T TX $0) Bhe iR g, sha B E W Rk A ~ I3k, B
IEMIFERAPA ¢ 455

o WA RS E WIBHPCES_F S0 E Wk R B ERIE WA, REHEBA Spadig. dikE, &
Se i B E W B VUL E B 259 AT a4, MCU A Us] s 1 A8 1 W) ek = PCid b i
Bk, &IRFEEA MCU,

o MERGIHEICEH R UER G, ARSI IUH TR gL .

-i%ﬁ%@mﬁ%ﬁw,gﬁﬁﬁﬁé%ﬁ,wﬁ%ﬁt~%%%%%ﬁﬁﬁ%%ﬁﬁﬁéﬁ—
o, PEFTICEL.

o XPTAEMER RIS, MATEN R ER /DR, [ A K8 2 AT+SYSMSGFILTER=0 1y %>
BHARGHELE.

il

/) RERERAE, TR "WIFI CONNECTED" % 4 H B4
AT+SYSMSGFILTERCFG=1,17,0

/] % KA RKRE OK f1 > J5, ¥y A "WIFI CONNECTED\r\n (3E & \r\n & A 2.
SANFE W, XN ASCITI & ¥ @ 0D O0A)

/)RR G E T E
AT+SYSMSGFILTER=1

/7 AR LR R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT KN FH #r#f WIFI CONNECTED Z# 4 4 E i) &

YRS E £ %0h SaliEr i,
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AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢

OK

>

RaRm R FRIR AT EHE R A HI AT % DR, ORHAST DS K (B s Sk IE I ek =R R B AE
MFEk), Y4 AT BB EIEK JEKF] <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
IR 35 A

AR IR D)k e R AR 0 2R U s ik o i A, R ] -

’ERROR

B SRV B visea Vet 3 G v R E ] 5 rstr 00 ) IS Y T

[ox

¢ <operator>:
- 20 MR adugd
* <head_regexp_len>: S FIE NRIR . U [0,64]. QI2RIKE N O, Ml <tail regexp_len>
AHER 0.
* <tail_regexp_len>: REHSIEMZAN KL, FHH: [0.64]. WIRUEHENR 0, W <head_regexp_len>
AHER 0.

Bl

MM 0 2 U I A A I AL D o

il

VA N R

AT+SYSMSGFILTERCFG=2,17,0

/) % fEH A RE OK 1 > J&, W "WIFI CONNECTED\r\n (% & \r\n & A 2_
SANFE W, SN ASCITI & ¥ @y 0D O0A)

/7 W R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # d WIFI CONNECTED Z 4 ¥ & &

3.1.18 AT+SYSFLASH: #ifJuki5 flash JI| )15y X
Rl

ik
i flash F P43 X

Py
A

Espressif Systems 32 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

Wi ¥ *

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #frp X

-1 BHK

-2 FAK
 <partition>: X4k
o <offset>: fFgHbhk
o <length>: (i K&
o <type>: o IXARAY
* <subtype>: JJ 43X F2RA
o <addr>: J] 4 X HihE
o <size>: J RN

o [ AR A5 beck at_customize.bin, FH4EE IS H 4ofT i 2 Lo K,

o WEERAIXEF, IHSGERBERIZERS X, XA PAUES A <offset> Ml <length> ZECKTEM. i
W, $8§4 AT+SYSFLASH=0, "mfg_nvs" AJ[#ERIEA “mfg_nvs” X,

o XT3 X a] 2% ESP-IDF 73X 3%,

* ¥4 <operator> Nwrite B}, RGEILEINALIEREMITRE >, W DU AZ S WEdE, 3k
PN 5 <length> —F(,

o EArIKHI, S EERIZS XK.

AR EAE L mfg_nvs 2 XA R SRR s, 13 AT+SYSMFG 1in 4 (NVS H B E X AE ) . ansk

TEAE MU mfg_nvs 43X, 150 I AT+SYSFLASH fiy% (43 DXERE) o

il

/] BE®REA "mEg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// & "mfg_nvs" AR EBHHE 0 LB ANHFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000
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3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs ] J14y [X
A by A

hig:
1) manufacturing nvs f 743 X N ¥ 6 44 25 [] (namespace)

s

AT+SYSMFG?

L)V

+SYSMFG:<"namespace">

OK

PR o 4 25 T S BE QYD
é\

B WA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">]

Wi 3% ¢

’OK

ZH

¢ <operation>:
- 0: PEEREAE
- 1 BEURAE
- 20 HARE

e <” namespace” >: 44 a3[A,

o <7 key” >: R, BFRAHE. Y <"key"> HUEHS, R <"namespace"> WNITHIHEEXT; 1

MR M IR E Y <"key"> BYBEENT

il
o THICPIEE AR AT (NVS), T a4 23(a] . BERT AR

il

// #E B client_cert & XM A Fr AWM BAEXN (H: BRHEANE 0 2 E 1o
SE R P HIEFH)

AT+SYSMFG=0, "client_cert"

// ¥EH% client_cert # #& X B W MW client_cert.0 @M (W : BRBIAWHE oo
B E P IS )

AT+SYSMFG=0, "client_cert", "client_cert.0"

y

N

I 44 2 ] SR (R

s

&

Espressif Systems 34 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-reference/storage/nvs_flash.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>, <length>]

Wi i
¥ <"namespace"> AKX JGSEEE I, &IA]:

+SYSMFG:<"namespace">

OK

4 <"key"> NEZRSHEAEIS, R[]

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMROL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

* <operation>:
- 0: PEREEAE
- 1 EEHURAE
- 2: HA#RAE
* <” namespace” >: fiy% 23],
o < key” >: T, miFR M.
o <offset>: HEA WM.
¢ <length>: HHEKSE.
o <type>: FR{EH[IEHY,
- 1: u8
i8
ul6
il6
u32
i32
string
: binary

o <value>: SH{EAIEHE.

I
[cBEN I e NNV, I RO I )

Bl
* THICREE RS KA (NVS), T f#ar 22 im) ., BEXT IS .

2N

/] OEB LA A

AT+SYSMFG=1

// LBl client_cert @ & X B W r A W £ 4

AT+SYSMFG=1, "client_cert"

// B client_cert @ & Z A W H client_cert.0 48 W &
AT+SYSMFG=1, "client_cert", "client_cert.0Q"

Q)
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(£ L£50)

// LBl client_cert @ % X FE W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
LEH
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

[ 2425 ] N 5 A B

peEmy mA

’AT+SYSMFG:<operation>, <"namespace">, <"key">, <type>, <value>

Wi i *

[ox

S

¢ <operation>:
- 0 PEPRERAE
- 1t SEEERfE
- 2: BA#AE
» <” namespace” >: fiy4%3|H.,
o <” key” >: B, siFROME.
o <type>: F{HIYAA,
- 1: u8
- 2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: [ <type> A, WILSEE UK :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CFRMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT CER R AT 8 s, BERHETT DU A S, 24 AT 208 8 K S 2
<value> )i, WIS7R[) a4 2510 E A SEEXT .

I
NN R W

|

o THIEPIEE RS RMEATAE (NVS), T a4 2s(a] . BERT IR

* AR, I TR A 2 SRR (NVS AR 2 S EREEN ) -

o WEREARE R mfg_nvs 73 XA SRR R, T T AT+SYSMFG fip4 (NVS HEg S04 . f2R
BARBECEA mfg_nvs 72X, 5 HAT+SYSFLASH fir % (73X #:AF) o

il

// 1/ client_cert @ % X Al A MW client_cert.0 # 5 NFH WA (B : E#H client_cert.
A TEAHE 0 BEFHIER)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

/) B ORE > B, EA 1164 FHHIEH @
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3.1.20 AT+RFPOWER
Ao A

Yitig:
#¥if] RF TX Power

s

: fif)/BeE RF TX Power

AT+RFPOWER?

W

+RFPOWER:<wifi_power>
OK

)E’J

CHLN A

A

’ AT+RFPOWER=<wifi_power>

o <wifi_power>: BA{4 0.25dBm, AKX ERISEE N 78, MIZLFRE RF Power {H4 78 * 0.25 dBm
=19.5dBm. Jl¥EJ5F[i51T AT+RFPOWER? fii %
— ESP32-C2 45 I HUE G A [40,84]:

A SE BRI RF Power {H..

BEE | ERE B fR dBm
[40,80] | < RHTEH> | <HEH> | < EH>*025
[81,84] | < W,EfH > | 80 20

3.1.21 il

o 24 Wi-Fi XHERWI RIS, AT+RFPOWER fip 4 JovA R B /A 1f) Wi-Fi ) RF TX Power, 4 Bluetooth
LE KH¥JIRALE), AT+RFPOWER iy J5V2:15% B /2] Bluetooth LE ) RF TX Power,
« T RF TX Power 4 N A [A] 19 & 9,

MmaNEREBEE XN ERAEE
B DA L esp_wifi_get_max_tx_power £ i) F| ) wifi_power I {H B & 5

Fl,

esp_wifi_set_max_tx_power WENMBEMAIEER, BASHIZELR.

3.1.22 AT+SYSROLLBACK: [0]7& % CLiing 1k

AT+SYSROLLBACK

W i *
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OK

(]
« ESP32C2-4MB AT [il{} 3% #5t 4, i ESP32C2-2MB AT [k th T- R J1 T Ji4i OTA 4y [IX, Hitk
Z°Z ) AT
Ao Al OTA JH4t, HEERRES — OTA X (.

3.1.23 AT+SYSTIMESTAMP: 2% ifi)/i5 ¥ AS Hiuiv [ia] 3%

it 4

i
A A HI (3]

A

AT+SYSTIMESTAMP?

Wi i ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

B

g
WEAHBHA R, 24 SNTP WA H G, 552 F2 85

ZE

’AT+SYSTIMESTAMP:<UniX_timestamp>

W

[ox

ZH

o <Unix-timestamp>: Unix [Ff[a]#, #fi: 7.

il

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: FIHuiZEH AT iUt R
A s

Jyiig:
i) AT R
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[

AT+SYSLOG?

Wi 3% ¢

+SYSLOG: <status>

OK

&F

ifig:
JE AR AT 45 i3 R

s

’AT+SYSLOG:<status>

W i :

[ox

S8
o <status>: FHRASHE RS

- 0: 2
-1 R

il

// B AT #EREIETR
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// #ER AT HRRERT
AT+SYSLOG=0

OK
AT+FAKE
// A4 77 “ERR CODE:0x01090000"

ERROR

AT FR AR —A> 32 fi o B, & SCanF

ES FEH [
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0

« category: [HE{H 0x01
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* subcategory: 4R

HiRFKE! *é = X | WA
A
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 1528
ESP_AT _SUB_NO_TERMINATOR 0x02 FREEFRT (L “m” ZER)
ESP_AT SUB_NO_AT 0x03 FIRERIG AT (B A0 FEE at. ALSK
aT)

ESP_AT _SUB_PARA_LENGTH_MISMATCHx04 e LA
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 e e NUNT
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 e N ICHC
ESP_AT_SUB_PARA_INVALID 0x07 TeReS%
ESP_AT SUB_PARA_PARSE_FAIL 0x08 N 2 B
ESP_AT_SUB_UNSUPPORT_CMD 0x09 AN ZmS
ESP_AT _SUB_CMD_EXEC_FAIL 0x0A N
ESP_AT_SUB_CMD_PROCESSING 0x0B g E—4%md
ESP_AT SUB_CMD_OP_ERROR 0x0C o B TR EE

* extension: FEiRYJEELE, AFEKTREAAFEMY AR, HHEIH W components/at/

include/esp_at.h,
Bian, 45RMAAS ERR CODE:0x01090000 FoR “ACHFrzind”.

3.1.25 AT+SLEEPWKCFG: ¥ ¥ Light-sleep M Js i GPIO

v

o

N

R

¥

=t

A

’AT+SLEEPWKCFG:<wakeup source>, <paraml> [, <param2>]

» <wakeup source>: Mg i
- 0: [REAMCE, BASH
- 1 REME, A
- 2: GPIO Mifi
¢ <paraml>:
- YRR JTE SN, RS EEORIEIRIN ), AL 2R
- MRS GPIO i), %2 43R GPIO 451

* <param22>:
- YUY GPIO I, XS HEF/R -
- 0: fRHL
- 1 T
il

// GPIOLl2 B K A% v F B % B2
AT+SLEEPWKCFG=2,12, 0
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3.1.26 AT+SYSSTORE:

iy

i
i) AT SRR

s

BEE S HAEX

AT+SYSSTORE?

L)V

+SYSSTORE: <store_mode>

o <store_mode>: ZEIEERIR
- 0: WAHEAA flash

- 1: MAHEFA flash (BRA)

Bl

o R NP B, APmEiaS, FOyEa< 82N RAM Fif .

N RN

MDA iy 2

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIJAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
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e AT+CWAPPROTO
« AT+CWJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // F 7 A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test", "1234567890" // # A\ flash

3.1.27 AT+SYSREG: 5% (f8s

WA

-t

=

A

AT+SYSREG=<direct>, <address> [, <write value>]

W )i :

+SYSREG:<read value> // RNEH TR 545 £
OK

S

o <direct>: BN EZIEA

- 0: LA

- 1 B4
¢ <address>: (uint32) FFffgniit, FHHFESFHH XD (BARSE T
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

Bl
o AT A&l , DT Af DR A 2 A e L AT 2%

32 Wi-Fi AT @445

o B

o AT+CWINIT : #IUEACEHE Wi-Fi IRSIE T

o AT+CWMODE: Zifi)/i% 8 Wi-Fi 23, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: #5it] Wi-Fi JRZESH Wi-Fi {5 8,

o AT+CWJAP: %3: AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi %0 %

o AT+CWLAPOPT: ‘& AT+CWLAP xS H14iss By @k
o AT+CWLAP: 545wl Fi Y AP

o AT+CWQAP: WiTF5 AP [

o AT+CWSAP: Tit'® ESP32-C2 SoftAP &%k

o AT+CWLIF: Zxif)i%E3:%) ESP32-C2 SoftAP [{ station {5 &,
o AT+CWOQIF: WiJF station 55 ESP32-C2 SoftAP )%
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3.2.1

AT+CWDHCP: = Jil/%% Ff| DHCP

AT+CWDHCPS: %5/ % ESP32-C2 SoftAP DHCP 4} it IPv4 Hihl3iE il
AT+CWAUTOCONN: [Hi 275 A 34 AP

AT+CWAPPROTO: #¥ifi]/#% 5 SoftAP i 802.11 b/g/n Hpisl brifi
AT+CWSTAPROTO: ' Station Bzl 802.11 b/g/n HpMl A5
AT+CIPSTAMAC : %¥if])/i% & ESP32-C2 Station /] MAC il
AT+CIPAPMAC : #51f)/15% & ESP32-C2 SoftAP [#) MAC H#idik
AT+CIPSTA: Z5ifi/i% & ESP32-C2 Station [1] IP Mk

AT+CIPAP: #5115 & ESP32-C2 SoftAP [ TP Hbhik
AT+CWSTARTSMART : F} )& SmartConfig

AT+CWSTOPSMART : 42| SmartConfig

AT+WPS: V%' WPS Thifig

AT+MDNS: &% mDNS Zhfg

AT+CWJEAP: 4 WPA2 AR AP

AT+CWHOSTNAME : %51/ & ESP32-C2 Station [/ 3 H1.44 Fi
AT+CWCOUNTRY : Z¥if)/i% 5 Wi-Fi [E R t55

Ire

¥ BOAR AT FCE SRR LT R BRAT+CWIEAP Z SNWITA AT 6. U2

IS, W A THRIF ESP-AT 42, TR TP E TR Bkt
» G EAP 5% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

5 s ESP32-C2 2k

4] WPS fiid (AT+WPS): Component config->AT->AT WPS command support
25 mDNS 5% (AT+MDNS): Component config->AT->AT MDNS command support
2% 1] smartconfig 5% (AT+CWSTARTSMART . AT+CWSTOPSMART) : Component config ->AT

-> AT smartconfig command support

ST Wi-Fi fisd (AfERE. —HEEH, BIrfy WisFi AR A LRSI RERF IOV, 2 HATSE

PLIX 2 AT /54 ): Component config->AT->AT wifi command support

3.2.2

AT+CWINIT: #JisAL/ P Wi-Fi kg R

A it &

i

#if] ESP32-C2 #4511 Wi-Fi U LIRS

O e
iy

AT+CWINIT?

Wi i *

+CWINIT:<init>

OK

gﬁ

Lyt :

CEA

FItR AL B ESP32-C2 504711 Wi-Fi IKEh AR

Py -
“ﬂ4>‘
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’AT+CWINIT:<init>

W] )b
E
e <init>:
- 0: J5H Wi-Fi IRZhFLF
— 1: ¥tE 1k Wi-Fi SRR (BRA(E)
i

o AUEARAFE flash, FFJE R AEOAE 1.
o L RAM BHEA RIS, A Wi-Fi i9RTEE T, o AR st -5 B Wi-Fi JR80A8 ), AREIL
RAM %

Bl

// EE Wi-Fi W A7
AT+CWINIT=0

3.2.3 AT+CWMODE: #ify/¥H Wi-Fi B3k, (Station/SoftAP/Station+SoftAP)
A

Yyfig:
e if] ESP32-C2 #4511 Wi-Fi jit,

AN .
“ﬂ4>‘

AT+CWMODE?

Wi

+CWMODE : <mode>
OK

Dyie:
P8 ESP32-C2 5451 Wi-Fi fizt

s

’AT+CWMODE:<mode>[,<auto_connect>}

Wi i ¢

[ox
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BH

o <mode>: izl
— 0: J& Wi-Fi 5%, 9f H. 2[4 Wi-Fi RE
— 1: Station Fiz\;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=;

+ <auto_connect>: JJ{#ft ESP32-C2 % #511 Wi-Fi #3CI) (BI40, M SoftAP it Wi-Fi #5174k H
Station 55} SoftAP+Station #55X) , 27 /5 H HaliEH: AP IIfe, BOAE: 1. SHEERE, it
MEGAE, S aE H shidEs:.

- 0: 22 /] F shifE#: AP [Tfe
- 1: 3 B3hiER AP [MIIEE, &2 AIC &% H3liER: AP [WECE f-475) flash 1, JU] ESP32-C2
WAk B BhiEd: AP

Bl

o PAT+SYSSTORE=1, 7S5 ¥HARAEAE NVS 4 X

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #ify Wi-Fi JR &8 Wi-Fi {55
iy A

Jifig:

£rif] ESP32-C2 154511 Wi-Fi R Wi-Fi 5 &

AT+CWSTATE?

W i <

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi Jk5&

— 0: ESP32-C2 station [ A S TR Wi-Fi %4
1: ESP32-C2 station B & %% I AP, {HARHEF| IPv4 Hilit
2: ESP32-C2 station B\ £ %42 | AP, B L HHF| 1Pv4 Hihit
— 3: ESP32-C2 station IE¥E#4T Wi-Fi #E#25( Wi-Fi #Hi%E
4: ESP32-C2 station 4bT Wi-Fi WiHRIRES
o« <” ssid” >: HFR AP 1% SSID

|

o 4 ESP32-C2 station Y%A 4 F AP B, i by -2 Wi-Fi {5 8,; 24 ESP32-C2 station i
B L AP J5, HEEMHAT+CWIAP iy 425 Wi-Fi {55
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3.2.5 AT+CWIAP: &% AP
iy

Dtig:
7] 5 ESP32-C2 Station jE45 11 AP {5 H,

s

AT+CWJAP?

L)V

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>
OK

BeE WA

Yytig:
¥ B ESP32-C2 Station 75344511 AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W .

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

AT %

i
FF ESP32-C2 station 4% % ik Wi-Fi it & H1[#) AP

AT+CWJAP

W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPvé6 GL]
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&

+CWJAP : <error code>
ERROR

SR

o <ssid>: H#x AP 1 SSID
— G5 SSID AR HA , o " \\ SRR T, TR X
— AT ZHpi%$: SSID Sy SCi AP, {H 2 HE 28 % fh 27 5l 5 #4517 S SSID A2 UTFE-8 gtk =X
BT PASEH SSID, AR Jefili 414 21 i SSID #FfTi%E$z
<pwd>: ZHi K 63 577 ASCII
<bssid>: HPx AP [) MAC Hitik, 42/~ AP AR SSID i}, ZSHOR 440
<channel>: ZiH%
<rssi>: {55 iR
<pci_en>: PCIiAJE
— 0: ESP32-C2 station 1] 5{T-Aa—Fl a5 720l AP j482, {45 OPEN il WEP
— 1: ESP32-C2 station 7] 5[ OPEN F1 WEP 2 #NFATAR—Fimnas 5 R AP 45
» <reconn_interval>: Wi-Fi BiE[E]fE, A b, BROME: 1, & A{H: 7200
— 0: Wi, ESP32-C2 station AN E % AP
— [1,7200]: WiFFi%E4E )5, ESP32-C2 station 4[58 E I} E]) 5 AP %
* <listen_interval>: [[§/7 AP beacon [FJ[R][F, R4 AP beacon [H]ff, ERIAME: 3, JEH: [1,100]
o <scan_mode>: FIitE
— O: P4, #RE B AP J52 (L334, ESP32-C2 station 5 55— M 2 AP &4
- I: &FEER, A EEEE G A 2 L35, ESP32-C2 station 55 255 B5R %) AP
JUEET
+ <jap_timeout>: AT+CWIJAP fy AW EIME, B 7, BRiAME: 15, JERE: [3,600]
o <pmf>: PMF (Protected Management Frames, Z{&3 Ry HmT), BRIAE 1
- 0 F/R % PMF
— bit 0: B PMF Ijfig, $&/R3CHf PMF, WS H AL B PMF JjGE, I ESP32-C2 %4150
SeBEFE A PMF B84
- bit 1: FFE PMF, $/RFHE PMF, AR RPN RE PMF DIRER &
» <error code>: 45iRMG, {Wft&%
- 1: R
- 2: R R
3: LR T H iR AP
4: BRI
HE A H: BRI

(]

o HLAT+SYSSTORE=1, Tit'& W CRA7E] NVS 40X

o [ A & F5EITE station AR

o 24 ESP32-C2 station &L 3E: F AP J5, #EEMHLar4& i Wi-Fi {5 ; 24 ESP32-C2 station % /&
Pz b AP W}, HEEEH AT+CWSTATE fi4-#5if) Wi-Fi {5 &,

o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 54911 <interval_second>

SHMI . MRBFTARG A NNE <reconn_interval> 2%, Wi-Fi 5% a]B& i a)RFR FH 2k

UNEER!

WERFIH % <ssid> fll <password> 4, R A _E—RikEMH

PATI S TR E A WBEETEEAEFE, BRI 157>, Wl S5 <jap_timeout> WHE

AEFLSRE IPve Hihlk, SEBER B AT+CIPV6=1

42 oK {3 IPv4 WML T & Ui hes, A FE IPve M HEAR LA . 2411 ESP-AT DA IPv4 {24k

&, IPve M4 At .

e WIFI GOT IPv6 LL ftFEE LKA AHAER IPv6 itk , 3Ntk E i@t EUL-64 Ak 3k
W), AREMERESS., mTITRY, XMTHRESE OK Z B, W EETE OK Z )5 .

Espressif Systems 47 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

e WIFI GOT IPv6 GL{CEDZLIEE| 4R IPve Hullk, ZHiht 2k AP F & Mmigiin b papita s
R EBIATHATRY, FEKHSSS. BTIFRF, XAFTHIFHELE OK Z /i, WAl RELE
OK ZJ&; WrlREHHT AP AR IPVO i AT ED .

hil

// 4B B A AP By SSID & "abc", A E "0123456789", | @ 4 &
AT+CWJAP="abc", "0123456789"

// W R HA AP B SSID £ "ab\,c", HHZ "0123456789"\", M| & 4 £ :
AT+CWJAP="ab\\\,c", "0123456789\"\\"

/) R EZA AP FAM R # SSID "abc", WiE I BSSID # E| H A& AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// fw R ESP-AT E ki pMF #F # AP, W& 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: 7%ify/¥t' s Wi-Fi fiEh S
AR s

Ly
ity Wi-Fi BN E

s

AT+CWRECONNCFEG?

Wi % ¢

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

[y

Jfie:
% Wi-Fi &SR E

“ﬂ4>°

’ AT+CWRECONNCFG=<interval_second>, <repeat_count>

W i <

[ox

S8

* <interval_second>: Wi-Fi EIE[A][E, BN #, BRIAE: 0, FKME 7200
— 0: Wi, ESP32-C2 station A~ EiE AP
— [1,7200]: WiFFi&EE )5, ESP32-C2 station & [R5 € I E] 5 AP %
o <repeat_count>: ESP32-C2 X452 AP BIREL, ASBEHE <interval_second> AH 0 B
AL, BRIAME: 0, fKfH: 1000
— 0: ESP32-C2 station I3 424449 AP
— [1,1000]: ESP32-C2 station ## 8 AR S 538 E VR B E % AP
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il

// ESP32-C2 station &F 1 $HERE#& aAr, F 2K 100 %K
AT+CWRECONNCFEFG=1, 100

// ESP32-C2 station HEW FF & 85~ F #F AP
AT+CWRECONNCEG=0, 0

i}
o At <interval_second> ZEHAT+CWJIAP ) [<reconn_interval>] ZEAH[H
o A T HEWIT AP, Wi-Fi B MAHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP &y A FIHG4s 1 @ vk

i

=

’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

o <reserved>: {%F5ji
o <print mask>: AT+CWLAP [JF 45 R 215 WRA RS 80, BHAME: OxTFF, #5bit Bk 1, MER
S SE, BER 0, IR RN S5k
— bit 0: &% E/8 <ecn>
— bit I: BRI/ <ssid>
— bit 2: B7E BN <rssi>
— bit 3: &7 E/~ <mac>
— bit 4: F4 7~ <channel>
- bit 5: 215 ER~ <freq_offset>
— bit 6: 215 /R <freqcal_val>
— bit 7: 215 B/ <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 R~ <wps>
o [<rssifilter>]: AT+CWLAP fHHEZ5 R @ B A SHEEE, M), Sl i G S EALT rssi
filter ZH¥MHN AP, Bfj: dBm, BRIA(H:-100, JuR: [-100,40]
* [<authmode mask>]: AT+CWLAP 4445 2% won A M NIE Xy AP, ERIAME: OxFFFF, 1
Rbit x &R 1, WERXNINUERZ AP, &R 0, NIAER
- bit 0: J275 5K OPEN AUE A 1) AP
— bit 1: Z%& &8 WEP AR Y AP
— bit 2: B R wPA_PSK AIE K AP
— bit 3: 25 R WPA2_PSK IAE 1 AP
- bit4: 2R /8 WPA_WPA2_PSK AL =0AY) AP
— bit5: 2% T8 WPA2_ENTERPRISE TAUE T AP
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bit 6: B R WPA3_PSK A =Y AP

— bit 7: B B8 WPA2_WPA3_PSK IAIE T AP

bit 8: J275 7% WAPT_PSK MIE A AP

- bit 9: ;275 R~ OWE TAJIE =) AP

il

VA S & O M
/1 BN S KK 31, B OOxIF, RAFAMENA
1,3

KT AT+CWLAP @A H W ERHBETEE
. .

AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1

AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%min HIF) AP

R:

B A

4?

i

ST G E

O e
iy

S0 AP, 455 SSID. MAC Huht k(552

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT 4

i

F Y il 6 AP

A

AT+CWLAP

Wi i ¢

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freqg offset>,<freqcal_val>, <pairwise_

—clpher>, <group_cipher>, <bgn>, <wps>

OK

e <ecn>:
- 0:

: WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

: WAPI_PSK

|
O 001N WN

g
OPEN

OWE
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il

=z

<ssid>: FHEHS50, AP [ SSID
<rssi>: {55 iR
<mac>: FHESE, AP 1) MAC H#ilk
<channel>: {FiE5
<scan_type>: Wi-Fi #2840, BRIA(EH: 0
- 0: R
R TERE
<scan_time_min>: &R MEE RN E, FA0L

fil, ASHICR

<scan_time_max>: EAMFHE AT ), AL

SHERME, ESAHH 120 ms, ahHih 360
<freq_offset>: il ({RAEWH)
<freqcal_val>: SUEMHEE (FRETIH )
<pairwise_cipher>: %558

0: None

: WEP40

: WEP104

: TKIP

: CCMP

: TKIP and CCMP

: AES-CMAC-128

70 RA

<group_cipher>: N A, 5 <pairwise_c

D 2R, Ul [0,1500], ANSRIHEIEAU BT
2, JEl: [0,1500], AR 0, F{ERA

ms

ipher> ZHIIHAEEM

<bgn>: 802.11 b/g/n, #7bit By 1, WIFIRMEREX VA, i 0, MR 48X R

— bit 0: JZ i fiE 802.11b 5

- bit 1: 2 EHRE 802.11g 5

- bit 2: 2EHRE 802.11n FF;
<wps>: wps flag

- 0: AN+ WPS

- 1: Z¥ WPS

/&

# 4§ £ SSID & ap

AT+CWLAP="Wi-Fi"

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

3.2.9

!

i1

v

A

=

H

AT+CWQAP: WiJF5 AP (s

we

’AT+CWQAP

W i :

[ox

3.2.10 AT+CWSAP: (it ESP32-C2 SoftAP 2%

A i)

i

Ly :

pas

T
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1f] ESP32-C2 SoftAP [t & 2%k

2 ot
4

AT+CWSAP?

W

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

EmA

&F

Tytig:
¥ ESP32-C2 SoftAP [t & 2%k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

W

[ox

S

o <ssid>: FAFRSA, AN
o <pwd>: FEFERSE, B, JEH: 8~ 63 57 ASCII
e <channel>: {FiE%5
o <ecn>: JIE A, A3CHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
* [<max conn>]: iFi%E A ESP32-C2 SoftAP [ #%2 station Z{H , BUEIEE: 2 max_connection
¢ [<ssid hidden>]:

- 0: )74 SSID (BkiA)

— 1: AJ"4% SSID

B

o AJeA LAY AT+CWMODE=2 B ¥ AT+CWMODE=3 5} A 4%k

o #AT+SYSSTORE=1, Wit & ¥ MCERAFAE NVS 4 X

2R\ SSID [RI 45T 5, RN E i 4 i MAC Mkt 40 . 73 0] DAGE J AT+CWSAP? 253 2RA 1Y
SSID.

il

AT+CWSAP="ESP","1234567890",5,3
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3.2.11 AT+CWLIF: #%if)i%E#;5] ESP32-C2 SoftAP [ station {3 &

WA %

A

=

AT+CWLIF

W i <

+CWLIF:<ip addr>, <mac>

OK

e <ip addr>: £3:%] ESP32-C2 SoftAP 4 station HJ IP Hhidik
e <mac>: #3:3] ESP32-C2 SoftAP [ station 1) MAC il

]

© RARLTIEA WIS IP, {USHFTE ESP32-C2 SoftAP HITE AR station DHCP ¥ RERY I DL T A 2L

3.2.12 AT+CWQIF: KiJT station 55 ESP32-C2 SoftAP [1)i% %

AT 4

Dyie:
Wi A 1% A ESP32-C2 SoftAP [1 station

’AT+CWQIF

L)V

’AT+CWQIF:<mac>

Wi i ¢

’OK

B

o <mac>: FEWHFEEN station 1) MAC Hihk
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3.2.13 AT+CWDHCP: j3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

A

’ AT+CWDHCP=<operate>, <mode>

W

[ox

¢ <operate>:
- 0: 871
- 15
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP fIRES
- Bit0:
« 0: 2% Station [} DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

» #AT+SYSSTORE=1, WiiH HHCRHATTE] NVS 43X

o KW HE G S BRCEEHS IPv4 ik 6y - AN ESEN, WAT+CIPSTA FIAT+CIPAP
— #5531 F] DHCP, WM IPv4 Motk £ 2
- FEAEA IPv4, Tl DHCP 24 5%
- RE R ESES LR E
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #if)/i ¥i ESP32-C2 SoftAP DHCP 4}ty IPv4 Huht i Hil
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS=<lease time>, <start IP>,<end IP>
OK

Dytig:
& ESP32-C2 SoftAP DHCP I 45 %%/ it (¥ TPv4 Huhik- 75l

e

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W

¢ <enable>:

— 1: % DHCP server {5 5., FESEMIEE

- 0: 75 F® DHCP server {5 5., KR EGAME, FESHLHES
o <lease time>: FHZYW[E], FAf7: Zr4p, BUEVERE: [1,2880]
o <start IP>: ESP32-C2 SoftAP DHCP JI} %-4% IPv4 bbb it i IP
o <end IP>: ESP32-C2 SoftAP DHCP [l 45 4% 1Pv4 il 4t 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

© ARATLHAE ESP32-C2 SoftAP #EX e, HIF)5 DHCP server 1 &L (5 H]
o PCE Y TPv4 Hdik 7 BBl 625 5 ESP32-C2 SoftAP ¢ [f]— ¥ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE
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3.2.15 AT+CWAUTOCONN: [-HiJ&75 (1 2h48: AP

v

15

<

A

¥

=4

A

AT+CWAUTOCONN=<enable>

W] 3 2
OK
ZH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HZNER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/iX ¥ SoftAP Ei X 802.11 b/g/m Ppilbsifi

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO=<protocol>
OK

BEmA

A

=

AT+CWAPPROTO=<protocol>

Wi i ¢

OK
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B
* <protocol>:
— bit0: 802.11b Hp kR
— bitl: 802.11g P AR
— bit2: 802.11n HHMARE
el
* 477, ESP32-C2 #4% 37 ##(¥ PHY mode l,: Wi-Fi Pzt
o BRATEOLT, BSP32-C2 #4519 PHY mode J2 802.11bgn f#i=;
3.2.17 AT+CWSTAPROTO: ¥¢¥ Station iz | 802.11 b/g/n Ppillbrii
iR 4

O e
iy A

AT+CWSTAPROTO?

W i *

+CWSTAPROTO=<protocol>
OK

-t

LA

=

A

’AT+CWSTAPROTO=<protOCOl>

* <protocol>:
— bit0: 802.11b HMMATE
— bitl: 802.11g FM¥ARME
— bit2: 802.11n P AR HE

B

o Upi, ESP32-C2 %% %519 PHY mode I,: Wi-Fi Hpistizt
o BREN T, ESP32-C2 #4411 PHY mode & 802.11bgn iz

3.2.18 AT+CIPSTAMAC: kif)/i% ¥ ESP32-C2 Station 1) MAC Hudil:
Ay

Dyie:
#if) ESP32-C2 Station [ MAC Huhit
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[

AT+CIPSTAMAC?

Wi 3% ¢

+CIPSTAMAC:<mac>
OK

[Fautigy

itk
V%5 ESP32-C2 Station 1) MAC Hbik

fir 4

’AT+CIPSTAMAC:<maC>

W i <

[ox

o <mac>: FHEESE, 8 ESP32-C2 Station [ MAC Hidik

o FAT+SYSSTORE=1, Tt ¥R PRAFE] NVS 43 X

e ESP32-C2 Station [{) MAC #thit 5 ESP32-C2 SoftAP A[a], AT A —FH KB R MAC #iht
o MAC #hikf Bit 0 AfEN 1, N, MAC HihknlPLE “la:--7, {HAWPAE “15:-7

» FF:FF:FF:FF:FF:FF f1 00:00:00:00:00:00 2 ol , AEEisE

il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.19 AT+CIPAPMAC: #rify/¥ ¥ ESP32-C2 SoftAP 1) MAC Hil:
it A

Frif] ESP32-C2 SoftAP ) MAC Hiidi:

AN .
"Il/?\‘

AT+CIPAPMAC?

Wi

+CIPAPMAC: <mac>
OK
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B

&F

Yriie:
¥ H ESP32-C2 SoftAP ff) MAC Hiufi:

O e
iy

’AT+CIPAPMAC:<maC>

Wi i :

[ox

BH

o <mac>: FRHESE, FIRN ESP32-C2 SoftAP ) MAC Hihk

B

o AT+SYSSTORE=1, Wit EOUEHRAEE] NVS 46X
o MAC #ihilf4 Bit 0 ARfER 1, Biltn, MAC ikl PAZ “18:--7, {HATWPLE “15:-7
o FF:FF:FF:FF:FF:FF f1 00:00:00:00:00:00 2 L&t , AEEisE

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: i/ ¥ ESP32-C2 Station 1] TP Huht:

i &

ytig:
Zrifi] ESP32-C2 Station 7 IP Hhiik

[

AT+CIPSTA?

W i <

+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK
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B

&F

Yriie:
¥ H ESP32-C2 Station (] IPv4 Hiiik

O e
iy

’AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

Wi i :

[ox

BH

o < ip” > FERFESE, Fn ESP32-C2 station 1 IPv4 Hidik
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C2 station [{{] IPv6 il

]

o iAW), HA Y ESP32-C2 station i A AP B it B #4S IP bk 5, A REA A EI & IP
Hok
o HAT+SYSSTORE=1, Wr'E HEHUCRHRATE] NVS 43X
o KR E A 5158 DHCP Wiy E W, WAT+CWDHCP
— A #S IPv4 HihE, 1125 B DHCP
— #J5H DHCP, W2k S IPv4 Mk
- KR ESER L —REE

2N

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: #ily/ s ESP32-C2 SoftAP [¥) IP Hiuhl
Ay

Driie:
#51f] ESP32-C2 SoftAP [f) IP #uhit

AT+CIPAP?

W % <

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK
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B

&F

Yriie:
¥ H ESP32-C2 SoftAP [f) IPv4 bkt

O e
iy

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">] ‘

Wi i :

[ox |

BH

o < ip” > FRFESE, Fn ESP32-C2 SoftAP 1) IPv4 ik
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C2 SoftAP ) IPv6 Ak

]

o RPEEGASOGE T IPv4 M4, N8 T IPv6 4%

o EAT+SYSSTORE=1, Wit & W HCEHEAES] NVS 43X

o ARE A5 E DHCP [Way S HH EE 0, WAT+CWDHCP
- ZEH#AS IPv4 Mk, 145 A DHCP
- #7531l DHCP, 2% ] IPv4 btk
- BE RS S ERE E— IR

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: J| 3 SmartConfig
AT

ik
JF 3 ESP-TOUCH+AIrKiss 3 2k

DN .
"Il/?\‘

AT+CWSTARTSMART

-t

LA

i
FF 45 E 2584 1) SmartConfig

O e
“ﬂ/?'

AT+CWSTARTSMART=<type>[, <auth floor>][,<"esptouch v2 key">]
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Wi 3% ¢
OK
s <type>: A
- 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4. ESP-TOUCH v2
« <auth floor>: Wi-Fi JJEEI ), ESP-AT A2 85 authmode 5 T I {E Y AP
— 0: OPEN (ZkiA)
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
- ¥ esptouch v2 key” >: ESP-TOUCH v2 [fE%fMH, T TE% Wi-Fi S8 E 2 . KEN
R 16 FY

I
N AW =

B

o WA % SmartConfig [H{5 5., #5%% ESP-TOUCH {#i [ $5¥5 ;

* SmartConfig {¥ 3 £57F ESP32-C2 Station 1= i ;

e 4B Smart get Wi-Fi info /8 SmartConfig IR EE| AP {55, ZJ5 BESP32-C2 2431z
AP;

e J§H +SCRD:<length>, <rvd data> F75 ESP-Touch v2 I REE| B & L EIRE

e J§ & Smartconfig connected Wi-Fi FE/8AINIERES] AP;

o [HA ESP32-C2 %45 754 SmartConfig it W 45 5% 7 2 44 FALE, FrPAZE N AE]E B Smartconfig
connected Wi-Fi #iH)GIER BT 6 #PHJEHAT+CWSTOPSMART ;

* W[YHH AT+CWSTOPSMART {5 ]F. SmartConfig, $X)5HATHAL A <. Y&, £ SmartConfig i 2 H
T RATHAB AT L

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.23 AT+CWSTOPSMART: {5l SmartConfig

AT %

=

’AT+CWSTOPSMART

W

’OK

Espressif Systems 62 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/sites/default/files/documentation/esp-touch_user_guide_cn.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

e

* Joit SmartConfig I 515, #HAEAEAT H M iy &2 B8 ] AT+ CWSTOPSMART #%ji SmartConfig (5
iliolapes

Bl

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: k¥ WPS Jjiig

LA

-t

=

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: 73 PBC k%) WPS
— 0: 3¢5 PBC 28U [¥) WPS

« <auth floor>: Wi-Fi A\ JFB [J{E, ESP-AT A £xi%3: 3| authmode &T It FU(E 1 AP
- 0: OPEN (Zki\)

: WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

|
NN R W =

st

* WPS Jjfigan/ife ESP32-C2 Station {# RERY 1 L 1 I
* WPS A3 ff WEP hii# 73

il

AT+CWMODE=1
AT+WPS=1
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3.2.25 AT+MDNS: ¥ mDNS JjiE

v

H

N

B

¥

A

=

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

W i <

¢ <enable>:
- 1: Jj5 mDNS Hjfg, J5:2FHEIHE
- 0: X4 mDNS Difg, L2 MNFTIHES
» <hostname>: mDNS FHL4Fx
o <service_name>: mDNS JR 444 F5
* <port>: mDNS i [

2N

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.26 AT+CWJEAP: ¥Ed: WPA2 2 ifi AP
RIS

Ly :
#ifi) ESP32-C2 station T AR AP FE B B

P
iy

AT+CWJEAP?

Wi i ¢

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>

HEREE] H brdbll i AP

A .
"ﬂé?'

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W i <
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OK

o

+CWJEAP : Timeout
ERROR

BH

o <ssid>: iR AP 1) SSID

— 03 SSID EU I AL, o L \\ SRR TR, T
o <method>: WPA2 VA GE 7=

— 0: EAP-TLS

— 1: EAP-PEAP

— 2: EAP-TTLS
o <identity>: P 1 98, FAFERIRGIN 1~ 32

o <username>: WWE: 2 WU 44, J0EEl: 1~32 577, EAP-PEAP, EAP-TTLS Fifi LGN E

KM, EAP-TLS &k R EASH

o <password>: [f1Er2 By, JEFE: 1~32 5%, EAP-PEAP. EAP-TTLS WflAIE B E A

24, EAP-TLS X LFH R EASH
e <security>:
- Bit0: & FugikEfs
- Bitl: JR&5#iE4S
* [<jeap_timeout>]: AT+CWJEAP iy SR, BA00: &P, BRIME: 15, FEHE: [3,600]

il

// #HHEZE EAP-TLS AIEF AW ALK 2P, RE &K, RUERFEEH, WHE P mIiEH
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ¥ ¥ %F EAP-PEAP JAIE ¥ R H 4 b Mo
AP, REEMH. AP 4. B4, ARIERSFEEFH, FAoHEPFHITH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "test11",0

HRAUS:

WPA2 VARG DA ERR CODE: 0x<%08x> #5aFTEI
AT _EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011

Tr4Rs:
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

|
o FFAT+SYSSTORE=1, Fil'E W SCRHRAFE] NVS 43X

o flAar & IT )5 Station FX
o i TLS A7 (R (ERE R P ol

3.2.27 AT+CWHOSTNAME: #ily/i ¥ ESP32-C2 Station 1] 1:PLF#AFR

A it i 4

Yyhig:

#ifi] ESP32-C2 Station f) 414k
A

AT+CWHOSTNAME?

Wi % ¢

+CWHOSTNAME : <hostname>

OK

Dyite:
1585 ESP32-C2 Station [ M4k
[

AT+CWHOSTNAME=<hostname>

Wi i ¢
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’OK

Fr1%HF)5 Station A, NI [A] -

’ERROR

» <hostname>: ESP32-C2 Station [ EALAFR, K E: 32 FT

i
o Jit B HEMONEAE) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #if)/i ¥ Wi-Fi [H5 10
Ay

i
#if] Wi-Fi [ 540

P
"ﬂé?‘

AT+CWCOUNTRY?

W i <

+CWCOUNTRY : <country_policy>,<country_code>,<start_channel>, <total_channel_count>

OK

BE A

yiie:
B Wi-Fi [H5

A\ .
“ﬂ<>'

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count>

W i :

[ox
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Bl

2N

<country_policy>:
— 0: FFEZ ARG CH ESP32-C2 4518 A AP 1 [E Z A
- I N EZRR, BRI ARG BEE R E R AR
<country_code>: [EZMMY, HARKE: 3 MFAF, KEEZRNALTES 1SO 3166-1 alpha-2 frifE.
<start_channel>: 155548, Jo: [1,14]
<total_channel_count>: {518 a4

PV IIE 2% : Wi-Fi 5 /X A,
We B A PRAEE)] flash

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3

TCP/IP AT W7 %

N5

AT+CIPV6: J2 /%5 H TIPv6 M %% (IPv6)

AT+CIPSTATE : #¥if) TCP/UDP/SSL % #:15 B,

AT+CIPSTATUS (-7 ): #%if] TCP/UDP/SSL R ASFIE
AT+CIPDOMAIN : 354 f#HT

AT+CIPSTART : %57, TCP #%4% . UDP {& 45 SSL 1443
AT+CIPSTARTEX : 7~ B #1401 ID 11 TCP #%:4%. UDP &4 8 SSL %4
[ME A B AEAE X +++: B HIEAR X

AT+SAVETRANSLINK : 5% Wi-Fi FHLiE #4X S8
AT+CIPSEND: F£-5 8 5 2 X, 3 Wi-Fi i X T iR
AT+CIPSENDL: FE-§idi 5442 X, N AT Ak K5
AT+CIPSENDLCFG: % & AT+CIPSENDL 541 J@ Mk
AT+CIPSENDEX : FE-&-i@ 42 X R A Rn X kS 58
AT+CIPCLOSE: 4 TCP/UDP/SSL %1%

AT+CIFSR: £¥if] 7t TP #idik A1 MAC Hbhl

AT+CIPMUX = J& /%5l 2 1 H8EX

AT+CIPSERVER: 57/ TCP 5, SSL IR 45 #%
AT+CIPSERVERMAXCONN : 25 if)/1% B Ik 55 7% Fu VT8 7 i R IE R
AT+CIPMODE: i)/ AL ki

AT+CIPSTO: i/ B AN TCP R 4575k B i [A]
AT+CIPSNTPCFG : ZFif/ 15 B X 1 SNTP R 558
AT+CIPSNTPTIME : #5if] SNTP H ]

AT+CIPSNTPINTV : 514/ & SNTP Hif[7] [|) 25 174 8]
AT+CIPFWVER: #ifiiR554s C A1) AT 1A
AT+CIUPDATE: &t Wi-Fi T14% [#{4:

AT+CIPDINFO: %% +IPD 5,83

AT+CIPSSLCCONF : #5if)/i% & SSL % P i fic &

AT+CIPSSLCCN : Zrifi)/i5 & SSL %% i i /A il 44 (common name)
AT+CIPSSLCSNI : #5if)/i% & SSL % Fuifi () SNI
AT+CIPSSLCALPN : #%if)/i% & SSL 7 fi ALPN
AT+CIPSSLCPSK : #%if)/% & SSL % Fii 1) PSK
AT+CIPRECONNINTV : Z¥if)/1% & Wi-Fi i% 1545 X, iy TCP/UDP/SSL & % [a] 5
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» AT+CIPRECVMODE: #5if/i% B &R,
* AT+CIPRECVDATA: REUHE iz o= () & 5
o AT+CIPRECVLEN : i shizfioiriz s B8 PR K

o AT+PING: ping %} E#HL

o AT+CIPDNS: #%if)/i% & DNS JIk 452315 B
o AT+CIPTCPOPT : A¥ifi/i% B AR F kI

331 ¥

W BN AT B SRR TR R AT 4. QR BB E ESP32-C2 BUASH a4, 1 H
frhi¥ ESP-AT 142, FES AL E TR L

o 251 OTA 174 (AT+CIUPDATE ., AT+CIPFWVER): Component config->AT->AT OTA command

support

o #2H PING 5% (AT+PING): Component config->AT->AT ping command support
« #5 TCPIP g% (A7, —HAEM, B TCP/IP THREFFICIEME , AFR2 AT IxX 88 AT iy
éﬁi Component config->AT->AT net command support

3.3.2 AT+CIPV6: i3 HI/ZEH 1IPv6 %% (IPv6)

A

i) IPV6 W 452 75 i fE

DN .
"ﬂé’\‘

AT+CIPV6?

Wi

+CIPV6:<enable>

JE /AR TPv6 (2%

A,
"ﬂé’\'

’AT+CIPV6:<enable>

Wi i ¢

o <enable>: IPv6 & (HFEAR . BRIME: O

— 0: 25 IPv6 M %%
— 1: B IPv6 P4
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e

o FEflE M B T IPve W %%y LR WM AT, & R o E A IPve 4. (B do: 5k
F IPv6 [® % ffi Ji] TCP/UDP/SSL/PING/DNS, i F% % TCP6/UDP6/SSL6/PING6/DNS6 &
TCPv6/UDPv6/SSLv6/PINGV6/DNSV6)

3.3.3 AT+CIPSTATE: #tify TCP/UDP/SSL ¥EH:E B

AT+CIPSTATE?

W
SRR, AT

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

UPA LR, AT &0

OK

* <link ID>: MZ1EH ID (0~ 4), HT 28N
o < type” > TSR, FoREHZEA” TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEFHESEL, Fnutng IPv4 Hihlkak IPve Hihil
* <remote port>: Tl I {E
* <local port>: ESP32-C2 Zs#h i M {H
* <tetype>:
— 0: ESP32-C2 %45V & i
- 1: ESP32-C2 % & 1E k5545

3.3.4 AT+CIPSTATUS (5itlfl): #¢ify TCP/UDP/SSL ¥R EME B

o

uiT e

e

AT+CIPSTATUS

Wi i ¢

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

o <stat>: ESP32-C2 station 3 1 [RRRTS
— 0: ESP32-C2 station N AW TGRS
— 1: ESP32-C2 station N EHIIRILIRES, (HIL K IR Wi-Fi 1%
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2: ESP32-C2 station £\ 142 AP, k15 IP Hihl:
3: ESP32-C2 station ! 57 TCP. UDP &Y SSL %%
4: BSP32-C2 %45 ir5 iy TCP. UDP H1 SSL ¥ FF
5: ESP32-C2 station JT45 14 Wi-Fi %42, {HARIER: I AP 8 M AP WiJT
* <link ID>: MZi%EH: ID (0~4), HTZHEEMWIFNL
o < type? >: FHFHRSEL, FEREHZA TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEHESE, Fnutng IPv4 Hihikak IPve Hihl
« <remote port>: L 1({H
* <local port>: ESP32-C2 A< Hhif M {H
* <tetype>:
— 0: ESP32-C2 %45V N & i
- 1: ESP32-C2 & 1E MR 55 4%

]

o AU F AT+ CWSTATE #5525 Wi-Fi IR %S, i FlAT+CIPSTATE 4 #5if) TCP/UDP/SSL IR 7.

3.3.5 AT+CIPDOMAIN: I #4f@Mr

v

7

N

H

¥

[y

o
%

Eld

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W i <

+CIPDOMAIN:<"IP address">

OK

ZH

e <” domain name” >: FHEHTIYIE A

e <ip network>: % IP (4%, ERIAME: 1
— 1: MR IPv4 Hotik
_ 2 DAY IPv4 ikt
- 3: H@TA IPv6 Mtk

o <” IP address” >: f#HTHI ) IP Hohl

il

AT+CWMODE=1 // &% ®E station H# R
AT+CWJAP="SSID", "password" /] EENE
AT+CIPDOMAIN="iot.espressif.cn" VRS- %

/1 BT, R A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn",2

/1 BB, R A IPve M

AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/1 BB, BERBATH IPvA Hdt

AT+CIPDOMAIN="ds.test—-ipv6.com", 1
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3.3.6 AT+CIPSTART: 4ty TCP ¥if:. UDP sk SSL ¥EH;

v

Y. TCP Hif)

=

// % F (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—"local IP">]

L)V
FRPERARR, Rl

CONNECT

OK

SRR, R

<link ID>,CONNECT

OK

o <link ID>: W %i%E8: ID (0~4), HTZEENEL. ZSEGEERHT menuconfig FHHA
BRI, — A2 AT PR E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A2 LWIP
AR BCE T LWIP_MAX_SOCKETS , ERINEH 10, EEUGZSEERE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM F{{EH- I ARZEA KT LWIP_MAX_SOCKETS MfH. (&% %iF
ESP-AT 42 SRWEZAEH..)

o <V type” >: FRFERSEL, FIRMLIEREM,” TCP” 1 “TCPv6”., ERIAME:” TCP”

* <” remote host” >: FRFHRSEL, Fonutim [Pv4 Huhk. IPv6 Huhl, 544 . flh 64 75,

* <remote port>: T F{H

+ <keep_alive>: [l &) SO_KEEPALIVE %I (Z%: SO_KEEPALIVE /144), Bfi: b,

. JEE: [0.7200].
— 0: Z%Jf] keep-alive ZHHE; (BRIA)
— 1~7200: FFf2 keep-alive Hifit. TCP_KEEPIDLE {f}y <keep_alive>, TCP_KEEPINTVL {i}
1, TCP_KEEPCNT {fi ¥ 3.
o REFAHH] <keep_alive> B4 5AT+CIPTCPOPT 54 HH] <keep_alive> ZHHHF, mA&
HE B AT T E . WGBTS A E <keep_alive> 4, MBGAMH] ERBCEHE.

o <" local IP” >: JERHLEKAH] IPv4 Hudik ol IPv6 Mtk , %S A A i £ N 45432 LIS R AR b 22 TP
HohER AR . B, ARG, EATIRE, SEEARIE

hyi]
o QUERGEAEET IPv6 M2 —A> TCP 4, HHITRA T HE:

- Half AP I H; IPv6
- LB AT+CIPV6=1
— L AT+CWIAP 6y 43R BUE]—> TPv6 Hbdik
— (W]3%) @iLAT+CIPSTA? fiy 5 Hgr ESP32-C2 27 3REE| IPv6 Ml

ZN]|
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AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80

AT+CIPSTART="TCPv6", "fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at O i it AT+CWJAP # B Z| IPve 4 B Hh i
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

3y, UDP {44

peEmYy mA

// ¥ % (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<local port>,<mode>,<"local IP
(*}">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<local port>, <mode>, <
—"local IP">]

Wi ¢
PR, &
CONNECT

OK

ZHEREUT, R

<link ID>,CONNECT

OK

¢ <link ID>: [Z%1%H: ID (0~ 4), T ZEEMEL
o <V type” >: FRFERSE, FORMKERRA,” UDP” B “UDPv6”., ERIME:” TCP”
¢ < remote host” >: TR M, ForiLi PvA ML, TPV6 HBAL, SUEUE. BRI 64 5.
* <remote port>: T I {H
* <local port>: ESP32-C2 iX 451 UDP i [1{H
« <mode>: {i UDP WiFi B, A ZHIELAES 0
~ 0 B2E) UDP S, RSkt UDP AL (S5, (BRiA)
= 1t AU — R S AR B B A (R % i UDP g, 22k g UDP Mk A5 2ok A ik Bt
A TP AL 11
- 2: fFAEIRE] UDP S, #Rokas st it UDP Huhkf5 8ok &k Bi i 45 1Y TP kA o
o <” local IP” >: FEBAPE AN IPv4 Hudik s TPv6 Hudik, %S 507E A Kb 2 W 254 1L IR A H 22 TP
HibErF AR A . BIACHEE A, ARG, & AfTikE, SEEAEIE

L
* QUi UDP M43 (it it 1P Hihik & 1Pv4 2% Mk (224.0.0.0 ~ 239.255.255.255), ESP32-C2 #&45-1 %
EAIEN UDPv4 4%

o N5 UDP #3213 i 1P Mtk 2 IPv4 3% Hidik (255.255.255.255), ESP32-C2 1451 & 3% A
UDPv4 | #%&
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e i B UDP i ¥ by ik oug IP ML Wk 2 IPve 4H # M kb (FF00:0:0:0:0:0:0.0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C2 X% 45 & T IPve W 2%, & & f1 82
it UDP #H4%

* EHSH <mode> B, FHRWESH <local port>

o WERGEAEELT IPv6 W28 3E N —> UDP i, i HhATRA T #R4%:

— iRk AP (¥ IPv6

- WHEAT+CIPV6=1

— IFAT+CWIAP 64 3KELE]—4> IPv6 Hbhik

— (W\[%k) WiFAT+CIPSTA? 4 H652F ESP32-C2 275 3R EZ| IPv6 Ak

o QSRR KT 1460 Y UDP U, 4§ A 74 % ESP-AT 142, JESH I E TR
&$E: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #F Ipve W % # upp H #
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£f37f:bb03:5d9%p™"

// #F Ipve W% # uppP % #
AT+CIPSTART="UDPv6","FF02::FC",1000,1002,0

Wty SSL YE$%

BEas

// B (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
—IP">]

My i :

WA, 1R
CONNECT

OK

ZHHRGCT, R

<link ID>, CONNECT

OK

* <link ID>: 2% ID (0 ~4), HITZ RO

o <7 type” >: FEFEESRL, FoRMGIEREAL,” SSL” B “SSLv6”. BRINH:” TCP”

e <” remote host” >: FFERSH, Fonmiy IPv4 Hidik. IPve #hlik, siikss . &Kok 64 F35.

* <remote port>: T I {E

o <keep_alive>: [il BEFER:FM) SO_KEEPALIVE %I (&% : SO_KEEPALIVE t4), Pfi: .

 JGHl: [0,7200],
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- 0: 221 keep-alive ZhfE; (BRN)
— 1~7200: FFRI keep-alive ZhfE. TCP_KEEPIDLE {fi}y <keep_alive>, TCP_KEEPINTVL {fi%
1, TCP_KEEPCNT {4 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4 <keep_alive> U, HE&H
R E N OUE . RBITARM O AN BREE <keep_alive> 4, NIERIAM A LR FCE HO1E .

o < local IP” >: FEPEYLE (AL IPv4 Hbdik 5 IPv6 Hihl, %S 50E AR M £ W 4% 332 LRI AR Hb %2 TP
HhERERE A . BUCHEEN, RN, FFAfTRE, SECPARUE

B
o SSL ST W] H AT R B I R
* SSL iE#TH KRN, WAEASEXSERGES
« WS AT+CIPSTART fipd&dt T SSL 4, HAR NS G IR 10 &b, D] EE i b ] 2548
BEK, BT R TR a4
o WRGEARE T IPVO P28 7 — A~ SSL 4%, T T DA F#AE:
— % AP 4 IPv6
— B EAT+CIPV6=1
— JHFAT+CWIAP 6y 23K ELE]—~ IPv6 Ak
— (AI3%%) #ITAT+CIPSTA? Gy 4K 4 ESP32-C2 275 3K HLE] IPv6 Hutl:

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at B @ i AT+CWJIAP ¥ B | IPve 4 & # it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d", 1000, ,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: & [18h401d ID [ TCP ¥E4:. UDP {440k SSL 4%
Afi A5 AT+CIPSTART #1S), RIEEFET: LB T AT+CIPMUX=]) TEETFsh 0 ID, A%
£ BN B A I ID.

338 [MUEMBHEA] +++: B BB

FEak AT A

itk
BB FAERX, FEAGESEX

Command:

/) XE R B R

+++

Bl
o WRRRIA TR S ZAEI + F4F (RP ASCIL RS : 0x2b), [AlHfir 4452 1A CR-LF F4F
o WEREE—A + PRI A 20 ms I ) [E] R A BCA AL, = + TS 2047 20 ms IRf[E][R]
B B HbE A=A + FAFZ A 24 20 ms FE][E]FE A 30 AR . B, + FARFS8Y
o AFFFIRIAT iy B i [0l 5
s WHEDERE LT & AT @
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3.3.9 AT+CIPSEND: 1% il & ke ek Wi-Fi Z B ks Bl

L
53

i

P
"Dé?

.

=

4y

BN, TRE KRR . AR AR BRI R T 8192 577y, 1§ i 1 AT+ CIPSENDL

&
H
H

® B

% 2

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP % #y 7 45 & *t 35 £ AL Ao H
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W 3% <

OK

>

IR 2R AT EE R R AT R ERHEST A AR, 24 AT Bl 2 i i KA F] <length>
Ja, BRI

AN AL T OB A s EE BT, R[]

’ERROR

WR BT BRI A A CRREERC 40X B %) , & W

’SEND OK

P4
i
BEA Wi-Fi i £ 42X

[

AT+CIPSEND

Wi i ¢

OK
>

£

ERROR

PEA Wi-Fi i 1242 X, ESP32-C2 B SRR AN 8192 7735, Rk 2920 7747, QSRR i 4 <
JERT2ET 2920 747, Ml S RIB T 2920 7y —4IHLEAT ik, 5 W 281 20 2 PPuli SRRk
BT 28T 2920 Ty TR AR H (T DAUEIEAT+ TRANSINTVL 6y Q- Be B LRI )« 24 % A Bl —
B+t W, GBI EEAEX T REEE R, 3R AR LT & AT

A A WA IAETIT IRk A2 X DAL B . %74 Wi-Fi UDP %1%, AT+CIPSTART iy 41 250
<mode> WK E N 0,
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BH

¢ <link ID>: [Z51E4 ID (0~ 4), T2 HEERTE D

s <length>: BT, HAR(E: 8192 Fy

* <” remote host” >: UDP &4 n] DAFSE ST 4L : IPv4 Hudik. IPv6 Hudil, Bidai44
* <remote port>: UDP %] DAF5 & X v virg 11

Bt
o WA ABEIAT+CIPTCPOPT iy K 34~ TCP ML E A e P i . il BEHE <so_sndtimeo> 2y

5000, W TCP AR EBAERTE S FNIRMIZER, TR L2 R . XA MCU 2515 AT i
[ 52 4 P 1]

3.3.10 AT+CIPSENDL: i ilift i PIFirkis K&

ML

e
i

[y

=)

5 E_l@ eew

AT, SRERE, AT AR (AT iy &b LR SCRERA AT 06 5 K8 Bl 2 94T ) -
PAGE I AT+CIPSENDLCFG fiy S TLEA R iy %o ARG Sk R K /N T 8192 7775, fstiml A

L
fasm
{#i F§ AT+CIPSEND 14 % 3%
A

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e H
AT+CIPSENDL=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi % ¢

OK

>

LLHI']F“ PR AT PEAZIEARX, H HEE A AT o DR, BURHERT DA AR, —H AT
i3 H B, B S PUAEIRZ T, BaREsIT .

ﬁﬂ%ﬁé%u EITR, RAXMRIEAT+CIPSENDLCFG FLE AR B

’+CIPSENDL:<had sent len>,<port recv len>

WAL R+ ++ PG, RERME:

’SEND CANCELLED

IR IR BApoEE R L, RERARN:

’SEND FAIL

R BT B s A AR CR AR C 2R X ), R R AR :

’SEND OK

|

BEERWOITH, BT PAKIE+++ e QHUH R, RN ESP32-C2 s S WA AR X B . I, AT
Lt S BRI, BRI ER) <length> KEHIR)S, A SBHAMERX.
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o <link ID>: MZEH ID (0~4), HTZHEEMTEO

o <length>: Bl K, wokff: 23 -1 54

o <” remote host” >: UDP {£&in] DAFE E ST AL 1Pv4 Hihl . IPv6 Hihl, B4
» <remote port>: UDP (&5 PATE & Xt i e 11

* <had sent len>: {3 & F| IS )2 WSRO B 2

* <port recv len>: AT fiy%-3ify SO A IcHE B K BE

o B UART 4%, 0, A0 UART $IGHBER T M 28 Sl s EEI, K& B E 2k

o W] DM AT+CIPTCPOPT 543 aiA~ TCP Bl B B0k . Bl : % E <so_sndtimeo> “A
5000, W TCP Aik#RfEAE S FNIRIMIZER, TEiE M@ kM. XA DAY MCU 451 AT i
[ 52 P S TE]

3.3.11 AT+CIPSENDLCFG: ¥ AT+CIPSENDL iy A 11 J@ Pk
iy

Ytig:
i AT+CIPSENDL iy 4 il &

zs

AT+CIPSENDLCEG?

Wi i3 ¢

+CIPSENDLCFG:<report size>,<transmit size>

OK

Has

&F

Yriie:
W HAT+CIPSENDL fiv 4 Wi &

e

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

W

« <report size>: AT+CIPSENDL iy 4R F/N. BRIME: 1024, JEF: [100,2 207, @ildn: &5
<report size>{H} 100, WJAT+CIPSENDL 45 ) <had sent len> FIRJFHN (100,
200, 300, 400, - - ). #JEHY <had sent len> FAR{EMJEET LB & MBI E .

* <transmit size>: AT+CIPSENDL iy % F LA/, BAaa T HdE LAk EdREo . B
ME: 2920, JEl: [100,2920]. NSRBI FEPE KR TS5 T <transmit size>, ¥dfessrHp
s AHE <transmit size> FAT MBI T RIE, HIMSSER 20 Z R SF R AR KT
T <transmit size> FATFEEEPE (E0] DAEITAT+TRANSINTVL £y 4Bt B ICIAIFE ) -
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i}
o T ARIEE/IMEXT SRR R R i, R E R /MY <transmit size>. W
1 AT+CIPTCPOPT €34 & TCP_NODELAY J&.,
o XMTHFMERKIRE, HEREERAKW <transmit size>, WIEFEEREFEL4FTIZ 5 ESP-AT 5
vt 14 A8,

3.3.12 AT+CIPSENDEX: {i# il &b 2R 9™ ity )i X% ik Bt

fir &

RE
g

=y

4y

ek .
HE *

@A T, IEE KBRS, B8 M FAFER \ 0 (0xSc, 0x30 ASCI) fil ¥t A%

H o
v i

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP 8 W 35 & %t 3% IP H ik Frng o
AT+CIPSENDEX=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i <

OK

>

EaRm R R AT CHE R AR, BT DR AR E KRR, 24 AT 30 B K i
#| <length> JFBdlth Bl \O FAFIE, Blitemirin.

LB SEMVALR TR CiH Eg g TP AL

’ERROR

AR A B A OB C 2GR B0 i), R[]

’SEND OK

S

* <link ID>: %5154 ID (0~ 4), HTZHEENENR

* <length>: HHEK A, fHARME: 8192 FA7

* <” remote host” >: UDP £ n] DAFS & X i EAL: IPv4 bk, TPv6 Huhk, miisiss
» <remote port>: UDP &%y ] PAE & Xt i g 11

it

o BRI L BORES, BUBE T L\ O AT (0x5c, 0x30 ASCID), ¥dEfLiIris, RgtiRE
WE R, SR & AT s

o WRFHEHAE \<any>, WEEMRHFL, REH <any> 75

o IR RIE N0, X \\0

o TN DA FHAT+CIPTCPOPT fiy % 3K M43/~ TCP HERE R B B 71k . Bilin: B <so_sndtimeo>
5000, W TCP Ak #AESAE 5 BPNIRMISER, LI MINIR 2R . X A4 MCU 4545 AT 14
[1] 5 R B ]
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3.3.13 AT+CIPCLOSE: X:[4] TCP/UDP/SSL 44
BEmA

Jyiig:
KM Z AR ) TCP/UDP/SSL 4%

s

AT+CIPCLOSE=<link ID>

L)V

<link ID>,CLOSED

OK

Parr %

Jyiig:
KM ISR ) TCP/UDP/SSL 3 4%

AT+CIPCLOSE

W i ¢

CLOSED

OK

o <link ID>: FXMRIMZETER: ID, WIRBY S, MFTR K PTA %

3.3.14 AT+CIFSR: #rifyAHs IP Huhkfil MAC Huhl

AT 4

=l

4

AT+CIFSR

Wi i ©

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

Q)
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OK

BH

e <” APIP” >: ESP32-C2 SoftAP [} IPv4 #ihit

e <” APIPGLL” >: ESP32-C2 SoftAP [1] IPv6 s Hlifi i b il
e <” APIP6GL” >: ESP32-C2 SoftAP ] IPv6 4= J5jHihil:

e <” APMAC” >: ESP32-C2 SoftAP ) MAC #ihil:

e <” STAIP” >: ESP32-C2 station 1] IPv4 #ihil:

+ <” STAIPGLL” >: ESP32-C2 station [ IPv6 7 Hiff i Hb ik
e <” STAIP6GL” >: ESP32-C2 station 1] IPv6 4= J5jihihik

e <” STAMAC” >: ESP32-C2 station [{) MAC Hil:

e <” ETHIP” >: ESP32-C2 ethernet [1}) IPv4 il

e <” ETHIP6LL” >: ESP32-C2 ethernet [ IPv6 7=k i i ik
o <” ETHIP6GL” >: ESP32-C2 ethernet [ IPv6 4= 5tk

e <” ETHMAC” >: ESP32-C2 ethernet [} MAC bt

B
o JUf 4 ESP32-C2 i ARG ARG IR RS, A BEZNEI 2R IP dhhtFl MAC Huht

3.3.15 AT+CIPMUX: EUH/ZEH 2R
1 iy A

i
AR

Py -
"ﬂ4>‘

AT+CIPMUX?

W i <

+CIPMUX: <mode>
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B
o <mode>: JEFFA, BHUAME: O
- 0: FLEHE
- 1. ZER

Bl
o JUB BB TS I A 0] SO e X

o AFE 1R X (AT+CIPMODE=0), A REBE NZ HEH
o QRAESL T TCP/SSL e d5 i, RV BEERE , WK IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #r /5[] TCP 5% SSL 5525
A ity 2

itk
rif) TCP/SSL fi45 # k3

"ﬂ€>°

AT+CIPSERVER?

W i <

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

OK

>

¥

XF

W
4

=l

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>]

] o <
[ox
B8
e <mode>:
- 0: XHIRSS 2R
- 1 B RS

e <param2>: %[ <mode> AN[|, MMSEEE A :

o QI <mode> & 1, <param2> fiFKiug 5. BRIAAE: 333

o WA <mode> & 0, <param2> FEMSFSHEE KAITA R . BIME: 0
- 0: XS ARG R iniEs
= 1t KPIRRSS gt XA TG
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o <” type” >: REEFZEA:” TCP”,” TCPv6”,” SSL”, & “SSLv6” . BRIA(H:” TCP”
¢ <CA enable>:

- 0: AR CA AR

- 1: i} CAAIIE

B

o ZIEIENT (AT+CIPMUX=1), A REHEIRS 2%

o BIEIRSS A G, BENI RS wIET, e R e — RS

 MHEFmEA, 2HEH—ERE D,

o QUREARELT IPv6 W 2548 —A> TCP/SSL R 5548, & B e EAT+CIPV6=1, F3RHL—> IPv6 b
ik,

o KRS A SEL <"type"> fil <CA enable> W%,

Bl

// B TCP M & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B SSL & B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT IPve W%, A& ssL R4 &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6", 0

/1 R BOFE R A BT R %

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: 7%/ BNk 55 2% ot v i b R Ve E 8%

i

ifig:

Frifi) TCP = SSL R4S S A 7 i e K24
i

AT+CIPSERVERMAXCONN?

Wi 3% ¢

+CIPSERVERMAXCONN: <num>
OK

v

N

R

&

ifig:
e'E TCP 5 SSL Ik 55+ o ifr 8 o7 i e K ek
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’AT+CIPSERVERMAXCONN:<num>

Wi % ¢

’OK

« <num>: TCP & SSL fIR 55 #% fo il i i i K EEHE, TEIE: [1,5]. WA S ooZ S 8000 b IR s
i, 55% AT+CIPSTART 435 <1ink ID> [HiA.

L]

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), W§7EAIEIRSS %8 2 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #ify/is 8 i

iy

i
e

.
"ﬂ/?\'

AT+CIPMODE?

Wi i ¢

+CIPMODE: <mode>
OK

)E’J

CEL A

Dyt
BRI

O e
iy

’AT+CIPMODE:<mode>

Wi i ¢

[ox
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55
e <mode>:
_ 0 AR
— 1: Wici i fARICRER., (LR TCP B | UDP [552IE (5. SSL BUERIH b
o

* BLE HUCRR (75 lash,
» £ ESP32-C2 HEA Wi-Fi if #5400 X, i, (RT3 0 Rk T 1

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 23 d if i [ia]
A ity 4

ik
TRif) A< H TCP/SSL R 45 2&HB I Al [a)

Py e
"ﬂ4>‘

AT+CIPSTO?

W 7

+CIPSTO:<time>
OK

Eas

&F

i
BCE A TCP/SSL iR 55 it i S 8]

Py -
iy s

’AT+CIPSTO:<time>

Wi i ¢

[ox

BH

o <time>: 7l TCP/SSL iR 55 anamtifia), B0i: £, HUEVER: [0,7200]

Espressif Systems 85 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

e

%4 TCPISSL % Pl <t ime> R oR S A BUREINT, ESP32-C2 s B3 &AL IR
C MREESH <time> N0, MEBHAGER2AEH], RAEBKERE.

 FEBCEHIMTIN M5 PR S R (R o B R 5 PRI, S T
HETE IR TR e

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i EntX I SNTP )R 55 2%

iy

=

A

AT+CIPSNTPCEFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]

o <enable>: & H SNTP R 455
— 1: % SNTP flR5545;
— 0: N SNTP fIR %545 .
* <timezone>: SZHFPATFPAIAE:
- B FEUTER [-12,14], BRI, @S PR AR (UTC) s kirid K2
Bt IX. (UTC-12:00 & UTC+14:00) ;
- H Mg uTe R E, UTC R ESEE TIRFFEMZ DEEE] UTC BE A fefs )4
HuRsHE], EE SR [+ -] [hhlmm, A0SR 24 MR IXAEAH] AL AVE, MR8, WnsRAEAR
1, WIPIEEL. /N (hh) Z0HE -12 2] 14 2 6], 2080 (mm) DAZ57E 0 2] 59 Z 6], fln, fnf
EAEIERT R BT 2B ISR, R UTC+12:45, MW <timezone> S E N
1245, BZFRIES% UTC il .
[<SNTP serverl>]: %i—{~ SNTP [R5#%.
[<SNTP server2>]: % -~ SNTP JR%5#%.
[<SNTP server3>]: %5 =/ SNTP J[R%#%§.
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e

o HEMAOERIEG A E=" SNTP IR5% 25580, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” H 2 —,

e MFEMMS, TR <timezone> B HELS MK ER <timezone> ZHA—FE. N
<timezone> ZH L FtE —Fp UTC A B, fFlaN: X B AT+CIPSNIPCFG=1, 015, HFA4
M, ESP-AT & ZBSHfIXSHHIT 0, Bl EME 15, NETHE Mg, FrRisiidss —
UTC fw#% A&, Wt uTc+00:15, W@ A it k2 0 i IX.

2N

// (8 SNTP MR 4 %, WE ¥ E® X (UTC+08:00)
AT+CIPSNTPCFG=1, 8, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

%

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fE# SNTP M4 %, EX£EAHHE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
b2

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// R SNTP R&F#H, REFHLHX ELBH LK H X (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ifj SNTP Ib}]i1]
Ay

A

AT+CIPSNTPTIME?

Wi 3% ¢

+CIPSNTPTIME:<asctime style time>
OK

vl
* Mg 5% asctime F[E] 1Y € X I, asctime man page

* SNTP FREUEN I BB AS SCRAAFABTE RTC K, HILERER SR ) 5, BESEE
1970 4%,

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

AT+CIPSNTPTIME?
+CIPSNTPTIME:Tue Oct 19 17:47:56 2021
OK
b3
(FoTakEr)
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(£ L£50)

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #ify/i® SNTP It 6] 2611 6] be
i A

O e
iy

AT+CIPSNTPINTV?

W

+CIPSNTPINTV:<interval second>

OK

)E’J

CHL A

A

’AT+CIPSNTPINTV=<interval second>

 <interval second>: SNTP [[a][FH[a][F . BAf7: #b. LR [15,4294967],

Bl
o BOE 7IFREIFE AR, ERE ESP32-C2 A —IK [ NTP 55 A gRIBUHT (1 iR a] -

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) AR — A

AT+CIPSNTPINTV=3600

OK
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3.3.23 AT+CIPFWVER: #5523 A m AT BfEA

iy

i
IS5 E AR ESP32-C2 AT [l it 4

s

AT+CIPFWVER?

W i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C2 AT [&{4- x4

Bl

o TEREFRZETIIA) OTA HUANE, 582U BB S A [ (A AR TH 20 o

3.3.24 AT+CIUPDATE: jfixk Wi-Fi J}8¢ 511

ESP-AT FEia 17N, i Wi-Fi A BS54 BR300 B 2R L0 X, AT T2 1

i A

itk
i) ESP32-C2 & I FHELIRES

A\ .
"Il/?\‘

’AT+CIUPDATE?

M

+CIPUPDATE:<state>

OK

Wit s

Ly :

TEFLZERAT @ 1d OTA THL R TCP il 55 i Lol A g [l

Py -
iy

AT+CIUPDATE

W 7
HEH R E AL 2
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EmA

&F

Dyt
THEI S5 e A5 7 AR 114 ]

Py -
iy

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

W
I OTA 7EMSERE T s, SEI:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N e

OK

AR OTA Fe-{EFH 2T iy, R [m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N

URAEH ZERTR OTA KN, iR [n:

+CIPUPDATE:<state>

ERROR

WERAEAR L ZERCUT OTA KIK, aR 9]

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

BH

¢ <ota mode>:
— 0: #@ 11 HTTP OTA;
— 1: 3@ HTTPS OTA, W53k, iM% . /build.py menuconfig>Component config
>AT > OTA based upon ssl 7 #ifE, 2= HiH L A% iF ESP-AT 142,
o <version>: AT i<, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J| 2%/ [E{f, 4l ota. mgtt_ca. client_ca 8{H'E at_customize.csv
HEE XX
¢ <nonblocking>:
- 0: PHEERI ) OTA (AT, EF| OTA Ak R MG A W DA% AT /iy s ) ;
- 1: JEPHZERIR OTA (MELXF, FAYsEM)E (+CIPUPDATE4) 75 T3 #)5).
* <state>:
1 RIS
2 JE g B
3 T
4: SEMTITR
-1: JEPHZERIK T OTA R
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e

o FHGEEE R T M 48R 0L

o QR ZAAMES BT R RN, AT KR [E] ERROR, 7 S5 fF— B R Bl .

o W E BRI LR AT BIN, iy 4-Kf M Espressif Cloud N# AT [E{F+4% .

o QR Z B TR0 AT BIN, 1 H 17558 AT+CIUPDATE FOTA 1) fig 5k # i Jfl AT+ USEROTA
o} # AT+ WEBSERVER 54, T 5% ESP-AT T FLE {1 R %] FOTA.,

o HUWTR AT FEfF)E, WM AT+RESTORE R 1) W E .

o OTA i FEAIFEITES ] R 3 434

o JEPHZEML M K H % OK Fl +CIPUPDATE : <state> FEHi T b %A 4% B L _EWSERINT .
OK H[fEAE +CIPUPDATE : <state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z 5t .

o AEWFHREHIUAS

o HBH 4T LI OTA FH8 FFHUHE L OTA 4.

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD {55 iE s

A .
"ﬂé’\'

AT+CIPDINFO?

Wi i ¢

+CIPDINFO:true
OK

[

+CIPDINFO: false
OK

v

BEmA

4

A

=4

’AT+CIPDINFO:<mOde>

W i :

[ox
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S
e <mode>:
- 0: 7£ “+IPD” F1 “+CIPRECVDATA” JHE 1, AL IP HihkFim 0115 B
- 1: £ “4IPD” #1 “+CIPRECVDATA” ji§ 5, $EXTim IP Huhk Al 045 S
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #ify/ix ¥ SSL %% f i fic &
A4

Iriig:
A1) ESP32-C2 112y SSL 27 s b 44~ M 432 (4 T B4 5

P e
"ﬂé?‘

AT+CIPSSLCCONEF?

L)V

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

LA

=

=

A

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

W i <
OK
BH
* <link ID>: [{Z5 %4 ID (0 ~ max), TELERIHILT, HSEEBON max, WZRPrAER, &
SHBIMER 5.

¢ <auth_mode>:

- 0: NAUE, WBTHEEIEE <pki_number> fll <ca_number> H4;

— 1: ESP-AT #4It% FrimiiE bk 55 45 i CA JIE 13 R:58 ;

- 2: ESP-AT % ik A CA UEF RARE AR 55 #% i O UE-F 5

- 3: MHEINIE.
* <pki_number>: JEBMAHANET], WREA—MUEBFFAG, HAEN A 0.
 <ca_number>: CA R4, WREAG—4 CA, HENH 0.
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e

o GNARARBUARRLE ST RIAERL, THAEES SSLEE B T A S .

o JCHE T UCRHORAAAE NVS X, Q1SR %Al FJ AT+SAVETRANSLINK i -1 B FFHLiE A Wi-Fi SSL i% 1% 4%
A, ESP32-C2 FFAE N IR b HLBF 3T AL e 37, SSL iz .

o WERGHEMEH B CIEBSE A ZEIE, WlS% 40T L4 PKIFLE .

o Q2R <auth_mode> Bl N 2 8(H 3, K T RIS AUER AR, W 1E KL AT+CIPSTART iy
A HiAf PR ESP32-C2 L ARIE S At a] . (50T AR IKAT+CIPSNTPCFG iy 4 KL & SNTP, K4
HIRHE , &iEAT+CIPSNTPTIME? 52251 24 B st o )

3.3.27 AT+CIPSSLCCN: #ify/¥ ¥ SSL %%y it/ H 44 (common name)
i A

Dyt
LIRS SSL HERE R S )38 ) 44

O e
iy

AT+CIPSSLCCN?

Wi i ¢

+CIPSSLCCN:<1link ID>,<"common name'">
OK

v

e

X7

[y

i
2

=l

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % % H: (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

Wi i ¢

OK

* <link ID>: [WZ5i£4% ID (0 ~ max), fEFGERENHILT, ASHEN 05 EZHEEMNEIT, #Z

BUEB N max, WIFIRITA ER; ASEERIMEN 5.
¢ <” common name” >: RSEHRANIENR S 28 A ERPEBH A4 . AHARKEE N 64 715,

|

o QSRAREAHE ST BIAERL, AR SSL IE I iIB T AR M A .
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3.3.28 AT+CIPSSLCSNI: #¢ify/i%E SSL % Fasintg SNI
b A

Jyiig:
AN IERE R SNI L E:

s

AT+CIPSSLCSNI?

W ¥ 3

+CIPSSLCSNI:<link ID>,<"sni'">

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

W i <

OK

* <link ID>: [WZ5i%4% ID (0 ~ max), fEFGEREMHILT, ASHEN 05 EZHEEMNEIT, #Z

HH B max, WFRPAA ER; RSEEAER 5.
e <” sni” >: ClientHello B SNI, SNI & KK FEH 64 F37,

Bl

o QERARSOARFCE S AR, RN SSL R HTIE AT A2
3.3.29 AT+CIPSSLCALPN: #ify/i ¥ SSL % )y i ALPN
Ay

yite:
Frif) ESP32-C2 {24 SSL & PR 14211 ALPN it

Py
A

AT+CIPSSLCALPN?

W i :

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK
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=

=

A

// B ¥: (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: M54z ID (0 ~ max), FEREZHEL T, XSEEHR 0; L2 EZNHBLT, #5
BUEBE A max, WIRIRIrE &% ASEERAER S.

o <counts>: ALPN % &. JiFE: [0.5].

0: J& % ALPN Bi .

e [1,5]: &% ALPN il .

L < alpn® > FRFRSHL, F5 ClientHello il ALPN. ALPN Sl kK IEZ BT & KK

]

o WISHEAN TS RERL, WTERE SSL IR NNET A M4
3330 AT+CIPSSLCPSK: #ify/i% ¥ SSL %) ity PSK
iR A

itk
Frif) ESP32-C2 {24 SSL & i i1 14 42 (1) PSK it &

fiy 4

AT+CIPSSLCPSK?

M ¥ 2

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W
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OK

 <link ID>: M %&3%#: ID (0 ~ max), FERIELWELT, KSHMHEN 0; EZEENHLT, #5
BE BN max, WIFRIRFTA R ASEEOAER 5.
o <” psk” >: PSKidentity, KK EF: 32,
e <” hint” >: PSK hint, fAKJE: 32,
B
o GNARAREUARRLE ST RIAERL, THAEES SSL B RTE T A .

3.3.31 AT+CIPRECONNINTV: i/ s Wi-Fi E{E 5 F i) TCP/UDP/SSL %

] B
iy A
tig:
il Wi-Fi i £ X N9 E &R
mA:
AT+CIPRECONNINTV?
W i <
+CIPRECONNINTV:<interval>
OK
ytig:
BEE Wi-Fi i5 15 # X, '~ TCP/UDP/SSL & & Wi I B 2 =12 11 1] [
mA:

’AT+CIPRECONNINTV:<interval>

Wi 3% ¢

[ox

* <interval>: HZfEIER|fRIE, $47: 100 258, BUAE: 1, JEH: [1,36000].
B

* #rAT+SYSSTORE=1 B, TC ¥ B O PRAFAE NVS X
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il

AT+CIPRECONNINTV=10

3.3.32 AT+CIPRECVMODE: #if)/isx & &P
iy

i
I TR

[

AT+CIPRECVMODE?

W

+CIPRECVMODE : <mode>
OK

)E’J

CELN A

A

’AT+CIPRECVMODE:<mOde>

* <mode>: ERFHHRHMAI, BOAE: 0.
- 0: FaWBI, ESP-AT A BRI B £ 3% 7 Bl 2 B AR 45 L MCU, Skl “+IPD” (4§
FHMCE 112 5760 77, R:KIE MCU fi K& % 2920 745 A 350080 ) -
- 1 Wi, ESP-AT f5 P S B E S P HUi R Ar 2l R AP X (B ETHIET 10, oA
{9 5760 “F5) , 44§ MCU BEit. 0§ TCP fI SSL 42, WURGEAAXW T, LI ERT
ks XT UDP &4, WIRGAFXW T, WA ER.

B

o AL EANEEH T Wi-Fi 542X,

o 4 ESP-AT FE# sl MR B S8 8 dRE, SRR LR RIFE R A R E B -
- ZIERR (AT+CIPMUX=1), /8 +IPD, <link ID>,<len>;
- BASEREN] (AT+CIPMUX=0), #¢/~ +IPD, <len>,

o <len> FIREFX P ERE LIRS .

o —HA +IPD i, Wi%iz{TAT+CIPRECVDATA N g . &0, FEm]—A> +IPD gz ar,
T~ +IPD KRB A48 4L MCU.,

o TEWITFIEREN T, Lo ERFEARUIAEAE, MCU 398 v PAEEH, H 3| &K AT+CIPCLOSE
(AT fE % Fifi) SKAT+CIPSERVER=0,1 (AT VERRSS#%). Bmpigil, W +1pD g s, b
D AENR K 3£ AT+CIPCLOSE 8%, % 1% AT+CIPSERVER=0, 1 B i AT+CIPRECVDATA iy 22U A B3R
ZHI, EAERER CLOSED {5 B A& .

o TR AR RO B M 45 I H MCU s S S AR EER), AT PASH19), (1 B shilegidiiizt.
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il

AT+CIPRECVMODE=1

3.3.33 AT+CIPRECVDATA: JRIUHE AR F £S48

// B (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W 7 :

+CIPRECVDATA:<actual_len>, <data>
OK

&

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

S

o <link_id>: ZHEZEAIIER ID.

o <len>: FRAE K OXTHRFAF, QAR SERFRILEI A B B LA SEE /DS, MR ] S 4 B2 R s
* <actual_len>: SZFRIFEUGHIEKE

o <data>: FRELHIEIE.

* [<remote IP>]: FFH Sk, FoRnti IP #udik, @5 AT+CIPDINFO=1 fisA{fifi .

* [<remote port>]: X} g1, 1L AT+CIPDINFO=1 f54-fifE.

il

AT+CIPRECVMODE=1

/) fldm, R EAN MCU A 0 FEEFRE 100 F M KE,
// W &4 x ¥ g "+IPD,0,100",

/) RE, BN EREBEAUN T #AERE 100 F ¥ & HE:
AT+CIPRECVDATA=0,100

3.3.34 AT+CIPRECVLEN: #ifggahZ BN P8 Bl K
i A

ik
BRI AP P I B K 5

"ﬂ4>°
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AT+CIPRECVLEN?

W 7

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

S8
* <data length of link>: 33 Zenh (1 i Ay i B K

Bl
o SSL ¥4, ESP-AT iR [l I HHRAI KL, FrAR Il i K &R TF BRI K

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.35 AT+PING: ping %3 4L

)E’J

CEL A

tik:
ping X g AL

Py -
"ﬂ<>‘

AT+PING=<"host">

Wi i <

+PING:<time>

OK

g,

+PING:TIMEOUT // REEB LM ALK PING BHERLT, t2HA XN EE

ERROR

B8

* <” host” >: FLAFHRSEL, FORXuG LAY IPv4 ik, TPvo Hbidik, =4 .
o <time>: ping FYIR ], BALZ: ZZFD.
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e

o QAREAEET IPv6 %% Ping Xifum AL, THHATLA T HRAE:
— % AP 35 IPv6
- B EAT+CIPV6=1
— WITAT+CWIAP 655 $ELE]—A IPv6 itk
— (A[3k) #ITAT+CIPSTA? 54 ¥58F ESP32-C2 2753k HE| IPv6 Hitilk
o it EALRIA FATE, W ping KAl DNS S84 fEpT (D0 JCi@AT IPv4 Hudik), i ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR $Q
AT+PING="240c::6666"

3.3.36 AT+CIPDNS: #rify/i¢HE DNS 55558
A

24 3 DNS 45 2845 1

Pla sy
A

AT+CIPDNS?

W .

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
BE DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

o <enable>: iX'E DNS fiR4%#%
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- 0: 2 B Zh2KHL DNS R385 %, DNS R4S E h 208.67.222.222 f18.8.8.8,
U524 ESP32-C2 station 5¢ 3%, | DHCP i #%, DNS R4545 4 nl e H .

- I: BHFhEE DNS lR44E R, WRANEESE <DNS 1px> [F{H, NI HEHA(E 208.
67.222.222%18.8.8.8,

¢ <DNSIP1>: %> DNS 4545 IP #uhik, XFFistE s, HA Y <enable> Z4 0 1 B, HieE
T2 DNS %5, KSEAHH; EEE <enable> Ky 1, H HASEBEE —ME, UEEITHE
W4 Bf, ESP-AT RHHTZSHE 24 Hi) DNS %5 & 1] .

* <DNSIP2>: %5 /> DNS flg45¢s IP ikl , XJTiEmS, HAY <enable> %4 1 i, Hie/H
FF3) DNS %8, KSEAF: WK E <enable> Ay 1, H ARSHRE —ME, Ll
a2 HT, ESP-AT RUZSHUE R 24 HilY) DNS & Bk 1]

* <DNSIP3>: 55—/ DNS fR45#s IP #ihl, XJFiEmS, HAY <enable> Z4CH 1 1}, Wiie/H
FF-2 DNS %5, KSEAFH; R E <enable> Ky 1, - WASEKEE —ME, MEETHE
WA 4 Bf, ESP-AT K% S HE 24 Hi1) DNS &5 iR 1] .

o #iAT+SYSSTORE=1, T & i EHRAFTE NVS X,
© X=ASHORREBCEAL R — M5 a L
* 3 <enable>Jy O I}, DNS [z 55 il fE SR ESP32-C2 Beat T £ % i 2 14 e B i i 22

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) % —NET 1pve B DNS A B T REIKMERXIEFRQ

// B _NET IPve B DNS M % #: google-public-dns-a.google.com
/) BE=ANHET Ipve B DNS M & & LK 4E E DNs R4 #
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.37 AT+CIPTCPOPT: #¥ify/ i ¥ £ ik i
iy

i
iRt eI Sl

e

AT+CIPTCPOPT?

Wi % ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

)E’J

CELN A

A

// B ¥ ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]
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<link_id>: M%$#4% ID (0 ~ max), fEZHEEMEOT, HSBERN max, WFRFrAEE; &

ELICNINIEVSIRE
<so_linger>: [l¥ £ 7 HY SO_LINGER BT (&% : SO_LINGER 7141), Hfi: £, BRAMH: -
- =-1: XM

- =0: JF/3, linger time = 0;
- >0: JFJ3, linger time = <so_linger>;
<tep_nodelay>: Jii &£ ) TCP_NODELAY 1 (£%: TCP_NODELAY 71%2), ZRiAE: 0.
- 0: 22/ TCP_NODELAY
- 1: &/l TCP_NODELAY
<so_sndtimeo>: [l HERFH SO_SNDTIMEO &Il (Z#: SO_SNDTIMEO /+43), Hfi: ZFb,
ZRIME: 0.
<keep_alive>: FlEHEREFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE \'4H), BAfi: #b.

JER: [0,7200].
— 0: 2% keep-alive ZHRE; (BRIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {{}
1, TCP_KEEPCNT {H -} 3.
Ky <keep_alive> B S AT+CIPSTART 5 W) <keep_alive> ZEFE, HZMHMH
JEBEE M YIE . WHRIBIT ARG N E <keep_alive> 24, NIBAM A LR ECE MIE.

el

o TERCEERETFIRIAT, s ¥ isEmie, U RRCE AT hE .

* SO_LINGER #e5i A @ i it B4 K A{E . B anfic & SO_LINGER {E & 60, WJAT+CIPCLOSE fip 4 1EIX
ANE X TCP FIN AUIS AL R, 255580 AT PHZE 60 £, M JCiEm W H e drd. Bk, SO_LINGER
BWRRREVAME .

« TCP_NODELAY #E3ii& H T #r it &/ IMEX SERH PR ZR w5t JFRJE, LwIP 2 finfk TCP ) %
%, (BASR MR 22, Sl T EL N FEAEMFEG. Fit, TCP_NODELAY # i fAEFERIA(E .

* SO_SNDTIMEO #30 3i& il T AT+CIPSTART 14 A it B keepalive 5/ W 37 5. BLEAETG,
AT+CIPSEND, AT+CIPSENDL, AT+CIPSENDEX w2 ¥-&AEi% BN NEH, LIEER KL, X
H., SO_SNDTIMEO # il it &k 5 ~ 10 £,

* SO_KEEPALIVE &5 1T 32 3l 5 I W 2 4 2 WA B 3 5%, il AT 1Bk TCP [l 45 it
N BT, i E AT, Ai*bu%ﬁ%ﬂﬁﬂé%ﬂmu SO_KEEPALIVE # ¥ fit EHA/NT 60
s

3.4 Bluetooth® Low Energy AT @y 242

/N2

e AT+BLEINIT: Bluetooth LE #J#54k

o AT+BLEADDR: % Bluetooth LE 5 #5 ik

o AT+BLENAME: #xif)/i% & Bluetooth LE X454 R

o AT+BLESCANPARAM : %5if)/#%E Bluetooth LE i 5%k
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* AT+BLESCAN: {fifig Bluetooth LE 4

e AT+BLESCANRSPDATA: ¥%'& Bluetooth LE i

o AT+BLEADVPARAM : #xiA)/i% & Bluetooth LE | #%Z5:4{
o AT+BLEADVDATA: % Bluetooth LE | %%

o AT+BLEADVDATAEX: H 3% Bluetooth LE ) #& %

o AT+BLEADVSTART: J11 Bluetooth LE | #%&
 AT+BLEADVSTOP: {21} Bluetooth LE )%

e AT+BLECONN: 737 Bluetooth LE %%

« AT+BLECONNPARAM: #%ifi)/% % Bluetooth LE 358
o AT+BLEDISCONN : WiFF Bluetooth LE %4

o AT+BLECFGMTU: %% Bluetooth LE MTU K:J&

o AT+BLEGATTSSRV: GATTS % ¥R 4%

o AT+BLEGATTSCHAR: GATTS % FilR % HiiE

o AT+BLEGATTSNTFY: JJ3455% notify i} 5 ERHF (28 % Pk
e AT+BLEGATTSIND: Ji%2% indicate I 5 5 F (R 28 %0 Pt
o AT+BLEGATTSSETATTR: GATTS ¥ & i} & (i

o AT+BLEGATTCPRIMSRV : GATTC % FREA R 55

o AT+BLEGATTCINCLSRV : GATTC % I & IR 55

o AT+BLEGATTCCHAR: GATTC % PR 55 E-E

o AT+BLEGATTCRD: GATTC i2HUiR & EHE

o AT+BLEGATTCWR: GATTC B I} & HF

o AT+BLESPPCFG: Z¥ifi/i%'% Bluetooth LE SPP &%

o AT+BLESPP: i}t A Bluetooth LE SPP izt

o AT+BLESECPARAM: 5ifi/ % Bluetooth LE JI% 5%

o AT+BLEENC: % Bluetooth LE &5 sk

o AT+BLEKEYREPLY : %%} 7554 [0l 55 254

* AT+BLECONFREPLY : #5% 7 i 45 M M Gs A (e g iEsem B )
o AT+BLEENCDEV: 54551 Bluetooth LE %814 £ 51 3
o AT+BLEENCCLEAR: ¥5[%: Bluetooth LE W% £ 41| %

o AT+BLESETKEY : #%& Bluetooth LE ##3SMHC XT254H

o AT+BLUFI: T3 %4 BluFi

o AT+BLUFINAME: #%if]/7%'% BluFi %454 Fr

o AT+BLUFISEND: %3 BluFi ffl 7 1 52 L EGE

e AT+BLEPERIODICDATA: %' Bluetooth LE JE VL #& B
o AT+BLEPERIODICSTART: JT /3 Bluetooth LE J& ¥ #%
e AT+BLEPERIODICSTOP: {%1I- Bluetooth LE J& ¥ 4%

o AT+BLESYNCSTART: J1)3 81 $& 6 4

o AT+BLESYNCSTOP: {2 [|- & 310 | 4% ] 4

o AT+BLEREADPHY: #5241 %8:48 iy PHY

o AT+BLESETPHY : %8 Y EiiEs:di Fl ) PHY

341 4

24Hy, ESP32-C2 AT [{: 3045 B A% D AIE 5.0 HA

P BRA Y ESP32C2-4MB AT [# {157 £ BluFi ZhRE, T ESP32C2-2MB AT [# {4~ 3 5 BluFi Bhfg. 40
ARIRFE B ESP32C2-2MB S #F BluFi Tifig, 1 H171% 1% ESP-AT T42, e TP B TR e s

* 52 ffl Component config->Bluetooth

* |3 Component config->Bluetooth->Bluetooth ->Host ->NimBLE - BLE only

e & | Component config -> Bluetooth -> NimBLE Options -> Enable blufi
functionality

* J2 /] Component config->Bluetooth->NimBLE Options->Enable BLE 5 feature ->
Enable extended advertising

* ¥ ¥ Component config -> Bluetooth -> NimBLE Options -> Maximum number of
concurrent connections ->1
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o X H Component config -> Bluetooth -> NimBLE Options -> Memory Settings ->
MSYS_1_Block Count ->10

e % ¥ Component config -> Bluetooth -> NimBLE Options -> Memory Settings ->
MSYS_1_Block Size->100

* % ¥ Component config -> Bluetooth -> NimBLE Options -> Memory Settings ->
MSYS_2 Block Count ->4

e ¥ ¥ Component config ->Bluetooth ->NimBLE Options ->Memory Settings -> ACL
Buffer Count ->5

* % '# Component config->Bluetooth->NimBLE Options ->Memory Settings->High
Priority HCI Event Buffer count ->5

* X B Component config ->Bluetooth ->NimBLE Options -> Memory Settings -> Low
Priority HCI Event Buffer count ->3

* X H Component config->Bluetooth ->NimBLE Options ->BLE white list size ->
1

* X B Component config -> Bluetooth -> Controller Options -> BLE LL Resolving
list size->1

. irx"EComponent config->Bluetooth->Controller Options->BLE duplicate scan
list count ->1

H%: BRIANY ESP32C2-4MB AT [E {4l ESP32C2-2MB AT [ {:¥5 4 35§ Bluetooth LE T, AR AR %
SCH§ Bluetooth LE D, 1§ HAT#hiF ESP-AT TA2, fEST APl TR BLR 1 20T L1y BluFi Z)fig
b, T ohiESE:

» JE /] Bluetooth LE f54~: Component config->AT->AT ble command support

* ¥ B Component config->Bluetooth ->NimBLE Options ->Maximum length of BLE
device name in octets ->32

e %¥ Component config->Bluetooth ->NimBLE Options ->Preferred MTU size in
octets ->203

MR R Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x59a0) Z&{4E
W, WEFEARE A O A5, #F Component config->AT HXPHATETIRE, PAUER/NE A
KN

HTATFZ IR, IHTEMT Bluetooth LE JIREZ 1Y, AIRAT+CWINIT=0 445 Wi-Fi Hhislik.

3.4.2 AT+BLEINIT: Bluetooth LE #Ji1k
A%

ifig:
£rifi] Bluetooth LE 2 5] ih 1k

Py -
iy

AT+BLEINIT?

W i <
HUPIR, AT &[0

+BLEINIT:<role>
OK

HARVIIRAL, AT &[0

+BLEINIT: 0
OK
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EmA

Uik
¢ & Bluetooth LE #J#41k A €4,

O e
iy

&F

’AT+BLEINIT:<init>

Wi i :

[ox

BH

e <init>:

e 0: {144 Bluetooth LE
e 1: client f5 (4,

e 2: server fH{h,

]

* fifi i Bluetooth LE Zjfighf, WM ICTH I SoftAP 5K, Wi &N DA ik AT+ CWMODE ¥ &
Wi-Fi fi5t % Null 5 Station £zt ,

* i & Bluetooth LE g %2 1, 5 G H A4, #I4f1k Bluetooth LE f 4.

* Bluetooth LE fi a4tk )5, NEEE V. RV, FEIIMHAT+RST L EH RS, T

P iG4k Bluetooth LE £ f4 .

o AYAETESY Bluetooth LE Z Hif, S IRIEAEMEATI)N 316 R WIT A il i3 .
* 41R Bluetooth LE E 444k, WIAT+CIPMODE JoyAiE M 1.

2N

AT+BLEINIT=1

3.4.3 AT+BLEADDR: ¥ Bluetooth LE % £5Hihl

i &

Lyt :

’%_‘Tfrﬂ Bluetooth LE & & B F #l Hb 4

A

’AT+BLEADDR?

W

OK

+BLEADDR: <BLE_random_addr>

Espressif Systems

105 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

&F

i

EmA

15 Bluetooth LE ¢ #5 [ S5 24

O e
iy

W

OK

]

il

<addr_type>:
0: 3Ll (Public Address)
1: FEHLHIE (Random Address)

AHAE (Static Address) By 2 DA 44

Mok f s PLEY 15
BEPLHBHERR > 2 A 1 622 05
BEPLHBHERR > 20 1 60 1.

R RS A 2 PRIFAE NVS X

AT+BLEADDR=1

/) BE ML A At A AL A Mt

3.4.4 AT+BLENAME: #rifi/i%¢ . Bluetooth LE %45 4k

iy 4

i

v 1) Bluetooth LE 44544 1

A .
"ﬂé?‘

AT+BLENAME?

W

+BLENAME : <device_name>

OK

B

&F

P
“D4}

Ly :

W

ws

Bluetooth LE 54544 Fx

.

AT+BLENAME=<device_name>
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Wi 3% ¢

OK

o <device_name>: Bluetooth LE &£ & R, mAKE: 32, BHALFRAN “ESP-AT”,
Ba]

P AT+SYSSTORE=1, T B W UCEHRTEAE NVS X,
s BN ZM AW EREHIRG, BRI TAT+BLEADVDATA iy 455 A FRBGH T &80 24 o

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #tify/i ¥ Bluetooth LE i 5%k
A4

Dyt
¥ Bluetooth LE #9454k

A .
"ﬂé’\'

AT+BLESCANPARAM?

Wi i ¢

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

OK

BEE A

Yriié

% Bluetooth LE F1ii &4k
[

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

Wi

OK
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* <scan_type>: A

N e ERE]

o 1o FFEHE

« <own_addr_type>: HiflZ%]

o 0: AtHihlk

o 1: A LR

e 2: RPA /A3t

* 3: RPA Bt HhE

» <filter_policy>: 4y =0

e 0: BLE_SCAN_FILTER_ALLOW_ALL

¢ 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: i [6] [F. &SN KT 4 T <scan_window> ZE({H. & %70 H
[0x0004,0x4000]. 4[] FE /2% S5k DA 0. 625 &, Jr RASE Br i 3 4 18] Y5 6L 4 [2.5,10240]
R,

o <scan_window>: HIFH . AZHEN /DT % T <scan_interval> Z¥{H. S H:
[0x0004,0x4000]. 4 N 2% Sk PA 0. 625 =/, FrRASLPr 4 B 1 Y8 Bl A [2.5,10240]
2R,

il

AT+BLEINIT=1 // fata: & P ¥
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.6 AT+BLESCAN: f{iifig Bluetooth LE {14

S

)E'\.

CHL A

i
FFUh/M5: 1 Bluetooth LE 14

AT+BLESCAN=<enable>[, <duration>] [, <filter_type>,<filter_param>]

W i <

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

¢ <enable>:
o 1 HFIGRr S
o 0: {5 I RPEEH
o [<duration>]: FHGFREEmIE], B FD,
o HrIEEILEH, THREERSEG
o FHIREITHRER, TREARSH:
- RSN O B, WFTRFFURFFEE
- Zlié%‘fﬁiﬁjbiﬂf O i, Bil4n AT+BLESCAN=1, 3, WFR/AREH 3 #/5 AShgmEH, AERE
ERETESE
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o [<filter_type>]: 1 jEIEI

e 1: “MAC”

e 2: “NAME”

o <filter_param>: IJESHL, FIRXT g MAC Hihl s 44 %%
» <addr>: Bluetooth LE #bhil:

o <rssi>: G5B

o <adv_data>: | HEHIE

o <scan_rsp_data>: f=Hma N SE

o <addr_type>: [ IKBEf bR

el [ ' B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> 7 & H W7 L% A MM B L RS RN, OK W] fEF#E +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> 2 W 4 o, L H W fE &
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J§5 i
e

o QARG RIS i B B, 750 F AT+ BLESCANPARAM $84- U E HH# 7:h active scan
(AT+BLESCANPARAM=1,0, 0,100, 50) , H HX k4554 H scan rsp data, A REFEH

i ) S H5CHH
il
AT+BLEINIT=1 /] s B
AT+BLESCAN=1 /] FFEE A H
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // FH#HAH#H, LR EA A MAC H i
Aok & 4R

AT+BLESCAN=1, 3,2, "ESP-AT" // FHHA#H, HE XA

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE FHm )
BE A

Jyiie:
P E: Bluetooth LE 341 .

’ AT+BLESCANRSPDATA=<scan_rsp_data>

W i <

[ox

BH

o <scan_rsp_data>: NN EHE, S8 HEX “FAFER . B, AR E I fm s 8 A “ox11 0x22
0x33 0x44 0x55”, N|ay4 A AT+BLESCANRSPDATA="1122334455",

Bl

AT+BLEINIT=2 // fat: R4%& %
AT+BLESCANRSPDATA="1122334455"
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3.4.8 AT+BLEADVPARAM: #xif/i¢ ¥ Bluetooth LE J k55
i A

i
i) S

s

AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>
OK

BeE WA

Dyt
W RS

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
—PHY>]

W i <

OK

« <adv_int_min>: /N . SEGERE: [0x0020,0x4000], [ HERI 4T %S5 0. 625 %
M, B PASE R d/N 4k 8] B VLA [20,10240] Z 8. ARSEAN/NTET <adv_int_max> £
HH-

o <adv_int_max>: K R EE . SEGER: [0x0020,0x4000]. - #EEIFGE TS8P 0. 625 2
A, B PASE B A i K 1 R L 0 [20,10240] 2280 . ASH{EN KT ET <adv_int_min> %
B

e <adv_type>:

* 0: ADV_TYPE_IND

: ADV_TYPE_DIRECT_IND_HIGH

: ADV_TYPE_SCAN_IND

: ADV_TYPE_NONCONN_IND

: ADV_TYPE_DIRECT_IND_LOW

: ADV_TYPE_EXT NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
: ADV_TYPE_EXT_SCANNABLE_IND

« <own_addr_type>: Bluetooth LE Hhihil 271
e 0: BLE_ADDR_TYPE_PUBLIC

e 1: BLE_ADDR_TYPE_RANDOM

e <channel_map>: | %58

1: ADV_CHNL_37

2: ADV_CHNL_38

4: ADV_CHNL_39

.
~N N RN
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7: ADV_CHNL_ALL

[<adv_filter_policy>]: |~ it JE#7 AL

0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

e 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
* [<peer_addr_type>]: X} Bluetooth LE #iihil- 357

e 0: PUBLIC

e 1: RANDOM

o [<peer_addr>]: X}J5 Bluetooth LE #iihil:

e [<primary_phy>]: | 4% primary PHY. 2iAfE: IMPHY.
- 1: IMPHY
— 3: Coded PHY
* [<secondary_phy>]: | 4% secondary PHY ., ZXA{E: IMPHY,
- 1: IM PHY
- 2: 2M PHY
— 3: Coded PHY

L]

o MEMAKEET peer_addr, IRAE I H KL RS EEE,

* primary_phy fll secondary_phy fF%—#IE, WRARE, BARKENSUSBHEOA
IM PHY.

il

AT+BLEINIT=2 /] R RSB
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

349 AT+BLEADVDATA: ¥¢¥ Bluetooth LE ) 8% ¥

)E’J

CEL A

Dyt
B A

P
"ﬂl\'\‘

’ AT+BLEADVDATA=<adv_data>

Wi i ¢

[ox

BH

* <adv_data>: ISR, b HEX FAFER . G, A ERE T #HEdEA “0x11 0x22 0x33 0x44 0x557,
N4> AT+BLEADVDATA="1122334455", i KK&E: 119 37,
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L]
o MR FHIC 4 B 6y 2 AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
BT #HE0E, Wi S B E S .
o WERGEAE A GBS A PR, WENHEINTE L2 Z G A TAT+BLENAME iy 4155 4
FRUEE MR RE) 2 F5 o
o WRFTFEREERKMN ESEL, W HAT+BLESCANRSPDATA $84 K15 H
o {Ef# I AT+BLEADVDATA 6542 Fi, Ai4Ei# i AT+ BLEADVPARAM A B % 240

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [zl Bluetooth LE ) &%
iy A

i
)RR S A

A .
"ﬂé’\‘

AT+BLEADVDATAEX?

Wi i ¢

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

i
BRI IR 1%

e

’ AT+BLEADVDATAEX=<dev_name>, <uuid>, <manufacturer_data>, <include_power> ‘

Wi % ¢

[ox |

e <dev_name>: F K EB B, RN L LK. Hlw, HEZKEKRSSHKN “ust

test” , 0 fy 44 AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,
s <uwid>: FF B S . f W, A OE R E UUID ko “0xA002” L, Ay A

AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

* <manufacturer_data>: {fi| i B £ 4, & HEX FAFER. 60, 2 A8 8 3k i £l o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,
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* <include_power>: ) IEHET S TX R, RSHWZBN 15 B/, 0.

]

* AR ZHIC L iy S AT+BLEADVDATA=<adv_data> BB T ) B8, W SgiAs ar 9B E ) ik

il

AT+BLEINIT=2

/R M #

AT+BLEADVDATAEX="ESP-AT","A002","0102030405",1

3.4.11 AT+BLEADVSTART: J|i4 Bluetooth LE )"k

’AT+BLEADVSTART

Wi i ¢

[ox

|

# AR A iy 9 AT+BLEADVPARAM=<adv_parameter> B8RS4, WIFHEOA T HS2L.
A AR iy 4 AT+BLEADVDATA=<adv_data> B &, WAk 4 0 Bt

e F 2 W © % i M iy SAT+BLEADVDATA=<adv_data> % & b )7 #% % #, W £
¥ AT+ BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % & 1 | #& 2L
P, Mk, WRsEMH AT+BLEADVDATAEX, |24 AT+BLEADVDATA % ¥ 1)) #k £

o

* JTJ Bluetooth LE J"#% )5, I35 4 2257 Bluetooth LE 345, IR 44— EARS#%; AR T
HE, W& HShEH) %

il

AT+BLEINIT=2

AT+BLEADVSTART

/] A RE B

3.4.12 AT+BLEADVSTOP: %} Bluetooth LE )" {k

Espressif Systems

113 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

’AT+BLEADVSTOP

W

[ox

Bl

o EHIFIRTHRS, NS Bluetooth LE #4345, £ 5 453K Bluetooth LE J™ 4, Jofz M A4

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: &3y Bluetooth LE 4%
Ay

Tytie:
#71fi) Bluetooth LE %3%
e

AT+BLECONN?

Wi

+BLECONN: <conn_index>, <remote_address>
OK

RS IR, W YA B~ <conn_index> £l <remote_address> S .

-
i
=
7

fresin]
oF

Bluetooth LE %3

2 ®E

A
fiy 4 :

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W )7 *
EENT RN, MR

+BLECONN: <conn_index>, <remote_address>

OK

FESLIEER M, R

+BLECONN: <conn_index>, -1

ERROR
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i A SR RS B i — 285 R EOE R R, R -

’ERROR

B

’— **<conn_index>**: Bluetooth LE # # %, % H: [0,1].

» <remote_address>: XfJ5 Bluetooth LE £l .

* [<addr_type>]: J iR IArHbhE AL :

o 0: A3eibdilk (Public Address)

o 1: BE#LHLHE (Random Address)

* [<timeout>]: FEHHRERTEIN], BA: Fb. WM [3.30].

o FEAEENLORNIEEZH, Jeis A TAT+BLESCAN fip %134 ss, Wik H AR T #RREs.

o I RIERERN 30 7.

* 11 Bluetooth LE server £\ 944k HLIZEREE s, WA DA Bty SFEXT 4515 4 (GATTC) H &
MRS B DA PAT GATTC fip %

e AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

e AT+BLEGATTCCHAR

o AT+BLEGATTCRD

e AT+BLEGATTCWR

e AT+BLEGATTSIND

o N HAT+BLECONN? 7£ Bluetooth LE & #] 45 B9 1% %L T $ 4T (AT+BLEINIT=0), W) & 5 A~ 2=t H
+BLECONN:<conn_index>, <remote_address> ,

il

AT+BLEINIT=1 // fat: % p 3
AT+BLECONN=0,"24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #rify/di i Bluetooth LE 4:4:5 %
iy

Yitig:
#¥1f] Bluetooth LE iE35:4k

zs

AT+BLECONNPARAM?

Wi i ¢

+BLECONNPARAM: <conn_index>,<min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>
OK
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EmA

&F

Uik
T 37 Bluetooth LE #3255k

O e
iy

’AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi i :

[ox

VBRI, MFERPATF R :

+BLECONNPARAM: <conn_index>, -1

BH

e <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

o <min_interval>: F/NEREEI. KSEEN /DT T <max_interval> ZH({H. S0 H:
[0x0006,0x0C80]. 4z (R fA 55 T %S EILA 1. 25 28>, P LASERR A fie/ N2 0] B Rl >y [7.5,4000]
R,

* <max_interval>: f KB, ASHENY KT HT <min_interval> Z¥{H. SHGEH:
[0x0006,0x0C80] . H##z[H] [ 5E TZSER LA 1. 25 ZFP, BT ASE bRt fie K 42 R B v Bl A [7.5,4000]
=5,

o <cur_interval>: 24H[iEZEENG.

o <latency>: JEIR. ZEERE : [0x0000,0x01F3],

o <timeout>: M. SHGFEH: [0x000A,0x0C80], HERETZSEIRDA 10 ZF>, FrASE v R
YA [100,32000] Z 75,

Ll
o Ay EORSGE R, I HAUCRY client ffi (4 BUFER S AL

il

AT+BLEINIT=1 VAR - RN
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14,1, 500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE 3§
P4

Jig:
¥7JT Bluetooth LE 443

A\ .
"Il/?\‘

AT+BLEDISCONN=<conn_index>

W i <
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OK // Y % AT+BLEDISCONN #& 4
+BLEDISCONN:<conn_index>, <remote_address> // & 4T 4 2 & 3

S

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <remote_address>: X]J; Bluetooth LE % £5Hubik .

Bl

o SUGCRFE Pmis Ay 2 Wit 4% .

il

AT+BLEINIT=1 /] B B P
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

34.16 AT+BLECFGMTU: ¥} Bluetooth LE MTU )i
A ity 2

Dyiie:
#¥i) MTU (maximum transmission unit, fx KAZHiBATE) K

AT+BLECFGMTU?

W i :

+BLECFGMTU: <conn_index>, <mtu_size>

Jyiig:
WE MTU K JE

ZE

’AT+BLECFGMTU=<conn_index>

W

’OK /KB AR e A

B8

’— **<conn_index>**: Bluetooth LE # # 5, ¥ E: [0,1],
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]
- KA EKS%HEL Bluetooth LE # .,
- REXFEPFPREARASSEE MIU B K
il

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0

3.4.17 AT+BLEGATTSSRV: GATTS ‘KBRS
A

Ystie:
GATTS Kk #HR 55

Py
A

AT+BLEGATTSSRV?

W .

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

BH

<srv_index>: fR%)F 5, M 1 FFtaue,
<start>:

0: ik %5 A1

1: R5E IR

<srv_uuid>: R4 UUID.,
<srv_type>: [R5 H2EHL:

0: RS

L 2RSS .

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.18 AT+BLEGATTSCHAR: GATTS %8R 55 F54F
iy

g
GATTS J BUIR 55 5k

[
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’AT+BLEGATTSCHAR?

W] 7. <
XTI FHAE(E S, WA AT -

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XA R, MR

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: RS FS, M 1 IFHRE.

* <char_index>: [RFFHEMTS, M 1RIHIENE.
e <char_uuid>: AR%4HER UUID.,

* <char_prop>: fR55FFHENJEM: .

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: FFEiIALFH UUID,

il

AT+BLEINIT=2 /] e R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.19 AT+BLEGATTSNTFY: J}§245%% notify JI 45 ¥ ¥4Ik (Fi20 5 ok
PR m A

MR35 26 motify fIR 45 FFE L% 7

e

’AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length> ‘

M]3 :

T55 > Fon AT WER TR D 8ds,  BURS 2 m] DU A K, 48K iR 3 2480 <length> {ERT,
PAT notify 4,

AR L RN, WHER

OK

BH

» <conn_index>: Bluetooth LE i£#25-, JEH: [0,2].
o <srv_index>: [R5 /F 5, WiafTAT+BLEGATTSCHAR? 5],
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o <char_index>: R&EAEN TS, A[1B84TAT+BLEGATTSCHAR? 253
* <length>: ¥, HAKE: (:ref: MTU <cmd-BMTU>' - 3).

hil

AT+BLEINIT=2 /] A RE B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FWT R, % client HEF, LAMEE # | notify
AT+BLEGATTSCHAR? // # # A ¥ notify & P 3% W4 4F

J/ B, B O3 BRAH 6 BEHI notify KEH 4 FHHEKE, AL T &4
AT+BLEGATTSNTFY=0, 3, 6, 4

/]RT ST BEEE, RN 4 FEHKE, W "2, REKEE G R

3.4.20 AT+BLEGATTSIND: J}t55%% indicate IR 55 ¥R AFE 20 % ;v

iR 4548 indicate IR & E-IFAE.25 2 F i

’ AT+BLEGATTSIND=<conn_index>, <srv_index>, <char_index>, <length> ‘

o] . <

75 > Fon AT MR IFEACR D 8ds, METER] DA B, M8 K SR B 240 <length> M{HRT,
4T indicate EAAE .

R AL A N, R -

OK

BH

» <conn_index>: Bluetooth LE i##:5-, TR : [0,2].

o <srv_index>: [R5 75, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR$HEHEMTE, Ti5fTAT+BLEGATTSCHAR? 25if) .,
* <length>: B, HAKE: (MTU-3).

hil

AT+BLEINIT=2 /] R R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FFRT ¥, Y% client HHEF, S M E K indication
AT+BLEGATTSCHAR? // & #W & F 3% 7 M # ¥ indication # 4 4E

/) Bldm, R O3 EMRAHE 7 THRAL indicate KE A 4 FHHHE, 44w T
AT+BLEGATTSIND=0, 3, 7, 4

J)BRFE ST BEEE, M 4 ZHHKE, W "1234", REKEH B
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3.421 AT+BLEGATTSSETATTR: GATTS ¥t 55 FEAE it
E WA

i
GATTS B 55 R ol R AT

s

’AT+BLEGATTSSETATTR=<Srv_index>, <char_index>, [<desc_index>], <length> ‘

L)V

P > 2 AT HERSFECR 8, U T DA AR, 4 8s KA FI S48 <length> HYET,
PATBCE R

AR R, R

OK

o <srv_index>: R4 ¥, W[iZfTAT+BLEGATTSCHAR? %5,

o <char_index>: JR$4HEMTE, T84 FAT+BLEGATTSCHAR? 25if] .,
* [<desc_index>]: FHLFHIAFTTT

o PG, WBEERALFE:

o HAREE, WEERHMEE.

o <length>: FIEK )T,

Bl

o W <length> BHEKT LRBKKE, MBS K. 5T service table, I gatts_data.csv

il

AT+BLEINIT=2 /] A R A B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/B, Bl BREE L EHEMEEAKEAN 1 FEHEE, a5 wT:
AT+BLEGATTSSETATTR=1,1,,1

/O RE ST BFERE, BN L FEHNEERT, Bl s, RERXEFH

3.4.22 AT+BLEGATTCPRIMSRYV: GATTC %BIEANN 55
A%

Yitig:
GATTC (Generic Attributes Client) % Pl AR 5

Py -
iy
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AT+BLEGATTCPRIMSRV=<conn_index>

Wi % ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

BH

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: R F5, M1 IFEG8,

o <srv_uuid>: fR4H) UUID,

o <srv_type>: [R5 HYZEHY

o 0: WEMRSS

I 2RSS .

Bl

o fEFAGS, FESEST Bluetooth LE 4.,

il

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:12:5£:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.23 AT+BLEGATTCINCLSRV: GATTC %BALE MRS

GATTC %5 iR 55

A .
"ﬂ/?\‘

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>

<, <included_srv_type>
OK

» <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

o <srv_index>: R FE, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> ZXif
e <srv_uuid>: g5 UUID,

o <srv_type>: fR45RAL:

o 00 RERSS

o 1 HERS

e <included_srv_uuid>: 15451 UUID,

 <included_srv_type>: 5 R4F1ZEHL:
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o 0: RENRSS
o 1 FEMRSS .

Bl

o fEHAMS, FEJET Bluetooth LE 4,

il

AT+BLEINIT=1 // fat: % p 3%

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REWM — £ H# S W EHWLE R, £ index & H

3.4.24 AT+BLEGATTCCHAR: GATTC %R 55 F#4ik

)E’J

CEL A

i
GATTC % B 55 Ak

Py -
“ﬂ/?\‘

’AT+BLEGATTCCHAR:<conn_index>,<srv_index> ‘

W i ¢
XTI RHEAR R, WA

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> ‘

XEFHAFFE R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].

o <srv_index>: {5575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
* <char_index>: [REFFHEMITS, M 1 FFURIENS.

o <char_uuid>: ARS4HER UUID,

¢ <char_prop>: fRFFHEMEM:.

o <desc_index>: FHEHIAGTES .

o <desc_uuid>: JFEHIALE UUID,

]

o fEFAMS, FEJET Bluetooth LE 4,

il

Espressif Systems 123 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

AT+BLEINIT=1 // f & : & P 5%

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // REFE M — 4w AW EHLEE, ¥ T index & i

3.4.25 AT+BLEGATTCRD: GATTC i HUIR 25 FE At

GATTC BRI S5 FF AL (E S A A

iy A

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

MW .

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if] .

o <char_index>: AREEHEFS, Wis{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

o [<desc_index>]: JHFHIAS TS

o FIE, HH IR

o FANWE, BEHHARFHERIE .

o <len>: FIEKJE,

e <value>: <char_value> {3 <desc_value>,

o <char_value> : [RSEHE(E , FRAAEAE R, 181 TFAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
PR, GG, ALY A +BLEGATTCRD: 0, 1, 0, WIFIREHEKEN 1, AR “07.

« <desc_value>: ]k 4% 4F ME i & & M H, F OHF H K K, &
#TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i BX. 7 4n, ¥ W
"N +BLEGATTCRD: 0, 4, 0123, NIZREIEE 4, NEHN “01237,

B
o fffHAAYS, FRESEHELT Bluetooth LE #45
o 7 BARIRSSFAEA SCRFEEEAE, Wik [E] “ERROR”.

il

AT+BLEINIT=1 // fa & : & P 3%
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // B — % & 4
/) B, EBE 3 BEREME 2 Bk

AT+BLEGATTCRD=0,3,2,1

éﬁé‘l‘@%%, #i % index &
HERE, #AWT:

m

=
FE
R
<ju
w=E
=4
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3.4.26 AT+BLEGATTCWR: GATTC G55 ¥ AEA
BEmA

i
GATTC B i 55 AL (E oA A AL

s

’AT+BLEGATTCWR=<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length>

Response:

>

|

P > Fn AT HERSFECR 8, U T DA AR, 4 8ds KA FI S48 <length> HYET,

PATE AL
AR R, R

OK

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: k%575, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if] .

o <char_index>: REEFEFS, Win{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

[<desc_index>]: IR TS

HIE, W5 HR IR

FARUE, W5 HRRHE .

<length>: HIEKE. ZSEBUETLE 5% gatts_data.csv H1 val_max_len SHEEH .

Bl

o FHARMS, FEIHEST Bluetooth LE JEH; .
o #HBRSFHEA L FEEHAE, WkE “ERROR”.

Bl

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RFE W — 4 H# AW EWE R, #§ T index £

/) B, W% 3 FREME 4 BHME, EAKEN 6 FEHHE, 5T
AT+BLEGATTCWR=0, 3,4, , 6

/)ORT S FERE, BN 6 FHWBENT, W "123456", REFHE AN

3.4.27 AT+BLESPPCFG: #%if)/iX i Bluetooth LE SPP %%

iy 4>

Dig:

#71fi) Bluetooth LE SPP (Serial Port Profile) Z:%§

s
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AT+BLESPPCEG?

Wi % ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

BE A

Yitig:

P B B E E Bluetooth LE SPP 24§
s

AT+BLESPPCEFG=<cfg_enable>[, <tx_service_index>, <tx_char_index>,<rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

Wi

OK

S8

¢ <cfg_enable>:

0: FH'E i SPP 24, RSB ILHES;

s I JFHSHEEES.

o <tx_service_index>: tx J[& 4% /¥ B, W iz 4fFAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 751 .

o <tx_char_index>: tx [k % ¥ 1F /¥ 5, W[ i fFAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FAT+BLEGATTSCHAR? 7511

o <rx_service_index>: rx fk % J¥ 5, H & {TAT+BLEGATTCPRIMSRV=<conn_index>
FAT+BLEGATTSSRV? 25 1f] .

o <rx_char_index>: rx [} 45 4 fiF ¥ 5, W i8 $7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? #514] .

* <auto_conn>: HZEEARENL, BONEOLT, HINEEYREGIRE.

e 0: 2% |- Bluetooth LE i#% 1% H S &I EE.

* 1: {fifig Bluetooth LE %% H 2 £ fE

o X} Bluetooth LE %% i, tx ARSSEFAE B2 write with response B{ write without
response, 1X RESFFFMEEHEVNNE indicate B notify,

* XFT Bluetooth LE g 4545, tx IREFFHIEJEELLAE indicate B notify, rx fRESFHIEEMHLIE
write with response B{ write without response.,

s BT HIEEYRRG, WRERNIT, SRAWITERE RN (O T AT+SYSMSG), FH%
PR IRIEE G S MEREMIIEOL Y, WS, S HESIEE, MCU IR EGIA B ER W,
QAR I MAC A4 T oA, WITeiEERE ) .

ZN ]

AT+BLESPPCFG=0 // #® Bluetooth LE SPP % ¥

AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP £ ¥

AT+BLESPPCFG? // & i# Bluetooth LE SPP % ¥
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3.4.28 AT+BLESPP: 3}k A Bluetooth LE SPP Eizt
PArin A

Yitig:
i3t A Bluetooth LE SPP 5=,

s

AT+BLESPP

Wi i ¢

OK

>

iRm Ry FoR AT CL43E A Bluetooth LE SPP A5, ] DAFFA T4 1) A ik FIER I
77 Bluetooth LE SPP JRZS4E1R ( %]3AE Bluetooth LE #E#2% 57 J5 A fiE Notifications ), JI3&% [A] :

ERROR

B

* 1E SPP &, AR UEAT+SYSMSG Bit0 Jy 1, W AT A SR/ TR H SPP A fF ) .
* 1E SPP f&hgrh, AR UCEAT+SYSMSG Bit2 2y 1, W AT ASART A BRESAE {5 B -
o YVRGWEHEH +++ R, REIR NS SR, 2 DEF - RKIE T A AT 6y

2,

il

AT+BLESPP // ¥ N Bluetooth LE SPP # R

3.4.29 AT+BLESECPARAM: #%ify/i% ¥ Bluetooth LE 5%
i 4

i
%¥if] Bluetooth LE SMP il % 24}

Py e
"ﬂ4>‘

AT+BLESECPARAM?

W 7

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>
OK

)E’J

CEL A

e
%% Bluetooth LE SMP Jjl1 %5 2%k
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AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

W i <

OK

o <auth_req>: AIFEK.

* 0: NO_BOND

* 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND

<iocap>: i AkiithifETT

0: DisplayOnly

1: DisplayYesNo

2: KeyboardOnly

* 3: NolnputNoOutput

» 4: Keyboard display

« <enc_key_size>: MIFHHIKE. SHGEME: (7.16]. B 5,
e <init_key>: Z R MAYHIIR % -

o <rsp_key>: LSRRI R Y 25 o

o <auth_option>: ZZ4iAIEED:

 0: HEEFEREER;

o 1 QERICIRM R Z I BOE R 25, W Wi iEsE.

» <init_key> fil <rsp_key> S5 LR 4 A0 :

o Bit0: I 540040 dfy 2 AR 1o 2 50 140 23 28 4

o Bitl: T A iR A Y 2916 IRK 254 5

o Bit2: JIT3c 4 b 2 A 3 25 4111 CSRK 2541 ;

o Bit3: JH TR0 b % A A I %5 £ link %540 ({0 T Bluetooth LE 1 BR/EDR JEA7AR ) o

Bl

AT+BLESECPARAM=1,4,16,3,3,0

3.4.30 AT+BLEENC: “zitd Bluetooth LE Jji%5 iR
WE WA

Jyiig:
S W PN

A

AT+BLEENC=<conn_index>, <sec_act>

Wi i ¢
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OK

e <conn_index>: Bluetooth LE i&3%5-, JER: [0,2].

e <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM
¢ 3: SEC_ENCRYPT_MITM,

|

)

o ERIAGATT, WERRERESE. BRI RR .

il

AT+RESTORE

AT+BLEINIT=2
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEADDR?
AT+BLESECPARAM=1,0,16,3,3
AT+BLESETKEY=123456
AT+BLEADVSTART

// {# F Bluetooth LE & app
AT+BLEENC=0, 3

14 client b ESP32-C2 # % % i Bluetooth LE # #

3.4.31 AT+BLEKEYREPLY

[l 52 B} 5 4]

A .
"ﬂé?‘

PP A I S ]

’ AT+BLEKEYREPLY=<conn_index>, <key>

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].

o <key>: FRXI#E4H.

hil

AT+BLEKEYREPLY=0, 649784
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3.4.32 AT+BLECONFREPLY: #5%f eI R G (165880 EE)

BeE WA

Jyiig:
[ 5 E X 25 24

s

’AT+BLECONFREPLY=<conn_index>,<confirm>

i) o
[ox
» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
¢ <confirm>:
e 0: 75
o 11 B
il

AT+BLECONFREPLY=0, 1

3.4.33 AT+BLEENCDEV: #¢iggfi) Bluetooth LE Jjiiss s 55 bl
s

ik
i) 46 5E 1) Bluetooth LE J%5 15 £ 1 %

AT+BLEENCDEV?

W i :

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

o+ <enc_dev_index>: CL4J T iRAMIERS . ESHA—E LT A AT+BLECONN %5 11 Bluetooth
LE #3235 F P conn_index %k, JLF: [0,14].
o <mac_address>: MAC Hifil-,

Bl

* ESP-AT iR AWSIE 15 ks, WRIEMBEHERIT 154, AR E & E SR
BREMF M 0 | 14 SR 162 BB (E S .
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il

AT+BLEENCDEV?

3.4.34 AT+BLEENCCLEAR: {5k Bluetooth LE Jjis8 3c #5514

BEE A

i

ML EHRES 2 H R — B S e
[

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
O 83 2 4 s P i A 5

A .
"ﬂé’\'

’AT+BLEENCCLEAR

Wi 3% ¢

’OK

ZH

« <enc_dev_index>: 4} EXSMIERES .

il

AT+BLEENCCLEAR

3.4.35 AT+BLESETKEY: % Bluetooth LE &52AsHCNf %540
AR A

itk

’_%_‘1,@ Bluetooth LE # & B *T % 4]

A

’AT+BLESETKEY?

Wi 3% ¢
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+BLESETKEY:<static_key>
OK

gﬁ

TS

Ly :

N Bluetooth LE %3215 B —> Bluetooth LE ##SHCXT %54H

O e
iy

’AT+BLESETKEY:<static_key>

W 3% ¢

[ox

S

» <static_key>: Bluetooth LE F#ZSARNT4H .

il

AT+BLESETKEY=123456

3.4.36 AT+BLUFI: Jf§isk %P BluFi

iy

Tytig:
¥ if] BluFi RS

T

AT+BLUFI?

L)V
7 BluFi RIT/H, k(A :

+BLUFI:0

OK

# BluFi P/, g M

+BLUFI:1

OK
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EmA

&F

i
T B ] BluFi

O e
iy

’ AT+BLUFI=<option>[,<auth floor>]

Wi i :

[ox

BH

e <option>:
— 0: 5 [4] BluFi;
- 1: )3 BluFi,
* <auth floor>: Wi-Fi A, ESP-AT N2 482 B IEB AL T S {H ) AP:
- 0: OPEN (¥kiN);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;;
: WPA2_WPA3_PSK.,

|
NN kR W =

il

AT+BLUFI=1

3.4.37 AT+BLUFINAME: #ify/i% ¥ BluFi &85 #4%
Ao A

ik
2¥f) BluFi 4§

A

AT+BLUFINAME?

Wi i ¢

+BLUFINAME : <device_name>
OK

)E’J

CEL A

i
B BluFi 54475

/e
ﬂﬂ4>‘
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’AT+BLUFINAME:<device_name> ‘

o <device_name>: BluFi %454 %K.

|
W BLE BWFL 5 4 FR, W5 AE 18 4T AT+BLUFI=1 iy % Al ¢ B, 15 WRF 62 1 BRA 44

BLUFI_DEVICE,
* BluFi W4 FRE RSN 29 777

2N

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.38 AT+BLUFISEND: % 1% BluFi Ji] ) 3 & U

#ci% BluFi P H s SRR 45 Tl

[

’AT+BLUFISEND=<length> ‘

Response:

P > 2 AT HERSFHCR 8, U T DA AR, 488 K IR FI S48 <length> Y(ET,
IR SIS TR IR
AR R, R

OK

B

o <length>: K, A A5,

Bl

o HE AR BN BRI 600 F5 .
o 40IR ESP UREIFHL L KA H P A s LB, A4 4 DA +BLUFIDATA: <len>, <data> f%a(fTHl.
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il

AT+BLUFISEND=4
/R ST FER, AN 4 FEFRREHRT, o m1234n, ABRKELHEFTRESL FAMN

3.4.39 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS IV ) Rk %a

TCE R R A

2 A
O

’AT+BLEPERIODICDATA:<periodic_data>

W] 2

* <periodic_data>: JSIPEHREE, S 16 BRI AR BN, A AHBCE) T R “0x11 0x22 0x33
0x44 0x55”, Né4A AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.440 AT+BLEPERIODICSTART: JJ )35 1010k %
PAT @A

rtig:
FFE AT 175

fir 4

’AT+BLEPERIODICSTART

Py Jif =

’OK

|

cHEJF M M M T W2 E, ® R BR Y RE VR EXE N
ADV_TYPE_EXT_NOSCANNABLE_IND,
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il

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // % B & 8 M % % 4
AT+BLEADVPARAM=32,32,5,0,7,0 // BV E 5%
AT+BLEADVSTART // FE¥ B #

AT+BLEPERIODICSTART // F B A M %

3.4.41 AT+BLEPERIODICSTOP: {5 1k S 01PE ) Rk W) 2B

2N

’Z—\TJrBLEPERIODICSTOP // fE 0k B BT

3.4.42 AT+BLESYNCSTART: JI 53] 26 R 0P ) 8

)y

N

R

&

itig:
S IEAEGEAT R R TR A

oz

AT+BLESYNCSTART=<target_address>

o] i 2

+BLESYNC:<addr>, <rssi>, <periodic_adv_data>
OK

o <addr>: i%#5Hbdk

o <rssi>: {555

* <periodic_adv_data>: J&1%: ) #EHRE
i

o AETTIE IR $E R 2 AT, T 2R FF Bluetooth LE i ShBEFF2EEAT -
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il

AT+BLEINIT=1
AT+BLESCAN=1 // FH#HE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH AW & FHF

3.4.43 AT+BLESYNCSTOP: {5k 5301k ) #& s 20
Wiidn s

itig:
5 1k B R R A TR

[t

’AT+BLESYNCSTOP

W] 7 2

[ox

Bl
o QIR HF BLE S I RE M, A8 A ML) $E ) A2 S e B e B s ok .

Zy |

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.44 AT+BLEREADPHY: #%ify >4 i 808 F g PHY
Y A

itig:
Y iR A ) PHY .

e

AT+BLEREADPHY=<conn_index>

] 7 2
QA ), R

+BLEREADPHY :<device_addr>, <tx_phy>, <rx_phy>
OK

WERARNG, R[]

+BLEREADPHY : -1
OK
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BH

o <device_addr>: X uii5 & ikl
o <tx_phy>:

e 1: IMPHY.

2: 2M PHY.

¢ 3: Coded PHY.

e <rx_phy>:

e 1: IMPHY.

2: 2M PHY.

3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // Z i % #f #% ¥ # PHY

3.4.45 AT+BLESETPHY: & %R PHY

BE Y HEREN PHY .

xS

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] o7 2
WRAR ALY, R[]

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUE Sicn PNV @SR

+BLESETPHY: -1
OK

o <device_addr>: SJupik gl
e <tx_rx_phy>:

e 1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0
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3.5 MOQTT AT A4k

o 4B

o AT+MQTTUSERCFG: % MQTT | )@

o AT+MQTTLONGCLIENTID: & MQTT % Fiif ID

o AT+MQTTLONGUSERNAME: & MQTT %t ] F1 44
o AT+MQTTLONGPASSWORD: '8 MQTT % it %57

o AT+MQTTCONNCFG: %8 MQTT & /8 H:

o AT+MOQTTALPN: %% MQTT & 27 (ALPN)
o AT+MQTTCONN : %3 MQTT Broker

« AT+MQTTPUB: %A MQTT & (F4FH)

o AT+MQTTPUBRAW : %7 MQTT ji4 K.

o AT+MQTTSUB: 1] 5] MQTT Topic

o AT+MQTTUNSUB: 3437 15 MQTT Topic

o AT+MQTTCLEAN: WiFF MQTT %43

o MQTT AT 4432 45,

o MQTT AT %

351 74

T BRIANY AT [P RIS F IO AT @4, DGR3 ESP32-C2 % H% MQTT @4, i £
1% ESP-AT T42, {6554 BUH LR R et

. %”—fﬂ% Component config->AT->AT MQTT command support

3.5.2 AT+MQTTUSERCFG: ¥ MQTT H )t

)E'\J

CE

yiig:
BCE MQTT i gtk

Py -
iy A

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W

OK

B8

o <LinkID>: 437{% % link ID 0,
¢ <scheme>:

— 1: MQTT over TCP;

— 2: MQTT over TLS (AKEAETS) 5

: MQTT over TLS (¢34 server IF5) ;

: MQTT over TLS ($#243E client §IE43) ;
: MQTT over TLS (&:5 server 3IFF 3 HA24E client IE 5 ) ;
: MQTT over WebSocket (#:T TCP);
: MQTT over WebSocket Secure (T TLS, AKIIETFS);

|
~N N B W
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— 8: MQTT over WebSocket Secure (3T TLS, 4 server IE45);
— 9: MQTT over WebSocket Secure (T TLS, #2fit client IF35);
— 10: MQTT over WebSocket Secure (LT TLS, #%L: server yiF 157 HAZ L client IE45) .
o <client_id>: MQTT & i ID, K 256 F5.
o <username>: ffJ744, FT & MQTT broker, KK JE: 64
o <password>: 1, JTEfl MQTT broker, fHAKE: 64 %7,
o <cert_key_ID>: I35 ID, HpujESP-AT {3 #—%& cert ik, S%0H 0.
« <CA_ID>: CAID, HHul ESP-AT {{$—%& CAHET, %080,
o <path>: TRJHESEE, BORKE: 32 95,

e
o BR5 AT S 0K R REMT 256 77
o WA <scheme> [E N 3. 5‘ 8\ 10, ﬁTﬁ%E[ﬁ%%&E’JﬁE%ﬁi@ﬁ WTE K IKAT+MQTTCONN fi

A ESP32-C2 CUAKERE S A i), (#5T DA K 3EAT+CIPSNTPCFG fy AL SNTP, 3KHL 4
BT, K 3EAT+CIPSNTPTIME? 6y 42524 i ) . )

3.5.3 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

iRm R AT SR EL MQTT & i ID, BT DA A% P 1D, 24 AT 28 1% i
ID KJFiAF| <length> J5, &[H:

OK

o <LinkID>: 4i{¢ 3745 link ID 0.,
o <length>: MQTT % /i ID K&, J5HE: [1,1024],

st

* AT+MQTTUSERCFG fip %Al AR E MQTT & g ID, — 33 2 [a] 2= 5 e 45 -
— AT+MQTTLONGCLIENTID 541 DA B EFX B K& i ID, K AT+MQTITUSERCEG
A B B2 PR 5

- WAEEE AT+MQTTUSERCFG J5 Ffi ] AT+MQTTLONGCLIENTID,
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3.54 AT+MQTTLONGUSERNAME: k¥ MQTT ki #4

WE MQTT I 44

s

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W

OK

>

i) IR AT SR Gl MQTT I P45, MEATERTT DA% A MQTT I F4%, 24 AT #:43i MQTT
AP ZKEIRF| <length> J5, &M

OK

B

e <LinkID>: 4§i{{ % $¥# link ID 0,
o <length>: MQTT "4 KJF. Ju: [1,1024].

el
o AT+MQTTUSERCFG &AW DL E MQTT H 74, — &2 i HafE:
- AT+MQTTLONGUSERNAME fijr4 0] DA R E AN K 44, o AT+MQTTUSERCEG fip

AR EAZ IR
- WAEHE AT+MQTTUSERCFG Jii FMfi ] AT+MQTTLONGUSERNAME

3.5.5 AT+MQTTLONGPASSWORD: #¥¥ MQTT % 86
BEE WA

itk
B MQTT %Y

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

ik FOR AT SR LI MQTT %Y, IHF T AR A MQTT %515, 4 AT #:IkFIf) MQTT %%
KRS <length> J5, &[H:

OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
» <length>: MQTT 3K &, JEF: [1,1024].

ei|
o AT+MQTTUSERCFG AW 0] AE MQTT %418, —F 2 [l 2= 3 a4
— AT+MQTTLONGPASSWORD HJ AR KRB E AN K A%, K AT+MQTTUSERCEG iy AI K

BEAZ IR
- WAEHE AT+MQTTUSERCFEG J5 Fii ] AT+MQTTLONGPASSWORD,

3.5.6 AT+MQTTCONNCFG: % MQTT &8k

B MQTT ##2 g1

e

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

o <LinkID>: 437{¢ 4% link ID 0,
o <keepalive>: MQTT ping #BHIHFE], By #b. JERE: [0,7200]. BRIAE: O, £@imEInch 120 7.
+ <disable_clean_session>: %% MQTT jFH S iEIrE, A X ZSHNEZ(EEi#ES % MQTT 3.1.1
M Py Clean Session 2577 o
- O: fHRETE PR &E
- 1 B E
o <Iwt_topic>: j5ilE topic, KK : 128 7.
o <Iwt_msg>: j5UE message, I RKE: 64 FIT,
* <Iwt_qos>: j5tlg QoS, Zm[#k 0. 1. 2, BRIAMEH: 0.
o <Iwt_retain>: 5V retain, SEAIFE OB 1, BRINE: O,

3.5.7 AT+MQTTALPN: ¥ MQTT )2 (ALPN)

B A

e

B MQTT BLFE AR (ALPN)
e

AT+MQTTALPN=<LinkID>, <alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

W
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OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
 <alpn_counts>: <” alpn” > S M. JEE: [0,5].
~ 0: % MQTT ALPN it %
~ [1,5]: %% MQTT ALPN il &

o <”alpn” >: FRFERESH, FIR ClientHello 1) ALPN, H] Rl PAKIEZ A~ ALPN BB RS54

i)
« e AT AR/ 256 T

o HAG7E MQTT £F TLS 5§ WSS B}, MQTT ALPN Bt A4 2440,
o WAFIXE AT+MQTTUSERCFG J5 ¥l AT+MOTTALPN,

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.58 AT+MQTTCONN: ¥:$: MQTT Broker
ity A

Dytig:
i) ESP32-C2 4% L #4421 MQTT broker

e

AT+MQTTCONN?

Wi i ¢

+MQTTCONN: <LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

142 MQTT Broker

AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

W i ¢
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OK

o <LinkID>: 43i{% 374 link ID 0,
o <host>: MQTT broker 1844 , KKK E: 128 F3F
o <port>: MQTT broker 351, A : 65535,
 <path>: BEJFpRAT, mORKEE: 32 5475,
e <reconnect>:
- 0: MQTT NEZE %, N MQTT #7452 5 Wit , TGy AR A A i & B 1% 82
EHREKIRAT+MOTTCLEAN=O fiy 25 HME R, EHACESE, HEmiEs:.
- 1: MQTT HBHE %, XHFERZNARE.
o <state>: MQTT JRZES:
- 0: MQTT KHJhafL
: B E AT+MQTTUSERCEG;
: B E AT+MQTTCONNCEG;
D IERCWIT
D CEERE
C R, HARTTTH topic;
- 6: CER:, CATPH topic.
e <scheme>:
— 1: MQTT over TCP;
— 2: MQTT over TLS

|
N AW =

(RFIRUES ) ;
3: MQTT over TLS (#¢5; server yIE+5) ;
4: MQTT over TLS (#4it client jiF) ;
5: MQTT over TLS (#:4; server iIF 5 HiRAE client iET ) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (J:T TLS, AKEHET);
8: MQTT over WebSocket Secure (3T TLS, L server yIET5);
9: MQTT over WebSocket Secure (3T TLS, 32t client JEF3);
10: MQTT over WebSocket Secure (3T TLS, A4 server 3IF 357 HA2ML client E45) .

3.59 AT+MOQTTPUB: %:fi MQTT {55 (‘F45H8)

it

il topic 752%’5 MQTT P4 E . ARG A SN EdEEAN R Z , B4 THEA AT I8 KE
BIE 256 F7, HiJAT+MQOTTPUBRAW 54,

O e
iy

’ AT+MQTTPUB=<LinkID>, <"topic">,<"data">, <qos>, <retain>

 <LinkID>: 43i{% 374 link ID 0,

o <topic>: MQTT topic, FHRKJE: 128 FIF

o <data>: MQTT F/4 1A,

* <qos>: KHEM QoS, SH#E 0. 1. 52, BHAH: 0.

o <retain>: %47 retain,

Espressif Systems 144 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

e

- 15 AT A4 1 KRBT 256 795
o RASTRERELIE \0, FHTERIETLEE, 0 IAT+MOTTPUBRAW 4,

Bl

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+MQTTUSERCFG=0, 1, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0 //_
KRB BAH, FEERAFAEZEFER L.

3.510 AT+MQTTPUBRAW: ‘KAl MQTT i,

A

=

&k .
HE*

i topic KA MQTT JH 5. . WERBAATH B REEE RAXE D, ART Bk AT 80K HI{E 256
FAT, WA DA AT+ MQTTPUB 54>

LT

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <qos>, <retain>

Wi 3% ¢

OK
>

P > Fn AT HER R 8, U 0T DA AR, A4 80s KIE IR FI 240 <length> MY(EIT,
Bt .

AR, W AT 3R [0 -

’+MQTTPUB:OK

ARG, W AT 3R Ju] -

’+MQTTPUB:FAIL

B4
o <LinkID>: 4772345 link ID 0,
» <topic>: MQTT topic, fKE: 128 Fi7.
e <length>: MQTT J4 EK B, AR ESP32-C2 54 Hc K 32 2 nl A AR R il -
o <qos>: KTAIHEM QoS, ZHnk 0. 1. 82, ERIAHE: 0.
e <retain>: 4 7f retain,
3.511 AT+MQTTSUB: iJ[E MQTT Topic

A i &

yite:

Espressif Systems 145 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

L TT A topic

P e
"ﬂé?‘

AT+MQTTSUB?

W

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

EmA

&F

i
W4 E MQTT topic FUHE QoS, SZHFIT 2 topic

Py -
iy

’AT+MQTTSUB:<LinkID>,<"topic">,<qos>

W :

[ox

2 AT Z S ST HAY topic #Y MQTT JH R, iR [H]:

+MQTTSUBRECV:<LinkID>, <"topic">,<data_length>,data

AEIT FdZ topic, iR [H]:

’ALREADY SUBSCRIBE

BH

o <LinkID>: 4i{ 345 link ID 0.
o <state>: MQTT JRE:
- 0: MQTT K#JhH1k;
- 1: &% AT+MQTTUSERCFG;
- 2: B X E AT+MQTTCONNCFEG;
3 B W
4: BN
5: BER:, HRITIH topic;
- 6: CiE#E, TiTH MQTT topic.
* <topic>: V][ topic.
* <qos>: ][I QoS.

3.5.12 AT+MQTTUNSUB: Hii§iJ e MQTT Topic

)E’J

CEL A

i
F R BGH T A opic, W2 WAL, PABUHIT AR topic.

Py -
“ﬂ4>‘
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’AT+MQTTUNSUB:<LinkID>,<"topic">

Wi % ¢

’OK

A AT Bl % topic, MR a]:

NO UNSUBSCRIBE

OK

B

e <LinkID>: 4Hi{{ % $¥F link ID 0,
» <topic>: MQTT topic, fFx RKE: 128 Fi7.

3.5.13 AT+MQTTCLEAN: MiJF MQTT ¥4
B s

Jyiig:
WioF MQTT 34, BEHEIA .

e

’AT+MQTTCLEAN=<LinkID>

Wi % ¢

’OK

o <LinkID>: 47ji{¥ 3% link ID 0,

3.5.14 MQTT AT {469

MQTT 424 L ERR CODE: 0x<%08x> JELF] HI.

HiRER fHixAg
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT _MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
TS
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R2-ZIW
HHiRIEE B
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE _READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041

Toidks:
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x2-4tm
EIRER $EIRAD
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.515 MQTT AT 5

o —fAAL, AT MQTT fyA#BEAE 10 #hNIEL., {H AT+MQTTCONN Ay 44k, B, R hesAs
RE_LM, fiy4 AT+MQTTPUB £X7E 10 FBPYNAN , H AT+MQTTCONN fiy & 7E W 25 A8 A H i 0L R
A e TR BT 2 I ) R EAA .

o WA AT+MQTTCONN &1 TLS 38z, /MR L i iy (8] 10 BB, D) EE i o) (] 2 AR 44 T
AR HCE A K.

o M4 MQTT #4ZW IR, 2378 +MQTTDISCONNECTED : <LinkID> {4 E .

o M MQTT E# LI, £3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> J§ &,

3.6 HTTP AT w24

* 23

o AT+HTTPCLIENT: %3% HTTP % J 3k

o AT+HTTPGETSIZE: 3KHU HTTP %&iE K/

o AT+HTTPCGET: #:B{ HTTP % JE

o AT+HTTPCPOST: Post $57& K i HTTP %4
o AT+HTTPCPUT: Put 3572 K &1y HTTP $38

o AT+HTTPURLCFG: ¥%'&/3kEUK ffy HTTP URL
o AT+HTTPCHEAD: ¥%'&/4#5] HTTP 3k 3k

o HTTP AT 4432

3.6.1 #r4

TP BRiAg ESP32C2-4MB AT [ilf: %+ HTTP &4, ifi ESP32C2-2MB AT FElfEA S+, fR e
ESP32C2-2MB 7 4% HTTP WJRE, 15 H T4 % ESP-AT 142, 145 A0 B TR e d -

» J2H] Component config->AT->AT http command support
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3.6.2 AT+HTTPCLIENT: %% HTTP % iRk

v

H

N

B

¥

A

=

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">][,<"http_reqg _header">] [, <"http_reqg_header">][...]

W i :
+HTTPCLIENT:<size>, <data>
OK
SH
o <opt>: HTTP & igifsR .
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE

* <content-type>: 7 [t KA LA -
- 0: application/x-www—form-urlencoded
— 1: application/json
- 2! multipart/form-data
- 3: text/xml
* <” url” >: HTTP URL, 5[] <host> fil <path> ZHCHER, KSHAME RIS
o <” host” >: I EL IP Huht.
+ <” path” >: HTTP g4z,
o <transport_type>: HTTP & rimiGia2fl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> j& POST i3k, ARSHCH K KL HTTP 554 n9Edi. 4 <opt> Ag
POST if3Ki}, XS (W2, ATFERAEZSKERARXTSE) .
o <” http_req_header” >: W]k iEZ N RLLIRSEE.

st

o WAL URL FYRE S S K BEEE T T 256 7717, 1546 AT+ HTTPURLCFG fir % Tl & URL,
RIGAMA B <"url"> ZFEREN "".

o QR url ZHCOR A, HTTP % P B I 20 host S50 path S5 W url S04
WS BRI AS , HTTP % P host S50 path Z44.

o BEEE TR AT W [E 4 BRAOAAS SCRE HTTP % i i 4 (PR 1 WLESP-AT [ ¢ 2 5% ) , {H @] i PA
ThHAFEHE T FiZm4: . /build.py menuconfig > Component config > AT >AT http
command support, REHFIH (FEHE N A% F ESP-AT 1.42).,

o ZIEAAEHE URL g ], FEIRIUEN IR 45 2 [0 AR SRS 301 (R AMEEE ) B0 302 (Il
HEM) G BRI B0 URL Rk, 0] DA A 8 T = ARICE 5 ) () 35 B URL, SR )55
HZA VI E .

o QRIS <"data"> ZHIWRE K ar MK L T 256 Y, W AT+HTTPCPOST fin 4.

o BREHEZM HTTP 53Kk, il AT+ HTTPCHEAD fii %«
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il

// HEAD # 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET i Kk
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST i %k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

3.6.3 AT+HTTPGETSIZE: 3l HTTP FEJR K/

B

=

=

e

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi i ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEGAEA/N. BAfL: 5. BRIAE: 2048, i : [0,10240],
o <rxsize>: HTTP UK ZEAF /N, A . BRIAE: 2048, JEFE: [0,10240],
o <timeout>: PIZGHART, Ff7: ZFb. BRAME: 5000, JEEl: [0,180000].,

o <size>: HTTP &K/,

Bl
* WPRALE URL AYRE SR QYKL T 256 5717, 5B AT+ HTTPURLCFG iy 4 TilCE URL,

IRIEA A LA <"ar 1> ZHGE B .
o WREAEECE HTTP 3Kk, AT+ HTTPCHEAD fi &V H..

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.64 AT+HTTPCGET: 3l HTTP ¥iji

v

o

N

Fan A

¥

e

o

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i ¢
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+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL,

o <tx size>: HTTP KiEZEIFI/DN. BN F347. BRIAME: 2048, JEHE: [0,10240].
o <rx size>: HTTP BRZEAFI/N. BN 7. BRIME: 2048, JEHE: [0,10240],
o <timeout>: M4, Ff7: ZFb. BRIAE: 5000, FEHE: [0,180000],

Bl
* WRALE URL AYRE S fir QYKL T 256 5717, 5B AT+ HTTPURLCFG fiy 4 TilC # URL,

RIGARMASHEE) <"url"> SETIREN """,
o AREAEECE HTTP 53Kk, I HAT+HTTPCHEAD i &V E..

3.6.5 AT+HTTPCPOST: Post 5% KR HTTP %4k

)E’J

CEL A

s

AT+HTTPCPOST=<"url">,<length>[,<http_reqg header_cnt>][,<http_req_header>..<http_
—reqg_header>]

W .

OK

>

P > Fn AT HERSFHCR 8, BUR T DA AR, 4 8s K IR FI 240 <length> AY(EIT,
fefITin .

Ay, MR :

’ SEND OK

At R, R ] :

’ SEND FAIL

B

e <” url” >: HTTP URL.,

o <length>: 75 POST [¥) HTTP $# . B R K ST RG] B e B/
 <http_req_header_cnt>: <http_req header> ZENEE .

* [<http_req_header>]: HTTP K3k, [ kKELZMERLGIRS -

o NSRS E URL 35 an K BERE T T 256 =277, il 56 AT+ HTTPURLCFG i % Tl & URL,
RGN <"url"> ZHFERER "".

o ZMAH] content—type BRIAZEAIN application/x-www-form-urlencoded,

R HITP ¥k %, i AT+ HTTPCHEAD fr 5.
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3.6.6 AT+HTTPCPUT: Put {55 KFEN HTTP 5

v

H

N

B

¥

v

A

=

AT+HTTPCPUT=<"url">,<length>[, <http_req_header_cnt>] [, <http_req_header>..<http_req_
—header>]

W i :

OK

>

P45 > Fn AT HER IR D8R, ST DA AR, S8R KRB 240 <length> MYEIT,
(i PIR R

A, iR :

’SEND OK

A AN, IR :

’SEND FAIL

ZH
e <” url” >: HTTP URL,
* <length>: 7§ Put (¥ HTTP Bl B2 . SRR ST R G0 A/ Be A 25 ) R/ )N
o <http_req_header_cnt>: <http_req header> ZEHIHE .
* [<http_req_header>]: HTTP iRk, uJ K iELATER LA
Bl
o WURALS URL WS S MK BEE T T 256 747, 546l HHAT+HTTPURLCFG fin % Tiillii & URL,

A B <"url"> ZHEHELBEN ",
o QARAANCE HTTP 3Rk, Wl AT+HTTPCHEAD fiy %50 .

3.6.7 AT+HTTPURLCFG: ¥/ HTTP URL
A%

AT+HTTPURLCEG?

Wi i ¢

[+HTTPURLCFG:<url length>,<data>]
OK

X7
i
=
2

2
%
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AT+HTTPURLCFG=<url length>

W

OK

>

R > 3R AT HERGAFHCR D8, U T AR A URL, 288 KRS S 4L <url length> [
{EHI, RGLRM

SET OK

o <url length>: HTTP URL K&, BAf7: 7,
- 0: J5[% HTTP URL fl & .

— [8,8192]: &% HTTP URL it & .
« <data>: HTTP URL %

3.6.8 AT+HTTPCHEAD: ¥ /4# iy HTTP iRk

feififr 4

e

AT+HTTPCHEAD?

Wi % ¢

+HTTPCHEAD: <index>, <"req_header">

OK

N

ETTE

N

=

A

AT+HTTPCHEAD=<req_header_len>

W

OK

>

TS > Fon AT HERIHEIL AT 4 D 5dE, B EaT DU A HTTP 55K 3k (53K 3kh key: value B
X)), BEIKIEIRFI S <req_header_len> WEK, AT iR[A]:

’OK

e <index>: HTTP >k kIR T [ {H.
¢ <” req_header” >: HTTP i3Kk.
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 <req_header_len>: HTTP {f>KLKFF. BA7: FY,
- 0: JEBRITA CICER HTTP 353K 3k
- HAthfE: BeE—ASHY HTTP 655K 3k .

Bl

o Rpd—RK HAERE A HTTP ik k, HAIDAZKIEE, FHZAEK HTTP iR k.

o AAyAHLE R HTTP 3Rk mtkny, —Hi%E, i HTTP [y SERS ikt ok 2k

o REABCE R HTTP iR ki key QIR FIHE HTTP A ARk i key A, TS 4l 4
A i E ) HTTP 353Kk 3k .

il

// % E#F Kk
AT+HTTPCHEAD=18

/) EWCE >t K EE, ML TH Range kL, THEXEWH 256 MNFF.
Range: bytes=0-255

// T # HTTP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

3.6.9 HTTP AT 4564,

e HTTP % Fifi:
HTTP & FimtEiReS | i3
0x7000 L ERR I
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c¢ Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed

e HTTP R 455
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HTTP RRS=5a1R50 | A

0x71f4 Internal Server Error

0x71f5 Not Implemented

0x71f6 Bad Gateway

0x71£7 Service Unavailable

0x71f8 Gateway Timeout

0x71f9 HTTP Version Not Supported

« HTTP AT:

— AT+HTTPCLIENT iy 245 iR 1/ 0x7000+Standard HITP Error Code (WZH x
Standard HTTP/1.1 Error Code [#){Z 5., %% RFC 2616).

— fGlhn, # AT {FJE ] AT+HTTPCLIENT fy2-BtUg %] HTTP error 404, <R[\ 0x7194 §5iR%15
(hex (0x7000+404)=0x7194),

3.7 XPE&RSE AT a4k

* 23

o AT+FS: U RGiH5AE

o AT+FSMOUNT : 30/ 02 S

371 ¥

R IO AT BCEASCRFICTURT M) AT 4. ARG B ESP32-C2 SCfF UF RS Mm 4, W HAT%
7 ESP-AT 142, Teff TP E T AR HLpeHE:

e |3 Component config->AT->AT FS command support

3.7.2 AT+FS: 1FZ2Gc84%E

v

15

N

R

¥

=

A

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

M .
(o
ZH
o <type>: HTHI{L 3 FATFS
- 0: FATFS
¢ <operation>:
- 0: BRSO
-1 EI
- 2
- 30 AR
- 4 AT SO, HEMCHFR A %
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o <offset>: fmfsHihl, VEMXTIRGERIERE
o <length>: K, (U XHEGHMFRE

Bl

o R HEHEHSUT RS, AT+FS S RGBAETE UG, 3R Z A AT+ FSMOUNT=0 fiy -]
BOUERSGE, KRB E RAM 2],

o fi A & T5BEK at_customize.bin, ELH{F E A] 2% ESP-IDF 43X 3% Fl4ofT B 2 L4 X

o FEEHIRI R R TS BR SO RN, AGR B 58 A B R .

* Xj <operator> fwrite I, RGUWIN LA EREBATIRNE] >, IR DA A L5 8dE, £
K E N 5 <length> —3,

il

/) MBS B

AT+FS=0,0,"filename"

/) EENMXHRE A 100 AEXN 10 FF
AT+FS=0,1,"filename", 100,10

/R EANSX BB 0 AFEBR 100 FF
AT+FS=0,2,"filename", 0,100

/) B AR E KR B X B
AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: /84 FS X R5%

N

BeEmA

X

=

A

’AT+FSMOUNT:<mOunt>

W] 7
’OK
SH
e <mount>:
- 0: iHIEk FS X R5:
- 1 H# FS RS
B

o AT+FS RGBT UG, SREUE U A & AT+ FSMOUNT=0 i & HIBSC I RS, FREHOK
# RAM = [H].

il
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/] FHAEXM RS

AT+FSMOUNT=0

/] FEHEREXHFREAL

AT+FSMOUNT=1

3.8 WebSocket AT #5245

* 43

o AT+WSCFG: Tt WebSocket Z:%§

o AT+ WSOPEN: #5if)/4]F WebSocket %4
o AT+WSSEND: [q] WebSocket #4322 & 5 e
o AT+WSCLOSE: 3[4 WebSocket 144

381 ¥

g BOAR AT B SR R AT iy 4. Q2R E5 2 ESP32-C2 S WebSocket A%, 1 H
17475 ESP-AT 142, {E55 TP T E TAR e

e |3 Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [it¥ WebSocket %

B

’ AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>]

o <link_id>: WebSocket i35 ID, Ji[E: [0,2], B4 =4 WebSocket 4,

» <ping_intv_sec>: %% WebSocket Ping [d][F. BAf: #b. JEHE: [1,7200]. BRIA(E: 10, HP: GFE
10 Fb % 3% —¥K WebSocket Ping £,

 <ping_timeout_sec>: WebSocket Ping #8}. Bf7: #b. JEH: [1,7200]. BRGA(H: 120, HP: 120 #»
AW E| WebSocket Pong £, I 3¢ P %42 o

+ <buffer_size>: WebSocket ZZifi[X K/, BAf7: 45, JuHl: [1,8192]. BRIAE: 1024,

e

o WS NAEAT+ WSOPEN 2 Hili s, WAL,
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il

// B E link_id % 0 # WebSocket # # K Ping KH# FHF 4 30 #, HE 60 £, Z W R_
4096 F ¥
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSOPEN: #rifg/¥7 3 —4> WebSocket i1
R

s

AT+WSOPEN?

W <

WMATHEREN, AT iR

+WSOPEN:<1link_id>, <state>, <"uri">

OK

LEATIERLIS, AT 3R

OK

)‘3:

B
E

EP

Né?

AT+WSOPEN=<1link_id>,<"uri">[,<"subprotocol">][,<timeout_ms>]

W

+WS_CONNECTED:<1link_id>

OK

9

ERROR

<link_id>: WebSocket ##% ID. JiHl: [0,2], BIHKk %HE=4> WebSocket 1445 .
<state>: WebSocket 3 FIIRES .
— 0: WebSocket i##:E X .
— 1: WebSocket % IEETIE.
— 2: 75T WebSocket %3,
- 3: 3 WebSocket Pong B Bl S BB A%, IEAESSfFEIE.
- 4: LB SS A WebSocket SEPAMT, 1EFE A& 3% e MR IR S5 45 -
<” uri” >: WebSocket IR &5 2515 — EIRFRIFLE
<” subprotocol” >: WebSocket F1¥ (Z:3% RFC6455 1.9 &75).,
<timeout_ms>: 737 WebSocket 42 E I IR . BN : 228D, JEHE : [0,180000]. BRIA(E: 15000,
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il

// uri B #H kA T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.8.4 AT+WSSEND: [n] WebSocket ¥4 % 58 Ps
B aA

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

W

OK

>

B R AT EERF A AT port BRI, B GAT DAR AR, 24 AT Bl B A8 4 Bk 2]
<length>J5, HdlufefmItin.

UPSR AT 3 O A s EE BT, R[] -

’ERROR

URAE e sy, R[]

’SEND OK

B8

o <link_id>: WebSocket i3 ID, JulF: [0,2].
o <length>: Jikpyda . M 5.
» <opcode>: k3% WebSocket i 11 opcode., J [ : [0,0xF]. BRAIAE: 1, Bl text i, % Z:% RFC6455
5.2 TET THEEZ 1Y) opeode.
— 0x0: continuation My
— Ox1: text i
— 0x2: binary i
— 0x3 - 0x7: RHE IR il &
— Ox8: Iz KA M
— 0x9: ping i
— OxA: pong i
— OxB - OxF: Sy H el Wifk
o <timeout_ms>: JZifHARTESE], BN =AY, JWEl: [0,60000]. ERIAME: 10000,

3.8.5 AT+WSCLOSE: X:[i] WebSocket ¥

WA

P

LT

AT+WSCLOSE=<1link_id>

M
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OK

e <link_id>: WebSocket %32 ID, JEf : [0,2].

il

// %W ID % 0 By WebSocket # #
AT+WSCLOSE=0

3.9 f&4MK AT ar %

o N2
o AT+FACTPLCP: %3%¥K PLCP ui45 PLCP

391 A&

WY BRIAMY AT [ SCRpIL TR R BT AT . AR EORTREE ESP32-C2 SCRHE M4, W H
1% ESP-AT T42, e85 T N0 TR ks

e #2/f] Component config->AT->AT signaling test command support

3.9.2 AT+FACTPLCP: )% PLCP uiji PLCP

N

e

X

=

>/?"\:

’AT+FACTPLCP:<enable>, <tx_with_long> ‘

o <enable>: 5/ TohicE

- 0: M T, R <tx_with_long> ZEAYEIAME:;

- 1: BHTohEEE, AT k%R PLCP 2B BT <tx_with_long> Z4{.
« <tx_with_long>: %% PLCP u47 PLCP:

- 0: K i%J PLCP (BRiA);

- 1: &i%ZK PLCP,
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310 Bid) AT Gk

o N3

o AT+DRVADC: i ADC il 1H

o AT+DRVPWMINIT : #]154k PWM B 5l 2%
o AT+DRVPWMDUTY : % PWM 5251
o AT+DRVPWMFADE: }'& PWM A5

o AT+DRVI2CINIT : #)ta4k 12C FHLEKEN
o AT+DRVI2CRD: #H¢ 12C ¥

o AT+DRVI2CWRDATA: B A 12C ¥ ¥z

o AT+DRVI2CWRBYTES: B ANt 4 5351y 12C $id
o AT+DRVSPICONFGPIO: Tit*& SPI GPIO
o AT+DRVSPIINIT: #J144% SPI T HLIKz5h
o AT+DRVSPIRD: 1£HY SPI ¥¥E

o AT+DRVSPIWR: B A SPI %i#

3101 #r&

WY BHAM AT [ R R AT . QSR #FE %8 ESP32-C2 Kk a4, i HiT4iF
ESP-AT 142, TR TP E TR B k%

* |3 Component config->AT->AT driver command support

3.10.2 AT+DRVADC: iZHl ADC il i
U R oS

s

AT+DRVADC=<channel>, <atten>

Wi 3% ¢

+DRVADC:<raw data>

OK

BH

e <channel>: ADCI .
» ESP32-C2 %4 HUE L A [0,4],

‘i | EM
0 GPIOO
1 GPIO1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TEJH{H.

* 0: 0dB 98, ARSI [0, 750l mV,
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o 1:2.5dB ZER, AR EEEY [0, 1050] mV.
* 2: 6.dB R, AR i(&[%lﬁﬂ [0, 1300] mV .
* 3: 11dB 3£, A%MEEE W [0,2500] mV.

» <raw data>: ADC jHiE{H.
B
o ESP-AT H % ¥ ADCI.,

* ESP32-C2 4% 12 fU 58 .
o XEFAMAREEE EAO B, TAS % ADC fik.

il

// ESP32-C2 # &% EH 0dB EW, AXMEFRLE A [0, 750] nmv
// B JE % 2048 / 4095 * 750 = 375.09 mv

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Ji&4t PWM il 2%
IJXLEn /?

’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC ERfeffix, Bf7: Hz, JiH: 1Hz~8 MHz,

e <duty_res>: LEDC i_iﬁ.ﬁ SH PR, JEE: 0~20 {7,

» <chx_gpio>:LEDC jE1H x 9% i GPIO. fil4n, 45K G A5 ¥ GPIO16 /E HiliE 0, 1% B <ch0_gpio>
K16,

B

* ESP-AT i Z 66 HF 4 M.

A AMASMB AW EELRRE AR E T HE PWM 41 % (WAT+DRVPWMDUTY
FAT+DRVPWMFADE ) fi EOS B . Wu MR H ek T8, A84 AT+DRVPWMDUTY
i HUBE FH R S G Pl E 1 PWM (28
o BN G 25 H AR O E%fnumm ﬁﬁn 128 W R S R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // % & 4 A ##E, M EH 5 kHz, G o HR A
13 fr

AT+DRVPWMINIT=10000,10, 17 /) R EE o, MEA 100
kH J:j':l;lé/,}‘w~ v A O gk 3 //}\gngg
— (FIUaRZD
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(£ L0

3.10.4 AT+DRVPWMDUTY: k¥ PWM L%:Lb

LA

&

=

A

’AT+DRVPWMDUTY:<ChO_duty>[,...,<ch3_duty>]

» <duty>: LEDC iflilf %t FiH: [0.2 WIAHE],

|

* ESP-AT 2 e 3 4 ANliE .
© FONEIETHRCE G, HIRE A

il

AT+DRVPWMDUTY=255,512 // ¥ B @ ¥
#

55, WEE#HE 1 Wb A 512
AT+DRVPWMDUTY=, , 0 // R&kE 0

0 B 2
B2 HEZERA

3.10.5 AT+DRVPWMFADE: k¥ PWM s

AT+DRVPWMFADE=<chO_target_duty>, <ch0_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_
<~>time>]

Wi ¥ *

OK

BH

+ <target_duty>: FIFR¥IZS 75k, S : (0,2 dwv-reolion p,
o <fade_time>: WiAZ[\ i KR, HA: ZF,

e

* ESP-AT R £ fig (5 4 MHiA
o EHABELERE <target_duty> fil <fade_time>, FLIEAWGEIT.
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il
AT+DRVPWMFADE=, , 0, 1000 /) ER— AR EEE 1 R ER O
AT+DRVPWMFADE=1024,1000,0,2000, // fEH — & @ EH@EE 0 i h & E Ao

1024, WA W R EKEE 1 HEHEA O

3.10.6 AT+DRVI2CINIT: #Ji&fL 12C BP9k

B WA

-t

=

A

’ AT+DRVI2CINIT=<num>, <scl_io>, <sda_io>, <clock>

o <num>: 12C -5, R 0~1. WRKRREGHSE, AT FAWIHLIZ 12C by .
e <scl_io>: I2C SCL {51 GPIO &,

» <sda_io>: I2C SDA {51 GPIO =,

o <cock>: FAHUELFHY 2C B4, Hfi: Hz, HK{H: 1 MHz,

e
o AFEAS HTFF12C FHL.

il

AT+DRVI2CINIT=0,25,26,1000 // # ¥ 4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
<~ Bf B S % :© 1 kHz
AT+DRVI2CINIT=0 // B I2C0 AL

3.10.7 AT+DRVI2CRD: %It I2C %t

LA

-t

LT

AT+DRVI2CRD=<num>, <address>, <length>

Wi i ¢

+DRVI2CRD:<read data>
OK
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BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MM &ML
— 7 fiistihk: 0~ OX7F;
— 10 iz Hbtk : 55— AT E-EAALE 1111 0XX, Hh i 5 i XX A2 10 A7 btk i 5 = AL o 3
i, R 10 7k >R Ox2FF (b’ 1011111111), AR i Attt >4 0x7AFF (b’ 111101011111111).
o <length>: 12C HEKE, JuH: 1~2048,
e <read data>: 12C %},

B
* 12C kg iy i) —Fb.

2N

&

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M Hi ik 0x34 4 3 B kil
Bl FH e

I
AT+DRVI2CRD=0, Ox7AFF, 1 // I2C0 M 10 1L # 3k Ox2FF A i

// I2CO0 E M 0x34, FHF EH I 0x27, & 2 F ¥

AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 £ B & & A 0x34. FHF B H A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2C0 I 2 FF

3.10.8 AT+DRVI2ZCWRDATA: G A 12C ¥¥s
ﬁiﬁgn 4’

A

AT+DRVI2CWRDATA=<num>, <address>, <length>

Wi i ¢

OK
>

Wz BRI, A SRS ANEE, SRR SR E KIES, BT,
AR ), R A -

[ox |

HRAR R R, R

D |

BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MALEAsHHLE:
- 7 fiitihk: 0~ OX7F;
— 10 itk : 55— A E-CAALE 1111 0XX, Hh i 5 i XX A& 10 A7 btk i 5 = AL o il
an, R 10 7k >R Ox2FF (b’ 1011111111), AR i Atk >4 0x7AFF (b’ 111101011111111).
o <length>: 12C HEKEF, JuR: 1~2048,
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e
o 12C kg g [l —Fb.

Bl

AT+DRVI2CWRDATA=0, 0x34, 10 // I2C0 BN 10 F ¥ KIEZE H H 0x34

3.10.9 AT+DRVI2ZCWRBYTES: ‘5 A #4100 12C 4%

)y

15

N

R

X

=

’ AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

o <num>: 12C imHS, JEHE: 0~1,
o <address>: I12C MHLik45 ALk .
— 7 {uidht: 0~ OX7F,
— 10 ftdik : 55— ET-EANE 1111 0XX, i 5 M 67 XX 2 10 {7 Hbdik i 5 i 437 o 1)
an, s 10 fiz k4 0x2FF (b° 1011111111), AR A% ARJHHE A OxXTAFF (b’ 111101011111111),
o <length>: fF5 ARy 2C Fli< e, JulE: 1~4 577
o <data>: B[ <length> {EKFEWEIE, JEHE: 0~ 0xFFFFFFFF,

|

o 12C kg st I [a) o —#b

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FHHKIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ HIE 0x1234 F 10 fL 4k
—0xX2FF

// I2CO0 B ik 0x34., FfF HH i 0x27, HEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥i SPI GPIO

AT+DRVSPICONFGPIO=<mosi>, <miso>, <sclk>, <cs>

Wi i ¢
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OK

o <mosi>: FHMALES XM IK) GPIO 4 1 .

o <miso>: FAMMESXINY. GPIO 1), AR, EHi-1.
* <sclk>: SPI BJ£R{E5XF W) GPIO 45 .

o <es>: BWEEMALIE S XN GPIO 49, AR, B -1,

3.10.11 AT+DRVSPIINIT: #ji&ft SPI 1:HLEK )

LA

-t

=

A

’ AT+DRVSPIINIT=<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

<clock>: HFBPEEE, 40098k 80 MHz, Bfy: Hz, g /ffi: 40 MHz.
<mode>: SPI iz, JERl: 0~3,
<emd_bit>: AW B ERINGIEL, JuRl: 0~ 16.
<addr_bit>: HutibFr BB, a0~ 64,
<dma_chan>: j@iE 1 82, ~FEE DMA BA[ 4 0,
<bits_msb>: SPI 354z
— bit0:
+ 0: Jef%4 MSB (BRiN);
« 1: Jeffiy LSB,
— bitl:
« 0: Jelt MSB (BRIA) 5
« 10 ezl LSB.,

it

* i1 SPI wlhfk Hiffd & SPI GPIO,

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI W 4 : 100_

OK
AT+DRVSPIINIT=0 // M ¥ SPI K&
OK

“kHz; R 0; #AMEM BN EBRATKI AN 0 F#F A DVMA; &4 fo g 1SB
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3.10.12 AT+DRVSPIRD: it SPI %z

v

H

N

B

¥

A

=

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i <

+DRVSPIRD:<read data>
OK

S
o <data_len>: FRiZELRY) SPI BRI, G 1~ 4092 &7,
o <emd>: fipHdE, BIEKEH <cmd_len> ZHEE .
+ <cmd_len>: ARYRAEH TR ACEE, JER: 0~2 F5.
o <addr>: fip&Hihl, HuhEK B <addr_len> ZEE.
o <addr_len>: AR EHHHHEKEE, JERE: 0~4 F.

Bl

* HAME DMA, <data_len> ZHERAESBUE MEAE N 64 F17.

il

AT+DRVSPIRD=2 // ¥ B 2 F ¥ K
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // # B 2 5 ¥ # 4, <cmd> # 0x03, <cmd_len> % 1.
o ¥, <addr> # 0x1000, <addr_len> 4 3 F %

+DRVI2CREAD: ffff

OK

3.10.13 AT+DRVSPIWR: % A SPI ¥

v

o

N

B

¥

>

A

=

AT+DRVSPIWR=<data_len>[,<cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i :
M <data_len> ZEMEHKT 0, AT &[H:
OK

>

W BRI RS , A GRS ARNEE, SEIRAE S E KRIEG, BRERmITE.
R, AT R [H]
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’OK

% <data_len> ZHUfEN O WF, BED AT HtLharSRisthht, Atk SPI &, SR AT iR |u]:

<data_len>: SPIZdEK 3, JoF: 0~4092,

<emd>: Ay %, BRKEH <cmd_len> Z4RE .

<emd_len>: ARAEHE TR K, JEH: 0~2 575,
<addr>: &l MK EH <addr_len> Z05E .
<addr len>: AU P HHEIE, TGH: 0~ 4 5.

(]

* HAMIIH DMA, <data_len> ZAUERR BRI BE RYIKAE N 64 517

il

AT+DRVSPIWR=2 // B N 2 F ¥ K#E
OK

> /] FHE R AT K
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B XN 0 F ¥ $#{, <cmd> % 0x03, <cmd_len> ¥ 1.
S W, <addr> 4 0x1000, <addr_len> 4 3 F ¥
OK

3.11 Web #5525 AT Wi %

(I
* AT+ WEBSERVER: J& J1/%5 F i1t Web Iz 55 % B & Wi-Fi 1542

3111 #r&

gl BN AT B SCRRI U R Y AT fird. Q2R GER % ESP32-C2 S f Web IR 45456 %, i H
frhi¥ ESP-AT 142, FES TP E TR ELEFE

e 5] Component config->AT->AT Web Server command support

3.11.2 AT+WEBSERVER: ;3 /2% Hifiik Web IR 45 2200 & Wi-Fi ¥

)E’J

CEL A

A
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’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

Wi % ¢

[ox

BH

o <enable>: J& /2% H Web iR 5528,

B

il

— 0: 2% Web fii 55 5 H RO K BT U5

— 1: J5H Web iR g5#5, SR DAE R0 508 T ViR Il S Wi-Fi JE (5 5.
<server_port>: Web IR &#5i 15,
<connection_timeout>: &M ER I BE] . A7 #b. JER: [21,60].

AR VAW DAFEfE Web Ik 55 25 T 75 1) HTML 0. —Fph@ i H FAT X RS0, MR 2E M
AT FS 4. o3 — 2 i i A SCH A7 HTML SCF (BRIAREE ) .

T B AR TT L socket (35 K ECH AN BE/NVT 12, & 0] PAFE menuconfig H1i% & LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, JRIGEH %
BETR (B AR F ESP-AT 1.42).,

AT [EABRIAA SR Web [R5 AT % (S5 304 see ESP-AT B 1+ £ 5% ) , {HEZZH] PATE menuconfig
i B S F Web iR 55 #% AT fy2 . /build.py menuconfig > Component config > AT > AT
WEB Server command support, RIFEHHEFLIE (S R Kk kiF ESP-AT T42),
ESP-AT 7£ ESP32-C2 Z51)i%4% 1 Sz 438 i [ ] F (captive portal), T &% 7 14s)

2 89 n] Z:25 0RY Web Server AT 18] o

ZAr O SE IR, JEESiE 5% at/src/at_web_server_cmd.c,

H5H 4T 523, OTA FH28 RIUE £ OTA fin s

/1 BH web ME B, wmu 80, ENAEEHAWEFE 50 P
AT+WEBSERVER=1, 80, 50

// #H Web M % &

AT+WEBSERVER=0

312 i) AT @A

3.12.

28

AT+USERRAM : ¥:AEF P23 RAM
AT+USEROTA: #545 & URL F-4% [#4:
AT+USERWKMCUCFG: ¥%'& AT Mafit MCU ) fic &
AT+USERMCUSLEEP: MCU #57 B C HEMR;R
AT+USERDOCS = Fif[&] {45 N2 1 FH P SORY

1 el

Cip°X

BIARY AT [ SCRRC T FRIFTA AT fiv . ARG ESP32-C2 K sy, 85 HAT%

iF ESP-AT 142, 1E55H A0 TR e :
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e 28] Component config->AT->AT user command support

3.12.2 AT+USERRAM: ¥ 1 P4 i RAM
Ay

itk
I H P4 H0 AT A9 2SR RAM K/

AT+USERRAM?

W i <

+USERRAM: <size>

iS5 5. R RO RAM %]

AT+USERRAM=<operation>, <size>[, <offset>]

LTIVE

+USERRAM: <length>, <data> /] RAEREREHR, foAXNEE

OK

Y

¢ <operation>:
- 0: BEHUH - RAM %3]
- 1 3PS - RAM 5[]
- 2: [ RAM B
- 3: MW RAM %
- 4: 3B RAM B
o <size>: L/ B H ' RAM K/
« <offset>: 52/5 RAM i at. Bik: 0

]

o WETEPITAE (T HA A 2 w40 B FH P RAM Z5[H] .

* 4 <operator> fwrite B, RFEIHN LS G EHATIRM >, HHERT DA A Z S 4R, X
PERKEN 5 <length> —F(.

* 4 <operator> N read WIf FLK B KT 1024, ESP-AT £ AR Z K&, FknlIE RkE
AT 1024 FA 8, 52 PA \r\nOK\r\n 455,
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il

// A B 1 KB F F RAM % |
AT+USERRAM=1, 1024

// M RAM Z [ FHMEEE N 500 FF HKiE
AT+USERRAM=2, 500

// M RAM Z d & #& 100 (L B LB 64 F ¥ HE
AT+USERRAM=3, 64,100

// BHHA P RAM % J§
AT+USERRAM=0

3.12.3 AT+USEROTA: fifi45a URL Tl

ESP-AT feizf7i}, TR EI$5E URL ERHE

i
T+ 3] URL $i 5 AR [

[

AT+USEROTA=<url len>

L)V

OK

>

AR IR AT CHER S URL, BEIRFEERT A A URL, 24 AT 824 #) ) URL KJEikE] <url len>
IERSCALE

’Recv <url len> bytes

AT firth EIMERZIG, THRGRIT IR . ARTI R, R[]

[ox

RS R R TR, R )

’ERROR

B

o <urllen>: URL KJ&F. S fl: 8192 =y

hi]
W DA GitHub Actions 2. F 3% Jirfg B4 OTA [, WA] A HAT4 1% ESP-AT T 42 A U iR 2 H)
OTA [,
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o R A {d ] i 2 ESP32C2-2MB i 4H fi &, OTA [E {4 & build/custom_ota_binaries/
esp-at.bin.xz.packed; N G 12 ESP32C2-4MB #54H fit &, OTA [ {48 build/
esp-at.bin,

o TR EE BT R 28R B o

o QRIS ZMAESFEOF R, AT KR8] ERROR, 1545 AF— B A FR .

o FHWTH AT )5, JMHAT+RESTORE WKW 1

e AT+USEROTA % §¥ HTTP # HTTPS,

o AT Hith > PR, BdE I ERR AN TR B AT TR 3L, AR AFITT45RE (CR-LF),

* 24 URL 3y HTTPS W}, AW SSLIANIE. AR ZK SSLIAGE, Bt H 174 B PKI UK G R EAT
THEEDS K, ZJETE AT+USEROTA fip S AAS Hin k4. %1 PKI U5 S % 4o
7T & %7 PKI e &, X}F AT+USEROTA 4, T 5% ESP-AT T FEEL{Lf 75 USEROTA.,

* 155 %4fT R OTA I8 FKEUE L OTA i

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wi MCU ¥y d &

BLar S BLE AT MG MCU fBeBeiREs, PAK AT Qifaiefig MCU.

* 24 MCU ZEERMARTS, AT 5 HH ) MCU Kk ¥dl, Ao RIEMIERES .
o 4 MCU ZIEIRIPIRE, AT #Efg ) MCU F:8l Ak Bdimt (E3h Ak BRI ESP-AT i &4k
SESCHIAAIR]) AT 5T AR RE S- PR AR it . MCU el AR I 5 I BRI 5

D e
iy

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

Wi i ¢

OK

* <enable>: & FI 5 4% MR L B
- 0: ZAimfiE MCU e
- 1: ffifEmefiE MCU fi &
o <wake mode>: Mzt ,
— 1: GPIO Wafif
— 2: UART Wafi§
» <wake number>: ZZ 5= Y HET <wake mode> M{H.
- 0% <wake mode> & 1, <wake number> fCEMEEE B GPIO 4= . H P EERIFiL &R
MR A R i, B TR P ek A AL B .
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— MR <wake mode> J& 2, <wake number> fUFEMLEE UART 455 . Mui A4 1, Bid:
UART1 Mafif MCU,
* <wake signal>: ZSHHE LT <wake mode> HI{H.
— WHR <wake mode> 2 1, <wake signal> fUFEMLEREHF,
S0 fET
1T
— R <wake mode> &£ 2, <wake signal> fUFEMLEEFTT, JEH: [0,255].
o <delay time>: [ AZERENTA]. BL7: ZFP. JEHE: [0,60000]. ZSE000E LA T <wake mode>
ORIER
— W <wake mode> &2 1, MFE <delay time> Hi[A]N, BF—E R <wake signal> HF,
<delay time> 3|5, W|x%E <wake signal> H°F,
- W <wake mode> 22, W7HIAIX <wake signal> F77, HAZGEHIEN.
o <check mcu awake method>: AT k& MCU 2& AT RS LR ZS o
- Bit0: @& JF /8 5 AT+ USERMCUSLEEP it 2 [1) 2 Hk . BRIANTT & - B e | AT+USERMCUSLEEP=0
G4 #4975 MCU 56 13 AT+USERMCUSLEEP=1 14>, 4775 MCU FEfE .
— Bit 1: @I SAT+SLEEP=0/172/3 iy A1) X5k . BRINEE . B 4ic#] AT+SLEEP=0 fip%, 5
% MCU [k U3 AT+SLEEP=1/2/3 fa 4, %7 MCU [ER.
- Bit2: 2 <delay time> @HETE/R MCU BRIIGE. BUASEH. BI: 2R, delay
time J5, 8/~ MCU BERR; {fER), delay time J5, F578 MCU BEE.
- Bit3 (ZARLEHM): BEIF/E GPIO F5/Rr MCU BEEIIfE. BRI SCHE.

e

o MW HFEERE K.

* KRR AT 1] MCU E8l & EBHRHT, 2k RE S i ASRF, <delay time> WHE| T2 )5
EEGREE . R 2B MCU ML RReE.

o MNHFE <delay time> ZFZHi, AT J{%] <check mcu awake method> H [T ML
DIS7 BRI BRI S5FFF <delay time> WG, & HINEREERE.

il

// FHME MCU BBB . S0 AT 1 MCU X 2 KW, 24 A wi-Fi B3 8 GpIOls.
B, B FHE MU, RERFEETF 10 #.

AT+USERWKMCUCFG=1,1,18,1,10000,3

// R B vMcUu B E
AT+USERWKMCUCFEFG=0

3.12.5 AT+USERMCUSLEEP: MCU 457 H CIEIRIR 2

FEAT+USERWKMCUCFG f4 ) <check mcu awake method> Bit0 FgEEFNW T, mdAS4Es. M
T AT 247 MCU [ BRI ES .

’AT+USERMCUSLEEP:<State>

W i ¢

[ox
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ZH
* <state>:
- 0: $8/~ MCU 3k,
- 1t $§/5 MCU HEHK .
il

// MCU % %1 AT ¥ @] MCU B %
AT+USERMCUSLEEP=0

3.12.6 AT+USERDOCS: g ifg [l {10 Bt JH s SO ik
A%

Yriie

A2 HB AT AR I8 v 9 SO PSR i

[

AT+USERDOCS?

W i <

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

BH

o <” enurl” >: JECCRYEERE
o <” cnurl” >: HICIORYEERE

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c2/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

OK

S ZUBUAE T > Z B JE P A TN, TR AT fir S i — S lARF L.

1%@& flash ¥ &4 AT 4
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313 AT il kK

AT fip A U Rp2E 2
e g WA
iy 2 AT+< fig 244 P >=? LB A2 1 N SR L UETE
i a2 AT+< T2 FK >? AR 2T
WE AL AT+< i QAR >=<---> WEN A EXSEIE, Hhsframd
ACRR e AT+< 4 55 > s T IC )T HE XS R i

© AREA AT ar & AR AR Ay &

o W RMASL, HE SRR S BRI S

© JAET <> WIS HOR AT A I .

o RS 11 WISEOTUAEE, ARSI EEATEGAE. B0, i2fTAT+CWIAP fir I I AL 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

* YEBISBGUA SEEEER, WA, DR,
’AT+CWJAP:"ssid","password",,l
o NG SRR FRRSE,

’AT+CWSAP:"ESP756290","21030826",1,4

o FERTAFTRERE SRR, o, .o\ A
-\t B SCRURHAT
=\, BSGES, RS EINIES o L
= \" FSOUES, FoRTAFERSRINAG 5 o L.
- \<any>: ¥ <any> F4F, HIRBH <any> 775, SRR,
o WA AT @& PIORIR PATHR 2506 50, B Joahfe 3o BN, ATy DHTE > S5 A X
W, IRBAE AT

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

AT i BIERA R 115200,
5% AT iy S IR A BT 256 517
AT 6 PAFIT (CR-LF) Z55¢,  FrpAep 0 TRV BCE N “Hirhial”.
AT a8 RS 1 E K JLAT API Reference:
— esp_at_error_code
- esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.14  SHfE SRAFAE flash Py AT a5 %

PAUR AT 41 S 500 BORHR 2R 77 flash 1 NVS Xt , FIE G, S EEMT .

* AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
* AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—La oS HOESUR R RAFE flash 7T DB IEAT+SYSSTORE fiy R BLE, HAAHES WLy rITEH
i

ik AT ap S BAS BT, alid NVS L. Wik, fRarSieEmFEmS8E, WARSA
flash; QR A STCEAFKSEAE, flash A SPITE L.

Espressif Systems 177 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-reference/storage/nvs_flash.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

3.15 AT {i§&

M ESP-AT iy 4 I 1% [0l ) ESP-AT J A PRSI . ESP-AT Wiy (#z))) #1 ESP-AT yH 24l (£3h).

« ESP-ATWiR (¥3h)
AN A ESP-AT fir #EGR MR, 4597 % %% ESP-AT Gr A M RATEE R RN 0555 — 4401
BRI OK 53 ERROR,

2 3: ESP-AT W%/

AT N vz V2R

OK AT Ay b P51k s OK

ERROR AT A AR T A R AR iR

SEND OK B}oiE © & ik 2t W B (5F X TAT+CIPSEND
MAT+CIPSENDEX fir %) , HAREKLHIRC 2K F
i

SEND FAIL ] P IS S 3% B i e AR B R (BF X T AT+CIPSEND
FIAT+CIPSENDEX £y%)

SET OK URL B2 W& s (4% AT+ HTTPURLCEG f5%)

+<Command Name>:. . . TETIR AT A FHZE 5

 ESP-AT 4 B4 (F3h)
ESP-AT & 4045 248 H B E PR S B B

% 4: ESP-AT 3 5L 45

ESP-AT HEHE i FA

ready ESP-AT [ 2 2 HE 28 w4

busy p--- RO, IEAEALPE E—Jkan S, ToIRAC RS
1) A2

ERR CODE:<0x%08x> N IF] A A R R AR

Will force to restart!!! DAENEl RN

smartconfig type:<xxx> Smartconfig 278

Smart get wifi info Smartconfig £\ #xHt SSID #1 PASSWORD

+SCRD:<1length>,“<reserved data>“ ESP-Touch v2 B35 B & X 5

smartconfig connected wifi

Smartconfig 52 i, ESP-AT i3] Wi-Fi

WIFI CONNECTED Wi-Fi station 2 [ B 3£ 23 AP

WIFI GOT IP Wi-Fi station 22 1 2 325 IPv4 Hihl

WIFI GOT IPv6 LL Wi-Fi station 4% 1 2L KL IPv6 HE A i HihE

WIFI GOT IPv6 GL Wi-Fi station 3% 1 &L 3B IPv6 4 ik

WIFI DISCONNECT Wi-Fi station 2 12,5 AP WiTiER:

+ETH_CONNECTED DA 22 11 EL 14422

+ETH_GOT_IP DA 2 11 23R E TPv4 ikl

+ETH_DISCONNECTED DA 422 101 E T I

[<conn_id>,]CONNECT ID 34 <conn_id> MMZEEEC 2. RS
#LF, ID 4 0)

[<conn_id>,]CLOSED ID 25 <conn_id> BMZGiERC A (ERATY
LR, ID K 0)

+LINK_CONN

TCP/UDP/SSL &4 14015 5.

+STA_CONNECTED: <sta_mac>

station %322 ESP-AT [ Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP 3% |1 45 station 4)fic IP

ok
+STA_DISCONNECTED: <sta_mac> station 5 ESP-AT [ Wi-Fi softAP 32 [1 1) 1% 52
Wi
> ESP-AT 1E7E % ¢ 1 i A Bl
Recv <xxx> bytes ESP-AT M iy A6 11 E 32U B <xxx> F7
TTIdk4E
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xK4-4tm
ESP-AT iHEHR & 15 AA
+IPD ESP-AT frdE #4850, S U IR B M 451
B, AL B
-l 3 AT+CIPMUX=0,
AT+CIPRECVMODE=1, 3] HlI: +IPD,
<length>
-1 . AT+CIPMUX=1,
AT+CIPRECVMODE=1, ] Hl: +1PD,
<link_id>, <length>
— i AT+CIPMUX=0,
AT+CIPRECVMODE=0,
AT+CIPDINFO=0,  #J  Hl: +IPD,
<length>:<data>
| ) AT+CIPMUX=1,
AT+CIPRECVMODE=0,
AT+CIPDINFO=0, ¥ El: +IPD,
<link_id>, <length>:<data>
-1 5 AT+CIPMUX=0,
AT+CIPRECVMODE=0,
AT+CIPDINFO=1,  #J  Hl: +IPD,
<length>, <"remote_ip">,
<remote_port>:<data>
-1 . AT+CIPMUX=1,
AT+CIPRECVMODE=0,
AT+CIPDINFO=1, 1T
Hl: +IPD,<link_id>,
<length>, <"remote_ip">,
<remote_port>:<data>
R ENRNGE S ESP-AT {Ei# GBI, CUEIE A M4 5k
FyEdE
SEND Canceled BOEAE Wi-Fi 5l 2442 X, T L2500
Have <xxx> Connections kB RS A i JE R
+QUITT ESP-AT B H Wi-Fi £ £ 45X,
NO CERT FOUND T H € SO XA $ B R A ik
NO PRVT_KEY FOUND 1 e o X R 03I 3 FA B
NO CA FOUND TE B S K A R EA 07 CA Uk
+TIME_UPDATED S m a2 W . HAE KR AT+CIPSNTPCFG fiy
LlESERBERE, REM SNTP i 55355k
PR, A SFTHIIEE
+MQTTCONNECTED MQTT £ 7% #:2 broker
+MQTTDISCONNECTED MQTT 5 broker & W Hi%ER:
+MQTTSUBRECV MQTT .M\ broker )R
+MQTTPUB:FAIL MQTT %155 g
+MQTTPUB:OK MQTT & i BE5e %,
+BLECONN Bluetooth LE &332 0L 75
+BLEDISCONN Bluetooth LE %42 2.
+READ i#i1J Bluetooth LE #2342 BUgAE
+WRITE 17 Bluetooth LE #4755 A#:1E
+NOTIFY >k H Bluetooth LE %[ notification
+INDICATE >k B Bluetooth LE %421 indication
+BLESECNTFYKEY Bluetooth LE SMP %£4H
+BLESECREQ:<conn_index> %) 3¢ B Bluetooth LE %422 11 1 25 Tt % >k
+BLEAUTHCMPL:<conn_index>,<enc_result> Bluetooth LE SMP [ %] 5¢ %,

T o4rsE

Espressif Systems

179

Submit Document Feedback

Release v2.3.0.0-esp32¢3-533-gc0391fd1


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 3. AT Ay d4E

R4-Z2IW

ESP-AT BRIRE 1fe
+BLUFIDATA :<len>,<data> ESP 1 25 B M FHLiE % 12 14 BluFi ] 7 [ &
SR
+WS_DISCONNECTED:<link_id> %42 ID - <link_id> [1¥) WebSocket 132 . Wi
+WS_CONNECTED:<link_id> EF: ID °h <link_id> 1 WebSocket 1§ £ 22 37
+WS_DATA <link_id>,<data_len>,<data> 1432 ID A <link_id> [1¥) WebSocket %521k 21 %%
P
+WS_CLOSED:<link_id> Y32 ID 4 <link_id> ) WebSocket 3% 32 ]
+BLESCANDONE gk
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AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

181
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LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WA, MCU ¥ & fE K B & D https://www.espressif.com/sites/default/files/
—home/hardware.png B H % & .

VA :
o WMRE R TELM, AT 3984 %% \r\nERROR\r\n (3t 9 F35) RSN E 4 MCU,
9. EE R

ZS

’AT+SYSMSGFILTERCFG:O

Wi K7 -
fox |
10. 2 R GE0H B g
iy

’AT+SYSMSGFILTER=O
Mg 3.«
o |

TR
-

’ATEl ‘
i B«

[ox |

4.2 TCP-IP AT 754

AR BN AHE ESP32-C2 i FiafTTCP/IP AT 4 % fir IR Bl -

o ESP32-C2 % &4 TCP % p 3% 3% 5 #3535

o ESP32-C2 % &1E4h TCPMR 4 B3t %454

o 3% IP ¥ bt Feif 0 B E 449 UDP id 12

o 3% [P ¥k Fesn 0 5T T oy UDP i@ {3

o ESP32-C2 %414 SSL & Pt $ikis

o ESP32-C2 % &1k H SSL IR 4R35 % k3%

o ESP32-C2 1% 41k A SSL % P 3% 3% 55 M6 AL 32 ik Ji

o ESP32-C2 i% %1k 4 SSL MR % %5 3% 5 ey ihiE % 5 45

o ESP32-C2 %41k % TCP % 3%, s %i%3%, 53| UART Wi-Fi 515
o ESP32-C2 1% %1% h TCP R %%, =3 UART Wi-Fi ik 1%

o ESP32-C2 % &1k # softAP f£. UDP 154 5230, UART Wi-Fi i% 1%
o ESP32-C2 % & R B IEMAE X T 09 B4 F 435

4.2.1 ESP32-C2 4512 h TCP %%yt P £

1. %8 Wi-Fi #5} station,
s
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’AT+CWMODE=1
i B«
Lox |

2. BERER| B HA

’AT+CWJAP:"eSpreSSif","1234567890" ‘
M. :

WIFI CONNECTED
WIFI GOT IP

OK

B
« {65 A SSID AT EHE 1 6 &b R . R 50 2510 SSID FUETS
3. #rif) ESP32-C2 %% 1P Mtk

AT+CIPSTA?
Mg B -

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PiHH :
o TRAIZE R AT RE S ik W o AR ] .
4. PC 5 ESP32-C2 & #5442 [/ — AN o
TE PC il H 28 P T 5, A4 TCP iR 45#% . 40 TCP AR 554804 IP Huhk>hy 192.168.3.102,
1A 8080,
5. ESP32-C2 &4 1VE N Fimid L TCP #5823 TCP ik 55#%, RS2 IP #uhlkk 192.168.3.102, I

125 8080,

AT+CIPSTART="TCP","192.168.3.102",8080
N . :

CONNECT

OK

6. Ak 4 FATERE.

iy
AT+CIPSEND=4
Mg |3«

OK

>
4R, Bl ARG test, ZJa AT KR PATEE.

Recv 4 bytes

SEND OK
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LK

o AR TR H T AT+CIPSEND iy
EREAER AT n AT, KGR FEUE IR, SEND OK.,

7. M 4 AR .

B TCP Weds #8436 4 S H0MU B test), WAL SHR:

BOERIRE (), MARGXWN busy p. .

, K

+IPD,4:test

4.2.2 ESP32-C2 %5180 TCP 55 %5 it 2 4%

4 ESP32-C2 i/ 4 TCP R 45 #vif, WAUHLAT+CIPMUX=1 fir - (EREL ¥4, PN ATHEA 24> TCP

% P F] ESP32-C2 545 .

PATF 2 ESP32-C2 %45 1F A softAP ##t57. TCP iR &#atnfl; Ui 2 ESP32-C2 k45 1F A station, B YL %

B R A T IR RV RE DT YRS R 55 4% -

1. &8 Wi-Fi #2354 softAP.
s

’AT+CWMODE=2

i B«

’w

2. [igEZ L.
N

’AT+CIPMUX=1

i B«

’w

3. X H softAP,

’AT+CWSAP="ESP32_softAP","1234567890",5,3

N . :

’w

4. F¥if] softAP {5 5.,
A

’AT+CIPAP?

M . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

P :

o AR A HLIE AT RE-S_E e B R AR

5. B TCP [leg54%, #RIAuG TR 333,

AT+CIPSERVER=1

i B <
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6.

7.
8.

10.

OK

PC #4:3 ESP32-C2 X £ 1Y softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

£ PC Ll P 20810 TR A —A~ TCP % /iy, 3423 ESP32-C2 s i) TCP flR 5545 -
Kk 4 ARG B M 25 1 1Dy 0 B BERE .

AT+CIPSEND=0, 4

Nl B <

OK

>

B4 FARE, Bl AR test, ZJa AT R AT R R

Recv 4 bytes

SEND OK

K
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., A
EEARIOET 0 ANFT, KR SERUEIEY. SEND OK.
M2 %32 1D 4 O (8RS EI 4 758
%k TCP g5 A ik 4 T HEdE (Bdlih test), MARGSHER:

+IPD,0,4:test

K TCP i fe.

AT+CIPCLOSE=0

Nl B -

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frifi ESP32-C2 4% IP Huhk.
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C2 %45 B A — B HH
16 PC LM T A, 6l UDP {64, §I41 PC ) TP Hbilkly 192.168.3.102, 3
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 >}y ESP32-C2 #4511 UDP At [1, #0] JATIRE, WA RE N K FEHLE .
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
H.7) ESP32-C2 #4535 11 1112 % 2E50dE, ESP32-C2 %411k 2 10k | UDP i 11 1112 (%K
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N &K F |54 PC . (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o &Y SSID A% Al R kP IF] o 375 (0 AR B Pl A% 1Y SSTD A o
#51f) ESP32-C2 ¢ IP Mtk
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LR iR .
4. PC 5 ESP32-C2 S e B[] — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
e 1112 >k ESP32-C2 #4511 UDP ZHbin 1, %0 AF7E, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
Mk — R 5 ESP32-C2 445 UDP @ {Z 1 ie 1P Mkl Flss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C2 vesifi v SSL %5y il 3r Y 4%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if ESP32-C2 #5:4% IP Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C2 %4548 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. BESP32-C2 545 E M & Fiiad ik SSL #3323 SSL IR455%, MR4#2 1P Mtk 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C2 & 1i:h SSL JIR55 %5 v 2 i
24 ESP32-C2 i f:0y SSL kg5 iy, WATEILAT+CIPMUX=1 iy fiREL 4, AT A Z A%
Ui 4% F] ESP32-C2 4

PATR & ESP32-C2 B #5124 softAP #57. SSL fig 557 il s 4SR & ESP32-C2 i #/74 station, WJ7EEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jii# ESP32-C2 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC 4% ESP32-C2 #5451 softAP,
7. 4£ PC L{ifi/f] OpenSSL #iy4>, 4> SSL % i, #4%3] ESP32-C2 i@ SSL ik 554 -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C2 ¥ 4% L fmi i :

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C2 %1k SSL 2 Qv vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C2 #54% IP Huhl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R

Espressif Systems 194 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 4. AT #y2 R

6. PC 5 ESP32-C2 545 -4 [l — &y o

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C2 545 F iR -
ACCEPT
LR
o A H I UE A AR AT DAARSR AR UE L B A TR 3
8. ESP32-C2 1% #1% & SSL & Frim A A IE B &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C2 % 451E- % Fimgidad SSL iE4% 3| SSL AR %48, IR&EG#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C2 % #1i:4 SSL it 55 %5 e Sy AWUn N UE 2 XE4%
14 ESP32-C2 Ay SSL Mg 5t M ATEILAT+CIPMUX=1 i S RE S B8, N TTREA 2% P
R3] ESP32-C2 4% .

PAR 72 ESP32-C2 #5451 A station 757, SSL AR & 25 WA AR & ESP32-C2 %45 1E A softAP, W &%
ESP32-C2 #&MEH SSL R4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi] ESP32-C2 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C2 #¢ £ R2 [A]— i o
7. #£ PC I f#iJf] OpenSSL iy 4, A#—4> SSL % P, %35 ESP32-C2 15401721 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C2 545 F I -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C2 #5112k TCP %)y, fevr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C2 445 IP Hbhk.,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
o BEAEIEI R AT RE S AR P AR
4. PC 5 ESP32-C2 & 3 51 [ — A~ Bs o .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C2 B4 A% Frifiiliad TCP Y425 TCP 4548, MRS IP Hudik>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32-C2 %#51F 0 TCP IR55%s, 2B UART Wi-Fi # £

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C2 1545 IP Huht.,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE3%%)| ESP32-C2 TCP JIj %548 .
PC 5 ESP32-C2 #5185 A — N H H
1 PC A M TR, G —4 TCP % P, #H#%] ESP32-C2 () TCP JiR45#%. Huhl
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C2 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C2 {5451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP a =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

4. fI|7E#—1~ UDP i 5
1E PC L M5 LB F, A —4 UDP &4, 40 PC i IP #ihlly 192.168.4.2, Hgllh
8080,

5. ESP32-C2 5 PC X i I 78 37 [ 7 Xt vy TP Hbctik A1 11 /%) UDP A&y . oA TP Motk 192.168.4.2,
i oA 8080, AsHbum I8 2233, F=EH 0.
it

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-C2 B pk o b s v 8o

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-C2 i%#% IP ik,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C2 ¥4 1EHE [ — N i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-C2 & 451E- % Fusidad TCP %425 TCP iR55#%, IRS#s IP #uihikoh 192.168.3.102,
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32-C2 i A R i ON B Bial.

’AT+CIPRECVMODE=1

Wi

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BLAT+CIPRECVMODE Vi HI345 .
8. ESP32-C2 ¥ # E i s izt N B w B i K .

AT+CIPRECVLEN?

Wi KV -

+CIPRECVLEN: 4
OK

9. ESP32-C2 A& R sh i it i g 7 2t

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.3 Bluetooth LE AT 74

IO F2 2 4 Bluetooth® Low Energy AT 4744 WM 5k, HHRBUE ESP32-C2 i Limfrix 4
iuyEEA NI
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1 A~
Bluetooth LE & F %135 Mk 44 AE44
Bluetooth LE % 3% /e

A~ ESP32-C2 JF K ¥ % 17) 3% 52 SPP i% 3%, VAR f& UART-Bluetooth LE % 15438 X, T 154 38
ESP32-C2 55 5Lk 5 SPP i35, VAR j& UART-Bluetooth LE 3% 15 42 X, F 154 245

4.3.1 W4

ESP-AT 4 #i{{ 37 43 Bluetooth LE 4.2 R i{UE, ASC#4 948 { & F T Bluetooth LE protocol 4.2 JJp
WG, 5% 20 42 SREBCE 2 E R

Bluetooth LE Blpi{Zefy

Bluetooth LE #piX M F &2 4N LA ES: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP).
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

e PHY: PHY JZ B M FAYHGIE L ARMIZUE E L. Bluetooth LE {fi f] 40 MHiEE. MR
JHE : 2402 MHz %] 2480 MHz,

o LL: LL)JZFEATONE . BRI % (DA, WRFE, BATHXMEESE ), WS
P& 2 A Y BRAE IR AT XS B EHT . BIEHERERSIET 4. T, hvr/a3#. 48
##%., LEEAMPRESZ —.

e HCI: HCI JZ | FEHAEE Sl g f—MRiE L 3 O o %20 AR AP T SEB A (6 F s {442 11
UART. SPI. USB il

¢ L2CAP: L2CAP JZM % FHAPAR 2 [0 32 e B #-A T U e 0 o BORI S 2 454 o

o ATT: ATT 2L T @R 554 Fl e 2 i 2[R A SO S ATT % g ] ATT AR 45 i A& 3%
A HRFIRIA . ATT AR5S v [a) 26 i AR N, o AR o

e SMP: SMP 2 T4 e 240/ Sy %55 . SMP A& PRI B0 B0 S ARG, H 3R
AL HE R BE LR fEAT R B i By .

* GATT: GATT ZF/nEMIRSHAT S @R P umThie. %ECE SCHWER T IRtk S a8 il
FPIIRSS « FHEFE MR Z RS %23 T A, 320 B AR R IRS R B .

» GAP: GAP ZEREIA WA A& A EATIRE, Flanfed . PRy AR 7 Be & Scr i i
FIRRT . GAP RS FER R A, HEERE. L4, BRIk, RIBACRIR S L.

Bluetooth LE #fi {a %15y

£ Bluetooth LE PMSUAR A [E] (1) 29 A AR R A %120 o X 28 (0 R 70 B
o LL: WAAAPARIA MM KA, MBS 37E, TR DAL R R
e GAP: X T 4 MEEMG: JHE. WEH . AEEEM FOEE,
o GATT: AR AG R RE-3u Ml & F 3

CipX

o AR Bluetooth LE 43 Hl Bluetooth LE % f3##RE GATT .

o 47, ESP-AT 7% Bluetooth LE M4 3%All Bluetooth LE & P 3[a]AFAE.

* ANt ESP-AT #J4f{£. >} Bluetooth LE [l 45 3ifiif 2 Bluetooth LE % Fiity, [ b 2 1) fie K I A Bl hy
3,

GATT HSZ 2 — Mgt imthiul, ikl DUA 2 —fg A& wm e v ZE . XA @ T 2544 3k
WA, Bl RN, BNRSHAFEER FEAN, F40 FEXHBEZHEITEA .

GATT MR43%H1 GATT & F3miX Wi (74T Bluetooth LE 2 H . 2 5. GATT IR45 47t &
P SUE e, IRk H GATT K im) @ sGE=R . A uiA. fimE2, RSN —
UaFRA GATT M43, UiRIEIEN—ImFRA GATT & F 3.

Espressif Systems 205 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.bluetooth.com/specifications/specs/core-specification-4-2/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 4. AT #y2 R

4.3.2 Bluetooth LE % y v i3855 it 55 FrAEAEL

AR 7 3 [ s (5 FH P e ESP32-C2 FF i, Horpr—3efEH Bluetooth LE 2453 ({4 Bluetooth LE i 5%
), J—HAEN Bluetooth LE % P (HAEK Bluetooth LE % FrimfA€6,) . iX AN J@om 1 B an ] fift
| AT -4 #2357 Bluetooth LE #:35 , 52 i .

WY LU PAESP32-C2 Bluetooth LE 43wtk i#idE X 75 2E4F ESP32-C2 Bluetooth LE
M55 A ATRP AT, DA ESP32-C2 Bluetooth LE & /7 3m 3k iy#fE

AT R

1. #¥J54k Bluetooth LE T,
ESP32-C2 Bluetooth LE AR 45 3 :

’AT+BLEINIT=2

i . <

’OK

ESP32-C2 Bluetooth LE % i :

’AT+BLEINIT=1

i . <

’OK

2. ESP32-C2 Wi 7 LE 55 e R HUH: MAC btk

iy

’AT+BLEADDR?

i B <

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

R

o AEMBHIE VBRSBTS ICEE R, TR 2 E
1. ESP32-C2 Bluetooth LE fI 453t % iR 45 454F o

AT+BLEGATTSCHAR?

i B <

OK

+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:

"char",1,1,0xC300
"char",1,2,0xC301
"char",1,3,0xC302
"char",1,4,0xC303
"char",1,5,0xC304
"char",1,6,0xC305
"char",1,7,0xC306
"char",1,8,0xC307
"char",2,1,0xC400
"char",2,2,0xC401

2. ESP32-C2 Bluetooth LE I 45 3 FF 14 %, 2 J5 ESP32-C2 Bluetooth LE & F' it FE i 4 9 H %4 3

i

ESP32-C2 Bluetooth LE H 45 i :
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fir s
’ AT+BLEADVSTART ‘
Mg |3«
’ OK ‘
ESP32-C2 Bluetooth LE % i :
iy
’ AT+BLESCAN=1, 3 ‘
Mg |3

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

L
o RS R T RS ik B A AT
3. %37 Bluetooth LE i%3%,
ESP32-C2 Bluetooth LE % F1ijl :

AT+BLECONN=0, "24:0a:c4:d6:ed:46"

M .

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

i :
o A PRSI, 5 45 ESP32-C2 Bluetooth LE Hi 45 bt .
o N Bluetooth LE 7E#2 553, N4s3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #E#: L, N&4$E/8 +BLECONN: 0, —1,
4. ESP32-C2 Bluetooth LE % F'i % MR %5
s

AT+BLEGATTCPRIMSRV=0
T

+BLEGATTCPRIMSRV:
+BLEGATTCPRIMSRV:
+BLEGATTCPRIMSRV:
+BLEGATTCPRIMSRV:

1,0x1800,1
2,0x1801,1
3,0xA002,1
4,0xA003,1

OK
iR
* ESP32-C2 Bluetooth LE & P A ifj IR 55 (4554, b ESP32-C2 Bluetooth LE fiiz /i 2516 il 55 1

LEIZ WA BRARS (UUID: 0x1800 1 0x1801), X 2 E# P&, FHEWML, X H—R%,
ESP32-C2 Bluetooth LE & it Ay 18] 14 <srv_index> {HZ+T ESP32-C2 Bluetooth LE A i 25 11 (1Y)
<srv_index> {f + 2. Bil4n FiRR 6 P a9k S 0xA002, 4Fi#E ESP32-C2 Bluetooth LE % F iy
%Y <srv_index> 4 3, WIHL7E ESP32-C2 Bluetooth LE Ji}Z F' 3 i AT+ BLEGATTSSRV? 4
i), W) <srv_index> A 1,

5. ESP32-C2 Bluetooth LE % i % FlAHF(H -

i

AT+BLEGATTCCHAR=0, 3

N Y. :
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+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6, 0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02

OK

6. ESP32-C2 Bluetooth LE % it 52 B — M- EAE -

AT+BLEGATTCRD=0, 3, 1
i R«

+BLEGATTCRD:0, 1,0

OK

BiH
o R H AR IR A A AR o
o 15 ESP32-C2 Bluetooth LE % i 32 BUASFF il B, ESP32-C2 Bluetooth LE fI 45 i ) & 5 78
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C2 Bluetooth LE % F i 5 —AMEHE(H .

’AT+BLEGATTCWR:O, 3,3,,2 ‘

Mg K7 -

> |
5 > Fon AT WER PRI D8, BEBTETT DA A B, 48 KE A8 S8 <length> 1Y
{HIN, IATE ARRE.
[o |
LR

o 41 % ESP32-C2 Bluetooth LE % J it 5 4 £ i i 45 )% 3, ESP32-C2 Bluetooth LE JIf % it

N &3¢ 78 +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —MERE{H..
ESP32-C2 Bluetooth LE % F1iil :

’AT+BLEGATTCWR:O, 3,7,1,2 ‘

M .

> |
75 > Fon AT HER IR B, SERTEmT DA A B, 48 KE A3 238 <length> [y
RS, ITH ABRLE.

b T 32 ESP32-C2 Bluetooth LE g 453 & 1% 13 S i8R (33 notify R Ei#H indicate F),
ESP32-C2 Bluetooth LE & =ity 75 Z 4 Hil [ il 55 v E M. % T notify sk, F¥E A(H 0x0001,
XF indicate H, FEBAH 0x0002, FEAFIHEA 0x0002 Hffiff] indicate K.

OK ‘

K
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o f11 5 ESP32-C2 Bluetooth LE 7% i 5 B AE 5 1A £F i 2h, ESP32-C2 Bluetooth LE R 55 i I £
PR +WRITE:<conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,
<value>,

ESP32-C2 Bluetooth LE % 45 i :

’Z—\T+BLEGZ—\TTSIND:O, 1,7,3 ‘

M .

> |
75 > FOR AT HER I D gds, i mT DU A, S8 K SR 3 240 <length> [
{ERF, W4T indicate 4.
[ox |
K
o 75 ESP32-C2 Bluetooth LE % P41k F] indication, N|<$27K + INDICATE : <conn_index>,
<srv_index>, <char_index>, <len>, <value>,
o X [R]—AR 4%, ESP32-C2 Bluetooth LE % it <srv_index> {H ¢ T ESP32-C2 Bluetooth LE fl
Fri i) <srv_index> {H + 2, X2 IEHE LA,
o WT MRS HEFERIALIR , RIS SR e T B 2 UK T IR 5.

4.3.3 Bluetooth LE 8%

AR 7 3 [l o (5 FH P e ESP32-C2 F e, Horpr—3eff4 Bluetooth LE [l 453 (>4 Bluetooth LE it 5%
), J—HEH Bluetooth LE & P (HAE Bluetooth LE % Pl €4) o X MIIFJ&R 1 /BRI
Bluetooth LE %,

iR

o XEPA R H B, ESP32-C2 Bluetooth LE M43 H 3k i #/E H 52 2i4E ESP32-C2 Bluetooth LE
R4 3R ATRI T, DLESP32-C2 Bluetooth LE % P 3 JF3LiHfE H 3 ESP32-C2 Bluetooth
LE % AT B AT

o AR SRR RIS . 48 HUR N ) R TE A LA T — N IR

* ESP-AT I ARVF45E 10 M4

1. #1454k Bluetooth LE I EE.
ESP32-C2 Bluetooth LE JJF 453 :
ar:

’AT+BLEINIT=2 ‘
Mg 3.

[ox |

ESP32-C2 Bluetooth LE % i :
e

’AT+BLEINIT=1 ‘
Mg .«
E |
2. EA)ESF\S2-C2 Bluetooth LE [z 4% i 35 BX Bluetooth LE #idil-,
(isfsvalt

’AT+BLEADDR?

Mg |3
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+BLEADDR:"24:0a:c4:d6:e4:46"
OK

BiHH :
o AR HLEE T RE S _Edkma O], e rg b, RS RS E .
1. ESP32-C2 Bluetooth LE Ji} 453t & BRAR 5 -1E .
s

AT+BLEGATTSCHAR?

Wi K7 -

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR:"char", 1,2, 0xC301
+BLEGATTSCHAR: "char", 1, 3, 0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR:"char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

2. ESP32-C2 Bluetooth LE I} &3 FF 44 #%, 2 J5 ESP32-C2 Bluetooth LE % P FF- 4443 9 HL%54k 3
%’/[‘%EF o
ESP32-C2 Bluetooth LE JI7 53
iyl

’AT+BLEADVSTART

M B -

[ox

ESP32-C2 Bluetooth LE % i :
LS

’AT+BLESCAN21,3

Mg K7 -

OK

+BLESCAN:"5b:3b:6¢c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,, 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

L
o TEPHIEEE R AT RE S ik W o AR TH] .
3. 737 Bluetooth LE 3%,
ESP32-C2 Bluetooth LE % F1iil :

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

M 3. :

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

L
o A B AR, A 80 ESP32-C2 Bluetooth LE g 55 itk .
o N Bluetooth LE #2553, N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE 7E#24 M, N<s#E/R +BLECONN: 0, -1,
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4. ESP32-C2 Bluetooth LE & F'3i % FiLIR 55
s

AT+BLEGATTCPRIMSRV=0

N . :

+BLEGATTCPRIMSRV
+BLEGATTCPRIMSRV
+BLEGATTCPRIMSRV
+BLEGATTCPRIMSRV

:0,1,0x1800,1
:0,2,0x1801,1
:0,3,0xA002,1
:0,4,0xA003,1

OK

IR
+ ESP32-C2 Bluetooth LE & Fin A if R 55 94558, bb ESP32-C2 Bluetooth LE filt it £ 1) Iz 45 Y
LEIZ WA BRARS (UUID: 0x1800 1 0x1801), X 2 IE# P4, FHEWML, X H—R%,
ESP32-C2 Bluetooth LE & it Ay iA] 14 <srv_index> {H 2T ESP32-C2 Bluetooth LE A i 25 11 (1Y)
<srv_index> 1 + 2. Bil4n_FiR w6 P a9 iR 4 0xA002, 4Fi#E ESP32-C2 Bluetooth LE % F i v
%Y <srv_index> 34 3, WIHL7E ESP32-C2 Bluetooth LE Ji}Z F' 3 i AT+ BLEGATTSSRV? 4
i), W) <srv_index> A 1,
5. ESP32-C2 Bluetooth LE % 3 % FHAF(H -
i

AT+BLEGATTCCHAR=0, 3

i B«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302,0x08
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6, 0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02

OK

6. WEMFHSE ., WNE auth_req iy SC_MITM_BOND, Hj%5 il iocap A KeyboardOnly, %&F7
UG iocap A KeyboardDisplay, key_size j 16, init_key H 3, rsp_key 5 3,
ESP32-C2 Bluetooth LE f 45 i :

’AT+BLESECPARAM213,2,16,3,3

i [ <

’OK

ESP32-C2 Bluetooth LE £ i :

’AT+BLESECPARAM:l3,4,16,3,3

g J3 -
’OK
VK
* fEABIH, ESP32-C2 Bluetooth LE fii 55 b i A HCXF %, ESP32-C2 Bluetooth LE % /i {2 713 it
XY .

e BESP-AT ¥ Legacy Pairing fll Secure Connections W, HEEEE 5N
SIS . IR SFuGt 7 #F Secure Connections, NM|£ K Secure Connections
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LYK
7. ESP32-C2 Bluetooth LE % i & # i 258 3K
i

’AT+BLEENC=O,3 ‘

i . <

’ OK ‘
i :
fn5 ESP32-C2 Bluetooth LE Az 45 s SN2 B 255>k , ESP32-C2 Bluetooth LE % 45 ifi W £ 2 78
+BLESECREQ: 0,
8. ESP32-C2 Bluetooth LE Jif45 s 37 it 445 3K .
’AT+BLEENCRSP=O,1
Mg o«
’ OK ‘
AR
o {15 ESP32-C2 Bluetooth LE % P& i S st p v, ] ESP32-C2 Bluetooth LE % Ptk 2
FEEE—AS 6 SE TN o
o YEAIH, ESP32-C2 Bluetooth LE % P N £ 7% +BLESECNTFYKEY: 0, 793718, RS
b 793718,

9. ESP32-C2 Bluetooth LE 2 i 1] 4 fit X 7L
i

’AT+BLEKEYREPLY=O,793718

Mg |3

E |
PATIXA L2 )5, #F ESP32-C2 Bluetooth LE fIZ 45 i Fl ESP32-C2 Bluetooth LE %% F' i £ 45 — 5}

IVAEISE/ A
ESP32-C2 Bluetooth LE H 45 i :

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

6

2

oo ooo
S~ SN
N W e

ESP32-C2 Bluetooth LE % F13::

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0,0

YAl DAZBE DA +BLESECKEYTYPE 3L i{5 EL . {5 H +BLEAUTHCMPL: 0, 0 H 4 — A%k 0 %
RIS, SR 1 RN R

4.3.4 Wi~ ESP32-C2 kb z bl wr. SPP #%EE;:, UL F{r UART-Bluetooth LE % {1
A e En B

AR 7 31 [ iR g e ESP32-C2 T J#fe, Herp—3eff= )y Bluetooth LE 45 3 (44 Bluetooth LE fiit 55
S ), 55— Bluetooth LE % /i (24 Bluetooth LE % i ff () o 3X M1 R 1 W A
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S7. Bluetooth LE #%42%, DA 73715 {% i & Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % {& 45
it) o

F¥: FEUA TR PAESP32-C2 Bluetooth LE M4 FF 3L /E H 22 354E ESP32-C2 Bluetooth LE
R % w3 ATHI AT, DA ESP32-C2 Bluetooth LE & A 3% 3L H4E B 82 24E ESP32-C2 Bluetooth LE
B P AT R

1. #1414k Bluetooth LE ZfjfE.
ESP32-C2 Bluetooth LE [ % :

’AT+BLEINIT:2

M B -

’OK

ESP32-C2 Bluetooth LE £ Jiifi :

’AT+BLEINIT=1

M . <

’OK

1. ESP32-C2 #5f LE R 55 %5 R UH: MAC #iiht.

’AT+BLEADDR?

Mg |3

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

A :
o BARE| W HAE T RES _FaRm S R R, SO RhE, RE R A A E
2. ESP32-C2 Bluetooth LE 4% i &) #& 40
e

’AT+BLEADVPARAM:50,50,0,0,7,0,,

i B -

’OK

3. ESP32-C2 Bluetooth LE JI 45 i3 5 1 3& i .
iR

’AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

N . :

’OK

4. ESP32-C2 Bluetooth LE IR 45 i H45) #% .

’AT+BLEADVSTART

M B -

’ox

5. ESP32-C2 Bluetooth LE % i 43%, £z 3 #.
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AT+BLESCAN=1, 3

N . :

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o ISR TS bk B R[]
6. 757 the Bluetooth LE %32,
ESP32-C2 Bluetooth LE & i :

AT+BLECONN=0,"24:0a:c4:d6:e4d:46"

Mg [«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

A
o A _LiRar B, MY ESP32-C2 Bluetooth LE Al 45 itk o
o Y158 Bluetooth LE &8 3, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #ER:K I, N&$E/R +BLECONN: 0, -1,
7. ESP32-C2 Bluetooth LE fi 45 #5251 R 45

AT+BLEGATTSSRV?

i B -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK
8. ESP32-C2 Bluetooth LE J[t 45 it % BUAHE .
e
AT+BLEGATTSCHAR?
Nl <

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char",1,3,0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char", 1,7, 0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char",2,1,0xC400
+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

9. ESP32-C2 Bluetooth LE % Fii % PRAR % .
i

AT+BLEGATTCPRIMSRV=0

N Y. :
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10.

11.

12.

13.

+BLEGATTCPRIMSRV:0, 1, 0x1800, 1
+BLEGATTCPRIMSRV:0,2,0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1
OK

Vi :

» ESP32-C2 Bluetooth LE & P Zrif] IR & 145 5%, H ESP32-C2 Bluetooth LE fiiZ P 2T i) AR 45 14
LERZABRAIRS (UUID: 0x1800 1 0x1801) , X 2 IFH M4, EHEM, XTH-—RS%,
ESP32-C2 Bluetooth LE & i Ay 1A 1Y) <srv_index> {H 45T ESP32-C2 Bluetooth LE A i 25 1 )
<srv_index> {H + 2. B0, FiRRGIHHIIRSE 0xA002, 4Hi7E ESP32-C2 Bluetooth LE % i
A B Y <srv_index> °F 3, UNHFE ESP32-C2 Bluetooth LE R J i il i AT+ BLEGATTSSRV? fiiy
A1, W <srv_index> H 1.

ESP32-C2 Bluetooth LE 2% F13i % BUASAE

AT+BLEGATTCCHAR=0, 3

i . <

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR:"char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR:"char",0,3,8,0xC307,0x02

OK

ESP32-C2 Bluetooth LE % i fit B Bluetooth LE SPP.,
VEPE L FF S HAEN IR 5 HFE (characteristic) 1B A5 M IA A iEEHE, 8% L EF notify B3 indicate 1)
characteristic 1 i3z 18 B ki .

’AT+BLESPPCFG:1, 3,5,3,7

Mg B <

’OK

ESP32-C2 Bluetooth LE % F i §E Bluetooth LE SPP.,

’AT+BLESPP

Wi K7 -

OK

>

FiRm R AT £ 43 A Bluetooth LE SPP #15, 1] DABFA T 1) Kk Az .
A
« ESP32-C2 Bluetooth LE % F 3t Ff =2 Bluetooth LE SPP #4455, Ef 11U 2 1 Bl 3 2 5 1o
Bluetooth LE &4 %l ESP32-C2 Bluetooth LE [}t 4% 3 .
ESP32-C2 Bluetooth LE it 55 i fit & Bluetooth LE SPP.
TEFESZHF notify B3 indicate /1Y characteristic 145 il iE AR5, BEF L FFEHAEN characteristic
VA T USCE R -
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’AT+BLESPPCFG=1,1,7,1,5

N . :

[ox

14. ESP32-C2 Bluetooth LE IR 43 {#i §€ Bluetooth LE SPP,

’AT+BLESPP

W

OK

>

iR FRoR AT 2 43F A Bluetooth LE SPP X, AT DAHFA TR 1) Ak F2 K
i :
« ESP32-C2 Bluetooth LE [l P73t Ff =2 Bluetooth LE SPP & 55 5, Ef 11U # 1 Bi 3 2 5 1o
Bluetooth LE %4 %l ESP32-C2 Bluetooth LE & Fiifi .
o 75 ESP32-C2 Bluetooth LE % F i it V5 & 4&FF & Bluetooth LE SPP %1%, ¢ F HoAth i £51F
K Bluetooth LE % i, ] ESP32-C2 Bluetooth LE & i 5 22 42 I B il Notify %3 Indicate
5140, ESP32-C2 Bluetooth LE % P NS K - 8 i54% , W 5518 F AT+ BLEGATTCWR=0,3,7,1,1
FF 25T, ESP32-C2 Bluetooth LE % 45 5 4 g s ) SC IR5 4%
o X FR—HR 4%, ESP32-C2 Bluetooth LE & it <srv_index> {H 4% T ESP32-C2 Bluetooth LE fig
S5HY) <srv_index> {H + 2, XEIEHEIZ.

4.3.5 ESP32-C2 5FpLi . SPP #ER;:, Ul JeAr UART-Bluetooth LE iE LA T {& 40
Bt

VR BURR T WIfAITE ESP32-C2 JF &ML ((UEMIRSIRER: % dfn 6) RIFHL ((UIENIRIIFER: F%
FUf () 2 [y SPP i, DAY ANTFE UART-Bluctooth LE A F el

g BB PLESP32-C2 Bluetooth LE R4 3k io#/E R34 ESP32-C2 Bluetooth LE I} %%
U ATRIAT, MDA Bluetooth LE & P 3wk AU HAE R BAE LAY R B T s AT R AT .

1. ZEFHimw 2% Bluetooth LE i BhF, FI4N LightBlue.
2. ¥4k Bluetooth LE IjfE.
ESP32-C2 Bluetooth LE A 45 3 :

’AT+BLEINIT=2

i [ <

’OK

1. ESP32-C2 #5°F LE R 55 %5 R UH: MAC #iihk.

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR
o EAEIHUAE T RES Bk m N R ORI, ISR L, RS S A E .
2. ESP32-C2 Bluetooth LE %5 it 5t B & S5
s
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’AT+BLEADVPARAM=50, 50,0,0,7,0,,

N . :

’OK

3. ESP32-C2 Bluetooth LE J}t 45 i3 & 1 3& 0 dE
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

Nl <

’OK

4. ESP32-C2 Bluetooth LE R 554G 4% .
e

’AT+BLEADVSTART

M B -

’OK

5. f1# Bluetooth LE %%,
FHLFT IF LightBlue APP, %7 JF SCAN JF #4 £14f§, 4% % ESP32-C2 Bluetooth LE f}f 55 it 1)
MAC #ihl, &y coNNECT #E47# 3. AT ESP32-C2 3 i i% 2> 7 B 254l - +BLECONN: 0,
"60:51:42:fe:98:aa" Y log, XFE/RC L. T Bluetooth LE j#4%.

6. ESP32-C2 Bluetooth LE i %5 #2517 45
i

AT+BLEGATTSSRV?

Wi K7 -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C2 Bluetooth LE JI% 45 3 & PUAHE -
e

AT+BLEGATTSCHAR?

Wi

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char",1,2,0xC301
+BLEGATTSCHAR: "char", 1,3, 0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char",1,5,0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char",1,8,0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

8. Bluetooth LE % 3 & FUAHE .
I BAE B LightBlue % 77 3358 $& 5 i Properties & NOTIFY 1% # INDICATE IR 55 45 4F (X B
ESP-AT #£iA Properties 2 NOTIFY % INDICATE [} 4 54 i 0xC305 1 0xC306) , FFIA T
Properties ) NOTIFY B3 INDICATE B4 R 55 551 .

9. ESP32-C2 Bluetooth LE Jiz 45 i it & Bluetooth LE SPP.,
PP notify B indicate [ characteristic /F 45 il i8 AR5, S HEAER characteristic
VE R i338 18 B -
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fir s

’AT+BLESPPCFG=1,1,7,1,5

Mg |3«

E |

10. ESP32-C2 Bluetooth LE fI% 45 i {#fi g Bluetooth LE SPP,
iy

’AT+BLESPP
Mg |3

OK

>

idmg R FRoR AT 243k A Bluetooth LE SPP 452X, ] DAHFA TR 1) A R F42 0K .
11. Bluetooth LE % Fifig & 25 5504 o
1r LightBlue % 4% 0xC304 AR 55 HR1E(E K 15 5 test 45 ESP32-C2 Bluetooth LE AR 453, I
B} ESP32-C2 Bluetooth LE R 45550 PAIKE] test .
12. ESP32-C2 Bluetooth LE I} %3t % 12 53 .
7£ ESP32-C2 Bluetooth LE f} 45 i B3 & 1% test, I LightBlue i il AN E] test.

4.4 MQTT AT 774

AT BRI ESP32-C2 i FIafTMOTT AT 44 % fir BRI~ Bl o

A F TCP t4y MOTT k4% (' 2 Axea)3E MOTT K32) (iEA FH#ES))
F TCP ¢ MOTT %35 (% AMeb)i MOTT K32) (& THIES %)

H*
BT TLS 89 MOTT %4 (5% A3 4)3E MOTT 1X32)
AT WSS &9 MOTT i%3%

R SR TR R B IR TR E R Wi-Fi AR .

44.1 JET TCP iy MQTT g (ifi 24BN MQTT {R21) (GG T %tk )
DA 7% 51 5 P P e ESP32-C2 JF ki, Horpi— ety MQTT %A (U MQTT %A fa(n), 53
—Heff MQTT 1% (JUEJ MQTT il & fa ).

ANBIAEE T anfaf BT TCP @) MQTT %4, e HEAE 4 MQTT /LB, {&ik MQTT HH
IP #ihil>f 192.168.3.102, gldk 8883,

T PYPRPPAESP32-C2 MOTT & A7 & I KA 75 BAE ESP32-C2 MQTT %A & st AT HIAT, DA
ESP32-C2 MOTT 3T & I K34 A 5 27 ESP32-C2 MQTT ] B sm AT RIAT o AR 44 B0 e 1
FRINAEMR A, IR A A o i R T [ B i AT

1. &E MQTT H P&
ESP32-C2 MQTT %1
fir g
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AT+MQTTUSERCFG=0, 1, "publisher", "espressif","123456789",0,0,""
p

N . :

’OK

ESP32-C2 MQTT ] 4% :
i

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

Nl B <

’ox

2. 1 MQTT fUHL,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

M .

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

i :
o ET AN MQTT fUHE 44 5 MQTT U IP #ihl v 685 iR a4 AR .
3. 97 MQTT 8.,
ESP32-C2 MQTT iJ %
i

’AT+MQTTSUB=O, "topic", 1

i B«

’OK

4. KA MQTT {8 (45 ).
ESP32-C2 MQTT %1
fir s

’AT+MQTTPUB:O,"topic","test",l,O

Wi K7 -

’OK

BEH:
o 2R ESP32-C2 MQTT %Afi & M AAHE , LA ME B &7E ESP32-C2 MQTT 1] & e -

’+MQTTSUBRECV:O,"topic“,4,test

|

5. XM MQTT #48.

’AT+MQTTCLEAN=O

i B <

’OK

442 JET TCP i) MQTT &4 (% AMEIE MQTT 1RB!) (W& THEdhiki%)

AR R ] i F B ESP32-C2 JF A, b —Hffo MQTT %A (A MQTT AAiE M), 7
—BAEH MQTT 3T g (A MQTT T & M ).
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ARG T WA AT TCP gl MQTT #4% . 1 /eBFE 2AId— 1AM MQTT A3, fikix MQTT HEHHY
IP #ihik>h 192.168.3.102, Hgld A 8883,

WAREEMGERWEEEANKZ, Cald 78K AT B0 MKIEBE 256, W& A
JAAT+MQTTPUBRAW 4,

F%: PYPRPPAESP32-C2 MOTT & A7 & I KA 75 BEAE ESP32-C2 MQTT %Ki & i AT HIAT, DA
ESP32-C2 MOTT 3T & I ki34 A 5 27 ESP32-C2 MQTT ] B sm AT RIAT o AR 44 B0 e 1
FRPHAEMR A, IR A A o i R T [ B i A

1. &E MQTT H P&
ESP32-C2 MQTT %1
fir g

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

M . <

’OK

ESP32-C2 MQTT ] 4% :
i

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

i . <

’OK

2. 4% MQTT U2,
i

’AT+MQTTCONN:O,"192.168.3.102",8883,l

i B <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Vi :
o faE A MQTT 3 44 88 MQTT A3 IP Huhl vl RE 5 ik ar 2t A ] .
3. 1T MQTT F- /1,
ESP32-C2 MQTT 1] |53 :
e

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

4. KA MQTT JH S (7458 ) o
TR AR AR B A AT T R R AN, K 427 777

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept—-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}

ESP32-C2 MQTT %%
s

Espressif Systems 220 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 4. AT #y2 R

AT+MQTTPUBRAW=0, "topic", 427,0,0

N . :

OK

>

i 3R AT CER R EUCB AT RS, BT DU AR, 24 AT i3 i 40 4 R 1k 31
<length> J5, HdatehiTin.

+MQTTPUB: 0K

P :
o AT i > PR , B o A RRIR A AN TR S SO AR TG S, AT E AR 745 % (CR-LF),
* 4N ESP32-C2 MQTT KAGE NI AL, AN EERF &4 ESP32-C2 MQTT 1T & B /i -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/","User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£f5218070413"}}

5. XM MQTT .
i

’AT+MQTTCLEAN:O

i . -

’OK

443 JET TLS i) MQTT %4 (75 %A Hafild MQTT 1LaR)
DA /2% {91 [ st P W B ESP32-C2 FF& AR, Forh—Befisy MQTT %A (H4Fk MQTT KA fata), %
—HE MQTT 5% (FUEH MQTT i1 % fafh ).«

RBIAERT W EET TLS 68 MQTT #4%. piuEmTRZald— 4 MQTT (B, ik MQTT f{HHfY
IP ikl 192.168.3.102, ¥k 8883,

WP PP PLESP32-C2 MQTT % 1 & kA #AE L 3R 2E7E ESP32-C2 MQTT K A& it AT RIAT, DA
ESP32-C2 MQTT ] [ #H H3kAY#ME L7 ZAE ESP32-C2 MQTT ] & s AT BRI ] o U5 B 15 A 4 )
TRUHAETb R, TR AT AT 5 2 R AT

1. P ERXH SNTP R 4%4¢.

e

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M B -

’OK

2. #%if] SNTP B} d],
e

’AT+CIPSNTPTIME?

Wi

Espressif Systems 221 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 4. AT #y2 R

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP 58 W 5E 5 _FaRmn i ih AN ]
o iEHfAR SNTP i [a]— & & B3 AR, ANEEZ 1970 4F K 2 Hi A E] .
o REBTEE N THE TLS A IER A IIE 5 A0 %500 .
3. & MQTT H] gt .
ESP32-C2 MQTT %%
s

’AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

M B -

’OK

ESP32-C2 MQTT 1] %
iy

’AT+MQTTUSERCFG:O,4,"subscriber","espressif","123456789",0,0,""

M B -

’OK

4. L MQTT 3£ P

’Z—\T+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0

M B -

’OK

5. HE#E MQTT LR,

’AT+MQTTCONN=O,"192.168.3.102",8883,1

W R

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

Vi :
o BEI A MQTT Q44 5 MQTT A3 IP ik v 5B 5 _Fidar & H A [ .
6. 7777 MQTT 315,
ESP32-C2 MQTT ] 4% :
i

’AT+MQTTSUB=O, "topic", 1

T

’OK

7. KA MQTT . (F4FH).
ESP32-C2 MQTT %1
s

’AT+MQTTPUB=O,"topic","test",l,O

i . <
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’OK

LK

* 4N ESP32-C2 MQTT KAGE N AAIHE, AN EERF &4 ESP32-C2 MQTT 1] & i d /i -

’+MQTTSUBRECV:O,"topic",4,test

|

8. KM MQTT 4%

oz

’AT+MQTTCLEAN:O

Nl B <

’OK

4.4.4 LT WSS 1) MQTT %:8;

PATR R B[] R B ESP32-C2 T e, Horp—BR{1D8 MQTT %A1 (RAEN MQTT &AiEME), 7

—BAEH MQTT 3T g% (JUFEh MQTT AT & A ).

AN T AR T WSS 61722 MQTT #:4:., MQTT LHH 444 test .mosquitto.org, ¥k 8081

R PYPRPPLESP32-C2 MOTT A7 & IF KA #HAE L 75 %EAE ESP32-C2 MQTT %Al & AT RIAT, DA
ESP32-C2 MOTT T & JF KA L 7527 ESP32-C2 MQTT ] B i AT RIAT o R4 A e il

TRIIEMR oA, WIRR A A i R T 2 iR ah AT o

1. PEEHFIXHI SNTP R %44,

s

’AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com"

W R

’OK

2. 2¥if) SNTP ] .
e

’AT+CIPSNTPTIME?

Mg .«

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LK
o SR SNTP S5 R RE-5 i b H A [a] o

* IR PR SNTP IfJa]—E @ FLSCA R, ANEER 1970 4F K Z B i) .

o BEIIFLR S T2 TLS Y RER R iS40
3. &E MQTT I @

ESP32-C2 MQTT k1 :

S

AT+MQTTUSERCFG=0, 7, "publisher", "espressif","1234567890",0,0,""
p

M . :

’OK

ESP32-C2 MQTT 7 53 :
iy
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’AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,""
N . :
[ox |

4. 1 MQTT L.

’AT+MQTTCONN=O,"test.mosquitto.org",8081,1 ‘

i . <

+MQTTCONNECTED:0, 7, "test .mosquitto.org","8081","/", 1

OK
Vi :
o EHIAM MQTT B4 5 MQTT U3 IP Hudik vl g 5 _Fikfr & iAo
5. 117% MQTT 4.
ESP32-C2 MQTT ] [
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

Wi K7 -

[ox |

6. % MQTT 8. (FFFR).
ESP32-C2 MQTT ki :

’AT+MQTTPUB=O,"topic","test“,l,O ‘
W
[ox |

AR
o A ESP32-C2 MQTT % A& M &G IH ., A NG BERFSTE ESP32-C2 MQTT 7] [R5 i 7 -

’+MQTTSUBRECV:O,"topic“,4,test ‘

7. KM MQTT 442,

iy
’ AT+MQTTCLEAN=0 ‘
Mg |3

[ox |

4.5 MQTT AT &4 i

AR FEAN BB IATE L AT $59 %4 AWS 1oT,

W A AT MQTT AT @y SR PEAIME B, B FAMOTT AT 44 . f7RBLE T Fl i AWS ToT JF
Kdire KA AWS ToT,

TR MDA PR ) ESP-AT 5811 ESP32-C2 5 25 AWS 10T,
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o M AWS IoT 3% B4 5 vA % endpoint

o 1% MOTT AT 442 F &1 iNit £ 42 AWS loT

4.5.1 M AWS IoT 3 BUIE-15EL M2 endpoint

—

BRI AWS 1oT IEH G5, PAMNYZ ToT Core services.,
2. I A AWS ToT FEJE W Bl 2 AWS IoT 5% . FYAIES .
BRI RIS A N IR RN BH S

* device.pem.crt (4£$ET)
* private.pem.key (FAH %4])
» Amazon-root-CA-1.pem (4§ CA jF4)

3. MRHESCRY 5L ELSR PRI A (endpoint) PAK T AR AT e Ik A5 FEA 4 5 21 SR

Ui ARSI “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: IRAVEBUEIAGE AWS 10T JF RN GHHiEH PATT AR A i — LR 2T
* AWS 10T T2 Iy i s A YIRS . SAE]. FIARAET
o A RATEEEIES .
o DI ZMIN (Ohio),

4.52 il MQTT AT @A 3% F A iNIEEEH;: AWS IoT
Bt 15
FTFFAHL ESP-AT TR2, FFHATa0 N HAE:

o ffi[l] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
» ffiffl private.pem.key #fft customized_partitions/raw_data/mqtt_key/mqtt_client.key .,

iERGEsk AT [

%1% ESP-AT Tl H DA AT [F, R PFGER NG ESP32-C2 s, BTEZFE, WS A
%1% ESP-AT 142,

il A AL ESP-AT TARR AL 1S, T EHEMN AT ar BB AT, RS 4o 7 2
# PKIBLE .

[ AT fir 24251 AWS 1oT

1. 58 Wi-Fi £i34 station,

’ AT+CWMODE=1 ‘

Nl <

[ox |
2. JEdE AP,
iy
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’AT+CWJAP:<ssid>,<password>

N . :

’OK

3. &% SNTP Server,

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

M. :

’OK

4. Z¥if] SNTP ] .
i

’AT+CIPSNTPTIME?

i B <

+CIPSNTPTIME:<asctime style time>
OK

LR
o BEIHRAGHY <asctime style time> AAZ5TR B EL IR DX A SEIRF IR, 75 D) 2% B A IE A5 A 500 - 200
R
5. WE MQTT Ji gtk

’AT+MQTTUSERCFG:O,5,"esp32","espressif","1234567890",0,0,""

i B <

’OK

K
« AT+MQTTUSERCFG %5 — 24k 5, BIAUAAIE, AAIH k.

6. EH: AWS IoT.

AT+MQTTCONN=0, "<endpoint>", 8883, 1

M B -

+MQTTCONNECTED: 0, 5, <endpoint>, "8883","", 1
OK

L
o AL <endpoint> Z:%5 T IH S 451 <endpoint> {H .
o JCVETE MG 8883,
7. WTFTHE -

’AT+MQTTSUB:O,"topic/espSZat",l

M B -

’OK

8. RATIHE

Py N
Ay

’AT+MQTTPUB=O, "topic/esp32at","hello aws!",1,0

M B -
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+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

B H

IEFEAZHHEWMT:
1. ESP32 3 0 i

AT+CWMODE=1 "+
OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED
WIFI GOT IP =
oK =
AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com" =
oK =
AT+CIPSNTPTIME? == -
+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 % -
OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =
oK =
AT+MQTTCONN=0,"al08b8vm1g634q-ats.iot.us-east-2.amazonaws.com”,8883,1 =
+MQTTCONNECTED:0,5,"al08b8vm1lg634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =
OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =
oK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! -
oK =
+MQTTSUBRECV:0,"topic/esp32at",45,{
"message": "Hello from AWS loT console” =

o

2. AWS i &

4.6 'Web Server AT 74l

AR A AT web server [, 2 AT LA TH MY -

o RN B
o R RN 3

1R AZ

84T Wi-Fi 21
#H4iT OTA B H48
12 54T Wi-Fi B2 A

7
7

1% A Bz A2 R 4T OTA BRI
ESP32-C2 14 )8 Captive Portal 5 #%
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MQTT client i

Subscriptions

Connected as lotconsole-1642593579651-0 -

topicfesp32at Export Clear Pause

Subscribe to a topic

Publish to a topic

I toplc/esp32at

Publish
Specify a topic and a message to publish with a QoS of 0.

topic/esp32at Publish to toplc

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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278 BN AT BRI 5 AT web server [IITNRE, 1553 Web R 455 AT 44 2 %6,

4.6.1 fEHIFGES LEFT Wi-Fi B
(B
@i web server, FHL PC nf DABEE ESP32-C2 #41) Wi-Fi S5 EL. 80T DA AT ALk ol i 25 4%

| ESP32-C2 ¥ 51y AP, @i W VEARFTITRCM M 0T, F-FF Wi-Fi BB B ik 4y ESP32-C2 iy, AR5
ESP32-C2 SRR G L5 B IS B 18 2 RO th s

Wikt

BATMRAE AT DA AR =2

o B 1% &% 4% ESP32-C2 14 %
o A& R Y3 R A B A K

DGR AT S

MC 7 42 ESP32-C2 4% H 4G, jﬂTlﬁ@ﬂl_Jlx% 44 ESP32-C2 ¥4, ESP32-C2 i LML E
AP + STA Bz, FHBIH—4> WEB [R5 45 M EE , W AT 6y a0

L JEBRZ BIRIECRAE PR RRIECM AR, ATRER AR AR OR B 2 A B C L5 B AT 3-8 WEB fiik
S5 as oIk .

¢ Command

’AT+RESTORE

2. Jit & ESP32-C2 #4454 Station + SoftAP iz,
e Command

’AT+CWMODE:3 ‘

3. iX'E SoftAP [y ssid Fil password (135 B ERIA 4 $E ssid A pos_softap, TCEEH) Wi-Fi) .,
¢ Command

’AT+CWSAP:"pos_softap","",11,0,3 ‘

4. (EREZ .

¢ Command

’AT+CIPMUX:1 ‘

5. Az web server, uflIl: 80, HRIEREWIE]: 25s (BRIASK N 605s),

¢ Command

’AT+WEBSERVER:1, 80,25 ‘

G, B Eiday 453 web server Ji, FTIFRCI e 10 Wi-Fi HERZIIAE, 4 ESP32-C2 i H) AP:

PR e B R PR e 4 142 21 ESP32-C2 48 )5, RIW] ik HTTP 55K, FLEfFe A%

HEsEE: (VEE, WYL ORI & A A REEE A AP, i, anifit j FALZER: 8] ESP32-C2

) AP, MZFHAEWAE R ESP32-C2 A R AR S ) T{XJ Sihie A web server BRA [ TP Hihlt

(M%%uﬁEWﬂCZu%%SﬁMﬂPﬂﬂ 2R\ K 192.168.4.1, A PAE T AT+CIPAP? fiy 425124
HIFY) SoftAP IP #ihl), FTIFECHIATH , H APUEREE i #R Y ssid. password, pisfy “FFURECM” BRI IF
ARECM -
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WLAN @)

FIF WLAN %z

pos_softap
B (R L)

)

& 1: %4 ESP32-C2 AP

® 192.168.4.1 @

waiting config

H Bk

Pl 2: TITFRC K S im
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FH PR DA s G R0 B e SSID g AME A T T HIHE, A5 F ESP32-C2 Rl AP 5135, %#Hn
AP Ff#i A password J5, s “FFURECH” B AT EShEC M :

® 192.168.4.1 O

Wi-Fi FI& 3R

FAST_FWR310_02 a
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

A 3: W R A IREL Wi-Fi AP 51| 3R = K

MRS TR S5 R B R R

BEW) L BCRS, WITCR BBl el ARSI T, TR A ESP32-C2 4y TP Hulik, T
BFTITR L

[ A, FEE DRl E S

+WEBSERVERRSP : 1 // Rk B 3 M

WIFI CONNECTED /] RFE K& #

WIFI GOT IP /] EER G FKBE 1P

+WEBSERVERRSP : 2 /O REMAH KB ER RS EE, Wit TUE KL wEB XK

PUES MR PR SEDIE R V
[, FEHR H iR R e R

+WEBSERVERRSP : 1 // th*%)%‘d]ﬁﬂm KA B LR LS W\ZQ%EEX IP # £ &, MCU_
b i Hﬂ’ N %

LS N E SRV R
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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LI RHERR

BEWI 1 BE W TR S B IR I . A AR ESP32-C2 FRER Y Wi-Fi AP 2 B IEMHE, PAK
AP [ AR E, HHIA D L8 AL AT 65230 B i web server.

4.6.2 ML AT OTA FIfETH,
wifv

WS EFTIF web server [T, T LARESRIE A OTA TR U, 38 3k 90 T FHE5 R FH 43 DX H f ] 2w
B P RYUES " RERIE F (275 SO Lo fT 247 PKI R T fRE Z AR5 5 ) -

Wikt

ITH OTA B & 7 &y
EFEEHFHHHR

AR R
RILOTA #5 R

FIOF OTA ¥ viim i, sSEMITA T “OTA FR” w5, F1HF OTA BLE U5, W AE A 4]
[l A . AT Core i

PEWI 1 Y30 Y AS EHE ESP32-C2 Bibk () AP, o511 OTA JiC B UUTHI (1415 75 ESP32-C2 B IE LA
[l A>Ty, A T AT e 5

eI 20 WO ESRRE CUETE R S EH P R Y AR IR S, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% Kib4iF ESP-AT 1T.42)

WHGRRASS, BB SRR A AR, DA T B A PP [ R AAS o

PP BHTFI sy X AN, mialy “Partition” "NRIHEAAREUIA AT ATH R 23 X -

BeBHRIEE  npE, Rl SRR RN SR, PR R A AR
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL S XPEFRR B E A TR A . B A4 B R B bin, TE ORI
KN partitions_at.csv CHHE XL ota 0K K/N. A RISCHEIEEAIE S, 5%
RY 4o foT 36 ho — A Fr e 4520 X 3

BEW] 20 XFFHE X, W SRR E R A . A RS Bl cbin. TR R
INANELGRIT at_customize.csv SUAFHE XK KN RIESTHFRITEAE S, 5% X 4T A

AR OTA £ i, FEPEARR, FR “THn”:
I, FEES D R 4R 5 6

+WEBSERVERRSP : 3 /) REF B ER ota B 4 H i
#

%
+WEBSERVERRSP : 4 /) REFR G ER ota B 4%
5

AU OTA AR RN, i “TIHRM, HH
[, AEHR H R an e R

Tk
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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+WEBSERVERRSP : 3 /I REFHEER oA B 4%
+WEBSERVERRSP : 5 // REREBKRE ot HH#HE
SEERET, B ERFBEHT oI EH AL

i
KXW, AP TINEEEHFITH OTAL

BEW] 10 XFF ota 73X, FREIMATAT+RST )5 ESP32-C2 DAR A 1T -
BEW] 2: ESP32-C2 2B HBIAY ota [IFNE . (AASKEHICEIR e K EFN A, FriAsair

Hog sy K A A IER

4.6.3 (LIRS DR T Wi-Fi iCM

wifv

T AR /AR B X 2l 3 el /IR PP 4 ESP32-C2 e Bl AP, Il B /MR 5 7 2LE R 1) AP

= {4 4 ESP32-C2 B4, ESP32-C2 Al ed e rs B FEBEBIRE VA0 AP, i A1 15/ IVEL R i 10 45
AR

Wikt

AL RAE AT DAY A LA U2

o B ¥ ESP32-C2 % & %4k
o MBI AL

. B AP k43
- WATEA

Ml ESP32-C2 %58 T ik/IMEF 8 ESP32-C2 4%, ESP32-C2 54475 %M il AP + STA f
X, HAE— WEB RIS AFF 00/ MEIFIER, XTVH AT a4

L B Z BIRECRAE B, EPRATERRIC AR, ATRED AR AR PR B 2 iRy e 1 AT 5:2 WEB fiik
S5 an ok .

e Command

’AT+RESTORE

2. it '® ESP32-C2 #8454 Station + SoftAP 55t
e Command

’AT+CWMODE:3 ‘

3. iXE SoftAP {y ssid Fil password (15 E ERIN 44 ssid A pos_softap, password “}j espressif ) .
¢ Command

’AT+CWSZ—\P:"pos_softap", "espressif",11,3,3 ‘

U WS/ B ssid Ay pos_softap, password “Aj espressif i SoftAP & tigz, EHhfR:
I ESP32-C2 & WIS i IR AR B T E .

1. [EREZTEH

¢ Command

AT+CIPMUX=1

2. fi]# web server, ugll: 80, f KiEHERIE: 40s (BRIAFK N 60s).,
¢ Command
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AT+WEBSERVER=1, 80,40

IR/ DEDY TIPS, SR T TR " 4ERD -

T S iE—ig

B 11 BRIV Y 4ERD
FIIPRAE /IR, HEAE R 51 -

Hbs AP 2 g fE/ MY G, AAERAERI HAR AP, R ECIR B2 S W R O

* FHEAR H AR AP S ASHLES R FALER AR . I Ve P s /N7 T AL LR e
£,

2. FHEAM HAR AP ARAHLUEC M PSR B, i i dRar AP BURHEHIDR “AHLFHLAT 210
HERBILE

PATHCH

FFEZABT bR AP AEABLEEM T-HL X BLATFER AR AU das B, M 4ale i g A2
L ATIFFHL Wi-Fi, R Has:
2 FTIF AR/, WTAR B/ FF TR 248 F 30 2/ 24 i i 4% 19 ssid 2" FAST_FWR310_02",

FERD WSR2 TUAR R C R IERR R B A ssid, RGP CHEDRTEEACIMER”, BB w
[LTE

3. F B AR password J5, i “TTAAECIM
4. FEFI RS, VIR IR -
I, R 0 s AR A5 6L

+WEBSERVERRSP : 1 // Rk B B[

WIFI CONNECTED /] RERIEE#E

WIFI GOT IP /) EER G FKEIE 1P

+WEBSERVERRSP : 2 /) REANBRFREEMARG SR, T NEH WEB KR

5. ECPI AR, DU/ e T S

[ A, FEE Do RRl B ~E S

+WEBSERVERRSP : 1 /) REBHEN, RAERELAREENRKR IP W L, MCUL
SN EREZAEERETWHR, B HEH, WERXK.
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ESP-AT

A SSID

B sinEmnns

P 12: /NP T ) L T

WLAN @)

Bl WLAN 53 :
FAST_FWR310_02 =
Bk E
B 130 PR BB A%
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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FHEABH bR AP AR T-HL - AR IEAERC R B FAUE TR A AP, W PR T Z A ssid, H
T AAHLE AP (1) password , IFARIEHETR LTI FHL AP RIRT (AR FHLSCFER R TIF Wi-Fi 19y 52
MR, ATERHIITIFFHL AP).

il WRTIZIIRE, FHULE AN MAC Huhk A1 TC 2 JR3s M MAC il i 25 £ 22 0w o473
[Al o

\\\\\\\\

Bm A RmERBA SSID

6668886066

Message

AHFHAR

P 19: i A\ AP [y 1Y

\\\\\\\\

BRI H SR B A RO RO i

3. W S5 SRAE /IR 7 T ) S s A R 1 s i s 5 A R AR FL AR AP A2 AL AL
WL —FRE, HZ% £

AL BREHERR

VAW 1 W TR B AR R B IR R . R A ESP32-C2 FH A Wi-Fi AP 2B IEHIITE, AKX
AP A LR, A D & A IERIR) AT 652 3h 5 F web server,
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666888666

Message

AR FHAS

I 20: JHAREREE] AP
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PEWI 20 C R GUTECR SR < EERE AP RN, SRR AN A ) Wi-Fi BRI RE R AT IT, K& ESP32-C2
FiBe) Wi-Fi AP @R IERITE . PAK AP [ ssid. password ;2 4% E it PRUEATIC B

BEWI 30 M IR CRGARAE Wi-Fi BCE . RS T LI%E R ESP32-C2 ik AP, i
i\ ESP32-C2 ##idefy) ssid, password B\ 24 I8 RS IR HATHL & .

4.6.4 fEHPALS/ DREFE T OTA [aIEFH2%

TS /NP SR 2R 5 ) ESP32-C2 & s B4 T+, 16 5% bikie & ESP32-C2 1% & A4k W H AR IR

SEA ESP32-C2 BEH At e (AR E SAETL MBS 5E L s, NHELERE ). ENEE)E, B&HIT OTA
T AR S (6 I S 20T OTA [ FHR M, ESH 188 x) b, 2247 OTA B+,

4.6.5 ESP32-C2 {§i}Jl] Captive Portal Jjfi
i
Captive Portal, J2—ff “BRFPAIEFETL” $AR, 244 H 5 Captive Portal 1] station 1% 45122224k Captive

Portal filg 55 1) AP 5}, it station 1545 1 I WS A5 Bk B 41 € 19 W 5T . BEZ X T Captive Portal [ 71
2, &% Captive Portal Wiki,

i BTSN AT web IR B % Thfg, AL . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support /5
ZIEE, REHFEIR (E5% A% iF ESP-AT T42). MAb, BHZIIEE, RSB0 S/ MET
BEATHCM B OTA [l {4 FR2 i A T i kfrtz , e SCAUZE 8 TN BE 28 7 15) AT web B f5 FHZZI AE «

Wikt

J& i Captive Portal DIEE)5, 1555 kB M % &% 4% ESP32-C2 % % 1 BAR AR 5E i ESP32-C2 Ry Bt
B, IRE1ER: ESP32-C2 W%E/J AP:

WLAN " @

B] F WLAN %13

pos_softap —

71
EiER (FER/AILL) .

& 21: #4:F]IT Captive Portal TEER) AP

4n_LEl, station ¥ £ 1E4FTIT Captive Portal ZIfER) ESP32-C2 i %51 AP 5, $&7n “TEFANIL”, R5
FEEZIITIFNYE AT, FHBEREE] AT web Y L5 . 5 AGE A SIBEES , THIRYS station B AP, mialy “IA

UE” B Y “pos_softap” A4 FK, T-ahfil’% Captive Portal H BT itk , YEAZE] AT web
1) F T
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T WL R

BElH 12 SE(EACH (station 545, AP i%4%) #Bs¢¥F Captive Portal DJREA REARUE LN REIEH M, HIL, #
B TESE BSP32-C2 %451 AP JGR4/R “TFERANE”, If HIA A shit AE] AT web 1 51, 7T HE
& station WA A SCHFZINAE, ML, ESHE FiRE R R Y R R BN 28 A IR TSI AT web
FES ST

4.7 HTTP AT 735

AR TR ESP32-C2 ¥ FisATHTTP AT 4 % % fir QW THEAR R 11 o

o HTTP & P 5% HEAD # £ 7 i%

e HTTP % 3% GET it K 7 i%

o HTTP £ F 3% POST % K7 i% (A T POST 'V & % 3F)
o HTTP % 7 3% POST i £ 7% (e #AH X))

o HTTP % f 3% PUT & K7 % (&R F RAIEH )

o HTTP % F 3% PUT #F £ 7% (3#HFX)

o HTTP & f 3% DELETE & £ 7 i%

B ] ESP-AT (U5 HTTP & im i DI fE -

471 HTTP % i HEAD oK Jj i

%75l PA http://httpbin.org /5 HTTP R 454§ .
L YRS .

i
’ AT+RESTORE ‘
Mg |3«
ox |
2. & E Wi-Fi #2} station,
fi

’AT+CWMODE=1
i B -
[ox |

3. EEREH A

’AT+CWJAP:"eSpreSSif","1234567890" ‘
i B«

WIFI CONNECTED
WIFI GOT IP

OK

LUK
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o AR SSID FIE I AT gl i ar & BRTE] . 35 6 AR % fr 45 ) SSID FIEfH
4. %i%E—/~HTTP HEAD K. % opt 2 1 (HEAD 5¥%:), url f http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=1, 0, "http://httpbin.org/get",,, 1

i .«

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access-Control-Allow-Credentials: true

OK

PEHA:
o BRI HTTP Sk 5 ] E-5_ Bk b A= o

4.7.2 HTTP % fiui GET 2K Jj ik

AB AT A IPG A& A SC 6. B R854 R hitps://www.espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

L WRE W BE.

’AT+RESTORE ‘

Nl . -

[ox |
2. P Wi-Fi i34 station,

’AT+CWMODE:1

Mg i -

[ox |

3. JEHB A

’AT+CWJAP:"espressif","1234567890" ‘

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK

W
o LAY SSID FIEFHY A BEER iR Ar S AN o 1 8 AR % B 5 17) SSID F%HS
4. B3k — HTTP GET K. % H opt N 2 (GET /¥:), url A https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

iy
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AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform.jpg",,,2

Nl . <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>

<0x0c>HLino<0x02><0x10><break>

<break>

mntrRGB XYZ <0x07><0xce><break>

<0x02><break>

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>

"<Oxaa>*p<0x7f>2", h<0x12>N<0xa5><0xle><0xd2>bp<lxea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xchb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
<0xe7><0xc2>Vv<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd4d>y<Oxae><0xca><0xed><0Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0xlb><0xc3>
——=<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9I><0xad><0xab6><0xff><break>
aU<0xdf><0x£f3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0Oxda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>]<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xcd4><0xfl1>
—<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t0?2<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xaB8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>3<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6"<0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xal>
—<0xc4d>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.7.3 HTTP %y POST iR Jjik (& T POST b i)

%I DA http://httpbin.org /F8 HTTP AR 4#%, $d38%k application/json.,
LR T .

iy

’AT+RESTORE

i . -

’OK

2. P Wi-Fi #i34 station,
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’AT+CWMODE=1

N . :

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

R
o &t A1) SSID FI A% AT BERR ik iy & BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt H 3 (POST ) ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type 5 1
(HTTP_TRANSPORT_OVER_TCP),
i

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\
:_>"}}"

Nl . <

+HTTPCLIENT:282, {
"args": {},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {1},
"form": {},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}I

"Json": {
"form": |
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

o QORI 5 R AT RS i P AN

4.7.4 HTTP % ;355 POST iRk ik (et i k)

WA POST M8l AT 2, TR TR & AT F8SMK EEBIMH 256, DN @ A nT DAfil
JHAT+HTTPCPOST i,

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

Espressif Systems 254 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


http://httpbin.org
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 4. AT #y2 R

L PR .

s

’AT+RESTORE

Nl . <

’OK

2. B Wi-Fi f55} station.

’AT+CWMODE=1

N . :

’OK

3. JEHEK A

’AT+CWJAP="espressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

L
o %A SSID A AT fgER_EiRar R BN o i R0 2K B AR SSID R
4. Post f§ & K JE B . %Ay & E HTITP L F B8 &~ 2, 4 4|2 connection 5
BEfll content-type F B, connection FE{H N keep-alive, connection FEX{H N
application/json,

fEis /R AE 2 post f) JSON Hiadn s, KN 427 745,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}

fir s

AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Mg K -

OK

>

ERma RN AT B HE R G AT R, BT DA A ETHHR B 427 T RIGEEE, 2 AT
FAEN IR KRS <length> Ja, BARfHmITIS.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4b£f5218070413\"}}

— ()
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"files": {},
"form": {1},
"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf558
}I
"Json": {
"headers": {

+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8, zh
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4b
}
}I
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"

SEND OK

42bd58b32"

;9=0.7",

"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

£5218070413"

B
© AT Hfith > I, HTTP body R F 75 4% L5
(CR-LF),

4.7.5 HTTP %y PUT iR Jjik GEM T ICBckifsie)

e S0, AT EDUFT T4 R

/R BilA http://httpbin.org {2 HTTP i 5% . PUT 35K SO A2 75 Ep 240 K.

LR BEE.

’AT+RESTORE

i B -

[ox

2. B Wi-Fi f25} station.

’AT+CWMODE=1

i B <

[ox

3. EEREH A

’AT+CWJAP="espressif","1234567890"
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Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

AR
o AR SSID I AT el i ar & P iR [R] . 6 A E% Bh #5% SSID FIBEHH
4. ki%—4 HTTP PUT iRk, %% opt 2 4 (PUT i), url b http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).,
e

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M .

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 0ot=1-61503d41-1dd8cbe0056190£f721ab1912"
}I

"Json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=£foo"
}
OK
BEH:

o BHRBEIRZE R AT -5 ik me B B AN ] o

4.7.6 HTTP % PUT WK Jjik (HEt2 i)

Z/n B LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YRS .

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f25} station.

’AT+CWMODE=1

Mg |3«
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’OK

3. JERS AR

iy

’AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

i :
o %A SSID A1 AT fER Bk P AN IE] o i R0 2K B AR SSID FEE i .
4. PUT #5 & K . &y S E HITP L F B &Eh 2, 454l 2 connection 5
EZ fll content-type FE%, connection FE{H N keep-alive, connection FEX{H N
application/json,

fEB AR AR 2 put ) JSON Kl s, KN 427 775

{"headers": {"Accept": "application/json","Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

T

OK

>

Ema RN AT B HER U AT R, BT AR A B TR B RY 427 T RIGEEE, 2 AT
FNE B REIAE] <length> 5, HdltehiTin.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace—-Id\": \"Root=1-6150581e-1ad4bd5254b4b£f5218070413\"}}",

"files": {1},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
}

" ] son": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
(R oiaksn)
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(8L 7))
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"
}
by
"origin": "52.246.135
+HTTPCPUT: 43, .57",
"url": "http://httpbin.org/put"
}
SEND OK
K
°?T%%>$ﬁﬁ,HHPm@*%%%?ﬁK%E%X?ﬁﬁﬁ%X7&K%%M%ﬁ%
CR-LF),

4.7.7 HTTP % s34 DELETE %K )i ik
%R BIPA http://httpbin.org /E3% HTTP JR45%%. DELETE 75 TG IR %525 9 %¢ 5. DELETE i3k
SEIMCH R 554 -

LIRS .

’AT+RESTORE

M K -

’OK

2. B Wi-Fi f525} station.

’AT+CWMODE=1

M B -

’OK

3. EREH .

’AT+CWJAP="espressif","1234567890"

W

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o A SSID FIE I ] iR ik ar & P R TE] . 356 AR % B 45 SSID FI%EfH
4. % 3%—> HTTP DELETE 3K . #% & opt to 5 (DELETE J5%:), url F http://httpbin.org/
delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP),
i
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AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,, 1

N . :
+HTTPCLIENT:282, {
"args": {},
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form—-urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "Root=1-61504289-468a41

+HTTPCLIENT:114,737b0d251672acec9d"
b

"Json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BHREEIRZE R n] e -5 _Eadmi B B A ] o

4.8 Sleep AT 753451

AT N A 25 B AT/ ESP32-C2 2515 fiy BRI AT iy &35 B MR

o
o & Wi-Fi #2 X, Fi% & A Modem-sleep 12 X,

o & Wi-Fi #2 X Fi& E A Light-sleep 12 X,
o & # # Deep-sleep 12X,

4.8.1 T4

ESP32-C2 RZIRJUSCHE i a PAE BEROR, AT DAEA [ i) AL RS 2 (B U046 . 247, ESP-AT SZHFLATR Y
FHOFER (2 RIRIEA G 25 SRS 5 ) -

1. Active BIF: S HIALT TARRAS . R Al AR ST E S .

2. Modem-sleep #iz(: CPU wiaf7, HJhnlgfcE . Wi-Fi Jay. B 4 Jy FEm o< 1] .

3. Light-sleep #i: CPU #{%izf7. RTC fFif#MAIMELA K ULP A BESIEFT . (R fafefii 4
(MAC. F#L. RTC Emtgsok sERHIET) # Sl A

4. Deep-sleep Bzl : CPU FIRH 3 oMEER &, A RTC {85 Al RTC AMEALF TARIRES .

BOATEOL T, ESP32-C2 AL RGE (G HEA Active B, 2 CPU ANHE—E TAERS, HIANSERFIMR
{H SRS, ARG AT DAE AARIIFER

ESP32-C2 [ Zh#E, #6Z% ESP32-C2 RIE T FARMAME .

e
o B0 BIHEIRTE Wi-Fi SIS A58 R % ESP32-C2 % BN BRI .
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o JEE Wi-Fi BN, HfF station B % #F Modem—sleep #ixHl Light-sleep B,

Uk W RPS

Syt G AR R T B SR T, A SO A R AR AL A T
WERA 2% TR, (FEE, EPITRBRARE T ESP32-C2 , SNHITHIHEHE.)

Digit Multimeter

40501105 | =

ESP8&84-DevKith-1

& 22: ESP32-C2 fifif4-iE 4%

4.8.2 1r Wi-Fi B P %8~ Modem-sleep Fiz,

1. ¥ Wi-Fi 4 station f£xL,
e

AT+CWMODE=1

M .

OK

2. KA.

AT+CWJAP="espressif","1234567890"

M .

Espressif Systems 261 Release v2.3.0.0-esp32¢3-533-gc0391fd 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 4. AT #y2 R

WIFI CONNECTED
WIFI GOT IP

OK

BiHA :
o Bk AKY SSID A I A BERR 3R v AN Ta] o 5 SR % H #5170 SSID FI4% A
3. WEAKIREACH Modem-sleep #2.
iy

’AT+SLEEP=1

M B -

’OK

/i
 RF R4 AP (1) DTIM EI ¢ (#higs— %% E DTIM A 1),

4.8.3 1t Wi-Fi BiX, F % ¥ & Light-sleep iz

1. % Wi-Fi 2 station B,
s

’AT+CWMODE=1

N . :

[ox

2. FEHE A BT 3.
o

’AT+CWJAP="espressif","1234567890",,,,3

T

WIFI CONNECTED
WIFI GOT IP

OK

B
{6 AT SSID ST ASHL L e B AR . 3 500 B4 o 23y SSID AR
3. BEFLARIRHIS Y Light-sleep Bisk .

’AT+SLEEP:2

Wi K7 -

’OK

e
« CPU ¥& HBhKIR, RF NS HRIEAT+CWIAP 15 1 W T 8] B 2 39 55 1A
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4.8.4 ¥tk Deep-sleep X

1. PEERHRELR ) Deep-sleep fiizt. #5&E deep-sleep Hif[iH] 4y 3600000 ms.
iR

’ AT+GSLP=3600000

i . <

’OK

K
© BOEMSEENG, Boar E SR, T ORERERMLERE SRS Y AT .
* X§F Deep-sleep #i, ME— MLy 142 5 L -
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Il g ERIDE 2 3 O AT TR

51 AHugvk ESP-AT T#%

ARSI 21 T A A s 4% ESP-AT TA%, FFH52E B [ (- be s 3] ESP32-C2 e o 2M43BIARY B 7
K AT B TOIRI R R ORI, SRR A LAT st v iy AL K 45, IR 25055 24 ESP-AT ik,

WSRA S5 ESP-AT TAEA NAE, s 2B s U ERe /b, e i bo T & GitHub R 70 _E %%
ESP-AT 1 4%,

511 PEANBER

TR S RN IR, SE ESP-AT TAREM il . FAEEZeas . BlE . iAok, HERE I Sk £
Linux &5 % .

% —% 1 ESP-IDF Brig AT
% =% FRIESP-AT
ER A S £
Foad: EHERE

o BLHE I42
Foxd miF LAz
HXW REIRE
build.py Bt ik

i
p
S

51.2 45— ESP-IDF $RiEAl]

TE4i1% ESP-AT TR i, 555> (i i} ESP-IDF, [} ESP-AT 23T ESP-IDF JF 4 1) .

T MR ESP-IDF v5.0 B A 1] S0RY 99853, 5EM hello_world TARMIECE . SiikDAN T o & 5
ESP32-C2 JF AR AF A PR

ik WAL, (HUREGRP)E, SRS St IR, PARAZE ESP-IDF J-#f (R I 7
FIA T 5K

SE_E—21 ESP-IDF YU A1), 0] AJTAG TR ESP-AT TR S
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5.1.3 &5 2b: 3RHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
T ESP32-C2 ZAIHRAH , HEFEDAEHE RALRiz4T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

514 2 AL

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LR BT, 170 ESP32-C2 B bdf LA T e Bk il .

e YE¥ Platform name, 40 ESP32-C2 £7%)ik 514 PLATFORM_ESP32C2, Platform name
Hi factory_param_data.csv & X .

o % Module name, 11 ESP8684-MINI-1 4MB f5i4H %4 ESP32C2-4MB, Module name [ fac-
tory_param_data.csv & X,

* JHHEEE silence mode, Jo JHIPRAMNER—L8 HAEFF B FEFR RN — MG 00 TG4 .

* {5 build/module_info.json XMAFTE, LR =AECERTEASHI. FHit, WREHE
BB EALAAE R, WM IZ S

5.5 DUk Rk

fii JH USB 414511 ESP32-C2 #1443 PC I, PURNEREMFs it HAE, W5 1E W tEds. W2, W
REHE IRt AR AR 3% AT ey AR AT WL, WIRTREEN, “AT MR E8%. T HEBRERIA
i VG Bl % 4o TR B AT 58 0 5 i
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5.1.6 S5hib: ACE TR

2f7UiH T.H menuconfig A HE .
 Linux B{ macOS

’./build.py menuconfig ‘

* Windows

’python build.py menuconfig

R PA_EFTAT A BRERIERR , DU 2 L T T Y SR B -

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
security features --->
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

1 TR -
MR IO KIEIL T80, AVICSAT G, RS TSI ARSI, A4t
i HRBRA B TR
507 AL Givk TR

BITPA N A2 gmit LAE .
e Linux B{ macOS

’./build.py build

¢ Windows

’python build.py build

WEAREH TR IR, BERS SRKRIE. AR E AL ota 7} KK/
¥ RTE build/ factory BAR N AEMIT QIR EIF. EZEEHS LESP-AT B 25

518 S5bib: RekSles

IBATPAT a2 Re A2 U [ R4 5k 51 ESP32-C2 55 b
* Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows
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python build.py -p (PORT) flash

HEETE H ESP32-C2 W& R H AR e (PORT) » BUE % IAH/RE B E (b3 flash . 398 T5 %
HEREF (PORT)

% ESP-AT bin ANgE/E 3, F HFT B “ota data partition invalid” , %1547 python build.py
erase_flash REMRIEEA flash, IRIFHHTHE AT [,

5.1.9 build.py ¥ Mk

build.py BAZET idf.py HHEW T H (B idf.py <cmd> IEEWME A TE build.py <cmd> H) |
AT LETTA R e BB 2 k.
e Linux B{ macOS

’ ./build.py —--help

¢ Windows

’ python build.py —-help

52 Mgk ESP-AT T.#

SRR T Tﬁﬂﬁiﬁﬁ@ﬁéﬁi% ESP-AT TAHE. MERIAME 7 & A4 a9 B JovE 7oK, anfsss
BLFF 5 WebSocket 7y 7% - K PAImDNS 53 7t AP AR5 Bidii ESP-AT TA2 . IH W AR A IS B0 %5
ESP-AT T 4%, {HANSREAME @I H A WXE, WIS ARSCRY, @it 415 ESP-AT T%.

TR PIGUGRRNG AT BSIPE, G SRR A CIty™ i EL AT RS S e -
WPRATLE PRSI R B 8RRz, T a2 n] e A .

521 TEANBER

TR N TGP BR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K ik .

%— BRI GitHub K5
% =% Fork ESP-AT T3
% =% R GitHub Actions 7 5%

Fv9d: B E 4hiF ESP-AT TAEFfE 69 % éﬂ
AW ARA github.dev % % 3545 B Ao 1 XA
%<1 GitHub Actions %35 AT B

522 45— BN GitHub IS

FEIFURZ W, 550 Bor Y GitHub K5, [RS8 (75 28 SRR

523 45 % Fork ESP-AT T.f¢

Vil ESP-AT @0, midi i A B Fork,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork

Espressif Systems 269 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 5. a4 AT & H T AT T4%

i create fork EHIGER A CH GitHub k2T . BRIAM Fork {3 Il master 4} 37, QNS AREEHIEL
FHEEW D BN, WHEGE 2% Copy the master branch only.

¢z Edit Pins « @ atc 0 % Fork 334 W Stared 596 -

107 i1 Pullreq ) C Actions [ Proj

Create a new fork

Owner Repository name

° ustcew~ /[

By default, forks are named the same as their ; ca mize the name to distir
further.

Description (opt

AT application for ES 5P- C3 ESP-IDF &

Copy the ster branch only

Create fork

¥ 3: 41 78 Fork

524 =2 JF5 GitHub Actions Jjfig

MO FE R Actions 3 A GitHub Actions T [ »

Hidi I understand my workflows, go ahead and enable them j5/f] GitHub Actions.

V)Y

J& ] GitHub Actions 52 Ji% .

5.2.5 SPUsb: EEE4nE ESP-AT TR HEN Y]

ﬁn;ﬁﬁ?ﬁ Espressif OTA server {4 7 F1 OTA token, I HFF%Mli JAT+CIUPDATE 4 F14% AT &4, TR
éﬁ%mﬁlﬂﬁbﬂ% &, LDL..»mﬂﬂ CONFIG AT OTA_SUPPORT (FH XWZIEEE, HSH% A
AR github.dev % 5% A5 P Ao KAL) B E Bkt AR B

J ﬂiﬁ‘ﬁ??ﬁ’] Settings ¥EABE .
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

% ustccw/esp-at P

forked from espressiflesp-at

<> Code [ Pullrequests

ACti ons New workflow
I All workflows

Build ESP-AT Project
Reusable esp32-at workflow...
Reusable esp32c2-at workfl...

Reusable esp32c3-at workfl...

Management

E; Caches

% ustccw /

forked from espressifiesp-at

<> Code [ Pullrequests

¥ master ~

H A AT TAE

<z Pin G>Watch 0 ~ vy Star 0

() Actions [ Projects [ wiki (© Security |~ Insights @ Settings

All workflows

0 workflow runs

)0

There are no workflow runs yet.

A 6: J3 i GitHub Actions 52 i,

<z Pin & Watch 0 - ¥ Star 0

() Actions [ Projects [0 Wiki 7 Security |~ Insights | Settings

Go to file Add file ~ <> Code~  About ]

AT application for ESP32 ESP-IDF

This branch is up to date with espressiflesp-atmaster. il Contribute _» Sync fork & ESP32C3 ESP-IDF & ESP8266

@ xcguang Merge branch ‘bugfix/relink_cause_to_crash’ int

B .oithub/workflows
components
docs
examples
main
module_config

tools

Espressif Systems

ESP8266_RTOS_SDK
m

s
w
O

L1

Releases

> 24 tags

B 7: pii Settings
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Hiidi Settings -> Secrets and variables ->Actions #EA Action it & T .

“ode [ Pull requests Actions [ Prc M wiki © ity |~ 5 Settings

General General

Repository name

esp-at Rename

Template repository

Require contributors to sign off on web-based commits

Social Preview

Environments
| Codespaces Upload an image to customize your reposi

Pages Image Id be at least 640

Dep

ecrets and variables

& 8: 3 A Actions [it & L

Eiii New repository secret 3 AZEEHA] 72 T .

i A Name FI Secrets, i Add secret fE—NHIEEH. HALRZELHENZ OTA token.
T B T BRI A AR AN

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN

g%f%ﬁ%%ﬁéﬂi% AT [T, WERE LEAPR, FRISIAFEESH, g S8 a0 8 e s
TUATAN R
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

Pl 9: Bl BH DU IH
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> Code [ Pull requests Acions [ Pr O wiki ) sights | Settings

Actions =ts / New secret

Name *

AT_OTA_TOKEN_WR

Add secret

10: @ %5

Repository secrets

8 AT_OTA_TOKEN_ESP
AT_OTA_TOKEN_E
AT_OTA_TOKEN_ESP32_P

88 GitHub apps AT_OTA_TOKEN_ESP32_SOLO_1

B9 Email notifi

AT_OTA_TOKEN_WROOM32

AT_OTA_TOKEN_WRO

2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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52.6 H5hzb: {EH github.dev Zhife 35 fEONIRE 22 NS

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $TJF github.dev &k} 2%

[ B G RET, PERREHE MU 0 SE AR

/esp-a

<> Code I Pull requests (® Actions [ Projects [0 wiki @) Security |~ Insights

| ¥ master ~ Go to file Add file ~ <> Code ~ About

Switch branchesltags X Al n for ESP32 ESP-IDF
. oy i 2 >3 ESP-IDF & ESP8266
TOS SDK

se_to_crash' int

Releases

> 24 tags

Packages

Al 12: e ¢

AL LA ., (U github.dev g8 aR T2 KA .

5.2 GEEW 5 3%

TEGARARIGTE, PR XA FR, FE FhE T, B0 B i 45 Sl A8 3 S 44 95
RIGHE QB2 X,

B Switch to Branch, )27,

o ST
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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sp-at/tree/master

product/v1.0.0

ESP-AT [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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c O

EXPLORER

& github.dev/u

ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.ymil
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

lesp-at/tree/product/v1.0.0

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

\T_ENABLE=y
EB 2] \ BASE_ON_UART=y

MQTT_COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=y
COMMAND SUPPOR
OMMAND SUPP
S TASK STA
OTA SERVER _IP=

Changes

r-Levelling
G_WL SECTOR SIZE 512=y

& 17: ¥ WebSocket iy 432 ¢, #5H mDNS ZjgE (fHdHcR)

TEEEIH, Ry R A EIE . B E SO S + BB

C { & githubdev/us

NTROL

SOURCE CONTROL

CONFIG AT ENABLE=y
Commit & Push co BASE ON UART=y

MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPOR

IS COMMAND SUPPOR

Changes

[ sdkeconfig.default:

Pl 18 B (rihTseR)

BAPEATINE,, MR sl Comnit & Push %2,

5.2.7 57520 GitHub Actions 4t AT &4

EFARB R ), 2 A% GitHub Actions 471431 ESP-AT [&E{4:. 1525 4o T A GitHub F £, 3% 37
e AT BV SCRY, FEEIrR B AT B¢ (R SO AP B2 T H Ik T esp-at
CEEFATHY, A2 https://github.com/espressif/esp-at 4 ) .
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CONFIG_AT_ENABLE=y
AT BASE ON UART=y
AT_MQTT_COMMAND_SUPPORT=

A il
CONFIG ESP AT FW

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

5.3 Il e AT % 145D

AR A T I I ESP32-C2 F 5 [ PR IIAT port FE. BRIATEUL T, ESP-AT i1 UART 4
FfEH AT ST — AN TR % (URFR AR ), B AT Rk AT frdRskmip, (DA F
BRI ).

A ESP32-C2 A AT B TR, B7i%:

o # % ESP-AT 152,

* 7F menuconfig fif & T..H.BY factory_param_data.csv FEH& & ot i 47
o HIFLAE,

o A5F78Y bin IR FHIEE .

AR E R IME S I, S BRI TR E PRI E

il SR EE R AT 98 0555 (f1] AT SPLE T, AT through SPI Hl {#f JI] AT £ 1

53.1 ESP32-C2 %I

ESP32-C2 AT [E {414 H & b 1 A6y & 0 145 BT DAE 2 SCh B, 162100 (ESP32-C2 Fi RS % F
WY A5 T A T

{80 H 80 1A

BOATEULTY, REEF{ILr ESP32-C2 AT [EI (1l LA UARTO % Bl it H &

 TX: GPIO20
*« RX: GPIO19

e 4 15 ESP-AT TTAEY, W[l menuconfig it & T HKF HE BN He ) -

e ./build.py menuconfig > Component config > Common ESP-related —> UART for
console output

e ./build.py menuconfig —> Component config —> Common ESP-related —> UART TX
on GPIO#
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e ./build.py menuconfig —> Component config —> Common ESP-related —> UART RX
on GPIO#

e iy 4 i 11 55 D

BOATEOL T, UARTL T %0k AT i MR AT Wk, HASHH & SCAE factory_param_data.csv A% H Y

uart_port, uart_tx_pln uart_rx_pln uart_cts_pln ﬂ] uart_rts_pln ﬁU o
0] DA BEAE factory_param_data.csv & H A5 P 11457 B -

o FTITEAHIY factory_param_data.csv,

o WRENBIHPTERTT
o MR EREE uart_port (WIRAE AT HE O REHE AT 440, WFFEE M, A
IERE R uart_tx_pin fll uart_rx_pin il AT H#& RS H—FE) .
o MIEF LW E vart_tx_pin Mluart_rx_pin (EFERIERFEEBAER, Rk
M, W3 AT HEOWER) .

o BATEEMATERIEYIRE, WK uart_cts_pin Mluart_rts_pin WEN -1,
o DA

54 HmMAZENX AT 4

ASCEPEAN A2 T AATAE ESP-AT TRERF A P E X AT 6y %, PAAT+TEST fiy S A B E/R G2 9K
RIS .

HE AN, i RFNmES 2/ DEEN IR LR,
o &L AT 44
o I AT 454~
XN G S B A T S N
o ZIX—TFE
Hp 2 B8 T X R 2= 4, W5 (RprreN
R E) Y 8
FTOLETEA ¥
B wké,}é\f‘i*i
PR o S0 AT
N AT 4453 0 5k B N 0 504

AT fr GRS ATTIR, DA FESCiE BN, BRI B SO AT a4 1 Bk

541 X AT w4
TERE L AT Ay 21, WEHE AT fir B L AR IZEAL.
fir A 4 AL

. ORIV + AR
P AT (2, a2 T 09 BHE T (L % s /s ), HIHRAT § 40
B4 AT GARETUANHER: Wik s, HHGS. REGLSMITHS, BLEESRAT 44

e, SRR RAM S . B AT+TEST SRR IPIAZER, il & SCE 2R R A .
it s 2
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uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

}
A
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

WEAL:
uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;

uint8_t num_index = 0;
uint8_t buffer[64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_

—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

PAT 2
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
(R oUgkzh)
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(£ L£50)

uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

)5, WMesp_at_cmd_struct RiE L AT iy BIGHA SRR, TR BT E LT 4FRHN
+TEST " (FWT O AT) HFSRITA ARG

static esp_at_cmd_struct at_custom_cmd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

WA E SRR, KFHAE ) NULL,

542 AT o4

M APl esp_at_custom_cmd_array_regist () FFEM AT 52, PA R EHN AT+TEST WA FIL
5o

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

P40 BN esp_at_custom_cmd_array_regist LA app_main () Hf¥ at_custom_init (),

543 ZEA— P

WMRRC 5N T AR IE, #4% ESP-AT TR bk, %A Bl fE ik s FIEFB1T.
Zliaf— T IE!

Nl /& AT+TEST izt 7150 .

MR a4

AT+TEST="?

W

AT+TEST="?
this cmd is test cmd: +TEST

OK

A4

AT+TEST?

W i <

AT+TEST?
this cmd is query cmd: +TEST

OK
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BeEm A

AT+TEST=1, "espressif"

Wi 3% ¢

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif

W i <

AT+TEST
this cmd is execute cmd: +TEST

OK

544 5 SR B

ESP-AT B &FFesp_at_result_code_string index E X T —Ek B, HEZIR A EIES WLAT
4%:@0

% 7 38 1 return BRIV B, tWAJE ] APl esp_at_response_result () Rk PaT4sEHE . v
FEATE  [EHE ] API flESP_AT RESULT_CODE_SEND_OK ESP_AT RESULT CODE_SEND_FAIL,

BN, 4 H AT+TEST WPATa 2 MRS #58 MCU %8R nt, fesp_at_response_result ()
HeaR E] Kk g, M return BEEORIR Edp S A TEE R, RO ATT.

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/) AR AR MCU KEBRIEN A E X BE

send_data_to_server();

// ¥ [E SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

IBAT A B IR B .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK
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545 R ESE

ESP-AT 42t LAF P4~ APL 3R Hin & 24

e esp_at_get_para_as_digit () WIRBFESE.
* esp_at_get_para_as_str() ﬂ%ﬁl??ﬁ%%éﬁo

IR RARAT G 4.
54.6 AW eSH

AT AU E R L i S RO RS AL
IR SRR LR = ¢

o HwkiR B — i Ak
A e S 8

B 8RS AT+TEST iy 9y <param_2> Ml <param_3> ZHWENESH, HH <param_2> Jhk
TEH, <param_3> HFFFHSHL.

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

SRS .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 0;
int32_t para_int_2 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",_
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/)T Bl R

/) FREEEXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_
—2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

Q3]
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} else {
/B R A
VAR5 B
/) FREEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
7 B-F-S« X
memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_3);

esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/7 7 BR A
ZE LT EXE S
/) FmEEXERE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

A B

R AT+TEST fip 1 <param_3> ZECHFRHRSE, HANEE—SE, EHRGERENTTERSE.
AT+TEST=<param_1>, <param_2>[, <param_3>]
AT DR R W

¢ AT+TEST=<param_1>,<param_2>

e AT+TEST=<param_1>,<param_2>,
SEEARRL AT .
uint8_t at_setup_cmd_test (uint8_t para_num)
{

QNE3)
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(8L 7))
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/)RR
/)Tl EXEAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 Bl R
/BB ZNEK
/)Tl EXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
}
return ESP_AT_RESULT_CODE_OK;
i
/I AR ARFRRSEC) ", WZSEBIRA A b .
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54.7 PMIEMAIIT

A EAR P ZEHEA AT, SR — D PUTEER, RIERGE T XA EERTRES IR U [F] 1 {E .
—oRUL, X RO THFES HEARSF AR TR .

WM ] semaphore [,

NIRRT

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 Bl R

// R A A ) B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 ME A AW RAT

/& “f%//\#urm%%

// BH¥HES% T H xSemaphoreGive 3k ¥ JX semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

5.4.8 M\ AT iy 2 00U A I Bl

ESP-AT SZHFM AT g3 75 05 AR R, e LA R #54> APLL

* esp_at_port_enter_specific () WERIVIREL, AT iy IR M ARERG, R Z%
e
* esp_at_port_exit_specific () M esp_at_port_enter_specific BEHEIHEEL.

AR ) J5 T 2 MRS R A e A BT AT

TR KL A Bt
R 2 MM <param_1> F5E THIKE, WITFHIR.

AT+TEST=<param_1>

PATR /R BB AU AN AT v FERBUK B2 <param_1> [ A X .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

QS
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(8L 7))
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer[64] = {0};
if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) {
return ESP_AT_RESULT_CODE_ERROR;
3
buf = (uint8_t *)malloc (specified_len);
if (buf == NULL) {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/) B R

// b A AL Al B semaphores

if ('at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) BB RNBERT S T

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AR LS R &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len —_
—received_len);

if (specified_len == received_len) {
esp_at_port_exit_specific();

/) RBRE A MNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/7 Bl R
SO WmERRABRERE >0, WEFRARERKREATHENEREKEKE
/7 VB E X de AT AL HE Ik MR & B3R
/7 A RR B AT O R AR KR
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}

/7w B R

VA R &

memset (buffer, 0, 64);

snprintf ((char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, specified_len);

break;

free (buf) ;

(FOAkED)
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return ESP_AT_RESULT_CODE_OK;

L, QR E AT+TEST=5, M AMEdE N 1234567890, W4 ESP-AT iR BIL5HATT IR

AT+TEST=5

>67890

received data is: 12345
OK

AR K L 4 A B

XAH IR, Wi-Fi S 45X, NEELRKIE.

AT+TEST

fii% ESP-AT 5 HAT IR MIBATEE R, OIS .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer([64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;

if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 Bl R

// Ak FE AL Bl B semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) REBWNBERTF
esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREEK, EEKIARARERE AT {0 H A

esp_at_port_enter_specific(wait_data_callback);

L€ DN &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
memset (buf, 0, BUFFER_LEN);

(T oUgkEE)
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received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

// AR SR E R

/)R AERERE e TR

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

/)T BR A

SO ERABERKE >0, WHZRARAMARETELE

/7 OB E AT AR R A& B

/7 WA R AT W R & KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}

break;
} else if (received_len > 0) {
/7 Bl R
AEN- S G Eop 3 N &
VAR - I A2 I &
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
I3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

PRI, RS — AN ARG 2 1234567890, 55 " AMAKUIERZ +++, A4 ESP-AT R BIZRAIT R,

AT+TEST

>

received data is: 1234567890
OK

5.5 il s ESP-AT £yt fE

BRATEOUT . ESP-AT M EALZ (8] fl 1 UART JEATIE A, PR bt o A b RO Sl A, B
it 115200 bps. I 1A% ESP-AT SCU A7 &, 5 1 ARASC, U A $HX PRI E . A< SCRA
ESP32-C2 S|, /484 ESP-AT FthhE .

Frik: ASCHET ESP-AT AT 542X ), fibfe i TCP/UDP/SSL A5k PERE R — Btk I ik

F PR A R I — M A, R R

o [f#] PeikBe E
o [IFH] RABBIEAR., AT MR E
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5.5.1 [ PA] Pakifc i

L ¥ &S, LWIP, Wi-Fi G TR 58

R T ACHS BE 2 U1 HB T 2 module_config/module_esp32c2_default/sdkconfig.defaults S04 )5 ,
HE ESP32-C2 RA A 175 15 MO Y. SC & T 1) sdkeonfig.defaults ST

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO-y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 2735 UART ZE0p1X Je /by
YR ACRS B D1 at_uart_task.c SCAET uart_driver_install() 17 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERARCE . Skl . Bexkiats

rm —-rf build sdkconfig
./build.py build
./build.py flash monitor

4. ELnibt s UART Jfs
B AT iy 4500 -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/] B

W PRE T B0 7 YA — R P R AR A, (EAT AT BB BEARE T I . 53 AN LB E T REA
%ﬁﬂ%%#ﬁ%ﬁ, P B i T BE I A IR A S . I, P T ARG NIRRTk, AT
FEREHBIC

5.5.2  [Hid#] AR T . BERPEHACE
) ESP-AT f3I [ R R KR HA 40T -
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System
53 G0
AT Core ‘—R3|
Y
[ 3
G9
TCP/UDP - == =» TCP/UDP
A
R4| 1S4
S2(|R2 i Remote Host S8| [R8
Y 1P
s1 |
Medium = | sedium R5 S5
R1 A
UART UART i \j
= a7 Link Interface 44—|i
Wi-Fi
SDIO SDIO L —> (( )) S7 o
Socket Socket Ethenct R6 R7
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

UnEl Tk B

* ESP-AT %3% (TX) %l S1 > S2 > $3 -> S4 -> S5 -> 86 -> S7 -> S8

* ESP-AT #1it (RX) fU%di 5 R8 > R7 ->R6 ->R5 -> R4 ->R3 ->R2 > R1
AR RIS T K, BB m e, 5 2 IR RO R A AR Y R AT O, AT 2
HARLE AR B BUUA Y R Z BTN, DA A IR 9 . FESCBR =i, fEAE
HUf B e — R ae A e B AT, P s SR i 5 3 A0 oy P B R T

Frilis NG EIY VAR NAE SR N RIERES PRI LA L AT+SYSRAM iy SR AL AT AT«

1. GO fyukfift
GO ARG AMILALAY Ry, S H I E AT :

CONFIG_ESP_SYSTEM EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT CPU_FREQ MHZ_120=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

2. S1. R17¥:fE4E

WHFREOUT, S1 AR & ESP-AT FrEE RIS . FOMBIARE 0L T, ESP-AT Fl J: ML i) i
JH UART BT 1R, By 115200, 1 UART R fF L, 35 BRIy S Mbps. t, J
M FATALT S Mbps, 0] PARE I BRIARY UART V0 R EALZ (B A5 o, [T PAEA T
T,

2.1 #£75 UART Z&m X K/
B AR B DI R f at_vart_task.c SCAEH wart_driver_install() 47 o
 }i7% UART TX it
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uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

25 UART RX i

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

5 UART TX #1 RX 70t

uvart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI UART J
JAL AT a2 FPAI 4T :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPSEND

.z & &

ik MR P UART n ASCRFEIX AR PR, I FLEAUN ESP-AT 2 8] UART #E4R
] REHbAT .

Friks AR B A AR TT SdIE T S Mbps, A PA% E{#1] SPL. SDIO. Socket &5 753, AT
2%

 Socket: Socket AT $5F5

3.82, R2. R3. S3 #ukfiifk

WM T, S2. R2. R3, S3 K& ESP-AT Fnt &K%, K4 AT core £ UART 221 [X
F A VMU (5 4 2 2 (AL 5, DCA R BASRERTI B B8, ofRiik.

4.S4. R4. S5. R5. S6. R6 HH-iAL

ESP-AT I E#HL2 [6)fi F UART #E/Ti#{5, S4. R4. S5. RS. S6. R6 JuFE{L4k. ESP-AT HI
FALZ [BE AL N BT TiE E R, S4. R4, S5, R5. S6. R6 @@ mifntr)— 1 HE.

S4. R4. S5, R5. S6. RO G IEHZ . MLZE. FEdREEM)Z 2 R Edn. B
A ESP-IDF ot WIfTHLRS WicFi P ScbY, T ARIRER, JEFT OB . I SEE 4 T UL
IE . /build.py menuconfig HHfTHEE.

o {4k S4 -> S5 ->S6: LRy 1A
o fiAk R6 ->R5 -> R4 FaUSCK R )y ) it

5.S6. R6 -4k

S6 il R6 2 il {5 W LAY K i )=, ESP32-C2 mJ DA J Wi-Fi s DA I 4 4 74 i 7 Jo
Wi-Fi [i 7 AN AT R Z S0, ATRER R 7 ol

* $215 RF RT3
BRI A S ) 558 1 AN S Ak = AR, P ] A A AT+ RFPOWER iy 4 £ ] il
B RF KBTI,

o PEE 802.11 b/g/n il
BN Wi-Fi £z HIY 802.11 b/g/n 18, H P AT 38 13 AT+ CWSTAPROTO fir 525 ) F1 4
802.11 b/g/m Ppill. FELEZXAIAY, HE W AP by Wi-Fi fxCHLE S 802.11 b/g/ %,
5 S it B4 HT20/HT40 (20/40 MHz) A,

6. S7. R7. S8. R8 &i-fiifk
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HHFHOLT, S7. R7. S8, R8 g ESP-AT FREACALME R . X MISLPRM 800, 4%
BRI RS AR K

5.6 WS Hr mfg_nvs 5y IX

5.6.1 mfg_nvs 5 X4

mfg_nvs  (manufacturing nvs) 4 X E X FF esp-at/module_config/{module_name}/
at_customize.csv CAFH. R KAEE T ) AR RS RCE |

o S HE (Wi-Fi ii'® . UART fiiE . HHEE): &% d AR EN 2.
o PKIFE (BRIEBMEYEE): WESHPKIBRE /4B,
o GATTS lit'® (KIWFEHE ARG ) : WS H IR E TR SR N2,

BEFEBUCH T SHCE . PRI E B GATTS BUEnf, Gn] PAHR 41 ESP-AT TAE, /L piHriy
mfg_nvs.bin {5 s @ idarpy T2 BN, BB MEE EF . ARSCTEIRTE -

5.6.2 k)% mfg_nvs.bin

Bl BAS B 58 MG, & #7 % iF ESP-AT T 42, TEgm 3Py Bie A il i mfg_nvs.py 564 il build/
customized_partitions/mfg_nvs.csv X (BETIHAREMN MG S, 8. 228, fiEE
{58, H esp-idf ) nvs_partition_gen.py A4 build/customized_partitions/
mfg_nvs.bin 3 (NVS FEREEH).

5.6.3 P#k mfg_nvs.bin

AR LA MAETE —Fh77 30 F 2k mfg_nvs.bin 3CPF.

o FECEB gL ESP-AT (14, PRI LS L R EEEE,
o {UF# mfg_nvs.bin, XFh 5 vE T H ESP32-C2 H1/) mfg_nvs 43 [X .
— Windows
T R #k Windows Flash T4 T.H. &% zip X{FJ ' readme.pdf B(# doc HE T
P, TF# build/customized_partitions/mfg_nvs.bin X{4:#] ESP32-C2,
1] DA 35F AT+SYSFLASH? iy 425 1) mfg_nvs.bin [ F # ik .
— Linux or macOS
{1 esptool.py.
AT DALE ESP-AT R H sg AT AT A% F 8 mfg_nvs.bin 30,

esptool.py —--chip auto —--port PORTNAME --baud 921600 --before.
—~default_reset —-—-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m —--flash_size 4MB ADDRESS mfg_nvs.bin

¥ PORTNAME F i N BRI ER 114 FK. ADDRESS il K 2k mfg_nvs.bin SC{A: b,
TENT A I AT+SYSFLASH? fip 2251 2tk .
o MCU %3%£AT+SYSFLASH 345 %7 ESP32-C2 1) mfg_nvs 43X .

# BB mfg_nvs 4 KX
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_STZE # ek N # mfg_nvs.bin SCEF RN, R IF B A AR H) 43 IR/, 48T DA
1 AT+SYSFLASH? fiy 2251 5 XK /N.
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57 i) S8

ARG T WA HEEY ESP-AT BOAM ) S8 E . ) SR E A2 Wi-Fi [itE . UART L.
BN E

« BT A dE BN 2B
o % gk, mfg_nvs.bin S_1F

o T 2k mfg_nvs.bin S

571 iy SERENA

MHTERA AT ) S50 B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Thie HHIALE X AT G
Wi-Fi Bt A i 5 Wi-Fi ZHEER) AT 6y

» max_tx_power (ESP32-C2 [1t] Wi-Fi
R KGR, T )L ESP32-
C2 K53 BLENH)

* country_code (|E KAL)

o start_channel (2 f Wi-Fi {5i&)

* channel_num (Wi-Fi 1] S {Z 80 5E)

== ekt A\
UART Jig &  wart_port (T F % % AT iy 4l Jr A 7% UART JJRER AT fin %

e AT mi 1 UART 3t 1)
* uart_baudrate (UART J453%)
* uart_tx_pin (UART TX 5| i)
* uart_rx_pin (UART RX 5] )
* uart_cts_pin (UART CTS 5] )
* uvart_rts_pin (UART RTS 5| J#)

FELZH 44 FR module_name AT+GMR

RIS A SRR ES ) S E, REEM nfg_nvs.bin ff.

5.7.2 H:pk mfg_nvs.bin {1

THEH £ A mfg_nvs.bin SO BGHA ) SHBCER) mfg_nvs . bin,

5.7.3 PF# mfg_nvs.bin 31k

52 T 3 mfg_nvs.bin 3CFY,

5.8 Qs PKI e E

A SRR T WMAT ST BSP-AT $2 4L BRIARY PKT L E . PKI & (045 TLS % Fifi . TLS k4545 MQTT
% Pl WPA2 Enterprise % P (HHIE F5 A1 41 .
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e PKI B E /23
o % gk, mfg_nvs.bin S

o T 2k mfg_nvs.bin S

58.1 PKIitE T4

L HTERA PKI e B A9 5 SC T customized_partitions/raw_data H 3 R, W F AR

IngE HALE X AT &%
TL 1y E = g
S # % 0 ?ﬁ {3 f%afn « AT+CIPSTART
.= e AT+CIPSSLCCONF
e client_cert_00.crt
e client_key_00.key
B PR E
client_ca_Ol.crt
client_cert_O1.crt
client_key_01.key

&

o o o —

TLS Hiz 55 %+ . server_cacrt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % )i . matt_cacrt AT+MQTTUSERCFG

e mgqtt_client.crt
e mgqtt_client.key

WPA?2 Enterprise % ) i AT+CWJEAP
* wpa2_ca.pem

» wpa2_client.crt
e wpa2_client.key

HIRYE A SRR Bk PKIFEE, R4 M mEg_nvs.bin fF,

5.8.2 4 pk mfg_nvs.bin X {f
TS5 A & mfg_nvs.bin SCRYAE A PKI L E R mfg_nvs.bin.

5.8.3 F# mfg_nvs.bin 3 {F

%% T 4 mfe_nvs.bin SCFY .

5.9 nff B SR SFEEE P IR 55

ARSCRA YA T A A ESP-AT $ AR SR E 51 il 55 ISP HAE ESP32-C2 et b A 5 SIRIIFEHE A it
%o
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© WAL T RS R IA2B
o hifet B R SUKHALTE T IR 5
- WS ERT A I T IR IR S

— Z Bx mfg_nvs.bin I
— T # mfg_nvs.bin 34

(RIIAEHE Sl 55 B SO GATT £S5 1) 208l S 2 /0 & — AN JE P4 (attribute type) 2y 0x2800
(1 2R 55 (primary service). HENHRSS e Hi— MRS E CALANFRHAEALL . BRI 2 B —MEA
AERRRFT AN . EEMRAE RS R OHTEY  HH) Generic Attribute Profile (GATT) —7.,

5.9.1 (KIHEEE SF IR 55 D SC kA2

I Uy 6 WE 4 AR 45 V8 SC 4 2 ESP-AT T2 A1) 22 AR T #E W6 4 MR 55 B K 9 09 SC 4, SCH 2 F cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFRFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
0 16 0x2800 | 0x01 | 2 2 A002
1 16 0x2803 | 0x01 1 1 2
2 16 0xC300 | 0x01 1 1 30
3 16 0x2901 | Ox11 1 1 30

PATF WA SRR BRI
o perm FRHMAMIR, BAE ESP-AT TAEH 1 E LUNH .

/* relate to BTA_GATT _PERM xxx in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

*/

#define ESP_GATT_ PERM READ (1 << 0) /* bit 0 - 0x0001 */
N /* relate to BTA_GATT_PERM _READ in bta/bta_gatt_api.h */

#define ESP_GATT_PERM _READ ENCRYPTED (1 << 1) /* bit 1 — 0x0002 */
. /* relate to BTA_GATT PERM READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
. /* relate to BTA_GATT PERM _READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 — 0x0010 */
. /* relate to BTA_GATT_PERM _WRITE in bta/bta_gatt_api.h */

#define ESP_GATT_PERM _WRITE ENCRYPTED (1 << 5) /* bit 5 — 0x0020 */
. /* relate to BTA_GATT_PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ENC_MITM (1 << 6) /* bit 6 - 0x0040 */
N /* relate to BTA_GATT_PERM_WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT _PERM WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
N /* relate to BTA_GATT_PERM _WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_SIGNED MITM (1 << 8) /* bit 8 — 0x0100 */
o /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

RS —1772 UUID Jy 0xA002 YARSS E X
© BTATRFHERY . UUID 0x2803 i A i, B{H (value) 2 BEEAMR, RSN 8 (i,
AR RIEIRUR, 1 BRI EAE, 0 RN
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fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© AT LT S RHIE . %A THY UUID S24FAERY UUID, S{E 2 4R AR EUE
o SEPUATIE SCTRHERAST (FT3E)

A X UUID W Z {5 B8 2% WA SORIKEL BT -

U AT ESP32-C2 s B IBIA RSO, AMUTATIER, H @SRRI 3, I i
EWIR IS RS m . SRR ER

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
ropert READ
e (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

59.2  HiPRmt A SLASHIFERE T ik 55
TR DA 28 i SRS REHE F 5«

o W5 EARHALIE T IR 5k M
o %, mfg_nvs.bin XA

o T2 mfg_nvs.bin I

TSR LG o8 Wit 55 DS A

AE XS AMRSS, B, HEE L =AMS (Server A, server B fil Server_C), WIFFEHFX =1
W55 4 WU HES o ol T8 SRS ISS IRV R RN, X BLERATTARE C— e a5 A, HEAt R 55 ST DA
IR BIUEA T S

L @SR g 3o
APl SCT—AME OXFFOL [ 32 2R 55
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2. UL AR AL -

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

31 16 0x2800 | 0x01 | 2 2 FFO1
A7 LT —A> UUID 2y 0xC300 [ A BARHE, R E B E N 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

32 16 0x2803 | Ox11 1 1 0A

33 16 0xC300 | Ox11 1 1 30

3. ISIFLAALRF (5 ) .
ABUAIN T2 o FE AL, 20 0x0000 /R Al (notification) FIfig /s (indication) %45 H o

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 2 2 0000
SERA B BR G, B PRI FEEE A k45 LA .
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30
34 16 0x2902 | Ox11 2 2 0000
EARE H 2T KBk GATTS fit &, RJE4EM mfg_nvs.bin .
H: g%, mfg_nvs.bin ({7}
2% £ mffg_nvs.bin SCRYAE G ARPRE I A I IR S5 BLE Y mEg_nvs . bin,
T #; mfg_nvs.bin 3}
W &% T 8 mfg_nvs.bin LR
THEGERUE, ERESANIFEIE A TR, R P m A RS ARG W R .
Unknown Service
JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE
Unknown Characteristic + 1
UuUID:
0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE
Value: (0x) 30, "0"
Descriptors:
Client Characteristic Configuration +
UUID: Ox2902

Value: Notifications and indications disabled
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510 il A e Lo IX

AR T AT RS ESP-AT HRBHAY at_customize.csv % 4 X BSP32-C2 B4 Pl 411K 33
PR — R RER oIk

—44 43X 3% partitions_at.csv RG] , E LR A= B partitions_at.bin S, WIR—Z4 4> IXE S, &
GRS . I, AREWEER partitions_at.csv.,

ESP-AT #0t T 915X 2 a_customize.csv PEEAFHE 5 XAURY. . EMT—SAMKE.

FUE M ESP32-C2 545 4 X, 14 B — AP IR EAE . ST 25 i B T 80 = AP 5

14X at_customize.csv

& m%, at_customize.bin

ke at_customize.bin £ ESP32-C2 % %

T

5.10.1 & at_customize.csv
S T R LB at_customize.csv,

2 1: at_customize.csv {15

= 12 [
ESP32- | ESP32C2-2MB (ff 4 iff 2 MB flash 4 ESP32C2 | module_config/module_esp32c2-
C2 (ESP8684) #7%1) 2mb/at_customize.csv

ESP32- | ESP32C2-4MB (fif & i 4 MB flash 1) ESP32C2 module_config/module_esp32c2_default/at_dustomize.csv
2 (ESP8684) Z7%])

SR, FEMEA at_customize.csv HSEAE DA LI

o TE X PR IXEY Name #l Type AR, {H SubType. Offset fl Size AJPATEIL.

o WIEREFHEEBM—AFH P2 IX, ek E e 2 &7 ESP-IDF (esp_partition.h) Hjg
o

- WARCE L, R Type {H'5 ESP-IDF A

- WRARE S, HFF Type WEH 0x40,

* P4 IXH) Name AT 16 77,

e at_customize 4K ERIAK/INE XFF partitions_at.csv 67, FSIET H 20 DX I AS 2568 75 B o

5.10.2 /}:pk at_customize.bin

& at_customize.csv 5, W] DAEE #4915 ESP-AT TAEEf# ] python B4 gen_esp32part.py A AL
at_customize.bin {4,

R A, #E ESP-AT TR H SR FHATPA a4, HE# INPUT FI1 OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT #:# HEHEMTHY at_customize.csv B 35| SR AR .
* OUTPUT Bfe 2k iy — it il ul CSV U BEAE, NS4 g, RO A Ar i

5.10.3 #¢5% at_customize.bin £ ESP32-C2 %75

Ff at_customize.bin | F| flash Hr, FEFUIMPRE 3 Hl SO SR 2 ESP32-C2 15 4%, 1S H bk AT B+
Zi& 4%, FENAFBA at_customize.bin LT # k.
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22 2: R[Al#E4H at_customize.bin ) T #k Huhl:
A B BHE | K/
ESP32-C2 | ESP32C2-2MB (ffA&# 2 MB flash i) ESP32C2 (ESP8684) %7%1]) | 0x1A000 | 0x26000
ESP32-C2 | ESP32C2-4MB (i # 4 MB flash /) ESP32C2 (ESP8684) %7%1) | 0x1E000 | 0x42000

TEFLLE LR, DAUEF at_customize.bin £k 3 flash 5 A4 B8 —28 AT fid:

o AT+SYSFLASH: %8 %5 flash B P 4 X
o AT+FS: XM A GagtE

* SST R 554t Kaim 2

* BLE R&5#eH X

5.10.4 R

AATAEUAE4 R test ) 4 KB 43X 75 N%] ESP8684-MINI-1 4MB #i4 .,

B4k 3] ESP8684-MINI-1 4MB {1 at_customize.csv 3%, X EH/XH) Name, Type. SubType. Offset
Hl Size,

4, EEYRE BSP-AT T, =i 1E ESP-AT #R H % F#fT python 4~ 4: Y at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —gq ./module_config/
—module_esp32c2_default/at_customize.csv at_customize.bin

K5, ESP-AT #R H 544 4E i at_customize.bin,
# =3, Nk at_customize.bin % flash,

£ ESP-AT TAEMRH % FATA N fird-, H ¥4 PORT Al BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset —--after hard_reset —--chip auto write_flash —-—-flash_mode dio —-
—flash_size detect --flash_freq 40m O0x1E000 ./at_customize.bin

* PORT Er it Hyin 1 44 7K
* BAUD B Hil e,

511 dnfrBEm—A- B Bed] S £

ESP-AT TR Z#r 2, a7 B S04 factory_param_data.csv #l module_config, N34
T ESP-AT TRECRH 6 (RS &) . B DA ST L8 SO AL
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=] [EHE BRIAELE S
ESP32 * WROOM- ¢ module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32- | ESP32C2-
I OMB (it A ¢ module_config/module_esp32c2-2mb/sdkconfig.defaults

# 2 MB flash * module_config/module_esp32c2-2mb/sdkconfig_silence.defaults

i) ESP32C2
(ESP8684) %
%)
1(3;1332- 554}32(%2% 4 * module_config/module_esp32c2_default/sdkconfig.defaults
M 4 MB flash * module_config/module_esp32c2_default/sdkconfig_silence.defaults
10} ESP32C2
(ESP8684) %
%)
ESP32- | MINI-1
C3 * module_config/module_esp32c¢3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

e 24 /build.py menuconfig W] silence mode 2 0 B}, XF M B e B 4N
sdkconfig.defaults,

e 24 /build.py menuconfig H f§ silence mode iy 1 W}, Xf IV B B B & 4R

sdkconfig_silence.defaults,

NS ESP-AT T AE A IR INX 4~ ESP32-C2 AREA ) ST HF , I B2 G LU e 301 - IEAL Y “ESP32-C2
B fRr:

* ESP-AT TAEH RERCSIFHIBIAL, (fh ESP-AT G FCAH NI T AIRTEE , FIRIE AR O A
Ho EABBGRINGE, BRTERER, WSO MEL.
* ESP-AT TREC@FLSCFFAIREAL, (E P/ 2 HB e B BE B -

ASCRERFBE AT 7 ESP-AT LA sy ESP-AT £ 35330 ESP32-C2 ith R B AR e, R 3cep
PAZR N ESP32-WROOM-32 32 H5 i, %41 SDIO ifi A2 2RIAf) UART $:11 .

o {& factory_param_data.csv 75 e FE4A4Z 8.
o 5P esp_at_module_info % #1k

o B E AR M
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5.11.1 A% factory_param_data.csv ZR 4115 B

FTHAHRY factory_param_data.csv , FERMEISGHA—AT, WIELFRTFEREM XSE K04, KA
¥ platform & E A PLATFORM_ESP32, module_name & & WROOM32-SDIO, HAWSHZEEN

TR (BHGUESH LT AHRENE).

¢ platform: PLATFORM_ESP32
¢ module_name: WROOM?32-SDIO
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

5.11.2 {&X esp_at_module_info &5y

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA N B & EHRE B, .
esp_at_module_info ARt oTa FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRAE A58 ota_token FIE =¥ ota_ssl_token Wi%iXE N NULL,
F—1Z% module_name W5 factory_param_data.csv 34 H ) module_name —F{,

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_TARGET _ESP32)

#endif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
fendif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#eA&;f

#if defined (CONFIG_IDF_TARGET ESP32C2)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE, CONFIG_ESP_AT_OTA_
—SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

23CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%ﬂzzCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XFE3L A4 at/private_include/at_ota_token.h H
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#if defined (CONFIG_IDF_TARGET_ESP32C2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

511.3 P edl Sk

156, #EA module_config U, AN —A>F SO e A7 OB 1 L B S (SCR e sk /s
5), SRIGTEE AN AR E S04 IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults DA F
sdkconfig_silence.defaults,

A, FATE HK M module_esp32_default 3L e K Hov g fic & SO, HFEMA A
module_wroom32-sdio. FEAFIH, AiE {4 IDF_VERSION, at_customize.csv 1 partitions_at.csv T35
B, FA1RFB U sdkeonfig.defaults £ sdkconfig_silence.defaults:

* ffiffl module_wroom32-sdio U TR E, FEBUATEE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"
CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_ config/module_wroom32-sdio/
—at_customize.csv"

* fili}] SDIO i, FoFk UART HCi
- Pk UART fCE

’ CONFIG_AT_BASE_ON_UART=n ‘
— iy SDIO Jit'E:

’CONFIG_AT_BASE_ON_SDIO:y ‘

SE IR IR G, BT BT 4 %k ESP-AT TR A BT A {4k, AGd, FRATERCE TRERS, MitH
PLATFORM_ESP32 Fll WROOM32-SDIO0 A BiARZH [ {2

512 SPIAT f31¥

A EZNG] SPLAT B S, 2 AT LANT5

- WA
o £ SPI AT

o SPI AT & %

5121 4y

SPIAT J:T AT TA%, {fi ] SPI ¥s #EA 75015 . 76081 Fl SPLAT K, MCU 45424 SPI master, ESP32-C2
WA E R SPLslave, SR AU SPI PMY LB T AT iy & EdE 2 .
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

T pAE i IR BRIC E I S SPTAT:

1. @d . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through HSPI ffifif SPI AT,

2. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command->AT SPI Data Transmission Mode 45 SPI $({E{&Hiiz,

3. J#isd . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings Bt SPI{#iff ¥ GPIO & .

4. @il . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K

P

5. Wik esp-at THE (5% As%hi% ESP-AT 1.42), BB EEIEE17 .

SPI AT BRIAGE I
TR TN AR S ESP32-C2 B (1] SPT AT HEERIA R {451 -

2% 3: SPL AT ZRiAE B

&S GPIO =
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ' 9

BtW] 1: QUADWP 5|1 QUADHD 75| HI{LAEE ] 4 £k SPIL T AR o

A PAE Y . /build.py menuconfig > Component config > AT > communicate method for
AT command>AT through HSPI>AT SPI GPIO settings, #R/G4iF LAERMALE SPIAT XJ L [
HH (3% Kbkt ESP-AT T42).,

5.12.2 f§i{f] SPI AT

TEfH SPIAT i, ESP32-C2 545 Fiz47H SPIslave TAELE A Tl EHRAF .

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 11 /M5, FTA (K& 517 Hi master &2, slave Jovk Eahfeftids. B2,
T TR A Y, 5% ESP32-C2 ¥ 45 180 @ZE&JL%&*ﬁ% So Bk, FAHE SPI master Al
slave ZIEIEM T —MEFE, SRSCH slave 5 [n] master L?E"d SERRZIN

2 slave 75 BAL AR, RSB TE M EHE, XSFE master M =4 — EFHER) GPIO HriT,
master &5 slave [iE15, EFH5EME, slave ﬁﬂ%?*ﬁ%ﬂhﬁ, ZER I GRE .

R R L L TR
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* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015

o

2. master K E| 2 T2k LAY slave & A R AENES G, TFIREEEHE.

3. master ZiEHHEIE, A slave HHE LB LR

* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .

2. master FUCEE, FHEAEROI A BORE G, 0 slave B C & 2.

gk X

SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —

ESTECE S @Y NN

* Master [1] slave %A %508 AL 1 5C:

4 TP A R E

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (8i% 4092 =73)
%)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— A MNH EORGTHRA R L, BARR sy :

%50 EHLEMMAL, FHUREEHRC 245K

CMD (1) ADDR (1 %) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

o Master 32U slave % 25 AR BB EH S

2 6: FHUBEINL A% 1B

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (Ji% 4092 =73)
%)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave Zif I8R5, 5 2 0A— AR B MIH EORGTHRA R B, BRSOy :

70 EALEMMAL, FEHLEEREE C 245K

CMD (1) ADDR (1 Z%7) DUMMY (1 | DATA
%)
0x8 0x0 0x0 null

* Master [1] slave &35 KA 548 & R/ N A 15 45

7 8 FHLm MBI KA S Bl oK

CMD (1) ADDR (1 =F7) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

o 4 <737 data_info FPALE T ARG MARRI R EE, BT

1. Master [1] slave & EMIEIRFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTHS , 1ZTFH5HE master BRI KA BTSN, K FE 16 ~ 23 bit,

3. Magic {f, KJ¥ 24~ 31bit, [&%H OxFE,

* Master {5l 2148 T2k EA slave A MAI(ES )5, 2 AL 2% IH B2 slave JEA BRI T AR
X, R IEAR ER R TR, HARRE fE Moy -
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%9 FHUAEIPR, A ML AT AT AR

CMD (15%) ADDR (1 =) DUMMY (1 | DATA (45%)
F1)
0x2 0x4 0x0 slave_status

FORAWEK )G, slave 1R I ARASAE BORFAEARTE 4 7171 slave_status Ht, HERAREX Q0T
1. slave F53 ) master & X HUEIRA T8, KBE O~ 15 bit; {024 slave 4L F AT LIRS, %7 BT
HRL
2. BARATAS, KB 16 7 23 bit, Y HS ik i K ME OXFFE B, N — MR 7 8 5 R E A
0x0. 24 slave 4bF A ERARASHE, % F B A master 75 7] slave A& N — T EHREA)TFHS: 24 slave
AT R ERIRASHT, 1% BN slave [n] master AR — NIRRT .
3. slave A AT /A ERIRAS, K 24 7 31 bit, FHodr, Ox1 AAFRAEE, 0x2 LRAH.

SPI AT 0 28 T ifife

SPI AT (a4 A 32 525 I Wi~ J5 1l -
o SPI master [if] slave %% AT 354

| SPI master | | SPI slave |
| |

| step 1: request to send-—--—-> |
| |
| <—————= step 2: GPIO interrupt------ |
|
] step 3: read slave status——> |
|
[ step 4: send data-—————————- >
|
|

[ step 5: send done-————————- >

B IREAAR BT -

1. master [A] slave %1% 3K [A] slave BEIRMIH K .

2. slave 22Uk master 1) &35 15 K, 2 I slave iU, I E) slave_status 217455 A 21 master
GAWbREN, REiEidEF 4 & master [ GPIO H i,

3. master FEULE| P WT IS, B2 slave [ slave_status ZFf7S, Kl F] slave #F AR RS .

4. master FFI5[A slave KX L,

5. RFBIRESH )G, master [ slave ik — SR LRGSR IYIEE .

« SPI slave [1] master &% AT Wiy :

| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status——> |
| <———=—- step 3: send data-————————- |

| step 4: receive done-——————- >

BASBREAR BT :

1. slave [] slave_status 7 {748 5 A fuiF master 20k B slave [ EE AR & AL, S8 5 8 i 48 T 4l &
master _| /) GPIO ik,

2. master FZUH| W5, F2HL slave [ slave_status ZFf74%, FuillF] slave #F A KR FHR RS

3. master FFIGIEICR B slave BY%H .

4. P sE s G, master [ slave A ik — 2 FRIRICEHRES R ITH L .
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B L o T O R, FRATIELAK IR AT fip % B, $&4E TR K B A B AR A R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} %11 SPI master M7= 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§ H] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7R 6l X 1 15 = %
at_spi_master/spi/esp32_c_series.

BEW] L AEfN MCU JF A2 1, 5 208U fi ] ESP32-C3 (3% ESP32 Kl MCU {12y SPI master Rizf71tt
B, PATT AR B AU B YR )

5.12.3 SPI AT #i#%
I eI
 fi ] ESP32 B}# ES32-C3 JJ &K MfFH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PRI E AT -

1. fififF: CPU TARESIR L E # 240 MHz, flash SPI mode il & 4 QIO i3, flash JJi%:15 & 4 40 MHz,
2. #fF: HT ESP-IDF v4.3 [4iEEREE, 15 BIAARS H ) streambuffer (/N K 8192 275 .

o {ifi | ESP32-C2 {E>} SPIslave, i 555k SPI AT [W{4: (&% Axb.4iF ESP-AT T42), F-6 ESP32-C2
e E TAEAE TCP 5. HARRE(FRCE QT

1. i CPU TARMA )y 160 MHz.
2. ¥4k SPL-AT [l 52 BACHS r, Hf streambuffer 1) /N B 8192 =47, I i ESP-IDF F [y
example/wifi/iperf ] sdkconfig.defaults.esp32c3 FRAH il B S 41

ISR
RN T AL SR BAT A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeW] 10 24 SPI (bR s i, 2R T FE MG AR BRE], 41 Dual 5(# Quad TA/ERIZ A E S
HRAR T Standard AR W EE .

B 2: W KT SPLEFMNGESH M WAL SRS % Tl

513  dnfafsel OTA F124

ASCR R ANy ESP32-C2 RBIRERSCBL OTA T+, Hl, ESP-AT #1XFA [ 4L 7 AT =l
OTA fip%. &R LMRYE A SR HE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

5.13.1 OTA iy 2A R S i 5t

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬁ%&ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,
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CIRAH

o WERETHHE AR S R AT E A, FEFRSEUE, EnTREICIA i AT+CIUPDATE fiy
AT, ARG IRAE A AT+CIUPDATE #:47 OTA JH48 B7 T H O 4 .

5.13.2 {§i}fl ESP-AT OTA #i4#uit OTA F1-4%
i)l AT+USEROTA 347 OTA J-2%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf +

|OtBUCket if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,LmDED i
PERIENCES == 7

ST AT -

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i
o U Join IRER AR PR, WA i IEE, AR KA.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i
MR G S L — Y, T E PR
5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

B

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

& 22: i A iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
"' Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Device Status developing

Datastreams Request Logs O

1 wait for request...

+ Create
. Key set you as owner
Meta-Info &
| master 5802d10b6ee86c617583371ade4faf4fend42f2c (master) I
owner 7109246496617d2482c6a3b38498719781734162 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

5.14 gy ESP-IDF Jig A

ESP-AT [{FHT IR WK TT S HEAS (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU By ESP-IDF i, [H)) libesp32c2_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o

Espressif Systems 315 Release v2.3.0.0-esp32¢3-533-gc0391fd1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-533-gc0391fd1

Chapter 5. WA 4iFHIF & H O AT TR

Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7ag }

Id

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chorelbetal: 1.0 codenamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, FERLERRE LT, ESP-IDF [F)/NGUA S Bt nl fgid I T ESP-AT TR, WSREFEEE, KX
PIRIE RS %

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
SCAFJETT AN [ A5E 4H SO e e 3% SO R TR 2 [ (R i B T ) ESP-IDF 1 43 5. 452 ID
G PEHLHE. 5 W1, PLATFORM_ESP32C2 “F- & I undefined L4l f#) IDF_VERSION fi T mod-
ule_config/module_esp32c2_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

’Please wait for the update to complete, which will take some time

5.15 ESP-AT [} 5

ASCRIHCEL T i) — ESP32-C2 RFH AT LRI a5 . ffF. B 225

5.15.1 ESP32-C2 7%

I EVAT ESP32-C2 Z51] AT [ X 5

« ESP32C2-2MB_AT_Bin (4% #i#:2l ESP32C2-2MB Bin)
« ESP32C2-4MB_AT_Bin (A% f#i#:2l ESP32C2-4MB Bin)
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SeRp G A4

NI T E BRI ESP32-C2 A4 AT BN SRR a4 (] & 3R ) . BRI SCRpEAT PATE
Wi BN % ESP-AT TG SR Mk (8 @ %R). SR Fmmas (O RR), FREAY
A SR N SE A SR a4 . IERUEARRY IR AT B, &R ER R AR, F52H
Fromik. BATHFERECFICIE MR E 7 RS 2T OTA TH-

o ESP32C2-2MB Bin | ESP32C2-4MB Bin
base
user
wifi
net
MDNS
WPS
smartconfig
ping
MQTT
http
FS
driver
WPA2
WEB
OTA
blufi
iR 5
e ESP32C2-2MB ESP32C2-4MB
Flash 2 MB 4 MB
PSRAM [x) [x)
UART &’
TX: 7 TX:7
RX: 6 RX: 6
CTS: 19 CTS: 5
RTS: 20 RTS: 4
X FE AL

T T ESP32-C2 R4 AT [EF SRR sl F

BREM R ESP32C2-2MB Bin | ESP32C2-4MB Bin
ESP8684 MINI £
ESP8684 WROOM Z %]

UUART T F5E X, PERFIRS % 0TI K AT 350 .
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5.16 nfaf I\ GitHub b # @it AT [ 1E

Hi T ESP-AT & GitHub [ ] CT (FR2R8E0) , bR AR Bl % B GitHub #i2x A4 Ji ESP-AT [
i A o

R PR BIR A AT B, SRR 1 CRy™ b A7 DS IE ) i -
THPRATAF T RRAISIPRCL B P 8EEE, TS 2 mT e R i

PATT B T A GitHub N el A AT [

1. B GitHub K-S
(EIFH 2T, WAt GitHub MK, A 40 o 2 AR
2. ¥TFFMITT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<» Code (%) Issues 50 il Pull requests 4 (® Actions [T Projects 07 wiki © security

¥ master ~ Go to file Add file = About

AT application for ESP32

% xcguang Merge branch ‘docs/update_how_to_customize_ble... .. « 6daysago {91,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B  module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
B tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub B J5 T JH]

3. Bids “Actions” #EA “Actions” T

4. il “Branch” 3EHEAEE 7 3C
ERIA K master 7332 . QIAREEAR N 248 € A S IE R, iy “Branch” #FAFEE X
I workflow T Jfj .

5. mdrEcE workflow 3 A workflow T Jhj

FFUUR BB A5, 7F Artifacts TR RERRAHRT A (T2

7. S N A BRI B ARUAS AT [ {4

278 WIRMLE Artifacts T A F B W IIELL, 55 % ESP-AT Bl £ 7 S F2 ol @ ¢
AT T

o

5.17 atpy T.H
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[ espressif/ esp-at

<> Code  (5) Issues 50

¥ master - Go to file Add file =
0 xcguang Merge branch ‘docs/update_how_to_customize_ble_s... .. + 6daysago {91,473
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago
B components feat(core): Update at core version to 8789daa0 7 days ago
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
B main refactor: use esp-netif and esp-event instead of tc... 16 days ago
B module_config fix: fix the issue of high power consumption when ... 20 days ago
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at

<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights

Workflows

®Watch ~ 44

i1 Pullrequests 4 (®) Actions [T Projects 00 wiki

& 31: fi5 Actions

@ Watch ~

All workflows

Showing runs from all workflows
All workflows

Q Filter workflow runs

vy Star 37 Y Fork 251

@ security cae

About

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266
ESP8266_RTOS_SDK

esp8266 esp32 wifi ble
spi uart ethemet
esp-idf qcloud at sdio

esp32s2 esp32c3

0 Readme

&5 View license

44 ¢ Star | 371 % Fork 251

Submit Document Feedback

2, Clic++Cl
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch "docs/update_how to customize ... T, B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
@ Merge branch 'feature/lupdate_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... release/v2.2.0.0_sspa2 B 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... release/v2.2.0.0_espa2ss B 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

K 35: i Workflow T ]

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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at.py LHMHFBM ESP-AT B ) & A & . GitHub Il i & £4:-F1 2MB/4MB [# {2 o i 22 Fh S 50 E
XSO E AR WI-Fi BiUE . I BAISANEC S . UART BUE . GATTS BUE %, 24800 B T0 30 2 A
SR, AIDAME Y at . py L HABBE L F )X S S5

517.1 VAL

AR N TR, e at . py THRNE. BEIPFHAHC B SOA LB e R E ¥ Linux
Ik

o %—3: Python %%

« H=Foatpy TH

o B =% atpy Mk

o %v9: atpy 15K B a4 B E )
s HEY: BMRE

517.2 45-—2B: Python 4¢3

IR EAME 2222 Python, R ARG SR . 5N, AR Python B 5 30, 5 Python 1) R 3k
2% . Het# BT Python 3.7.0 Sl s S A .

e, T AER 44T HHIA python ——version, 7 Python fiZ.

5173 45 3b: atpy F#E

Vi) atpy Vi, i Download raw file ##fll, #f at.py XA NEREIAH.

5174 4525 atpy kW]

4Hl at .py KRB PRI SHECE, HEM ST python at.py modify bin --help,
A SR AR -

5.17.5 550U at.py s R AL E B

Wk Wi-Fi ie 8.

W BGE A F B E
147 UART B2 &
7% GATTS Be B

ik

EANR GBS ZFSEICE, B, GRTAR B Wi-Fi B ERRIE R SR E -
FHEMMSHICE, WA AR E AR, WA ARSI E R SR .
BUUSHSHICE, 752400 mfg_nvs HOR T mEg_nvs.csv i1, SAXMALR.

&k Wi-Fi it 5

YT E) Wi-Fi 20 E N R PR

S8 Ihe ;]

-—-IX_power Wi-Fi [ K A o) % NG UL ESP32-C2 A1) %

--country_code Wi-Fi [ Z e TG L Wi-Fi B Z XA i) cc 2B

—-start_channel Wi-Fi 1558 TG W Wi-Fi [5] Z2/H XAR RS A ) schan B

--channel_number Wi-Fi ) B 5185 TG I Wi-Fi [E 22/ XA RS HH ) nchan 7B
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main
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I, SATAIIOA T e, falc WicFi Ik 550550y 18 dBm, E5RE4 US, BRI 1, 1
B0y 11
python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin
o -tx_power 72: {2 0.25dBm, 72 /R~ 18 dBm
« --input factory_XXX.bin: i A ¥ [E{4 044
fECIE TSR 2 PR e
2T TG S AR A AN R R R -
SH ke [R3a T
--server_ca TLS iR %251 CA ik server_ca.crt
--server_cert TLS k%2 iyuk 3 server_cert.crt
--server_key TLS k55 2a 845547 server.key
-—client_ca0 ’5’% 0 &% Fimly CA {IER client_ca_00.crt
--client_cert0 50 B P uk1s client_cert_00.crt
--client_key0 20 X i 4 client_key_00.key

--client_cal

% L E% ) iml) CAETS

client_ca_Ol.crt

--client_certl

81 BR k1

client_cert_O1.crt

--client_key1

5 81 ER) Y

client_key_01.key

--mqtt_ca MQTT X st CA IE+ mgqtt_ca.crt

--mqtt_cert MQTT & gk mgqtt_client.crt

--mgqtt_key MQTT % i it 2540 mgqtt_client.key

--wpa2_ca WPA2-Enterprise % ' i 1) CA | wpa2_ca.pem

e

--wpa2_cert WPA2-Enterprise % i i3k 15 wpa2_client.crt

--wpa2_key WPA2-Enterprise % i) %4H | wpa2_client.key
B, ERPAEH AR s, B MQTT % Py CA RS & Fim ik B A28 .

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

o --input factory_XXX.bin: #j A 1R {f S0

& UART it

B A UART FLE, {UFRAT

7 ) UART [, ABSAYS L E AN R

S IhgE ;]

--uart_num AT g4 1) UART 5 {UAE AT H& O HAE AT ar % DR, RS
Ejuﬂ:?%f& [ BHRIUE N TR tx_pin Al rx_pin
MAT 8 &350 PPEH—F.

—-baud T fiy 7 A TR JEIG{E: 115200

--tx_pin AT a2 ) TX 4 ) Iﬁ i DRIE RS U B BIAS 2 A H A A v 2

--IX_pin AT /EAD 1) RX 55 T PRUE R A5 TS 25 A LA 4 B o 5

--Cts_pin AT fir4 1) CTS & T PRIE R B B A S AL AL v s . AN
{JILEFLB]L Bt SECh -1,

--rts_pin AT 14 F11#) RTS TR UERHE S i BN S RS Bl o e . A H
/m,ilf’ B, BRI SECy -1.

ﬁﬁﬂ , BETRARE AT v

, B AT a4 HERFR N 921600, TX AN 17, RXAFHIA 16,

s o2
2
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python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_

—pin -1 —-—-input factory_XXX.bin

« —-input factory_XXX.bin: #j AR Sk

&% GATTS il

U, ESER AT B R SR AL IR T AR 5 SCRY, T % GATTS WYL E S gatts_data.csv H4F

By 3

LHAME MUY GATTS BCE U R s

¥ Ihee

—-gatts_cfg0 HT gatts_data.csv SC{H index SRy O By—1 78
--gatts_cfgl T gatts_data.csv U index S 1 F—F 78R
--gatts_cfg2 HT gatts_data.csv {4 index SRy 2 B 7
—gatts_cfg3 T atts_data.csv SO index Sy 3 B—ATE
—-gatts_cfg4 BB gatts_data.csv LR index O 4 —4 780
--gatts_cfg5 BB gatts_data.csv U index 2 51— 174
--gatts_cfgb BT gatts_data.csv SCFH index hy 6 BY—4 T8
—-gatts_cfg7 HHT gatts_data.csv SC{FH index SRy 7 B4 78
—-gatts_cfg8 HUHT gatts_data.csv SCPFEH index SRy 81— 18 ds
—gatts_cfg9 B gatts_data.csv SCFH index O 9 Y —ATHURE

--gatts_cfgl0

T3P gatts_data.csv ST index 5 10 f—F7550

--gatts_cfgl1

BT gatts_data.csv SCPH index Ry 11 i —F75dE

--gatts_cfgl2

T gatts_data.csv SO index 4 12 B—FT80R

--gatts_cfgl3

T gatts_data.csv S index 2Ry 13 —F 75k

--gatts_cfgl4

T gatts_data.csv 3L index N 14 1—1T80RE

--gatts_cfgl5

T gatts_data.csv T index 2 15 f—F T4

--gatts_cfgl6

T gatts_data.csv U A index Sy 16 f—F T8

--gatts_cfgl7

T gatts_data.csv 0T index 4 17 f—F 750

--gatts_cfgl8

T gatts_data.csv 3L index N 18 —1THURE

--gatts_cfgl9

T gatts_data.csv 0T index 4 19 f—F 78R

--gatts_cfg20

P gatts_data.csv 3L index iy 20 i —1TERE

--gatts_cfg21

BT gatts_data.csv SCPHT index 2Ry 21 B—F75H

--gatts_cfg22

P gatts_data.csv S index Ry 22 i —1TERE

--gatts_cfg23

BT gatts_data.csv 3L index Sy 23 F—F 18R

--gatts_cfg24

B3 gatts_data.csv 34 index iy 24 1 —1THURE

--gatts_cfg25

BT gatts_data.csv SCPFH index 2Ry 25 B—FT 5

--gatts_cfg26

T gatts_data.csv ST index 2y 26 B—F 75k

--gatts_cfg27

T3P gatts_data.csv ST index 25 27 —F7 5

--gatts_cfg28

BT gatts_data.csv S index 2y 28 1—F7 5k

--gatts_cfg29

T3P gatts_data.csv ST index 5 29 f—FTERE

--gatts_cfg30

BT gatts_data.csv S index 2y 30 i—F7 5k

Bian, GEAIPAGE AR x4, B index 2 0 47 perm AXFR.,

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" —--input factory_

—XXX.bin

« --input factory_XXX.bin: #j A 7[R {2E S04
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5.17.6 512k WlfEResk

R BEURE AT [EE, SR F ™ i S AT IS UESh fiE .
T PRAT AP R BT SR AW DA R T e E 1T e 2L mT RE R M il

AR ] e 8, SERUERRR R

5.18 AT API Reference

5.18.1 Header File

» components/at/include/esp_at_core.h

5.18.2 Functions

void esp_at_module_init (uint32_t netconn_max, const uint8_t *custom_version)

This function should be called only once, before any other AT functions are called.

BH
* netconn_max —-the maximum number of the link in the at module
* custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.

BH
* para_index —the index of parameter
* value -the value parsed
B
» ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8

* para_index —the index of parameter
* result —the pointer that point to the result.

R

ESP_AT PARA_PARSE _RESULT_OK : succeed
ESP_AT PARA_PARSE_RESULT FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
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void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

SH
* len —datalength
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

izl
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

S8
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%4 ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,
& a] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)

write data into device,

ZH
¢ data —data buffer to be written
* len —datalength
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P[]
e >=( : the real length of the data written
e others : fail.
int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
2H
* data —data buffer to be written
* len —data length
P[]
* >=0: the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
ZH
¢ data —data buffer
* len —data length

Bl
e >=(: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,
%4 timeout_msec —timeout time,The unit is millisecond.
A
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
&Ml
e >=( : the length of the data received
* others : fail
bool esp_at_base_cmd_regist (void)
regist at base command set. If not,you can not use AT base command

bool esp_at_user_cmd_regist (void)

regist at user command set. If not,you can not use AT user command
bool esp_at_wifi_cmd_regist (void)

regist at wifi command set. If not,you can not use AT wifi command
bool esp_at_net_cmd_regist (void)

regist at net command set. If not,you can not use AT net command
bool esp_at_mdns_cmd_regist (void)

regist at mdns command set. If not,you can not use AT mdns command
bool esp_at_driver cmd_regist (void)

regist at driver command set. If not,you can not use AT driver command
bool esp_at_wps_cmd_regist (void)

regist at wps command set. If not,you can not use AT wps command

bool esp_at_smartconfig_cmd_regist (void)

regist at smartconfig command set. If not,you can not use AT smartconfig command
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bool esp_at_ping_cmd_regist (void)

regist at ping command set. If not,you can not use AT ping command
bool esp_at_http_cmd_regist (void)

regist at http command set. If not,you can not use AT http command
bool esp_at_mgtt_cmd_regist (void)

regist at mqtt command set. If not,you can not use AT mqtt command
bool esp_at_ble_cmd_regist (void)

regist at ble command set. If not,you can not use AT ble command

bool esp_at_ble_hid_cmd_regist (void)

regist at ble hid command set. If not,you can not use AT ble hid command

bool esp_at_blufi_cmd_regist (void)

regist at blufi command set. If not,you can not use AT blufi command

bool esp_at_bt_cmd_regist (void)

regist at bt command set. If not,you can not use AT bt command

bool esp_at_bt_spp_cmd_regist (void)

regist at bt spp command set. If not,you can not use AT bt spp command

bool esp_at_bt_a2dp_cmd_regist (void)

regist at bt a2dp command set. If not,you can not use AT bt a2dp command

bool esp_at_£fs_cmd_regist (void)

regist at fs command set. If not,you can not use AT fs command

bool esp_at_eap_cmd_regist (void)

regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command

bool esp_at_eth_cmd_regist (void)

regist at ethernet command set. If not,you can not use AT ethernet command

bool esp_at_ws_cmd_regist (void)

regist at websocket command set. If not, you can not use AT fs command

bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.
%% terminator —the line terminator
Bl
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is  “\r\n” .
& 1] the command line terminator

const esp_partition_t *esp_at_custom_partition_£find (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.

S
* type —the type of the partition
* subtype —the subtype of the partition
* label —Partition label
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1R[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (woid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

% callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)

Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

5.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command
Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer
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uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built
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void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(ar_sleep_mode_t mode)

callback before enter modem sleep and light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

5.18.4 Macros

at_min (x,y)
at_max (X,y)

ESP_AT_ ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_ FOUND_AT
Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)
parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)
parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)
parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)
the parameter is invalid
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ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

5.18.5 Type Definitions

typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

5.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_SLEEP
enumerator AT_LIGHT SLEEP
enumerator AT_MAX_MODEM_SLEEP

enumerator AT _SLEEP_MAX
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enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_ TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_ INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_ SUB_CMD_PROCESSING

processing of previous command is in progress
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enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT_PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
13 OK b

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT RESULT_CODE_MAX

5.18.7 Header File

» components/at/include/esp_at.h
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5.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)

get current module id

void esp_at_board_init (void)

init peripheral and default parameters in factory_param.bin

bool esp_at_web_server_cmd_regist (void)

regist WiFi config via web command. If not,you can not use web server to config wifi connect

void esp_at_main_preprocess (void)
some workarounds for esp-at project

void at_nvs_flash_init_partition (void)
init storage mode of at parameters

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters

& Ia] at_mfg_params_storage_mode_t

5.18.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

5.18.10 Enumerations

enum at_mfg_ params_storage_mode_t

Values:

enumerator AT _PARAMS_NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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AT FAQ

o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— dofT R B AT E) iR A5 2
— B L E 0y AT B 4o T 2%, 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
AT B, LW ERERHANPALAERALBETEHNEL, ALY
TR R AL _ LAY BN AT B SR ap A VAR ARE G A MRS ROR T 46 1 4% 2
F MCU #5 ESP32-C2 % &% AT 44 Fiaw, ZHARA 2
ESP-AT 4 %~% % ¥ 3 ESP-WIFI-MESH 2
AT 7 T ¥ 3 websocket 44~ %
XL AT A iE 3T 2 VARG R = = 9] ¢
- AT bR T T VAL BN IE T R AT h & 2
So T I AFAR L BRI B R I A2 ST VA B E FothiF ESP-AT 1426 X 3Fah 4 ¢
AT G4 P 45 5k F 4 4o f TR 72 2
AT 4h-vp & 0 g 8 T 5% 2 (Bl 115200)
ESP32-C2 1) AT 454 NFEHAEX, wwRFEZ0GH BT, ESP32-C2 e 54 4w a9
EER NS
— K F T T B P 58 he T 48 notify 4o indicate Th 4% ¢
o M
- ETRREAEA Loy AT B2 RS R flash % K ¢
— AT B 4ofT & F error log ?
— AT fx ESP32-C2 #340 k04 UARTI i@ 13§ W5 ESP32-C2 #4064 datasheet BN UARTI 6 B 1~
—
o MAE
— AT Wi-Fi i 35360F % 00 2
— ESP-AT E)fF v TCP %i% % 1@ KN 5T vANS 7L 2
— ESP32-C2 AT vk o fT 3K BAR AL 2
o b
— RS R T AR AR 3R v Rty AT 4 2
ESP32-C2 AT 4o {745 % TLS s Ak 2
AT [ 4o T 157k TCP %353k 2
ESP32-C2 AT % ¥ PPP~%?
AT Hof T 48R X B & ¢
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6.1 AT |51

6.1.1 RGBS BAT IR AN, RIS T A B ?

WIERAT B+ TEAT B BRI R [, ST %5 B AR % -

o AR RIS IC B AL RO [ (- (R ESP-AT B A 2 5% ) o
© BF HILLAF LB EMH .

6.1.2 Il ARI AT [l fF 3R ?
ESP-AT [E R I, THEGE S esp-ats

6.1.3 pyPA LgcEAG AT BSIPEandl B g ?

o Bt T HAE N # Flash Rk TH,
o Bk S F AT F #45% .

6.1.4 iy ESP-AT 4k il RGP AT bin 34 7

A A Flash 725 T2 {1 combine #4178 4

6.1.5 B4l T AT BRI SS Frimds ?

o B SRR RS, AFR N SRR
o X REIF TR, nDAE S O 6 4AT+UART_CUR X 3# AT+ UART_DEF A&,
o EMHIERAFE,

6.2 AT x4 SR

6.2.1 AT $&57 busy 2l 25 H 7

o PR “busy” FIRIEFEALBERI—45Mn4, TCEMN YEIHIA . B AT 2B &bk, HoA
WHRSEH]— kR E, ARERCT — &S
o BHZRGATEIFER AR, REWSIR “busy” 3 “ERROR”, B AEMTH: LA, ¥4k
KR HIA
- HOHIA AT+GMR (474 CR LF) (ZH484F), BT AT+GMR (#4714 CR LF) C &2 — 4wk
AT @4 T, RESPITZ ML . BRANE R 500 A58 AT+GMR #8245, 3] 75T
ZREAF, PO RB M, REHR “busy”. (HUFERGC AW T AT+GMR
B, FRBS TR AT, ST — KRN S, RE4&R" “ERROR”,
- MCU )% AT+CIPSEND J5, & busy p.. )., MCU 52 H kx4 . K busy p.. 3R
b A EAEIT, MBI A TGO, BHEE AT E—Sar Mg, MCU FREE T Kk Hidr

4.

6.2.2 AT [ilff, EWRRES A4 aBN FRifse, b4 ?

ERR CODE:0x010b0000
busy p...

o HEEARME" IEELH F—5ard7.
o AT H& /R busy p--”, {278 ERR CODE 2R N1 18RS /R .
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o QSRR RS SR o ptR ] TSR, WRERIRZ : XA R 2R
THITFFIERGIMAT S, F LR T A E A AT S,

6.2.3 AEAFIESAL ERERIN AT [ PRS2 Rr B2 i 4, DLRWIBRE fiy 4 AWIBAS R A I 45 52
7

o WRGEAR TR ESP-AT (EA AL ERGA PR SR an &, T AS B ESP-AT Bl # 2 5%
o QEREAEEREA S HCAT R SR, ARSI RAS B TR, ZERTPAS release

notes.,

6.24 - MCU & ESP32-C2 ix#5% AT A JciRml, et 255 ?

21 MCU 4 ESP32-C2 547 ik AT v & Ja s 2B MEAT AT S, FEREF I SIAN 7 ATm”,
W& & AT B PHE T R RRA .

6.2.5 ESP-AT w4 1%+ ESP-WIFI-MESH ?

ESP-AT 41~ 37 # ESP-WIFI-MESH,

6.2.6 AT J&/ %2 #F websocket iy 2 ?

o BRI AT R websocket 4o

o AT HE LA, S websocket, AR Ae € L AT 4rd.
6.2.7 JEMAD AT a4 B0 1L UL BB iR 2o il 2

AR AT B, W 2% DL R R

o PR =N HZ%: AT+MQTT aliyun,
s BBR= NS % AT+MQTT QCloud,

6.2.8 AT w475 vl LU WG TIACES oF % o 7

Al PA. ESP32-C2 [ Wi-Fi il Bluetooth LE Jt[]—R K4k, W[ {ii i AT+RFPOWER 4% &

6.2.9 Ll SZFFIBLEER AIF AN S £ (H o] DUAERL BRI 20 P ESP-AT TR s R 4 7
{I4E ESP32-C2 351 S R 1% WPA2 finll et 2§ , 72 B E menuconfig H1FF %)

HE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supporte.

6.2.10 AT iy AP ReBk P A i 4b 2 7

W PABFEAT 4% 4 5 T PR SCPRFETS -
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6.2.11 AT arAvpf L et R T DU 7 (BRIN: 115200)

AT iy 4 H3 H R BRFAR2 nT DAMB B -

o H—FhyyE, AT DAE A E 1 6y S AT+ UART_CUR S AT+UART_DEF
o BERhEE, ETLAE BT GRIE AT EF, GIFENG: defTwmiF AT 142 51520 UART %
BERE,

6.2.12 ESP32-C2 HiJil AT $4 A BIEBIR, NUHEBIHINIF, ESP32-C2 b7
2y RS M1 L 7

“WIFI DISCONNECT™m”,
© REERMR, SAATE ATVLLO 2RI, v2.1.0 T WA TEH A i 4.

6.2.13  {IKLFEEE A % o i n f fié notify Al indicate Zjfig ?

o (IRDIFERE A FHER B IERR T3, BifA notify fil indicate. XPFHERAE RIS i )
B P A iRE R, (B2 AN R IR ) T B K P im i Bl notification,
WELEE cccp BMH.

o MEBHHE notify, FFE 0x01; WHRBHFE indicate, FEE 0x02 (5 0x2902
ARAF) s W 2R EBE notify WAEMfE indicate, FFEE 0x03,

o b, ESP-AT 2RiAIAR S, 0xC305 J&H] notify Y, 0xC306 &&7] indicate
B A1 BB X NHE R TR AT 02902 FiAfF:

AT+BLEGATTCWR=0,3,6,1,2

>

// & 0x01

OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0, 3,7, 1,2

>

// & 0x02

OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>
// B ccc £ server H Pl &k # notify F indicate H ] 3% & #

6.3 T
6.3.1 AfEANIBA Ly AT [1F25R.E N flash 2K 7

* XT ESP32-C2 RIKIAL, n]ASHESP-AT B # £ 5.

6.3.2 AT [ infu#5 5 error log ?

» ESP32-C2 ¥£ download port £ error log, ERiA UARTO 25 GPIO21. GPIO20.
o TR AT A P ik 3k
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6.3.3 AT 1t ESP32-C2 Kig] |1y UARTI =555 ESP32-C2 Eigliy datasheet 2R\
UART1 5 HA—% ?

» BSP32-C2 37 4% 10 HH[475 4, 75 4i% ESP-AT (%%, W] PAYE menuconfig W i 1 % {24 it 16 ok
UARTI1 RO IR S, BroAsts HBAN datasheet 5 I — B 1E I
o &M AT PAZS A factory_param_data.csv,

6.4 VEfE
6.4.1 AT Wi-Fi ZE3kEmt 20 ?
o TEMAEHTT, AT Wi-Fi JEEFERT SR 5 #b. (HAESEPR(E A H, Wi-Fi B R BT % th
PERE, PIZEEREE, B RV RES 2451
o DAEITAT+CWIAP [f) <jap_timeout> S8, 5 B A HRIHHA] .
6.4.2 ESP-AT [ TCP £k 5 1/ hEmal Ul isk ?
o TCP k%% N 4 Hi ovkiE Aty Bk, 75 ZEECE Y01 ESP-AT TREAE i i [ 4.

o T DA EE Pl B menuconfig %, Component config > LWIP > TCP >Default send buffer
size,

6.4.3 ESP32-C2 AT fyif i il il K {4t ?

o AT fert R R %, @] esp-idf Fry iperf /R BIUEATIL (O AT M, 361
BTy, FHREAE AR 1460 Ty ELE KR ) o
o FIERAW R F K, G ASH hofTiR & ESP-AT Aok ft R R B,

6.5 A

6.5.1 RSN DLl R 1R 1OR L4 AT a4 7

« ESP32-C2 37 #% UART ;13815 .

o AT BRINFE 26 H) UART 42 R A4 . P R TR L8 SDIO s SPI #2 11 k473
5, FIDAKLT ESP-AT fr#4wi, A1 WL iFf 4.

o BEWHEHESH A ATSDIO #:11 , i ATSPL#:11 , 5 i AT EH:FH0 .

6.5.2 ESP32-C2 AT infuf$5x2 TLS Fpill A ?

%% 1% BSP-AT T 28}, W PA¥E ./build.py menuconfig > Component config >
mbedTLS HET, A DARFASTR LM MUA 5 A RE -

6.5.3 AT FilfFanf ik TCP 2% ?

* HAET AT BIARE R TCP o RIERECH S.
* ESP32-C2 AT f K 3(HF 16 A~ TCP 4%, W] PATE menuconfig W EATHCE., L& 7 AMT
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
— ./build.py menuconfig>LWIP > (16)Max number of open sockets
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6.5.4 ESP32-C2 AT 2}y PPP j?

* A3, 2% pppos_client /B AFTEEEL.

6.5.5 AT Wil pEREPIA H & 7

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity &XE %] Debug.,
— ffifie Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifE TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAHZN AR 2) log S5 E ] Debug.
— {# i BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H.{k

MBI ER S log G4k E #| Debug.
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr i O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .

* KIKAT+CIPSEND &4y, BE >2 )5

» RIEAT+CIPSEND YT, WK > 25

KEAT+CIPSENDL % By s, WK > 25

KEAT+CIPSENDEX V82, WE > 2 )5

K IEAT+SAVETRANSLINK V% B T, FH &% (AT+RST) s, BHERZ G

L]
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RN, Kik+++ s, SAIEREXRE, FEAG S

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

 After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BAmBEX 7R, AT i I AR AT AU AR (B THRIIRIY+++) , A AT

T, IXHHE S OB A M G, AT 72 R OLR, MK FEARIEE X

* KiRAT+CIPSEND & w43, & > 25
o RIEAT+CIPSEND $ 476030, ME >2 )5
o RIEAT+CIPSENDL % B4 Y, BE >2 )5
* RIKAT+CIPSENDEX W&y, WK > )5
o RIEAT+SAVETRANSLINK % By S 83, BHAREAT+RST s, BAERZ G
LHIRRER T, R+ i, MR R, PEA G4 HEX.
DHCP Dynamic Host Configuration Protocol
A E NI E L
DNS Domain Name System
4 R 5
DTIM Delivery Traffic Indication Map
JIBINS RNV )
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT k%48
HID Human Interface Device
ML s
I2C Inter-Integrated Circuit
B FL B
ICMP Intemet Control Message Protocol
PRV P 4 il 41 SR
LwIP A Lightweight TCP/IP stack
—ME R TCP/IP Hpill
LWT Last Will and Testament
R
MAC Media Access Control
MAC Hiik
mDNS Multicast Domain Name System
% 4% DNS
manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANERT EFE’J NVS. manufacturing nvs F1 776 T AT [# .ﬁﬂjﬁi}\ BT BN A IS %UEE GATTS
%&‘%‘E FEAE R . Wi-Fi BLE . UART FLESF. XHUMEGEE, BOMETE raw_data B, HAEMT
mfg_nvs.bin, BEFF| at_customize.csv FE XK E .
MSB Most Significant Bit
T A R
MTU maximum transmission unit
= IN (2 T
NVS Non-Volatile Storage
IEZ) RVEAT
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Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C2 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

B3 0 NN RN
iR, TGS AT apd-. B, Pl PAES AT+CIPSEND %, %Kik AT fir
2 HYE Y MCU bl 21 & it o . AT i B 98t , Siliad AT fivd iR [ 45 MCU, - [ i
2Bl +IPD {5 E.
Tl s, WRIEHITIT, ESP32-C2 A g, FHemERNiIT.
WL AN L1522 Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCL % . OWE 2—Fh Wi-Fi ARifE, B PREERS ti sl Z A A8 (5 32 B ORI, A2 oAt b 5
VAR
WEZNASH YEH AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BAREGR Wil @R s i,
TEEMRBACE, AR REHE AT ai %, BR THREHII+++ ard. AT ayd HRER BT Y MCU
%ﬁ%ﬁ%%@‘ﬂ&i&, ReIE B ekt . AR F ] AR 20l AT Ay D e o, &1
74 MCU,
Wi-Fi B ARy, QRIEHEINTIT, BSP32-C2 M 0% Py, S Ao (T g, Mo 5
A+++BIFER, W RERE; ESP32-C2 A NARSF RNy, & oK PHEERE ]I T B 3 £, iy B
A+ ++ 1B AR
WL A 11557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

I
I
I 1
' AT+SAVETRANSLINK=1[,..] H
I AT+RST ]

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1£ 445 X))
e Passthrough Receiving Mode (:% 153545 X))
* Passthrough Mode (:% 1542 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
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received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

ARG TE-5-30 R4 AR X S A AR X Z A — NI S
BB, AT AREAAEER S it (B AT aT AR R B & f o imi &, wid AT fy
A O TG IR B 25 MCU ., 8 £ A28 25 2% Transmission Mode Shift Diagram .

PBC Push Button Configuration
T E

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIIAIE, 7E ESP-AT TAE {512 Er OPEN Al WEP PASMY) Wi-Fi IAIERLE.

PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NITEARN . ATTESIER AR (PKT) 2—4 i fh. PF. 25% . GHBCE SRR
B R, HEMIE TG 8. /B[R . A AR BT 1.
EENRESH NI EPIIAE .

PLCP Physical Layer Convergence Procedure
PLCP Wi, BI4EZ RN

PMF protected management frame
SZARIPIAE BHT

PSK Pre-shared Key
X |

PWM Pulse-Width Modulation
fkeb 5 P 9]

QoS Quality of Service
iz 55 o e

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC HR)—ZH LG, TEARMTE AR AR BERE PR T A

SMP Security Manager Protocol
LA P

SNI Server Name Indication
i858 LS TN

SNTP Simple Network Time Protocol
{7 B[] 285 s i) P

SPI Serial Peripheral Interface
ERATAMREE

SPP Serial Port Profile
SPP #, R I #

SSL Secure Sockets Layer
SSL il RIZ2as g il

system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.

REENE AT 4 KA MCU f%dis . SRS EEH A \r\n 852, A0 RGH LU AT 4
a

TLS Transport Layer Security
TLS thil, R 22 e
URC Unsolicited Result Code
B RGN , — AL 2 MCU [ E TR [H]
UTC Coordinated Universal Time
PR AL B
UUID universally unique identifier
38— RS
WEP Wired-Equivalent Privacy
WEP fin# sk, BIA L4530
WPA Wi-Fi Protected Access
Wi-Fi {47151
WPA2 Wi-Fi Protected Access II
Wi-Fi f4p1)7 0] 1T
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WPS Wi-Fi Protected Setup
Wi-Fi [P 3
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
ANSEEEEEEEERERRE
FESEEEEEEERERR
FEESEEEEEEERRRE
FEEEEEEEEEERERE

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
* N TCP/IP HEALFIA G 2
o REMESEMBAR IR B2 BRIV T
o TEHUXHHE B 5 T b
o PR E SCAT iy

¢ genindex
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AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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A

A2DP, 347

ADC, 347

ALPN, 347

AT, 347

AT command port, 347

AT log port, 347

AT port, 347

AT b0, 347

AT H & H, 347

AT 30,347

AT_BUFFER_ON_STACK_SIZE (C macro), 339

at_get_mfg_params_storage_mode (C++
function), 339

at_handle_result_code (C++ function), 333

at_max (C macro), 335

at_mfg_params_storage_mode_t (C++ enum),

D

Data Mode, 348
DHCP, 348

DNS, 348

DTIM, 348

E

esp_at_base_cmd_regist (C++ function), 331

esp_at_ble_cmd_regist (C++ function), 332

esp_at_ble_hid_cmd_regist (C++ function),
332

esp_at_blufi_cmd_regist (C++ function), 332

esp_at_board_init (C++ function), 339

esp_at_bt_a2dp_cmd_regist (C++ function),
332

esp_at_bt_cmd_regist (C++ function), 332

esp_at_bt_spp_cmd_regist (C++ function),

339 332
at_mfg_params_storage_mode_t: :AT_PARAMSEIN MFAEMIYSERROR_CMD _EXEC_FAIL (o
(C++ enumerator), 339 macro), 336

at_mfg_params_storage_mode_t: :AT_PARAMSLSIAN AARIMIT IKRROR_CMD_OP_ERROR (C macro),

(C++ enumerator), 339 336
at_mfg_params_storage_mode_t: :AT_PARAMSIINONET CMD_ERROR_CMD_PROCESSING (&
(C++ enumerator), 339 macro), 336
at_min (C macro), 335 ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
at_nvs_flash_init_partition (C++ func- macro), 336
tion), 339 ESP_AT_CMD_ERROR_NON_FINISH (C macro),
at_sleep_mode_t (C++ enum), 336 335
at_sleep_mode_t::AT_DISABLE_SLEEP ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
(C++ enumerator), 336 335

at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 336

at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 336

at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 336

at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 336

at_write_data_fn_t (C++ type), 336

B

Bluetooth LE, 347
BluFi, 347

C

Command Mode, 347

(C++

ESP_AT_CMD_ERROR_OK (C macro), 335
ESP_AT_CMD_ERROR_PARA_INVALID (C macro),
335
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),
335
ESP_AT_CMD_ERROR_PARA_NUM (C macro), 335
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL c
macro), 335
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 335
esp_at_cmd_struct (C++ struct), 333
esp_at_cmd_struct::at_cmdName
member), 333
esp_at_cmd_struct::at_exeCmd (C++ mem-
ber), 333
esp_at_cmd_struct::at_queryCmd
member), 333

(C++

(C++
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esp_at_cmd_struct::at_setupCmd (C++
member), 333
esp_at_cmd_struct::at_testCmd (C++

member), 333
esp_at_custom_ble_ops_regist (C++ func-
tion), 330
esp_at_custom_ble_ops_struct (C++ struct),
334

esp_at_eap_cmd_regist (C++ function), 332

esp_at_error_code (C++ enum), 337

esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_FAIL
(C++ enumerator), 337

esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERROR
(C++ enumerator), 337

esp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING
(C++ enumerator), 337

esp_at_custom_ble_ops_struct::connect_d&sp_at_error_code: :ESP_AT_SUB_COMMON_ERROR

(C++ member), 334

(C++ enumerator), 337

esp_at_custom_ble_ops_struct::disconnectsmwlat_error_code: :ESP_AT_SUB_NO_AT

(C++ member), 334

(C++ enumerator), 337

esp_at_custom_ble_ops_struct::recv_dataesp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR

(C++ member), 334
esp_at_custom_cmd_array_regist
function), 330
esp_at_custom_cmd_line_terminator_get
(C++ function), 332
esp_at_custom_cmd_line_terminator_set
(C++ function), 332
esp_at_custom_net_ops_regist (C++ func-
tion), 330
esp_at_custom_net_ops_struct (C++ struct),
334

(C++

(C++ enumerator), 337
esp_at_error_code: :ESP_AT_SUB_OK (C++
enumerator), 337
esp_at_error_code: :ESP_AT_SUB_PARA_INVALID
(C++ enumerator), 337
esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC
(C++ enumerator), 337
esp_at_error_code::ESP_AT_SUB_PARA_NUM_MISMATCH
(C++ enumerator), 337
esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL
(C++ enumerator), 337

esp_at_custom_net_ops_struct::connect_d&sp_at_error_code::ESP_AT_SUB_PARA_TYPE_MISMATCH

(C++ member), 334

(C++ enumerator), 337

esp_at_custom_net_ops_struct::disconnectswlat_error_code: :ESP_AT_SUB_UNSUPPORT_CMD

(C++ member), 334

(C++ enumerator), 337

esp_at_custom_net_ops_struct: :recv_datd&SP_AT_ERROR_NO (C macro), 335

(C++ member), 334
esp_at_custom_ops_regist (C++ function),
330
esp_at_custom_ops_struct (C++ struct), 335

esp_at_custom_ops_struct: :pre_active_wrede statgetcaduiearkt _module_name

(C++ member), 335
esp_at_custom_ops_struct:
(C++ member), 335
esp_at_custom_ops_struct:
(C++ member), 335
esp_at_custom_ops_struct:
(C++ member), 335
esp_at_custom_ops_struct:
(C++ member), 335
esp_at_custom_partition_find (C++ func-
tion), 332
esp_at_device_ops_regist (C++ function),
330
esp_at_device_ops_struct (C++ struct), 334
esp_at_device_ops_struct:
(C++ member), 334
esp_at_device_ops_struct:
(C++ member), 334
esp_at_device_ops_struct:
(C++ member), 334
esp_at_device_ops_struct:
(C++ member), 334
esp_at_driver_cmd_regist
331

:read_data

:write_data

(C++ function),

:status_callback

esp_at_eth_cmd_regist (C++ function), 332

esp_at_fs_cmd_regist (C++ function), 332

esp_at_get_current_cmd_name (C++ func-
tion), 333

(C++

function), 339

:pre_deepsleepesmldibaykt _module_id (C++ function), 339

esp_at_get_module_name_by_id (C++ func-

:pre_restart_callbackon), 339

esp_at_get_para_as_digit (C++ function),

:pre_sleep_callback 329

esp_at_get_para_as_float (C++ function),
329

esp_at_get_para_as_str (C++ function), 329
esp_at_get_version (C++ function), 330
esp_at_http_cmd_regist (C++ function), 332
esp_at_main_preprocess (C++ function), 339
esp_at_mdns_cmd_regist (C++ function), 331
esp_at_module (C++ enum), 336

:get_data_lengidp_at_module: :ESP_AT_MODULE_NUM (C++

enumerator), 337
esp_at_module_init (C++ function), 329
esp_at_mgtt_cmd_regist (C++ function), 332

:walt_write_caomggd.edte net_cmd_regist (C++ function), 331

esp_at_para_parse_result_type (C++
enum), 338
esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
(C++ enumerator), 338

esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
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(C++ enumerator), 338
esp_at_para_parse_result_type::ESP_AT
(C++ enumerator), 338
esp_at_ping_cmd_regist (C++ function), 331
esp_at_port_active_write_data (C++ func-
tion), 331
esp_at_port_enter_specific (C++ function),
333
esp_at_port_exit_specific (C++ function),
333
esp_at_port_get_data_length (C++ func-
tion), 331
esp_at_port_read_data (C++ function), 331
esp_at_port_recv_data_notify (C++ func-
tion), 330
esp_at_port_recv_data_notify_from_isr
(C++ function), 329
esp_at_port_specific_callback_t
type), 336
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro), 339
esp_at_port_wait_write_complete (C++
function), 331
esp_at_port_write_data (C++ function), 330
esp_at_response_result (C++ function), 330
esp_at_result_code_string_index (C++
enum), 338
esp_at_result_code_string_index:
(C++ enumerator), 338
esp_at_result_code_string_index:
(C++ enumerator), 338
esp_at_result_code_string_index:
(C++ enumerator), 338
esp_at_result_code_string_index:
(C++ enumerator), 338
esp_at_result_code_string_index:
(C++ enumerator), 338
esp_at_result_code_string_index:
(C++ enumerator), 338
esp_at_result_code_string_index:
(C++ enumerator), 338
esp_at_result_code_string_index:
(C++ enumerator), 338

(C++

esp_at_wifi_cmd_regist (C++ function), 331

_ PR PARGYs RESY I QMVERT (&b+ function), 331

esp_at_ws_cmd_regist (C++ function), 332

GATTC, 348
GATTS, 348

H

HID, 348

I2C, 348
ICMP, 348

L

LwIP, 348
LWT, 348

M

MAC, 348

manufacturing nvs, 348
mDNS, 348

MSB, 348

MTU, 348

:ESP_ATNRESULT_CODE_ERROR

{ESP ﬂ%ﬂ%% T Ession Mode, 349
’ —NVS, 348 -
:ESP_ATCRESULT_CODE_IGNORE
:Esp_ATPHEHMPT copE_MAX

B SP_ATF_>RE SULT_CODE_OK

Passthrough Mode, 349

:ESP_ AT agstimougbRese mxina Ntede, Bddvp T

PBC, 350

:ESP_ AT RE Ath erndpirc arbes 80ponE

PKI, 350

:ESP_ATHEIRPE® cODE_SEND_FATL

PMF, 350

esp_at_result_code_string_index:: ESP_AIP_%%QT_CODE_SEND_OK

(C++ enumerator), 338
esp_at_smartconfig_cmd_regist (C++ func-
tion), 331
esp_at_status_type (C++ enum), 336

PwWM, 350

Q

QoS, 350

esp_at_status_type: :ESP_AT_STATUS_NORM

(C++ enumerator), 336

esp_at_status_type::ESP_AT_STATUS_TRANIMIT, 350

(C++ enumerator), 336
esp_at_transmit_terminal (C++ function),

S

330 SMP, 350
esp_at_transmit_terminal_ from_isr SNT, 350
(C++ function), 330 SNTP, 350
esp_at_user_cmd_regist (C++ function), 331 SPI, 350
esp_at_web_server_cmd_regist (C++ func- spp, 350
tion), 339 SSL, 350
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system message, 350

T

TLS, 350
Transmission Mode Shift Diagram, 349

U

URC, 350
UTC, 350
Uu1Ib, 350

W

WEP, 350
WPA, 350
WPA2, 350
WPS, 351

1
R, 347

L4

BAEAE A, 348
T E AR, 349

L4

#%H K., 350

\ 4

#fE AR R, 350
FE R, 349
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