ESP32-C2

ESP-AT |

H

_FA

)

Release v2.3.0.0-esp32c¢3-361-gb5430077

e R
2022 4E 11 A 25 H



Table of contents

Table of contents

1 Al'lGH
1.1 ESP-AT BfF24 ... o
12 R ...
120 WEERMER ...
122 ESP32C2-4MB Z51 . . . ... ... .....
123 ESP32C22MB 51 . . ... ... ......
13 FgE3S . ...
131 F#EATREME. ...
132 BEpATHEMZR&E . . ..o o o .
1.3.3 ot AT Bl . . .

2 AT [HfE
21 RAEWIEE ...
2.1.1 ESP32-C22MB &% . . . . ... ...
212 ESP32-C24MB &4 . . . . oo i
22 ATFEMERI . . oo
2.3 FAZEMPRRERE AT L
231 CENEMREG MEE) ...
232  GitHub IGREFEME . . . .
233 BMSEWELE ...
234 HATHEEECE ..o
24 RWEME, BORTEAAT oo

3 AT wic 4
30 EREAT A o

301 AT: MERATREZEN . . o o
312 AT+RST: dJkidh . . .. .. .. ... ...

313 AT+GMR: &HEFEMAES . . . . . . ... ..

3.1.4  AT+CMD: FifYui G A S A28 . oo o

3.1.5  AT+GSLP: A Deep-sleep fiizt . ... ..
3.1.6  ATE: JFREE{XH] AT [ 2IhRE . . . . . ..
3.1.7 AT+RESTORE: {REH &E . .. ... ..
3.1.8  AT+UART_CUR: #% UART 4 il &

AR flash ... L L L

3.1.9 AT+UART_DEF: ¥ UART BUAMCE, (RAEF flash. . . . ... ... ... ...

3.1.10 AT+SLEEP: JFEMEMRAE . . . .. ... ..

3.1.11 AT+SYSRAM: Zrifl 4 ul e s IR E/ NS/ © oo oo oo

3.1.12 AT+SYSMSG: i/ RERGIIREE . ..
3.1.13 AT+SYSFLASH: #rifjaf 2% flash ff F4rIX
3.1.14 AT+FS: YRS HAE ... .. ... ..
3.1.15 AT+FSMOUNT: #:#/H2% FS SCHERS: . .
3.1.16 AT+RFPOWER: #¢ifj/i5 & RF TX Power . .
3117 BEHH ..o
3.1.18 AT+SYSROLLBACK: [HEZ|DAFIIELE .
3.1.19  AT+SYSTIMESTAMP: 7 ifi)/i5 & A< Hi i /) 5
3.1.20 AT+SYSLOG: J=faizsH AT 4%t s




32

33

3.1.21 AT+SLEEPWKCFG: i Light-sleep MuEJFFIMLEE GPIO . . . . . ... ... ... 32
3.1.22 AT+SYSSTORE: B SEAEMAER . . o . 32
3.123 AT+SYSREG: EZAERE . o o 33
WIFLAT G8EE . o o 34
3.2.1 AT+CWMODE: #if]/i% & Wi-Fi f£:% (Station/SoftAP/Station+SoftAP) . . . . . . . 35
322 AT+CWSTATE: #if] Wi-FiARESHM Wi-Fi(Z8 . . . . . 36
323  AT+CWIAP: FEFE AP . . . . 36
3.2.4 AT+CWRECONNCFG: Zrif/iE Wi-Fi S8 . . . . .. .. . ... 38
3.2.5 AT+CWLAPOPT: & & AT+CWLAP & FAf&E @t . . . . .. . ..o ... 39
32.6  AT+CWLAP: FIHCUTITRII AP .« . 40
327  AT+CWQAP: WiTF5 AP BUTES: . . . 42
3.2.8  AT+CWSAP: Jii'H ESP32-C2 SoftAP BEL . . o o o oo e e e 42
329  AT+CWLIF: 2rifijif2 3| BESP32-C2 SoftAP [ station {52, . . . .. .. .. ... .. 43
3.2.10 AT+CWQIF: WJF station 5 ESP32-C2 SoftAP 3% . . . . . . . . . . . ... ... 44
32.11 AT+CWDHCP: RH/ZEFI DHCP . . . . it 44
3.2.12 AT+CWDHCPS: #rifi/i4 % ESP32-C2 SoftAP DHCP 4y it () IPv4 HuhikyifE . . . . 45
3.2.13 AT+CWAUTOCONN: FHUEGMHZNERE AP ... ... oo o o L. 46
3.2.14 AT+CWAPPROTO: #Fifj/i%® SoftAP iz 802.11 b/g/m #hillAnif . . . . .. .. 47
3.2.15 AT+CWSTAPROTO: % Station £z~ 802.11 b/g/m #pislhnifi . . . . . .. .. .. 47
3.2.16 AT+CIPSTAMAC: #rifi/i% & ESP32-C2 Station ) MAC Huht . . . . .. ... ... 48
3.2.17 AT+CIPAPMAC: #if/i% ' ESP32-C2 SoftAP iy MAC ikl . . . . . . ... . ... 49
3.2.18 AT+CIPSTA: #rifj/i' % ESP32-C2 Station [ IP #it . . . . . ... ... ... ... 50
3.2.19 AT+CIPAP: #rifj/i%H ESP32-C2 SoftAP iy IP #bhil . . . . . . . . . . .. ... ... 51
3.220 AT+CWSTARTSMART: Jf/&5 SmartConfig . . . . . . . ... .. ... .. ...... 52
3221 AT+CWSTOPSMART: {2} SmartConfig . . . . . . . ..o v v v, 53
3222 AT+WPS: BB WPSTHEE . . o o o 53
3223 AT+MDNS: B mDNS TIRE . .« o o 54
3224 AT+CWIEAP: JE#: WPA2 VAR AP . . o o e 55
3.2.25 AT+CWHOSTNAME: #¢ifj/i% % ESP32-C2 Station [ FHLZFR . . . . . . . .. .. 57
3226 AT+CWCOUNTRY: #rifj/i%E Wi-FIEZRMID . . . .. .. 58
TCP/IP AT 12 o o o o e e e e 58
33.1  AT+CIPV6: JEH/ZEH IPVO 4% (IPVO) . . . o o oo e e e e 59
3.3.2  AT+CIPSTATE: #if) TCP/UDP/SSL RS E . o o o oo o e e 60
3.3.3  AT+CIPSTATUS (#f): #if) TCP/UDP/SSL HBORESHIEE . . .. ... .. .. 61
334  AT+CIPDOMAIN: AN . . . e e e 61
3.3.5 AT+CIPSTART: 73/ TCP j&4%. UDP f&45al SSL#E®: . . . . . . ... ... ... 62
3.3.6  AT+CIPSTARTEX: Z57 HzZh40i ID 1 TCP i#4:. UDP 4ok SSL i##: . ... 65
337  UCEREGA] 4+ BlBIEE . 65
3.3.8  AT+CIPSEND: 7r¥smfeiifitol Wi-Fi s P RefdeE ... ... .. .. 66
3.3.9 AT+CIPSENDL: fEMS@ Gt Fr e ksde . . . ... . ... 67
3.3.10 AT+CIPSENDLCFG: {4 AT+CIPSENDL f& M@t . . . . ... ... ... ... 68
3.3.11 AT+CIPSENDEX: 7EMS@fLsiist FRAY B &8s .. ... . ... 69
3.3.12 AT+CIPCLOSE: [ TCP/UDP/SSL 33 . . . . o v v oo o e 70
3.3.13 AT+CIFSR: Zrify4sil IP Huhl-fl MAC #hlE . . . . . .. . . o o L. 70
3.3.14 AT+CIPMUX: JRR/ZEH ZESRE o . 71
3.3.15 AT+CIPSERVER: Z//3¢H] TCP af SSL ARZSE . . . o o oo 72
3.3.16 AT+CIPSERVERMAXCONN: ZFifi/i B R & 2L foir s r i Rk . . . . . .. 73
3.3.17 AT+CIPMODE: /BB . . . 74
3.3.18 AT+SAVETRANSLINK: #WEIFHIBLEEREE . o . 75
3.3.19 AT+CIPSTO: #rifij/i B A<H TCP/SSL AR #eABIFIIR] . . . . . . . o .. 76
3.3.20 AT+CIPSNTPCFG: Zifj/B BT SNTP lR4528 - - - - o o oo oo e e 77
3321 AT+CIPSNTPTIME: 5] SNTP HH[H] . . . . oo oo e e e e e 78
3.3.22 AT+CIPSNTPINTV: #rifj/i3 & SNTP WA [RE MG . . . . . . . ... ... 79
3.3.23 AT+CIPFWVER: Zifj[RSEO AW AT BEAS . . o . 80
3.3.24 AT+CIUPDATE: i Wi-Fi FFLELE . o o o o o e e e e 80
3.3.25 AT+CIPDINFO: &% +IPD Y ETER . . o o o o e e e e e e e 83
3.3.26 AT+CIPSSLCCONF: Zifj/5'% SSL &AL E -« v v v v e oo e e e e e e e 83
3.3.27 AT+CIPSSLCCN: #rif)/i% & SSL & it /s 144 (commonname) . . . . . . . . .. 84




34

3.5

3.6

3.7

3.8

39

3.10

3.3.28 AT+CIPSSLCSNI: ZFif/BEE SSL & I SNT . . o o o oo
3.3.29 AT+CIPSSLCALPN: ZFifj/i % SSL & i ALPN . . . . . ... ... ... ....
3.3.30 AT+CIPSSLCPSK: #rifj/i' 8 SSL & i PSK . . . . . . .o o o .
3.3.31 AT+CIPRECONNINTV: Zrif/$5¢ % Wi-Fi #4453 1) TCP/UDP/SSL & 4[] [ .
3.3.32 AT+CIPRECVMODE: #ifj/i%EEmsiim . .. ... ..
3.3.33 AT+CIPRECVDATA: #HERhBEE s FIEEs e . . . . ... ...
3.3.34 AT+CIPRECVLEN: ZEifjpizhizloiit FEEFBIENKE . . . . .. . ...
3335 AT+PING: ping RFHEFHL . . . . o o oo
3.3.36  AT+CIPDNS: ZFifl/i% 5 DNS JREGZMEE. . . o o oo o e e e
3.3.37 AT+CIPTCPOPT: Zrifj/i B AEaryklil . . . . . o .
Bluetooth® Low Energy AT fip&4E . . . . . . . o
3.4.1 AT+BLUFL: JFEEK L BIUFL . . . . e e
342 AT+BLUFINAME: ZEf)/i%E BluFi 545 ZFK « o o o o oo e e
3.4.3 AT+BLUFISEND: %% BlFi P HEXEGE . . . . . . o ..
MQTT AT G384 . o o o o e e
3.5.1 AT+MQTTUSERCFG: '8 MQTT fHFUEME . . . o o o oo e
3.52  AT+MQTTLONGCLIENTID: & MQTT & ID . . . . . .o oo
353 AT+MQTTLONGUSERNAME: #% MQTT ZFEH % o o o o oo oo
354  AT+MQTTLONGPASSWORD: P8 MQTT BFEERL . . . . . . . oo .
3.55 AT+MQTTCONNCFG: %8 MQTT iEEM: . . . . o o oo .
3.5.6  AT+MQTTALPN: #'# MQTT W HZ Mg (ALPN) .. ... ... ... ...
3.57 AT+MQTTCONN: %3 MQTT Broker . . . . . . . .o oovuuuu ..
3.5.8  AT+MQTTPUB: %7 MQTT & (FFFE) . . . o .
3.59 AT+MQTTPUBRAW: %7K MQTT JE . . o o o oo oo e
3.5.10 AT+MQTTSUB: T MQTT TOPIC . . © v v v v v et e e e e
3.5.11 AT+MQTTUNSUB: BUHITHEIMQTTTOPIC . « « v v v v v e e e e e et
3.5.12 AT+MQTTCLEAN: WifF MQTT 38z . . . . . ... ..o o .
3513 MQTT AT B4R . . o o o
3514 MQTTAT P . . . o o o o
HTTP AT 65245« o o o e s e
3.6.1  AT+HTTPCLIENT: %1% HTTP &) miE=R . . . . . o oo oo oo
3.6.2  AT+HTTPGETSIZE: #EUHTTP WA/ o o e
3.63 AT+HTTPCGET: ZRHUHTTP % . . . oo e e e e
3.6.4  AT+HTTPCPOST: Post 5K HTTP 58 . . . . . . o o .
3.6.5 AT+HTTPCPUT: Put #§E KM HTTP 308 . . . . . . . .. ... ... ... ...
3.6.6 AT+HTTPURLCFG: #&E/AREUKIHTITPURL .« . . . o oo
3.6.7  HTTP AT S55HD . . o o o o
(BN AT 52 . o
371  AT+FACTPLCP: %EH PLCPE/HPLCP . . . . o oo oo e
BN AT f2 o o o e
3.8.1 AT+DRVADC: {ZEUADCIHIBEE .« « o o o e e e e e e e
3.82 AT+DRVPWMINIT: #JUGL PWMORENSE . . . . . . .o .
3.83 AT+DRVPWMDUTY: #%E PWM L7250 ..o oo oo oo oo
3.84 AT+DRVPWMFADE: $#FE PWMWIAS . . . . . .. ..o,
3.8.5  AT+DRVI2CINIT: a4k 12C EHLEKEN . . . o o o oo e e e
3.8.6 AT+DRVI2CRD: iZHI2CHE . . . . . . .
3.8.7 AT+DRVI2CWRDATA: BA RCHEIRE . . . . . oo,
3.8.8  AT+DRVI2CWRBYTES: A AMEN 4 F3Ha RCEE . . . . . ... . ...
3.8.9  AT+DRVSPICONFGPIO: B SPIGPIO . . . . . . . . ...
3.8.10 AT+DRVSPIINIT: #J4a4k SPT EHLIRES . . . . . o o o oo
3.8.11 AT+DRVSPIRD: ZHUSPIEGHE . . . . . . ..
3.8.12 AT+DRVSPIWR: B A SPLEMHE . . . . .
Web RE48 AT 61D . o o o e e e
3.9.1 AT+WEBSERVER: 35 /25 ik Web IR & oS0 s Wi-Fi #8: . . . . ... ... ..
FFT AT G52 o o o e
3.10.1 AT+USERRAM: #:ER FIBIZSH RAM . . . . o oo oo oo
3.10.2 AT+USEROTA: H#EHS2E URL FFEME . . . . o o o oo .
3.10.3 AT+USERWKMCUCFG: #% AT Mafif MCU [OFRE . . . . . . .. ... ...




3.10.4 AT+USERMCUSLEEP: MCU #5775 O BEIRIRAS - . o o o oo
3.10.5 AT+USERDOCS: #rifBE{ER B PScsdess . . o o
301 AT GRS o
3.12 BEUEBAREAE flash T AT 52 . o o o o
303 AT B« o o e e e
AT % il
41 TCP-IP AT 7B . o oo o e e e
4.1.1 ESP32-C2 4H1EN TCP P T BATER: . . .
4.12 ESP32-C2 iX#5HE R TCP IR&ARE 2218 . . . o o
4.1.3 i IP HUHERGE OB R UDP SEAE . . . . o
4.1.4  FEEIP HOAERE OO ATASH UDP A . . o e e
415 ESP32-C2 4AMEN SSL B P # BATES: . . . L
4.1.6 ESP32-C2 4AMEN SSL IR G HN ZHEEE . o o o
4.1.7  ESP32-C2 ¥t£51EN SSL & Frum N W A IR ER: . . . oo
4.1.8  ESP32-C2 #t£51E M SSL RS e @ M mAIES 3ERE . . . . oo
4.1.9 ESP32-C2 X454k TCP &, A BAER:, Pl UART Wi-Fiagfg . . . .. ..
4.1.10 ESP32-C2 #41EH TCP lR%54%, SCP UARTWi-Fisdsfs . . .. .. ... ... ...
4.1.11 ESP32-C2 #%# 1} softAP #£ UDP &4 158 UART Wi-Fii#f% . .. .. ... ..
42 MQTTATIRBI . . o o
421 BT TCP i) MQTT iE#: (TFEAHAIE MQTT (AH) (&M FHdha/b)
422 KT TCP i MQTT jE#: (FRFEAMAIE MQTT /CH) GEHTHdR&EZ) .. ..
423 T TLS () MQTT &8 (FBEAMAE MQTT /L5 . . ... . ... ... ...
424  FETWSSHIMQTT R © o o e e e e
43 MQTT AT FEBZIRB] .« o e
43.1 M AWSToT 3RHUIEFPA K endpoint . . . . . . . . o oo
432 ] MQTT AT g &5 F WA uE#ERE AWSToT . . . .. ..o oo L.
4.4  Web Server AT /R . . . o o
4.4.1  AFHWSESIEST WI-FLEC . .
442  FERAMESSIET OTA BTG . . . o o
443 FRMEDERHET WEFILR . ..
444  fFFMEAREFIEAT OTA BIETFR . . o o o e
4.45 ESP32-C2 ffiff] Captive Portal HHE . . . . . . . . . . . ...
45 HTTP AT 7RG . o o oo o e
451 HTTP & HEAD WK VE . . o o o
452 HTTP & GET 3R . .
453  HTTP % /i POST iR vk (GEAT POST 84dE) ... ... . ... ... ..
454  HTTP %/ POST iRk (e =) ..o o oo
455 HTTP % /i PUT ik ik GEM TR ) .. oo oo oo
456 HTTP % g PUT k5 (K)o oo oo oo
457 HTTP & DELETE R 73 . . o o o o e
4.6  Sleep AT IRPI . . o o o o
461 TRITT o
4.6.2 £ Wi-Fi fi M & Modem-sleep 5 . . . . oo oL oo
4.63 AF Wi-Fi f0FE M Light-sleep 582 . . . . . . . . . ...
464  WE N Deep-sleep B . . . . L
W g RDF & F1 LR AT R
5.1 GRIFESP-AT THR . o o o e e e e
5.1 BEHIEEIR .
512 B BSPAIDEESEATT .« o oo
513 BT BUBSP-AT . . . o o o
504 BT BEEIREE ...
515 EBPUM: MEREER ..
5016 ST B TR . .
517 AR HRTER .
518 HEH BESEEIBE . .
5.1.9  buildpy #EFYE ...




52 AR AT BRI . . o 202

52.1  ESP32-C2 R . . . e 202

53 ISIMBETEX AT 52 . o e 203
53.1 BN AT 2 . 203

532  HEMFAT 2 . o e 205

533 ZE—TRIE . L 205

534 ESGRIEIVEEL ..o 206

53.5  FREUAADSEL . . . o e 207

53.6  EWEBMASEL . . . e 207

537  FHZEMADWIPIT . . . e 210

538 M AT @S IIIRBUG AIEGE . . . 210

54 WMAEEE ESP-AT HHEPERE . . . . 213
541 [RIBAIPSERCE . . . o 214

542 [MERF] AGEREIRT . APWHBBEE ... 214

55  WMAERCH)SECIERISCME L 217
5.5.1  factory_param_type.CSV . . . . . . v v i i e e e e e e e e 217

5.5.2  factory_param_data.Csv . . . . .. ..o e e 217

553 M AEENEIH ... 218

554  HM—AHENSE .. e 219

555  BMEIABLHIETSEEIE ... 221

56 WHATHE XK 222
5.6.1 B at_cuStomize.CcsV. . . . . . . . e 223

5.6.2  Apat_customize.bin. . . . ... . 223

5.6.3 Bk at_customize.bin B ESP32-C2 3545 . o v o o o 223

564 IR . e 224

57 WA —ANEIRE TR L 224
5.77.1 £ factory_param_data.csv I MIBRZAMEEL . . . o o oL 226

572 B esp_at_module_info 5 . ... L 226

573 TEEFAICMHE ..o 226

58 SPIATHETE . . . o o o o e e e e e 227
5.8.1 T . 227

582 AHFISPIAT . . . . . 228

583  SPIAT IR . . . . 230

59  WHASEIL OTA TRIL . o o o o o 231
59.1 OTA AN RN IS . . 231

592 ffiH| ESP-AT OTA 2P U7 OTA FFg . . . . . . o o e 232

510 WA EEHT BSP-IDF S . . . . o o 238
511 EBSP-AT EAZER . . o 239
5.11.1 ESP32-C2 B . . . . e 239

5.12 Gufaf A\ GitHub R fimii A AT [L: . . . . .. o 240
513 A p PRI SCEE . L o e 245
5.13.1 WEB T HERISCEARRES L 245
5132 EREGEBTHERISCHE . 246
5133 TFEEEEPRER HERISCOE L. 246

5.14 AT APIReference . . . . . . . . . . . . e e 248
5.14.1 HeaderFile . . . . . . . . . . . . e 248
5142 Functions . . . . . . . . . . e e e e e 248
5143 Structures . . . . . . . . e e 252
5144 MaCIOS . . o o v ot e e e e e e e e e e e 254

5145 TypeDefinitions . . . . . . . . . . o e e e e e e e e 255
5.14.6  Enumerations . . . . . . . . . i e e e e e e e e e e e e e e e e 255

5.1477 HeaderFile . . . . . . . . . . . e e 258
5.14.8 Functions . . . . . . . . . ... e 258
5149 MaCrOS . . . . v o i e e e e e e e 258

6 ATFAQ 259
6.1 AT A . . 259
6.1.1  FIBAEA B KMMELE, R BGE g EeE? . 260




6.1.2  WHAZREL AT BEFEID? . o o 260

6.13 CEM FRCEM AT BT RER? .. 260
6.1.4 QR4 ESP-AT SR R bin SCEE? .. o 260
6.1.5  BUHE) AT BEFEE CFRRE? . 260
6.2 AT A2 5MIR. . . 260
6.2.1 AT HR busy BAFAJEHT .. 260
6.2.2 AT [y, FHFEEE - aSneaRkE NHMWER, Afta? oo 260
6.2.3  TEAR[RIBLH ERYERIN AT B SR Le a4, DAL & MRS AT i =2 F5 7 261
6.2.4 T MCU % ESP32-C2 % # % AT A TeiR M, BAEH? ... . ... 261
6.2.5 ESP-AT #2275 %4 ESP-WIFI-MESH? . . . . . . . ... ... ... 261
6.2.6 AT 27 websocket fF27 . o o o 261
627 BEA AT B B P R RE? o 261
6.2.8 AT iy 5 DA BARIIFEIE A AR oo 261
6.2.9 ] SCREABLE BRI R SCREE W] DAFERD BN 4R ESP-AT T2 5 32 F el 47 . 261
6.2.10 AT RS4RI ALY L 261
6.2.11 AT frdh: O EHm AT DUMEN? (BRIA: 115200) .. .. .. ... ... ... 261
6.2.12 ESP32-C2 ffi ] AT #5493 i H B, WEREREMHSWIIF, ESP32-C2 REAR 4
BAHN R AEET e 262
6.3 THLE . 262
6.3.1  FEARFBAE F AT BBk flash 27 . . oo 262
6.3.2 AT U E error log? . . . . . . 262
6.3.3 AT #£ ESP32-C2 #i4H [ %) UARTI {545 1 5 ESP32-C2 i [t datasheet BRIA
UARTL I =37 . o o 262
6.4  MEBE . . 262
6.4.1 AT WIi-Fi SEERF Z/07 262
6.4.2  ESP-AT [E#fH TCP &35 O //NES AT DMERR? . . o . 262
6.4.3  ESP32-C2 AT #Fit st JeA4k? . o o oo o 262
6.5  HAML . 263
6.5.1  IRES AT DUE R CURAEET AT 6527 . 263
6.5.2  ESP32-C2 AT Q{455 TLS VMMARAS? . . . . . o 263
6.53 AT BEEUMAEE TCP ESEELT . o o o o 263
7 Index of Abbreviations 265
8 T ESP-AT 269
#5l 271
#5l 271

vi



Table of contents

X B2 SR EE ESP-AT JFAMEZRY S L. ESP-AT ff0 i Espressif Systems At AR HEH AR SF19H 7
W H, &M Windows, Linux, macOS [-ffj ESP32, ESP32-C2, ESP32-C3. ESP8266. il ESP32-S2 &
7Ry

AR & % ESP32-C2 .83y 1) ESP-AT f§i il .

o
IJ:
I BI N S
11
{c}; AT
commands
AT AT Binary 51 AT 2B
Examples
| m— |
AT
phe </>
—C
- P
i —
AT fir % /Rl I IEAIT A =T ik AT fiy %
A F
Espressif Systems 1 Release v2.3.0.0-esp32c3-361-gb5430077

Submit Document Feedback


https://github.com/espressif/esp-at
https://www.espressif.com/zh-hans/home
https://www.espressif.com/zh-hans/products/socs
Get_Started/index.html
AT_Binary_Lists/index.html
AT_Command_Set/index.html
Get_Started/index.html
AT_Binary_Lists/index.html
AT_Command_Set/index.html
AT_Command_Examples/index.html
Compile_and_Develop/index.html
Customized_AT_Commands_and_Firmware/index.html
AT_Command_Examples/index.html
Compile_and_Develop/index.html
Customized_AT_Commands_and_Firmware/index.html
Customized_AT_Commands_and_Firmware/index.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Table of contents

Espressif Systems 2 Release v2.3.0.0-esp32c3-361-gb5430077
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 1

AlH5M

AFGFG A2 ESP-AT @At 4 AMATHERRREFE . DASCANAT T AR SR AT [, i PAF B

1.1 ESP-AT 21|24

ESP-AT J& /KRBT A i n] B3 T B = e ) 52 F Bl F , BAERRAIRE P IR R BAS, PR e i . 84t
ESP-AT #§4, &0 DAPRBEINATCL ML iSRG SCEEWREE A GEfE s S5 T6e, BEiEEst
JeEETHEL B Y R

ESP-AT ;& £ - ESP-IDF SLHl R4 T2, B i ESP32-C2 BIH M MAL, MCU ERFHL. MCU Ki%k
AT fiy4-45 ESP32-C2 54l , %] ESP32-C2 Bidl AT AN [ 4 0E, Jf- 20k ESP32-C2 B4z [1] ) AT iy
N . BSP-AT 244 7 K EINFEARFIN AT fird-, 1 Wi-Fi fiy4-. TCP/IP 54, Bluetooth LE fjr4~. Bluetooth

4. MQTT 474, HTTP 674, Ethernet fiy 345,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

K 1: ESP-AT 445

AT 4 PA “AT” TR, U3 Attention, PARIH)—47 (CR LF) 4R . HAREER A&k 0] oK B
ERROR MWL, FIR Y HIar > M A PATER . HE, Irf AT ey ¥ spATidT, SR BIIT— 4%
s L, FEMT AT iy, WAER E— A iTsg e n, MAET —&ard. MR E—FamdR
WAToEEe, NERTHMA, WERE busy p... K. HEH K AT 6o fE BB AT 44 &

BOABCE T, MCU il UART 345 52 BSP32-C2 #i4H . Ak AT S AR AT iRz, {Hig, ]
DA SE PG RS DU B R, (D HA i (5 4% 1, fil4n SDIO.
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ke, R DARET ESP-AT TAE, FAATIFAEZM AT s, ASKBEZ R IhEE.

1.2 iR

ARSCR AN HANGER AT [FEF . Ak AT air MR AT Wi b T 5 SRR DA BB 12 18] ] %
.

TR RIIRIRL, AT BB S S R . BIKTT S ESP-AT B 4 £ 7.
1.2.1  wifkfEsS

2 1: ESP-AT L rif i

1 IhgE

ESP32-C2 H %t MAL

USB %dis2k (4% ESP32-C2 1 & M fll PC) AR F S H SRR

PC FHL, R T 2R ML

USB %fli2k (i#4% PC A1 USB % UART H: [I4ER) Kk AT 4. 200 AT i b B % 4%
USB #% UART H [ 541 &4 USB {55 M TTL {55

KL (%3 USB #% UART H [ FLHfl ESP32-C2 H &) | Ki% AT fixd-. B AT o i i 43

< Download / Log output>

] 2: ESP-AT Il is{hE {2 1 7 7 1A

o BT RRAEIEIAAT B) P [ SRR 26 MHz 4k QIR ESP32-C2 i 4ikh 40 MHz, 1527 %) iF
ESP-AT T42 H 174 ESP32-C2 AT [Hl{f. 45 TP ACE::
python build.py menuconfig -> Component config -> Hardware Settings -> Main.
—XTAL Config -> Main XTAL frequency -> 40 MHz
o BRI 4 HUELFR L % RE ESP32-C2 Al fll USB % UART 5 I A8EHe , {H QISR G (8 I A 45
haE, R 2 AL TX/RX HIW,
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1.2.2 ESP32C2-4MB &%

ESP32C2-4MB Z 51351142 19 & ESP32-C2/ESP8684 it H-, 6] 74 4 MB flash (A 4H/FF % A, 15111 : ESP32C2
MINI £%1#% . ESP32C2 WROOM Z 1% 4 .

ESP32C2-4MB AT ¥~ UART #:11: UARTO H T R E4 M H HE &, UARTI HT %1% AT 5%
A AT mRY . BRI ML T, UARTO #l UARTI ¥{#i ] 115200 RT3 s .

2% 2: ESP32C2-4MB Series Z 51 i {234 ﬁ“ﬁﬂfﬂﬁﬁﬂ

IngE ESP32C2-4MB F & & HEEZEEHN
; & £
TREFRE AL UARTO pe
+ GPIOI19 (RX) . TX
« GPIO20 (TX) « RX
AT G A 2
LRl UART1 USB %% UART #3 1 itk
+ GPIO6 (RX) . TX
« GPIO7 (TX) « RX
+ GPIOS (CTS) * RTS
+ GPIO4 (RTS) « CTS

BEWH 1: ESP32C2-4MB JT & A fl PC 2 [RI )4 &R 2 N B A ESP32C2-4MB J1 & I, % R A USB
BRI B AR PC BIHT

BiW] 2: CTS/RTS A& M A AE I RECF R f D eI A e o

ESP board

Download/Log output

USB to serial converter ESP board USB to serial converter
) R ———— TX
X ———— RX
—_— AT command/response g—}-g —_— 2-:—-2

%] 3: ESP32C2-4MB 2 512 v 1 s 25 J&l

IR B E T ESP32C2-AMB B IETIERE , WS B X RIALY SRR P

1.2.3 ESP32C2-2MB %%l

ESP32C2-2MB Z %1512 N & ESP32-C2/ESP8684 ith 1, [AIH4 2 MB flash [AR4L/FF %4

ESP32C2-2MB AT % i~ UART #:11: UARTO [T F 2k B¢ H7, UARTI T %% AT b
Al AT W5 . BRAKSAL T, UARTO Fil UARTI ¥{fi ] 115200 441 s .
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%% 3: ESP32C2-2MB Series 41 fifi {4434 452455 [ 43 Tir
Ihge ESP32C2-2MB F &R E R HEZEER
1

B UARTO PC
« GPIO19 (RX) . TX
« GPIO20 (TX) « RX

AT 532 v 2

LR UART1 USB #% UART 11 B

« GPIO6 (RX) . TX
« GPIO7 (TX) + RX
+ GPIOI9 (CTS) * RTS
« GPIO20 (RTS) « CTS

A iR

LR UARTO USB %% UART #3 11 itk
+ GPIOS (TX) « RX

BtW] 1: ESP32C2-2MB JT A AR Al PC Z [AI KA I B2 & A B ESP32C2-2MB JF Al b, i)

B 2 T & AU PC RIHT
Ll 21 CTS/RTS 48 Bl A 7 FH AR R i T RE I A TR 4%

Download

USB to serial converter

AT command/response ESP board
RX
TX
CTS

RTS

Log output

4 4: ESP32C2-2MB Z 41| i1 145 R 1A

)

>

i ] USB

USB to serial converter
>
RX
RTS
CTS

WA B E LT ESP32C2-2MB B BHTIERE, SR ALY SR MRS P
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13 p#idRT

AT PA ESP8684-MINI-1 B4 B, &3 an{a] | 2k ESP8684-MINI-1 BRI (1) AT [, DA ANALRF
FIPFGER BRI E, HE BSP32-C2 R AR n] 25 A 30

TNEABET AT B2 BT, R EC B IERTRAEE, B 2% 8 it ik,
TR RS, AT BOAFECEI SR e A e . BIRISHESP-AT Bl # £ 3¢

1.3.1 Pk AT b1k

T DL R AT [ {fF % PC:
o HIfEAT B #
o FRENEABIAL T A AT [E {4
o AR NI T T 3R

WAL, Ffi1F# T ESP8684-MINI-1 X} W [ ESP32C2-4MB_AT_Bin_V2.5.0.0 [FE{, ZE LM H 45
F4 B e rp 484> bin SCHATERANT , Hee ESP32-C2 RAAA [E 41 B SR 4544 & bin XA ] 2 Z R 45

— at_customize.bin /] Z %A Rk

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

I— ble_data.bin

F— client_ca.bin

— client_cert.bin
F— client_key.bin
— factory_param.bin
— factory_param_MINI-1.bin
I— mgtt_ca.bin

F— mgtt_cert.bin

F— mgtt_key.bin

I— server_ca.bin

— server_cert.bin
L— server_key.bin

mrrrir

download.config /] RFEEEH SR
esp—at.bin // AT KA B H
esp-at.elf
esp—at.map
factory /) EFHEFTAFE bin X #
— factory MINI-1.bin
L— factory_parameter.log
flasher_args.json /] TERBHEEFHER
ota_data_initial.bin // ota data X 474 &

— partition_table /] — KAk

| L— partition-table.bin

— phy_init_data.bin // phy ##HfF &

L— sdkconfig // BT [ AR G E

Hir, download.config U BRI FAISEL:

—-—flash_mode dio —--flash_freqg 60m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x60000 esp-at.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0xf000 phy_init_data.bin

0x1e000 at_customize.bin

Q)
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(£ L£50)

0x1F000 customized_partitions/server_cert.bin
0x21000 customized_partitions/server_key.bin
0x23000 customized_partitions/server_ca.bin
0x25000 customized_partitions/client_cert.bin
0x27000 customized_partitions/client_key.bin
0x29000 customized_partitions/client_ca.bin
0x32000 customized_partitions/mgtt_cert.bin
0x34000 customized_partitions/mgtt_key.bin
0x36000 customized_partitions/mgtt_ca.bin
0x2B000 customized_partitions/factory_param.bin

e ——flash_mode dio fRFRILE:R AR flash dio # AT 9m1%;

e ——flash_freq 60m fAFEIEER TN flash iR H% N 60 MHz;

e ——flash_size 4MB X FEIEEE LY flash F/)N K 4 MB;

e 0xd000 ota_data_initial.bin fBFEAE 0xd000 il ota_data_initial.bin 4.

1.3.2 Bk AT FESE %%
T HRYR R B AR R G B B T ¥

Windows

THifbesk 2 B, 7 T3 Flash T8 TH. HEZH X Flash T TRING, WSHELET doc k.

* $TJF Flash N TH;

o PEEEO A RAL (B, Ff1EEE ESp32c2,)

o MIEBMT RIEE—Fh TS (BAL, FRATT%EHE develop, )
o MIEEAMT RS M RO (M, AT vart. )

B DOWNLOAD... — O e
WorkMode:; |Develop w

LoadMode: HUART

OK

Bl St R S e g

- ¥ AT [EIPERET 5 B A, DL RFIRO AT
— HERERITAER R 0x0 Ml A3 “DoNotChgBin” , {8 I 47 [ {1 BRA T
- I FE LA bin X2 AR HbE: HRYE download. config XX #EATHEC B, 5 /A 1%k
“DoNotChgBin”;

N T EEREGE IR, EEEIT A N EZEON COM igH 5, FEM “COM:” FHiH| R ikfiz i
F5. A XU A i S RN 4H15 2% /& Windows [ 458 & Ui [ o

BeRSE G, i & AT B S RF R .
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v A > HEBEE » OS(C) » bin » ESP32-C2-MINI-1_AT Bin_ V2.5.0.0 » ESP32-C2-MINI-1-V2.5.0.0 > factory v | O
b=t W ESpa2c2 FLASH DOWNLOAD TOOL V3.0.3 = O =
[ ] factory MINI-1.bin J SPIDownload ] HSPIDownload ]

"] factory_parameter.lag .
s o SR N VeSS s 50|
O - @
O r
O r
O e
O r
| @
O (@ W
SPIFlashConfig
SPI SPEED SPI MODE Detectedinfo
DoNotChgBin
@40MHz O QIO
LockSetti
O267MHz  OQOUT ceeEtnas
() 20MHz @®DIO CombineBin
CO8OMHz (O DOUT Default
(O FASTRD
DownloadPanel 1
COM: w
START STOP ERASE ‘ Solhe |
BAUD: 115200 ~|
F 6 N E AR R (o)
@ download.config - iT=4 - = o
XD RFEE B0 SEV EHH) WY ESP32C2 FLASH DOWNLOAD TOOL V3.9.3 = m] ey

—flash mode dio —flash freq 60m --flash size 4MB |

0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin
0xd000 ota_data_initial.bin

0xf000 phy _init_data.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/server_cert.bin
0x21000 customized_partitions/server_key.bin
0x23000 customized_partitions/server_ca.bin
0x25000 customized _partitions/client_cert.bin
0x27000 customized_partitions/client_key.bin
0x29000 customized_partitions/client_ca.bin
0x32000 customized_partitions/mqtt_cert.bin
0x34000 customized_partitions/mqtt_key.bin
0x36000 customized_partitions/mqtt_ca.bin

0x2B000 customized partitions/factory_param.bin

d [ HSPID:

iy

SPI SPEED  SPI MODE
|DDoNonchgs;n|
®40MHz  OQi0
Locksetti

O 267MHz O QOUT Ocksetings
S
Ot oo

O FASTRD
DownloadPanel 1
IDLE
£
START H sToP H ERASE |COM: COM43 v|

BAUD: | 115200 g |

B 7 MR A (RdEOR)
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Linux 5 macOS

FrRFEFZ T, 2% esptool.py.
PAR PRI AT —, 5 AT B R 54

o R EZA bin U R HLAE : S AU R84, Bt PORTNAME fl download.config &
B

esptool.py —-chip auto —--port PORTNAME --baud 115200 —--before default_reset —-—
—after hard_reset write_flash -z download.config

F PORTNAME B4 s A AR 835 O A FR, A ICIENE %% D £4FK, 5% 7F Linux fil macOS
AEH G .

Ff download. config B iz LI IS HDI %K.

PLF S8 6 [ 42 57 & ESP8684-MINI-1 540 5 A B4 :

esptool.py —--chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—~dio --flash_freqg 60m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0xf000 phy_init_data.bin 0x1e000 at_customize.
—bin 0x1F000 customized_partitions/server_cert.bin 0x21000 customized_
—partitions/server_key.bin 0x23000 customized_partitions/server_ca.
—bin 0x25000 customized_partitions/client_cert.bin 0x27000 customized_
—partitions/client_key.bin 0x29000 customized_partitions/client_ca.
—bin 0x32000 customized_partitions/mgtt_cert.bin 0x34000 customized_
—partitions/mgtt_key.bin 0x36000 customized_partitions/mgtt_ca.bin.
—0x2B000 customized_partitions/factory_param.bin

o HEETFEITOM SR 0x0 Hihtk: A PLU T4, £t PORTNAME fll FILEDIRECTORY &
5

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z —--flash_mode dio —--flash_freq 40m ——-flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Fr il A M P 803% D4 FR, A ICIENE R 4 FK, 165 % {£ Linux il macOS
EF .

# FILEDIRECTORY Frfe il 0 i i) 7= B i SO 42, BT, X factory/
XXX .bin,

PUF 2l F e & ESP8684-MINI-1 R 4R 5 Afr) v 4 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 60m —--flash_size 4MB 0x0 factory/factory MINI-1.bin

PRSEUR, s AT B2 TR R

1.3.3 KA AT [l fF e M hessk i)

T DA SRR A AT E 2 ek i -

o ITHE O TH, 40 SecureCRT;
B T AR AT &My ER I (R A2t iEdE )
o JARE#: 115200;

o BdEfAL: 8;
o ¥:367: None;
o IR 1

» Jiifs: None;
* A “AT+GMR” 14, If Hitf7 (CR LF);

FTR PR, WA OK, MR AT R .
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AT+GMR

AT version:2.5.0.0-dev{c3e8505 - ESP32C2 - Jul 11 2022 08:24:02)
SDK version:v5.0-dev-3424-gbb23d783c0

compile time(bc9ad31):jul 14 2022 17:01:10

Bin version:2.4.0(MINI-1)

oK

&l 8: AT Iy

W, EFEEE AT iz —f A ESP32-C2 g4 AL H &
Jitk1:

o FTHH O T H, 1 SecureCRT;

o BB BEPEHIT CREMM A HE” MO, BOEEEIE S L,

o JAREE: 115200;

o K 8

 KU&{V: None;

o fEIEfL: 1

* Jiifs: None;

o BT MY RST 4, # HERTHER HEMLL, Wi ESP-AT [E{FE L IEMPIGIL T .
Jith 2:

o FTIFHIAHE 0 LE., 1 SecureCRT;

o BRI R T AR B AR AT ar/ma s e DA T < FE R4t HE” e,

FOTEIFHES R £,

o AR 115200;

o K 8

 KE&{V: None;

o RS 1

e Ji¥s: None;

o FEREBIRIL “AT AL/ [FE 14 AAT+RST 4, HH#84T (CRLF), %7 “ kA /4 H

H7 B O HER TR HEFRL, W] ESP-AT BB L IEMIinie 1.

ESP32-C2 JFHLH #&:

ESP-ROM:esp8684-api2—-20220127

Build:Jan 27 2022

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:1l
load:0x3fcd6108,1len:0x18b0

load:0x403ae000, 1len:0x854

10ad:0x403b0000, 1len:0x2724

entry 0x403ae000

I (21) boot: ESP-IDF v5.0-dev-3424-gbb23d783c0 2nd stage bootloader
I (21) boot: compile time 19:44:11
I (21) boot: chip revision: O
I (24) boot.esp32c2: MMU Page Size : 64K
I (29) boot.esp32c2: SPI Speed : 60MHz
I (34) boot.esp32c2: SPI Mode : DIO
I (38) boot.esp32c2: SPI Flash Size : 4MB
I (43) boot: Enabling RNG early entropy source...
I (49) boot: Partition Table:
I (52) boot: ## Label Usage Type ST Offset Length
I (59) boot: 0 otadata OTA data 01 00 00004000 00002000
I (67) boot: 1 phy_init RF data 01 01 0000f000 00001000
Q)
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(& b))
I (74) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (82) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (89) boot: 4 ota_0 OTA app 00 10 00060000 001d000O
I (97) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (104) boot: End of partition table
I (108) esp_image: segment 0: paddr=00060020 vaddr=3c0d0020 size=279d8h (162264)._
—map

I (153) esp_image: segment 1: paddr=00087a00 vaddr=3fcab2b0 size=018al0h ( 6304).
I (155) esp_image: segment 2: paddr=000892a8 vaddr=40380000 size=06d70h ( 28016).
I (166) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=cl0£f8h (790776)_
I (344) esp_image: segment 4: paddr=00151120 vaddr=40386d70 size=04534h ( 17716).
I (353) boot: Loaded app from partition at offset 0x60000

I (353) boot: Disabling RNG early entropy source...

module_name:MINI-1

max tx power=78,ret=0
2.5.0

WSRO T A ESP-AT TA%, I BEESP-AT &M 4.

AR 5T AT ) ESP-AT, ¥ 2 S0 st fh i 4, 7RI PRI BB (-2 [ i, SR T
BIRET #AS, TRADET R ERTRE AT F(E
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AT [ilfF

2.1 RAWRIREE

FERE TR AR 0. H, R38R T LATT ESP32-C2 RAIKILIAY AT [t

Frils WORTEABT B K ARSI F, T AR AR R R i B OB Y [ (R ESP-AT B # 2 5+ &5
5 R RE R E AR R R R ), B N ERRBT QIE ) S B S (ot £ Ak T A3 =2t 4]
1),

2.1.1 ESP32-C22MB %%l

* v3.0.0.0 ESP32-C2-2MB_AT_Bin_V3.0.0.0.zip (#%#)

2.1.2 ESP32-C2 4MB %l

« v3.0.0.0 ESP32-C2-4MB_AT_Bin_V3.0.0.0zip (3i#s)
AR SR AL E DA /N

o T # ESP32- C2 AT & A7 JE B 1

o AT B i/ AT [ SR LE — il SO R HAE
. &Wuﬂﬁﬁ ﬂéﬁ Bl 2 0 OREIZRZUE AT [ S RO =0 @ RE O . DLk s
o RIREME, éf%ﬂw)m ?

Frils A N T RS AATRE SR TR 7 BRI AR A A, BT
VN B ST T

2.2 AT FIfE# 4

ESP-AT [ FA & 1o TR DI Ra R — bl 3o

13
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* factory/factory_xxx.bin J&iX 20 I RERY —HE M X A 5. AT AR factory/
factory_xxx.bin F|FEiEHIEK 0 [ flash 258 F, BiEMRIE download. config XA HIME S
FFATA G SCA5E SR ) flash Hhowh R Gf Lk ) 25 ) v

e at_customize.bin T H K3, ZFEVH T ble_data.bin 43X, SSLiEH4 X . MQTT
UEF X PAK factory_param_XXX.bin 7 DXAIHE — 2845 X A AL i sk A2 XK/ 50T
DLl AT iy A AT+FS MIAT+SYSFLASH 2 Si% SO iR B 5 190 X R N2

 factory_param_XXX.bin $§8 T R[H ESP32-C2 BiZH 7 [A]AF (AL & (UL F3) . T i PRt
HEFH TIESW R E2h8 RIZSECCHMIE BESEIS i A3y B

¢ 1: ESP32-C2 FL4 [y fi (T

152 UART &M (TX, RX, CTS. | Factory Parameter Bin
RTS)
ESP32C2-4MB 4| . GPIO? Eiitory_param_ESP32C2 -H4MB .
* GPIO6
¢ GPIOS
« GPIO4

ble_data.bin fF ESP32-C2 T./ET Bluetooth LE I} 453 i A L5 A Mk 455
server_cert.bin, server_key.bin fil server_ca.bin s& SSL R4 i/~ FHET ;

client_cert.bin, client_key.bin fll client_ca.bin 4& SSL & i~ FliE+ ;
mgtt_cert.bin, mgtt_key.bin fllmgtt_ca.bin ;& MQTT SSL % i~ Gk 5

UERIELE T RERA BT B, W TETEERFR N 9 — BE 0 SCPF T 2% flash A

2.3 PeiZEMBRR I IS A ?

ESP-AT [E {4 PAF JURN SRS, Horb T 5 slofe 4 [0 09 T A B B IR UGS , SR B4 2E Rt B
TR

B RAEEE (EF)
GitHub & 0 [E)
W6 B S 0y B
8 47 ik ah B 1

L] L] L] L]

231 EIiIkARNE (H:47)

FOPRATRRENE SRR RATRUECE . CBOTREPE" “BOAECE”, 8 E 75 BN S A 1
PES MR AT 2R RV A, BERR R il BT IR 8 OTA IS5 # T fF . AR ¥y 5 KA iR
Wil 52 4 i T H 50K, B S 7 R AR . IR E T R SRR AL, AT pA
MRYEA A 2 57, VeI GRS A (1 e EAH 2 B9 [ EA T R I

o HEUEAR: ESP32-C2 AT B 1+
o fli:

- B

LE

)—5 RO F TAE /N

- HOT K
- AR A TR
« ZHEIHY:
- Btk
- BT RARFRIEE
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— 4 % ESP-AT [E{4: SRR/ SRS i 2251, 1255 ESP-AT GitHub 5 71 readme.md

2.3.2 GitHub I} a1

GitHub I5I 55 UORF AR IS HE R 2] GiHub IS 2 AR U (EH AR IS 2 [0 A A P B 2R PR I, B
e PR RE L, AR 5 R AR 4l i OA FIE R (R A TR B R R [, b i ol i
AT IREE OTA IRF5 e TH

o FEUERE: S H 4T GitHub F 33 #1681 B A AT B4+,
o s
— SEEFESR, TR AS MR £ S A A R
— AU GRS R AR, QAT SDIO @R E2E. JT SPI 3@ R [
— PREE M TAER /N,
o BN BT ARIER KA commit A2 B FE R At sE BRI, AT RESTEAE LXK, FHEAH
EVSEEE I

233 BERSEMNTE

fe e S B W14 )2 U8 IS R DT I AN 75 S ER e PR [, T T D R 2 1 E SR H
HARLSHOAFRANOUT, W) HRea . UART 10 RS H0NASH, LR E Aol R TR
% OTA o5 a8 TH T«

o RTUWMTBRSHON, S HhofTA sl ) A2 =16 T
o P
- Nl BEE R A
- BEIPFREE . AT,
o B RREEET R E B, SRR, BRI R .

234 AArgavemfE

YT EAAT U R R SR 5. F5 28 B O OTA kg5 a4t ASCRF OTA ifi.

o KTUWT BATHIERECE, W55 % %1% ESP-AT 142,
o fiai: TORE. R A ST,
o B TR OISR IR

24 HIEEN, #R Ffh2?

MR BN EE G, SR EdE 5 R T A Ak 45 d 18 PC il BSP 4%, HAFREIFRR ik 4
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Chapter 3

AT i 442

BN

3.1

FERAN T2 AT i

LR AT #

AT: Wi AT 530

AT+RST: E)EER

AT+GMR: A B

AT+CMD: #5124 7] [ £ SRR e A i & Mt & 258
AT+GSLP: #t A\ Deep-sleep 5z,

ATE: FFJRE %] AT [l 2T 6E

AT+RESTORE: VRE B %HE

AT+UART_CUR: %% UART 4 uilGil S, AME1E%) flash

AT+UART_DEF: % UART BRIAFCE, 4173 flash
AT+SLEEP: V%8 sleep #i=

AT+SYSRAM : 511 24 il 6 4% 3 25 (1) 1 A /NI 25 ]
AT+SYSMSG: il B R G H R 5 B
AT+SYSFLASH : B35 flash i J43 X

AT+FS: U RS HAE

AT+FSMOUNT : 35/ #5042 5
AT+RFPOWER: #if]/% B RF TX Power
AT+SYSROLLBACK :  [i] v 51| DA R 1) [& 4
AT+SYSTIMESTAMP: 25341/ 8- 7 1 ) 8%
AT+SYSLOG: a2t AT B SR
AT+SLEEPWKCFG: % Light-sleep i JE fl /i GPIO
AT+SYSSTORE : 1% &S ¥ i

AT+SYSREG: %5 271788

3.1.1 AT: Wik AT B3

AT

=

/q.}

ﬂﬂ/?\

.
.

AT

17



Chapter 3. AT Ay d4E

Wi 3% ¢

OK

3.1.2 AT+RST: B

WA 4

=

,/?\:

’AT+RST

W i ©

[ox

3.1.3 AT+GMR: #HEMAIEE
Wi f s

e

AT+GMR

Wi 3% ¢

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

S

e <AT version info>: AT #Z.DERRAES., BNIE esp—at/components/at/lib/ HE F. L
2 HER) , ToIFBotRl.

* <SDK version info>: AT {fi fl)°F-4 SDK i A5 B, BA1E XA esp—at/module_config/
module_{platform}_default/IDF_VERSION X},

« <compile time>: [H{F4: i HE] .

* <Bin version>: AT [E{FHRA(FE . MAME B W PATE menuconfig HH &k .

e
o QUSREAEREFH ESP-AT [ sp A T8, &It AT+GMR UAE L.

2N

AT+GMR

AT version:2.2.0.0-dev(cadlec4d - ESP32-C2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

(N gkze)
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(£ L£50)

OK

3.1.4 AT+CMD: A ify) 5 i Bl 95 S R B AT i 2 B fir 4 280

W

+CMD:<index>, <AT command name>, <support test command>, <support query command>,
—<support set command>, <support execute command>

OK

o <index>: AT 3275

e <AT command name>: AT 444 FR

» <support test command>: 0 FE/RATEE, 1 FRTHE

o <support query command>: 0 F/R AT, 1 FERTHF
» <support set command>: 0 F/RA T, 1 FRTFF

+ <support execute command>: 0 F/R AT, 1 TR

3.1.5 AT+GSLP: jA Deep-sleep i

- ,
BeEmA
Wi

AT+GSLP=<time>

Wi ¥ *

<time>

OK

S
* <time>: Bt A Deep-sleep PG, BA7: 2ZFb. BOEMAIENG, e H e, 81 HERR
WREEAE, SRJE N AR .

A=
— #x K Deep-sleep K24 28.8 K (231-1 ).

Bl
o HTAMRINERIE I, Frf ek A Deep-sleep F 5 Fr i S B IHC 2 7] AR 2SR
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3.1.6 ATE: JFpRokY:p] AT ] i 2hf

WA %

=4

A

ATEO

Y

ATE1

Wi i ¢

OK

S

* ATEO: Pl
« ATEL: FF/= ]

3.1.7 AT+RESTORE: &) ¥

AT A

i

AT+RESTORE

Wi i ¢

OK

B
o KRR I GRAEE] flash (IS8, HRE BN S5
s BTG S EFRE.

3.1.8 AT+UART_CUR: ¥ UART Ynijllaitic e, APR{ES] flash
A ity &

[

AT+UART_CUR?

Wi i <

+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK
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=

=

A

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

* <baudrate>: UART &R

— ESP32-C2 #4: HiHE 2 80 ~ 5000000

<databits>: ({1
— 5: 5 bit $HRfr
— 6: 6Dbit HIEAL
— 7: 7 bit FIR
— 8: 8 bit i
* <stopbits>: {2 F{i;
— 1: 1 bit &1k
— 2: 1.5bit {7
— 3: 2 bit {217
o <parity>: {7
— 0: None
- 1: Odd
— 2: Even
o <flow control>: i
- 0: AMifgids
- 1: {figE RTS
- 2: {figg CTS
- 3:

[ BsH 8 RTS Fl CTS

B

o Fifjy iR )2 UART BCES RO SEER{E, T, nl fe-5 300 (EA i 22 5+

o ARPE AR E] flash,

o 3 BE R 9L 45 20 E W O 2 A5 B9 CTS/RTS 45 M, 1% 37 WL# #+ i 4% Ml components/

customized_partitions/raw_data/factory_param/factory_param_data.csve.

il

AT+UART_CUR=115200,8,1,0,3

3.1.9 AT+UART_DEF: ¥ UART ZRi\fic¥s, PRAr#] flash

ifar A

AT+UART_DEF?

Mjn] oz <
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+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

o

N

B

¥

A

=

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W i <

e <baudrate>: UART JHpR
— BSP32-C2 i&4%: ZF#E A 80 ~ 5000000
o <databits>: E#Efr
— 5: 5 bit FIR(
- 6: 6 bit R,
— 7: 7 bit 7
— 8: 8 bit I (v
» <stopbits>: {5} {v/
— 1: 1bit {517
— 2t 1.5bit &k
- 3: 2bit {F 17
o <parity>: LK1
— 0: None
— 1: Odd
— 2: Even
o <flow control>: s
- 0: FffEiE:
— 1: {#EERTS
- 2¢ {ffE CTS
- 3: [AlW}fiifE RTS fil CTS

Bl
o BCEBHCRHRIFAE NVS 73X, 43 8 PR BRI A2
o il E R O 45 P BE G L E A B9 CTS/RTS 4 M, 115 1iF UL#2 # £ 4% Al components/

customized_partitions/raw_data/factory_param/factory_param_data.csve.

il

AT+UART_DEF=115200,8,1,0,3

3.1.10 AT+SLEEP: V¢ HElREL
A it 2

[k
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AT+S

LEEP?

Wi % ¢

OK

+SLEEP:<sleep mode>

Pa

e

B A

o

’AT+SLEEP:<sleep mode>

W i <

[ox

S

L

<sleep mode>:
0: &% F R AR AL =X
— 1: Modem-sleep F={;
« PA Wi-Fi i3
- SPRRLHCRARYE AP ) DTIM & 1 X
« PA BLE Bz
- £ BLE J"HRASF, SRS HORE AR A T4 5] B o 191 2 A
- £ BLE BT, SR HeRE AR A 242 1a) B 2 10 5% 1A
— 2: Light-sleep #i=
« BA Wi-Fi 3
- CPU ¥ H ahift ABERR , ST RHARPEAT+CWIAP 5 4% B ) listen interval
ZHE W K
* Hﬁ[ﬂJEf%gt
- 7E BLE #8738, CPU ¥ H 2tk ARENR, SHIRH R AR I 45 ] B o 1 5¢ P4
- J£ BLE #4388, CPU ¥ H 3k AMENR, SRS R AR 3 12 122 ) B o 1 ¢ P4
— 3: Modem-sleep listen interval 55X
+ B Wi-Fi iz
- IR ARIEAT+ CWIAP iy 2L B listen interval SHUEM M
+ B4 BLE iz
- £ BLE J"HR78T, PSS HeRE AR SR 4 18] e e 15 5% 1
- 7E BLE #4:38T, SPABTHORs HR 49 7422 1a) R e 11 56 1A

o AR HENRAS S, Bluetooth LE AR PAREHIIR1E. 24 Bluetooth LE HJ454L )5, AN nl DAZE il A ASE

K.

Modem-sleep 3 All Light-sleep #55¥ n] PAZE Wi-Fi #3208k # BLE #:X N &, {HAE Wi-Fi #z0F
R L BETE station B R UHE

¥ E Light-sleep #iUHT, EUHRHNELTAT+SLEEPWKCFG iy 4B B AR , 5 WA, &4
Ff—HALFHEICIRAS

15 Light-sleep #3XJ5 , 0128 Light-sleep Ml 45 A 2 I, 52455 H shitk A RN, 24 Light-sleep
L S Ui I & & S = BN N SR L

X BLE 53X 9 Light-sleep £i5, H a2z 32KHz @i fik, &0, Light-sleep 1 2x DA
Modem-sleep £ T AE.

AT+SLEEP W Z /RS 2% X tSleep AT 719 o
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il

AT+SLEEP=0

3.1.11 AT+SYSRAM: 75 ify % bt ol 4 k22 ) fis /25 )

AT+SYSRAM?

W i <

+SYSRAM: <remaining RAM size>,<minimum heap size>

OK

BH

» <remaining RAM size>: Y4Fif| 4% |E], BAf7: byte

« <minimum heap size>: Z{TI I H/DHEZS[E], BAL7: byte. 24 <minimum heap size> /NFHEiE

T 10KB i, ESP32-C2 [ Wi-Fi MURIIAER A 1) DI fE ] Ak &2 50 .

il

AT+SYSRAM?

+SYSRAM:148408,84044

OK

3.1.12 AT+SYSMSG: #rify/i ¥ REHA5E

iy

i

I B ARG R RS

AT+SYSMSG?

W .

+SYSMSG:<state>
OK

)E’J

CEL A

Dyt
WERG ARG

I/ e
“ﬂ4>‘
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’AT+SYSMSG:<State>

Wi % ¢
[ox
* <state>:
— Bit0: B Wi-Fi #1542 X, Bluetooth LE SPP }% Bluetooth SPP -2 73] B2 7”15 &,
0 RATH
© ¥TE] +QUITT
- Bitl AN EN Ry et
+ 0 RIS RER, izn XX, CONNECT
« 10 8 FEY0 AR 3R 78 {5 B, W0 +LINK_CONN:status_type, link_id, ip_type,
terminal_type, remote_ip, remote_port, local_port
- Bit2: EBRERNME R, &M T Wi-Fi £ 42X, Bluetooth LE SPP J% Bluetooth SPP
+ 00 ATHHRIRGER
+ 1: 24 Wi-Fi, socket. Bluetooth LE B{ Bluetooth JRZ & AE A0, FTEIRE/REHE., 10:
— "CONNECT\z\n" = PL "+LINK_CONN:" JFF L W iE = f &
- "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
- "WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
- "+ETH_DISCONNECTED\r\n"
- DL "+ETH_GOT_IP:" JFk Wik 7 B
- PA "+STA_CONNECTED:" J 3k é’]&f{% <8
- DL "+STA_DISCONNECTED:" JF 3k ’]ﬁ £ B
- Wl "+DIST_STA_IP:" F k& fF &
- Pl "+BLECONN:" FF kM & T fF &
- PL "+BLEDISCONN:" JF k@ & £ &
B

o ¥7AT+SYSSTORE=1, Wi B S HARFAE NVS 40X,

* #ix Bit0 &y 1, B Wi-Fi u%a‘;%z& 2> HE /R +QUITT,

o ¥ W Bitl K 1, ¥ £ 5 WAT+CIPSTART FIAT+CIPSERVER f 4, % % ¥ # =
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” RENTITIZ
& “XX,CONNECT”,

il

/) R Wi-Fi BHEBEKARATIARTEE
/) HERITHEARETE
/) EERAAATTHATHE R

AT+SYSMSG=2

7

&
Bl

%\

o

// FEHE KT, Wi-Fi. socket, Bluetooth LE # Bluetooth WA KT W 2T H IR T A
AT+SYSMSG=4
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3.1.13 AT+SYSFLASH: #5ifjskise flash Ji] P15y IX
LIS

i
FEif flash f 7175 X

s

AT+SYSFLASH?

L)V

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK

BE WA

TE. 5. % flash H P4 X

P
A

=

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W i <

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: X

- 12 HHK

-2 K
 <partition>: X4k
o <offset>: it
<length>: i &
<type>: JijJ XA
<subtype>: Jij F1/rIX 2R
<addr>: ] Pk
o <size>: AR A/N

B

o A AT Bk at_customize.bin, FH4EE I SH 4efT i 2 Lo K,

o BEsE TPV IXHET, S 4o T A Rk PKI S AR RS P X S0

o BERRIXET, BTG <of fset> fll <length> 4L, H T2 B % B br i X i, #5845
AT+SYSFLASH=0, "ble_data" T[R4 “ble_data” [Xim, UG KEFAEEE <offset>
fl <length> ZH, MXPNSEEE KIS 4 KB S .

o XTI E X n] 2% ESP-IDF 4y [X 3%,

* ¥4 <operator> Hwrite B}, RGEUILEIH AL IEHEMITRE >, RIS AZSWEdE, £
PERKEN S <length> —F(.

o E4rXHI, S EERIZS X

e 5 PKIbin i}, &% <length> W N 4 FHHREELS .
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il

// M "ble_data" R B A 0 AFEH 100 FH
AT+SYSFLASH=2, "ble_data", 0,100

// FE "ble_data" 4R H I 100 XL E AN 10 FFH
AT+SYSFLASH=1, "ble_data", 100,10

// M "ble_data" 4 K H A 4096 A EHR 8192 FF
AT+SYSFLASH=0, "ble_data",4096,8192

3.1.14 AT+FS: 1RS48

B A4
O e
“D/?\'

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

o <type>: HH{LZ#: FATFS
— 0: FATES
¢ <operation>:
- 0: JHERSCHE
- 1@ B3
- 20 B
- 3 AWK
- 4 AP T XM, HEOCRRH 5
o <offset>: ffgHbhl, (EHRT L HRIERE
* <length>: K, fUEHX S5 HRIFRE

o R HENHEHSUT RS, AT+FS S RGBAETE UG, SR EEE H AT+ FSMOUNT=0 fiy -]
BOUERSGE, KRB E RAM 2],

o fi A 2 TR BEK at_customize.bin, EYH{F E A] 2% ESP-IDF 43X 3% Fl4ofT £ 2 L4 X,

o FEEHEIR IR R T I BR SO RN, AR 8] 58 A B R .

* Xj <operator> fwrite I, RGUWINILASEREBATIRN] >, IR DA A L5 18R, £
K EN 5 <length> —3(,

il

/) M BEAS X

AT+FS=0,0,"filename"

/) EENMXHRE A 100 AEN 10 FF
AT+FS=0,1,"filename", 100,10

/)N EAN RS A 0 AER 100 FH

(FIZED
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(£ L£50)

AT+FS=0,2,"filename", 0,100

/) B AR E KT B R X B
AT+FS=0,4,"."

3.1.15 AT+FSMOUNT: 3/ FS &%

)E’J

CEL A

[

’AT+FSMOUNT=<mount>

E
e <mount>:
- 0: HI# FS & RS
— 1 $E3k FS (R4
el

o AT+FS SUUFRGEBAESEUG , 582 Ay @ AT+FSMOUNT=0 fiy & HIE U RGE, AREHOR

H RAM %3],

hil

/) FHAEXM AR

AT+FSMOUNT=0

/] FEHEBEEXERS

AT+FSMOUNT=1

3.1.16 AT+RFPOWER: #rify/i¥i RF TX Power

iy

Yitig:
#¥if] RF TX Power

s

AT+RFPOWER?

Wi % ¢

+RFPOWER: <wifi_power>
OK
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=

A

’ AT+RFPOWER=<wifi_power>

o <wifi_power>: {3k 0.25dBm, i %E’Jv‘%ﬁzﬁﬁ 78, MISZFRAY RF Power B4 78 * 0.25 dBm
=19.5dBm. [t /50154 AT+RFPOWER? fiyd Eﬁl}\%ﬁﬂﬁ RF Power 1f .
— ESP32-C2 ¥ 45 I HUE Ay [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < RHEH> | <HEH> | <&EH>*025
[81,84] | < XEH > | 80 20

3.1.17 il
e i T RF TX Power 70 A A W E R, MEBNFRAAES 2 XN BAEE R,

(e
Fr DA 13 esp_w1fl_get_max_tx_power i\ | B wifi_power Y {H W fE 5
esp_wifi_set_max_tx_power WEMEMAEZER, HASHIZEK.

3.1.18 AT+SYSROLLBACK: [n]7& %I ULy s £
P s

O e
"ﬂé?‘

’AT+SYSROLLBACK

W i <

[ox

(A}

o ESP32C2-4MB AT {1 %5k A4, i ESP32C2-2MB AT [E14Ed TR 17 a4 OTA 4+ 1X, Bt
AL A

o A Al OTA JHg, HaBIEF| S — OTA 7y KA &+
3.1.19 AT+SYSTIMESTAMP: 4% if)/i5 ¥ As Huisk ] 3%
Ao A

A
e
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AT+SYSTIMESTAMP?

Wi % ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

B

&F

ifig:
P EAHII )8, 24 SNTP B E W8, B5 2 [F 455

O e
iy

’AT+SYSTIMESTAMP:<UniX_timestamp>

Wi ¥ *

[ox

S

* <Unix-timestamp>: Unix [f[a]#;, BAf7: 0.

il

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.20 AT+SYSLOG: K3HukZ5H] AT 85 St
iy

Jyiig:
i) AT FR AR 25

LT

AT+SYSLOG?

W

+SYSLOG:<status>

R AR AT 452 IR
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’AT+SYSLOG:<status>

W

’OK

o <status>: FERIEIEARS

- 05 22
- 1A

il

// B R AT 4R R T E T
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// R AT #RAREEF
AT+SYSLOG=0

OK
AT+FAKE
// A4 7/ “ERR CODE:0x01090000"

ERROR

AT FF AU —> 32 L+ NS BUE, & SR

B3] FEE ¥
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0
* category: [ E{H 0x01
« subcategory: 4H{RASHY
$HIRER iR K| A
5
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 1558
ESP_AT_SUB_NO_TERMINATOR 0x02 FERBNGEHRLF (VDL “m” Z5)8)
ESP_AT_SUB_NO_AT 0x03 KFFELE AT (B AR RERE at, At B
aT)
ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 SHEKEAIT
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 el NIN
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 SRR = A VLED
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 AT SR
ESP_AT_SUB_UNSUPPORT_CMD 0x09 ANIZEFZmA
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A AT A2
ESP_AT_SUB_CMD_PROCESSING 0x0B eI E—4md
ESP_AT_SUB_CMD_OP_ERROR 0x0C A B E R EER
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o extension: FiiRYIRAEE, AR TRUEGARPY RAEGE, #1% % W components/at/
include/esp_at.h,

B, 4R ERR CODE:0x01090000 ER “AHIEFZMHED.

3.1.21 AT+SLEEPWKCFG: ¥ Light-sleep Wi/ J5 fle i GPIO

=

=

A

’AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
— 0 SEI AR
1 REEE
— 2: GPIO Mg
¢ <paraml>:
— YMLERE R E BERET, ZSEIORMRIRRTE], R R
— MaEEYE K GPIO B, % Z%(3FR GPIO i

e <param22>:
- RS R GPIO H, %S /R LT
- 0: fkF~F
~ 1t RHOE
ZN ]

// BB B
AT+SLEEPWKCFG=0, 1000

// GPIOLl2 B % 1% w, F B 4 BE
AT+SLEEPWKCFG=2, 12, 0

3.1.22 AT+SYSSTORE: ¥ SHAEE A
A%

Dyt
i) AT S

P
iy

AT+SYSSTORE?

W 3% ¢

+SYSSTORE : <store_mode>

OK
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=

=

A

’AT+SYSSTORE:<store_mode>

o <store_mode>: ZEfEERIR
- 0: MAEEALEA flash
- 1 WAFEELA flash (ERIA)

Bl

- Ui A RIBIEE G S, REMEGS, KA L5EMN RAM i,
N RIN AN 2

o AT+SYSMSG

» AT+CWMODE

» AT+CIPV6

o AT+CWIJAP

* AT+CWSAP

* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

e AT+CIPAPMAC

* AT+CIPSTAMAC

» AT+CIPDNS

e AT+CIPSSLCCONF

e AT+CIPRECONNINTV
e AT+CIPTCPOPT

* AT+CWDHCPS

» AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

« AT+CWJEAP

Bl

AT+SYSSTORE=0
AT+CWMODE=1 // F # A flash
AT+CWJAP="test", "1234567890" // F f A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // & A\ flash
AT+CWJAP="test","1234567890" // F AN flash

3.1.23 AT+SYSREG: P59 A{F4y
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=

=

A

AT+SYSREG=<direct>, <address>[, <write value>]

Wi i ¢

+SYSREG:<read value> // XE A TR EFHF A
OK

S

o <direct>: G A0

- 0: LA

-1 SIS
* <address>: (uint32) FFffgetiil, PEEHESEMH XL FARSHE TN
o <write value>: (uint32) B AfH, &M T 5 SiEeemt

|
o AT REGAEFFAFAAL, DRSO AR T A A AL

3.2 Wi-Fi AT 444

o AT+CWMODE: #5if)/¥% 8 Wi-Fi =, (Station/SoftAP/Station+SoftAP)
« AT+CWSTATE: 75if] Wi-Fi JRZ5H1 Wi-Fi 24,

o AT+CWJAP: i#3% AP

e AT+CWRECONNCFG: /%8 Wi-Fi i

« AT+CWLAPOPT: ¥%EAT+CWLAP fr A1 B i @i

« AT+CWLAP: 145777 HIf AP

« AT+CWOQAP: Wit 5 AP [

o AT+CWSAP: it ESP32-C2 SoftAP 4§

o AT+CWLIF: Zxif)iE#£%] ESP32-C2 SoftAP [f station {5 &,

o AT+CWOQIF: WFF station 5 ESP32-C2 SoftAP [1i%: 4%

« AT+CWDHCP: = /%% F) DHCP

o AT+CWDHCPS: #ifij/i%E ESP32-C2 SoftAP DHCP 43Tt i) IPv4 bl 7 [
« AT+CWAUTOCONN: |27 A3k AP

o AT+CWAPPROTO: Z5ifij/15 & SoftAP #ixX T 802.11 b/g/n Hisl A7
o AT+CWSTAPROTO: X' Station 57 | 802.11 b/g/n P FRE

« AT+CIPSTAMAC: %t/ ESP32-C2 Station ] MAC Hiih-

o AT+CIPAPMAC: ZTifij/iX & ESP32-C2 SoftAP ) MAC H#hihit

« AT+CIPSTA: #¥if)/i% 8 ESP32-C2 Station [ TP Hifi

o AT+CIPAP: #ifi)/7%E ESP32-C2 SoftAP [ IP Hihl

o AT+CWSTARTSMART : J}J5 SmartConfig

o AT+CWSTOPSMART : {&}- SmartConfig

o AT+WPS: #E WPS It

« AT+MDNS: & mDNS Thfg

o AT+CWIJEAP: %32 WPA2 ik AP

« AT+CWHOSTNAME: #5ifij/i% & ESP32-C2 Station 1) L4 7

o AT+CWCOUNTRY : Zxif)/ %8 Wi-Fi [EZ 5
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3.2.1 AT+CWMODE: 4#if)/i% ¥ Wi-Fi B (Station/SoftAP/Station+SoftAP)
iy

Dyie:
it ESP32-C2 %451y Wi-Fi fizt
fir ke

AT+CWMODE?

L)V

+CWMODE : <mode>
OK

JL

)E'\.
s

LN
"D<>

&

¢ =3

1% B ESP32-C2 % 451 Wi-Fi 1z

e S N
i H

=

’AT+CWMODE:<mode>[,<auto_connect>} ‘

W i <

[ox |

S

o <mode>: R
— 0: J& Wi-Fi {8, 9f H 2[4 Wi-Fi RE
— 1: Station Fiz;
— 2: SoftAP iz
— 3: SoftAP+Station F=;

* <auto_connect>: 1JJ3: ESP32-C2 #4511 Wi-Fi #zUI) (G40, A SoftAP 5{ J5 Wi-Fi iz {4 Ky
Station i 5% SoftAP+Station 5%) , 275/ 1 Z12E3E AP [OINAE, BOAME: 1. ZECHERE,
MEGME, 2 e 3 sl

- 0: 25 | BhiEH: AP YTt
- 1. g AZhER: AP FYJEE, #HZ AT AN A 3% AP WL E fRAFH] flash Hr, NI ESP32-C2
WA A B AP

|

o FAT+SYSSTORE=1, ZRV%E-FHFAELE NVS 43X

il

AT+CWMODE=3
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3.2.2 AT+CWSTATE: #%ify Wi-Fi JRAH Wi-Fi {25
A4

i
#if) ESP32-C2 345 iy Wi-Fi IR Wi-Fi {5 5

s

AT+CWSTATE?

W

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi k&
0: ESP32-C2 station 4 A A 74T{a] Wi-Fi &4
1: ESP32-C2 station &, 8354 | AP, {H A IREE] IPv4 Hitik
2: ESP32-C2 station ©L &8 1%:4% [+ AP, I E 4 3KHE] IPv4 Hiht
3: ESP32-C2 station 1E7E#ET Wi-Fi 1#£#:8 Wi-Fi %

— 4: ESP32-C2 station 4T Wi-Fi WiIFIRES
o <” ssid” >: HAx AP [ SSID

B

o 24 BESP32-C2 station Y% g &3 I AP I, #fE{di ] b dy &2 ih) Wi-Fi {5 5.5 24 ESP32-C2 station %
B b AP J5, SR AT+CWIAP fiy4#5if) Wi-Fi {5 B

323 AT+CWJAP: i%Ef; AP
A%

yiik:
i 5 ESP32-C2 Station FE32[4 AP 13 4,

AT+CWJAP?

W i :

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>
OK

)E’J

CEL

ik
1% B ESP32-C2 Station 5120 AP

P
iy
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AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>][,<scan_mode>] [, <jap_timeout>] [, <pmf>]
W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

119

+CWJAP :<error code>
ERROR

Parn %

Dyt
R+ ESP32-C2 station 4% F ¥k Wi-Fi [it & 1) AP

e

AT+CWJAP

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPvé6 LL]
[WIFI GOT IPv6 GL]

57
+CWJAP :<error code>
ERROR
S
» <ssid>: H#p AP 1 SSID
— 05 SSID AU A , o " \\ SR T, T
o <pwd>: EHiK 63 577 ASCII
o <bssid>: H¥5 AP [) MAC Hidik, 424> AP A SSID K}, ZSHOA W41
e <channel>: {ZiE%
o <rssi>: {55
e <pci_en>: PCIiAF
— 0: ESP32-C2 station T S4Lfi]—Fln#5 51y AP 332, f13% OPEN 1 WEP
— 1: ESP32-C2 station 7] 5[ OPEN # WEP 2 SN —Fin 25 77 s 1) AP 3445
o <reconn_interval>: Wi-Fi EiE[H)fg, B0 #, BRHME: 1, S H: 7200
— 0: Wi, ESP32-C2 station AN EiE AP
— [1,7200]: WiFFi%E4E )5, ESP32-C2 station 4345 & U] 5 AP &%
* <listen_interval>: [} AP beacon [¥J[E]f5, BA{i A AP beacon |H]f%, BRAE: 3, JEM: [1,100]
o <scan_mode>:
— O: PRI, R HAR AP J52 1E3H, ESP32-C2 station 555 — 421 AP 1E4#;
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- It &FEH, A EEE 5 A 2L, ESP32-C2 station 55 2 W55 A5 1) AP
JUEET
o <jap_timeout>: AT+CWJAP BRI HEIAE, Bhi: #, BRME: 15, JEE: [3,600]
o <pmf>: PMF (Protected Management Frames, Z{&3 &M, BRIAE 1
- 0 F/R2H PMF
— bit 0: B PMF Ijfig, $&/R3CRF PMF, WS H AL B4 PMF JjGg, W ESP32-C2 %415
SeBEFE A PMF B4
— bit 1: FFE PMF, $#&/R7E% PMF, &R KPR R PMF TIREMTIR AT
* <error code>: FHiRfT, (UfitZ
- 1 R
- 2: R R
3: JoyARE H R AP
4: TEBR K
HE A H: BRI

e

o WNSRAT+SYSSTORE=1, W& B HCRHARTEE] NVS 43X

o [ A & FF BT station AR

o 24 ESP32-C2 station i3 | AP J5, #EFEM a2 Wi-Fi {5 5, 24 ESP32-C2 station %4 %
b AP ), HEEE( I AT+CWSTATE iy 4251 Wi-Fi {5 5

o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 154 H1ff) <interval_second>
SN MBI G S AN E <reconn_interval> S48, Wi-Fi 5% i b )R i 2R
UNEER!

o GARFIHFE I <ssid> fll <password> %k, FHHH_— k& EHE

o PTG E WS TEETEEAE, BRACH 15 #, WS <jap_timeout> WE

o FEFEARHEL IPvO Mk, FESIREAT+CIPV6=1

o 14 OK {3 IPv4 ME T A WERLs, MANZE IPve MEUER LS . 2481 ESP-AT DA IPv4 [2% K
£, IPv6 W45 K%,

e WIFI GOT IPv6 LL ftFEE LKA AHAER IPv6 Mtk , /Mt E i@t EUL-64 Kb H 3k
W), AREMERES S, BT TRY, XATHRESE OK Z B, LW EETE OK Z /)5,

s WIFI GOT IPv6 GL AEC LRI 4)E IPv6 Huhl, %Mkl 2 i AP N RIIBIZ I E it
KW EHHATHAM AN, FEEHHNSS. BT, XAFTETHELE OK Z /i, Wil EefE
OK Z J&; WAIREHI T AP /R3ZHE IPv6 MIAFTEL.

il

// B H A AP By SSID & "abc", A E "0123456789", | @ A &
AT+CWJAP="abc","0123456789"

// R EHAR AP #§ SSID £ "ab\,c", H @ E "0123456789"\", N & 4 2
AT+CWJIAP="ab\\\,c", "0123456789\"\\"

/) WK EZA AP FAIR B SSID "abe", W i#E it BssiD K F H A AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// fw R ESP-AT E ki pPMF # #E AP, U H 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.24 AT+CWRECONNCFG: #rify/ ¥ Wi-Fi f %N
A ity &

i
#if) Wi-Fi HIERCE:
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[

AT+CWRECONNCFEG?

Wi 3% ¢

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

it
P Wi-Fi SRS

fir 4

’ AT+CWRECONNCFG=<interval_second>, <repeat_count>

W i <

[ox

S

 <interval_second>: Wi-Fi E#[A][E, B : B, BHAME: 0, HK[H 7200
— 0: WrFiER:G, ESP32-C2 station A E i AP
[1,7200]: WiFF 425, ESP32-C2 station 45 G 45 S il 15 AP & 1
. <repeat_c0unt> ESP32-C2 %452 E1E AP RS, S <interval_second> A4 0 B}
AL, BRIAME: 0, fKfH: 1000
— 0: ESP32-C2 station J5 #2449 AP
— [1,1000]: ESP32-C2 station ## 8 AR S 538 E VR B E % AP

il

i

// ESP32-C2 station & F 1 $H 2R E#&E AP, F 2K 100 %K

AT+CWRECONNCFEFG=1, 100

// ESP32-C2 station AW F & HEFE K& & AP
AT+CWRECONNCFG=0, 0

L

o A H <interval_second> B HAT+CWJAP 1Y) [<reconn_interval>] ZEHHE
%21 TR Wi AP, Wi-Fi S UIH AT HLG Wi-Fi B 24

3.2.5 AT+CWLAPOPT: k¥ AT+CWLAP A F1ihai Ry stk

B
%

&E

=’>

AT+CWLAPOPT=<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

W i <
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’OK

o

’ERROR

o <reserved>: {551
o <print mask>: AT+CWLAP 345 R B4 oA TS50, BHAME: Ox7FF, # bit %5 1, R
XTWSE, HERCR 0, WA E RN S8
— bit 0: &% B/~ <ecn>
— bit 1: 2% B~ <ssid>
— bit2: B&H BN <rssi>
— bit 3: & E~ <mac>
— bit 4: 24 E 7~ <channel>
— bit 5: 215 BN <freq_offset>
— bit 6: 275 R~ <freqcal_val>
— bit 7: J275 i/~ <pairwise_cipher>
— bit 8: 275 i/ <group_cipher>
- bit 9: 215 E/R <bgn>
- bit 10: B7E E/R <wps>
o [<rssifilter>]: AT+CWLAP {45 R R G BASHENE, W), 2R iG-S RT rssi
filter ZEHEN AP, PA{: dBm, BRIA(E:-100, JE[: [-100,40]
* [<authmode mask>]: AT+CWLAP [/ HH&5 R 2 % Bn A N E K AP, ERIAE: OxFFFF, 1
Foit xBH 1, WERMNIAETRK AP, &R0, WAER
— bit 0: J275 i/ OPEN TAHE ) AP
— bit 1: 27 /R WEP NIE U AP
— bit 2: &R WPA_PSK AIE I AP
— bit 3: B&HE/8 WPA2_PSK IAE = AP
— bit4: 27 5% WPA_WPA2_PSK IANE T AP
— bit 5: 27 /8 WPA2_ENTERPRISE TAME =1 AP
— bit 6: B4 % WPA3_PSK IAIF =1 AP
— bit 7: B B8 WPA2_WPA3_PSK A7 ZCH) AP
— bit 8 EH T/ WAPI_PSK IAE = AP
- bit 9: F % s OWE A 2T AP

il

/] B—NBHA L, k¥ AT+CWLAP # A AW L R % BE ST EE RSSI AHF

/] BEZABKHA 31, B OOxIF, KT AMEA 1L B bit I EWEHHLE T E %
AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF R % OPEN B AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.6 AT+CWLAP: £1§i2%min HIf) AP
BeE WA

ifig:
AR E S AP, fnf5E SSID. MAC itk sk (5165
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[

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT 4

g
F Y il 6 AP

AT+CWLAP

Wi i :

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freg offset>,<freqcal_val>, <pairwise_
—clpher>, <group_cipher>, <bgn>, <wps>
OK

o <ecn>: Jii# A
: OPEN
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
o <ssid>: FFEESEL, AP [ SSID
o <rssi>: fF5iRE
e <mac>: FEFEESH, AP #) MAC #bht
e <channel>: {EiE%5
o <scan_type>: Wi-Fi #2581, BRAER: O
- 0: F3hEHH
- L g
o <scan_time_min>: GAMEHE REREIE, WA ZF, JEE: [0,1500], SRR Rk sh
i, RSEITH
* <scan_time_max>: F/MEHE AR, B4 2R, JEHE: [0,1500], WRBEHR 0, [E4R
SHRERIMA, T34 120 ms, g3k 360 ms
o <freq_offset>: Hjifiy (fREEAWIH)
* <freqcal_val>: S E(E (fREEATIH )
» <pairwise_cipher>: % asJs 8y
— 0: None
: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128
- 7 RHI
* <group_cipher>: %A, 5 <pairwise_cipher> SEAUHEE A ]
* <bgn>: 802.11b/g/n, # bit & 1, WFRIRMREXT AL, A 0, WIZRIREE XA
— bit 0: 275 #ifig 802.11b Az

|
0NNk W= O

|
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— bit 1: 275 FHE 802.11g F=

— bit 2: 2EMHE 802.11n Fi=;
e <wps>: wps flag

- 0: A3 WPS

- 1: 4 WPS

il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F#i§E SSID ¥ AP
AT+CWLAP="Wi-Fi"

3.2.7 AT+CWQAP: WIS AP I)iER:

AT 2

Ele

A

’AT+CWQAP

W i :

[ox

3.2.8 AT+CWSAP: Jit¥ ESP32-C2 SoftAP %%
iy

Dtig:
7] ESP32-C2 SoftAP [{fit B 2%

LT

AT+CWSAP?

Wi 3% ¢

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

B

i
15 & ESP32-C2 SoftAP [l & 2%k

.
"ﬂ4>‘

’AT+CWSAP:<ssid>,<pwd>,<chl>,<ecn>[,<max conn>] [,<ssid hidden>]

] 7 <

E
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o <ssid>: FRAHRSEL, BARAIR
o <pwd>: FLFERSH, ®, R 8~ 63 F7 ASCI
e <channel>: {EiE%
o <ecn>: JIE A, A3HF WEP

— 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
* [<max conn>]: A% A ESP32-C2 SoftAP [#5: 4 station ¥t H , BUHTEHE: [1,10]
¢ [<ssid hidden>]:

- 0: J74% SSID (#RiAk)

— 1: RJ7$% SSID

o RKIgAH HA Y AT+CWMODE=2 83 AT+CWMODE=3 5t 4 %X

o #AT+SYSSTORE=1, L& UCRARAFAE NVS 40 [X

o BRI\ SSID H #4515, R E ik 4 i MAC Hidib 41 . #80] DA AT+CWSAP? 25 3H) 2RA 1Y
SSID.

il

AT+CWSAP="ESP","1234567890",5, 3

3.2.9 AT+CWLIF: #if)iE$: 5] ESP32-C2 SoftAP [1) station i3 &,

PArar 4

=

4

AT+CWLIF

Wi i *

+CWLIF:<ip addr>, <mac>

OK

S

o <ip addr>: %E#:3] ESP32-C2 SoftAP 1 station {J TP Mtk
o <mac>: j§3:%] ESP32-C2 SoftAP [ station ) MAC il

Bl

o ARG TCERA WS IP, (USCFFAE ESP32-C2 SoftAP 1% A station DHCP I RERI AL N A %L
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3.2.10 AT+CWQIF: WiJT station 5 ESP32-C2 SoftAP [V 1%
AT @A

Dyie:
Wi B A 1% A ESP32-C2 SoftAP 11y station

s

’AT+CWQIF

o <mac>: FWHEER station 1) MAC Hihl

3.2.11 AT+CWDHCP: j3JH/25)1] DHCP
a4

AT+CWDHCP?

W i <

+CWDHCP : <state>

J& /2% Ff} DHCP

AT+CWDHCP=<operate>, <mode>

W
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OK

¢ <operate>:
- 0:
- 11 5
* <mode>:
— Bit0: Station f¥j DHCP
— Bitl: SoftAP [#) DHCP
e <state>: DHCP IR
- Bit0:
x 0: 25 1] Station /) DHCP
+ 1: J3 ] Station f¢) DHCP
- Bitl:
« 0: 2] SoftAP ff) DHCP
« 1: 2| SoftAP ¥ DHCP
- Bit2:
+ 0: 2% Ethernet 1) DHCP
+ 1: J3 i Bthernet ) DHCP

|

o FAT+SYSSTORE=1, T8 8 BUHRAEE] NVS 44X

o AR EASSRETS IPv4 Hihk PSS HE S, QIAT+CIPSTA F1AT+CIPAP
- #J5 1 DHCP, NIEEZS IPv4 Hihk 25955 A
- AR A IPv4, Il DHCP £ 4%
- B RACE &S b —IREE

2N

// J& il Station DHCP, 41 & J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, 4 2 J§ DHCP mode 4 3, M| 3 DHCP mode % 1
AT+CWDHCP=0, 2

3.2.12 AT+CWDHCPS: #rify/ix ¥ ESP32-C2 SoftAP DHCP 4}Jicit) IPv4 Huhl 75 Hi
A4

I/ e
“ﬂ4>‘

AT+CWDHCPS?

W 3% <

+CWDHCPS=<lease time>, <start IP>,<end IP>
OK
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EmA

Dyt
1% & ESP32-C2 SoftAP DHCP JR 55 #8543t i) IPv4 Hitil- 35 Fl

O e
iy

&F

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP> ‘

Wi i :

[ox |

BH

e <enable>:

- 1: %% DHCP server {5 5., G H WM IUES

- 0: 7% DHCP server {5 5., KR ENAE, EESHLHES
o <lease time>: FHZYWIA], HAf7: 204, HUENEH: [1,2880]
o <start IP>: ESP32-C2 SoftAP DHCP [ 45 4% IPv4 Hihtyb i 45 1P
« <end IP>: ESP32-C2 SoftAP DHCP f[i4% %% IPv4 Hiht3ih i 455 1P

el
* HAT+SYSSTORE=1, FLEEUCHRIRIEE] NVS 3K

* AT LAHE ESP32-C2 SoftAP #iX ffifE, HIF)5 DHCP server {15 Ol (i H)
o PCE Y IPv4 Hudik T BBl 625 5 ESP32-C2 SoftAP 7r ] — ¥ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // B %% &, k4 R

3.2.13 AT+CWAUTOCONN: |-HLE7 H 2% AP

e <enable>:
- 1 FHHBhER AP (BHA)
- 0: _FHANH3ER: AP
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e
o ARBERIEE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.14 AT+CWAPPROTO: #Hil)/iz ¥ SoftAP Ei X T 802.11 b/g/m PpillbxsifE

AT+CWAPPROTO?

Wi 3% ¢

+CWAPPROTO=<protocol>

e <protocol>:
— bit0: 802.11b Hps A7
— bitl: 802.11g P AR
— bit2: 802.11n Bk

B

o Upi, ESP32-C2 %% %519 PHY mode I.: Wi-Fi Hpisltizt
o BREN T, ESP32-C2 #4411 PHY mode & 802.11bgn izt

3.2.15 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n Ppil{bxifE

AT+CWSTAPROTO?

Wi % ¢
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+CWSTAPROTO=<protocol>
OK

B A

-t

’AT+CWSTAPROTO:<protocol>

* <protocol>:
— bit0: 802.11b HHMA7E
— bitl: 802.11g P AR
— bit2: 802.11n P AR HE

el

o M4, ESP32-C2 %4 % £:i PHY mode I, : Wi-Fi ¥R
o BREN T, ESP32-C2 #4511 PHY mode J& 802.11bgn izt

3.2.16 AT+CIPSTAMAC: #rify/ix¥ ESP32-C2 Station ) MAC Hihl

i &

Tytig:
#rifi) ESP32-C2 Station [1) MAC bt

O e
iy

AT+CIPSTAMAC?

Wi i ©

+CIPSTAMAC: <mac>

1% & ESP32-C2 Station ) MAC Hlii:

A .
"ﬂé?'

’AT+CIPSTAMAC:<maC>

Wi i ¢

’OK
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BH

o <mac>: FAFEESH, FE8 ESP32-C2 Station [ MAC Hiik

Bl

il

S AT+SYSSTORE=1, T B il BHRAE 5] NVS 43X

ESP32-C2 Station /) MAC #hihik 5 ESP32-C2 SoftAP A[A], ANk —FHKERIFEH MAC #ibik
MAC HilikfY) Bit 0 ANgEH 1, Billn, MAC #hkv] PAE “la:---7, [HARR[PAE “15:7
FF:FF:FF:FF:FF:FF F1 00:00:00:00:00:00 & JCa bl , NEEIXE

AT+CIPSTAMAC="1a:fe:35:98:d3:

Tb"

3.2.17 AT+CIPAPMAC: #%if)/ix ¥l ESP32-C2 SoftAP 1) MAC Huhl:

A i &

Yriie:
#51f] ESP32-C2 SoftAP [f) MAC Hiufi:

AT+CIPAPMAC?

W i <

+CIPAPMAC: <mac>

1% & ESP32-C2 SoftAP ) MAC Hiiti:

s

’AT+CIPAPMAC=<maC>

Wi % ¢

’OK

o <mac>: FHSEL, F7 ESP32-C2 SoftAP [ MAC Hihl:
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e

o AT+SYSSTORE=1, Wi EOCEHRAEE] NVS 46X
o MAC #ihilf4 Bit 0 ARfER 1, Bilfn, MAC #ihkaf PAZ “18:--7, {HAWPLE “15:--7
o FF:FF:FF:FF:FF:FF fl 00:00:00:00:00:00 2 L&t , AEEisE

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.18 AT+CIPSTA: i/ ¥ ESP32-C2 Station 1] IP Huht:
Ay

Jtig:
Zrifi] ESP32-C2 Station 7 IP Hihik

AT+CIPSTA?

W i ©

+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

LN

&E

% B ESP32-C2 Station ) IPv4 Hiiik

O e
iy 4

’AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

W

[ox

o« < ip” > FEFERSE, Fn ESP32-C2 station 1 IPv4 Hidik
o <” gateway” >: [

o <” netmask” >: FH

e <” ipv6 addr” >: ESP32-C2 station [{{] IPv6 Hiilil:
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e

o A AT, A2 ESP32-C2 station % A AP S{E Al E A #4S IP #hdikf5, A fedcifi#| e IP
Hidik
o #7AT+SYSSTORE=1, P& Wi RIZE] NVS 43X
o RiE S5 E DHCP (W SIS, WAT+CWDHCP
— PRI ES IPv4 Hodik, )%k B DHCP
- #J5 ] DHCP, %% F 35S 1Pv4 Hihl
- WA K E S R

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.19 AT+CIPAP: #ify/i ¥ ESP32-C2 SoftAP [t IP Hisdil:
g4

Yytig:
7 ESP32-C2 SoftAP [ IP #uhik

A

AT+CIPAP?

Wi i ¢

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

BeEmA

Yrii:
¥ H: ESP32-C2 SoftAP ff) IPv4 bkt

’ AT+CIPAP=<"ip">[, <"gateway">, <"netmask">]

. < ip? >t FRFEBEL, F7% ESP32-C2 SoftAP 1 IPv4 Hiht
o <” gateway” >: [

o <” netmask” >: FM#E

* <” ipv6 addr” >: ESP32-C2 SoftAP fj IPv6 Atk
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e

o RFEMASOGE T IPv4 W45, N3G T IPvo 2%

o EAT+SYSSTORE=1, Wi B HHEHR1ES] NVS 43X

o RE 4S5 E DHCP [ S, WAT+CWDHCP
— ZEH#AS IPv4 Mk, )45 DHCP
- #/5 ] DHCP, JUI%% f S TPv4 Hiuhk
- WE K E S LR

2N

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.20 AT+CWSTARTSMART: J|k} SmartConfig
AT %

Tytig:
JF /2 ESP-TOUCH+AirKiss 3 75t

e

AT+CWSTARTSMART

Yyiig:
FF RSP 2 2241y SmartConfig

ZE

’AT+CWSTARTSMART:<type>[,<auth floor>] [, <"esptouch v2 key">]

Wi 3% ¢
E
* <type>: A
- 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIirKiss
— 4: ESP-TOUCH v2

« <auth floor>: Wi-Fi YA F(E, ESP-AT /A& %43 authmode (T It L AP
— 0: OPEN (ZkiA)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

I
Nk W =
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* <” esptouch v2 key” >: ESP-TOUCH v2 {f##fbg], FH 1% Wi-Fi %R0 B & 8. KEEW
16 FH5 .

« 24 K SmartConfig ({5 5., 155 ESP-TOUCH fii i 4554 ;

* SmartConfig {¥ 37 £5¥£ ESP32-C2 Station #= R ;

* JHE Smart get Wi-Fi info F/x SmartConfig I{INFREE| AP (5., 2 )5 ESP32-C2 =i iE#E
AP;

e J4E +SCRD:<length>, <rvd data> 7~ ESP-Touch v2 Ik EE] H & LR

e J§H Smartconfig connected Wi-Fi F/RINIERES] AP;

o K5 ESP32-C2 %75 75 2245 SmartConfig it W 45 5 [7] 25 245 FHLue , Fr AEIAEIE B Smartconfig
connected Wi-Fi #jHGHEiRAEt 6 #PHEHAT+CWSTOPSMART ;

o T[E ] AT+ CWSTOPSMART 1% 1I- SmartConfig, &G F-PITH A2 {2, 1F SmartConfig 13 f£H
W RATHAB AT L

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.21 AT+CWSTOPSMART: {5l SmartConfig
AT %

e

’AT+CWSTOPSMART

Wi i ¢

’OK

L

* it SmartConfig i 575, #iE7EFITHAL Ay 2 HiH AT+ CWSTOPSMART Fji SmartConfig 5
WA

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.22 AT+WPS: ¥'H WPS Uitk

v

H

N

H

¥

[y

o
%

=l

AT+WPS=<enable>[, <auth floor>]
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Wi 3% ¢

OK

¢ <enable>:
— 1: 78 PBC 2% WPS
— 0: 4] PBC K% WPS

« <auth floor>: Wi-Fi IAJFBZ B, ESP-AT A 2x%E3#:3 authmode T I (&1 AP
- 0: OPEN (2ki\)

: WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

|
N OB W

e

* WPS Jjfigab2ii{E ESP32-C2 Station HEFER 4L T I )
* WPS A3 Ff WEP il 5

il

AT+CWMODE=1
AT+WPS=1

3.2.23 AT+MDNS: ¥ mDNS Jjig

)E’J

CEA

A

’ AT+MDNS=<enable>[, <hostname>, <service_name>, <port>]

W

¢ <enable>:
- 1: 775 mDNS Ujfg, G425 FREUAE
- 0: %1 mDNS jg, LS HnFIEE
o <hostname>: mDNS F#H[4Ff
 <service_name>: mDNS JI} 44 %
 <port>: mDNS [
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il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.24 AT+CWJEAP: #ER; WPA2 ikl AP

i)
i

we

#ifi) ESP32-C2 station £ ARV AP FIEE EAF B

A

AT+CWJEAP?

Wi % ¢

+CWJEAP:<ssid>, <method>, <identity>, <username>, <password>, <security>

OK

)E’J

Lyt :

Ay

LN
WA

R HARMl iR AP

ﬁﬁ/\

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W )i *

OK

&

+CWJEAP : Timeout
ERROR

SR

<ssid>: f™hk AP 1% SSID
— G0 SSID s LA , o L\ SRR AT, TR
<method>: WPA2 MV ARIAGE =0
- 0: EAP-TLS
- 1: EAP-PEAP
- 2: EAP-TTLS
<identity>: Pyt | f9 50, FAFERREIH 1 ~32
<username>: [ EE 2 (A 4%, JGH: 1~32 %5, EAP-PEAP, EAP-TTLS WiflAIE = 5 E
A4, EAP-TLS LR E A S
<password>: Bt 2 (T, JEE: 1~32 %%, EAP-PEAP. EAP-TTLS Wffi\ilF 7 X i E A
Z4, EAP-TLS 7 LRI EASEL
<security>:
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— Bit0: & ik 45
- Bitl: R #AHIETS
* [<jeap_timeout>]: AT+CWJEAP fiy Wi /ORI E], Bf7: BP, BRIAME: 15, B [3.600]

Zy |

/) EBE EAR-TLS AEFAW LN AP, RENG, RERFBES, WAE P HEH

AT+CWJEAP="d1link11111",0, "example@espressif.com",,,3

// HHFE EAP-PEAP A F & 85 A Mo
AP, WEHMH. AP 4. X8, FTHIERFBIEFH, ThHE P 5HiLP

AT+CWJEAP="d1link11111",1, "example@espressif.com", "espressif", "testl11",0

GiIMEE

WPA2 L i 1R A ERR CODE : 0x<%08x> ¥z F Hl:
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT _EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024
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B

* #TAT+SYSSTORE=1, W HEHCRHRAFE] NVS 731X

o i HIAR 55T E Station 45X

o fiH) TLS AUETy 2 (EAER itk 13
3.2.25 AT+CWHOSTNAME: #¥ify/i% ¥ ESP32-C2 Station I 1:HL 4%
iy

ke
#ifi] ESP32-C2 Station [ L&

LT

AT+CWHOSTNAME?

Wi 3% ¢

+CWHOSTNAME : <hostname>

OK

&F

k-
% B ESP32-C2 Station [1) EHLLA R

O e
iy A

’AT+CWHOSTNAME:<hostname>

W

[ox

AT Station AL, NI 1] :

’ERROR

BH

» <hostname>: ESP32-C2 Station { EMLFR, I RKE: 32 FFy
]
o Pl SO R A7 flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"
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3.2.26 AT+CWCOUNTRY: #rify/i ¥ Wi-Fi [E5{Ch
iy

ik
it Wi-Fi [EZAC5

s

AT+CWCOUNTRY?

W

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

BeE WA

Ly
R Wi-Fi [ 50

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W i :

[ox |

¢ <country_policy>:
- 0: FFE F AL ECH ESP32-C2 451 AR AP [ E Z A5
- L AR EZRA, GARRA I E M E R A
* <country_code>: [HZMMY, HAKAE: 3 MFRF, &EEZAIES% 15O 3166-1 alpha-2 FrifE.
o <start_channel>: EIA(E53E, JUHE: [1,14]
o <total_channel_count>: =38 MANEL

B
o VIS S % Wi-Fi BRI AR,
* BEE SO RATE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT &%
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AT+CIPV6: J2F/%5 F TPv6 M 2% (IPv6)

AT+CIPSTATE: #%if) TCP/UDP/SSL %354 B,
AT+CIPSTATUS (374 ): #¥if) TCP/UDP/SSL RS S B
AT+CIPDOMAIN : 354 f#HT

AT+CIPSTART : 77, TCP j&4%. UDP {48} SSL &
AT+CIPSTARTEX : 77 B84 B¢ ID ) TCP %4 . UDP {&# 5% SSL 1445
[ME ) 2 AR ] +++1 B FIEAEX

AT+CIPSEND: {E-&i@ £ A2 X, 8y Wi-Fi 15 54X, T ZiE5dE
AT+CIPSENDL: FE-5i@ 442 X, N HAT Ak K5
AT+CIPSENDLCFG: %8 AT+CIPSENDL %541 J@
AT+CIPSENDEX : #8842 X R AP Rr o X ks 58
AT+CIPCLOSE: %4 TCP/UDP/SSL %

AT+CIFSR: Z¥ifj7Hb TP #ihikF1 MAC Hbdil:
AT+CIPMUX : & 17125 F 2 i

AT+CIPSERVER: #5791 TCP 5, SSL iz %% 2%
AT+CIPSERVERMAXCONN : 251/ B IR 554 VP ST 0 e R B4k
AT+CIPMODE: i)/ EAL i

AT+SAVETRANSLINK : ¥ETFHLE 58X [E8,

AT+CIPSTO: F5if)/ 3 &A1 TCP Iz 55 #5 8 H Bif 7]
AT+CIPSNTPCFG: 21/ ¥8 '8 i} X Fl1 SNTP Jlt 4554
AT+CIPSNTPTIME : #%if] SNTP Hi}|i]

AT+CIPSNTPINTV :  #51f)/3 5 SNTP e {a] [ 45 1) 8]
AT+CIPFWVER: RS54 CH 1) AT &4
AT+CIUPDATE: i3 Wi-Fi JH4% &

AT+CIPDINFO: % +IPD 5 4

AT+CIPSSLCCONF : #x1f)/1% & SSL & i i &

AT+CIPSSLCCN : 2]/ & SSL & i i 2 H 44 (common name)
AT+CIPSSLCSNI = 251/ & SSL & Fii ) SNI
AT+CIPSSLCALPN : #5if)/i% 5 SSL & F'iif: ALPN
AT+CIPSSLCPSK = 2¥if/%¢ & SSL % i) PSK
AT+CIPRECONNINTV : /3% Wi-Fi i% 14 4 X, %) TCP/UDP/SSL i [a] &
AT+CIPRECVMODE : i)/ B &3 7o
AT+CIPRECVDATA : RIS H X T i B3 w4
AT+CIPRECVLEN : ZEif sl T B Bl i K
AT+PING: ping X} HL

AT+CIPDNS: 25/ 5 DNS JIR 4 2%(= B,

AT+CIPTCPOPT : £ 10X B B3 556000

3.3.1 AT+CIPV6: k3 H/ZEH IPv6 4% (IPv6)
iy

Jyiig:
i) IPV6 [ 2% 2 15 (i it

[

AT+CIPV6?

W

+CIPV6:<enable>

OK
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EmA

&F

Ly :
JE /A TPV6 [ 2%

Py -
iy

’AT+CIPV6:<enable> ‘

W

[ox |

B4
 <enable>: IPv6 W ZE(HEEIRTS . BRIAME: O

— 0: 22 IPv6 M %%
— 1: |3 IPv6 %%

Bl
o TEfE A HE T OIPve M %5 Ry b2 MM HT, W O SE R IPve W 2. (B fn- Kk

F IPv6 M % ffi ;i TCP/UDP/SSL/PING/DNS, 5 %% 25 TCP6/UDP6/SSL6/PING6/DNS6 &
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

3.3.2 AT+CIPSTATE: #ifj TCP/UDP/SSL Y5 E
A

Py -
iy A

AT+CIPSTATE?

W
LA, AT E

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK

A TR, AT 1R [0

OK

S

* <link ID>: [Z%iEH: ID (0~ 4), HTZEERTEL
o < type” >: PSR, FoREE2EAL:" TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
e <” remote IP” >: FFEFSE, Fonmin [Pv4 Hubik sl IPve Hilik
e <remote port>: Tifi I {E
* <local port>: ESP32-C2 7s#biig I1{H
* <tetype>:
— 0: ESP32-C2 & /EH 2% ik
— 1: ESP32-C2 ¥4 /E K I 45 2
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3.3.3 AT+CIPSTATUS (Gitlfl): #rify TCP/UDP/SSL 2RSS B

WA %

v

A

=

AT+CIPSTATUS

W i <

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
OK

o <stat>: ESP32-C2 station 32 [ PR
— 0: ESP32-C2 station "N AR#IALIRGS
1: ESP32-C2 station ;I IRIRAS , (HIBARIF I Wi-Fi i
2: ESP32-C2 station B, 1%E#2 AP, ##15 IP il
— 3: ESP32-C2 station £\ %37 TCP. UDP i, SSL 1%
4: ESP32-C2 %44 Jii 45111 TCP. UDP #1 SSL ¥l FF
— 5: ESP32-C2 station FF 4G Wi-Fi #:3, (Hi%AiE - AP sk M AP Wi
* <link ID>: MZ1E4; ID (0~ 4), HT 28N
o < type” >: FRFRBEL, FREHZI” TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FRFESEL, FRimi [Pv4 Hidksk IPve ik
* <remote port>: i 1 {H
* <local port>: ESP32-C2 7 I1{H
* <tetype>:
— 0: ESP32-C2 {3 &1 H & it
— 1: ESP32-C2 % & 1E Mk 5545

e
o AR F AT+ CWSTATE fip 452510 Wi-Fi k%S, il AT+CIPSTATE 45 i) TCP/UDP/SSL k7.

3.3.4 AT+CIPDOMAIN: I§#f#dr

v

)E'\.

CELN A

A

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W

+CIPDOMAIN:<"IP address">

OK

BH

o <” domain name” >: FHENTHIIE A
 <ip network>: ik IP %, BRHAE: 1
- 1 IR R IPv4 ikt
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— 2: @A IPv4 HihE
- 3: HfRNTN IPv6 Huht
o <” IP address” >: f#HTH ) IP il

ZN ]|

AT+CWMODE=1 // & E station # R
AT+CWJAP="SSID", "password" /] W%
AT+CIPDOMAIN="iot.espressif.cn" VA% Y

/] B A EAT, REATA IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B A BAT, REATA IPve Mk

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B ABAT, BRMEATA IPv4 H i

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: #tyw TCP ¥E#:. UDP {44k SSL ¥
@ty TCP ¥4

BEES s

// i FE (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">]

// % % ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[, <keep_alive>][,<
—"local IP">]

Ty i+
PR, &

CONNECT

OK

ZHERGEUT, R

<link ID>,CONNECT

OK

SH

o <link ID>: 25742 ID (0~ 4), HTZERMEL. ZSE0EE YL T menuconfig FRHA
BT, —AN2 AT {4 AYHcE I AT_SOCKET_MAX_CONN_NUM , BRAE K 5. - LwIp
PR ECE T LWIP_MAX_SOCKETS , ERIAME N 10, BUEMOZSEITERE , &5 & U B 0
AT_SOCKET_MAX_CONN_NUM FME I H R % (EA KT LWIP_MAX_SOCKETS HIfH. (E&%%miF
ESP-AT T4 JBUE L5 H.)

o < type” >: FRFHRSE, FIRMEEIERRA,” TCP” 5, “TCPv6”, ERIAME:” TCP”

o <” remote host” >: FLFESE, Fnwmng IPv4 #ihil, IPve #ihl, aiim4

+ <remote port>: Tl I {E

o <keep_alive>: [ EHERFN) SO_KEEPALIVE &I (5% : SO_KEEPALIVE N'4H), BAfi: Fb.
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JEHE: [0,7200],
- 0: 2%Jf keep-alive Djfg; (BAIA)
— 1~7200: F& keep-alive ZJfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {&4 3.
o KA <keep_alive> BE(SAT+CIPTCPOPT iAW1l <keep_alive> MR, HEAHE
HE IR E N OUE . REIT ARSI AR E <keep_alive> 4, NIERIAM A IR ECE H1E.

o <” local IP” >: JERYLEKAN] IPv4 Huhik o IPv6 Mtk , %S Hfe A £ N 4543 LIS R4S b 22 1P
Mk ARE A . BOAWEEN, ARG, FFAfTIRE, AN RUE
Bl

o MISRAHELT IPV6 WMZE 77 TCP 84, FHESLIRBEAT+CIPV6=1, FiEiZ AT+CWIAP 3REE]—~ IPv6
Hihk

il

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80

AT+CIPSTART="TCPv6", "fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1£fdb:22a6:4d24"

// esp-at U i AT+CWJIAP 3k B 3| IPve 4 & H# ik
AT+CIPSTART="TCPvo6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

ey UDP {5y

// B (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
<—>">]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <
—"local IP">]

M) i :

FREEARUR, Ak
CONNECT

OK

ZHHRGUT, R

<link ID>, CONNECT

OK

o <link ID>: WZEH ID (0~4), ATZEZMIEL
o <V type” >: FAFHRSH, FRMEREZAL " UDP” o “UDPv6”, ZRIA{E:” TCP”
o <” remote host” >: FFESE, Fonwmng IPv4 ik, IPve #uhl, akim4
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e <remote port>: JTifsi I {E
* <local port>: ESP32-C2 iX£51) UDP i I {H
« <mode>: ¥ UDP Wi-Fi #L T, ASEIPELF TN O
- 0: $20F) UDP %5, AekZsxti UDP #ihbf5 B (2Kik)
— 1 AU — BB SR BCE AN A 4] i UDP Sy, 20285t i UDP bk A 5o A ik B
WA TP ik Al 11
— 2: A3 E] UDP $ediimt, #hokas it ig UDP bt 54 & L5 15 £ 1 TP Hiuhk g
o <” local IP” >: fEH245E Y AHL IPv4 Hitl 5k IPV6 ﬂﬁﬁt ZSEAEA M 22 [ 25 % DET%WMHZ% IP
HihbEEEEA R . BOAHEEH, DR EEEH, T, =AW A ME

B

o {IIR UDP #4321y IP #hhk &2 IPv4 2H 5 HAE (224.0.0.0 ~ 239.255.255.255), ESP32-C2 X% &
LN UDPv4 2H 1%

o 5 UDP &8 kg 1P Hohl /2 IPv4 & itk (255.255.255.255), ESP32-C2 154565 ik ik
UDPv4 | #%&

o fy . UDP % ¥ d py 1L ug IP Hi 4k 2 IPve H ¥ b 4k (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C2 4 %% ¥ & T IPv6 W %%, ‘% i 4%
it UDP 414%

* IS4 <mode> Hi, FHFEWESE <local port>

o QNERAHELT IPv6 W48 sy UDP i3, LU EAT+CIPV6=1, T53@ 1t AT+ CWIAP $ELE]—4 IPv6
Hodik

o R CK KT 1460 EA5 %) UDP 0, 15 H 7% F ESP-AT 142, S A E TR
%f* Component config ->LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 X #
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #TF IPve [ % f# UDP ¥ ¥%
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9b"

// ¥ TF IPve [ 4% # UDP % %
AT+CIPSTART="UDPv6","FFO02::FC",1000,1002,0

@ty SSL ¥Ef:

[Za-RUEC ok

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local IP">]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[, <keep_alive>,<"local.
~IP">]

Wi i ¢
PR, R[]

CONNECT

OK

ZHERRAT, R&[H:
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<link ID>,CONNECT

OK
« <link ID>: [Z7E32 ID (0~ 4), JI TR
. <” type” > ??ﬁ%%ﬁ’ %%/j—‘_\.mé%i%ﬁ%%@’n SSL” E‘a “SSLV6”° %ﬁikﬁ:” TCP”
* <” remote host” >: FAFHSRL, FIRuti [Pvd Hikk, TPve bk, sile4
* <remote port>: It 1 {H

<keep_alive>: il B &35 SO_KEEPALIVE 263 (%% : SO_KEEPALIVE /}44), BAfi: #b,

» JLR: [0,7200],
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive BJfiE. TCP_KEEPIDLE {H 4 <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {4 3.
o S H <keep_alive> BEHAT+CIPTCPOPT firdH1) <keep_alive> MR, & HE
HF B A UE . MABIT ARSI E <keep_alive> S5k, WIERINEH R ECEME .

o < local IP” >: PSS E (AL IPv4 Hbtik 5 IPv6 Mk, %S HE A ML W 432 DR R AR Hb %2 TP
HuhEREEEA . BRVCHESN, R EAEME, 5 AfTRE, SEECARUE

BEH
o SSL B0 Be T 0] F A A o R T 8
o SSLIEER SHAKENG, WEAESSHRAES
o WIS AT+CIPSTART fipd g3t T SSL 4, HAMN R AR I 10 F5, ]S i [E] 25248
K, BRI a4
o YIRAEELT IPv6 M 2% 3857 SSL 14, SRS B AT+CIPV6=1, Yl 1L AT+ CWIAP $KELE|—4 IPv6
ok

2N

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at U i 3 AT+CWJIAP 3k B 2| IPve 4 & H# ik
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6f96:9147:d66d", 1000, ,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: 3 [18)5r1ic ID ¥) TCP 4% . UDP {4 4isk SSL itk
Ay AT +CIPSTART MfLL, AFSFET: FEZHEBMNUL T (AT+CIPMUX=1) KHFEHHE D, R4
& A L 1D

3.3.7 UGB EEAT +++: BIVEIRESX

FEsR AT 2

i
B BB, FEAG AKX

Command:

/) RER B AEAE K

+H+
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Bl
o MRRRPA TR A AN + F4F (BT ASCILS: 0x2b), [ty &45 B 1% CR-LF F4F
o WHEREE—A + FATRIE AR 20 ms [ [E] R P BCA AR, 55 =4 + F4F 5 204 20 ms 5 [E][5]
PSR A A, =4 + FAFZ [ 224 20 ms IRFa] ] fs 3o Htbd A . B, + TR Sy
e iR Ak &
o ARHFRIRIAT iy A i & [0 5
 WHEDERE AT & AT @4

3.3.8 AT+CIPSEND: {3l fepai ok Wi-Fi #E{E B &k 8

LA

-t

Uik
EAEHAEX N, IHERKERESYE. IR RSN K ERT 8192 7Y, ##iJ§ AT+CIPSENDL
e Rk,

Py -
iy

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % % H: (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e o
AT+CIPSEND=[<link ID>,]<length>[,<"remote host">, <remote port>]

Wi i ¢

OK

>

iRy 2R AT EHER SRR ATEE | BU 5T DAR AR , 24 AT Sl B B Kk ) <length>
Ja, BRI

ANSRR S R R AL i I B BT, aR [ -

’ERROR

WL s, AR

’SEND OK

AT

itk
HEA Wi-Fi if 42X,

A\ .
"Il/?\‘

AT+CIPSEND

Wi i <

OK
>
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&

ERROR

PEA Wi-Fi i 48X, ESP32-C2 W Ui KB 8192 77, KAk 2920 795, WS L mi iy
BRI R T IR B TR, AT KL Rk B0, Sy Bsf7E 20 ms A&k, M5 A BRpl—
t++ I, GBI E SRR AR ARG, 3R AR LR & AT

A Ay AW IAETF R A B 42 X DA KB ERE R . %50 Wi-Fi UDP i#4%, AT+CIPSTART fis % 05 %
<mode> W EH 0,

<link ID>: W%i%EH: ID (0~ 4), HTZHEENE L

<length>: ¥ A, FRAfH: 8192 77

<” remote host” >: UDP {£#in] AT E ST EAL: 1Pv4 Hihl . IPve Hiuhl, BilEisz
<remote port>: UDP £ PATE & Xt v i 1

Bl
o BRI LAEJAT+CIPTCPOPT fiy 4 REEA> TCP MR BB e . BN 8 <so_sndtimeo>
5000, W TCP Ak RAE S BRI, TEiE it R, X AT A4 MCU 454 AT fip4 B [ )
[i] o

3.39 AT+CIPSENDL: {E¥%ilifefbi X FIFfrkis B

&F

ifig:

EiA R T, BERE, T RSB (AT a4 b LR AT A6 i & B 52 - 1Tm) .
] DA I AT+CIPSENDLCFG iy AL E AL 2. IR S LRI K /N T 8192 71, ftin] DA
{8 Fl AT+CIPSEND 54 %1%

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP fk % 7 45 & Xt 3 £ M A0 3 0
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i <

OK

>

R RN AT JEASEAR X I O ME R IR0 AT i DR, BURHERT AR AR, — B AT
iy i H MR, Bl S PUAEIRE N, BR e mIT s .

WREME TR, RGESMRIEAT+CIPSENDLCFG KL EAIE R :

+CIPSENDL:<had sent len>, <port recv len>

MR B+ ++ e BUH, RGLRME:
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’SEND CANCELLED

MR BIRRA B ek %, R A IR0

’SEND FAIL

ISR A BRSO AL, RS AR ] -

’SEND OK

BERWOTH, BT PAKIE+++ o BUH R, RN ESP32-C2 s WA 42 X B . I, AT f
Lt S BRI, EEREHRER) <length> KEHIRS, A SBHAMERX.

S

<link ID>: W %i%E3H: ID (0~ 4), HTZEER

<length>: K, HFoRfH: 23 - 1597

<” remote host” >: UDP {&#a] DAFE & X0 4L IPv4 Hihlk, IPv6 Hihl, s%is4%
<remote port>: UDP {44 Al DA & i 11

<had sent len>: 5 2) & B IS )2 SRR OB B2

<port recv len>: AT iy %ty ISR (1) B S K 32

Bl
o G0 DM AT+CIPTCPOPT v 43} 44~ TCP I B FYEW . Hilln: %% <so_sndtimeo>
5000, W] TCP Ak AE 5 RPNk, Toi b2 K. X nI LA MCU S5£5 AT fiv 4 [n] 52 (1 ik
[f] o

3.3.10 AT+CIPSENDLCFG: ¥ ¥ AT+CIPSENDL iy A1) @ Pk
iy

Yrii:
i AT+CIPSENDL iy A (Tt B

AT+CIPSENDLCEG?

W ) :

+CIPSENDLCFG:<report size>,<transmit size>

OK

)E’\l

CEL A

Tytig:
BEE AT+CIPSENDL iy A [ Tic B

O e
iy

AT+CIPSENDLCFG:<report size>[,<transmit size>]

Wi i ¢
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OK

o <report size>: AT+CIPSENDL x4/ FAREA /N BRIAE: 1024, R [100,2 201, @Flhn: &
<report size>{H} 100, WAT+CIPSENDL fiz4 |0l H ) <had sent len> FIRFEHIH (100,

200, 300, 400,

)o %EE’J <had sent len> FiR{HME

o <transmit size>: AT+CIPSENDL 4P &N, BFg

SE TR AU A BN

ST PR AR K "
P

UNCE

2920,

T :

[100,2920].

WAREI B K EERT25T <transmit size>, MRS

SERIEALRE O I, Hon &

20 AV S AAE IR Z SRR .

B
o XF TR/ ME T SR R S R, R E RN <transmit size>.
iF AT+CIPTCPOPT fip%-1X E TCP_NODELAY J&{%.
o XITHEERWES, HEERERAN <transmit size>.
vk AR

K]
F

WHEEAR 5] e ho T 32 3 ESP-AT

3.3.11 AT+CIPSENDEX: £l f&HibisX RNy ity Ji Xk 8

}Qﬁn /?

g

BB, SRR ARG, SCE AT \0 (0x5c¢, 0x30 ASCID) fil A 5t A%
e

// B (AT+CIPMUX=0)

AT+CIPSENDEX=<length>

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<1link ID>,<length>

// UDP f&#yr 7 45 & X 3% IP M i fosg o

AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

Mjn] oz <

OK

>

R R AT E R AR TR, IR DA AR E KRR, 24 AT il 2 iRt Kk
B <length> JFufd B \O T4, %&S‘Eﬁ?iﬁuﬂ‘ﬁﬁo

QR 7 T R £ i I T T T

’ERROR

QR e el R[]

’SEND OK

o <link ID>: WK%z ID (0~4), HTZERNEL
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o <length>: MR, HAMH: 8192 54y
* <” remote host” >: UDP f&4 ] DA$KE XT3 F-HL: IPv4 itk IPve Hifik, siimif
» <remote port>: UDP {4l L3 & X it 1

Bl

o YRR P R BRI, BB B\ O SEAFHT (0xSe, 0x30 ASCID), #diafeiris, REukHE
HEiE AR, SN K AT e

o WEREAEPAE \<any>, WaERBHL, R <any> 5

o WIERTFZ AL \O, 1 M \\0

o URT] DA F AT+ CIPTCPOPT 17431 44 TCP &I B B W, Flin: #5 <so_sndtimeo> 4
5000, W TCP ik AE S BRI, ToiR It @ k. X ATPATT4E MCU 4845 AT A4 [ml & (1) i
[E] o

3.3.12 AT+CIPCLOSE: J:[i TCP/UDP/SSL 4%

)E’J

CEL A

i
KM Z AR ) TCP/UDP/SSL #:4%

Py -
“ﬂ4>‘

’Z—\T+CIPCLOSE:<link ID> ‘

W i <

<link ID>,CLOSED

OK

AT %

ik
I A B4R 5N ) TCP/UDP/SSL 1#:4%

AT+CIPCLOSE

Wi 3% ¢

CLOSED

OK

o <link ID>: TG RMIIMLEES ID, WIRBY S, WIFR KM Prf %

3.3.13 AT+CIFSR: #rifyAciy IP Huht A1 MAC Hihl

Parr %

=
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AT+CIFSR

Wi % ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIP6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

o <” APIP” >: ESP32-C2 SoftAP [fJ IPv4 Hiht

o <” APIPG6LL” >: ESP32-C2 SoftAP ] IPv6 7S A i Huht
e <” APIP6GL” >: ESP32-C2 SoftAP f{] IPv6 4 fmHbiht

e <” APMAC” >: ESP32-C2 SoftAP f¢) MAC Hiiht

e <” STAIP” >: ESP32-C2 station [ IPv4 bl

e <” STAIPG6LL” >: ESP32-C2 station [ IPv6 7S Hb54 i i ht
e <” STAIP6GL” >: ESP32-C2 station [ IPv6 4= et

e <” STAMAC” >: ESP32-C2 station 1) MAC ik

e <” ETHIP” >: ESP32-C2 ethernet ] IPv4 il

o <” ETHIP6LL” >: ESP32-C2 ethernet [/ IPv6 A< HbAdk i Hihl:
o <” ETHIP6GL” >: ESP32-C2 ethernet [} IPv6 4= J5j i

e <” ETHMAC” >: ESP32-C2 ethernet {i{) MAC ik

Bl

o HUA 4 ESP32-C2 i KB A A% I E RS, A BEANEIE R IP HuhtAl MAC Hihik

3.3.14 AT+CIPMUX: FIHI/ESH 2 5
A ity 2

itk
R

AT+CIPMUX?

W i :

+CIPMUX: <mode>
OK
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’AT+CIPMUX:<mOde>

i o 2
’OK ‘
B4
o <mode>: JEHAIA, BUAMH: O
- 0: g
- 1 ZiER
v
o HUE Y A AR W T I A ] B AR
o B Gl X (AT+CIPMODE=0), # HebtE L ik
o WREST T TCP/SSL I d5+n, AU R sk, Wi XRS5 #% (AT+CIPSERVER=0)
hil

AT+CIPMUX=1

3.3.15 AT+CIPSERVER: #tr /5[] TCP 5% SSL 55 %%

i &

Lyt :

#if] TCP/SSL R 55 kA

AT+CIPSERVER?

W i <

OK

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

BeE WA

[

AT+CIPSERVER=<mode> [, <param2>][,<"type">][,<CA enable>]

Wi i ¢
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OK
e <mode>:
- 0: XMIRS5+e
- 1o @RS

o <param2>: S <mode> AN[E], WIS E ARMFE:

o QI <mode> 2 1, <param2> fXFEu05 . BHOAME: 333
o QIR <mode> 2 0, <param2> fCERIRFSAHEE XAITEE M im. BAE: 0
— 0 RPANRS AR B & P42
- 1+ XPANRS AR KA A
o < type” > JR4BLKI 7 TCP”,” TCPv6”,” SSL”, o “SSLv6” . BRAff:” TCP”
¢ <CA enable>:
- 0: A CAAIE
- 1: ffiff] CAAIE

|

o ZEEHIT (AT+CIPMUX=1), A REIVIRIRSS 4%

o RIS ARIS, HEESIIRGS SR IET, e A i@ — s A%

s BHEuEA, 2A3E M ER D

o QUERALET IPve 28 IR 55 4%, T ESC B EAT+CIPV6=1, PLBiIAT+CWIAP FELF|—> IPv6
Hihik

o KMIIRSS 4RI SH <"type"> Fl <CA enable> WK

il

// # i TCP R4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B SSL R & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// T 1Pve W%, GlE sSL R4 &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6", 0

/1 kARG BOFE kA BT R &

AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: 7%/ BNl 55 28 o i v i a8
by A

i
#2if] TCP 5 SSL IR 55 i SLVF AL Y e KR AL
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AT+CIPSERVERMAXCONN?

Wi % ¢

+CIPSERVERMAXCONN: <num>
OK

B

&F

ifig:
'8 TCP 5% SSL ik 55 e ifr 8 7 i e R ek

O e
iy

’AT+CIPSERVERMAXCONN:<num> ‘

Wi ¥ *

[ox |

S

* <num>: TCP 5 SSL g 55 & AAVFHL I oK ERAR, 5 [1,5]. AR EB B S Eu EIRE
{8, WS%AT+CIPSTART 41541 <link 1D> HHiR.

e

o T BEE B RIEREL (AT+CIPSERVERMAXCONN=<num>), §{EQIHERS#F 2 B E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: 7%/t BB,
AR A

Dyt
i A

O e
iy

AT+CIPMODE?

Wi i ¢

+CIPMODE : <mode>
OK
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B

&F

Dyt
R A

O e
iy

’AT+CIPMODE=<mOde>

W]t :
] OK
* <mode>:
- 0: il A X
- 1t Wi-Fi g 302 X, (U0 TCP HiiEH: . UDP FE @ (50, SSL FIERAY L
i

o R CANRAE S flash,

il

AT+CIPMODE=1

3.3.18 AT+SAVETRANSLINK: #®EIFOLE LG R
R EIFHLEA TCP/SSL i EEA LS K

B A

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

W i <

[ox

* <mode>:
— 0: X} ESP32-C2 EHiiE A Wi-Fi if £ 42X,
— 1: JF/3 BSP32-C2 FHiE A Wi-Fi i 15 48 X,
o <” remote host” >: F{FHEBE, Fonimiy IPv4 Hulik. IPve Hulilk, =iiai44
* <remote port>: JTifsif I {E
o < type” >: FEBESE, FRfEiIEEL:” TCP”,” TCPv6”,” SSL”, BY “SSLv6”, BRA{H:” TCP”
o <keep_alive>: Pl B £3: 1Y SO_KEEPALIVE %1 (&% : SO_KEEPALIVE N43), BAfi: b,

. Y5 [0.7200].
- 0: £41] keep-alive ZfiE; (BAIA)
— 1~7200: FFR3 keep-alive ZfiE. TCP_KEEPIDLE i}y <keep_alive>, TCP_KEEPINTVL fti
1, TCP_KEEPCNT {i % 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4] <keep_alive> ZEUMHE, HEH
GBS UUE . MBI TR MR E <keep_alive> 24k, MIERIA A LR B & 1(HE .
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e
o AULENF Wi-Fi JPHLE AR X G RRIEAE NVS X, 28 <mode> 2y 1, TR ERABIEAL #
X THEBE
o HEhms IP bt (347) . o (AT R, ABCE WA E] flash.
o WERAELT IPv6 L8 @ B ML 1, FREICREAT+CIPV6=1, FlidAT+CWIAP FRELF]—4> IPv6
Hihik

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002,"TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEIFPLEEA UDP AL R

B e

’AT+SAVETRANSLINK=<mode>,<"remote host">, <remote port>, [<"type">,<local port>] ‘

Wi i ¢

[ox |

* <mode>:
— 0: ¢4 ESP32-C2 it A Wi-Fi £ 542X,
— 1: FFJE ESP32-C2 [ Hi it A Wi-Fi i5 1545 X,
o <” remote host” >: FLFESE, Fmwmng IPv4 ik, IPve #ihl, aim4
* <remote port>: Tl I {E
o <7 type” >: FRHRSE, FoRtEiHdAL:” UDP” i “UDPv6”., ERINfH:” TCP”
* [<local port>]: FFHLIEA UDP f&4F, i 1 4s g 11

o ABENG Wi-Fi FFALE X G BAAEAE NVS X, #5450 <mode> iy 1, FK EHLEZIHEAZ 12
X FEPAER

o HBti IP bkl (4% ). i D (EAT SR, ABCE S YRS flash

o ASRANET IPV6 AT HISL B LR, HFESCREAT+CIPV6=1, Pillid AT+CWIAP 3RELE]—> IPv6
Hihik

il
AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve6", 1005

3.3.19 AT+CIPSTO: #rify/e A TCP/SSL IR 55 2548} i)
ifar A

#Eif1 A H TCP/SSL 15 AR

Py
A
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AT+CIPSTO?

Wi % ¢

+CIPSTO:<time>
OK

B

&F

Yytie:
BB A TCP/SSL iR 45 2 it 8]

Py -
iy

’AT+CIPSTO:<time> ‘

Wi ¥ *

[ox |

S

o <time>: ZHb TCP/SSL R4 #SEmTHFa], BAfr: F, BUEMEE: [0,7200]

Bl
* 24 TCP/SSL % it <time> I[A] AR A AR INIS, BSP32-C2 il 55 #% = Wi T % .
© WMRBESE <time> 0, WIEHAGEAXHN, NEBOGIFFRE.
 AEBCERIITEI A, 2450 7 AR -5 IR 55 aS Gl (5 I, VT ISR R BRI . GBS, B R .
TEBCE MR, QSRR S 4 2GR 55 P miE (5, TSR KBRS, &g
il8

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #ify/i% B X H SNTP JIR55 7%
iy A

Py -
iy

AT+CIPSNTPCEFG?

Wi i ¢

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK
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=

=

A

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>] ‘

e <enable>: % & SNTP IR %2s:
— 1: % SNTP flR%5 85
- 0: RNi&'E SNTP [R5 %% .
* <timezone>: SZHFDATPFAE:
- B R UTE R [-12,14], BERVNESR AL, @ SR AR (UTC) iR Kimic K2
B (UTC=12:00 % UTC+14:00) ;
- Mg uTC R E, UTC R ETEE TIRTFEINZ R E] UTC BHE A fefs 2] 4
HuHHA], A SR (+1 -1 [hhlmm. U054 XAEARYI T2 0APE, MR, WRAEAR
i, WIAIEEL. /N (hh) WAZ5FE -12 ) 14 Z (8], 438k (mm) 2007E 0 3] 59 Z | Hln, i
AR XU B G A IS A, B UTC+12:45, Wz <timezone> SR E N
1245, WZFRIESH UTC st .
o [<SNTP serverl>]: %—> SNTP R%#%.
o [<SNTP server2>]: % 4> SNTP R%#%.
o [<SNTP server3>]: % =~ SNTP k5.

Bl

o HEMAOERIEEG L E=" SNTP [R5%25Z=%0, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn”
“us.pool.ntp.org” H 2z —,

e MFEMMS, TR <timezone> B HES MK ER <timezone> ZH A —FE. N
<timezone> ZE K IE —Fh UTC W t&=, Flin: B AT+CIPSNIPCFG=1,015, A4
ol , ESP-AT & ZMH X SHHIT 0, BIEEME 15. NETH Mg, B idss —
UTC s A& fEdT, /@ uTCc+00: 15, WMt Aifh ki 0 i IX,

2N

// fEf SNTP M4 %, WEFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
b

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fE# SNTP M4 %, HEXEAHHE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
Ed

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fEf SNTP M4 %, REHFBLHREK EELBEH S WA K (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3321 AT+CIPSNTPTIME: #ifj SNTP Iif[i]
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AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK

B

* £ 5 asctime I[E] 1) E X% I asctime man page .

2N

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

=

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/i ¥ SNTP If[a] 6] 251 ] B

Wi i ©

+CIPSNTPINTV:<interval second>
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OK

 <interval second>: SNTP B[a][F]H[a][F . BAA7: Fb. B : [15,4294967],

|
o BOE TIFRIFE AR, R ESP32-C2 ZA— K [ NTP 55 A gRBUHT (1 1A -

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) EANEE Y — KA
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #ifgfliR55as A AT [SHERAS
A RA

i
iR S5 Ar CA Y ESP32-C2 AT [E{FRiiA

Py -
iy

AT+CIPFWVER?

Wi i <

+CIPFWVER:<"version">

OK

S
e <” version” >: ESP32-C2 AT [&E{4fixA4s
e
o TEREBEEIAHN) OTA AR, 53 ZUAS U = A [l IRAUAS FH 2

3.3.24 AT+CIUPDATE: jixk Wi-Fi F+2¢ & 11

ESP-AT FEiz17I}, il Wi-Fi Mg i IRSS 4 BR300 [ (2 52800 X, AT T2 17
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A ifo i 4

i
#rif] ESP32-C2 B THUIRE

O e
iy

AT+CIUPDATE?

Wi i :

+CIPUPDATE:<state>

OK

AT

i
TP ZER T @ 1 OTA THELR TCP it 55 i Lol A i [l

Py -
ﬂﬂ4>‘

AT+CIUPDATE

W i ¢
HSH AR

THRBIMR 55 45 LA AR [T

Py
A

AT+CIUPDATE=<ota mode>[,<version>] [, <firmware name>] [, <nonblocking>]

M .
WK OTA FEfH ZERT R Ay, iR m:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N e

OK

U2 OTA FEAEHZERATT izl iR u]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N e

WARAEPHIER R OTA R, iR [u]:
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+CIPUPDATE:<state>

ERROR

WARAEAR L ZERCUT OTA KIK, R [H]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

BH

¢ <ota mode>:
— 0: @1 HTTP OTA;
— 1: i3 HTTPS OTA, IR %%, 2 . /build.py menuconfig>Component config
>AT >OTA based upon ssl 27 #ifE, 2= Ei5 %5 ESP-AT 142,
o <version>: AT i, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J| 2% [E{f, 4l ota., mgtt_ca. client_ca 8{H'E at_customize.csv
H s LA X
* <nonblocking>:
- 0: PHEERI OTA (AT, EH| OTA Ik R MG A W DAL AT /i) ;
- 1: JEPHEERIA Y OTA (M, T 5E UG (+CIPUPDATE:4) F5F3h & ).
* <state>:
- 1 KBRS 25
2: R RS
3: IRIGFPRA S
4: SETIH
-1: JEPHZERIK T OTA &I

|

o FHIEE BT M 48R .

o UM RZMAET BRI, AT K& [ ERROR, if 45 RF— B A1 L.

o QR E R SRR LR AT BIN, Ay 45 Espressif Cloud "N#% AT [E{4F+9%

o ISR 2 H AT SRR AT BIN, 375 H 47523 AT+CIUPDATE FOTA Ifj g B 3 (i F§ AT+ USEROTA
o # AT+ WEBSERVER 54, 1] %:% ESP-AT T FE#2{L1%R 6 FOTA.,

o B AT [FF)G, M AT+RESTORE W0 1T & .

o OTA i FRAFBIEFR] A 3 434

o JRPH ZEAR S B H %) OK Al +CIPUPDATE : <state> &4 T %A 4% 5 L _E A SE IR DU .
OK TJfEFE +CIPUPDATE:<state> Z Wi, tWEAIHEYE +CIPUPDATE : <state> Z 5.

o NEWFHEBHEBA

* WS F Ao fT 5 OTA JHA FREEZ OTA i

2Nl

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1
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3.3.25 AT+CIPDINFO:

PR +IPD W EVETS

AT+CIPDINFO?

W i <

+CIPDINFO:true
OK

5y

+CIPDINFO: false

i) Ji
[ox
S
e <mode>:
- 0: £ “+IPD” Fl “+CIPRECVDATA” B, ANPERXTum IP kbRl 145 B
- 1: 7 “+IPD” FlI “+CIPRECVDATA” {EH, E/RXTim IP ik flss 145 )8,
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #ify/ix ¥ SSL % F 1 fic &

A

i

#if] ESP32-C2 {2 SSL % /b 4514 AU ML LA L

.
"Il/?\‘

AT+CIPSSLCCONEFE?

Wi i :

OK

+CIPSSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>
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=

A

// B ¥: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

Wi i <

OK

<link ID>: W 2% %3 ID (0 ~ max), FELEZPEIT, ASEUEBCN max, WERRTHE
SEEIMEN 5.
<auth_mode>:

- 0: NAUE, WBEFEIEE <pki_number> fll <ca_number> Z4{;

— 1: ESP-AT $##4It% FrumiiE bR 55 5 i CA JIEFIR:58 ;

— 2: ESP-AT % ik A CA UEF RALEE AR 55 #% i U135

- 3: MEINIE.
<pki_number>: JEPRIFAHM RG], WERRE—UERRIFAEH, HAEN K 0.
<ca_number>: CA fJ&5|, WHRBAE—1I CA, HEHNH O,

NS AR AL B R, TR ST SSL S HHE T AR G2

Fi B B MORFERAFAE NVS X, QSR F] AT+SAVETRANSLINK iy 413 & FFHLEEA Wi-Fi SSL i 1% 4
X, ESP32-C2 RFAE T IR I H ik BT AN & 7 7. SSL iz .

WA CRIEREE 2 BIE, HS% 0k 4T £ & PKI .

iR <auth_mode> FRHE N 2 80 3, N TIRARS ARG UE AR, T57E KLAT+CIPSTART fiy
AT ESP32-C2 BV AR E 4 fi it a] . (50l PAKIKAT+CIPSNTPCFG 4Kt & SNTP, ZJEES(J:‘I
HiHHE], %&32AT+CIPSNTPTIME? £ 475 18] 24 Fi i [a] . )

3.3.27 AT+CIPSSLCCN: #ify/¥ ¥ SSL %y’ Hl #4 (common name)

iy
i

g
ﬂﬂl?\

FEEEAS SSL M4 % 7 i 1) 88 44 B

s

AT+CIPSSLCCN?

Wi i ¢

+CIPSSLCCN:<1link ID>,<"common name'">

OK

Lﬁﬁn /?

[
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// ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

Wi i <

OK

B8
¢ <link ID>: £ ID (0 ~ max), (ERERIFILT, RSN 0; LEZEENFERT, #5
BUEBEN max, BRI ER ASHEONEN S,
* <” common name” >: ARSI S5 # SR RUE B HH) A 4 . A BKRKEN 64 735,
Bl

o ARAHBAPCE S RIAAL, WE#SL SSL R AIB T A M2

3.3.28 AT+CIPSSLCSNI: #rify/i ¥ SSL %% Fiit) SNI
A4

rhig:
AR TERL ) SNI i E

Py e
"ﬂé?‘

AT+CIPSSLCSNI?

W i <

+CIPSSLCSNI:<link ID>,<"sni'">

BE WA

¥ 3% (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni'">

W

OK

o <link ID>: M#%i%E4; ID (0 ~ max), FERIERMNELT, ASHMEN 0; L2 ERWBLT, 55
BUEBR R max, WFIRITHERE: ASEEGAMEN S.
e <” sni” >: ClientHello H 1) SNI, SNI & KKk 64 F37,
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e

o WNIRAREAE BT RIAERL, TN SSL R IZ T AN S .
3.3.29 AT+CIPSSLCALPN: #rify/¢ ¥ SSL % j i ALPN
iy A

e
i) ESP32-C2 Y& SSL & i it B4~ 1321 ALPN B &

“ﬂ4>

AT+CIPSSLCALPN?

W i <

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

YL

¥ A

Ll

)

LA
&

§P

// ¥ % (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i ¢

OK

o <link ID>: [ HEHE D (0~ max), FEREBIGNIL T, ASRIY 0; ELHHERFL T, %5
BUEBCHN max, WFTRFTAER; ASECAEN 5.
* <counts>: ALPN e, JEE: [0,5].

0: Jikk ALPN JiC,
* [15]: 5# ALPN i .

o <" alpn” >: FRHESE, FR ClientHello H1) ALPN, ALPN H KK B2 R T i SRR KB .

]

o QRAREARHUE T BIAERL, AR SSL IER I iIB T A M S .
3.3.30 AT+CIPSSLCPSK: #ify/i% ¥ SSL % iy PSK
i A

ik
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1) ESP32-C2 ff:2y SSL % )i i st F2 14 PSK i .

2 ot
4

AT+CIPSSLCPSK?

W

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

WA

-t

e

=

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W i <

OK

BH
* <link ID>: [WZ53%E4% ID (0 ~ max), {ERGERIEILT, ASEUEN 05 X EENTEIT, A5
BUEBCN max, WZoR AR ASBEOAEN 5.
e <” psk” >: PSKidentity, fx K&KREE: 32,
e <” hint” >: PSK hint, KK E: 32,
B
o QRAHSAREE B ST B, AL SSL EREHTIZ AT A T o
3.3.31 AT+CIPRECONNINTV: 4 if)/i ¥ Wi-Fi & 148X F i) TCP/UDP/SSL i %
] B
A%

i
Aif) Wi-Fi £ 242X T 1 H Zh B A b

Py -
iy

AT+CIPRECONNINTV?

W

+CIPRECONNINTV:<interval>
OK
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EmA

&F

i

B Wi-Fi i f5 12X, F TCP/UDP/SSL 14 417 JF I 11 20 S0 19 171

O e
iy

’AT+CIPRECONNINTV:<interval>

Wi i :

[ox

BH

* <interval>: HZ{EEEFRANE, A 100 ZF0, BOAHE: 1, {EHE: [1,36000].

B

* #FAT+SYSSTORE=1 B, L B O PRAFAE NVS X

Bl

AT+CIPRECONNINTV=10

3.3.32 AT+CIPRECVMODE: #rify/i B ik Bix

A ifo i 4

Dyt
B TR ORA

AT+CIPRECVMODE?

Mjn] oz <

+CIPRECVMODE : <mode>
OK

L )
WA
?:

Ele

A

’AT+CIPRECVMODE:<mOde>

W i :

|ox
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BH

* <mode>: ERFHIHHLNHI, BINE: 0.
- 0: TS, ESP-AT K5 By Bl i # P Bl s I A s 43 AL MCU, 30y “+IPD” (4%
FHNCE H 2R 5760 A5, AEIRTE MCU R K1k 2920 FA57A R ) «
- 1 Yok, ESP-AT A B I B R T B R E R ZAT X (B P Bl i o, BA
{H>h 5760 “F47) , 454§ MCU Bt Xf T TCP fl SSL 4z, WURZEAAXW T, KL EHF
s XFT UDP ek, WRGAFRW T, W kAERIRER.

Bl

o ZEEAREH T Wi-Fi 24X .

o 24 ESP-AT FE# sh il MR R B8 FHARE, SR DL R Rl A R A5 B :
- ZIERR] (AT+CIPMUX=1), #/® +IPD, <link ID>,<len>;
— PAERER (AT+CIPMUX=0), #75 +IPD, <len>,

o <len> FREHFR P ELFHIM KL,

o —HA +IPD R, WZIBITAT+CIPRECVDATA KW . W), FERI—A> +IPD Bl Hi,
A +IPD REAHR E45 EHL MCU,

o TEWIHFIERAINEOLT , S ERTFEIRIIAL AL, MCU 5SRTT DA, H 3 K IikAT+CIPCLOSE
(AT fEN% P ) 8{AT+CIPSERVER=0,1 (AT {EMRS#%). BagiGih, Wik +1pD ©&pidiss,
D AEMR K 3B AT+CIPCLOSE B /% 3% AT+CIPSERVER=0, ] B 13 AT+CIPRECVDATA iy 5 LU A 5 i
ZHI, XANTERR CLOSED {5 Bk AL .

il

AT+CIPRECVMODE=1

3333 AT+CIPRECVDATA: HKIRHESHBBEA T iy L6858

LA

-t

=N

A

// ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<1link_id>, <len>

W 7

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>, <remote IP>,<remote port>, <data>
OK

B8

<link_id>: ZZE#AET YR ID.

<len>: fp KB OXT7HHHEE, QISLSCERICEN M EAR K LA SEUE /DS, R [ 52 B KR i 5
<actual_len>: SLFRIRIUAGEI FE

<data>: FRIUPKEHE .

Espressif Systems 89 Release v2.3.0.0-esp32¢3-361-gb5430077
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 3. AT Ay d4E

o [<remote IP>]: FAFHZEL, FoRwbug IP #udik, @3 AT+CIPDINFO=1 iy 4 ffifi .
* [<remote port>]: X ugus 1, i AT+CIPDINFO=1 f54-fHifE.

il

AT+CIPRECVMODE=1

/7 B, R EN McU K0 FEmb Kk E 100 FMHKE,
// M 24 R B "+IPD,0,100",

/PRE, ETNEREANT 4L ERX 100 F 4 6 K H#E -
AT+CIPRECVDATA=0,100

3.3.34 AT+CIPRECVLEN: ity gl Bosi X F 8w 5um K
A Ihr A

itk
R P AR A R K T

ks

AT+CIPRECVLEN?

W] 7 <

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

* <data length of link>: K14 nh i T B K
vl
* SSL #41, ESP-AT RfiR I IEE KB, FrRAR I B2 KT BB i K B .

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.35 AT+PING: ping %3 4L
e A

i
ping 5 i AL

[
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AT+PING=<"host">

Wi % ¢

+PING:<time>

OK

o

+PING:TIMEOUT // RAEH LM . k=% PING BHERLT, A4AXIMEE

ERROR

BH

o <” host” >: FRFERBEL, Forabim LAY IPv4 Mok, IPve Hihl, B4 .
o <time>: ping [FJIRR/ITE], BAL7: 2R,

e
o QRAILT IPV6 W45 ping Mg 0L, 52 SCEAT+CIPV6=1, FHBLAT+CWIAP FRHE]—A> IPv6
Hirhk
o BRI EAURIERA AT, W ping K SciEad DNS SEATIA f#ST (LSS IPv4 Huhik) , P ping
Xof g AL TP ik

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBMER IEFN
AT+PING="240c::6666"

3.3.36 AT+CIPDNS: #5if)/it ¥ DNS JIR55 2515 B
by A

Dyt
A2 Hi DNS 55235 5

Py
iy

’AT+CIPDNS?

W i :

+CIPDNS:<enable>[, <"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK
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N

i
BE DNS fle 5545 5

O e
iy

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

Wi i :

e <enable>: % & DNS R% 4%
- 0: J5 H B 3h3KHL DNS iR 55451, DNS R4rafrakiEh 208.67.222.222 f18.8.8.8,
HA 24 ESP32-C2 station 5¢ i, | DHCP i #%, DNS JIR5548 4 A il B AT
it S F S B DNS R4 245 8, WRAEESH <DNS 1px> MUfH, I ERIA(E 208.
67.222. 222$ﬂ8 8.8.8,

e <DNSIP1>: %/~ DNS flx%5#% IP #iht, XFRE®S, R <enable> ZH0Hh 1 i, ﬁl/‘i’fﬁm}i‘
HﬁzﬁJ DNS X &, KSEAF: R E <enable> 2y 1, H AASHIRE —ME, ST
a4 HT, ESP-AT K% SHE R M HiY) DNS & Bk 1]

* <DNSIP2>: %5 /> DNS fR454s IP #ihl, XfFiEmS, HAY <enable> 244 1 i, Hie/H
F3h DNS K&, RBEAFHR; WRKE <enable> Ky 1, HHASEHKE ME, UEEiTHE
WA 4B, ESP-AT K% S HE R 24 Hi1) DNS %5k 1]

o <DNSIP3>: %=~ DNS f45#% IP #uht, XFistE s, HA Y <enable> Z4CH 1 B, S
FF3) DNS & &, XSEAF: WHRKE <enable> Ay 1, HARSHBE —ME, LYEEiTE
WA HT, ESP-AT XH4iZ S 5UE N 24 Hi ) DNS 3% &k 1],

it

o FAT+SYSSTORE=1, Ti'B o Rrite NVS X,
X ZASEONREBEEAE [F]— RS 4% L
24 <enable> Jy O B}, DNS AR45#% 1] GE ARG ESP32-C2 5 £ Fr 1% 352 1 % vy 4 1740 e 288 177 el A8

hil

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

// % —ANET 1Pve Wy DNs RE#B: T REBEMERIEFQ

// & _NETF Ipve # DNS MR % #: google-public-dns—a.google.com
/) BZ=ZANHET 1Pv6 B DNS A& H: L HAEE DNsS R &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.37 AT+CIPTCPOPT: #ify/id B wiki
i 4

Ly :
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S E TS s ]

P e
"ﬂé?‘

AT+CIPTCPOPT?

W

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

LA

-t

e

=

// B ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

W i <
’OK ‘
uf;
’ERROR ‘
S

o <link_id>: M2 %4 ID (0 ~ max), FEZIERLMIE T, ASEEKA max, WRIRFTAERE: &

SEEIMEN 5.
o <so_linger>: il BERFH SO_LINGER %Il (&% : SO_LINGER 714), BAf: #, BRHME: -1,

- =-1: XM
- =0: JF/8, linger time = 0;
- >0: JFJ3, linger time = <so_linger>;
o <tcp_nodelay>: Wil B £#:7[ TCP_NODELAY 33l (£%: TCP_NODELAY /44), 2RiA(H: 0.
— 0: 22 TCP_NODELAY
- 1: 2| TCP_NODELAY
» <so_sndtimeo>: il B EB:F (% SO_SNDTIMEO i&T (Z#%: SO_SNDTIMEO 1+43), Pfi: ZF,
ERIME: 0.
o <keep_alive>: Pl B £3:5 1 SO_KEEPALIVE &3 (&% : SO_KEEPALIVE N47), Bfi: b,

e JE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive BJfiE. TCP_KEEPIDLE {f 4 <keep_alive>, TCP_KEEPINTVL {§ 4
1, TCP_KEEPCNT {4 3.
o RSt <keep_alive> BESAT+CIPSTART iy <keep_alive> BEAHE, HE&{EHH
JE R E R UE . MABI TR AN E <keep_alive> S8, MIBAMEH IR A E (E.

B

o FERCEERFIRIET, W T IRiZEmhRE, CURACE G vl fErEm .

* SO_LINGER BEIUAS WU BB R HME . 51 4niic & SO_LINGER {E} 60, WIAT+CIPCLOSE iy 4 1EIX
ANEXti TCP FIN A5 LR, 2330 AT [HZE 60 #b, MioikEmy HE a4 . Bk, SO_LINGER
BRI .
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* TCP_NODELAY #e3 id& | T Fr i it /MEXT SE i R m i 5. FFsJE, LwiP £k TCP )k
i, HARMEIRER 2, ST EA SEE L. Kk, TCP_NODELAY ZHilfAHFERIAME.

» SO_SNDTIMEO #&:3i3& H T AT+CIPSTART 4 K it & keepalive 8% W 37 5. BB A LTS,
AT+CIPSEND ., AT+CIPSENDL, AT+CIPSENDEX fit ¥ TE LR IR, TTiE R/ KXY . X
H . SO_SNDTIMEO #i¥ it & H 5 ~ 10 #b.

 SO_KEEPALIVE #£5 id ] = 2l 5 AR 1 2 2 A W i 5%, 3% AT 1 TCP IR 55 2%
BRI . Bl E AL S, SHINESMG M4 58 . SO_KEEPALIVE B it & H A /N T 60
o

3.4 Bluetooth® Low Energy AT #4245

{ER%:  ESP32C2-4MB AT [ {3 £ BluFi, 1ii ESP32C2-2MB AT [ fF: A~ 3¢ £§ BluFi. 15 55 %
ESP32C2-2MB 4% BluFi THRE, i [HAT4 % ESP-AT 142, 145 T A0 B T RS L e -
* Component config->Bluetooth->Bluetooth->Host ->NimBLE - BLE only

e Component config -> Bluetooth -> NimBLE Options -> Enable blufi
functionality

o AT+BLUFI: JFj3 8% 5 4] BluFi
e AT+BLUFINAME: %)/ % BluFi 5454 FF
o AT+BLUFISEND: %1% BluFi il F* [ 58 X

3.4.1 AT+BLUFI: J})38% Y4 BluFi
ity iy A

i
Fif BluFi ARZS

AN .
"Il/?\‘

AT+BLUFI?

M ¥ :
#7 BluFi KI5, N E -

+BLUFI: 0

OK

# BluFi C A /E, WagE :

+BLUFI:1

T8k % 4] BluFi
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[

’AT+BLUFI:<option>[,<auth floor>] ‘

Wi 3% ¢

[ox |

¢ <option>:
— 0: X[1] BluFi;
- 1: 73 BluFi,
+ <auth floor>: Wi-Fi INIERCEUSI(E, ESP-AT AR BV GESAR T I SIE R AP:
— 0: OPEN (ZRiL);
: WEP;
: WPA_PSK;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
N OB W

il

AT+BLUFI=1

3.4.2 AT+BLUFINAME: #%if)/i%E BluFi %45 %455
i A

hfik:
£rif] BluFi 44 %%

A .
"ﬂ/?\‘

AT+BLUFINAME?

W

+BLUFINAME : <device_name>
OK

&F

i
TCE BluFi #4544 75
[k

AT+BLUFINAME=<device_name>

Wi i *
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OK

o <device_name>: BluFi %454 F5 .

st

AT B BlF B % 4 FR, O 18 I8 fTAT+BLUFI=1 fiy % Wi BCE, 75 W 6 BROA 44 R
BLUFI_DEVICE,

* BluFi S 4 AR KK 29 77

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.3 AT+BLUFISEND: %1% BluFi H )y H w2 U8
B

yfie:
% 3% BluFi i P 1 s SRy FHLI

A

’AT+BLUFISEND=<length> ‘

Response:

P > 2 AT HERSFHCR 8, SO T DA AR, 488 KA FI S48 <length> Y(EIT,
IR EHES R IR
R R, R

OK

S5
* <length>: HdEKJE, i FA5.
v

o B XEdRW K AR R 600 Y.
o WS ESP YKEITFHLE R H P B X, I8 42xPh +BLUFIDATA: <len>, <data> #&=HTHI,

il
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AT+BLUFISEND=4
/)R SY FERE, BN 4 FERBENT, W o"1234", REXKELSH AT K E L F N

3.5 MQTT AT w44k

o AT+MQTTUSERCFG: %8 MQTT i P&t

o AT+MQTTLONGCLIENTID: #%'& MQTT % F'i# ID

o AT+MQTTLONGUSERNAME: % MQTT % it Fi F14
o AT+MQTTLONGPASSWORD: % & MQTT %[ 237

o AT+MQTTCONNCFG: &% MQTT 3@t

o AT+MQTTALPN: %% MQTT N fZ i (ALPN)
o AT+MQTTCONN : %32 MQTT Broker

« AT+MQTTPUB: %A MQTT & (F4FH)

o AT+MQTTPUBRAW: %7+ MQTT ji 4,

o AT+MQTTSUB: 1] 5% MQTT Topic

o AT+MQTTUNSUB: BT ] MQTT Topic

o AT+MQTTCLEAN: WiJF MQTT %5

o MOTT AT 4&i% 75

o MOTT AT i#.#A

3.51 AT+MQTTUSERCFG: ¥ MQTT H] yf1)gth

)E’\l

CE

i
BCE MQTT i gtk

O e
iy

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W

OK

B8

o <LinkID>: 437{% % link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AAKHIES ) 5
: MQTT over TLS (54 server IF5) ;
: MQTT over TLS ($#243E client §IE45) ;
: MQTT over TLS (R:56: server IF5 3 HAEAE client EH) ;
: MQTT over WebSocket (#:T TCP);
: MQTT over WebSocket Secure (3T TLS, AKIIET);
: MQTT over WebSocket Secure (ET TLS, ®I& server IF5);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client IE15);
— 10: MQTT over WebSocket Secure (ET TLS, ®:L server IFFHIf HERHE client IE ).
o <client_id>: MQTT & /i ID, HRKE: 256 F5,
o <username>: 74, HT & MQTT broker, fH kK& 64 FT5,

|
0 J O\ LB W

Espressif Systems 97 Release v2.3.0.0-esp32c3-361-gb5430077
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 3. AT Ay d4E

o <password>: %1, T MQTT broker, fHAKE: 64 %7,

o <cert_key_ID>: {F45 ID, HuijESP-AT U 3—% cert iIE45, S%0M 0.
« <CA_ID>: CAID, HHul ESP-AT {{—%& CAF, %08 0.

. <path>: VEREEE. WA 325

o B2k AT fy 2R K BN AR I 256 5277,

o W <scheme> FLE N 3. 5. 8, 10, K TREMSAMIETARON, 7 KIEAT+MOTTCONN fiy
AR P* ESP32-C2 CLAREUE M FIHf[A] . (0] PAKIRAT+CIPSNTPCFG fip 4 KL SNTP,  $RHLY
BIRFE], B 3EAT+CIPSNTPTIME? £y 425 1) 24 B i 1A] . )

3.5.2 AT+MQTTLONGCLIENTID: %% MQTT % )1 ID

iR R RN AT CHE LRI MQTT % i 1D, MBS AT AR AR P ID, 24 AT 320503 9% 7 i
ID KJ#iKF| <length> J5, &[H:

OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
o <length>: MQTT % f i ID K-35, JEHl: [1,1024].
)i
* AT+MQTTUSERCFG fip A AR E MQTT & i ID, — 3 2 [A] i 22 5 e 45 -
— AT+MQTTLONGCLIENTID fiy4A] DA ik BEAHXT B K& g ID, [HN AT+MQTTUSERCEG

AT A2 R S
- NWAEEE AT+MQTTUSERCFG J5 F{fi ] AT+MQTTLONGCLIENTID,

3.53 AT+MQTTLONGUSERNAME: ¥ MQTT %k 1 #4

)E'\l

STZS

i
BE MQTT I 744

Py -
iy
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AT+MQTTLONGUSERNAME=<LinkID>, <length>

Wi % ¢

OK

>

FRm YRR AT SR LI MQTT M 4%, TR DA A MQTT 44, 4 AT #0531 MQTT
H P2 K ERT) <length> J5, i&[H]:

OK

e <LinkID>: 4§i{Y % $¥F link ID 0,
» <length>: MQTT i K&, JEH: [1,1024],
el
* AT+MQTTUSERCFG fip AT AR E MQTT H 44, & Z M2l a4 :
— AT+MQTTLONGUSERNAME iy 4 A] DA S B AN K 44, RN AT+MQTTUSERCFEG fijy

AR SEZ IR
- NWAEEE AT+MQTTUSERCFG J5 FMfi ] AT+MOTTLONGUSERNAME ,

3.54 AT+MQTTLONGPASSWORD: #¥¥ MQTT %k #6%

)E’J

CEL A

Ly :
BE MQTT %14

P
"ﬂé?‘

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

AW AT CLE A0 MQTT 7, BLAETIARI A MQTT 8675, 24 AT B2lH] ) MQTT 579
KERF <length> )5, 1&[MH:

OK
SH

« <LinkID>: 4i{¥ 3745 link ID 0.

o <length>: MQTT 3K &, JLF: [1,1024].
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]
* AT+MQTTUSERCFG fip AW r] AT E MQTT %51, 35 2 [A] k) 22 A 035 :
— AT+MQTTLONGPASSWORD AJ DA B EANT R K %1, KA AT+MOTTUSERCFEG A2
FEAZ IR
- WAEHE AT+MQTTUSERCFEG J5 Fii f§ AT+MQTTLONGPASSWORD,

3.5.5 AT+MQTTCONNCFG: % MQTT &8 )8

WE MQTT 2 &1

[k

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>, <"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

o <LinkID>: 4377 345 link ID 0,
o <keepalive>: MQTT ping #BHFHFE], B #b. JER: [0,7200]. BRIAE: O, S@mEInch 120 7.
 <disable_clean_session>: %% MQTT jFH S iEIrE, A X ZSHNEZ(EEiES % MQTT 3.1.1
M 1Y Clean Session 2577 o
- 0: fHRBIHE P&
- 1 RIS
o <lIwt_topic>: %l topic, HAKEF: 128 Fi,
o <Iwt_msg>: %8 message, I KKJE: 64 F37,
o <Iwt_qos>: #lE QoS, ML 0. 1. 2, BRAE: 0.
o <Iwt_retain>: 5V retain, SEAIFE OB 1, BRINE: 0.

3.5.6 AT+MQTTALPN: ¥ MQTT )2V (ALPN)

B s

i

E MQTT [ ZHLHT (ALPN)
sy

’AT+MQTTALPN:<LinkID>,<alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

Wi i ¢

’OK
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« <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, L [0,5].
— 0: J%[% MQTT ALPN i &
- [1,5]: i%E MQTT ALPN Jii &
* <" alpn” >: FRFRSEL, FR ClientHello 1) ALPN, ] PRI PAKIEZ A~ ALPN B3I 5545

B
o B AT S KJEN/NT 256 75,

o LA MQTT AT TLS 5§ WSS i}, MQTT ALPN Bt A 23 2E 5.
o WHEIXE AT+MQTTUSERCFG J5 ¥ ] AT+MQTTALPN,

2N

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt—-ca.cn", "mgtt-ca.us"

AT+MQTTCONN=0, "192.168.200.2",8883,1

3.5.7 AT+MQTTCONN: #%4$; MQTT Broker
Ay

Jtig:
Zrif] ESP32-C2 %45 B84 1% MQTT broker

O e
“ﬂ4>'

AT+MQTTCONN?

W i ¢

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

Yitig:
%32 MQTT Broker

s

’AT+MQTTCONN=<LinkID>,<"host">,<port>,<reconnect>

W

’OK
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e <LinkID>: 4p3i{7 %45 link ID 0,

e <host>: MQTT broker 1844 , KKK E: 128 F3F
o <port>: MQTT broker 5 [, K E: 65535,
 <path>: BEJHpKte, HORKEE: 32 5.

e <reconnect>:

- 0: MQTT A {8 EiE. 41 MQTT B2 EH 5 XTI, WITCTAFHIE A iy & BB L 2

RTRESRIRAT+MOTTCLEAN=0 iy G FE R, EHTESA, FEHmEe.

- 1: MQTT HhEE, 2HERZ N,
o <state>: MQTT JRE:
0: MQTT KA1 4A4k;
l: ©i%H AT+MQTTUSERCFEG;
2: B X H AT+MQTTCONNCFG;
3 W
4: IR
5 iR, {HAKITH topic;
- 6: Bk, BTk topic,
¢ <scheme>:
— 1: MQTT over TCP;
— 2: MQTT over TLS (ANEEEGUES ) 5
3: MQTT over TLS (#¢4; server IE+5) ;
4: MQTT over TLS (#2fit client IF45) ;
5: MQTT over TLS (#%4; server iF 359 H3Z {1k client JIE35) ;
— 6: MQTT over WebSocket (3T TCP);
7
8
9:
1

: MQTT over WebSocket Secure (ET TLS, ARG ) ;

3.58 AT+MQTTPUB: %4 MQTT {55 (‘4FH)

i

i id topic ZVi’T’ﬁ MOQTT FAFH I E . WEPREAAH B R 2, T4 7% AT 47

BI{E 256 FF7, iH AT+ MQOTTPUBRAW 54>,

llﬂ/?\

: MQTT over WebSocket Secure (ET TLS, R server IF);
: MQTT over WebSocket Secure (3T TLS, #4ik client JE45);
0: MQTT over WebSocket Secure (3T TLS, L server 3IE 457 HAZEMAE client JE5) .

SR IE

’AT+MQTTPUB:<LinkID>, <"topic">,<"data">, <gos>,<retain>

W i ¢

[ox

o <LinkID>: 4pif¢37# link ID 0.

« <topic>: MQTT topic, FAKE: 128 7.

o <data>: MQTT F/4 1A

o <qos>: KTAIHEN QoS, ZHm#E 0, 1. 52, ERIAH: 0.

e <retain>: % 7f retain,
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e

» 34 AT M8 KR REEIE 256 5745
« KA RAERDHR \0, HHEERELEAR, HHAT+MOTTPUBRAW %,

Bl

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+MQTTUSERCFG=0, 1, "ESP32-C2", "espressif", "1234567890",0,0,""
AT+MQTTCONN=0, "192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0

3.5.9 AT+MQTTPUBRAW: %4k MQTT 55

BEmA

fie:

i topic %7 MQTT I8, AR KA SR BRI AR D, KT N AT H54 K B 256
FA7, WA A FHAT+MQOTTPUB 4.

ks

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <gos>, <retain>

W i <

OK
>

P > 7 AT HERSFHCR 8, U 0T DA AR, 4 8s KA S 40 <length> MY(EIT,
Bt mITin.

A, AT iR a -

’+MQTTPUB:OK

AR RN, W AT 3R a -

’+MQTTPUB:FAIL

e <LinkID>: 43i{ %45 link ID 0.

e <topic>: MQTT topic, K E: 128 =7,

o <length>: MQTT J4 B KB, A[A ESP32-C2 548 i KK 32 2 ml Al H N AE G B il
o <qos>: KTAIHEN QoS, ZHm#E 0, 1. 52, ERIAH: 0.

e <retain>: % 1jj retain,

3.5.10 AT+MQTTSUB: iTJ MQTT Topic
i A

ik
FIIE 1T Y topic
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[

AT+MQTTSUB?

Wi 3% ¢

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

Aty

itk
P14 & MQTT topic (8 QoS, ZFFITHZ A topic

fir 4

’AT+MQTTSUB:<LinkID>,<"topic">,<qos>

W i :

[ox

2 AT 2 2T Y topic 1 MQTT R, iR [u]:

’+MQTTSUBRECV:<LinkID>,<"topic">,<data_lenqth>,data

A BT i % topic, N A :

’ALREADY SUBSCRIBE

S

o <LinkID>: 4§i{l{ % $¥F link ID 0,
o <state>: MQTT JRES:

- 0: MQTT K¥ItH1k;

- 1: &% ® AT+MQTTUSERCEG;
: B E AT+MQTTCONNCEG;
DR CWT
C BELEE
D EVERE, (ERTF topics

- 6: iR, TATH MQTT topic.
o <topic>: ][R topic.
o <qos>: TJHIAY QoS.

|
VAW N

3.5.11 AT+MQTTUNSUB: Wil e MQTT Topic

F PR BGH T A opic, MIZ WAL, PABUHIT FIAIFAY topic.

Py
"ﬂ4>‘
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’AT+MQTTUNSUB:<LinkID>,<"topic">

Wi % ¢

’OK

A AT Bl % topic, MR a]:

NO UNSUBSCRIBE

OK

B

e <LinkID>: 4Hi{{ % $¥F link ID 0,
» <topic>: MQTT topic, fFx RKE: 128 Fi7.

3.5.12 AT+MQTTCLEAN: MiJF MQTT ¥4
B s

Jyiig:
WioF MQTT 34, BEHEIA .

e

’AT+MQTTCLEAN=<LinkID>

Wi % ¢

’OK

o <LinkID>: 47ji{¥ 3% link ID 0,

3.513 MOQTT AT &%y

MQTT 424 L ERR CODE: 0x<%08x> JELF] HI.

SEIRFER $EIR A
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
Todkst
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R2-ZIW
HHiRIEE B
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE _READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041

Toidks:
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x2-4tm
EIRER $EIRAD
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.5.14 MQTT AT 5

o —fAAL, AT MQTT fyA#BEAE 10 #hNIEL., {H AT+MQTTCONN Ay 44k, B, R hesAs
RE_LM, fiy4 AT+MQTTPUB £X7E 10 FBPYNAN , H AT+MQTTCONN fiy & 7E W 25 A8 A H i 0L R
] BB LT 22 (%) B 1) ) ofe SEAL i £

o WA AT+MQTTCONN &1 TLS 38z, /MR L i iy (8] 10 BB, D) EE i o) (] 2 AR 44 T
AR HCE A K.

o M4 MQTT #4ZW IR, 2378 +MQTTDISCONNECTED : <LinkID> {4 E .

o M MQTT E# LI, £3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> J§ &,

3.6 HTTP AT w24

o AT+HTTPCLIENT: %% HTTP % Pk

o AT+HTTPGETSIZE: #KHt HTTP %5/

o AT+HTTPCGET: #KE{ HTTP %

o AT+HTTPCPOST: Post 1§E K1) HTTP %=
o AT+HTTPCPUT: Put #§F K E ) HTTP ¥

o AT+HTTPURLCFG: {%&/3kHUK iy HTTP URL
o HTTP AT 443i% 7L

3.6.1 AT+HTTPCLIENT: %1% HTTP % ) 1isiisk

yLEp A
BEE WA
Wi

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">][,<"http_reg header">][,<"http_reqg_header">][...]

W

Espressif Systems 107 Release v2.3.0.0-esp32c3-361-gb5430077
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 3. AT Ay d4E

+HTTPCLIENT:<size>, <data>

OK

« <opt>: HTTP & Fiiis Kk k.
- 1: HEAD

- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE
o <content-type>: % iR EIEISHY
— 0: application/x-www—form—-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3: text/xml
e <” url” >: HTTP URL, /5[ <host> Ml <path> ZECHZR}, KSHSHMBEXWNNS
.
e <” host” >: 45k IP Hidik.
* <” path” >: HTTP §§4%,
 <transport_type>: HTTP & i fl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2. HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> /g POST 3K i}, ASHCHKikss HTTP G545 00%dE. 4 <opt> A2
POST i 3KE}, EANSHAFE (W, AT ESRERAEXNSE) .
* <” http_req_header” >: 1] EikZ KL ER 4

* WRALE URL AYRE SR QYKL T 256 5747, 5B AT+ HTTPURLCFG iy 4 TilCE URL,
SRIGA AT Y <"url"> ZEHEREN ",

o W url ZHOR A, HTTP 5 e ] b#@fﬂg host ZHfil path ZHG MR url 2R
W B AP ER A A HTTP &Pt host S8l path 4L,

o JRLE R B MR ERIACR SCRE HTTP % P fin 2 (FEAG 3 WWESP-AT B # 2 5F) , H @ W] ad A
THAMFHE T HiZm4: . /build.py menuconfig > Component config > AT > AT http
command support, RIGHIFWH (EE L% % ESP-AT T.42).,

2N

// HEAD # 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET i %k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org", "/get", 1

// POST & 3k
AT+HTTPCLIENT=3, 0, "http://httpbin.org/post"”, "httpbin.org","/post", 1, "fieldl=valuels
—field2=value2"

3.6.2 AT+HTTPGETSIZE: $: HTTP $EJ5 K/
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=

=

A

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi i ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEGAE /N, BAAL: F5. BRIAE: 2048, EHE: [0,10240],
o <rxsize>: HTTP BULEF I/ BT F37. BRIAME: 2048, JEFE: [0,10240].
o <timeout>: WA}, Hf7: ZFb. BRHAME: 5000, JEH: [0,180000],

o <size>: HTTP &FE K/,

Bl

o WARALE URL 8 & S KBS T 256 277, il e FHAT+HTTPURLCFG fin % Fillit & URL,
RIGAG W <"url"> ZHEFEEREN " .

¢ YLSSE A P IRAR K5 HTTP % 1 (WENG I TLESP-AT B4 £ 51) , {FLE T3 it DA
THRMMHZHFZ a4 . /build.py menuconfig > Component config > AT > AT http
command support, RGHFIMHE (FEHg W% iF ESP-AT T.42),

2N

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.6.3 AT+HTTPCGET: 3kt HTTP %

~

LA

-t

A

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi i ¢

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEZAI/DN. B FA. BRAE: 2048, FEH: [0,10240].
o <rxsize>: HTTP URZELFI/N. BN 3. BRIAME: 2048, JEHE: [0,10240],
o <timeout>: M4, Hf7: ZFb. BRIAE: 5000, FEHE: [0,180000],
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e

o WERALE URL (B Sk i S K L T 256 777, 96l ;I AT+ HTTPURLCFG fi - il & URL,
ﬁszl_(/B/\EE/J <"yrl"> 7‘%?& %mﬁj\j LA

3.6.4 AT+HTTPCPOST: Post 5 KR HTTP £dls

B A

i

A

e

AT+HTTPCPOST=<"url">,<length>[, <http_reqg_header_cnt>] [, <http_reqg_header>..<http_
—req_header>]

W i ©

OK

>

R > R AT HERAFHCR 8, U 0T DA AR, 4 8s KRB S8 <length> HYEIT,
(3 BIR R

o ek, R fa -

’SEND OK

A PRI, IR o]

’SEND FAIL

e <” url” >: HTTP URL.,

<length>: 7 POST [¥) HTTP HRK . fe KA BESE T R 40 v] 4 BE A HE s (8] /o
+ <http_req_header_cnt>: <http_req header> ZEEE .

* [<http_req_header>]: HTTP i3Kk., ] Kk MERLLG RS54

B

o WARALE URL (B Sk i S K L T 256 777, 5 96l FJ AT+ HTTPURLCFG fip - il & URL,
ﬁszl_(/B/\EE/J <"yrl"> 7’%?& %Rﬁj‘j LA

3.6.5 AT+HTTPCPUT: Put 5% KPEER) HTTP i

E A
St

&F

e

O

~x

AT+HTTPCPUT=<"url">,<length>[, <http_reqg_header_cnt>] [, <http_reqg_header>..<http_reqg_
—header>]

W i <

OK

>
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R > Fn AT HERSFHCR 8, U T DA AR, 4 8s KRB S 40 <length> HYEIT,
EfITiR .

Ay, R e

’SEND OK

At R, MR

’SEND FAIL

S8

<” url” >: HTTP URL,

<length>: 75 Put [) HTTP HHa . B KK ST RG] B HEZS (B /.
<http_req_header_cnt>: <http_req header> ZEEE .
[<http_req_header>]: HTTP if3K3k. n Kk MiERLL M54

|

« WIRALE URL (9865 Ar 210 K BER I 1 256 747, #5618 AT+ HTTPURLCFG iy 4-Hifil  URL,
WIEA RSB <"url"> SHFERER ",

3.6.6 AT+HTTPURLCFG: ¥ ¥H/3HK:K) HTTP URL

AT+HTTPURLCFEG?

W

[+HTTPURLCFG:<url length>,<data>]

AT+HTTPURLCFG=<url length>

W . 3

OK

>

P > 2R AT HERAFHCR D8, BT AR A URL, 488 KRS S 4L <url length> [
{EHI, RGLR[E

SET OK
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BH

e <url length>: HTTP URL K /&, BAfi:
- 0: ¥ HTTP URL [ii &
- [8,8192]: &% HTTP URL [l &
 <data>: HTTP URL %,

+t
o

3.6.7 HTTP AT §Ei5ng

e HTTP % Jifi:
HTTP & PinfaiRe | ijifA
0x7000 LRI
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c¢ Precondition Failed
0x719d Request Entity Too Large
0x719¢e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
O0x71al Expectation Failed

o HTTP 3 458:

HTTP R Z25451R%0 | iAH

0x71f4 Internal Server Error

0x71f5 Not Implemented

0x71f6 Bad Gateway

0x71f7 Service Unavailable

0x71f8 Gateway Timeout

0x71£9 HTTP Version Not Supported

e HTTP AT:
— AT+HTTPCLIENT iy 2 W5 iR 4 0x7000+Standard HTTP Error Code (HWZEH X
Standard HTTP/1.1 Error Code {5 5., £ RFC 2616).,
— i, # AT ZEJ# ] AT+HTTPCLIENT ARk E] HTTP error 404, M2\ 0x7194 £5iRH0
(hex (0x7000+404)=0x7194),

3.7 &4 MK AT ar %

e AT+FACTPLCP: %K PLCP 5% PLCP
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3.7.1 AT+FACTPLCP: )% PLCP uiji PLCP

v

H

N

B

¥

v

A

=

’ AT+FACTPLCP=<enable>, <tx_with_long>

W i <

e <enable>: = H/25HF sl E

- 0: ZEH FEEE, FHEH <tx_with_long> ZEUMERIAE:

- 1: B TahEEE, AT k%) PLCP 8RBT <tx_with_long> 4.
o <tx_with_long>: %% PLCP u43 PLCP:

- 0: %3%%5 PLCP (BKiN);

- 1: %K PLCP,

3.8 kg AT 4

e AT+DRVADC: £Ht ADC 3 {H

o AT+DRVPWMINIT : #4154k PWM B 5l 2%
o AT+DRVPWMDUTY: #%'E PWM 5251
o AT+DRVPWMFADE: }'& PWM Y45

o AT+DRVI2CINIT : #)ta4k 12C FHLIKEH
o AT+DRVI2CRD: #H¢ 12C 0

o AT+DRVI2CWRDATA: B A 12C ¥z

o AT+DRVI2CWRBYTES: B AN 4 471 12C ¥z
o AT+DRVSPICONFGPIO: Ti''& SPI GPIO
o AT+DRVSPIINIT: #J144% SPI T HLIKz5h

o AT+DRVSPIRD: £Ht SPI (3

o AT+DRVSPIWR: E A SPI ¥

3.8.1 AT+DRVADC: %l ADC g i

1y

H

N

R

¥

v

A

=

AT+DRVADC=<channel>, <atten>

W i <

+DRVADC:<raw data>

OK

Espressif Systems 113 Release v2.3.0.0-esp32c3-361-gb5430077
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 3. AT Ay d4E

e <channel>: ADCI ¥,
* ESP32-C2 %4 W HUE L A [0,4].

BiE | EH

0 GPIOO
1 GPIOI
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TEJH{H.

« 0: 0dB FH, ARUNMEVEREH [0, 750l mV,

e 1: 2.5dB =, HRMEIEE A [0, 1050] mV.,
e 2: 6dB FEH, ARMETERE A [0, 1300] mV,

o 3: 11dB 35, AR A [0,2500] mV,

o <raw data>: ADC iHiE{H.
vei
e ESP-AT H ¥ #F ADCI1,

ESP32-C2 4% 12 (G5,
X AR S B R o L, WTPAS % ADC #446,

il

// ESP32-C2 # & KEH 0dB W, AXMEFKEA [0, 750] nmv
// B JE % 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.8.2 AT+DRVPWMINIT: #)igik PWM Big)5s

=

=

A

’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>] ‘

o <freq>: LEDC SERf2efisR, BA{i: Hz, Jiffl: 1 Hz~8 MHz,

o <duty_res>: LEDC i 525, i 0~20 (.

* <chx_gpio>: LEDC jifii x H%i ity GPIO. Bl 41, 4N SR ZARHF GPIO16 /E AyifiiK 0, 751 & <ch0_gpio>
4 16,
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e

o ESP-AT & hE 15 4 014,

i HAGAMBE MW EERNEERE T HE PWM @&y 4 (WAT+DRVPWMDUTY
%anmwmmwm“Z&EMLﬁﬂwuW%@R@%%Tﬁéﬁ@ﬁwmwmwmmmw
a4 HBE S EUOX PNl E R PWM 543
o SRR 2 A R A Eghuwhﬁ$ﬂ5§%ﬁ%$iﬁﬁﬁo

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 NM#EHE, M EXH 5 kHz, G o #ER A
~13 fr

AT+DRVPWMINIT=10000, 10,17 /) Rt E 0, MEH 10o

~kHz, G2 bo#EEHh 10 1, ¥ PiM X H A RERE —1EH

3.8.3 AT+DRVPWMDUTY: k¥ PWM %3k
At g

A

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>]

* <duty>: LEDC jliifi 52310, i : [0,2 =P

B

* ESP-AT {2 HE (4 4 ANliE .
s O MMEEICHRE S, HIRER%S A

il
AT+DRVPWMDUTY=255, 512 // R EHEHE O BERA 255, HWEEHY 1 WA KA 512
AT+DRVPWMDUTY=, , 0 /) REEHERE 2 ERbH 0

3.84 AT+DRVPWMFADE: ¥¥i PWM ¥
Biias

e

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_
—time>]

W i :
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OK

o <target_duty>: HAR#AS 525, JEEl: [0,2 duty-resoluton_jp
o <fade_time>: WA, ML ZFP,
e

o ESP-AT HZ e 4 .
o FHANHIELFEINE <target_duty> fll <fade_time>, HIEHMKEIHA],

hil
AT+DRVPWMFADE=, , 0, 1000 /) ER—AEHEEREE 1 WS EREES O
AT+DRVPWMFADE=1024,1000,0,2000, // fEf — @ EE#EE 0 B b & E Ao

1024, WAHHHEKEEYE 1 S EFHEA O

3.8.5 AT+DRVI2CINIT: fJi&4k 12C P12

B
s

’ AT+DRVI2CINIT=<num>,<scl_io>, <sda_io>,<clock>

W

[ox

S
o <num>: I2C 55, R 0~1. WRREEGHMSE, AT FAWIH0IZ 12C 5m .
» <scl_io>: I2C SCL {51 GPIO =,

+ <sda_io>: 12C SDA {51 GPIO =,
o <clock>: FAHUBTAY 12C IR, B Hz, fK{H: 1 MHz,

o AFA AR 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // ## . I2C0, SCL: GPIO25, SDA: GPI026, I2C.

LB M E: 1 kHz
AT+DRVI2CINIT=0 // BUH 12C0 #7144 AL
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3.8.6 AT+DRVI2CRD: It 12C i

v

BEE A

N

v

A

=

AT+DRVI2CRD=<num>, <address>, <length>

W i <

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C 115, JaRE: 0~ 1,
o <address>: 12C MHLi% £ HHE
— 7 {iHudlk: 0~ Ox7F;

— 10 fiidhlk : 55— DA 1111 0XX, H i 5 W7 XX 2 10 {7 bk i 55 s . Bl
n, andk 10 [zl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b’ 111101011111111),

o <length>: 12C HPEKE, Jul: 1~2048,
» <read data>: 12C %\,

B
o 12C kg i [l —Fb.

il

AT+DRVI2CRD=0, 0x34, 1 // I2CO M M i 0x34 4 B
AT+DRVI2CRD=0, 0x7AFF, 1 // I2CO0 M 10 1L # ik Ox2FF

// I2CO L H it 0x34, FHFHEHH 0x27, B 2 FF

Tt
AEB L FE WK

AT+DRVI2CWRBYTES=0, 0x34,1,0x27 // I2CO0 % B & & ik 0x34. F7F B A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO T HH 2 FH

3.8.7 AT+DRVI2ZCWRDATA: A 12C ¥4

B WA

-t

=

A

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W BRI, A GRS ANEDE, SEIRRE SR E KER, BlRfemITis.

FRE A Ry, R [

OK

AR R R, R [ -
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ERROR

o <num>: 12C imHS, JEH: 0~1,
o <address>: 12C MHLik £ Huhl
— 7 fuHbhlk: 0~ 0x7F;
— 10 fizdk - 55— AT LAMLE 1111 0XX, H i )5 WAL XX 10 A7k i 55 i 7« Bl
i, and 10 f7HhE A Ox2FF (b’ 1011111111), B2 i Atiht 4 0x7AFF (b’ 111101011111111),
o <length>: I2C {5 K&, JLHE: 1 ~2048,

|
o 12C kg [l —#b

il

AT+DRVI2CWRDATA=0,0x34,10 // I2C0 B A 10 F ¥ ¥ F H 4 0x34

3.8.8 AT+DRVI2CWRBYTES: G A fn#ink 4 = 1ing 12C il

B
CEE

’ AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

W i <

o <num>: 12C iS5, JEHE: 0~1,
o <address>: I2C MHLixX45HbALE .
— 7 {iHsdk: 0~ Ox7F,
— 10 itk : 55— HET-EAN 2 1111 0XX, HA i 5 W 7 XX 2 10 {7 btk i 5 2 A3 o )
an, ansk 10 izt A Ox2FF (b 1011111111), AR A %5 AR HHE A OX7AFF (b’ 111101011111111),
o <length>: fF5 AN 12C <A, Jul: 1~4 575,
o <data>: Z% <length> I{EKEFREIE, JEHE: 0~ OxFFFFFFFF,

B
o 12C kg g [l —Fb.

il
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AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH HIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ HE 0x1234 F 10 L Hy 4k

// TI2C0 B My 0x34., HHF B I 0x27, HiEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.8.9 AT+DRVSPICONFGPIO: Pl SPI GPIO

v

H

N

B

¥

A

=

’ AT+DRVSPICONFGPIO=<mosi>, <miso>, <sclk>, <cs>

W i <

o <mosi>: FHMALES XM GPIO 4

o <miso>: FAMMEEXIY. GPIO E /), A, EHi-1.
<sclk>: SPI 40 E5XF N 1) GPIO & 1 .

<cs>: EBEMHLAIE S X GPIO &R, AR, EA -1,

3.8.10 AT+DRVSPIINIT: #Ji&4t SPI P19z

=

,/?\:

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

o <clock>: Wb, 4085i%0h 80 MHz, BAfv: Hz, fH K/H: 40 MHz.
e <mode>: SPI i, Jull: 0~3.
o <emd_bit>: BB RIEIAGIEL, JER: 0~ 16,
* <addr_bit>: HihEFTBAEIAGEL, TR 0~ 64,
e <dma_chan>: j#ijf 182, A7 DMA BHn] 4 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
+ 0: Jef%4 MSB (BhiA )
« 1: Jei%Hy LSB,
— bitl:
+ 0: Szl MSB (BKiN);
« 1: ezl LSB,
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e

* it SPI Wl tfik Hiffic & SPI GPIO.

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI M 4F: 100_

wkHz; BRA: 0; # AN BEf LN BEBRACEE A 0; FFEF pva; LEHmF Kk LSB
OK

AT+DRVSPIINIT=0 // & SPI ¥ %

OK

3.8.11 AT+DRVSPIRD: @1 SPI %

Bria

-t

e

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i ¢

+DRVSPIRD:<read data>
OK

o <data_len>: fF2HAY SPT A E, JUEEl: 1 ~4092 3y,
o <emd>: e, BRKERH <cmd_len> ZHE .

o <emd_len>: ARAGE AT, JER: 0~2 575,

o <addr>: A Hbdl, HHEKEH <addr_len> L E.
o <addr_len>: ZARfGHPHUBEK R, JERE: 0~4 FAY.

st

« #MT DMA, <data_len> S AES L E IR 64 5775

il

AT+DRVSPIRD=2 // & H 2 F ¥ % i
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ H I, <cmd> #} 0x03, <cmd_len> # 1.
o ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD:ffff

OK

3.8.12 AT+DRVSPIWR: % A SPI ¥4

v

7

XF

R

EBH
%

Ele
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AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

Wi % ¢
M <data_len> BEMEART 0, AT K[H:
OK

>

e BRI RS, A GRS AR, SRIRARISEIRE KL, BRIt
R, AT R [H]:

’OK

Y <data_len> ZHUfEN O W, BED AT HtLhanSRisthht, Atk SPI &, SR AT & u]:

’OK

<data_len>: SPI #EK ., o 0~4092,

<emd>: KR, BARKER <cmd_len> ZHBE.
<emd_len>: ARAEE AR K, JER: 0~2 575,
<addr>: fydHidh, HihEKEH <addr_len> 0L E
<addr_len>: AR AEHEPHbEKE, JEE: 0~4 575,

(]

« ZAMM DMA, <data_len> BAUEUAES RN N 64 5.

il

AT+DRVSPIWR=2 // B N 2 F % K#E
OK

> /] TR AT R
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B X 0 F ¥ $# 4, <cmd> # 0x03, <cmd_len> % 1.
o W, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK

3.9 Web IR AT i %

» AT+ WEBSERVER: J3 Fi/%% Fi il ik Web R 45 #5 Bl & Wi-Fi %4

3.9.1 AT+WEBSERVER: J3 /25 i3k Web JIiR 55 2300 Wi-Fi ¥E4%

B a

=

,/?\:

Espressif Systems 121 Release v2.3.0.0-esp32¢3-361-gb5430077
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 3. AT Ay d4E

’AT+WEBSERVER:<enable>,<server_port>,<connection_timeout>

 <enable>: J5 /25 ] Web iz 5525 .

- 0: 25 1] Web 458 H R X W55

- 1: J5H Web 554, 0T DA 35 508 ) Va4 i B Wi-Fi B35 E .
» <server_port>: Web Ik & #5115 .
* <connection_timeout>: £FNEE B I E] . BAG: Bb. JEE: [21,60],

(A

ﬁlﬁﬁﬁﬂifﬁ}\ﬁf Web fil 55 45 BT 75 1) HIML SC . —F@ i FAT SCER S, i FR2E 8 H

AT FS 4. J5— P2 i A SCHRA7f HTML SO (BRIAEE ) .

o IH PR IT LY socket W) KA H A RE/NT 12, £50] PATE menuconfig H i B LTI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GHE %
TR (% 30ki% ik ESP-AT 242).

o AT [EFBRIAA SCRE Web iR 5545 AT fiy s (275 S0 see ESP-AT B+ 2 5) , {HAA] PAYE menuconfig

B S d Web iR 55 #% AT fy2 . /build.py menuconfig > Component config > AT > AT

WEB Server command support, RIFEHMIFLIE (S kY% iF ESP-AT T42),

ESP-AT 7£ ESP32-C2 251 %28 W S FF5 il[] 7 (captive portal), W21,

2 8B 228 SCRY Web Server AT 7715

A SE IR, VRS S at/sre/at_web_server_cmd.c,

5% ot 530 OTA 7+ FKIUEZ OTA fir %,

il

B R web M A& #, swv 80, BEAEEWHAHEE 50 P

AT+WEBSERVER=1, 80, 50

// #EH web R & &
AT+WEBSERVER=0

3.10 WP AT 4

AT+USERRAM = ¥:4E F 1125 I RAM
AT+USEROTA: HRIE$%5E URL F}-4% [F{4
AT+USERWKMCUCFG: ¥ AT Mt MCU i &
AT+USERMCUSLEEP: MCU %87~ H O BEIRIR S
AT+USERDOCS = #if[&1 {45 2 1 F P SORY

3.10.1 AT+USERRAM: $:fi:H P42 RAM
A%

i
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AL 24 AL 2SR RAM R/

A .
"ﬂé?'

AT+USERRAM?

W

+USERRAM: <size>

fig:
L. BE. 5. R BEEUH T RAM %5[H]

e

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®REN, 28N EHE

OK

S8

¢ <operation>:
- 0: FERUH - RAM %5[H]
1: 2 BCH P RAM #5[H)
- 2: [ RAM B
- 3: M F RAM 388
4: 3G RAM _E 9%
o <size>: LA/ SHI T RAM K/
o <offset>: 132/ RAM i s. Bhil: 0

B

o ETEPI TR HAERAE 2 Hi 40 BLHH P RAM Z5[H] .

* ¥j <operator> Kwrite I, RGUIN LA G EHATIRNE] >, IR DA A L5 18R, £
K EN 5 <length> —F(,

* 4 <operator> 4 read WJf HAKEEKT 1024, ESP-AT &AM Z R NIE, HRNE RE
AT 1024 FEPE, 52 PA \r\nOK\r\n 455,

il

// A B 1 KB F P RAM %
AT+USERRAM=1,1024

// ® RAM I FEMLEEN 500 FFHE
AT+USERRAM=2, 500

// M REM B R H 100 L BB 64 FHHIE

Qi3
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AT+USERRAM=3, 64, 100

/) BHA P RAM EJE
AT+USERRAM=0

3.10.2 AT+USEROTA: fifif5% URL J1gal 1k

ESP-AT fEizfTi}, JHEI4E URL ERYHIE (.

T+ 3] URL $i5 7 A [ {7

AT+USEROTA=<url len>

Wi i ¢

OK

>

iRy FIR AT EfE R 4FHC URL, USR] PA%I A URL, 24 AT Hli(8If) URL KRS <url len>

Jei, k[l

’Recv <url len> bytes

AT it EIMERZ G, THGIRIT IR . WRTIRE, JR [

’OK

RS R TR, R )

’ERROR

o <urllen>: URL K&, f/offi: 8192 7

|

o TEW] PAA GitHub Actions 2. F 3%, T 75 %) OTA [, W] PLEFT4 % ESP-AT 142 A W 35 51

OTA [E4:,

o R A {d ] 2 ESP32C2-2MB £ 4H fit &, OTA [E {4 & build/custom_ota_binaries/
esp-at.bin.xz.packed; I % Af f 4 2 ESP32C2-4MB Fif4 it B, OTA [EH {44 build/

esp-at.bin,

o TG R T 4R DL -

o WERMZE SR AT BT RN, AT $5ik[E] ERROR, i % fip— B[] Ffial .
o BWTIHR AT S5, AR AT+RESTORE W) 15 .
e AT+USEROTA X HTTP fll HTTPS,

o ATHith > FRIG, B RIR AR AR 25 SCPAT I TR L, AT EARITT4 R (CR-LF).
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e 24 URL fy HTTPS K}, A SSLIAGE. QIR EK SSLAIAIE, i B 474 PKI UK SRR EAT]
TEFIR A F, 2 JGTE AT+USEROTA iy IS BLARS Hom#kiuE 45 . X PKI LS % 40
74 % PKI S . T AT+USEROTA 54, W 5% ESP-AT T AR {LH %] USEROTA.,

o S H 4o T LM, OTA F+R IREUE S OTA iy 4.

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.10.3 AT+USERWKMCUCFG: ¥ AT Wi MCU vy &

)E’J

CELTA

itk
AT HCE AT Wflks#r MCU RaRAS, PAK AT nfofMefig MCU.

* 24 MCU ZEERMIPRES, AT FFH#Em MCU Kk, Ao RkIEMEES .
* Y MCU ZHERRAPIRE, AT #Ef ) MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SESCHIRAR]) AT 258 RAMERAS 5P AR e . MCU B sl B I 5 2 05 BRI A5 5

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>, <delay time>[,
—<check mcu awake method>]

W i <

OK

* <enable>: 5 1B 4% MR EERNC E .
- 0: ZEHMLfiE MCU Jii &
- 1: ffiEEMeE MCU il &
o <wake mode>: MiEFZ,
~ 1: GPIO Wi
— 2: UART Wi
o <wake number>: ZZ 5= X EHT <wake mode> H{H.
- Wk <wake mode> & 1, <wake number> fCRMLEE M GPIO 4’5 . M s EARIERLE 1)
WA B AR &, R R 2 B AL B
— IR <wake mode> J& 2, <wake number> fUCFEMLEE UART 455, Mui 24 1, Bid:
UART1 Mijif MCU,
o <wake signal>: ZZ = BT <wake mode> H{H.
— WHR <wake mode> 2 1, <wake signal> fUFEMLEEHF,
« 0 fIRHLF
« 10 EHLP
— R <wake mode> & 2, <wake signal> fUEMLEFTT, JEHE: [0,255].
o <delay time>: f fEEfFINE]. B ZRP, JEE: [0,60000]. ZZSE00E XEURT <wake mode>
I
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— R <wake mode> 2 1, NIFE <delay time> ME]N, ¥ —HEH A% <wake signal> Hi3,
<delay time> #|Ji5, M¥E <wake signal> Hi,

- W <wake mode> &2, NSZEIA 1% <wake signal> FH7, AT HIER.

» <check mcu awake method>: AT 58 MCU &5 AT RE R PR ES .

- Bit0: 27555 AT+ USERMCUSLEEP 141 X5k « BRIATF I « B - 5] AT+USERMCUSLEEP=0
4, ¥4 MCU 3% ; 1I%] AT+USERMCUSLEEP=1 4>, 57 MCU HER .

- Bit 1: E&H)5 HAT+SLEEP=1/2/3 fn W Kk, BRAEEA . Bl 03] AT+SLEEP=0 fip%-, #§
7~k MCU [i3%€; %] AT+USERMCUSLEEP=1/2/3 654, #/~x MCU BEHR .

- Bit2: G F)E <delay time> Hil}EHE7R MCU BERIIGE. BOAZEM . BI: Z5FE, delay
time J5, 5/~ MCU BEf; ffifgR}, delay time 5, #§/x MCU fiE3%.

- Bit3 (FARSLH): A GPIO #8578 MCU EBERIIRE . BRIAAS SZHE.

it

o i S HFEENRE K.

o BRR AT [n] MCU E38l AR BRHT, 20 kkM iG55 i A% fE, <delay time> WAE| T2 )5
R ERWE . BRSPS MCU (R L Hses.

o WNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H (T2 MLEE (4
WIS BDEBRMLBRIRES s B 55fF <delay time> MWHVE, 2 HINERMLERE.

il

// RSB MCU BE ., % AT i MCU X#HEW, 2% F A wi-Fi B R H cpIOLS.
SEH, W T %E MU, AHKHFGET 10 .
AT+USERWKMCUCFG=1,1,18,1,10000,3

// % MCcU FE
AT+USERWKMCUCFG=0

3.10.4 AT+USERMCUSLEEP: MCU 4575 H CHEHRIR &5

Eas

&F

Dy
TEAT+USERWKMCUCFG 4K <check mcu awake method> BitO iR B 5N T, A S4E%%. H
TEF AT 2477 MCU i BERRARES -

A

’AT+USERMCUSLEEP:<State>

Wi 3% ¢
E
* <state>:
- 0: ¥5/~8 MCU EE¥.
- 1 $5/8 MCU B
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il

// MCU 4 % AT Y f] MCU B ¥
AT+USERMCUSLEEP=0

3.10.5 AT+USERDOCS: 75 ify[s 450k i i Seppife
by A

Jyiig:
A2 F AT R I8 T & SO PSR i

A

AT+USERDOCS?

W i <

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

B8

o <” enurl” >: I CRYEER:
o < cnurl” > HSCSORY SRS

il

AT+USERDOCS?

+USERDOCS: "https://docs.espressif.com/projects/esp-at/en/latest/esp32c2/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

OK

SRAVEEBE R a9 Z BISE I A T INAS, T AT fir i) S RARE B

'Tﬁ} IS

= <E ﬂﬂ%ﬁﬂi flash ¥ oy AT 474>

i T/é

311 AT 4idsk

] AT s A PO FpE iy :

il R WA
iy 2 AT+< AiF A Fk >=? A BCE a2 1Y NS HU U E L
LU AT AT+< fir 24 F5 >? e 2 T
WE Y AT+< i 2 PR >=<--> BCE T HE XS EUE, HTisirad
W AT+< fig 45 > BT T HE XS 2
Espressif Systems 127 Release v2.3.0.0-esp32¢3-361-gb5430077

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 3. AT Ay d4E

© ANRAEF AT fir QR H £ R PURHRA fir -

o W BMASE, AH SRR TR S BRI S

o RS <> WISHOR T A

o RS 11 WIS ETUAE N, AU EETEGAME. BIA0, BF7AT+CWIAP fir & A I AL 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o MHWHSEEVA SBEEGE, WA, , DR,

’AT+CWJAP:"ssid", "password", , 1 ‘
s ARG SRRFRRSE, W

’Z—\T+CWSAP:"ESP756290","21030826",1,4 ‘

o PRERTFRTRERE G, T, L oL\
-\ BRI,
-\, BES, HREEES LT L.
- \": BUWEE, FRFARSENG] S TETHEE L.
- \<any>: # ¥ <any> F4F, BPREA <any> 545, AT .
o HG AT @A R R IR AT 255 30, He R R L. flan, AT @4 03T > S A S0
BF, BT B L,

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

AT fip 2 I BRIA R 3 115200,
B AT A 1K R NI 256 5775
AT fip%-PAFTAT (CR-LF) £550¢, FrDAAR L TR WBCEN “Hiriisl’.
AT 245 RS i 8 X3 WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
- esp_at_result_code_string_index

3.12 B8 B IRAFAE flash Py AT a7 4

PAR AT £y 1S 500 BCRHR ZARTEAE flash () NVS b, FICER G, B0 .

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
e AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Ha M SHOE SR B R3] flash W] DAEBASAT+SYSSTORE fir R CE, BAGES W a1
e

i ATy WS HRAE, il NVS BESCHRy. L, WeRaSIEME N SEE, MASEA
flash; QRAF I EAF K SEAE, fash A PITE S

3.13 AT {i§&

M ESP-AT iy 4 1% [0l ) ESP-AT Ji S A IR . ESP-AT Wiy (#2)) #1 ESP-AT yH 24 (£3h).

* ESP-AT W), ($%3)))
AN A ESP-AT iy ¥ xR Bl R, 159 K i%k ¥ ESP-AT iy WA TS5 . MM 1 B fe— 4508
BRI OK 53 ERROR,
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22 3: ESP-AT 1%/

AT Rz WiEA

OK AT AL PE5E R, R[] OK

ERROR AT AR s A T i A rh e AR i i

SEND OK BB k% 8t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX 1z %) , H A REHEE & %k 5
Xt i

SEND FAIL ) P AR A 15 B b i & AR A iR (T X T AT+CIPSEND
HIAT+CIPSENDEX %)

SET OK URL 2R E (54 AT+ HTTPURLCEG 752)

+<Command Name>: . . . TEANAIA AT Ay b FHgE R

 ESP-AT 3 B4y (F:3h)

ESP-AT 2445 R 40 i B FPIR AL B T B .

7% 4: ESP-AT 4 B iltis

ESP-AT HERE 15t BR

ready ESP-AT [ {4 28 1 55 it 4

busy p--- RGBT, A E—&S, To s
1 i 2

ERR CODE:<0x308x%> NG LN

Will force to restart!!! NG RN

smartconfig type:<xxx> Smartconfig 27

Smart get wifi info Smartconfig £\ 3k SSID Fil PASSWORD

+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 B3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station 2 11 O & J2 ] AP

WIFI GOT IP Wi-Fi station 2 [ £ #H [Pv4 bk

WIFI GOT IPv6 LL Wi-Fi station £ 7 LR B IPv6 HE % A H bl

WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl

WIFI DISCONNECT Wi-Fi station 2 1. 5 AP WiIT &

+ETH_CONNECTED PAK I 2 11 B 4%

+ETH_GOT_IP PA I 422 11 EL AR H TPv4 Hithl

+ETH_DISCONNECTED DA 22 1 2 BT

[<conn_id>,][CONNECT ID i <conn_id> (M ZERECE Y. (BHAKE
LR, ID R O)

[<conn_id>,]CLOSED ID *} <conn_id> MM ZEZC KT (BHATE
#LF, ID 4 0)

+LINK_CONN

TCP/UDP/SSL yEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station %52 %| ESP-AT ) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP $22 [ 45 station 4} il IP

Hidik

+STA_DISCONNECTED: <sta_mac> station 55 ESP-AT [} Wi-Fi softAP 2 [1 ) i% 3%
Wt

> ESP-AT £ 58 f5 i A B

Recv <xxx> bytes ESP-AT M fir 4 I E 32K 8] <xxx> FT7

+IPD ESP-AT FJEFE L BT, TRk B M4 1)
Bl

R ENNGEAE ESP-AT 7Ei# L B0, Sl E R B M 245 5 ik
5

SEND Canceled BOHAE Wi-Fi 53 54 42 X, At A

Have <xxx> Connections EL IR B R 55 2 AY i R IE AL

+QUITT ESP-AT B4} Wi-Fi if 1542 X,

NO CERT FOUND T 5 e S KB R EIA R s & k1S

NO PRVT_KEY FOUND TE H 7 o S 3 A 20 AL

T4
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FK4-8FW

ESP-AT BB & 152 RE

NO CA FOUND TE B8 U KA R EIA R0 CAIED

+MQTTCONNECTED MQTT 2. %E#:% broker

+MQTTDISCONNECTED MQTT 5 broker & W32

+MQTTSUBRECV MQTT & M broker i 21| %3

+MQTTPUB:FAIL MQTT k53R g

+MQTTPUB:OK MQTT &1 %58 5¢ i

+BLECONN Bluetooth LE #3223 57,

+BLEDISCONN Bluetooth LE %32 Wi

+READ i@ 17 Bluetooth LE &2 4T 52 BUEAE

+WRITE i#17 Bluetooth LE #4755 A#:1E

+NOTIFY 3k B Bluetooth LE i#82[) notification

+INDICATE 3¢ B Bluetooth LE #2211 indication

+BLESECNTFYKEY Bluetooth LE SMP %£4H

+BLESECREQ:<conn_index> 2] 32 H Bluetooth LE %42 1 Il 25 il i =k

+BLEAUTHCMPL:<conn_index>,<enc_result> Bluetooth LE SMP Pt Xt 52 Ji%;

+BLUFIDATA :<len>,<data> ESP % 25 2] M F-Hlis & %0 BluFi P H E
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AT w2 -l

4.1 TCP-IP AT 74

AT T A ESP32-C2 B LIzATTCP/IP AT 4 % fin 2 WA 7 Bl o

o ESP32-C2 5 &NEh TCP % Ptz 5 ik

o ESP32-C2 % &1kH TCP MR 4%k % i44%

o 3% IP #ht Fos# 7 [E) 2 8y UDP i@z

o 3% IP ¥k Fesd 2 5T T a4y UDP idfz

o ESP32-C2 % &1kH SSL & P s it 5 ik 3%

ESP32-C2 % %1% A SSL R 4Rk 548

ESP32-C2 1% %1% SSL & P 3% 3% 5 G130 GE R 5 35

ESP32-C2 % %15 % SSL IR 452 3% 5 SUE)INGE % %4

ESP32-C2 % %154 TCP % F ;ﬁ s ikds I UART Wi-Fi ik 1%
o ESP32-C2 i% &1k TCP MR %35, 3. UART Wi-Fi %1%

o ESP32-C2 % %15 h softAP f£ UDP &% ¥ 30, UART Wi-Fi i 1%

4.1.1 ESP32-C2 %451k TCP %5 y ot oy v

1. %8 Wi-Fi i3 A station,
’ AT+CWMODE=1 ‘

M .

[ox |

2. HEHEIH S
iy

’AT+CWJAP="espressif","1234567890" ‘
M B -

WIFI CONNECTED
WIFI GOT IP

(N gkse)

131



Chapter 4. AT #y2 R

(£ L£50)

OK
PiHH :
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if ESP32-C2 #5:4% IP Huhl,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
o AR AT RE S bk ma i iR AR T
4. PC 5 ESP32-C2 ¥ £ 8: []— & H -
15 PC I Ad M 45 L, 8—A4> TCP R4S %% . 541 TCP R 455251 IP Hudk A 192.168.3.102,
¥ 128 8080,
5. ESP32-C2 i%#4E R % Fiiid it TCP %43 TCP IR4%54%, MR425IP #ihlf 192.168.3.102,
124 8080,
e

AT+CIPSTART="TCP","192.168.3.102",8080

Mg [«

CONNECT

OK

6. Kik 4 FAr .
frde

AT+CIPSEND=4

Wi K7 -

OK

>

A A4 TR, BN AR test, ZJE AT oL AT ER.

Recv 4 bytes

SEND OK

ALK
o FEIAMETEHEN AT+CIPSEND M K (n), MRS busy p. .., Kk
EHARET 0 AT, KB SERUSIE. SEND OK.
7. B 4 FATEEE.
ik TCP R 5# ki%k 4 1 msd (Bdlih test), MRS HR:

+IPD,4:test
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4.1.2 ESP32-C2 #5110 TCP IR 5543 vy 2 i
24 ESP32-C2 451K TCP R4 2ait, WAETAT+CIPMUX=1 42 1%54%, B T4 £ TCP
& U3 ESP32-C2 4%
AT /& ESP32-C2 #£451EH softAP %S TCP R4 S2m 0 fs /2 ESP32-C2 #4124 station, W[7E i
e P SR g R R T R S

1. 138 Wi-Fi B2 softAP,

’AT+CWMODE=2

i B <

’OK

2. (EREZ TR .
iy

’AT+CIPMUX:1

i B -

’OK

3. X H softAP,
i

’AT+CWSAP:"ESP32_SoftAP","1234567890",5,3

Nl B <

’OK

4. ¥ softAP {5 H.,
i

’AT+CIPAP?

Mg i«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

iy
o AR LR AES A AR R ]
5. 57 TCP 55+, Bikum1h 333,

’AT+CIPSERVER21

M .

’OK

6. PC 43| ESP32-C2 54511 softAP.
7. £ PC A MR I T 2184 TCP % i, 3425 ESP32-C2 et B TCP M55 4%
8. Jik 4 FHTRURE M4 E S ID Oy O f4ERS L.

fir s

AT+CIPSEND=0, 4

i B«
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Chapter 4. AT #y2 R

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

OK

>

4 FARE, Bl ARG test, ZJa AT b AT AR

Recv 4 bytes

SEND OK

ALK
o FHIAFEEE B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
BRI R 0 AFAT, KIESERUG MM, SEND OK.
9. ML ID Shy 0 AY4ERE L REIL 4 A58 .
ikt TCP fi g5 #i Ak 4 A8 (Bdiih test), MRS SHR:

+IPD,0,4:test

10. M TCP #%E$;.

AT+CIPCLOSE=0

M .

0, CLOSED

OK

4.1.3 iy IP Bkl A 0 6 UDP s

1. &8 Wi-Fi £} station,

AT+CWMODE=1

M .

OK

2. HEEFIH A
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Chapter 4. AT #y2 R

iy
AT+CWJAP="espressif","1234567890"
Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o % AR SSID FIE RS Al REER iRy & R AgANTR] . 10 FH 50 I Hh #% 1 SSID Fl A5 .
3. Zrif ESP32-C2 #5:4% 1P Hudl,
e

AT+CIPSTA?

i . <

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
N O e s e M e u A el O N G
4. PC 5 ESP32-C2 % & i3 3| [/ — i o
1E PC b AfFH M 258 T 5, B —/> UDP &4, 541 PC it IP #ithtky 192.168.3.102, ¥l
>4 8080,
5. fiREZ T

AN A
e

’AT+CIPMUX=1

M B -

[ox |
6. 1|73 UDP f£#y., 4)H0MZ5 %R ID 2 4, ofe IP Hiht>h 192.168.3.102, skl 8080, A&

Hism ok 1112, #ih 0,

F ¥ AT+CIPSTART 4 HISEL mode thiE T UDP il {5 Ry IP Ml Ml T2 M HE . 35
0, NMACERRGES LA WSS IER: ID, DR R 5 A i i ) TP AT i 1R B2
A%, HAO S ik v AR O A 2 Bl B B a A UR

et

AT+CIPSTART=4, "UDP","192.168.3.102",8080,1112,0

Mg o«

4, CONNECT

OK

K

e "192.168.3.102" Fl 8080 3 UDP f&Hfy ik IP Mkl FIve it 11, thsk e PC @7 () UDP
(U=

e 1112 5 ESP32-C2 %451 UDP AHusg 1, #n] BT, WAEREN HEENLE.

* 0 /i UDP i IP Hhk Al 10 2 B2, AEEER. i B4 PC f)# 7 UDP it
H.[a) ESP32-C2 5 11 1112 K ik%dE, ESP32-C2 45358 220k H UDP i 11 1112 (4L
i, R AT 134 AT+CIPSEND=4, X, AR R KL —G PC . (HI2A
BXANBHARBEE N 0, BB S LB BB PC i
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7. KAk TR B M 245 1 1Dy 4 B BER L.

s

AT+CIPSEND=4, 7

N . :

OK

>

BT AR, Bl ARG abcdefy, ZJA AT &k AT (AR

Recv 7 bytes

SEND OK

AR
o AHIAMTFEH S AT+CIPSEND M K E (n), MARELM busy p. .., K
IRERPHT 0 DAY, AR SEMJS LY. SEND OK.
8. MM iR ID hy 4 fEERE L 3RIR 4 T8 .
ik PC kik 4 00 (Bdlih test), MRS SHR:

’+IPD,4,4:test

9. KMIMLES ID Jy 4 () UDP #$,

o

’AT+CIPCLOSE:4

N Y. :

4,CLOSED

OK

4.1.4 i IP HahlAns 0 w2805 UDP s

1. &% Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. EERER|HHIA

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o T4 A SSID 155 ml GEER iRy S H AN TR . i 150 B 251 2 FR #4517 SSID F1%515 .
3. #rifi ESP32-C2 4% IP Mtk
e
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AT+CIPSTA?
N . :

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
o TRRYERILE A AT B ik B A R TA]
4. PC 5 ESP32-C2 % i 3| [/ — o
fPCLﬁH%W%U‘—’JfCIM Bl —~ UDP f&4 . 4n IP #ihk>k 192.168.3.102, Ik 8080,
5. fHEERAIESRE .
e

’AT+CIPMUX=O ‘

i -

Lox |

6. f]# UDP {545, moAE IP #idil2h 192.168.3.102, miine 0k 8080, AT 1112, Bk
2,

’AT+CIPSTART:"UDP","192.168.3.102",8080,1112,2 ‘

g Jo
CONNECT
OK
PiH:
. Eﬂlg .168.3.102" 1 8080 *ky UDP 1& 45 /)i IP ikl Flycosus 11, ke PC Z iy UDP

o 1112 3k ESP32-C2 ¥ 451 UDP AHbifs 1, 0] HATIRE, WA E N K FEHLE .
2 FRY1] UDP &4 87 J5, UDP ﬂ%im; 5 RSk &k UDP & i i B 2 3 3h
UCR B —IR 5 ESP32-C2 54 UDP 315 1)z v IP kil Flig 11

7. Kk 4 TR
oS
AT+CIPSEND=4
i B <
OK

>

A 4 FATEdE, Bl ASdEE test, 25 AT ot PR E R

Recv 4 bytes

SEND OK

LR
o A AR ITEH M AT+CIPSEND M EKE (n), WARGE LW busy p. .., A
EHARIET 0 AT, KESEUSE. SEND OK.
8. Ji% UDP 45 ' UDP it . HlUNA 3% 4 “Fgdls, dmum B4R IP Hihk > 192.168.3.103, it
VeI 2 1000,
FFES) UDP fuZh Hoe UDP i, HFE4E @ IP HuhkFii 1 Bl .
o

2
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AT+CIPSEND=4,"192.168.3.103",1000

N . :

OK

>

A4, Bl ARG test, ZJa AT KA AT R

Recv 4 bytes

SEND OK

9. F 4 TR
fBeise PC Aik 4 FHii s (Bl test), MARGLHER:

’+IPD,4:test

10. 247 UDP %3,
e

’AT+CIPCLOSE

i B -

CLOSED

OK

4.1.5 ESP32-C2 Y451k SSL % y ot 3 A3

1. &8 Wi-Fi #5} station,

’AT+CWMODE=1

M B -

’OK

2. EERER| B HAE

’AT+CWJAP="espressif","1234567890"

W

WIFI CONNECTED
WIFI GOT IP

OK

LR
o % AR SSID FIE S m GEER iRy & AR . 1 FH 50 It #5 19 SSID Flh5 .
3. 7¥if ESP32-C2 #5:4% IP Huht,

AT+CIPSTA?

i . <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"

(T IHZD
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6.

7.

(£ L£50)

+CIPSTA:netmask:"255.255.255.0"

OK

R
SRR S AR .
PC 15 ESP32-C2 4 il A~
7 PC _LffiJ1] OpenSSL iy 4>, A —A~ SSL 5525 . 1201 SSL 45 2511 IP bty 192.168.3. 102,
i 24 8070,
%

openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/
—server_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key —-port 8070

M B -

’ACCEPT

|

ESP32-C2 % &AE /% g ) SSL k4528, MR45s#s IP Hidikhy 192.168.3.102, i
14 8070,
s

’AT+CIPSTART="SSL","192.168.3.102",8070

i B -

CONNECT

OK

Kk 4 FAHH.
-

AT+CIPSEND=4

M .

OK

>

4 FARE, Bl ARG test, 25 AT a5 AT E R

Recv 4 bytes

SEND OK

ik
o P AR FEATEH B3t AT+CIPSEND iR B KR (), MARZKLSWN busy p. .., HEK
RBARH] 0 AT, KIRSERUS Y, SEND  OK,

R4 AT

fieist TCP Ik 5548 Ji% 4 FHREHE (Bl test), MARGLFR:

+IPD,4:test

4.1.6 ESP32-C2 45184 SSL RS 2e v 254
24 ESP32-C2 ¥ 451EN SSL Rk 45 #s it WiTAT+CIPMUX=1 WA fife 2 #ER:, W iea 2R
i 2] ESP32-C2 u%

PAF J2 ESP32-C2 ¥ £54E K softAP #57. SSL AR 552t /n il ; Wi j& ESP32-C2 15451 A station, RJ7E1EHE
BHesIE, S WARG b T 3 SSL IR &5 S AH 2 A TR .
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Chapter 4. AT 1471l

1. P8 Wi-Fi 534 softAP,
s

’AT+CWMODE=2

N . :

’OK

2. (EREL L.

’AT+CIPMUX=1

i B ©

’OK

3. Bc'E ESP32-C2 softAP,

’AT+CWSAP="ESP32_SoftAP","1234567890",5,3

i B«

’OK

4. 753 softAP {5 B,

’AT+CIPAP?

i . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

L
o TR R HLHE T RE-S AR b H AN [
5. ##57 SSL ARSs#%, Sgld-h 8070,

’AT+CIPSERVER21,807O,"SSL"

Nl <

’OK

6. PC 4% ESP32-C2 5451 softAP,
7. 1£ PC L{#i 1] OpenSSL fir%>-, Af#—A> SSL 7/, HEHF] ESP32-C2 B4 &1 SSL Az 55445 «

’openssl s_client -host 192.168.4.1 -port 8070

ESP32-C2 545 F iR -

’CONNECT
8. %eik 4 “FATHARE] R 4T ID Sy 0 ROBER L.

’AT+CIPSEND=O,4

Mg Jo
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Chapter 4. AT #y2 R

Ni-Fi: Looking for Network
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

OK

>

A 4T, Bl ARG test, ZJa AT K5 LATEE.

Recv 4 bytes

SEND OK

i :
o AHIAMETEHEE AT+CIPSEND My K E (n), MRS busy p. .., HK
IREARAET 0 DAY, KIRSEMJS LY. SEND OK.
9. ML ID Shy O AY4ER LRI 4 A58 .
ik SSL 45+ ik 4 sl (Bdah test), MRGESHER:

’+IPD,O,4:test

10. %P SSL #:#z,
e

’AT+CIPCLOSE=O

i B«

0, CLOSED

OK

4.1.7 ESP32-C2 %1k SSL 2% vl vr BRI\ E YA B

ARG A IE A5 2 esp-at HHERIAIE S, W TAE CAERBGES, ek, ARG T 20/ R SSL
AR 55 Ak A5 B AR B N IR A4 . AR SSLIE15, 15575 esp-at/tools/README.md T i difaf A= ik
45 bin FlEEHIbEE 2% esp-at/module_config/module_name/at_customize.csv .

1. &8 Wi-Fi #3{4 station,
s

AT+CWMODE=1

M .
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Chapter 4. AT #y2 R

[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

K
o W% AR SSID M AT RERR _Fid a4 BT . 3960 SRR B h % 1 SSID FI% 1Y
3. XHE SNTP i 45#s .

Py N
e

’AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

M B -

’OK

LR
o AT DMRIE B O E R AIB X SNTP R%54% .
4. #¥if] SNTP RiJd],
i

AT+CIPSNTPTIME?

N . :

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

PR :
o FEN] AR SNTP Bif i) -5 SE I 1) 2 75 AHAS R FI KT 7515 B 1 SNTP AR 5528 22 7 2E XU
5. Frif] ESP32-C2 1545 IP Huht,
i

AT+CIPSTA?

Mg |3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o PSR R S ik i A R A
6. PC 5 ESP32-C2 BB A — i o
7. £ PC I fifi i} OpenSSL 14, G —~ SSL [k 5% . 151l 1 SSL Ak 55 % #) IP Hihik 4 192.168.3.102,
W1k 8070,
A

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt —-cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—customized_partitions/raw_data/server_key/server.key -port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C2 #4545 L Hmi i :
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Chapter 4. AT #y2 R

ACCEPT

B
o i F3 B A DAL R ROVE 155 TV
8. ESP32-C2 %45 E SSL & F s B[ A TIE AL 2

’AT+CIPSSLCCONF=3,0,0 ‘

Y -

[ox |
9. ESP32-C2 &£ N Frifsifad SSL R3] SSL AR 45 %%, HRss#s P Hubikoh 192.168.3.102, ¥

124 8070,
i

’AT+CIPSTART="SSL","192.168.3.102",8070 ‘
Mg o«

CONNECT

OK

10. ik 4 P

s
AT+CIPSEND=4
M B -

OK

>
4 FARdE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

ALK
o FHIAMFEEE BT AT+CIPSEND M EMKEE (n), MRS busy p. .., HE
EBAEI T 0 AT, KRESERUS M, SEND OK,
11 20 4 55
ik TCP & #% k% 4 Frp sl (Bdih test), MARGESHER:

+IPD,4:test

4.1.8 ESP32-C2 #4514k SSL IR 55 22 &t v AR AN IE 2 Vi1
24 ESP32-C2 4511l SSL R 45250t , IMIGEILAT+CIPMUX=1 Sy A HREZIERE, PR T AR A% P
B ESP32-C2 1545

PAR /& ESP32-C2 5t #5E A station 57 SSL AR 5548005 WA 2 ESP32-C2 1% & AE K softAP, 1] &%
ESP32-C2 ¥ &MH SSL MEBHE S EHERY.

1. &8 Wi-Fi #3{4 station,
i

AT+CWMODE=1

Mg |3
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Chapter 4. AT #y2 R

[ox

2. MEARP| B HIE .
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o T4 AW SSID %55 ml BRI iRy S H AN TR . 5 150 B 25 26 FR #4517 SSID 12515 .
3. #rifi ESP32-C2 4% IP Rtk
e

AT+CIPSTA?

W

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PEHA:
o BREINETR TS R B .
4. (EREZ .

’AT+CIPMUX:1

Wi K7 -

’ox

5. 757 SSL k4528, i1 8070,

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C2 B 142 (R — M o
7. 7£ PC L {#if] OpenSSL iy 4, Al#—A~ SSL % Fif, 1435 ESP32-C2 1545012 1) SSL 4545,

openssl s_client —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
<»partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C2 &4 L Hymi)y :

0, CONNECT
8. ik 4 FATHUIREI ML ERE ID Jy O AYEERK .
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10.

11.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

AT+CIPSEND=0, 4

M. :

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

B -

o FHIARFEEE BT AT+CIPSEND MR EMKEE (n), MRS busy p. .., HE
EEAR T 0 AFAT, KESERUG MM, SEND OK.
M2 %32 ID 4 O (8RS EI 4 758
fBist SSL R %54 & 3% 4 FATIEHE (Bdlh test), MRF SR

+IPD,0,4:test

] SSL #Hz .

i

AT+CIPCLOSE=0

M. :

0, CLOSED

OK

KA SSL AR 55 S o

fir s

AT+CIPSERVER=0

i . <

OK
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4.1.9 ESP32-C2 %%k TCP %3k, ey idids, Bl UART Wi-Fi & {4

1. 8 Wi-Fi £i34 station.

TS

|

AT+CWMODE=1

i . <

|

OK ‘

2. FEEFIH b

W

|

AT+CWJAP="espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PAE
o AR SSID FEE R AT AEER iy P AOANIF] o 35 T AR e 5 SSID AT

3. Frifi ESP32-C2 4% IP Huhk.

e

AT+CIPSTA?

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o EHEISSRTTRES LR b iR .
PC 5 ESP32-C2 i f& FEH 7] o -
1 PC LM M4 TR, Bld—4> TCP 55 % it IP Hiht>h 192.168.3.102, 3igHh
8080,
ESP32-C2 45 /E M Pl il TCP #4558 TCP ijR454%, RS54 IP Hbhik>hy 192.168.3.102,
14 8080,
T

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <

CONNECT

OK

6. i A\ UART Wi-Fi & 538048 X,

7.

o

|

AT+CIPMODE=1 ‘

N . :

|

O

‘ |

UART Wi-Fi i # 4 X, I & 55 .

HEA
i
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AT+CIPSEND

N . :

OK

>

8. {5 I KA
TEBAL SRR AR PR B — B +++, RSB IIEA Ik . Bl 205y
LR, BET—5 AT fird. iR, WPREEMERITTHEA +++, AT RED N R AN A BERY
WAHELR = +. BENGESHMGE R EERX] +++,

WYL I +++ B A EAEX, WERE S IENARX, N TCP ARG . B a DAE
AT+CIPSEND AR H1% .

9. iEH UART Wi-Fi £ 42048 X,
e

’AT+CIPMODE:O

Nl . <

’OK

10. K] TCP &4 .
i

’AT+CIPCLOSE

i .«

CLOSED

OK

4.1.10 ESP32-C2 %751f 0k TCP IR55%%, 28 UART Wi-Fi &£

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

Wi K7 -

’OK

2. FEEEIH

’AT+CWJAP:"espressif", "1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK

ETE
- {25k SSID AT AT Eika &t . 41150 B 1 42100 SSID RIS,
3. REZHHHA .
s
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’AT+CIPMUX=1

N . :

’OK

PEHA:
* TCP R 55 b HE 2 EEHATN A4 BET /S -
4. B TCP R 55 e KIEHECH 1.

S

’AT+CIPSERVERMAXCONN:1

M B -

’OK

LE
o BERER S SN, R TCP IR S5 2 RIER AU BER 1.
5. JF)E TCP JIRg5 4%

fir s

’AT+CIPSERVER=1,8080

N . :

’OK

BLIH:
o BEE TCP 45 #5124 8080, s nf A E R H e .
6. #rif ESP32-C2 ¥ 4% IP k.
i

AT+CIPSTA?

Mg K7 -

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

AR
o AL R T RE S iR AR R
7. PC £33 ESP32-C2 TCP R 448,
PC 5 ESP32-C2 ¥ #5iEH2 [Ml— N H
TE PC B M TR, @ —> TCP % i, ## %] ESP32-C2 1) TCP fiR 55 #%. HidikA
192.168.3.112, 14 8080,
AT W[y :

0, CONNECT

8. #EA UART Wi-Fi & {23048 X .

’AT+CIPMODE=1

i B -

[ox

9. #EA UART Wi-Fi i 542 X I K i .
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AT+CIPSEND

N . :

OK

>

10. 45 1E AR K
TEBAL SRR AR PR B — B +++, RSB IIEA Ik . Bl 205y
LR, BET—5 AT fird. iR, WPREEMERITTHEA +++, AT RED N R AN A BERY
WAHELR = +. BENGESHMGE R EERX] +++,

WYL I +++ B A EAEX, WERE S IENARX, N TCP ARG . B a DAE
AT+CIPSEND AR H1% .

11. R UART Wi-Fi & 5400042 X .

’AT+CIPMODE:O

Nl . <

’OK

12. %P TCP #$,
e

’AT+CIPCLOSE

i .«

CLOSED

OK

4.1.11 ESP32-C2 %751f 4 softAP 1t UDP {&4ip sz UART Wi-Fi i (%

1. % Wi-Fi #4 softAP,
A

’AT+CWMODE:2

Wi K7 -

’OK

2. B softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

3. PC jE#:%) ESP32-C2 #4511 softAP,

4. f]E— UDP B 5
TE PC L M 25 L BhF, A — UDP &4, a0 PC i IP HihkAy 192.168.4.2, gk
8080,

5. ESP32-C2 5 PC 3 i s I 28 7 [&] 2 X iy TP ik s 1171 UDP %57 . % TP Hihik ok 192.168.4. 2,
Tk 124 8080, AHbiR 4 2233, #xH 0.
e
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

M. :

CONNECT

OK

6. i A\ UART Wi-Fi & 538048 X,
i

AT+CIPMODE=1

i B <

OK

7. #EA UART Wi-Fi i (542X I K i 8t .

fir s

AT+CIPSEND

i . <

OK

>

8. fF Ik KA
TEBAL SRR AR, A PR R — B +++, R XBIER KL, S 205
VR, AT AT ayd. WEVEE, WUREBNEEITFRA +++, A 0] HE R Ha KA M fE B
WANEL = +. BENGESHMGER EERX] +++,

WYL i +++ B HE X, WERE SRR, N TCP ARG . AT DAE
AT+CIPSEND AR H1% .

9. iBH UART Wi-Fi #4142 X .
iy

AT+CIPMODE=0

M. :
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[ox |

10. [ TCP #:#z .

’AT+CIPCLOSE ‘

i B <

CLOSED

OK

4.2 MQTT AT =41

ARTCR TSR E ESP32-C2 5 LindATMOTT AT 4 4 5 a2 BT R B -

T TCP#y MOTT &3 (52 Atz MOTT X32) (iEA F4#i4E5))
A F TCP ty MOTT %45 (%At MOTT K32) (&R FHIEZS)
AT TLS 09 MOTT %4 (%% A4 MOTT K32)

AT WSS t4 MOTT % 3%

s ORI IR R B IR R E R Wi-Fi AT .

4.2.1 T TCP i) MQTT 4% (%A ibeld MQTT {RBE) (GG T Bt ib)
PATR 7 B[] R W B ESP32-C2 JF S ple, Mo —Huff0 MQTT %A (JUEN MQTT RAiE ), )
— P2 MQTT i % (UERN MQTT il & M ).

INBIYE T A 3T TCP @ MQTT #4; . w e i 2@ — 4 MQTT 3, fkix MQTT LB
IP ikl 192.168.3.102, 11k 8883,

T PPRPPAESP32-C2 MOTT & A7 & I KA 5 BE ESP32-C2 MQTT %A & i AT RIT, DA
ESP32-C2 MOTT i & I kM #AE A5 27 ESP32-C2 MQTT 1] B sm AT RIAT o A0SR 4R A A e 1
FUATEMR s , D5 A R A 5 i AN 1T B S S AT -

1. & & MQTT H] &t
ESP32-C2 MQTT %1
i

’AT+MQTTUSERCFG:O, 1,"publisher", "espressif","123456789",0,0,"" ‘

Mg <

[ox |
ESP32-C2 MQTT ] fi %
s

’AT+MQTTUSERCFG:O, 1,"subscriber", "espressif","123456789",0,0,"" ‘

Wi K7 -
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o |
2. 8 MQTT U,

’AT+MQTTCONN=O,"192.168.3.102",8883,1 ‘

g B <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

L
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 Fik & th A [ o
3. 1T MQTT =4,
ESP32-C2 MQTT iJ i3
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

M .

E |

4. %A MQTT JHEL (TR
ESP32-C2 MQTT kAfi#:

’AT+MQTTPUB=O,"topic“,"test“,l,O ‘
Mg |3«
[ox |

P :
* 43R ESP32-C2 MQTT K ARE M AAIHE, AN EERF &1 ESP32-C2 MQTT 1] & Bind /i .

’ +MQTTSUBRECV:0, "topic", 4, test ‘

5. KM MQTT ##%.
LS

’AT+MQTTCLEAN=O ‘
i B«

E |

422 JET TCP i) MQTT &4 (% AMEIE: MQTT 1RB!) (W& HEdis%)
PAR 7 B [l i F Wk ESP32-C2 JF e, Hor—Beffo MQTT %Al (N MQTT RAiEAE), 7
—BfE MQTT 4T g (A4 MQTT T & M ).

NBIAEE T A BT TCP G178 MQTT 142, B eETREa)E— N4 MQTT A3, fiik MQTT B
IP #dlh 192.168.3.102, B4 8883,

WMREEAHEE W RMENE L, CEd T8 & AT F55MK EEBE 256, AR A
JJAT+MQTTPUBRAW 4>,

R PYPRPPLESP32-C2 MOTT K A7 & I KA 75 %EAE ESP32-C2 MQTT %Al & it AT RIAT, DA
ESP32-C2 MOTT T & JF kA4 L 7527 ESP32-C2 MQTT ] B s AT RIAT o R4 A e i1
TRIIAEMR oA, WIRE A A A o i R T 2 s ah AT o
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1. &E MQTT H P&
ESP32-C2 MQTT %1
i

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

i . <

’OK

ESP32-C2 MQTT ] 4% :
e

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

i B <

’OK

2. 4% MQTT U,

’AT+MQTTCONN:O,"192.168.3.102",8883,l

Nl . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

A :
o RET A MQTT AAEEIE 4 5% MQTT A3 IP #ihl ATk 5 _FiRar AR [ .
3. 1T MQTT F 4,
ESP32-C2 MQTT 1] |53 :
s

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

4. BT MQTT W EL (FAFER).
IR A L BRI, K 427 573,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C2 MQTT %k:A1fi &

AT+MQTTPUBRAW=0, "topic", 427,0,0

M B -

OK

>

FiARm Y FIR AT CHEAR I HECER AT A, ORI DA AN, 24 AT 3l 3 i £ K Rk 3|
<length> 5, LT,
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+MQTTPUB: 0K

LK

 ATHIH > FAFR  Ba T ERR AT AN B ST I TR S, AN

BPAHITT45 R (CR-LF).

* 2R ESP32-C2 MQTT %A M AATHE , A MG ERF&7E ESP32-C2 MQTT 1] & i -

—"Accept-Encoding": "gzip, deflate","Accept-Language":
—"http://httpbin.org", "Referer": "http://httpbin.org/",

—Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace—-Id":
—1ad4bd5254b4b£f5218070413"}}

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",

"en-US,en;g=0.9, zh-

—~CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":

"User—Agent":

—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).

"Root=1-6150581e-

5. KM MQTT j##.
i

’AT+MQTTCLEAN:O

M .

’OK

4.2.3 JET TLS i) MQTT itk (i ZA MBI MQTT {RE])

PATF 70 B[] s i i ik ESP32-C2 JF S by, For—HfEy MQTT %A (FUAEA MQTT LAl fie), 7

—BfE MQTT 4T g% (U MQTT AT & M ).

ABIIYE T AT TLS B MQTT 4%, B /eih 2a@— 7 MQTT U8, Rk MQTT fURER)

IP #ihilof 192.168.3.102, Ugldk 8883,

T PPRPPLESP32-C2 MOTT & A7 & I KA 75 BEAE ESP32-C2 MQTT %Al & i AT RIAT, DA
ESP32-C2 MOTT T & JF kA4 5 27 ESP32-C2 MQTT ] B s AT RIAT o IR 44 1A e 1

FIATFEMR st , D)5 A R AT 2 i AN 1T B S I T

1. &KX SNTP R 454s .

Ty

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

iy K«

[ox

2. #Fif] SNTP Hifd].
s

’AT+CIPSNTPTIME?

i B«

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

A
o fHE ) SNTP S5 TTAE 5 kiR R R

* AR SNTP ] — & 2 B SO RN, AER 1970 4F K2 B[] .

o BRI T 76 TLS YR KR e A0
3. WH MQTT il
ESP32-C2 MQTT %41 :
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’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

i B«

’OK

ESP32-C2 MQTT iJ 1%

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

i B«

’OK

4. B MQTT HE#J&1E-
i

’AT+MQTTCONNCFG=0,0,0,"lwtt","lwtm",0,0

g B <

’OK

5. JE#: MQTT B,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

M B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

iRH :
o ET A MQTT ACHELIE 4 5% MQTT A3 IP il AT ik 5 _FiRar AR .
6. 177 MQTT 3=/,
ESP32-C2 MQTT 1] |53 :
e

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

7. KA MQTT . (F4FH) .
ESP32-C2 MQTT %%
fir s

’AT+MQTTPUB=O,"topic","test",l,O

i B -

’OK

LK

* 43R ESP32-C2 MQTT K AGE NI AAIHE, AN EERF&AE ESP32-C2 MQTT 1T & Bid /i .

’+MQTTSUBRECV:O,"topiC",4,teSt

|

8. KM MQTT 4.
XS

’AT+MQTTCLEAN=O

i B«
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’OK

4.2.4 T WSS ) MQTT ¥4

AR R B[] IR B ESP32-C2 T e, Horp—BRA12 MQTT %A (RAEN MQTT RAiEME), 7
—BAEH MQTT 3T g (A MQTT T & M ).

TRBIAZE T AT WSS £ MQTT i##:. MQTT 0PI 4 4 test .mosquitto.org, B4 8081

% BEPPLESP32-C2 MOTT A& M & 3k HAE R 75 B7E ESP32-C2 MQTT & A& i AT RN, DA
ESP32-C2 MQTT ] I #H I 3kAY#RME LT BAE ESP32-C2 MQTT ] & s AT Bl ] o WS B 15 4 )
BHATEWR S A, R AR A 2 S AT 15 2 I AT o

1. PEEBFIXHI SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

M .

’OK

2. Z%¥if) SNTP ],
e

’AT+CIPSNTPTIME?

M B -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

UK
o TRAYELH) SNTP £5 8 0] 585 _LaRm i s AN [H] .
o AR SNTP A& 2 ELSCA R E], ANRER 1970 4 K2 Bl a] .
o EBEE N T AE TLS A IERHR IS IE i Aa %50Y .
3. WE MQTT H @k
ESP32-C2 MQTT %7
s

’AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,""

M 3. :

[ox

ESP32-C2 MQTT i] %
A

’AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,""

N . :

’OK

4. R MQTT QL.
o

’AT+MQTTCONN=O,"test.mosquitto.org",8081,1

N . :
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+MQTTCONNECTED:0, 7, "test .mosquitto.org","8081","/", 1

OK
Vi :
o EEIAR MQTT B4 5 MQTT U3 IP Hudik vl g 5 _Fikfr & Al o
5. 117% MQTT 4.
ESP32-C2 MQTT ] [
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

Wi K7 -

[ox |

6. KA MQTT 8 (FHFER).
ESP32-C2 MQTT %A%
i

’AT+MQTTPUB=O,"topic","test“,l,O ‘
W
[ox |

AR
o W2 ESP32-C2 MQTT %A M & AGIH R, A MG BERFSTE ESP32-C2 MQTT 1 [R5 i 7n -

’+MQTTSUBRECV:O,"topic“,4,test ‘

7. KM MQTT 442

iy
’ AT+MQTTCLEAN=0 ‘
Mg |3«

[ox |

43 MQTT AT % 27+

AT FEAN BB IAE L AT 59X AWS 10T,

WL G U MQTT AT 2RI EEAIME B, WS RMOTT AT 44 % . 358 H 5 AWS ToT JF
KA KA AWS 10T,

TR MDA PR A ESP-AT 5811 ESP32-C2 5 425 AWS 10T,

o I AWS IoT 3R B 5 vA R endpoint

o 1% MOTT AT 443 T 6130 GE %42 AWS IoT

4.3.1 M AWS IoT 3iHUUE15 L Bz endpoint

1. BFEE AWS IoT 6 S5, A ZE 10T Core services .
2. I A AWS ToT FEJR Wil A AWS ToT 5% . FYRIES .
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BRI A AR U AN B SO

* device.pem.crt (IX4FIEF)
* private.pem.key (FAH %4])
» Amazon-root-CA-1.pem (i CA JF3)

3. MRHESCRY 5L ELR I A (endpoint) PAK T A AT ek 55 A 4 5 21 SR

i S AE N “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF 2N G4 H PAT A i AR i — L2
© AWS 10T T2 Iy i A YIRS . FAE] . AIARIES .
A RAMTEEEIE S .
o DI Z MRIN (Ohio),

4.3.2 il MQTT AT A3 F AN IEEEH;: AWS IoT
Bk 15
FTFAHL ESP-AT T2, FFHATa0 T HfE:

* ffi] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
» ffiffl device.pem.crt ¥t customized_partitions/raw_data/mqtt_cert/mqtt_client.crt.
* ffiffl private.pem.key ¥t customized_partitions/raw_data/mqtt_key/mqtt_client.key.

FERGER AT [E1F

%1% ESP-AT Ti H DA AT [fF, FRF PRSI E ESP32-C2 it 4. ST Z R, WBH%F
ESP-AT 1 4%,

i A ARG ESP-AT TR, v EEEMH AT ;@4 e, BRES 4T 4
. PKI 1%,

[ AT fir 244551 AWS 1oT

1. %8 Wi-Fi i3 A station,

’AT+CWMODE:1

M .

’OK

2. 4 AP,
i

’AT+CWJAP=<ssid>,<password>

M B -

’OK

3. %% SNTP Server,
i

’ AT+CIPSNTPCFG=1, 8, "pool.ntp.org"
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Mg |3

[ox

4. #¥if) SNTP Ha].
i

’AT+CIPSNTPTIME?

i B«

+CIPSNTPTIME:<asctime style time>
OK

K
o BEIFRASHY <asctime style time> WA g 5 BN XA SEIRFIRFR] 5 000 2 PR A e A5 A 800 T3 20
R
5. BEE MQTT i P&tk

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i B -

[ox

iR :
o AT+MQTTUSERCFG H55 “ S %k 5, B HAGE, A,
6. %3 AWS IoT,
T

AT+MQTTCONN=0, "<endpoint>", 8883, 1

Nl <

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1
OK

Vi :
o T <endpoint> SR I %31 <endpoint> {H .
o JEYEEE T T 8883,
7. T FE S

’AT+MQTTSUB:O,"topic/esp32at",1

Nl B <

’OK

8. AL

’AT+MQTTPUB:O,"topic/esp32at","hello aws!",1,0

i B«

+MQTTSUBRECV:0, "topic/esp32at”,10,hello aws!

OK

Bl H

EERZHHEWT:
1. ESP32 3 H &
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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2. AWS i H &

4.4 Web Server AT 73/

AT A AT web server I, 29 M DAF LA 7 TH A A -

1 R R 5, 25 24T Wi-Fi B2

1% 3 W, 5 24T OTA B B9+ 2R

1% R 445 A2 7 2E AT Wi-Fi 5L

1% R Az A2 7 24T OTA Bl I+
ESP32-C2 1 A Captive Portal = %%,

i BRAW AT FEIE RS2 HF AT web server [BIRE, 1555 Web IR 5-25 AT 44 |5 1% TIEE

4.4.1 YIS T T Wi-Fi e
Wiy
E it web server, FHLEL PC A] DAL # ESP32-C2 #4511y Wi-Fil JESEAR B S AT DAGE T L i vl i 142 52

| ESP32-C2 ¥4 1y AP, sl i W VEARF T ITRCI M 0T, H-FF Wi-Fi BB fF 5 ik 4y ESP32-C2 ¢4, A5
ESP32-C2 Be a5 FF AR % @Bﬁﬁ SERERIHE E B A .

Wikt

BB R AT DA AT =4

o BL 3% &1k 42 ESP32-C2 % %
o R AR B A FEBINIG G

o BB 4R

HCI e 7 42 ESP32-C2 Beds W56, N Tk #3442 ESP32-C2 i s, ESP32-C2 it AL E AL
AP + STA B3, FFBIHE—1 WEB 58 SR IMFE R, XRHY AT 6y :

L EBRZ BIRECRAEE, WERATERRIC AR, ATREDR AR R PR B 2 AT e 15 AT 5:20 WEB fiik
S5 e IR B .

¢ Command

’AT+RESTORE ‘

2. Wit E ESP32-C2 %% A Station + SoftAP £,
¢ Command

’AT+CWMODE:3 ‘

3. iXE SoftAP { ssid fil password (5B BRIN 44 ssid N pos_softap, TCEERSRT Wi-Fi) .,
¢ Command

’AT+CWSAP:"posfsoftap","",11,0,3 ‘

4. [EREZIEH.

¢ Command

Espressif Systems 162 Release v2.3.0.0-esp32¢3-361-gb5430077
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 4. AT #y2 R

’AT+CIPMUX:1

5. 67 web server, 1T 80, I RIEREMIAE]: 25s (BRAHAK A 60s).

¢ Command

’AT+WEBSERVER:1,80,25

WRIG, (i iR 4 53 web server J5, FTHEC M &) Wi-Fi D68, 4% ESP32-C2 %419 AP:

WLAN @

Al A WLAN %%

pOS_ sc:lﬁap
E {/ [51] —x,c|:|

D)

1: #3 ESP32-C2 AP

s W"“?‘Jﬁﬁdl_ﬂmu TERC W e 25 42 31 ESP32-C2 ¥4 J5, BIWI A&3% HTTP 3K, Bl B frie AN
A AR (FER, DEASEC MOA SCHRAIC M A VE M Rr 2 A AP, il QSR (i FALEH2 5] ESP32-C2
) AP, AJW FHUREWAE A ESP32-C2 5 & A IS . ) Eﬂ]%%%ﬂljﬁﬁﬁ/\ web server BRIA [ IP btk
(A5 5 ESP32-C2 4 1) SoftAP IP Hidit . WAy 192.168.4.1, %] DL AT+CIPAP? fiy 47524
E\ HI) SoftAP IP #lihik), FTJFHC M FEIH , g AFUZERE % fh 2R 1Y ssid paSSWOFd ps IR B
TRECM -
F P AT DA S HC M) 0T T H SSID di AMEAS 7B R HIRE, 5 ESP32-C2 BIHLIffI ) AP §1|3%, #EHHR
AP 5 A password Ji5, AUl “TFARECH” RIATESHECH -

WA R TSN S I B R T

W 1 BRI, MITURF E 3P, ARGk M L, TS EHT A ESP32-C2 451 IP Mtk , =
HHT R T

I, FEES D R 4 5 6

+WEBSERVERRSP : 1 // Rk B B

WIFI CONNECTED /] RELEE&#

WIFI GOT IP /] EERHFRIE I

+WEBSERVERRSP : 2 /7 REFM T KR EI’]EZIfJ i BTN B B WEB ¥R

REC R, 0K S
[, EHR H SR AR e R

+WEBSERVERRSP : 1 // Rk B 5[ F R KB IP A fE B, MCU-

=W E YR B 4K B F R S

LI RHERR

BRI 1 B T R S B A B NG . T A A ESP32-C2 fRERY) Wi-Fi AP W IERF S, PAM
AP BRI RALE, FHHIAC S5 A LR AT 674 B0 S web server,
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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4.4.2 MEHMYEZSUETT OTA [Tk
(iiF]y

WSS ERFTIF web server [ TG, I DARESRIE A OTA TR, 38 3k 90 0T FRE R FH 43 DX P g ] 24 w3
B RRES IR (W22 30 4o 7 £ i, PKT S TR AR E R -

T OTA B B W &
RHFERIHY SR
KA H R E) 1
FFILOTA 75 £

FIOF OTA FL¥E vt WA, SEMTTA A “OTA F4y” ¥, F1HF OTA BB G, W AR E 4H)
[l As . AT Core it 4 :

LW 1 (0N AR HE BSP32-C2 LBy AP, =i 1Jj1n) OTA i B UUiRi (15 % 5 ESP32-C2 BB IEIEAE
Al A>T ARy, A AT AT e 5

W] 20 WOUT ESRORI CCUFTEERAR” R EH P aiEr Y AR RO, P ATES . /build. py
menuconfig-—>Component config->AT->AT firmware version (&% %i¥ ESP-AT T4%) X

AT BN EECARS B AR A A, DA B AR R AR o

PGy X A, miily “Partition” "N RIHESRIRIITA AT ATFE 70 X -

eI AE e, Rl ORI S, PR R AR AR -
ZJarily “BCETRR SR AR TR

BEWI 12 XF ota 43X, W BTLAPIERERY B TR A R a4 S AT W oin. ERRERIERRY
FK/NAE RIS partitions_at.csv FHE XA ota 4R AN, BRI HREMER, 5% L
R 4o TG o — A #0448 X H

B 20 XTFHEAX, WS E TR A . B A RSN bin, TERORECRR R
INREHT at_customize.csv CHFE LI KK/ B RIS IENE B, 3% 41T A

AU OTA Z5 ke, FPEARns, Fm T
[, FEHR H R R e R

+WEBSERVERRSP : 3 /) REFHER oTA B H %K
+WEBSERVERRSP : 4 /) RFE K R ota B 44

AR OTA PRI, Feis “THRRNL, R
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /] RERFHEK oA B HHE
+WEBSERVERRSP : 5 /] RERBERE oTA Eﬂ#%ﬁk%%'ﬂk F Pk E AT OTAL
~HERE, B LR PSEHFAT oA EH AR

B 12 T ota p X, FEIMATAT+RST H i ESP32-C2 DA I i 7«

BEW] 2: ESP32-C2 AL HIY ota BFNA . (ALK HENE I E 2 IKEFNE, FroAT i ir
Fe oy DR PE AR IR
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server_ca
client_cert
client key
BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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443 HOUREDRYTETT Wi-Fi fid
iF]x
Tl /IR e FE 190 e e el s /MR Py 4 ESP32-C2 B 5 B AP, F il flofi /MR P 7 B H2 (1) AP

5 L H 25 ESP32-C2 4, ESP32-C2 #r it iX 2815 BB HBIXS WY/ AP, FF I8 ANRUE /M7 BC I 25
RIFUTTH

Wikt

BEABE R AT AT AT R AT DU 2

iz, B ESP32-C2 1% & %4k
BT LT

H 4% AP 4%
PATE A

ALY ESP32-C2 Bets B8 O 1 ik/IMRJF I8 HE ESP32-C2 5%, ESP32-C2 i il S L M AP + STA KL
X, A WEB R85 R MEFIER:, XV AT fr i :
L JEBRZ BB RAE L, WERATEERIC R, ATREDR AR AR PR B 2 AT e 1 AT 5:2 WEB fiie
Fan oA IR

¢ Command

’AT+RESTORE ‘

2. Ml ESP32-C2 %454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. 1% & SoftAP 7 ssid 11 password (kB BRI 2 ssid A pos_softap, password “Hj espressif ) .
e Command

’AT+CWSAP="pos?softap", "espressif",11,3,3 ‘

i S/ IR ERIA L ssid A pos_softap, password Ay espressif 1) SoftAP iRz, AR
FF ESP32-C2 A S 4 I FIA R B I ik E .

1. (EREZ .

¢ Command

’AT+CIPMUX21

2. 17 web server, 10 80, I RIERENTAE]: 40s (ERAHAK KA 60s).
e Command

’AT+WEBSERVER:1, 80,40 ‘

MR FTOFPHURAE, 0T i 4
EAPIR T SN S N WE R
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbi AP GG AR PR, BRI FIERE EL R AP, FTASRIINSL A TR

fz.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AT

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

ATFA WLAN 5l

FAST_FWR310_02 =
ik o T

B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB, AR R “HERFILRTT BN )G, A ALY G E 2978, i ESP32-C2
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR R RS CBE R IE R . 15T ESP32-C2 FEEL) Wi-Fi AP B IEHTF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

PEW] 20 FEP TR S T H: AP RIS R A LM B A Wi-Fi BRI E R BT IT, K ESP32-C2
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 30 FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C2 ik AP, 1
A ESP32-C2 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

444 MBS/ ETT OTA FfEIF2

Bl /BT S 50 L ESP32-C2 A BIPE L, 1§57 Lkl B ESP32-C2 i 4 5 O LIRS TR
528 ESP32-C2 B (WS CALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.4.5 ESP32-C2 ffil}] Captive Portal JJjfg
(b1
Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive

Portal IR 55 1) AP 4 i, Fifilt % station B4 (10 VAR kAL B 45 E (9 7. B2 T Captive Portal ()7
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captlve portal support &
WUIRE, MRIEHIFLRE (WS%%iF ESP-AT 142) . WAL, JRAZIIRE, W ARS8/ MEF T
PR 58 OTA [T A A BTk S, BHSAAERE HP BE 2717 1) AT web HTF'H%I BIIBE

Wikt

J&i ] Captive Portal BHAESS , 5% | iRBL M 1% &% 35 ESP32-C2 3% & (R HAR AL BR 52 i ESP32-C2 Rl iyl
B, RJG I ESP32-C2 4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n k&, station L ATIEHATIT Captive Portal JyFERY ESP32-C2 451y AP J5, #/R “f$8srANIE", )5
S5 BTN SR, FEBEREE) AT web 0 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C2 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.5 HTTP AT 541
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AT BRI ESP32-C2 i BIZATHTTP AT 4 4 5 v QI HEA R Bl o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.5.1 HTTP % fii HEAD 52K J5i:

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.5.2 HTTP % jvui GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
Qi)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

453 HTTP %) POST Wik itk (BT POST Aitkei)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.5.4 HTTP % ;35 POST iRk itk (et k)
WG POST Wi mAI M K £, E4id TH & AT 8590 K B 256, ) g 3 & n] DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.5.5 HTTP %y PUT iR Jitk GEM T ICBdkifsie)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.5.6 HTTP % PUT §5RJijik (it )isX)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(N oiakzn)
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by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.5.7 HTTP % jii DELETE 2K J5 1

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT:282, {
" args ". { } ,
"data": n "’
"files": {},
"form": {},
Q)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.6 Sleep AT 753451

AT N ZHF 25 BBV AT/ ESP32-C2 25157 fi BRI AT fip I B BRI

YN
o f& Wi-Fi 2 X F % & A Modem-sleep 72 X,

o & Wi-Fi #2 X Fi% & A Light-sleep #2 X,
* X # 4 Deep-sleep 12 X,

4.6.1 Figr

ESP32-C2 Z RSt i A PECAR, W DAEA [ R f A [ U4, 2407, ESP-AT SCHFLAT Y
FHOIFERE (EZIRIRBLTE S5 RS 1) -

1. Active B S HHIAL T TARRES. SR T AREI. RSN {E S .

2. Modem-sleep f50: CPU Wlizfy, WEhnI#ilcE . Wi-Fi iy, W Sy A 5 i .

3. Light-sleep fizl: CPU #{&izf7. RTC fEifiesfoMsEPA K ULP Hpab BE2SIZ T, T e ot
(MAC. FE#L. RTC @ZHf#§s /N W) # Ml b

4. Deep-sleep Biz: CPU FIKFR/FIMEH s, HA RTC fE6if#e1 RTC SMEALT TARIRES

BRUIEI R, ESP32-C2 &TERGE M JGHEA Active B, Y CPU REHE—H TIERS, BN
GBI, R0 n] DAHEAARIDFERR

ESP32-C2 [JIh#E, S5 ESP32-C2 RIS BARKAME 13

i

o K553 A IALE Wi-Fi SEUH0 AT R ESP32-C2 35 & A AR AR =
o IR Wi-Fi B0, HfF station B Modem—sleep #izUHl Light-sleep iz,

Uk WIRPS

St G A R T B SR BT, U AR O A 0 AR S AL T
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WHERASE TR, (R, EHRITRSURE T ESP32-C2 , SNETTHIYEHE.)

Digit Multimeter

"H05.01105 | = =

ESP8&84-DevKith-1

K 22: ESP32-C2 fifi {43445

4.6.2 At Wi-Fi BisX, F % ¥ & Modem-sleep i\

1. $&E Wi-Fi 4 station fx,
IR

AT+CWMODE=1

Nl B <

OK

2. B HAR .

AT+CWJAP="espressif","1234567890"

M. :

WIFI CONNECTED
WIFI GOT IP

OK

LAE
o fika AHY SSID HIEERYS A REER_E i iy & AR IR o 335 6 SR % b 5 SSID FEERS
3. BWERIRFAN Modem-sleep 55X

Espressif Systems 195 Release v2.3.0.0-esp32c3-361-gb5430077
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 4. AT #y2 R

’AT+SLEEP=1

Mg |3«

[ox

i
o RF ¥4R¥E AP [¥) DTIM E3HxM] (B as— s DTIM A 1),

4.6.3 A{r Wi-Fi i F % ¥ b Light-sleep f5i\

1. % Wi-Fi 2 station Bz,

’AT+CWMODE=1

M B <

’OK

2. FERRpKHIAR. BCEMWTIRIREN 3.

’AT+CWJAP="espressif", "1234567890",,,,3

i [ <

WIFI CONNECTED
WIFI GOT IP

OK

LK
* {5 AR SSID M T REFR ik ey rP AN o 35 B R0 b 5 SSID FI%E S .
3. BERHRIAN Light-sleep 5.
et

’AT+SLEEP=2

Mg o

’OK

i
» CPU ¥f£& HBRIR, RF WIS HRIEAT+CWIAP 1 811 W W 8] B 2 39 55 P

4.6.4 V¥ M Deep-sleep Fix

1. RERIRAETH Deep-sleep 3. 1% B deep-sleep i} [a] 4 3600000 ms.
e

’AT+GSLP=36000OO

i B«
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OK

LK
o BOEMEENG, BoAr E S, ORI, SRS N AT .
* T Deep-sleep #i3, ME— ML 5 {4 7 IR o
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Chapter 5

Il g ERIDE 2 3 O AT TR

51 4%k ESP-AT T4

ARSI /20 T A 4k ESP-AT TR, 552 Bt [ 1 be 3 3] ESP32-C2 S5t o M4BARY B 7 A A
b BV JOYR TR, INRTE R A E AT 38 2 g i A Lo R 2%, IR0 Bidnis ESP-AT TAE.

511 VEANBER

AR N R A TR, SER BSP-AT TAEAYTaME . FREEZ0%E . ME . MiFA L. Mkt
Linux &5:H'% .

¥ pmikIAe
Bl Rk EEE
build.py ¥ %

o % —%: ESP-IDF Hrik A I']
o % —%: 3IESP-AT

« =Y wHORE

o Hv: EIERE

e B AW WLETAL

51.2 45— ESP-IDF i Al]

1E41E ESP-AT TREZ 1, 155+~ {#/1] ESP-IDF, [N’} ESP-AT ;2T ESP-IDF JT %Y.

5 A ESP-IDF v5.0 MU A1 30R 1946 %, 56 hello_world TRMMEE . Hi%bAK FREMAE
ESP32-C2 FF 4 B 5 A5 B

il WP, HARGCEREE, SRAVEESE P R, PAZAZE ESP-IDF -4 fR A1
GUNEZ L

Se_E—2 1) ESP-IDF O A5, f#n] PAJFAG T ESP-AT TR 415
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5.1.3 &5 2b: 3RHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
T ESP32-C2 ZAIHRAH , HEEEDAE L AL iz4T ESP-IDF 5.0 CMD,

cd %Suserprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

S AT E B 5 GitHub A [ ME, W] DA ] git clone https://gitee.com/
EspressifSystems/esp—at.git F3KEL ESP-AT, W HESEE P,

ESP-AT ¥ 2k £ Linux #l macOS [f{] ~/esp/esp-at. Windows [{{] Suserprofile%\esp\esp-at,

ik FEASCRY Y, Linux Al macOS #:/E R G:H ESP-AT fBAN L2 KL N ~/esp; Windows #E RS
HIERIAIE 1SN Suserprofile$\esp. LI DARF ESP-AT ZAEfEATA B ISR T, (HigHE B
AT AT Br e . R, ESP-AT A SRR A SIS

51.4 52 2P

AT H TH install SRZLEHMITE, B2e%E T H R B 3 % 25 (KM 1) Python £, ESP-IDF {3 J# DA J&
ESP-IDF {K#ffif) dikas . T HE,

 Linux 5{ macOS

’./build.py install

¢ Windows

’ python build.py install

WA — LRI, 150 ESP32-C2 B HERE DA N L & 1 101 .

e ¥ Platform name, 40 ESP32-C2 &%1iX451%4 PLATFORM_ESP32C2, Platform name
i factory_param_data.csv 7 .

* Y& Module name, 4|11 ESP8684-MINI-1 4MB 520 1% ESP32C2-4MB, Module name [ fac-
tory_param_data.csv i %o

* JFHBEEH silence mode, Jo FHEPRFINER—L8 HEFF BB/ — MG O FIg4EH .

o {1 build/module_info.json XHAFE, PR = A ECERTFASHI. HiL, REHE
LB R, T Bz .

5.1.5 SEPUb: R
(4] USB Zef i) ESP32-C2 i % 3| PC b, PATREKE MG HG, PR A ik 4. ¥R, 0

RETFER IR A K% AT I AT R, MPORTRE Y. “AT MR . ST HE A
i VG B S B 4o TiX 5 AT 5% 2 5 R .

5.1.6 B hzb: ME TR

2470 H T.H menuconfig Rl E .
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* Linux B{ macOS

’./build.py menuconfig

¢ Windows

’python build.py menuconfig

WERPAEBTA S BRI RS, W23 R TR

---> (or empty submenus ----).

[ 1 excluded

Highlighted
Press <Esc><Esc>

<M> module < > module

< Save >

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features.
to exit, <?> for Help, </> for Search. Legend: [*] built-in
capable
SDK tool configuration ---=
Bootloader config --->
Security features --->
|
Partition Table --->
optimization level (Debug) --->
Component config --->
< Exit > < Help >

< Load =

B TARRCE - TR

BB ER T AR BB AR, QNS0 AT i R R 2P e Ss , WRAMB B R, B4t

AR IR B 2 1% T AR

51.7 58 g
BATPA T i & gid LR .
* Linux 3{ macOS

’./build.py build

* Windows

’python build.py build

WAREH TR IR, BPERCST SRKSE. EHERE AL ota 2} XA/
iFTEN G AAE build/ factory AR T A NI T CLFHY B E1F. 25 BIES WESP-AT B 2t

51.8 L BeRBliessy

BT AR A 2 RF A B [ sk 31 ESP32-C2 45 |
 Linux B{ macOS

’./build.py -p (PORT) flash

* Windows

’python build.py -p (PORT) flash

TG ) ESP32-C2 War iR A4 R B (PORT) o EUE & B R A5 ERF (- he s 3 flash v, /3R F5 2%

HEEH (PORT)
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4 F ESP-AT bin ANEE)E 3, I HATEIH “ota data partition invalid” , %3147 python build.py
erase_flash RERIEA flash, IRIFHFTFER AT .

5.1.9 build.py 5 7k

build.py AR ET idfpy B2 T EH (B idf.py <cmd> HIEEYH ST build.py <cmd> H),
A AIB T A T a2 AR E L k.

e Linux 5{ macOS

’./build.py -—help

¢ Windows

’python build.py —-—help

5.2 Wl e AT S 145D

RSO T W1 4 ESP32-C2 S B 1 AT port 511, BRINHGUL R, ESP-AT ffi i1~ UART 4%
PR AT B — AT H Al A FRRA EGI ), 55— AT %% AT Ao Rlemi (DT
FAmLH).

s ESP32-C2 B it AT 3115, 7%

o # 1% ESP-AT 142,

* ¥F menuconfig fit & T. EL5 factory_param_data.csv FEH& HHAE IO R 48 I

o /iF T42, FEbuild/customized_partitions/factory_param.bin AT bin .
o JEH784 bin AR RIEIE S

AR A IMESCGE I, S BRI TR E S R E

ik MBS O AT 6B 0§ 2% (1] AT SPLZ 1, AT through SPT Al (/1] AT £ 871 .

5.2.1 ESP32-C2 %1

ESP32-C2 AT [E {4/ H & b 1 A6y & 145 BT DAE 2 SO B E I, 162100 (ESP32-C2 Fi RS % F
WY A T A T

{80 H &0 1A

BOATOLT . AREEFEHLAY ESP32-C2 AT [A{F 61 AT UARTO 4 i i H 7 :

« TX: GPIO21
* RX: GPIO20

1 41% ESP-AT TA2i5, A i menuconfig Fitl & T HAF HAS MO H B -

e ./build.py menuconfig > Component config > Common ESP-related —> UART for
console output
e ./build.py menuconfig —> Component config —> Common ESP-related —> UART TX

on GPIO#
e ./build.py menuconfig —> Component config —> Common ESP-related —> UART RX
on GPIO#
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s g i % S 11 55 D
BOANEOL T, UARTL I %1% AT fi QML AT WRy, HAT R & (A factory_param_data.csv A% H 1)

vart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin f vart_rts_pin %],
AT PAELHZAE factory_param_data.csv 2 FH B i 145 ) -

o FTH A factory_param_data.csv,
o BB PTLERTT
o IRPEFRERE uart_port
o MPRFETILE vart_tx_pin fll uart_rx_pin,
o AT EM AR RIEYIRE, R uart_cts_pin Mluart_rts_pin WEN -1,
o PRAEFRNE .

53 @ AT w4

A SRR T Qe ESP-AT TAR SN e LY AT x4, PAATHTEST fir Nl st A0 T%
RN

FE SC— AR . DIRE RAFIY % 2T A NPT

i K’X.A71W ?
° /17%’ AT 4 op 7

— BN a2 BB T B R
o ZIX—TFE
AP BRIE T X R A2 an s, TR ) FR 2k ik 4 .
LR E)Y A
TRIG A H At
%]wlﬁ}4>fi*i

[ A S0 AT
MATAA 3R B N 89 B

AT frARMIEACRRATTIR, DA FESCIE BN, BRI 3 SO AT a4 1 =il

531 X AT w4

TEE AT Ap8 2, HIcHE AT 224 PRI E
Ay AR«

o G NPA + £k

o THEER (A~2, a~z). B (0~9) MHTSEGF (1, 5. -, . v ), HEIETEILAT 445
o tE

AT G2 W DAVE YRR Mhikar 4. Eifard . WE M MIITam S, B2EES AT 44

5
¢

S E B
AR 4

WG, & XIrHRRBN L. (B AT+TEST SCREAICA FPUFP AL, R e AR RBR R A .
HIRFwiTia

o

uint8_t at_test_cmd_test (uint8_t *cmd_name)

{
uint8_t buffer[64] = {0};

Q)
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(8L 7))
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;

i
i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;
3
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT RESULT CODE_OK;
I3
AT :
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
(QEE3)
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(£ L£50)

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

)5, WMesp_at_cmd_struct RiE L AT iy HIGHASCREA, TR BT E LT 4FRHN
+TEST " (FWT O AT) IFSEHTAIRERIR G2

static esp_at_cmd_struct at_custom_cmd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

QRN E SCRAN R, K HRE N NULL,

532 B AT w4

M APl esp_at_custom _cmd_array_regist () KM AT 5%, PAFE2HM AT+TEST HI/RBGIL
i,

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

i W esp_at_custom_cmd_array_regist flIA app_main () H'iJ at_custom_init ().

533 2%k P

WRRC B 588 T IR IE, 590% BESP-AT TREFHBesk i, % a2 B a4 L iE #1847
Slisfr— !

N2 AT+TEST HYizf 7150 .

I 4 :

AT+TEST="?

W i :

AT+TEST="?
this cmd is test cmd: +TEST

OK

A i fr 4 :

AT+TEST?

Wi i ¢

AT+TEST?
this cmd is query cmd: +TEST

OK

BeEm A
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AT+TEST=1, "espressif"

Wi % ¢

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif

OK

WA 4

AT+TEST

Wi i ¢

AT+TEST
this cmd is execute cmd: +TEST

OK

534 @ LRI E
ESP-AT B4 Hfesp_at_result_code_string index X T —LikEE S, WLk A EIES AT
JH H.

W T return BEGR FREE, WAJJHH APl esp_at_response_result () RiREaSHATE R . 7]
FEAHS  [EHEE ] API fl1ESP_AT RESULT_CODE_SEND_OK MESP_AT RESULT _CODE_SEND_FATL,

BN, 24 AT+TEST BT 2 AR5 2R 8k MCU K ik¥diit, Mesp_at_response_result ()
Kkl kg A, return ARXORAR B @y A PATEE R, RBRILAITR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W& B MCU R BEM OB OE R E
send_data_to_server();

// & [ SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

AT R I

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK
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535 RMESE

ESP-AT 42t LAF P4~ APL 3R Hin & 24

e esp_at_get_para_as_digit () WIRBFESE.
* esp_at_get_para_as_str() ﬂ%ﬁl??ﬁ%%éﬁo

IR RARAT G 4.
53.6 AWt H

AT AU E R L i S RO RS AL
IR SRR LR = ¢

o HwkiR B — i Ak
A e S 8

B 8RS AT+TEST iy 9y <param_2> Ml <param_3> ZHWENESH, HH <param_2> Jhk
TEH, <param_3> HFFFHSHL.

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

SRS .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 0;
int32_t para_int_2 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",_
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/)T Bl R

/) FREEEXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_
—2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

Q3]
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} else {
/B R A
VAR5 B
/) FREEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
7 B-F-S« X
memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_3);

esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/7 7 BR A
ZE LT EXE S
/) FmEEXERE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

A B

R AT+TEST fip 1 <param_3> ZECHFRHRSE, HANEE—SE, EHRGERENTTERSE.
AT+TEST=<param_1>, <param_2>[, <param_3>]
AT DR R W

¢ AT+TEST=<param_1>,<param_2>

e AT+TEST=<param_1>,<param_2>,
SEEARRL AT .
uint8_t at_setup_cmd_test (uint8_t para_num)
{

QNE3)
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(8L 7))
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/)RR
/)Tl EXEAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 Bl R
/) BEEZANEK
/)Tl EXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
}
return ESP_AT_RESULT_CODE_OK;
i
/I AR ARFRRSEC) ", WZSEBIRA A b .
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5.3.7 PFIEMAIIRIT

A EAR P ZEHEA AT, SR — D PUTEER, RIERGE T XA EERTRES IR U [F] 1 {E .
—oRUL, X RO THFES HEARSF AR TR .

WM ] semaphore [,

NIRRT

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 Bl R

// R A A ) B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 ME A AW RAT

/& “f%//\#urm%%

// BH¥HES% T H xSemaphoreGive 3k ¥ JX semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

5.3.8 M\ AT iy A 1 U A I Bt

ESP-AT SZHFM AT g3 75 05 AR R, e LA R #54> APLL

* esp_at_port_enter_specific () WERIVIREL, AT iy IR M ARERG, R Z%
e
* esp_at_port_exit_specific () M esp_at_port_enter_specific BEHEIHEEL.

AR ) J5 T 2 MRS R A e A BT AT

TR KL A Bt
R 2 MM <param_1> F5E THIKE, WITFHIR.

AT+TEST=<param_1>

PATR /R BB AU AN AT v FERBUK B2 <param_1> [ A X .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

QS
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(8L 7))
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer[64] = {0};
if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) {
return ESP_AT_RESULT_CODE_ERROR;
3
buf = (uint8_t *)malloc (specified_len);
if (buf == NULL) {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/) B R

// b A AL Al B semaphores

if ('at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) BB RNBERT S T

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AR LS R &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len —_
—received_len);

if (specified_len == received_len) {
esp_at_port_exit_specific();

/) RBRE A MNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/7 Bl R
SO WmERRABRERE >0, WEFRARERKREATHENEREKEKE
/7 VB E X de AT AL HE Ik MR & B3R
/7 A RR B AT O R AR KR
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}

/7w B R

VA R &

memset (buffer, 0, 64);

snprintf ((char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, specified_len);

break;

free (buf) ;

(FOAkED)
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(£ L£50)

return ESP_AT_RESULT_CODE_OK;

L, QR E AT+TEST=5, M AMEdE N 1234567890, W4 ESP-AT iR BIL5HATT IR

AT+TEST=5

>67890

received data is: 12345
OK

AR K L 4 A B

XAH IR, Wi-Fi S 45X, NEELRKIE.

AT+TEST

fii% ESP-AT 5 HAT IR MIBATEE R, OIS .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer([64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 Bl R

// Ak FE AL Bl B semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) RERNRERTHE >
esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREEK, EEKIARARERE AT {0 H A

esp_at_port_enter_specific(wait_data_callback);

L€ DN &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
memset (buf, 0, BUFFER_LEN);

(T oUgkEE)
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(£ L£50)

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

// AR SR E R

/)R AERERE e TR

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

/)T BR A

SO ERABERKE >0, WHZRARAMARETELE

/7 OB E AT AR R A& B

/7 WA R AT W R & KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}

break;
} else if (received_len > 0) {
/7 Bl R
AEN- S G Eop 3 N &
VAR - I A2 I &
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
I3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

PRI, RS — AN ARG 2 1234567890, 55 " AMAKUIERZ +++, A4 ESP-AT R BIZRAIT R,

AT+TEST

>

received data is: 1234567890
OK

5.4  mfufHt s ESP-AT Pk fig

BRATEOUT . ESP-AT M EALZ (8] fl 1 UART JEATIE A, PR bt o A b RO Sl A, B
it 115200 bps. I 1A% ESP-AT SCU A7 &, 5 1 ARASC, U A $HX PRI E . A< SCRA
ESP32-C2 S|, /484 ESP-AT FthhE .

Frik: ASCHET ESP-AT AT 542X ), fibfe i TCP/UDP/SSL A5k PERE R — Btk I ik

F PR A R I — M A, R R

o [f#] PeikBe E
o [IFH] RABBIEAR., AT MR E
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54.1 [ R] Pakifc i

L ¥ &S, LWIP, Wi-Fi G TR 58

R T ACHS BE 2 U1 HB T 2 module_config/module_esp32c2_default/sdkconfig.defaults S04 )5 ,
HE ESP32-C2 R5IA T B Ot b SUF N Y sdkeonfig.defaults SCF.

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO-y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 2735 UART ZE0p1X Je /by
YR ACRS B D1 at_uart_task.c SCAET uart_driver_install() 17 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERARCE . Skl . Bexkiats

rm —-rf build sdkconfig
./build.py build
./build.py flash monitor

4. ELnibt s UART Jfs
B AT iy 4500 -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/] B

W PRE T B0 7 YA — R P R AR A, (EAT AT BB BEARE T I . 53 AN LB E T REA
%ﬁﬂ%%#ﬁ%ﬁ, P B i T BE I A IR A S . I, P T ARG NIRRTk, AT
FEREHBIC

542 [Hiedd] BB . BERPEHAC E
) ESP-AT f3I [ R R KR HA 40T -
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System
53 G0
AT Core ‘—R3|
Y
[ 3
G9
TCP/UDP - == =» TCP/UDP
A
R4| 1S4
S2(|R2 i Remote Host S8| [R8
Y 1P
s1 |
Medium = | sedium R5 S5
R1 A
UART UART i \j
= a7 Link Interface 44—|i
Wi-Fi
SDIO SDIO L —> (( )) S7 o
Socket Socket Ethenct R6 R7
Host MCU ESP-AT AP Internet

P 2: et i

UnEl Tk B

* ESP-AT %3% (TX) %l S1 > S2 > $3 -> S4 -> S5 -> 86 -> S7 -> S8

* ESP-AT #1it (RX) fU%di 5 R8 > R7 ->R6 ->R5 -> R4 ->R3 ->R2 > R1
AR RIS T K, BB m e, 5 2 IR RO R A AR Y R AT O, AT 2
HARLE AR B BUUA Y R Z BTN, DA A IR 9 . FESCBR =i, fEAE
HUf B e — R ae A e B AT, P s SR i 5 3 A0 oy P B R T

Frilis NG EIY VAR NAE SR N RIERES PRI LA L AT+SYSRAM iy SR AL AT AT«

1. GO fyukfift
GO ARG AMILALAY Ry, S H I E AT :

CONFIG_ESP_SYSTEM EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT CPU_FREQ MHZ_120=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

2. S1. R17¥:fE4E

WHFREOUT, S1 AR & ESP-AT FrEE RIS . FOMBIARE 0L T, ESP-AT Fl J: ML i) i
JH UART BT 1R, By 115200, 1 UART R fF L, 35 BRIy S Mbps. t, J
M FATALT S Mbps, 0] PARE I BRIARY UART V0 R EALZ (B A5 o, [T PAEA T
T,

2.1 #£75 UART Z&m X K/
B AR B DI R f at_vart_task.c SCAEH wart_driver_install() 47 o
 }i7% UART TX it

Espressif Systems 215 Release v2.3.0.0-esp32c3-361-gb5430077
Submit Document Feedback


https://github.com/espressif/esp-at/blob/b5430077/main/interface/uart/at_uart_task.c
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 5. WA 4iFHIF & H O AT TR

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

25 UART RX i

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

5 UART TX #1 RX 70t

uvart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI UART J
JAL AT a2 FPAI 4T :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPSEND

.z & &

ik MR P UART n ASCRFEIX AR PR, I FLEAUN ESP-AT 2 8] UART #E4R
] REHbAT .

Friks AR B A AR TT SdIE T S Mbps, A PA% E{#1] SPL. SDIO. Socket &5 753, AT
2%

 Socket: Socket AT $5F5

3.82, R2. R3. S3 #ukfiifk

WM T, S2. R2. R3, S3 K& ESP-AT Fnt &K%, K4 AT core £ UART 221 [X
F A VMU (5 4 2 2 (AL 5, DCA R BASRERTI B B8, ofRiik.

4.S4. R4. S5. R5. S6. R6 HH-iAL

ESP-AT I E#HL2 [6)fi F UART #E/Ti#{5, S4. R4. S5. RS. S6. R6 JuFE{L4k. ESP-AT HI
FALZ [BE AL N BT TiE E R, S4. R4, S5, R5. S6. R6 @@ mifntr)— 1 HE.

S4. R4. S5, R5. S6. RO G IEHZ . MLZE. FEdREEM)Z 2 R Edn. B
A ESP-IDF ot WIfTHLRS WicFi P ScbY, T ARIRER, JEFT OB . I SEE 4 T UL
IE . /build.py menuconfig HHfTHEE.

o {4k S4 -> S5 ->S6: LRy 1A
o fiAk R6 ->R5 -> R4 FaUSCK R )y ) it

5.S6. R6 -4k

S6 il R6 2 il {5 W LAY K i )=, ESP32-C2 mJ DA J Wi-Fi s DA I 4 4 74 i 7 Jo
Wi-Fi [i 7 AN AT R Z S0, ATRER R 7 ol

* $215 RF RT3
BRI A S ) 558 1 AN S Ak = AR, P ] A A AT+ RFPOWER iy 4 £ ] il
B RF KBTI,

o PEE 802.11 b/g/n il
BN Wi-Fi £z HIY 802.11 b/g/n 18, H P AT 38 13 AT+ CWSTAPROTO fir 525 ) F1 4
802.11 b/g/m Ppill. FELEZXAIAY, HE W AP by Wi-Fi fxCHLE S 802.11 b/g/ %,
5 S it B4 HT20/HT40 (20/40 MHz) A,

6. S7. R7. S8. R8 &i-fiifk
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FEOLT, S7. R7. S8, R8 AJ& ESP-AT FFMEAULBITE R . DX A XA SE P [ 2517

. M

E%EE PP B A K

5.5 ol A pkily) S8 Sk

A T AT A A A 5 L ESP-AT W] 28— #E ] SO (factory_ MODULE_NAME bin),

4n,

LT REARAE ESP-AT [Pk {7 S ZACH . SHBTER H 2 UART 441, 00 n] DA T 71~
Fe e SLHRZBHL

* factory_param_type.csv
e factory_param_data.csv

T T A4 e

R B BOXPIA AR LE I 7 SO T S8 S

o FFE—A | LA
o FHE—A BB LA
o WSECGA ARG T AR

5.5.1 factory_param_type.csv

factory_param_type.csv FF T 0] AE LT S40, PARENSEmmEEE . BRATN,

I

customized_partitions/raw_data/factory_param/factory_param_type.csv.,

EEM T RS ENE R

param_name | jxBA

description TEGW 1% ESP-AT T AL HE /R BIALHFHINAG 5 -

magic_flag Z{EVE Oxfefe,

version PBENFSE ) SECEBIRA, SuiiRAh 3, REER.

reservedl 135 .

tx_max_power | ESP32-C2 fj Wi-Fi g K & 5133 [40,84], ﬁéf 5 I, ESP32-C2 R Wi1h= &5 .
uart_port T ik AT g FEIC AT [ [ UART 3 11

start_channel

iR Wi-Fi {538 -

channel_num

WI—FI E/‘J /%\’féﬁiﬁﬁ o

country_code EZA.

uart_baudrate UART By R,

uart_tx_pin UART tx % i

vart_rx_pin UART rx &l

uart_cts_pin UART cts &, A HRHEE N -1,

uart_rts_pin

UART rts &, AN FHEHEE N -1,

tx_control_pin

FEETF SR BRI, % x ﬁﬂiﬂ 75 MCU 739 o A E N -1,

rx_control_pin

ST KM F R, % ox BT ES MCU 7091, ANMEREHEEN -1.

reserved?2 1355 .
platform l:ﬁJ:‘lFJJIT#FE"J”!S (WFR A A 251 ),
module_name BT 24 H AR

5.5.2 factory_param_data.csv

factory_param_data.csv 35 & {1 1& T factory_param_type.csv 1 & LW H 2 501y ﬁ7 ¥ ESP32-C2
REO MR, BrEd R PR B E Xl S g SR R AR cus-
tomized_partitions/raw_data/factory_param/factory_param_data.csv H1,

Espressif Systems 217 Release v2.3.0.0-esp32¢3-361-gb5430077

Submit Document Feedback


https://github.com/espressif/esp-at/blob/b5430077/components/customized_partitions/raw_data/factory_param/factory_param_type.csv
https://docs.espressif.com/projects/esp-idf/en/release-v4.3/esp32c2/api-reference/network/esp_wifi.html#_CPPv425esp_wifi_set_max_tx_power6int8_t
https://github.com/espressif/esp-at/blob/b5430077/components/customized_partitions/raw_data/factory_param/factory_param_data.csv
https://github.com/espressif/esp-at/blob/b5430077/components/customized_partitions/raw_data/factory_param/factory_param_data.csv
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 5. WA 4iFHIF & H O AT TR

5.5.3 Wil A Fow OBl

AT L — IR BT Z3 W[ HE factory_param_data.csv S II—A~ B & XBLH, R HAR R S5
S AR A —A 44 MY_MODULE (1) ESP32-C2 #5424k il |~ S8 kil sef, HE AR A
JP, Wi-FifEig h 1 & 14, HE 255 PLATFORM_ESP32C2 ) ESP32C2-4MB FEZAAHIR, RIHIEPAT
R TEAE

o W58 factory_param_data.csv
» 157 esp_at_module_info Mtk

o EHmIF LA L A TURA

& factory_param_data.csv

1r factory_param_data.csv ¢ FH i & MY_MODULE I A S 5E .
HIE, ERMIEEEA—AT, AEMALTSHUE.

e param_name: value

¢ platform: PLATFORM_ESP32C2
¢ module_name: MY_MODULE

e description: MY_DESCRIPTION
» magic_flag: Oxfcfc

e version: 3

e reservedl: O

e tx_max_power: 78

e uart_port: 1

e start_channel: 1

e channel num: 14

* country_code: JP

e uart_baudrate: 115200

e uvart_tx_pin: 17

e uart_rx_pin: 16

e uart_cts_pin: 15

e uart_rts_pin: 14

* tx_control_pin: -1

* rx_control_pin: -1

& J5 1Y factory_param_data.csv A& A1 R s .

platform,module_name,description,magic_flag,version, reservedl, tx_max_power,uart_
—port, start_channel, channel_num, country_code,uart_baudrate,uart_tx_pin,uart_rx_
—pin,uart_cts_pin,uart_rts_pin,tx_control_pin,rx_control_pin
PLATFORM_ESP32,WROOM-32,,0xfcfc,3,0,78,1,1,13,CN,115200,17,16,15,14,-1,-1

PLATFORM_ESP32C2,MY_MODULE,MY_ DESCRIPTION, Oxfcfc,3,0,78,1,1,14,JP,115200,17,16,15,
—14,-1,-1

&% esp_at_module_info &yl

1E at/src/at_default_config.c F1[1] esp_at_module_info ZEMETRINE & XAEHWEE .
esp_at_module_info AR AL oTA FFZIGHIE token:

typedef struct ({
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;
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AR oTA BhEE, IRASE A28 ota_token MIE=/13% ota_ssl_token Wi%iXE & NULL,
F—AZH module_name PJ5 factory_param_data.csv A4 H1H) module_name —F(.

NHZBWGH esp_at_module_info ZEff&.

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

#eé&if
#if defined (CONFIG_IDF _TARGET ESP32C3)
#egg;f
#if defined (CONFIG_IDF _TARGET ESP32C2)
fendif

#if defined (CONFIG_IDF_TARGET ESP32CZ2)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<+8SL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

ﬂfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%H%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XAk 304 at/private_include/at_ota_token.h H ,

#if defined (CONFIG_IDF_TARGET_ESP32C2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT OTA_SSL_TOKEN_
. DEFAULT

o Pk TR RERE A OB

TEGSIN € SRR, iRYEZ % ESP-AT 142 SRk T4, (el B TREm et B SORCA.

Platform name:

1. PLATFORM_ESP32

2. PLATFORM_ESP32C3

3. PLATFORM_ESP32C2

choose (range[1,3]) :2

Module name:

x. MY_MODULE (description: MY_DESCRIPTION)
choose (range[1,x]) :x

G5 MU P {E esp-at /build/customized_partitions SUPRJENHR BN A M T 28 okl 5L
7t

554 P —-ATHAHEASE

AT — AR BINZHAFTHIE —A EE XSE B8N MY_MODULE IS4 date, FHIFHIE
h 20210603, WZHPAN BRI TR
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152 factory_param_type.csv
1528 factory_param_data.csv

EHRIF AR

& factory_param_type.csv

1& factory_param_type.csv 1€ X &% date.
WG, ERBIETEA—T, RFRESEIWHFR (param_name)., ffF% i (offset). 27U (type) FIR /N

(size),

param_name | offset | type size
description -1 String 0
date 88 String | 9

&) factory_param_data.csv

1 factory_param_data.csv i J5—SI R JF A5, H-fi4 N date, SRJGHF MY_MODULE X ¥ 5 B
k120210603,

PATR B EURT CSV A%

platform,module_name,description,magic_flag,version, reservedl, tx_max_power,uart_
—port, start_channel, channel_num, country_code,uart_baudrate,uart_tx_pin,uart_rx_
—pin,uart_cts_pin,uart_rts_pin,tx_control_pin,rx_control_pin,date
PLATFORM_ESP32,WROOM-32,,0xfcfc¢,3,0,78,1,1,13,CN,115200,17,16,15,14,-1,-1

PLATFORM_ESP32C2,MY_MODULE,MY_ DESCRIPTION, Oxfcfc,3,0,78,1,1,14,JpP,115200,17,16,15,
~14,-1,-1,20210603

AP F e LS
BRI PA A SR BOR AP F 5 IS8 date, DATR 2 M) Bk i 2 4U(H

static void esp_at_factory_parameter_date_init (void)
{

const esp_partition_t * partition = esp_at_custom_partition_find(0x40, Oxff,
—"factory_param");

char* data = NULL;

char* str_date = NULL;

if (!partition) {
printf ("factory_parameter partition missed\r\n");
return;

data = (char*)malloc (ESP_AT_FACTORY_PARAMETER_SIZE); // i
assert (data != NULL);
if (esp_partition_read(partition, 0, data, ESP_AT_FACTORY_PARAMETER_SIZE) !=_
ESP_OK) {
free (data);
return;

Q)
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(£ L£50)

if ((data[0] !'= 0xFC) || (datal[l] != OxFC)) { // # & magic flag = & # Oxfc._
—0xfc
return;

}

/7 o Bl R

/7 T EE X AT A E S H date

/) WA RE BT H date 5K

str_date = &data[88]; // date F B R H it
printf ("date is %s\r\n", str_date);

free (data);

return;

Tk TR

B2 % ESP-AT T42 BN THE,

15U P fE esp-at /build/customized_partitions SUPRJE MR BN A M T 280kl 5L
7t

5.55 AR ) S8R
RS TG BB BK factory_param_data.csv B R SE/MRZE I H T S8R, WTR AR R —Fh .

o EHTIFEAN LI
o RepiF k) A= ib )

o ARG ECET S A =R UHF

PRI TR

¥TIF factory_param_data.csv AR IE TFEE S5 .

H T 4% ESP-AT L (S %Hm % ESP-AT T42) , ) S8 i XX A esp-at/build/
customized_partitions XHJEA K.

Rgaikily) S8 sk

Yoe, TiRE#EAS BSP-AT THE.
SRJE, HIfE ESP-AT TREMIRHE K, MAPL T4, IS4,

python tools/factory_param_generate.py --platform PLATFORM --module MODULE --—
—~define_file DEFINE_FILE --module_file MODULE_FILE --bin_name BIN_NAME --log_file.
—LOG_FILE

e PLATFORM i MR -4, Wl factory_param_data.csv {1 plat form fH{E—E.
* MODULE F# WAL 44K, W5 factory_param_data.csv ' module_name HJ{H—Z.
* DEFINE_FILE i}y factory_param_type.csv [RAHXTE4E

* MODULE_FILE ##i } factory_param_data.csv HAH %] 4%

* BIN_NAME Bl il | S8 ol SO 4 .

* LOG_FILE fif{FRiZH A PRI 4

Espressif Systems 221 Release v2.3.0.0-esp32¢3-361-gb5430077
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 5. WA 4iFHIF & H O AT TR

PAR i MY_MODULE RY/R BT .

python tools/factory_param_generate.py --platform PLATFORM_ESP32C2 --module MY_
—MODULE --define_file components/customized_partitions/raw_data/factory_param/
—factory_param_type.csv ——module_file components/customized_partitions/raw_data/
—factory_param/factory_param_data.csv —-bin_name ./factory_param.bin --log_file ./
—factory_parameter.log

AT b5, R AT H SR ARIPAT =43

e factory_param.bin
* factory_parameter.log
e factory_param_MY_MODULE.bin

YH A N factory_param_MY_MODULE.bin "F#k#| flash W, w{#i ] ESP-AT $2{iLf¥) esptool.py #EFT
T, fr ESP-AT Wi H W H & FHATPA N v, HEH— LS4

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset —-—after hard_reset --chip auto write_flash —--flash_mode dio ——
—~flash_size detect —-—-flash_freqg 40m ADDRESS FILEDIRECTORY

* PORT #4 Ay 124 9K -

* BAUD B Al e,

+ ADDRESS iy flash T HAAGHAE . ESP-AT %} ADDRESS Z80A KSR, ARIELEHHT 2
B SRS RTR] TS5 R R A

% L SRR SO

Ta Bl Hodit
PLATFORM_ESP32C2 | ESP32C2-4MB [{: | 0x2B000

o FILEDIRECTORY Fi fy i | S8 — bl SO B AT B A2
IR R TSR SCpe SR F] MY_MODULE i 47 il o

python esp-idf/components/esptool_py/esptool/esptool.py —-p /dev/ttyUSBO -b 921600 -
—-before default_reset --after hard_reset --chip auto write_flash —--flash_mode.
—dio —-—-flash_size detect --flash_freg 40m 0x2B000 ./factory_param_MY_MODULE.bin

PO SR RS
B3 T EATIF 28 eI Sc MR factory param._type.csv H IS RLIAS Y, L BE MU (0 B
AT

P& G Y factory_param.bin 55% Z flash (FEFIG L F#45%).

5.6 vl B o IX

AT AN 2 5 2 ESP-AT $4Lf) at_customize.csv 5% H E L ESP32-C2 &% Ay K. A
WX — K E R X3

— 243 X3 partitions_at.csv LR G, FEICELAN A BY partitions_at.bin SC:. WR—F A REHE, R
Gk Esh . HIt, @B IL partitions_at.csv,

ESP-AT $#24L 7 2% 43X 3 at_customize.csv (L7 H & L. BRET—H0KXE.
FUE I ESP32-C2 %45 P4 X, 15 i = A IR E . SRS 28 B il 1wl = AN 3R .

o 574 at_customize.csv
o & %, at_customize.bin

Espressif Systems 222 Release v2.3.0.0-esp32¢3-361-gb5430077
Submit Document Feedback



https://github.com/espressif/esptool/#readme
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 5. WA 4iFHIF & H O AT TR

o BeF at_customize.bin £ ESP32-C2 1% %

o w17

5.6.1 {&pi at_customize.csv

S N FRILBIFELH ) at_customize.csv,

2% 2: at_customize.csv g%

=] L B’z

ESP32- | ESP32C2-2MB (ff 4 iff 2 MB flash §J ESP32C2 | module_config/module_esp32¢2-

C2 (ESP8684) #7%1) 2mb/at_customize.csv

ESP32- | ESP32C2-4MB (fif & iff 4 MB flash 1) ESP32C2 module_config/module_esp32c2_default/at_d
2 (ESP8684) %4i])

ustomize.csv

RJG, TEIERR at_customize.csv B G DA B0,
o B XWX Name fll Type N[ EL, {H SubType. Offset il Size A[ AR

o AR EASIM—AHRH P X, SR A BT 4 /E ESP-IDF (esp_partition.h) HE

X

- WREE L, W Type fH5 ESP-IDF [ .
— WRARTE XL, WHF Type BE N 0x40,

o HIP 0 X Name AR # L 16 5275,

* at_customize S} XIERIAK/INE XAE partitions_at.csv T, IRMNHT 173 X AN 208

5.6.2

H: ik at_customize.bin

1&EK at_customize.csv Ji7, 0T DAF B 4% ESP-AT TRE (i /] python I 4 gen_esp32part .py A
at_customize.bin {4,

R A, #E ESP-AT TR H SR THATPA a4, HE# INPUT FI OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT>

[OUTPUT]

* INPUT B HRFRITIY at_customize.csv 5y, il LRI BE AR .
* OUTPUT Fffe Jy A iU — i ik CSV Uk AR, WnSRAmE, K56 AR

5.6.3 4k at_customize.bin £ ESP32-C2 %%

R at_customize.bin | F| flash Hr, T UIMPRE 3 Hl SO SR 2 ESP32-C2 14, S H bek AT B+
Zi& 4%, FENAFBA at_customize.bin LT # ik,

2 3: AEIBE4H at_customize.bin [ &k

=) ] Hudik KD
ESP32-C2 | ESP32C2-2MB (firA 17 2 MB flash ) ESP32C2 (ESP8684) #41) | 0x1A000 | 0x26000
ESP32-C2 | ESP32C2-4MB (fir 7 4 MB flash ) ESP32C2 (ESP8684) #5%1) | 0x1E000 | 0x42000

TEHLEEOLR . WAZTRF at_customize.bin "N #¢F flash J5 4 GBI —LE AT Aiy4-:

AT+SYSFLASH: #0315 flash B P 4 X
AT+FS: M Z %1k

SSL R4 #sHH XA d

BLE fR45#HH K
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5.6.4 pi

AN EUMEL, R test 1Y 4 KB 43X 711 ESP8684-MINI-1 4MB 4 1,

B4k 3] ESP8684-MINI-1 4MB f1 at_customize.csv 3%, & E B4 X Name, Type. SubType., Offset
M size,

B EHHE ESP-AT TR, =iEYE ESP-AT iR H % N 4T python A4 /i at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c2_default/at_customize.csv at_customize.bin

R)G, BSP-AT R H %44 i, at_customize.bin,
=3, F# at_customize.bin % flash,
1& ESP-AT TR H K T HATA T 4, 4 PORT #1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset —--after hard_reset --chip auto write_flash —-flash_mode dio ——
—flash_size detect —--flash_freq 40m 0x1E000 ./at_customize.bin

» PORT #H i F 44 FK
* BAUD B HilFrR.

5.7 B m—A P Big 52

ESP-AT T2 T Vi, 3Rt TRIH B E SCf4F: factory_param_data.csv 1 module_config, 3531
T ESP-AT TR HFFE (BN R &) . A2 DA B e SR o
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=] [EHE BRIAELE S
ESP32 * WROOM- ¢ module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32 | ESP32_QCLOUD
-Q ¢ module_config/module_esp32_qcloud/sdkconfig.defaults

» module_config/module_esp32_qcloud/sdkconfig_silence.defaults

ESP32- | ESP32C2-

. dule_config/module_esp32c2-2mb/sdkconfig.defaults
C2 2MB focu c_contig ~o5p &
) (1}3[?]3 ﬂa;si * module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
£0)] ESP32C2
(ESP8684) %
51)
ESP32- | ESP32C2-
for) AMB (Jif 4 * module_config/module_esp32c2_default/sdkconfig.defaults
M5 4 MB flash * module_config/module_esp32c2_default/sdkconfig_silence.defaults
£0] ESP32C2
(ESP8684) %
%)
ESP32- | MINI-1
3 ¢ module_config/module_esp32c3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C3_QCLOUD
C3 -Q ¢ module_config/module_esp32c3_qcloud/sdkconfig.defaults

¢ module_config/module_esp32c¢3_qcloud/sdkconfig_silence.defaults

X

e« M4 /build.py menuconfig F [ silence mode x 0 B, Xf 5 B9 Bl B S04 R
sdkconfig.defaults,

e 24 /build.py menuconfig W) silence mode Ny 1 Bf, Xt 5V B i B B 4R

sdkconfig_silence.defaults,

R EHE BSP-AT TR ASInXs oA~ ESP32-C2 ALY 04, NI EAB X SR IE B« BUALHY “ESP32-C2
B R 2

o ESP-AT T 2% A& A S AL, AU4E ESP-AT TUd B AH L0 Fr BB, A8 B AR Wi F AR
H, EARBVGRNGEE, FATERER, SO MAHER.
» ESP-AT TR GRL 2RO, (B PR 2 g e B BL B 1Y

AR AN ZE ESP-AT TREfF >k ESP-AT & 37 f5 0330 ESP32-C2 it il A2 8, R3¢
PAGS T ESP32-WROOM-32 S H5 ki, A48 ] SDIO i A2 Bl ) UART #£1,
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5.7.1 A¥ factory_param_data.csv JR N5 B

FTH A MY factory_param_data.csv , TERMEGHGIEA 1T, RIGLPRTREREMHXESE AGIH, FA
¥ platform & E A PLATFORM_ESP32, module_name & & WROOM32-SDIO, HAWSHZEEN

T (BHEE SGE S % factory_param_type.csv) .

5.7.2

platform: PLATFORM_ESP32

module_name: WROOM?32-SDIO

description:
magic_flag: Oxfcfc
version: 3
reservedl: O
tx_max_power: 78
uart_port: 1
start_channel: 1
channel_num: 13
country_code: CN
vart_baudrate: -1
uart_tx_pin: -1
uart_rx_pin: -1
uart_cts_pin: -1
vart_rts_pin: -1
tx_control_pin: -1
rx_control_pin: -1

&) esp_at_module_info &5 {4

ST 215 7% esp_at_module_info 45 #11K .

5.7.3 BCE B

Y, #A module_config SCMFJE, BIEE—ANT SO IR AF OB ZH (1 i & SO (SO A FRR/
), SRGTEH PN ARG E S04 IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults PA f
sdkconfig_silence.defaults

A, FATE B M module_esp32_default CF I S Hod f BC B SO, HFEm AN
module_wroom32-sdio. FEAKIH , BlE 3 {} IDF_VERSION, at_customize.csv fil partitions_at.csv T 55
Bk, Fefi1H & sdkconfig.defaults Fi1 sdkconfig_silence.defaults :

o ffifl module_wroom32-sdio XN E, FEBUANFEE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_ config/module_wroom32-sdio/

—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_

—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/

—at_customize.csv"

* fii)J}] SDIO i, 5Kk UART HLE

- % UART [’

’CONFIG_AT_BASE_ON_UART:H

— Bri¥ SDIO Pt E

’CONFIG_AT_BASE_ON_SDIO:y

|

SER IR IR IG, AT E B n i ESP-AT T2 A: pUBLZH [ ¢, A, FRATAER & TRER, Mik#
PLATFORM_ESP32 Fll WROOM32-SDIO A B4 [ {4
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58 SPIAT $55

AR EZENA] SPLAT BSc B S, T2 AT LA T -

o fi A
o 1% )8 SPI AT

o SPIAT i %

5.8.1 T4

SPIAT 3T AT T#2, {fi I SPI Pl 4 T8 15 - £ 001 F SPLAT B, MCU % #54F >4 SPI master , ESP32-C2
WAy SPLslave, (AU i SPT PMY LT AT a2 B2 H..

fiJil SPI AT {3

AT TAEECAMH] UART HpisGEAT 8l (5, {H2 UART Pisloe— L5 2w AL e i 1 1 34 5296 A
W, P, A SR A i RSP SUAE S R R — R I (s %

I 3 SPI AT ?
T PAIE R A A PR IC B )5 SPLAT:

1. @ . /build.py menuconfig >Component config->AT->communicate method for
AT command ->AT through HSPI {fiff SPI AT,

2. T . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI Data Transmission Mode 645 SPI $({uf& iz,

3. J@isd . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings [t ® SPI {#i ji i GPIO &,

4. @3 . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings 3% SPI MHLE) TAERL, FEECE A XEEXIIK
/N

5. EIF esp-at TR (SF miF ESP-AT 142), FeHmEHIF217,

SPI AT ERi\F
R TONE RS ESP32-C2 B4 (] SPT AT WFERIA A {45 1 -

2% 4: SPI AT BRAE

B GPIO /e
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) I 8
QUADHD (gio/qout) 9

BtW] 1: QUADWP 5|1 QUADHD 5| I {LAERE T 4 £k SPI T AR o

A PAE L . /build.py menuconfig > Component config>AT >communicate method for
AT command>AT through HSPI>AT SPI GPIO settings, R)GHiF TAERAIE SPI AT XtV 1)
B (%% ESP-AT 1.42),
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5.8.2 {li] SPI AT

T SPLAT I}, ESP32-C2 545 iz TH) SPLslave TARFEF I Tl fFHAT

{2 F 2k (handshake line)

SPI j&—Fh master-slave Z5H)F) 4N, BT UML) i master &2, slave Joyk EalifEsmsids. H2, A
AT A TRR A B, F5%8 ESP32-C2 545 - 8h k0% T LR —2ef5 B, Ht, FA17E SPI master Al
slave Z [AJIS N T —AMEF-2k, RCH slave F- 30 [] master bR {5 B A DIRE

24 slave T BAL H AR, S ETFEW E3hfim, X7 master Ml 7= A4k —A>_E T GPIO Hr T,
master {25 slave (il (E, FHISCHUS, slave RHEFERBAC, S5HBGEE.
i R F LA B AR RN
* Master [i1] slave &% AT Hdliit, (I FLPHEN:
1. master [1] slave A& RGBT K, RI5% T slave [m 48 F 2 & H W) o idF &2 B0 015
=
2. master Kl 248 T2 L1 slave K A RENGE SR, FFHEEE.
3. master &A% 5, WA slave B L ELEH .
* Master 32U slave & iX1 AT i, (HHEFLHER:
1. slave i 1 2 T 26 1 master FF a2 ICEE .
2. master FEUEHE, IFEZIOIT ARG G, @A slave FidiE 2 4 2RI

LN

SPI AT (#Jiii {5 #% 3~ CMD+ADDR+DUMMY+DATA (/%5 ). #Effi ] SPI AT i}, SPImaster fifi Ff] 21—
SERF RSO AANT :

* Master [i1] slave %6 i i (438 7 4 5
50 FHLE ML AL

CMD (1=%) ADDR (1 =%) DUMMY (1 | DATA (&% 4092 %)
F1)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR RURETHRG , 7 B AR — 20N EORETHR AR ek, HARB@ EHRCh

% 60 THLEMMAL, EHUA BB 245

CMD (1 =%) ADDR (1 ZF%) DUMMY (1 DATA
F¥)
0x7 0x0 0x0 null

* Master $2Ui slave %1% (B I A0 38 15 1 S5C

# 7 EHLEIMAL AR A K

CMD (1=%) ADDR (1 =%) DUMMY (1 | DATA (&% 4092 %)
F4)
0x4 0x0 0x0 data_buffer

* Master HU{C slave ZORAIBAEIG , & B A — AN EORETHRA R ek, HARB@EHRCh

% 8 PAHLEMMAL, EHLEEERE 245K

CMD (1 =) ADDR (1 ZF¥) DUMMY (1 DATA
F1)
0x8 0x0 0x0 null
* Master [i] slave %% 175K %4 i 1 0/ NECHR 4 288 A5 41 5
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2 9: FHLm MBI A S Bl oK

CMD (15%) ADDR (1 =) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

Horp 4 779519 data_info HRLE AR AR ER A S, BT

1. Master [1] slave & EPEIREIFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTFHS , 1ZTFH5HE master BRI KA BT IERS, KB 16 ~ 23 bit,
3. Magic ff, & 24 ~31bit, [H5EH OXFE,

* Master {5l 2148 T2 B4 slave A MAIES )5, 2 AL 2K IH B2 slave JEA BRI T AR
X, R IEAT ER R AR, BRI E RSy -

# 10: BHUAGK, A PR Al a] BpRAES

CMD (1 =) ADDR (1 %) DUMMY (1 DATA (4 =%)
F1)
0x2 0x4 0x0 slave_status

RIEMRIER G, slave iR [BI RIRESE BRFAAETE 4 270 slave_status H, H RS Q0
1. slave 25 master &35 MEHREAI T4, KB 07 15bit; ({24 slave 40 T A SRRASHE, Z 7B
B
2. BIRFSS, K 16 723 bit, 247553k 3 KAl OxFF B, N — IR 755 EHrik BN
0x0. 24 slave b T A EARASHT, 7Bk master 75 1] slave ik 1)~ — FEARALN TS5 24 slave
AT AT ERRASHY, R FBEN slave 1] master &% T —MEAHFS5
3. slave A2/ AT ERRAS, KB 24 731 bit, Hdr, ox1 A, 0x2 K] 5,

SPI AT % ¥ 52 4 i e

SPI AT %l A B AR 3 243 i A4~ T -
* SPI master [1] slave %% AT $54:

| SPI master | | SPI slave |
| |

| step 1: request to send-———> |
| |
| <—————- step 2: GPIO interrupt------ |

|
| step 3: read slave status——> |

|
| - step 4: send data-————————- >
|
|

== step 5: send done-—————————- >

BASBREAR BT -

1. master [f] slave & 35175 3K 7] slave BEGREIIEK .

2. slave UKL master [ & 351K, FrILET slave FLiFBa 3R, W slave_status ZF 77255 A i master
BAWbrEN, RGiEid e 2 & master ¥ GPIO H1iif,

3. master FEUE| FWT I, B2 slave [ slave_status ZF774%, Kl #] slave i ABRISCEHR FRAS .

4. master (A slave K iEEHE

5. KIRFHREE A, master [1] slave Kk — AR ARG AIIE B .

* SPI slave [i] master %1% AT M)y :
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| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status—-—-> |
| <—————= step 3: send data-————————- |

| step 4: receive done——————- > |

BB PR BB -

1. slave [A] slave_status 27 /7458 5 A L1 master 32HLE B slave AR AR BN, SR )58 T8 T2l &
master _| ) GPIO .,

2. master FEULE| WS, S2HL slave [ slave_status 27 (74, Kl E] slave i A A iR E RS .

3. master FFURIZICE H slave BY%E -

- BdEEIE RS . master [1] slave &k — 2R BRICEIRES RITH S .

B 1 AT O R, FRATELAKIE AT ap- B, SO T A5V M) B 52 B AR A 5 o B

1527 at_spi_master/spi/esp32_c_series/README.md.

IN

SPI AT %} )31t SPI master M3 f51Ch%
SPI AT 7 B 2 {E & SPI slave fifi fl i), {# J] SPI master 5 SPI slave 47 18 14 7 B AL 15 45 & %
at_spi_master/spi/esp32_c_series.

BEW] 1. AEGE ) MCU JF A2 1, 58 U@ ] ESP32-C3 53 ESP32 #ifll MCU f1:2)y SPI master SizfT1it
ARG, AT EAE H B [ B B YA P

5.8.3 SPIAT @#i#%
A
 fifi ffl ESP32 (3% ES32-C3 JF &K AR {EA SPI master, izf7 ESP-AT Hf at_spi_master/spi/esp32_c_series

FISRAYACAD o HARE PR E AT -

1. fifif4: CPU TAESiRE ) 240 MHz, flash SPI mode it &4 QIO #ixt:, flash 45K > 40 MHZD
2. B HF ESP-IDF v4.3 (4R iFEREE, IR BI40HS H 1Y) streambuffer K/ NFE%E A 8192 F

o {§i ] ESP32-C2 iy SPI slave, #ii%3f-15: SPI AT [ (Z% %1% ESP-AT T42), J-¥ ESP32-C2
fic E TAEAE TCP i 445, HAKREFBCE AT

1. fififf: CPU TAEMRK E N 160 MHz,
2. B SPLAT gy st AT, K streambuffer 1) K /N E 8 8192 577, I ffi i ESP-IDF | )
example/wifi/iperf W11 sdkconfig.defaults.esp32c3 1 [{AH L B S44

MASR
RN T IATE SR RAT AR (AR
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% 11: SPI AT Wi-Fi TCP {5 #3%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeWA 1: 24 SPT (e i, Z BT R M4 4L BR ], 4 Dual 5% Quad T /A 1058 {5
PEFAH T Standard BRI W E .

B 20 HZ KT SPLEAEH M HES RN SRS Tl

5.9 Ifi9eBl OTA It

ASCRG R AN ESP32-C2 RFIRIHRSCI OTA J+. HHl, ESP-AT F1XfA [ 424L 7 AR =Fh
OTA fig%. R LMRYE A CHFREHIE G OTA fiyd-.

1. AT+ USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRSES AT B -

o OTA & A3F e B o ) 3%
o {# H) ESP-AT OTA 443147 OTA J+%&

5.9.1 OTA A% L e i 5t

AT+USEROTA

sy i8S URL 5B OTA Fh. SSRTATHSNECE AR HTTP 554t LA (T, H Az & 0Ok
DRI . ESHAT+USEROTA HUEZ A5 K. .

T ETH P HE X4, 0 A& at/sre/at_user_cmd.c JEACRS R ILHIZ A4
RS VAl ER7/pos N

L&A T H 2 HTTP 5525 .
2. B s URL,

GRS

o WERETHE AR S R AT E A, FETIRSEUE, ERTRETCIA B AT+CIUPDATE fiy
T4, BAEE R IEAE A AT+CIUPDATE #47 OTA F-48 A7 T H O 4 -

AT+CIUPDATE

I A 4 iot.espressif.cn f K ERIA HTTP k4585 . % & AT AFHN HFR 7 201X, 38 W] PAFHER
at_customize.csv HE LAY P H & oK. WEREH IR RERGIIRA, Zamdf eIt
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PR LATHIIRA . 1§57 AT+CIUPDATE 3REUCEZ A5 ..
a2 T A 7 S bin SCHF, IHEEELAT Tz —.

1. iot.espressif.cn B4 b % 1 O HTTP IR 5525 , JF 98058 B . Wife] SE 8L © ) AT+CIUPDATE
2, £ at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn J:ﬁﬂi%#’l‘&% FEAEE I L% bin SCPE. (RSB PIgt rid 11k E%ﬂlﬁ.‘éﬁ
ﬁ?gﬂﬁ%%tﬁuﬁﬂ@&%o) E 5 A4¢ B) AT+CIUPDATE # 4T OTA 48 3REUE 215 &,

LSRN R

L. .‘é’ W HRE R AR, NAT S EIRE R Ak

2. BARI G A e U bin SCPE, HEEA F K HTTP #5525

3. .‘fs!i’ﬁ H R HITP 5535 . B 7 IR0 RSy X Ah, A ST AE at_customize.csv L g L
W A LA 1K

AT+WEBSERVER

WA 38 T ) VS AR R /R T R AT [ B, e AR R4 KT fg . FET IR T
KA, IR web Ik PRI AT [ § 2] ks Tl L. &0 PAS%5 AT+ WEBSERVER
uY 3 Web Server AT =19 3REUE£15 A..

T SEEAE O HTML Wi, 55 2% /il fs_image/index.html, kT SRS H O 19 AT+WEBSERVER
e, &% R at/src/at_web_server_cmd.c,

RS ITALEE SR
L SRR OTA THk, AT I%ARE .

iR

o QR ETHI EA AR SR EE IR SRR E, ETHRESERUE, e oA ] AT+CIUPDATE iy
AFbe, ARG IR A% B AT+CIUPDATE # 47 OTA 9+ B T E O .

5.9.2 {§i}i] ESP-AT OTA #2#u47 OTA F}-4%
{4}l AT+USEROTA 47 OTA 7|4

5% AT+USEROTA $KEUE 215 4.

f§i)l] AT+CIUPDATE 347 OTA #4%
I AT+CIUPDATE iy T14% H & SCHY bin S, 15 5B 2 bin SCF AL ] iot.espressif.cn 7 H Ak
I token {E . DAF AL BRHIA T 40T 7E iot.espressif.cn A5 %I L A% bin L.

1. ¥TFF M3k http://iot.espressif.cn B https://iot.espressif.cn,
2. SilMBUHE BARY “Join”, iy AT, HEAEHIEFI D .

e
o UH[ Join TNRERF AKX PR, QSR GARGE I ThEE, EERAR g

3. HaMTTAE B “Device”, SRJG Mt “Create” SRAd— /4.
4. B ERE NG SRR — %Y, R ETR:
5. i FZ Bk i 45 OTA bin 4. FitlE AT OTA token Z4H 3 AR U A 7w -

iz TSR] SSL OTA, ¥EXi “The SSL token for AT OTA” 55 it & ,
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o0e® < m = ft 0] iot.espressif.cn &

)
My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems S E
lotBucket Histart -  Join  Login
K 3: 77T iot.espressif.cn FA %
lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join
B 4: A iot.espressif.cn
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lot-Espressif Device

-
DeVI ce search device name, serial, key, e product

4

iot_test

Id 147469
Serial 107¢7503 @
(*)  8daysago

Product

i Start ~ L weiyuanjia ~

&
—

& Export + Create

K 5: fid “Device”

lot-Espressif Device

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
"~ Public Device

Product

i Start ~

A weiyuanjia ~

Product s
Create Batch Create?
K 6: i “Create”
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|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

K 7 A A

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 8: Fil E AT OTA token %54H - 4% 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 9: it ® AT OTA token %54H - LB 2 #11 3
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6. wiiy “Product” #EAM L, 41 FQIETR . BdIER %%, £ “ROM Deploy” " AMUAFI corename.
R PR 5 i bin SCAFE AN “otabin” FFELRAE

IDt' ES pI‘ESSIf Device Product i Start - 2 weiyuanjia ~
PrOduct search product name, seral, dest product H status s

Id 3867

MName esp iot test

Serial Bbiddd7al @ (in B hours)

Status developing

Description

Activated / Total os2

9 Product {id: 3867, serial: 6badd7a9 }

Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing..
Activated / Total o/f2
0%
Datastreams ROM Deploy
+ Create
version vi.0
beta
corename int test

upload rom files, support max 10 files 4
sy | ootabin

& 10: %y AJiRASFI corename

ik

o WIREAEF at_customize.csv FE LA P HE XX, HfER ota.bin Hif A H
FHHE & S XA bin SCEEEPTT

o XT corename FE, MFEAUUH THBIEIX 4 bin S04

7. Hiify ota.bin FFHLRAF N L HIRA -
8. TE¥ s LisfTAT+USEROTA fip % WPRMZEE ISR, F5IT4h OTA JH.

[iRAH
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9 Product {id: 3867, serial: 6b4dd7ag }

Id

SBET
Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status developing...
Activated / Total o/s2
Datastreams ROM Deploy
e vi.0
choredbeta): v1.0 codenamediot)
i o bin

+ Deploy

& 11: AR 24 iR A ota.bin

o WE FALH] iot.espressif.cn [y bin SCAFZ TR, EEAE AT RN :
- WERFAG app 471X, #HKF bin XL E N ota.bin.
— WERFFHH A & LA IR, 3R bin U4 IRE A at_customize.csv H1f) Name B¢,
man, WRFY factory _Param 43X, {EHHRE N factory_ param.bin,
» ESP-AT RFH B A 7E 4 il OTA Zr X, sxX#E, Bl OTA T REAMNRE K, JFlh ESP-AT
P IE R 21T, (X T B 5K, BT ESP-AT (A &t , i/ NMOF9.
o ISRIEFT RN —IF UG TG F e i bin S0, IR 206K pIGIRAS, siR %8 OTA token ¥ ¥
b H &Y token i,

f#iJl AT+WEBSERVER 347 OTA 7}4%

5253 AT+ WEBSERVER 1 Web Server AT ) $REUHE 25 8.,

5.10 4 gy ESP-IDF JigAs

ESP-AT [E{4:5: T SR FZ WM - A HESE (ESP-IDF) , B4R [ ESP-AT [ 4% . 5 A€ ) ESP-IDF it
A SR ZN U B ESP-AT T #EERA 1% ESP-IDF Jii 7 , ANEE i 557 ESP-IDF Jii 4% , [H 4 libesp32c2_at_core.a
JIKJZ 1) ESP-IDF Jii 4~ 5 ESP-AT T.#£1) IDF fiuA A —2 ] 58 2 S 20 E R ) A R BRAE

H2, FERSUERIRTGOU T, ESP-IDF [/ MICA BUB t n] e 1 T ESP-AT TAE. WIRMATHEEH0H, A3
(ECIK(S e 2

ESP-AT [& {4 %} . i) ESP-IDF i A% iC 5% #F IDF_VERSION A4 H, X 6 3¢ {4 43 7 ¥£ module_config
SO TR B O [ B A SR e e A% SO R R T B4 [ 4R iy & T 9 ESP-IDF [ 4 2. #2832 ID
G PEHLHE, B, PLATFORM_ESP32C2 “F- & 1 undefined $i4H [#) IDF_VERSION fi T mod-
ule_config/module_esp32c2_default/IDF_VERSION,

WAy ESP-AT [B|{F 57 ESP-IDF AT, i # MDA AR AE
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o $RFFLN IDF_VERSION (4.

o MRIEFREFHH A2, $252 ID FG bk

o MBr esp-at WHFFIEA R esp-idf, DA F IR H 56 5k IDF_VERSION H1H5E 1Y
ESP-IDF 45,

o FP4iF ESP-AT T2,

I, 24 ESP-AT JiUASHI ESP-IDF A IEHL, S SR anh # k.

’Please wait for the update to complete, which will take some time

511 ESP-AT [i|{% R

ARSI T[] — ESP32-C2 R AT FEFAE S a5 fifF. B 25

5.11.1 ESP32-C2 %%

AT EVAT ESP32-C2 51 AT [ X5

« ESP32C2-2MB_AT Bin (75 f#i#:2y ESP32C2-2MB Bin)
« ESP32C2-4MB_AT_Bin (#<if#i#i2k ESP32C2-4MB Bin)

Sehp e A4

MR T E S E R ESP32-C2 41 AT BFBOA SRR 48 (1 & 3R ) . BRI SCREAT PATE
Wi A4 % ESP-AT TAG S m Ak (@ %%). 2R fmmd s (O £R), TREAY
A SN SE A SR a4 . IEXURARRYEIE AT BV #, &R EOR A AR CE, FHEH
Fromik. BATHEFERECFICIE MR E 7 RS 24T OTA TH-

W& ESP32C2-2MB Bin | ESP32C2-4MB Bin
base

user

wifi

net
MDNS
WPS
smartconfig
ping
MQTT
http
FS
driver
WPA2
WEB
OTA
blufi
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L7 5
E ESP32C2-2MB ESP32C2-4MB
Flash 2 MB 4 MB
PSRAM () ()
UART 45
TX: 7 TX: 7
RX: 6 RX: 6
CTS: 19 CTS: 5
RTS: 20 RTS: 4
SRR

NS T ESP32-C2 R AT [ TR0 Fr

BRAME ESP32C2-2MB Bin | ESP32C2-4MB Bin
ESP8684 MINI £ 4|
ESP8684 WROOM %4l

512 fpfaf M\ GitHub b # @it AT [ 1

H1 T ESP-AT & GitHub _FJH ] CT (Fp28E0) , bR AU Bt % B GitHub #2x A4 i ESP-AT [
i A o

TR AT FPEREEREA SN TR, SREAR LT, BFE AT,
WAL T RAISIPRCL B T 3 EEE, TS S mT RE R A oL

PATR g T A GitHub R 2ol A AT [T

1.

bt

o

SRR GitHub JiKk-5

TEFHAZ HI, e E A GitHub WKk, RN TR E S FAE .

FIFFMI L https://github.com/espressif/esp-at

ik “Actions” A “Actions” T

Ji “Branch” JEHEHEE 7 3
BRI master 43 3¢ ASRGEAT 8048 @ 2 SIS E LR, s “Branch” i#E AR E 43 3¢
F) workflow T [ .

Bl workflow 1A workflow T 1A

FFOHRZN B A e, fE Artifacts GUHE AP ERRARD Y 12

FT N BT SR Im I RCAS AT ik

il WERGEHE Artifacts TR AR BN AR, W SHESP-AT B £ 5% PEREE
AT T

" UART ]I 78 X, PRI S %o i E AT 3% 0 6 Ry
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B espressif/ esp-at @Waich ~ 44 7 Str | 371 | Y Fork | 251

<> Code () Issues 50 i Pull requests 4 (®) Actions [T Projects 00 wiki @ security ces

¥ master ~ Go to file Add file ~ About

AT application for ESP32

e xcguang Merge branch 'docs/update_how_to_customize ble... .. + Gdaysago Y0 1,473 ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
B .github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS SDK
8 components feat(core): Update at core version to 8789daa0 7 days ago espa266 esp32  wifi
B docs Merge branch 'docsfupdate_how_to_customize_... 6 days ago Dle  spi uvart  ethemet
. esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
& View license
I tools feature: Support compile on windows OS 7 months ago

I 12: ESP-AT GitHub ‘B 71 Jfi

H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251

<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae

¥ master ~ Go to file Add file About

AT application for ESP32 ESP-

e xcguang Merge branch 'docs/update_how_to_customize_ble_s... -- + Gdaysago 1,473 IDF & ESP32S2 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

&l 13: f5+F Actions
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H espressif/ esp-at @Wakch ~ 44y S| 371 %9 Fork 251
<> Code () Issues 50 11 Pull requests 4 (@ Actions [ Projects M wiki @ Security [+ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
%, clciCl Q Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docs/update_how_to_customize ... T ] 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.6.0 espas [ 7 days ago
CIC++ Cl #270: Commit 7135f05 pushed by igrr G) 6m 44s
© Merge branch 'feature/update_at_core_esp8266'i... LT AP CHEL T P, [ 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr G) 8m 47s
& 14: Actions T [&]
All workflows
Showing runs from all workflows
Q branch:master
224 workflow run results Event = Status - Branch = Actor =

Filter by branch

Find a branch

@ Merge branch 'docs/update BLEADVPARAM_param... .
master
ClC++ CI #285: Commit b492079 pushed by igrr [
© Merge branch 'docsitrans_compile_project_and_ad... .
master
clC++ CI #283: Commit e5ca22e pushed by igrr
© Merge branch 'docsitrans_four_compile_develop_d... .
master
CIC++ Cl #282: Commit cc39436 pushed by igrr
@ Merge branch 'docs/update_copyright_year' into 'm... =
master
CIC++ CI #281: Commit c6c38fb pushed by igrr
@ Merge branch 'docsl/fix_firmware_diff_doc' into 'mas... .
master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

Merne hranch 'darsladd cinstate command' intn 'm

¥ 15: j55f Branch

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3
release/v2.2.0.0_espB8266

test

[ [T = Py
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Workflows All workflows

All workfl Showing runs from all workflows
workflows

Py Clc++Cl Q. Filter workflow runs

271 workflow runs Event ~ Status ~ Branch - Actor =

@ Merge branch 'docs/update_how_to_customize_ble... = B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘feature/lupdate_at_core_esp32' into ...

° g P - —esp. release/v2.2.0.0_esp32 ETMYS agoe
CIC++ CI #270: Commit 713505 pushed by igrr @ 6m 44s
Merge branch ‘feature/update_at_core_esp8266" into...

° g P - —esp! release/v2.2.0.0_esp8266 ETMYS agoe
CIC++ CI #269: Commit 48e0237 pushed by igrr @ 8m 47s

K 16: S5 E 1 Workflow

@ Merge branch 'docs/update_how to customize ble services' into 'master’ C/C++ Cl #271

Summ
GD ary Triggered via push & days ago Status Total duration Artifacts
o 2 igr pushed - ec5792h master Success 6m 255 1
obns
@ build-esp32-wroom-at
; main.ymil
@ build-esp32-wrover-at y
on: push

@ build-esp32-pico-d4-at

build-esp32-solo-at
o p @ build-esp32-wroom-at 4m33s

@ build-esp32-dzwd-at @ build-esp32-wrover-at Sm 40s

@ build-esp32-mini-1-at @ build-esp32-pico-dd-at  5m30s
@ build-esp32-gcloud @ build-esp32-solo-at 5m18s
@ build-esp32-at-full-function-test @ build-esp32-d2wd-at 5m27s
@ build-esp32c3-mini-1-at ®© huild-esp32-mini-1-at 5m25s
@ build-esp32c3-at-full-function-test © huild-esp32-gcloud 5m30s
@ build-esp32c3-qcloud @ build-esp32-at-full-functi... 5m46s

@ build-esp32¢3-mini-1-at 5mis
@ build-esp32c3-at-full-fun... &m 11s

@ build-esp32¢3-goloud 5m32s

&l 17: 5511 Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 18: Artifacts T [f]
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513 a2k PKI SCAF

ESP-AT $2{}t python Jfi4< AtPKI . py X SSL e 55 @ ubA5 3¢, SSL %&b A5 3¢, MQTT UL 3C 1A
WPA2 IEH3CF (4% CAIES, cert IETAIFAEH) ey —dbHI k.

e JF —‘P};Kﬁ‘%ﬁ’] i'ﬁ;#g‘i
T

o FHKRH LAIEF ZaH LA

5.13.1  UE R SRS R

B TRFUEAS SOy — BRSPS, BIAR AtPKT . py ib S pa) bSO P A LR ME R
A AN UEAS SCPERS , RESAE SRS A/ NRBEAS N 12 7358, HAESCER BT 4 7R 5%

FHB ik
magic code (2 F7) 0xF1 OxF1
HESNINCE S ) UEAS SRR

KE (457) P4 SR = B SRV - magic code R/ - Z11 K/
- KD

PR (1 77)
ca: 0x01
certificate: 0x02
key: 0x03

ID (157) I VURCIE 45 34

WK EE (2 1) ety — R SO IEAS SCPFR RN

PA R 45 =3 ) SO N client _cert  bin SCHERBI, T HEHISCHTT L/ 12 7
FEAE AR PR

FB s
magic code (2 F7) 0xF1 0xF1
ESNINVESD 0x02 0x00
KE (4 %3) 0x20 0x09 0x00 0x00
%’éﬂ (1597) 0x02

D (1575) 0x00
]i]ﬁ-{(r (2 %9) 0x8C 0x04

W UL SRS, A AtPRI . py IBRTERREE — U SCPFMg R ML SO IT LA A 4 555K
oo SCOFIFR B /NSt 4 = Ay e n F -

FHB ik
HA (1 57)
ca: 0x01
certificate: 0x02
key: 0x03
ID (15) AT IR RS S
WAKE (277) At Ry R SO B UE B SRR
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PAZ BGE B =3 ) S /NI AE ) client_cert . bin SCHNBI, SCHTFLH /MR 4 7345 5
WRPrs:

FE Bk

KA (1 5) certificate: 0x02
D (155) 0x01
NAEKE (2%FT) 0x8C 0x04

5.13.2 A kurs e Sc
TR DA R 22— E A R S

o R AR,
o ZRiF A A R

JEIAS 2 )k

7 AtPKI. py BIHEARJE tools/AtPKLpy. 0] DAL —h el ARUEA R ARE (5 B . it nl AR Heiiad
AR fiir A 8 HE S

python <SCRIPT_PATH> generate_bin [-b OUTPUT_BIN_NAME] <PKI_LIST> <source_file> ‘

e SCRIPT_PATH: BIAREIZ. WHMEIEAT “tools” HixF, W SCRIPT_PATH  AtPKI.py.

* OUTPUT_BIN_NAME: ZLRAFA R HARSCHE 4 (B ARSCI 44 e X stk s A ik ) 5 st —o
OUTPUT_BIN_NAME #{AA WS, WIANR: A 2417 H SR A PKI . bin 30

e PKI_LIST: WZET ca. cert. key H—4,

« source_file: FAFEARAUE SISO IEB IR SCORAY 4 X ki i 5 AR X L )

PA ESP-AT ) SSL % itk 45 SCA R Bl #5mT DASRA T R THI ) iy 27E tools H3g FAZ A client_cert.bin
1411 o

python AtPKI.py generate_bin -b ./client_cert.bin cert ../components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt cert ../components/customized_
—partitions/raw_data/client_cert/client_cert_0l.crt

20 P10 ] A e

ESP-AT HE 45 SC4- I AEAi% %4425 components/customized_partitions/raw_data.

PA ESP-AT ) SSL % Pl 45 304l . dndi s R84 i 2 SSL & Pl b il S, bk B
sk client_ca R CAEREH N HCHK CAET, FFHK client_cert H3E MW cert EHE#H N
HOM cert JE45, K client_ key HFE AR H A H O KA.

ARG S AE S0P, RS OOE TR IR UM T AP0 F T o U T DA S LB 45
DB I 133 PRI

BTG, TS % %t ESP-AT T2 4% ESP-AT T,
5133  PFEEA EHE ek

iijﬂzlﬁ AtPKI. py UL ATTRAIEA SO bl S o BRI DA I AR O 3R 1 i S48 5% 2] flash
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¢ Windows

15~k Windows Flash [z T.H .

2% zip AP readme . pdf B(# doc HFRHKHELZ A XIZ LAMGEE.
¢ Linux or macOS

& {# ] esptool.py.

TEAT ATE ESP-AT #iE H 5i R TR T 1) fi - be sk kil S

esptool.py —--chip auto —--port PORINAME --baud 921600 --before default_reset —-
—after hard_reset write_flash -z --flash_mode dio —--flash_freq 40m --flash_
—size 4MB ADDRESS FILEDIRECTORY

¥ PORTNAME Biffe A ER 1. ¥ ADDRESS #iffe fyks il . ¥ FILEDIRECTORY #iifh ik
il ST H %

3 A A S

o AT+SYSFLASH 4
PLESP32-C2 fA MBI, AT PAATA R v K B client_cert 43X, 5% AT+SYSFLASH
RPCEZ (5 E .
1. 2 flash f 43X

AT+SYSFLASH?

e Y =

+SYSFLASH: "server_cert",64,1,0x1£f000, 0x2000
+SYSFLASH: "server_key",64,2,0x21000, 0x2000
+SYSFLASH:"server_ca",64,3,0x23000,0x2000
+SYSFLASH:"client_cert",64,4,0x25000,0x2000
+SYSFLASH:"client_key",64,5,0x27000, 02000
+SYSFLASH:"client_ca",64,6,0x29000,0x2000
+SYSFLASH:"factory_param", 64,7, 0x2b000,0x1000
+SYSFLASH: "wpa2_cert", 64,8,0x2c000, 0x2000
+SYSFLASH: "wpa2_key", 64,9,0x2e000, 0x2000
+SYSFLASH: "wpa2_ca",64,10,0x30000, 0x2000
+SYSFLASH: "mgtt_cert",64,11,0x32000, 0x2000
+SYSFLASH: "mgtt_key",64,12,0x34000,0x2000
+SYSFLASH: "mgtt_ca", 64,13,0x36000, 0x2000
+SYSFLASH:"ble_data", 64,14,0x38000, 0x6000
+SYSFLASH:"fatfs",1,129,0x47000,0x19000

OK

2. g client_cert 40X

’AT+SYSFLASH=O,"client_cert" ‘

M i/ :

[ox |
3. i client_cert 40X

’AT+SYSFLASH=1,"client_cert",0,2344 ‘

M 5/ :

> |
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2 <operator> jwrite [, RGEIar>IRICHATIRI] >, BORHEAT DAk A 25
AR, BRSNS <length> —8. MHABMEREN LG, RESPRATEL.

OK

* AT+CIUPDATE 4>
B, GEATARATLA R iy K BT client_ca 73X, S HAT+CIUPDATE SEUEZfF 5 .

W% RS X AR client_ca 43X, EAISEELH OB OTA %45, S %L
RYhafT 23, OTA F+4%

AT+CIUPDATE=1,"v2.2.0.0","client_ca"

Fik: AR RPER AL TE R, 7500 ESP-AT BCETTRERRE T 0. % BesHbhb i 5 17 B 7 5
SEIFT A4 AT+SYSFLASH?,

5.14 AT API Reference

5.14.1 Header File

¢ components/at/include/esp_at_core.h

5.14.2 Functions

void esp_at_module_init (uint32_t netconn_max, const uint8_t *custom_version)
This function should be called only once, before any other AT functions are called.
¥

* netconn_max —the maximum number of the link in the at module
* custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value -the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.
S8
* para_index —the index of parameter
* value —the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)

Parse string parameter from command string.
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S8
* para_index —the index of parameter
* result —the pointer that point to the result.
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —datalength
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

B
e true : succeed
e false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_ regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

S8
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)
regist device operate functions set,

%% ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%L ops —custom operate functions set

uint32_t esp_at_get_version (void)

get at module version number,

J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
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void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
S8

¢ data —data buffer to be written
* len —data length

B
e >=0: the real length of the data written
* others : fail.
int32_tesp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
ZH
e data —data buffer to be written
* len —data length
B
* >=( : the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
SH
e data —data buffer
* len —data length
B
* >=(: the real length of the data read from device
e others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

¥ timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=0: the length of the data received
* others : fail
bool esp_at_base_cmd_regist (void)
regist at base command set. If not,you can not use AT base command

bool esp_at_user_cmd_regist (void)

regist at user command set. If not,you can not use AT user command
bool esp_at_wifi_cmd_regist (void)

regist at wifi command set. If not,you can not use AT wifi command
bool esp_at_net_cmd_regist (void)

regist at net command set. If not,you can not use AT net command
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bool esp_at_mdns_cmd_regist (void)

regist at mdns command set. If not,you can not use AT mdns command
bool esp_at_driver_cmd_regist (void)

regist at driver command set. If not,you can not use AT driver command
bool esp_at_wps_cmd_regist (void)

regist at wps command set. If not,you can not use AT wps command
bool esp_at_smartconfig_cmd_regist (void)

regist at smartconfig command set. If not,you can not use AT smartconfig command
bool esp_at_ping_cmd_regist (void)

regist at ping command set. If not,you can not use AT ping command
bool esp_at_http_cmd_regist (void)

regist at http command set. If not,you can not use AT http command
bool esp_at_mgtt_cmd_regist (void)

regist at mqtt command set. If not,you can not use AT mqtt command
bool esp_at_ble_cmd_regist (void)

regist at ble command set. If not,you can not use AT ble command
bool esp_at_ble_hid_cmd_regist (void)

regist at ble hid command set. If not,you can not use AT ble hid command
bool esp_at_blufi_cmd_regist (void)

regist at blufi command set. If not,you can not use AT blufi command
bool esp_at_bt_cmd_regist (void)

regist at bt command set. If not,you can not use AT bt command
bool esp_at_bt_spp_cmd_regist (void)

regist at bt spp command set. If not,you can not use AT bt spp command
bool esp_at_bt_a2dp_cmd_regist (void)

regist at bt a2dp command set. If not,you can not use AT bt a2dp command
bool esp_at_£fs_cmd_regist (void)

regist at fs command set. If not,you can not use AT fs command
bool esp_at_eap_cmd_regist (void)

regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command
bool esp_at_eth_cmd_regist (void)

regist at ethernet command set. If not,you can not use AT ethernet command
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,

but it just supports one character now.

%4 terminator —the line terminator
Bl
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .

& 1] the command line terminator
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const esp_partition_t *esp_at_custom_partition_f£ind (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.

B8
* type —the type of the partition
* subtype —the subtype of the partition
* label —Partition label

& Ia] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_ar_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) |
len esp_at_port_read_data(data, data_len);
// TODO:

2% callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)

Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

5.14.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

Espressif Systems 252 Release v2.3.0.0-esp32¢3-361-gb5430077
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 5. WA 4iFHIF & H O AT TR

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members
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int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before enter modem sleep and light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

5.14.4 Macros

at_min (x,y)
at_max (X,y)

ESP_AT_ ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)
parameter length mismatch
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ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_ CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

5.14.5 Type Definitions

typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

5.14.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP

enumerator AT_MIN_MODEM_SLEEP
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enumerator AT_LIGHT SLEEP

enumerator AT_MAX_MODEM_SLEEP

enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT SUB_OK
OK

enumerator ESP_AT SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported
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enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT_SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT_PARA_PARSE_RESULT_FAIL

parse fail,Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
113 OK 7

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_ RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT_ RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT
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enumerator ESP_AT_RESULT_CODE_MAX

5.14.7 Header File

¢ components/at/include/esp_at.h

5.14.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)
get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_board_init (void)
init peripheral and default parameters in factory_param.bin

bool esp_at_web_server_cmd_regist (void)
regist WiFi config via web command. If not,you can not use web server to config wifi connect

void esp_at_main_preprocess (void)
some workarounds for esp-at project

5.14.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

ESP_AT_FACTORY_PARAMETER_SIZE
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Chapter 7

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr i O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .

* KIKAT+CIPSEND &4y, BE >2 )5

» RIEAT+CIPSEND YT, WK > 25

KEAT+CIPSENDL % By s, WK > 25

KEAT+CIPSENDEX V82, WE > 2 )5

K IEAT+SAVETRANSLINK V% B T, FH &% (AT+RST) s, BHERZ G

L]
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TERHEECT , Kk +++ e, MBI B,

"F 2 #%EK‘

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

 After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.

In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.

BAmBEX 7R, AT i I AR AT AU AR (B THRIIRIY+++) , A AT

A, XLERE 2 T B AR o

o JiEAT+CIPSEND W &4, BE > 255

o RIRAT+CIPSEND PATHA Y, HE > 25

o RiRAT+CIPSENDL % B4y, BE > 25

o KRIKAT+CIPSENDEX ¥ &4 M3, WK >2 )5

o ATTERFITEILT, SMa S BEARIEAZX .

o RIEAT+SAVETRANSLINK % By S 83, BHAREAT+RST s, BAERZ G
TR, Kik+++ @, MR B, #AH /\ab%fxo

DHCP Dynamic Host Configuration Protocol

BNAS FALELE L
DNS Domain Name System
4 R 5
DTIM Delivery Traffic Indication Map
JIBIN E2 RN
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT k%48
HID Human Interface Device
ML s
I2C Inter-Integrated Circuit
B FL B
ICMP Intemet Control Message Protocol
PRV P 4 il 41 SR
LwIP A Lightweight TCP/IP stack
— MR TCP/IP PSRk
LWT Last Will and Testament
1BE
MAC Media Access Control
MAC Hiik
mDNS Multicast Domain Name System
Z 1§ DNS
MSB Most Significant Bit
e AR
MTU maximum transmission unit
S ON 2 TSV
NVS Non-Volatile Storage
B KA e

Normal Transmission Mode Default Transmission Mode

In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:

+IPD.

During a normal transmission, if the connection breaks, ESP32-C2 will give a prompt and will not attempt to

reconnect.
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More details are in Transmission Mode Shift Diagram.

VLR BOAL R
AR, TGS AT apd. Bildn, M el PABS AT+CIPSEND fiy 4, Kik AT fiy
2 FCE ) MCU Hodls 21 (2 it om . A ERT il B 8t , Silad AT 4 iR 45 MCU, - [ b
2P +IPD fH ).
T Uy, PRIEHIETIT, ESP32-C2 AR HIE, JHmERNITIT.
WL A5 5% Transmission Mode Shift Diagram.,

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
Pl PETCLn . OWE 2—Fh Wi-Fi bRifE, Bl PRaEAT ti s 2 [ A8 (5 32 B OR AP, AN 52 HoAt b 5
(S o
HENGESH JEE TR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

ARG Wil @ hasi i .
TEEEBTE, A BERIEHE AT ai 4, B TR +++ frd-. AT ayd LIRS ErA 1 MCU
Bt oo, Rk um. M A s 2l it AT ay4 H oig o, &[]
%5 MCU,
Wi-Fi F AR, WRERWTIT, ESP32-C2 (% iy, S eI, Bk 5
A+++ B HFER, WL EE; ESP32-C2 f N RSF ARy, & K PHEERE RN T B e 5, iy B
M A +++ BB .
LN L1252 Transmission Mode Shift Diagram ,

Transmission Mode Shift Diagram

]
AT+SAVETRANSLINK=1[,..] :
AT+RST |

e e e e e — — — — — — — ——— ———— —— — — ——  ——  — ——  — — —— ——— —————

[l 1: Transmission Mode Shift Diagram

More details are in the following introduction.
* Normal Transmission Mode (&8 15 ;4% X))
e Passthrough Receiving Mode (i% 15 30542 X))
* Passthrough Mode (:% 15 #: X))
« AT+CIPMODE
e AT+CIPSEND
o +++
o AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
ARG TE-5-0 R4 AR X A A2 AR X Z [ — NI S
BB, AT RREA LB L Hitn; (B AT AT AR R B & & i &, @i AT fy
A OB MR R 25 MCU . B2 /41115 7% Transmission Mode Shift Diagram
PBC Push Button Configuration
TR L
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PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIIAIE, & ESP-AT TAEH 51192 % OPEN FIl WEP PASMI Wi-Fi AU
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIPEPIER . AR A (PKY) 22— imiErE. . 25% . EHECR S A
IR, FHMTE TG . A58, Aie. fOH . AR DA R B i1
HEZNHGSH NI EPIERE .
PLCP Physical Layer Convergence Procedure
PLCP i, B4Rz &R
PMF protected management frame
AR
PSK Pre-shared Key
B k]
PWM Pulse-Width Modulation
fikir S JEE VA il
QoS Quality of Service
iz 55 it B
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
S, O SoC Wiy — AL, FEATATE AR T HRRERIN O 5 LA
SMP Security Manager Protocol
AL
SNI Server Name Indication
[F&5 8 S TN
SNTP Simple Network Time Protocol
] EFL 08 225 Fh TR MY
SPI Serial Peripheral Interface
AT D
SPP Serial Port Profile
SPP 8, Bl MY
SSL Secure Sockets Layer
SSL #pfl, BpZe4E ey il
TLS Transport Layer Security
TLS P, RfE 2 22 APl
URC Unsolicited Result Code
FEREREERM, —BONR 4 MCU B & H Iz [ml
UTC Coordinated Universal Time
A Tk S
UUID universally unique identifier
18 E— TR
WEP Wired-Equivalent Privacy
WEP sk, R 20N
WPA Wi-Fi Protected Access
Wi-Fi {47151
WPA2 Wi-Fi Protected Access II
Wi-Fi {13771 11
WPS Wi-Fi Protected Setup
Wi-Fi [P

Espressif Systems 268 Release v2.3.0.0-esp32¢3-361-gb5430077
Submit Document Feedback


https://en.wikipedia.org/wiki/Public_key_infrastructure
https://zh.wikipedia.org/zh-cn/%E5%85%AC%E9%96%8B%E9%87%91%E9%91%B0%E5%9F%BA%E7%A4%8E%E5%BB%BA%E8%A8%AD
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-361-gb5430077

Chapter 8

> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
ANSEEEEEEEERERRE
FESEEEEEEERERR
FEESEEEEEEERRRE
FEEEEEEEEEERERE

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
* N TCP/IP HEALFIA G 2
o REMESEMBAR IR B2 BRIV T
o TEHUXHHE B 5 T b
o PR E SCAT iy

¢ genindex
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AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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A2DP, 265

ADC, 265

ALPN, 265

AT, 265

AT command port, 265

AT log

port, 265

AT port, 265
AT 443,265
AT H&E3mu,265

AT 3 H,

265

at_handle_result_code (C++ function), 252
at_max (C macro), 254
at_min (C macro), 254

at_sleep_mode_t (C++ enum), 255
at_sleep_mode_t::AT_DISABLE_SLEEP
(C++ enumerator), 255
at_sleep_mode_t::AT_LIGHT_SLEEP

enumerator), 255

(C++

at_sleep_mode_t::AT_MAX_MODEM_SLEEP

(C++ enumerator), 256

at_sleep_mode_t::AT_MIN_MODEM_SLEEP

(C++ enumerator), 255

at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-

at_write_data_fn_t (C++ type), 255

B

merator), 256

Bluetooth LE, 265
BluFi, 265

C

Command Mode, 265

D

Data Mode, 266
DHCP, 266

DNS, 266

DTIM, 266

E

esp_at_base_cmd_regist (C++ function), 250
esp_at_ble_cmd_regist (C++ function), 251
esp_at_ble_hid_cmd_regist (C++ function),

251

esp_at_blufi_cmd_regist (C++ function), 251

esp_at_board_init (C++ function), 258

esp_at_bt_a2dp_cmd_regist (C++ function),
251

esp_at_bt_cmd_regist (C++ function), 251

esp_at_bt_spp_cmd_regist (C++ function),

251
ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (C
macro), 255
ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
255
ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro), 255
ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
macro), 255
ESP_AT_CMD_ERROR_NON_FINISH (C macro),
254
ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
254

ESP_AT_CMD_ERROR_OK (C macro), 254
ESP_AT_CMD_ERROR_PARA_INVALID (C macro),
255
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),
254
ESP_AT_CMD_ERROR_PARA_NUM (C macro), 255
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL c
macro), 255
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 254
esp_at_cmd_struct (C++ struct), 252
esp_at_cmd_struct::at_cmdName (C++
member), 252
esp_at_cmd_struct::at_exeCmd (C++ mem-
ber), 253
esp_at_cmd_struct::at_queryCmd (C++
member), 252
esp_at_cmd_struct::at_setupCmd (C++
member), 253
esp_at_cmd_struct::at_testCmd (C++
member), 252
esp_at_custom_ble_ops_regist (C++ func-
tion), 249
esp_at_custom_ble_ops_struct (C++ struct),
253
esp_at_custom_ble_ops_struct::connect_cb
(C++ member), 254
esp_at_custom_ble_ops_struct::disconnect_cb
(C++ member), 254
esp_at_custom_ble_ops_struct::recv_data
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(C++ member), 253 (C++ enumerator), 256
esp_at_custom_cmd_array_regist (C++ esp_at_error_code::ESP_AT_SUB_OK (C++

function), 249 enumerator), 256
esp_at_custom_cmd_line_terminator_get esp_at_error_code::ESP_AT_ SUB_PARA_INVALID

(C++ function), 251 (C++ enumerator), 256
esp_at_custom_cmd_line_terminator_set esp_at_error_code::ESP_AT_SUB_PARA_LENGTH_MISMATC

(C++ function), 251 (C++ enumerator), 256
esp_at_custom_net_ops_regist (C++ func- esp_at_error_code: :ESP_AT_SUB_PARA_NUM_MISMATCH

tion), 249 (C++ enumerator), 256
esp_at_custom_net_ops_struct (C++ struct), esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL

253 (C++ enumerator), 256
esp_at_custom_net_ops_struct::connect_d&sp_at_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH

(C++ member), 253 (C++ enumerator), 256
esp_at_custom_net_ops_struct::disconnecsmlat_error_code: :ESP_AT_SUB_UNSUPPORT_CMD

(C++ member), 253 (C++ enumerator), 256
esp_at_custom_net_ops_struct::recv_data&SP_AT_ERROR_NO (C macro), 254

(C++ member), 253 esp_at_eth_cmd_regist (C++ function), 251
esp_at_custom_ops_regist (C++ function)), ESP_AT_FACTORY_PARAMETER_SIZE (C macro),

249 258

esp_at_custom_ops_struct (C++ struct), 254  esp_at_fs_cmd_regist (C++ function), 251
esp_at_custom_ops_struct: :pre_active_wrse alatgetcadiltmak _cmd_name (C++ func-

(C++ member), 254 tion), 252
esp_at_custom_ops_struct: :pre_deepsleersmldibagdkt current_module_name (C++

(C++ member), 254 function), 258
esp_at_custom_ops_struct: :pre_restart_addlsmckyet_module_id (C++ function), 258

(C++ member), 254 esp_at_get_module_name_by_id (C++ func-
esp_at_custom_ops_struct: :pre_sleep_callback tion), 258

(C++ member), 254 esp_at_get_para_as_digit (C++ function),
esp_at_custom_ops_struct::status_callback 248

(C++ member), 254 esp_at_get_para_as_float (C++ function),
esp_at_custom_partition_find (C++ func- 248

tion), 251 esp_at_get_para_as_str (C++ function), 248
esp_at_device_ops_regist (C++ function), esp_at_get_version (C++ function), 249

249 esp_at_http_cmd_regist (C++ function), 251

esp_at_device_ops_struct (C++ struct), 253  esp_at_main_preprocess (C++ function), 258
esp_at_device_ops_struct::get_data_lengtdp_at_mdns_cmd_regist (C++ function), 250

(C++ member), 253 esp_at_module (C++ enum), 256
esp_at_device_ops_struct::read_data esp_at_module: :ESP_AT_MODULE_NUM (C++

(C++ member), 253 enumerator), 256
esp_at_device_ops_struct::wait_write_camgdedte module_init (C++ function), 248

(C++ member), 253 esp_at_mgtt_cmd_regist (C++ function), 251
esp_at_device_ops_struct::write_data esp_at_net_cmd_regist (C++ function), 250

(C++ member), 253 esp_at_para_parse_result_type (C++
esp_at_driver_cmd_regist (C++ function), enum), 257

251 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_eap_cmd_regist (C++ function), 251 (C++ enumerator), 257
esp_at_error_code (C++ enum), 256 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_FAIL (C++ enumerator), 257

(C++ enumerator), 256 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERROR (C++ enumerator), 257

(C++ enumerator), 257 esp_at_ping_cmd_regist (C++ function), 251
esp_at_error_code: :ESP_AT_SUB_CMD_PROCESYIMNT_port_active_write_data (C++ func-

(C++ enumerator), 257 tion), 250
esp_at_error_code: :ESP_AT_SUB_COMMON_ERRGR at_port_enter_specific (C++ function),

(C++ enumerator), 256 252
esp_at_error_code: :ESP_AT_SUB_NO_AT esp_at_port_exit_specific (C++ function),

(C++ enumerator), 256 252

esp_at_error_code: :ESP_AT_SUB_NO_TERMINESEORat_port_get_data_length (C++ func-
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tion), 250 |
esp_at_port_read_data (C++ function), 250 12C, 266
esp_at_port_recv_data_notify (C++ func- ICMP, 266

tion), 249
esp_at_port_recv_data_notify from_isr |_

(C++ function), 249 LwIP, 266
esp_at_port_specific_callback_t (C++ LWT, 266

type), 255
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro), 258
esp_at_port_wait_write_complete (C++ MAC, 266

function), 250 TDNS. 266
esp_at_port_write_data (C++ function), 250 MSB 566
esp_at_response_result (C++ function), 249 MTU’ 266
esp_at_result_code_string_index (C++ ’

enum), 257 N
esp_at_result_code_string_index::ESP AT RESU TT‘rCaOr]PsEmiEsRsRP§n Mode, 266

(C++ enumerator), 257 NV 2 6
esp_at_result_code_string_index: :ESP_AT_RESULT_CODE_FAIL

(C++ enumerator), 257
esp_at_result_code_string_index::ESP_AT RESULT_CODE_IGNORE

(C++ enumerator), 257 OWE,
esp_at_result_code_string_index: :ESP_ATPRESULT_CODE_MAX

(C++ enumerator), 257

esp_at_result_code_string_index::ESP_AT REEHORHDEIFE 267
(C++ enumerator), 257 Passthrough Receiving Mode, 267

esp_at_result_code_string_index:: ESP_AIP_%SZéZT_CODE_OK_AND_INPUT_PROMPT
(C++ enumerator), 257 PCI Authentication, 268

esp_at_result_code_string_index::ESP_ATREZBT CODE_PROCESS_DONE

(C++ enumerator), 257 PLCP, 268
esp_at_result_code_string_index: :ESP_AIP_%S/Z@§T_CODE_SEND_FAIL

(C++ enumerator), 257 PSK, 268
esp_at_result_code_string_index: :ESP_AI{%%%T_CODE_SEND_OK

(C++ enumerator), 257 Q
esp_at_smartconfig_cmd_regist (C++ func-

tion), 251 QoS, 268
esp_at_status_type (C++ enum), 255
esp_at_status_type: :ESP_AT_STATUS_NORMAB

(C++ enumerator), 255 RTC, 268

esp_at_status_type::ESP_AT_STATUS_TRANSMIT
(C++ enumerator), 255
esp_at_transmit_terminal (C++ function), sSMP, 268

249 SNT, 268
esp_at_transmit_terminal_from_isr SNTP, 268
(C++ function), 249 SPI, 268

esp_at_user_cmd_regist (C++ function), 250 SPP, 268
esp_at_web_server_cmd_regist (C++ func- SSI, 268

tion), 258
esp_at_wifi_cmd_regist (C++ function), 250 T
esp_at_wps_cmd_regist (C++ function), 251 TLS, 268
G Transmission Mode Shift Diagram, 267
GATTC, 266 U
GATTS, 266 URC, 268
H UTC, 268
UuUID, 268
HID, 266
W
WEP, 268
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WPA, 268
WPA2, 268
WPS, 268

g
AR, 265

o

B, 266
LRERER, 267

%

e AR R, 267
F R, 267
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