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MR . BRIATEOLT , UARTO Fl UART1 (] 115200 AR Tl 17

Iy ESP32 #4135 14:4% GPIO1 Al GPIO3 /2% UARTO, {HIEH AR GPIO {2 UARTL, "FICHFEAI/ T
il ESP32 RANKLAL

WA K ESP32 A RIIF A {5 B il 2% ESP32 RS54 Ml ESP32 RTT A
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ESP32-WROOM-32 Z %]

[c[cc o O

[0[c600

Kl 2: ESP-AT il {s{ A {34 R B ]

# 2: ESP32-WROOM-32 R 5IAH {2 14 JHl 73 i

Ihee ESP32 Fr & t/1RAE /D HEEZER
‘ S
—Fﬁ ﬁ:/ﬁl tﬂ EI [ UARTO PC
+ GPIO3 (RX) . TX
¢ GPIOI1 (TX) e RX
AT 52/ Y 2
Ladll UARTI USB % UART & 11 itk
¢ GPIO16 (RX) e TX
e GPIO17 (TX) e RX
¢ GPIO15 (CTS) * RTS
¢ GPIO14 (RTS) ¢ CTS

BeW 1: ESP32 FF A MMl PC 2 [] {4 B 1% 42 B ) B AE ESP32 FF &l b, H T A USB #din 4301
KARAN PC BT,

Bl 2: CTS/RTS & ) A5 7 (5 W Rt 2 T e i A 75 4%
MR TR H T ESP32-WROOM-32 #idH 4 7i#4%, 155% (ESP32-WROOM-32 £ RHAE ) .
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ESP32-MINI-1 &7%1

Download/Log output

AT command/response

& 3: ESP32-WROOM-32 Z 51| fif {1143 7

ESP board USE to serial converter
RX T
™ RX
CTS RTS
RTS CTS
vy
=K

# 3: ESP32-MINI-1 Z 8R4 )7 i

Ihee ESP32 FF A& tR/HEEEHR] HEEZER
: ST
—Fﬁﬁ:/zﬁﬂﬁ EI [ UARTO PC
+ GPIO3 (RX) ¢ TX
¢ GPIOI1 (TX) e RX
AT 52/ 2
D UARTI USB % UART & 11 Kb
¢ GPIO19 (RX) e TX
* GPIO22 (TX) ¢« RX
¢ GPIO15 (CTS) e RTS
¢ GPIO14 (RTS) ¢ CTS

BEW] 11 ESP32 JF A& AR AN PC 2 8] 44 Il 4 5 . A B ESP32 JF &AL

KARAN PC BT,

BEW] 20 CTS/RTS A& A TE G RE (A4 D e A T34k

ESP32-WROVER #%i|

# 4: ESP32-WROVER R SR {17 58 [ 73 1L
Ihge ESP32 F L iR/ RAEM HEG&EEH
I HE T

KR/ H RS UARTO PC
« GPIO3 (RX) . TX
* GPIOI (TX) * RX

AT -/ 2

/L UARTI USB %% UART #: L1 i
* GPIO19 (RX) e TX
* GPIO22 (TX) * RX
* GPIO15 (CTS) e RTS
¢ GPIO14 (RTS) e CTS
Espressif Systems 8 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
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BEW] 11 ESP32 JF A AR Al PC 2 8] {4 I £ & A A ESP32 I et |

KA PC BT,

ESP board u

SB to serial converter

AT command/response

Pl 4: ESP32-MINI-1 RHIAE 1R 3

BEW] 20 CTS/RTS & A TE SRS (4 DI REIS 4 75184

ESP board
RX
™
CcTS
AT
command/response ATS

[ 5: ESP32-WROVER Z 5| fifi {4 % 332 7R 25 [&]

RX i
> RX
cTs RTS
RIS ———— CTS
, T USB Hin 2k i 0t
USB to serial converter
X
RX
RTS

R TR H T ESP32-WROVER B 4 71EH:, 5% (ESP32-WROVER $ARHE 1) o
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ESP32-PICO &%

2% 5: ESP32-PICO R4 fifi{fi% fiﬁ%ﬂﬁﬁﬂ

IfigE ESP32 F &R E M EigEEH
; o £
A E A H UARTO PC
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
A 2
T fir /L UART1 USB %: UART 3 1 ibe
« GPIOI9 (RX) . TX
« GPIO22 (TX) « RX
« GPIOIS5 (CTS) « RTS
« GPIO14 (RTS) « CTS

UL 1: ESP32 JT A PC Z [A] 1048 I FERE N AR ESP32 JF Zetf b, R (] USB Bl 24T

KARAN PC BT,

BEW] 20 CTS/RTS & A TE S (A4 D eI A T34

ESP board

& 6: ESP32-PICO F {4 iE %~ = A

AR T H LT ESP32-PICO-D4 #7i#H:, #5% (ESP32-PICO-D4 £ AHE Y

ESP32-SOLO %%

2% 6: ESP32-SOLO Z 41| fifi {14 3245 i - i

Thie ESP32 F L iR/ AE HEREEW
> Ef A /:!;: I
BRI A H RS UARTO PC
* GPIO3 (RX) e TX
* GPIO1 (TX) * RX
A 2
T 6 2/ UART1 USB # UART s LT Ktk
¢ GPIOI16 (RX) e TX
* GPIO17 (TX) * RX
¢ GPIOI1S5 (CTS) e RTS
* GPIO14 (RTS) * CTS
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Ui 1: ESP32 Ff &Ml PC 2 [A] /)4 ITERE B N B ESP32 JF &bl I, BT H USB Bl 26 1427
B PC BT,

BtW] 2: CTS/RTS & BUATEM B2 e 4 ik .

 _L___Ja§f:ff.

Download/Log output

ESP board USB to serial converter
RX ™
X RX
AT command/response  CTS ATS
RTS CTS

] 7: ESP32-SOLO 4| {445 R i

WA R H AT ESP32-SOLO-1 #f1i##:, 5% (ESP32-SOLO-1 HARBAE Y

14 PR

ASCHY DA ESP32-WROOM-32 #2H K5l , 23 4n4n] T 2k ESP32-WROOM-32 #L41 X} M/ () AT [E44:, AR
(L R EIREA |, HUE ESP32 RAVBLULB T 5% A4 SR,

TR AT BEE2 0, WOREE ERERTT RN, SLKT 5% i ik i,
XTI RIUOBAL, AT B PERT LR o A TS . AR SHESP-AT 1 £ .

14.1 F#k AT [fF

THTE MDA 2B AT B8 PC:

o FIFEAT B4
o FRBEPIBI TS MV AT AT {4
o AN AT T 3R

BeAk, FRAT R % T ESP32-WROOM-32 X I ) ESP32-WROOM-32-AT-V3.2.0.0 [&E{F, %M H 3
Gk S L&A bin U, HE ESP32 RV E ) H 54514 2 bin SRR SE N N4

— at_customize.bin /] Z ARk

— bootloader

| L— bootloader.bin

— customized_partitions
F— mfg_nvs.csv

| L— mfg_nvs.bin

|— download.config

— esp-at.bin

— esp-at.elf

|— esp—at.map

— factory

// bootloader

// AT H & X bin X #

// EFF ONVS 4 K # R 4 B AR
// EF NVS 4K bin X #
/] B E M E R
// AT M B #

/] BEFEFEATAFE bin X #

(T IU4kEE)
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(£ L£50)

| L— factory_XxX.bin
— flasher_args.json
FA* ota_data_initial.bin
|— partition_table

//
//
//

ota data X 47 # 1H
— %4 R 5|k

| L— partition-table.bin

L— sdkconfig

/7

THEEE &I AR

AT [t BB 4R E

Hrr, download.config I HEREI I SEL:

—-—flash_mode dio —--flash_freqg 40m --flash_size 4MB
0x1000 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0x10000 ota_data_initial.bin

0x20000 at_customize.bin

0x21000 customized_partitions/mfg_nvs.bin

0x100000 esp-at.bin

* ——flash_mode dio fAFRULER K flash dio FLXHFA TR
* ——flash_freq 40m fAERIE R A flash #H5% 4 40 MHz;
o ——flash_size 4MB A FEIE:EHLY flash /)N K 4 MB;
* 0x10000 ota_data_initial.bin f0FEHF 0x10000 HilikBesF ota_data_initial.bin 3¢

(G

1.42 Bk AT SR %%
THIRIE IR BAE RGN Y ek i .

Windows

T HRZ T, 7 F#k Windows Flash Nzk T H, {40145 50 25 Flash 2 T HH 48w

* ¥TJF Flash 3 T.H;

o PR RAL (AL, AT ESP32.)
o MR ER TR ERE—F TAERGG (i, FRATTEE develop. )
s RRERTRIEE RN D (s, FAEsE vart. )

P

5] DOWNLOADT..| o || @ |[ = |

chipType: IESF’BE

workMode: Ide"'e":’l}

loadMode: |Uart

1

Pl 8: [T FE B

o X AT BIPFGER E e, AR A7 ST —
- HETHEITEGYE™EA (B build/factory H3E FI¥ factory_XXX.bin) % 0x0 b
Ik /A% “DoNotChgBin”, i i & [ ) BRI C -5

Espressif Systems
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|j_ » Bl » O5(C) » bin » ESP32-WROOM-32 AT Bin ¥V2.2.0.0 » ESP32-WROOM-32-V2.2.0.0 » factory v|""|

a3 - HE v

RE s

=

BiF

actory_parameter.log
f: |
|7 factory_WROOM-32.bin

m

EIELC
®

OooocooOOoojE

SpiFlashConfig
SHESPEEDL ) SFUMODE _DETECTED INFO
DoNotChgBin "
@40MHz O QIO
LOCK SETTINGS
©267MHz @ QOUT O
oowe 800
Cowe oo
() FASTRD
Download Panel 1
~
_
START sTOP “ ERASE l COM:Y COM73 .
BAUD: (115200 =

9 FRE A I (RdeR)

Espressif Systems
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- T EZA bin LR AR FHBIE: ARIE download. config SCAHHTHELE, 57 A)i%
“DoNotChgBin”;

" download.config - B4

XHEF) BHE B0 BV #ESH
5 | ESP32 DOWNLOAD TOOL V3.9.2 [
]*fflash mode dio ——flash freq 40m ——flash size dNB = SEC
33 part1t15n7tab1;parutmn*tablemin J SPIDownload l HSPIDownload ‘
0x10000 ota_data initial.bin =

0xf000 phy_init_data bin

0x1000 bootloader/bootloader. bin

0100000 esp-at.bin

0x20000 at_customize. bin

0x24000 customized_partitions/server_cert.bin
0x39000 customized_partitions/mqtt_key. bin
0x26000 customized partitions/server_key. bin
0x28000 customized partitions/server_ca bin
0x2e000 customized partitions/client_ca bin
0230000 customized partitions/factory_param bin|
0x21000 customized partitions/ble_data. bin
0x3B000 customized partitions/mqtt_ca. bin
0x37000 customized partitions/mqtt_cert.bin
0x2a000 customized partitions/client_cert.bin <Pl SPEED. =Pl MODE

- P N - DETECTED INFO
0x2¢000 customized_partitions/client_key. bin H
@40MHz @ QIO
- . LOCK SETTINGS
©26.7MHz ) QOUT
CxMH: @00
sz 00Ut

) FASTRD

n

Download Panel 1

IDLE

grae A

START " sTOP " ERASE ]COM: coms M
BAUD: [g21600 -

Pl 10: RS kA E E (REEoL)

R TSR BRI, U AE T AR T B T COM i 15, FEA “COM:” "FHig1| Rk % i
5. 7 KA A i S TR N 4475 2% 4 Windows |78 i 11

B SE G, ik & AT B SRR .

Linux 3¢ macOS

FHIRBEFZ T, 4% esptool.py.
PAT PR AT —, FF AT [EFpasR 2k

o NIFFRE LA bin EE AR AL # A LA 2, B PORTNAME fil download.config &
£
esptool.py —--chip auto —--port PORTINAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z download.config

F PORTNAME #effe S HF K AR 805 1 48R, A B TCVER & %35 48R, 1 2% 7£ Linux il macOS
A E .

¥ download. confiqg Bl iz BN SE3)E.

PATF 2 [ (44257 2 ESP32-WROOM-32 Big1#y A f iy 4 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio —-—-flash_freq 40m —--flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0x10000 ota_data_initial.bin 0x1000 bootloader/
—bootloader.bin 0x100000 esp-at.bin 0x20000 at_customize.bin 0x21000._
—customized_partitions/mfg_nvs.bin

o HEETFHRITUIHEFEFE 0x0 Hihk: AL T4, Bt PORTNAME fl FILEDIRECTORY &
g
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esptool.py —--chip auto --port PORTINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Feffl il F AW ) 2k O AR, 47 0 YEM 8 1% 4% 1 248K, 162 % 7& Linux £l macOS
FEFEm .
Ff FILEDIRECTORY B i dT 6 i) r= A0 SO kA2, BRI, A E factory/

XXX .bin,
PATF 26 [ 4 55 & ESP32-WROOM-32 #i4 A s

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-

—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio -—-flash_freq 40m —--flash_size 4MB 0x0 factory/factory_ WROOM-32.
<4>bin

PaSESEIUG, TS AT B2 TR .

1.4.3 KA AT [l fFE MRessk k)

TR OA N AP BRI AT AT [ 2 A besi i -

e 3T T A, 11 SecureCRT;
o B PRI T R EERI CAT Ay SRR T (R AR ik aE ) ;
o PREE: 115200;
o BdEAL: 8;
o ¥:E&{7: None;
o IR 1
o Vi¥s: None;
« HIA “AT+GMR” 4, Jf Hi#fT (CR LF);

TR, WL OK, 2R AT [ ke 2 .

AT+GMR

AT version:3.2.0.0(s—ec2dec2 - ESP32 — Jul 28 2023 07:05:28)
SDK version:v5.0.2-376-g24b9d38a24-dirty

compile time (6118fc22) :Jul 28 2023 09:47:28

Bin version:v3.2.0.0 (WROOM-32)

OK

N, 5 EE I DA 7 sz —H6r A ESP32 g THHLH 65
Jitk 1:

o TR O T A, 4N SecureCRT;
o BB PR PR HE? MO, B OIS
o W 115200;
o BHEfL: 8;
 KU&{: None;
o (IR 1
e Ji¥s: None;
o BT AMY RST 8, 2 HERTHEE HEMLL, Wi ESP-AT B4 £ EMPIGIE T .
Jith2:
o FTHWIAER IO T H, 1l SecureCRT;
o HR: ArliE A T AGREE AT A /mahy” e AR T CRERE A BB BER T,
Fr R 1S S 4 A & 3%
o AR 115200;
o BHEfL: 8;
o K¥oH{i7: None;

o fEIRAE: 1
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* Jiif%: None;
o TERIZSIEIC “AT fy&/N" W D4 AAT+RST fy4, - H#4T (CRLF), # “ R E /4
7 RYER O H R AY H AL, R ESP-AT BB 2 IEMIRL T .

ESP32 JFHLH & :

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:Oxee
clk_drv:0x00,qg_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£ff0030, 1en:5884

ho 0 tail 12 room 4

load:0x40078000,1len:15844

1oad:0x40080400, 1en:3560

entry 0x40080604

I (29) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (29) boot: compile time 08:40:13

I (29) boot: chip revision: v1.0

I (34) boot.esp32: SPI Speed : 40MHz

I (38) boot.esp32: SPI Mode : DIO

I (43) boot.esp32: SPI Flash Size : 4MB

I (47) boot: Enabling RNG early entropy source...

I (53) boot: Partition Table:

I (56) boot: ## Label Usage Type ST Offset Length

I (64) boot: 0 phy_init RF data 01 01 0000f000 00001000

I (71) boot: 1 otadata OTA data 01 00 00010000 00002000

I (78) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (86) boot: 3 at_customize unknown 40 00 00020000 000e0000

I (93) boot: 4 ota_0 OTA app 00 10 00100000 00180000

I (101) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (108) boot: End of partition table

I (113) esp_image: segment 0: paddr=00100020 vaddr=3f400020 size=1a854h (108628)._
—map

I (161) esp_image: segment 1: paddr=0011a87c vaddr=3f£f80063 size=00008h ( 8) .
—load

I (161) esp_image: segment 2: paddr=0011a88c vaddr=3ffbdb60 size=04d5ch ( 19804).
—load

I (174) esp_image: segment 3: paddr=0011£f5f0 vaddr=40080000 size=00a28h ( 2600)_
—load

I (176) esp_image: segment 4: paddr=00120020 vaddr=400d0020 size=11f5cOh (1177024).
—map

I (609) esp_image: segment 5: paddr=0023f5e8 vaddr=40080a28 size=1e948h (125256).
—load

I (660) esp_image: segment 6: paddr=0025df38 vaddr=400c0000 size=00064h ( 100)
—load

I (676) boot: Loaded app from partition at offset 0x100000

I (676) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:17 rx:16 cts:15 rts:14 baudrate:115200

module_name: WROOM-32

max tx power=78, ret=0

2.5.0

MR AN T ESP-AT A%, 5 FJ3EESP-AT 2 1t 4 .

AR GRS ST QT ] ESP-AT, W58 S et Ak R, FRY AR BURE(FAIARME, AR ttidde, T
I I RECE A S WA e 82, ARIS P 8485, AR R 30MIbe sk AT [&IF.

Espressif Systems 16 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TS 0. HRT, SREERAT T UAT ESP32 RAIBILIAY AT [T,

e
o WIS E B OB AR WS AT [E4:, 35 5CRELESP-AT B 1 2 57 SCRY, %SO IR T
N[H) ESP32 AT AR SC i &4 . TR B A T 22 5, B Bh i 25 A i & gl
4 i

o QARGEANEHE Y AT EPFP R RIRCE, @n s atpy T F B AT BFH A S0RT AT EfF

— {52 UART i &

— 57 Wi-FiBe B

- BEGEF Fe FE AT E
— 147 GATTS fe &

2.1.1 F5sY

FERE R R TE AT BEARRT, 35AF4H5 524% 50 % 0, I REAG ) 4% TR ORI R 2R i

2.1.2 ESP32-WROOM-32 %

v4.1.1.0 ESP32-WROOM-32-AT-V4.1.1.0.zip  (#E45)
v4.1.0.0 ESP32-WROOM-32-AT-V4.1.0.0.zip
v3.4.0.0 ESP32-WROOM-32-AT-V3.4.0.0.zip
v3.2.1.0 ESP32-WROOM-32-AT-V3.2.1.0.zip
v3.2.0.0 ESP32-WROOM-32-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-WROOM-32-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-WROOM-32-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-WROOM-32-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-WROOM-32-AT-V2.0.0.0.zip
v1.1.2.0 ESP32-WROOM-32-AT-V1.1.2.0.zip
v1.1.1.0 ESP32-WROOM-32-AT-V1.1.1.0.zip
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https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.1.0.zip
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* v1.1.0.0 ESP32-WROOM-32-AT-V1.1.0.0.zip
* v1.0.0.0 ESP32-WROOM-32-AT-V1.0.0.0.zip
* v0.10.0.0 ESP32-WROOM-32-AT-V0.10.0.0.zip

2.1.3 ESP32-MINI-1 £%i|

v4.1.1.0 ESP32-MINI-1-AT-V4.1.1.0.zip  (#E45)

v4.1.0.0 ESP32-MINI-1-AT-V4.1.0.0.zip
v3.4.0.0 ESP32-MINI-1-AT-V3.4.0.0.zip
v3.2.1.0 ESP32-MINI-1-AT-V3.2.1.0.zip
v3.2.0.0 ESP32-MINI-1-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-MINI-1-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-MINI-1-AT-V2.2.0.0.zip

2.1.4 ESP32-WROVER-32 %1

e

BERBIATEEATHHY AT FfF, HEF G ESP32-MINI-1 251 %
AT RECERR A, AR ()1 ESP32-WROVER-B #8841, {i§ 1 Ji] HAth WROVER R51I#i4].

v2.4.0.0 ESP32-WROVER-32-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-WROVER-32-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-WROVER-32-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-WROVER-32-AT-V2.0.0.0.zip

v0.10.0.0 ESP32-WROVER-32-AT-V0.10.0.0.zip

2.1.5 ESP32-PICO #J%i|

v4.1.1.0 ESP32-PICO-D4-AT-V4.1.1.0.zip (#%7)

v4.1.0.0 ESP32-PICO-D4-AT-V4.1.0.0.zip
v3.4.0.0 ESP32-PICO-D4-AT-V3.4.0.0.zip
v3.2.1.0 ESP32-PICO-D4-AT-V3.2.1.0.zip
v3.2.0.0 ESP32-PICO-D4-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-PICO-D4-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-PICO-D4-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-PICO-D4-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-PICO-D4-AT-V2.0.0.0.zip

2.1.6 ESP32-SOLO #%i|

v4.1.1.0 ESP32-SOLO-AT-V4.1.1.0.zip (#i#%)

v4.1.0.0 ESP32-SOLO-AT-V4.1.0.0.zip
v3.4.0.0 ESP32-SOLO-AT-V3.4.0.0.zip
v3.2.1.0 ESP32-SOLO-AT-V3.2.1.0.zip
v3.2.0.0 ESP32-SOLO-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-SOLO-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-SOLO-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-SOLO-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-SOLO-AT-V2.0.0.0.zip
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https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V0.10.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V4.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V4.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V3.2.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V0.10.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V4.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V4.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.2.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V4.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V4.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.2.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.0.0.0.zip
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2.1.7 TP AT JA KA
THEHAT I AT AR E A SCRT PR TR AAS B AT A, S R AR (9 A AT O«
AL AR /N :

* T #k ESP32 AT % A R 12 1
o AT B PR A AT B S TRE it il S AR

ik iy PR R RS AR, AR TR ZS D7 R R B RN L A, R AT Bk
Elh 7SO T T 3

2.2 AT FfF®#4r

ESP-AT [E #4813 TR E DI Rem — bl 3ot

build

— at_customize.bin // ZH®kaREx (APaRK, 3lH T mfgnvs 4K W Ko
~fatfs A K @R HHF o XK A AN)

— bootloader

| L— bootloader.bin VA-E N -

— customized_partitions

| L— mfg_nvs.bin /) W BRESHK, 2HENELEXTH mfg_nvs.csv
— esp-at.bin // AT R A B #

— factory

| L— factory_xxx.bin //

SHEEDREN A XESE, ETUANRI AR RS M N 0 B flashe

~Z B, RFMRYPE download.config X H HFEREKET A4 X R F 3 flash.
o B XE R AR BA M By R ] 4.

— partition_table

| — partition-table.bin // — %A Kk (44K %)

L— ota_data_initial.bin // OTA ¥ 18 47 45 1 X
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Chapter 3

AT i 442

BN

3.1

FERAN T2 AT i

JERI AT 44k

A<

AT: Ui AT 530

AT+RST: TG

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: W& W) % &E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 8 & 2% 0] IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: % & HEARA,

AT+SYSRAM = i) M2 1] {5 %5 L

AT+SYSMSG: 5/ B ARG REE
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power

AT+RFCAL: RF 4Tk

AT+SYSROLLBACK =[] % 3| DA i %) [&142:
AT+SYSTIMESTAMP : 25 11]/35 B 7 Hb sk 151 7%
AT+SYSLOG: a5 AT B S $ER
AT+SLEEPWKCFG: %8 Light-sleep Wi JEFIMLE GPIO
AT+SYSSTORE : 1% B S,

AT+SYSREG: B &HA758
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3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b
AT %

[

’AT+RST

Wi i ¢

[ox

3.1.4 AT+GMR: #HHEMAEE

AT 4

e

A

AT+GMR

W i ¢

<AT version info>

<SDK version info>

<compile time>

Bin version:<Bin version> (<module_name>)

OK

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L

B PR, TP RGT4 -

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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» <Bin version>: AT [ {f A5 B, WA {5 B 7 PALE menuconfig # &, python build.py
menuconfig>Application manager >Project version. K E: 32 FTY,

e <module_name>: i I 44 FK, FF esp-at/components/customized_partitions/
raw_data/factory_param/factory_param_data.csv BE X,

Bl
o WREAEMTT ESP-AT [ {F A AL 0, 35 Jehe fit AT+GMR A E B -

il

AT+GMR

AT version:2.2.0.0-dev (cadlecd - ESP32 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

305 AT+CMD: 75 i3 5 B AT fr & B fir & Jtd

W i :

+CMD:<index>, <"AT command name">, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK

e <index>: AT Myl ¥%

e <” AT command name” >: AT fy2-%FR

+ <support test command>: 0 FE/RA T, 1 FRTHE

+ <support query command>: 0 F/RAZFF, 1 FRTHE
» <support set command>: 0 F/RATH:, 1 FTRIFF

« <support execute command>: 0 FRALH, 1 FRIE

3.1.6 AT+GSLP: jji A Deep-sleep izt

VLB AL A
BEmA
Wi

AT+GSLP=<time>

W i :
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<time>

OK

o <time>: ¥#FiUEA Deep-sleep (IS, HAr: ZFb. BoEMHBIENG, Bea H Sl , i HERR
WREERE, RSN AR .

- 0 R E S
— #ix K Deep-sleep I K258 28.8 K (231-1 ZFb).

L]

o HTAMRINER I, P ik A Deep-sleep HSFrmf K HHIBHHC Z 0] S AFAE 25 -

3.1.7 ATE: JFRek:0 AT ]k 3hf

* ATEO: XA [H] &
« ATEL: FFJ230E &

3.1.8 AT+RESTORE: &) &H

Parr %

=

’AT+RESTORE

W 7

’OK

el
B R R ER BT A D7 flash IS, IHRECERVAS AL
-

é}
BT R ERRE.
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3.1.9 AT+SAVETRANSLINK: ¥ ¥l Wi-Fi/Bluetooth LE i# {4 i {5 5

o % B Lk N TCP/SSL % 15 45 X 4% 8.

o % E FF AL UDP i 124X 12 8.

o % ¥ FHLIEA BLE 51X A2 8
BEEIFHLEA TCP/SSL #1155

peEmY mA

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>[,<"type">, <keep_alive>]

Wi 3% <

[ox

* <mode>:
— 0: XM ESP32 FHiHEA Wi-Fi i 142X
- 1: ¥/ ESP32 _HLiEA Wi-Fi i X,
e <” remote host” >: FFERSH, Fonmiy IPv4 #ilik. IPve #hlik, aiisss . &K K 64 F37,
« <remote port>: L 1{H
o < type” > FHHFRSBE, FoRGHZEEL: TCP”,” TCPv6”,” SSL”, B “SSLv6”. BRiA(H:” TCP”
+ <keep_alive>: [l H &) SO_KEEPALIVE &3 (Z%: SO_KEEPALIVE /}'43), Hfi: #b.

« JEE: [0,7200].
- 0: £/ keep-alive Zijfig; (BAIA)
— 1~7200: JFJ keep-alive Hjfig. TCP_KEEPIDLE i}y <keep_alive>, TCP_KEEPINTVL {&iy
1, TCP_KEEPCNT {4 3.
o ISR <keep_alive> B HAT+CIPTCPOPT 14 H1 <keep_alive> ZEMHA], %
GBI YT . MBI ARSI E <keep_alive> 24k, MIERIAfE A LR B & 1(HE .

Bl
o AVENF Wi-Fi FLE AR FERAENVS X, #58( <node> Jy 1, MR L EHZNIEAE %
WX TEBE

2N

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"

AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

BEEIFHLEA UDP BB B

P A

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox
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BH

e <mode>:
— 0: %P ESP32 ik A Wi-Fi if f£ 45X,
- 1: JF)5 ESP32 - Hii#E A Wi-Fi i £ 4 X,
e <” remote host” >: FFERSH, Fonwmiyg IPv4 ik, IPve #ihk, siisiss . &K K 64 F37,
e <remote port>: JTifsi I {E
C < type” >: FHFRSHL FRMEHKA: T UDPT 5 “UDPVG", BRIAfH:" TCP”
* [<local port>]: FFALUEA UDP &4}, i A% A b 11

hei]
o ARPE R Wi-Fi TFHLE A2 X 5 BARAEAE NVS X, 538 <mode> N 1, FR R ESIEALE
X TEBEEN.
o QSRGEARELT IPVO 2% 57—~ UDP &4, WIATRA T #fE:

- Wil AP 7 EF IPv6
- BEAT+CIPV6=1
— WL AT+CWIAP 6y 53R BUE]—> TPv6 Hbdik
- (A1) i@iTAT+CIPSTA? /ﬁ/\#é ESP32 27 3REE| IPv6 Hihl

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UubP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve6", 1005

PEEIFPLEA BLE #E LB R
B mA

’ AT+SAVETRANSLINK=<mode>, <role>, <tx_srv>, <tx_char>, <rx_srv>, <rx_char>, <"peer_addr"> ‘

W

[ox |

S

* <mode>:
- 0: X4 ESP32 |Hii#t A BLE & 5 4% X,
- 2: JFJ5 ESP32 [Hiif A BLE i f£ 45X,
¢ <role>:
— 1: client fa {0
— 2: server fi {4,
o <tx_srv>: tx [R5 )75 . AT {E8 GATTC B}, it AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
Y4 GATTS W}, @it AT+BLEGATTSSRV? 34251
o <tx_char>: tx [RG4FHE)FS . AT {E8 GATTC i}, 3833 AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR 1N GATTS B, il 3fAT+BLEGATTSCHAR? £ 425 .
o <rx_srv>: 1x R4 F 5. AT {8~ GATTC I+, i i AT+BLEGATTCPRIMSRV=<conn_index> fiy & #x
15 YEN GATTS B, @it AT+BLEGATTSSRV? fin 2251,
o <rx_char>:rx RS 4HE)T5 . AT /N GATTC B}, 38 13t AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
A N GATTS B, 833 AT+BLEGATTSCHAR? £33 251
e <” peer_addr” >: XI5 Bluetooth LE Hidil:.

|

o ARENF BLE FFHLiE 1545 X 5 BARIFEAE NVS X, ZHZ 5 <mode> 8 2, FIR_EHL H 313 A Bluetooth
LE i #42X.. FEBFER.
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il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL: P& LA B & & b
Ay

[

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

o <interval>: FAE%&ik[EfE. B0 20, BRAE: 20, JEFE: [0,1000].

it

o BT, 24 ESP32 A UART Bl #I5IG , ARIREI R A K BER T 45T 2920 747, Hdles
7RI R 2920 AT AR T RS, HINSSERF <interval> EFPEEERPICE )RR T
ST 2920 FHY A AR -

o MEEERAVDN, HBEAGS RN, W PAEE R E <interval> SRIRBHE AR NHL. 24
<interval> fR/NEF, WTVAREAR ] PO A A B A AE IS, (ELK S 30 P RS i ) 45 4 114
R, — R IR AR T A e

il

/) B R B R AR

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
Ay

[
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AT+UART_CUR?

W 7

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

7

=

EanA

¥

=

,/,?\:

’AT+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

e <baudrate>: UART JHpR
— BSP32 %45 VG 80 ~ 5000000
<databits>: EHEAr
— 5: 5bit FIR(
— 6: 6 bit Z IR
— 7: 7 bit HIRA
— 8: 8 bit (v
» <stopbits>: {5 [F{v/
— 1: 1 bit & k{v
— 2t 1.5bit &k
— 3: 2 bit {521 fi;
* <parity>: 5
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: NMfREmE
— 1: {#EERTS
- 2: {figg CTS
- 3: [AW{#ifE RTS i1 CTS

A

o AR Y 2 UART BCESEOWLER{E, BT IS I, T 685 B0 (EA 200 22 5% -

o RECEALRAFE] flash,

o U TR 4 I 45 2 TR B B2 i 4 1 CTS/RTS 45 M, 1% 1% W22 #+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

hil

AT+UART_CUR=115200,8,1,0,3
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3.1.12 AT+UART_DEF: ¥ UART BRINACEL, PRAEF flash

AT+UART_DEF?

W i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

¥

X

Wrs
4

=l

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

* <baudrate>: UART j4&%
— BSP32 %45 47N 80 ~ 5000000
<databits>: FIEA7
— 5: 5bit ZIR(
— 6: 6 bit I
— 7 7 bit v
— 8: 8 bit FIEAL
o <stopbits>: {5 1-{i}
— 1: 1bit fZ1}f7
— 2t 1.5 bit &1
— 3: 2 bit {F v
o <parity>: R
— 0: None
- 1: Odd
— 2: Even
» <flow control>: s
- 0: Afifgmis
- 1: ffigE RTS
- 2: ffifE CTS
- 3: [a]mH{iifE RTS il CTS

|

o FCE S UCRHRAATE NVS 431X, 2308 PR EHLIHS AR 3K
o {5 T TR 1 U 4% 2 TR O B2 i 45 1 CTS/RTS 4 M, 1% 1% W2 1+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,
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il

AT+UART_DEF=115200,8,1,0,3

3.1.13 AT+SLEEP: ¥ EIENREI X

AT+SLEEP?

W i <

+SLEEP:<sleep mode>

OK

v

¥

X

W
4

=l

’ AT+SLEEP=<sleep mode>

W

[ox

BH

* <sleep mode>:

- 0: ZEFHHEAREL.

— 1: Wi-Fi Modem-sleep 53, SRt 4l AP 1Y) DTIM 5 8 5P . (AR Wi-Fi £} Station
WHEEAERG 7500 Wi-Fi B, AR E, EASAR Ch TIRE I AT [EfF) ;. HAb
NI &

— 2: Light-sleep Bi=. 7E Wi-Fi £i3{2}j SoftAP 5 Station+SoftAP I A 15 & .

« JC Wi-Fi it
- CPU X H Bli#k ABEHR, FHREBLHCRE 5 o
« FA Wi-Fi fii
- CPU K5 B 3liiff AREHR, SR RIEAT+CWIAP S{AT+CWCONFIG fig % B E 1
listen interval ZEUEM XM,
* A Bluetooth Fz;
- 7E Bluetooth J"#875F, CPU X H itk ABEAR , S AU RE AR A 42 a] B i 5 5% FAT
- J£ Bluetooth 335, CPU Kf H gl ABEAR , S SRRt RE AR 415 7% 32 (8] il 2 1A 5 FAT
+ Wi-Fi A1 Bluetooth JE77AF
- CPU X H Bl ARENR, AT Hia o Y5 BRASEER 1 56 P4

- 3: Wi-Fi Modem-sleep listen interval #55X . S S R AR PEAT+CWIAP 1p S B 1Y 1listen
interval ZHUE M KM AUTE Wi-Fi #AC) Station I3 E AR 70 Wi-Fi T, foifik
B, EASES CHTHEIHR AT E4F); HABEIL T AR E .

(A
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* X Light-sleep B H], HIIRHTEITAT+SLEEPWKCFG fig % B B AP HAEEYER , 5 WV IEME, &4
FF—H AT HEIRIRAS .

* & Light-sleep #5505 , W15 Light-sleep Wi 55 AN 2 I, BA5RF B 2tk ABERREIEC , 24 Light-sleep
Wl 25 A1 G 1) m%ﬁﬁﬂ&@%@f*%@

o B BLE #iz{'F, H7f BLE Light-sleep il BLE Modem-sleep W flEIRIE . i) AT+SLEEP=2 fip%
J& J BLE Light-sleep, j#iid AT+SLEEP=0 #5435 /] BLE Modem-sleep.

o X}F BLE #x Y Light-sleep #5X, F PubFiafiftsh% 32KHz 4%, &0, Light-sleep #182x DA
Modem-sleep #3 TAE .

* AT+SLEEP T Z /R fili 5% 1Y Sleep AT 719 .

il

AT+SLEEP=0

3.1.14 AT+SYSRAM: #¢ifyHfi:2s [alfdi F % 8

iy

=4

A

AT+SYSRAM?

W i <

+SYSRAM: <remaining RAM size>,<minimum heap size>
OK

o <remaining RAM size>: 4FiF| 4SS |E], BAfI: byte

« <minimum heap size>: Z{TIAH/DHEZS[E], BAL7: byte. 24 <minimum heap size> /NFEi#E
ITT 10 KB I}, ESP32 1] Wi-Fi FI{RIIFER A HEHRE I BES 32550 o

il

AT+SYSRAM?
+SYSRAM:148408,84044

LTRSS E BRI A R GE A 7 L

"ﬂé?

AT+SYSRAM=<caps>

L)V

+SYSRAM: <caps_largest_free_block_size>, <caps_free_size>,<caps_minimum_free_size>,
—<caps_total_size>
OK
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o <caps>: fAEJI{H. TEIL A[A] capabilities i£ L. FJPAZHAME A, 1 AT+SYSRAM=0x1800, F/Rn

MALLOC_CAP_INTERNAL | MALLOC_CAP_DEFAULT,

» <caps_largest_free_block_size>: 4Hi caps B EL I KaS R, BA{: byte,

* <caps_free_size>: 4§ caps [T A RNIINEAT, HAL: byte.

* <caps_minimum_free_size>: t% I FHUS, caps T TS R/ Na R B/ ME, B7: byte.,
» <caps_total_size>: 4Hi caps FENIER/DN, EAf: byte.

R 4 as A1 i o,

A 4

AT+SYSRAM=<requested_caps>

— HWNWHFEANR AT A & 3% 2
size:<requested_size>, caps:<requested_caps>,

caps [y A A7 fE O fE fl. Ho

= o
& oowr PA

alloc failed,

<caps_largest_free_block_size> E T R /0 Bl <requested_size> K/NH) N F

.

3.1.15 AT+SYSMSG: #ify/i% ¥ ARG 158
iR A

ik
I H ARG R G EARES

e

AT+SYSMSG?

Wi % ¢

+SYSMSG:<state>
OK

)E’J

CEL A

WERG ARG WREFEHNSANE R AT MR, W8 AT+SYSMSGFILTER iy 4 -

’AT+SYSMSG:<state>

W i ¢
|ox
S8
¢ <state>:
— Bit0: BH Wi-Fi i# 1542 X, Bluetooth LE SPP }% Bluetooth SPP i 2 &3 ElE /R E B
0 RETED
+ 11 FTEJ +QUITT
— Bitl: MR fE E 2
« 01 MEAIRIERAPE /R EL, 40 XX, CONNECT
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x 1 ﬁ i ﬁé 40 ki EF% R 1§ E\, ] +LINK_CONN: status_type, link_id, ip_type,
terminal_type, remote_ip, remote_port, local_port
- Bit2: EERESHNMEE, T Wi-Fii£ 42X, Bluetooth LE SPP J% Bluetooth SPP
D ANTHERRE R
: 4 Wi-Fi, socket. Bluetooth LE B}, Bluetooth JRZS A AE A}, FTEIHR/REE., 0:

— "CONNECT\z\n" = PL "+LINK_CONN:" JFF L @WiE F= f &
- "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

- "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "+ETH_DISCONNECTED\r\n"

- DL "+ETH_GOT_IP:" JFF: W TFE R

- PL "+STA_CONNECTED:" F LW E R E

- DL "+STA_DISCONNECTED:" JF3L W # &1 &
- DA "+DIST_STA_IP:" %%é’]j‘,—grﬁ &

- Pl "+BLECONN:" FF kM & T fF &

- Pl "+BLEDISCONN:" F kW& & fF &

C>

*

*

—_—

Bl

o PAT+SYSSTORE=1, T B B HARAEAE NVS 40X,

* #ix Bit0 2 1, B Wi-Fi u%a‘%ii& xR +QUITT,

o ¥ W Bitl K 1, ¥ £ 5 WAT+CIPSTART FIAT+CIPSERVER fr 4, % % ¥ # =
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” TN
£ “XX,CONNECT”,

il

/) R Wi-Fi BHEBEKABATIRTEE
/) EERTHFARETFE
/] EERAAABTTHATH E R

AT+SYSMSG=2

7

o

// FEHERXT, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T IR T B
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: k2 R&%50 8000k
b A

Dyt
E I E TR EYSSuR/ bk

O e
iy

AT+SYSMSGFILTER?

LR
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+SYSMSGFILTER: <enable>

SV EHES () SBUR)
[

’AT+SYSMSGFILTER=<enable>

%
[ox
SHL
e <enable>:
- 0 BHARGEELE. REBIME. 255, REHEEARERN T IELRTE.
D EHARGEHEEANE. RS, RS BEIEN R ITE_E R EdE S8 AT fghi, MCU
TAWﬂ M AR ZFRIB A VCEE E R, A& E MCU.,

wi

-m%ﬁﬁﬂwmmG%MMHVV%ﬁﬁﬂm LUERR, FRE ARG SR A R Bt g,
SCPR T IAB AN R G A

-m@ﬁﬁﬁﬂwmmaMMRJwv,L&M%F%AﬁMﬂﬁ SRR, B IR AT RS
TH BT g

o FEMEAGE AR B, SREVE WU AT+SYSMSGFILTER=0 4>, M R4 Bk,

o QARGEET AT TR WRIF A, WA APIs 23 AT 4 1 &% .

/) BAEH AT 5B HE XK., HE LS W AT+SYSMSGFILTER.
AR, REHZEMNHEL A4 %E MCU (AT+USERWKMCUCFG #r A B M MCU % B Zh i) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEAERG R AT AU MBI AkFE ., KL W AT+SYSMSGFILTER.
AR (WREBEH) , KEHFEAWN L2 %BE MCU (AT+USERWKMCUCEG # 4 % & #y MCU_
MBI E)

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ EAEE MCU HfEH AT #5 0 WKL # . HE RS H AT+SYSMSGFILTER.
AR, REHKEMN S4B MCU (AT+USERWKMCUCEG #r 4 % BB MCU % B 3 #) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// FEBEH 4B MCU I %nﬁﬁl;b B AT A OB B KE. HIE AW AT+SYSMSGFILTER.
~wmAhaE (wBBER) , X% %&%m W B MCU (AT+USERWKMCUCFG # 4 % & #y MCU_
BT B ) .

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

Wl PRGBS A% BALiETR ),
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3.1.17 AT+SYSMSGFILTERCFG: #5 /it {5 255 Bk e us

C iiiEE
b ;F] rf ﬁﬁﬁ&/?
b imf]n"/l\li/%
Iy Ny

c}*% 8?*% “u?*n

(G URCRT 30

L N TR i EO

AT+SYSMSGEFILTERCEG?

LO)vE

+SYSMSGFILTERCEFG: <index>, <"head_regexp">,<"tail regexp">

OK

o <index>: JIPERAIRT].
e <” head_regexp” >: SLEIENFEER.
o <” tail_regexp” >: EFIENFEEX.

BRI IS

o A @A-

Ve A S

’AT+SYSMSGFILTERCFG:<operator>

W i <

[ox

* <operator>:

- 0: JEBRITA L UES . WIS, TR — L BRI S S TR

il

/) T PTR IL R B

AT+SYSMSGFILTERCFG=0

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢

OK

>
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RN R AT B & R AT 4 C1RHCH O Gl AR AR (B Sk 3Nk st A R 2R IE
MZAR), Y AT BREI SR K k5] <head_regexp_len> + <tail_regexp_len> Jg, #EFIE
MR SRR

AR IR ek A SR AR I R s L s R, sz ]

’ERROR

B SRV B vieea Wt -3 G v R N ER A PR /58790 ) IS A T

[ox

BH

* <operator>:
— 1 BEM—A g . — Dt PEAR AL A S BRI Ik RN e Bk ) ek K
* <head_regexp_len>: SLFFIENIZRIANKEE. il [0,64]. WIREEN 0, FRZMELEBIEN KL
FCHYPCHED, [EB} <tail_regexp_len> AHEN 0.
o <tail_regexp_len>: JEFIEMFALKE. il [0,64]. QIEREEEN 0, FARZMEZIBIENFREA
HIVCHEE, [A]lB} <head_regexp_len> AHEHN O,

o WM ARMGATEA MRS NESS, Hl T AT+SYSMSGFILTER 4 5 s 25 F 2400 Bad ik, 52

ﬂ%Mﬁ%%%%ﬁ%ﬁﬁ

o SRR ERIE WA kg S % POSIX HAIENEYE (BRE) .

o AT A UE S (AT % OB TX E08) PaT iR g, sz LR E N kXA ~ IRk, B

IENFER A s 453

o WA RS E MIBHPCES_F S0 E gk R B ERIE WA, REHEA Spdig. diEE, &

GEiH S Fak ST E_E s 2 9 AT st g dsi, MCU RLLE]; AP E W F 8 VLED_F i

BiE, 2RFERKE MCU,

o MERGIHEICEHE—AUER G, ARSI ITH TR IERS .

-i%ﬁﬁﬂm gL, REHEASE, AR RN RGHEMARK RS EGHE—
ATVERE

o XTFHFMEE RIS, MAENEKER /DI uERS, R HE T AT+SYSMSGFILTER=0 {4

HEHARSGHETE.

il

/) RER RS, LHEE "WIFI CONNECTED" F 4 B K &
AT+SYSMSGFILTERCFG=1,17,0

/) ik ARE OK f1 > J5, M A\ "WIFI CONNECTED\r\n (#E & \r\n & F 2.
ANE¥H, Xt R ASCITI A ¥y 0D O0A)

/) R ER G E T E

AT+SYSMSGFILTER=1

/7 AR R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT KN FH #r i WIFI CONNECTED Z% %4 4 E i) &

YRS A il BadiEa ),

TR —A~ i 28

%
B A
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AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi % ¢

OK

>

aRm R s AT BRIl AT 4 D8, DU T DA A K (BD: SKERIE 2k 2R ERIE
MFAR), Y AT UIREIEHE K JFAF] <head_regexp_len> + <tail_regexp_len> Jg, #HTIE
M Fk A e RS

ARSR IR D ek e R A 0 2R U S ik o i A, R ] -

’ERROR

B SRV B vieea Vet -3 G v 1 R NE ] 5 rstr 90 I IS A T

[ox

* <operator>:
- 20 R adugd
» <head_regexp_len>: S iE MK L ¢ 0.64], WIARELTH 0, W <tail regexp_len>
AHEA 0.
+ <tail_regexp_len>: RFSIENZEAKEE, WM : [0.64]. QAN 0, W <head regexp_len>
NEEH 0,

Bl

MM 0 2 A I A A AL DB

il

/7 M B B R R AR

AT+SYSMSGFILTERCFG=2,17,0

/) &4 ARE OK f1 > J&, # N\ ~WIFI CONNECTED\r\n (# & \r\n & A 2_
o/ANF ¥, %t B ASCII A ¥ fy 0D OA)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & i &

3.1.18 AT+SYSFLASH: #ifjukifs flash JI] )15y X
R

ik
#rif) flash H] 740X

Py
A

AT+SYSFLASH?

Wi i ¢
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+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W 3% ¢

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #frpX

-1 BAK

-2 HAK
 <partition>: X4k
o <offset>: fEFzidl
o <length>: (i K&
o <type>: JijFrIXER
* <subtype>: JJ 43X 1R
o <addr>: P4 X HihE
o <size>: RN

o [ AN A5 beok at_customize.bin, FH4EE IS H 4efT i 2 Lo R,

o B IXEF, EEEERIZERSX., XTPLEIT A <of fset> fl <length> BHORFEM.
W, 4 AT+SYSFLASH=0, "mfg_nvs" AJ[#ERIEA “mfg_nvs” X,

o XT3 X n] 2% ESP-IDF 73X 3%,

* ¥4 <operator> Nwrite B}, RGBS IERMITRE >, R DU A S WEdE, 5k
PRKEN S <length> —F(.

o EArIKHI, S EERIZS XK.

o WERERE Y mfg_nvs 43 XA SLLOHE , 5 AT+SYSMFG 1% (NVS H B X HE) . ansf
BB A mfg_nvs 431X, 50 AT+SYSFLASH fiy% (43 IXEEE) o

o H4rIXEF, MCU Wik G AEHE, #e—KES AL 28R SENAFAA L. FlindERE A 4KB
FAEAE, HRB AT

Bl

/) BHEAN "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" HREHHI 0 LB NFH "mfg_nvs" 4K (A A 0x1C000)
AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000
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3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs ] J14y [X

iy

i

1) manufacturing nvs f 743 X N ¥ 6 44 25 [] (namespace)

s

AT+SYSMFG?

L)V

+SYSMFG:<"namespace">

OK

PR o 4 25 T S BE QYD
é\

B WA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">]

Wi 3% ¢

’OK

ZH

¢ <operation>:
- 0: PERRERE
- 1 BEURAE
- 2: T ABE

e <” namespace” >: 44 a3[A,

o <” key” >: A, miFRNHE. Y <"key"> BUHNS, #EFR <"namespace"> WETHMBEXT; 1

P R M TR E R <"key "> AOSE{ER .

Bl

o THICPIEE AR AT (NVS), T a4 23(a] . BERT AR

il

// #E B client_cert & XM A Fr AWM BAEXN (H: BRHEANE 0 2 E 1o

~EEPRES)

AT+SYSMFG=0, "client_cert"

// ¥EH% client_cert # #& X B W MW client_cert.0 @M (W : BRBIAWHE oo

B F P IEF)

AT+SYSMFG=0, "client_cert", "client_cert.0"

y

N

I 44 2 ] SR (R

s

&
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AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>, <length>]

Wi i
¥ <"namespace"> AKX JGSEEE I, &IA]:

+SYSMFG:<"namespace">

OK

4 <"key"> NEZRSHEAEIS, R[]

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMROL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

* <operation>:
- 0: PEREEAE
- 1 EEHURAE
- 2: HA#RAE
* <” namespace” >: fiy% 23],
o < key” >: T, miFR M.
o <offset>: HEA WM.
¢ <length>: HHEKSE.
o <type>: FR{EH[IEHY,
- 1: u8
i8
ul6
il6
u32
i32
string
: binary

o <value>: SH{EAIEHE.

I
[cBEN I e NNV, I RO I )

Bl
* THICREE RS KA (NVS), T f#ar 22 im) ., BEXT IS .

2N

/] OEB LA A

AT+SYSMFG=1

// LBl client_cert @ & X B W r A W £ 4

AT+SYSMFG=1, "client_cert"

// B client_cert @ & Z A W H client_cert.0 48 W &
AT+SYSMFG=1, "client_cert", "client_cert.0Q"

Q)
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(£ L£50)

// LBl client_cert @ % X FE W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
LEH
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

[ 2425 ] N 5 A B

peEmy mA

’AT+SYSMFG:<operation>, <"namespace">, <"key">, <type>, <value>

Wi i *

[ox

S

¢ <operation>:
- 0 PEPRERAE
- 1t SEEERfE
- 2: BA#AE
» <” namespace” >: fiy4%3|H.,
o <” key” >: B, siFROME.
o <type>: F{HIYAA,
- 1: u8
- 2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: [ <type> A, WILSEE UK :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CFRMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT CER R AT 8 s, BERHETT DU A S, 24 AT 208 8 K S 2
<value> )i, WIS7R[) a4 2510 E A SEEXT .

I
NN R W

|

o THIEPIEE RS RMEATAE (NVS), T a4 2s(a] . BERT IR

* AR, I TR A 2 SRR (NVS AR 2 S EREEN ) -

o WEREARE R mfg_nvs 73 XA SRR R, T T AT+SYSMFG fip4 (NVS HEg S04 . f2R
BARBECEA mfg_nvs 72X, 5 HAT+SYSFLASH fir % (73X #:AF) o

il

// 1/ client_cert @ % X Al A MW client_cert.0 # 5 NFH WA (B : E#H client_cert.
A TEAHE 0 BEFHIER)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

/) B ORE > B, EA 1164 FHHIEH @
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3.1.20 AT+RFPOWER: #5if)/i'% RF TX Power
Arifg i A

Yitig:
#¥if] RF TX Power

s

AT+RFPOWER?

W

+RFPOWER: <wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>
OK

)E’J

CHLN A

A

’AT+RFPOWER=<wifi_power>[,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>]

* <wifi_power>: {2} 0.25 dBm, FLUNEEMSEE A 78, WISLPRIY RF Power {f 78 * 0.25 dBm
=19.5dBm. [t )50iE4F AT+RFPOWER? A HiIASL P RE Power {f.
— ESP32 &£ (W HUEEE 4 [40,84]:

REE | EEE | EkE [ Ekr dBm
[40,43] | 34 34 85
[4451] | 44 44 11

[52,55] | 52 52 13

[56,59] | 56 56 14

[60,65] | 60 60 15

[66,71] | 66 66 16.5
72,771 | 72 72 18

[78,84] | 78 78 19.5

+ <ble_adv_power>: Bluetooth LE | %% RF TX Power., HUHEEFEI K [0,7]:

e 0: 7dBm

e 1: 4dBm

: 1 dBm
:-2dBm
:-5dBm
: -8 dBm
:-11dBm
: -14 dBm

.
~N N BN

+ <ble_scan_power>: Bluetooth LE 94#%) RF TX Power, Z%{HU{H[A] <ble_adv_power> Z¥{.
+ <ble_conn_power>: Bluetooth LE j£#2#) RF TX Power, ZE(HU{E[H] <ble_adv_power> 3.
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3.1.21 il

o M Wi-Fi & RFI I/}, AT+RFPOWER A2 ok % B/EE ] Wi-Fi 1) RF TX Power. 24 Bluetooth
LE FAIMG40}, AT+RFPOWER fyd Joykik B /2] Bluetooth LE ) RF TX Power,

i1 T RF TX Power 4 b A [ W 5 &, W& AFRMWAES Z XN IHEE R,
B DA L esp_wifi_get_max_tx_power £ i) F| ¥ wifi_power I {H B & 5
esp_wifi_set_max_tx_power ﬁﬁé@fﬁﬁ?’{%%ﬁ fﬁx%ﬂﬁ%ﬁj{o

o A <ble_scan_power> Fll <ble_conn_power> S EUH % B N5 <ble_adv_power> Z5UR [A] H(HE
TN, XSSP A R E A S <ble_adv_power> FH[R] Y {H .

3.1.22 AT: RF 4k E

Wiits

=

A

’AT+RFCAL

W .

’OK

3.1.23

* ESP32 H /A3 & HEh T RF £HE, 253 & A 3T RE 801 . §2% RE 140
TREZ Y.
o WHEAEE T WA, B RPN SEHOUE, BT RF SmAHE.

3.1.24 AT+SYSROLLBACK: [n]7& %I ULy [
AT A

g
)Y H2 AT R (VR [ Y kR RCAS

e

AT+SYSROLLBACK?

W 7

+SYSROLLBACK: <running_app_addr>, <"running_app_version">,<rollback_app_addr>, <
—"rollback_app_version">
OK

WA 4

=t

,/?\:

’AT+SYSROLLBACK

W i <

[ox
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ZH
e <running_app_addr>: 43z {7 E LRk .
* <” running_app_version” >: 4FZfTE LRI A .

 <rollback_app_addr>: [5] V% [ {44 ik .
+ <” rollback_app_version” >: [W]J& [E{ERIIAS .

» Ay Al OTA J14%, R BIRE] S — OTA 7 K .

3.1.25 AT+SYSTIMESTAMP: #ify/¥3 ¥ As Hubst ) 3%
iy &

i
A ) 7 L P )

A

AT+SYSTIMESTAMP?

Wi 3% ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

[Fautigy

itk
BEE A A, 24 SNTP B[R BEF G, K52 F2P 5

s

’AT+SYSTIMESTAMP:<UniX_timeStamp>

o <Unix-timestamp>: Unix [f[a]#;, BAf7: .

il
AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29
Espressif Systems 44 Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

3.1.26 AT+SYSLOG: j3HokZEH] AT 5 Uit

iy

Jyiig:
i) AT SRR 2 A

s

AT+SYSLOG?

W

+SYSLOG:<status>

OK

BeE WA

ifig:
JE AR AT 452 TR

’AT+SYSLOG:<status>

W i :

[ox

S
o <status>: FERICISHERIRTS

- 0: 271
-1 R

il

// B R AT #RAKART
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// ZEHE AT #BEREE T
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR

Espressif Systems

45

Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

AT BRI R —A> 32 fi /N BEHIEE, & SCanF

e FER B
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0
* category: [&|E(H 0x01
« subcategory: 4H{RASHY
it iR K| A
3
ESP_AT _SUB_OK 0x00 OK
ESP_AT _SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FIREGATF (0L “m” Z5RE)
ESP_AT SUB_NO_AT 0x03 KFRFEE AT (B AL TEER at, At B

aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCH0x04 SR EATRE
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 R eI
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 EY e 2y
ESP_AT_SUB_PARA_INVALID 0x07 T
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 e
ESP_AT_SUB_UNSUPPORT_CMD 0x09 RNEFZms
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A Rl
ESP_AT_SUB_CMD_PROCESSING 0x0B TERFTE— s
ESP_AT_SUB_CMD_OP_ERROR 0x0C o BT RAE

* extension: HiiRYIR(GE, AR TREGARMVY RAEGE, #1% % W components/at/
include/esp_at.h,

BN, RIS ERR CODE:0x01090000 F/R “RZHZMm4L7.

3.1.27 AT+SLEEPWKCFG: ¥ Light-sleep Wi/ J5 fle i GPIO

y

J18
22

=

iy

=

éﬁ

iy

A

/7"\

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg

- 0: PREABCE, BALE:
- 1 {REARCE, BASEF
— 2: GPIO Mg

¢ <paraml>:

- LMY GPIO Y, %S 83 R GPI
- PREBCE, AR

O &

e <param22>:
- MILEEJE GPIO W, SR M i -
- 0: fRHL
-1 R
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il

// GPIOL12 E % A% ® F B} % B2
AT+SLEEPWKCFG=2,12, 0

|

o MR A R RO AL, ARNBEAL TR SRS, A PR e P B A

3.1.28 AT+SYSSTORE: ¥ SRfEhkki

A4

e
i) AT SHF i

"ﬂ4>

AT+SYSSTORE?

W i <

+SYSSTORE: <store_mode>

OK

WA
A

’AT+SYSSTORE=<store_mode>

o <store_mode>: ZHIFEfEHIA;
- 0: AR BLEATEA flash
- 1: MAEEAFA flash (BRA)

Bl

o A AP E ML, NEMAR S,

© Koo ur][/j\_l:l]lj7

o AT+SYSMSG

» AT+CWMODE
o AT+CIPV6

* AT+CWCONFIG
o AT+CWIJAP

*» AT+CWSAP

P iy 2 S 2 RAM Hi 1 o
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* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

* AT+CIPAPMAC

* AT+CIPSTAMAC

e AT+CIPDNS

e AT+CIPSSLCCONF

e AT+CIPRECONNINTV
* AT+CIPTCPOPT

* AT+CWDHCPS

* AT+CWDHCP

* AT+CWSTAPROTO
 AT+CWAPPROTO

o AT+CWIJEAP

* AT+CIPETH

» AT+CIPETHMAC

e AT+BLENAME

e AT+BTNAME

e AT+BLEADVPARAM
* AT+BLEADVDATA

* AT+BLEADVDATAEX
e AT+BLESCANRSPDATA
e AT+BLESCANPARAM
* AT+BTSCANMODE

il

AT+SYSSTORE=0
AT+CWMODE=1 // A& AN flash
AT+CWJAP="test","1234567890" // F 7 A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A flash
AT+CWJAP="test","1234567890" // # A flash

3.1.29 AT+SYSREG: G &5FR

By

15

N

R

P

=

A

AT+SYSREG=<direct>, <address>[, <write value>]

LO)YE

+SYSREG: <read value> // NEFA T HFHFHE W
OK

BH

o <direct>: {EN G (AT

- 0: EAA7AR

- 1 HEE
* <address>: (uint32) Ziffardbll, TEFESHEMAEN (BRSHE T
o <write value>: (uint32) 5 A[H, &M T 5 S1Eeent
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e

3.2

3.2.1

AT iR AP AR andtl, PG 0 RV ) P AR AT AL

Wi-Fi AT 44k

N23

AT+CWINIT : 91ha4k/ 353 Wi-Fi BREFL

AT+CWMODE: Z5if)/¥% B Wi-Fi ##£3{; (Station/SoftAP/Station+SoftAP)
AT+CWSTATE: #¥if] Wi-Fi JRZSH Wi-Fi 5 5,

AT+CWCONFIG : £t/ & Wi-Fi JEJE Sl i R A e v () b s 1)
AT+CWJAP: H3: AP

AT+CWRECONNCFG: #5)/i% & Wi-Fi & 1450 &

AT+CWLAPOPT: % EAT+CWLAP 354 B Em
AT+CWLAP: 454577 H iy AP

AT+CWOAP: WiIT5 AP [f)ik:

AT+CWSAP: Ti'& ESP32 SoftAP 4§

AT+CWLIF : 2% 3123 ESP32 SoftAP [1] station {5 5

AT+CWQIF: KT station 5 ESP32 SoftAP 1442

AT+CWDHCP: J: /2% Ffi DHCP

AT+CWDHCPS: 2¥if/7% & ESP32 SoftAP DHCP 43t () IPv4 it [l
AT+CWAUTOCONN: | H 275 H 3% AP

AT+CWAPPROTO: Z5ifi)/i3 & SoftAP i\~ 802.11 b/g/n tpislFitE
AT+CWSTAPROTO: 13 Station A2z 802.11 b/g/n tisl AT
AT+CIPSTAMAC: #51f)/1% & ESP32 Station ) MAC Hiht
AT+CIPAPMAC : 25/ 5 ESP32 SoftAP [ MAC Hihl:
AT+CIPSTA: 25/ 5 ESP32 Station 1) IP Hiht

AT+CIPAP: #5if]/35E ESP32 SoftAP ) IP bkt
AT+CWSTARTSMART : JTJ& SmartConfig

AT+CWSTOPSMART : {21} SmartConfig

AT+WPS: ¥%& WPS Thfg

AT+CWJEAP: %3 WPA2 1\ AP

AT+CWHOSTNAME : %)/ & ESP32 Station [/) FH14% FR
AT+CWCOUNTRY : 51/ 5 Wi-Fi [E 5L

e

T BN AT (SR FIRAT+CWIEAP 2 SMOFITAT AT fr . JIRA
M A, i AT 4% ESP-AT T42, {E5 TN E TR Ml (I mudior, A sk

)

JE H EAP 7% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

] WPS s (AT+WPS): Component config->AT->AT WPS command support
Component config->AT

2% ] smartconfig /i % (AT+CWSTARTSMART . AT+CWSTOPSMART ) :
-> AT smartconfig command support

SEHIPrA Wi-Fi fixd (AR, — B4R, Brfi Wi-Fi AKX PA LRI RERICiE 68 A

PIX L AT /54): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #JiafL/is P Wi-Fi 98 R
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A it &

i
Fif] ESP32 #4511 Wi-Fi HHR LR

O e
iy

AT+CWINIT?

Wi i :

+CWINIT:<init>

OK

)E’J

S

i
HItR AL e BE ESP32 s i Wi-Fi SRBIFE

Py -
“ﬂ4>‘

’Z—\T+CWINIT:<init> ‘

W] 7 <
[ox |
SH
* <init>:
— 0: #EHHL Wi-Fi ka7
— L WIthik Wi-Fi BREhFET (BRIAMHE)
e

o AR EANEFE flash, FFESWE NEGME 1.
o MHRAM YA ERY, FEAMH Wi-Fi RIHRET, w DA Sbay &35 8 Wi-Fi RS2, AR
RAM %,

il

// #HHE wi-Fi T EF
AT+CWINIT=0

3.2.3 AT+CWMODE: #rify/¥¢ ¥ Wi-Fi EixX, (Station/SoftAP/Station+SoftAP)
i A

i
#if) ESP32 i 1) Wi-Fi fi

[
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’AT+CWMODE?

Wi % ¢

+CWMODE : <mode>
OK

Fautigy

Jrtie:
PH BSP32 %4511 Wi-Fi #x,

’ AT+CWMODE=<mode> [, <auto_connect>]

W

[ox

S

o <mode>: I
— 0: J& Wi-Fi fi%, - H.%¢ [ Wi-Fi RF
— 1: Station £z
— 2: SoftAP iz
— 3: SoftAP+Station F=;

* <auto_connect>: 1] ESP32 i% 7511 Wi-Fi #3XH} (641, M SoftAP m J& Wi-Fi #z 1 Station
1B SoftAP+Station #530) , &G A ZhiEH: AP (WJRE, BOAME: 1. SEEVERE, (R BRA
i, Hyi2aeashiEs:.

- 0: 221 A BhifE s AP [T
- 1: B B3hiER: AP II6E, &2 A0 &R A ahiEs: AP WL &~ (75] flash 1, Il ESP32 %
%0 B BhiEs: AP

B
o FHAT+SYSSTORE=1, VLB PHRIEAE NVS 43X
o WERZ AW ThhE, MRS ERE  BFE(E ) SoftAP 5 SoftAP+Station TfEH], ek
EPA T i VR I iR A i T e -
— AT+BTINIT=0 (}3:4% Classic Bluetooth )
— AT+BLEINIT=0 (44 Bluetooth LE)

— AT+BLUFI=0 (%} BluFi)
WGEAR TR L2401, W FEE RF JLA7 SORy.

il

AT+CWMODE=3

3.24 AT+CWSTATE: #%ify Wi-Fi JRZAH1 Wi-Fi {35
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i) ESP32 15451 Wi-Fi qRAFN Wi-Fi {5 5
AT+CWSTATE?

Wi % ¢

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y4 Wi-Fi RS

0: ESP32 station ¥ R #1747 Wi-Fi iE3:

1: ESP32 station £\ 28 1%:4% [+ AP, {H AR IKHE] IPv4 Hiht
2: ESP32 station B\ & 15382 I AP, B2 2 FKHZ| IPv4 #ihl
3: ESP32 station IEFE#F T Wi-Fi #425{ Wi-Fi %

4: ESP32 station 4T Wi-Fi WiFFRSS

e <” ssid” >: H#r AP 11 SSID

(|

« 24 ESP32 station %45 74 1 AP I, 0l ity 253 Wi-Fi {585 24 ESP32 station L% - AP
Jei , HEREBEHAT+CWIAP fip 4251 Wi-Fi {55,

3.2.5 AT+CWCONFIG: 7%/ E Wi-Fi JE3E 2 R)RIL T IR ]

AT+CWCONFIG?

W i <

+CWCONFIG:<ap_inactive_time>,<sta_inactive_time>,<listen_interval>

OK

>

¥

X

W
4

Ele

’AT+CWCONFIG:[<ap_inactive_time>][,<sta_inactive_time>][,<listen_interval>}

W

[ox
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BH

* <ap_inactive_time>: SoftAP xR W IETE SN E] . B0 #P, BRIAME: 300, YRl : [10,3600]. 4
SoftAP F£ R i i i) 8] Py A B B oA~ L i H2 1) Station (I, SoftAP K55 il i 1% Station
i) Wi-Fi 158z

« <sta_inactive_time>: Station iz NI AEIE s R, BA(: #b, BERIAM(E: 6, JB: [3,600]. IR
Station 7E 3£ Bl B[R] IS B0 3] 2 % 321 SoftAP RO TSR, o Hl i ESP32 ) Wi-Fi i%
¥,

* <listen_interval>: i§f AP beacon [{J[a]FF, EA{ A AP beacon [8][GE, ERIA(E: 3, JLMEl: [1,100].
FIAT+CWIAP H11y <listen_interval> S50 [R], (HIHEC E & 45k o

wa]

o #AT+SYSSTORE=1, AULERHRIFLE NVS 40X
3.2.6 AT+CWJAP: #%§; AP
iy A

Yriie:
#5115 ESP32 Station j#:4% 1) AP {5 &,

O e
iy

AT+CWJAP?

W 3% ¢

+CWJAP:<"ssid">,<"bssid">, <channel>, <rssi>, <pci_en>,<reconn_interval>,<listen_
—interval>, <scan_mode>, <pmf>

<)
HE

% & ESP32 Station 75iE# 1) AP
A

AT+CWJAP=[<"ssid">], [<"pwd">][,<"bssid">][,<pci_en>][,<reconn_interval>][,<listen_
—interval>]|[,<scan_mode>] [, <jap_timeout>] [, <pmf>]

W ) :

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

[

+CWJAP:<error code>
ERROR
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AT+CWJAP

Wi i :

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPvé6 LL]
[WIFI GOT IPv6 GL]

14

+CWJAP:<error code>
ERROR

BH

.« <” ssid” >: FER AP [y SSID

— AR SSID MR A , o "o\ SERRIRTAT, T
BEATPASEIE SSID, SRS Bl 29 SSID #EAT 4% .

<” pwd” >: HEiRK 63 F7 ASCI

<channel>: {55
<rssi>: {55 iR
<pci_en>: PCIiAilF

<” bssid” >: HA7 AP 1) MAC Hbutk, 4L AP G HIFERY SSID B, %S5 1] 4

— 0: ESP32 station B 5{Ffa]—Fh s 5010 AP %4, 35 OPEN F1 WEP
— 1: ESP32 station 1] 5[ OPEN 1 WEP 2 A4l —Fpinss iy Uiy AP 4%
» <reconn_interval>: Wi-Fi EiE[E][G, BANZ: #b, BROME: 1, HKR{E: 7200
- 0: W3 )5, ESP32 station NEIE AP
— [1,7200]: WiJFi%42)5, ESP32 station 4 [F 45 5& I [A] 5 AP Hi%
« <listen_interval>: [T AP beacon [1[d]P%, Ei{y/°5 AP beacon |87, ZRIAE: 3, G : [1,100]

o <scan_mode>: R

- O: P4, #EIHIR AP J5Z E34, ESP32 station 55— /NI 5|1 AP 42

- L &fFEEH, A EEAER G A 4 1E3%, ESP32 station 538|155 iR AP 14
* <jap_timeout>: AT+CWJAP fiy %l AE, A0 F, BUAME: 15, JE: [3.600]
» <pmf>: PMF (Protected Management Frames, 247 HMm), BRAE 1

- 0 FR &)1 PMF

- bit0: Fff PMF Ihfig, #7535 PMF, QISRHA A4 PMF D6k, W) ESP32 4Rl soik

LA PMF i

= bit 1: 5 PMF, $URMAE PMF, SEA5R 2R S50 PMF DR i 4

» <error code>: fHiRfY, {WfitZ2%
- 1o RS

2: BRpEAE R

3: LR E H iR AP

4: JERR I

HE H: BERMAE R
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e

o WISRAT+SYSSTORE=1, Pt & ¥ U RAEE] NVS 43X

o [ A & FH BT A station AR

* 4 ESP32 station Ei4% I AP J&, R b &20if) Wi-Fi {5 5; 24 ESP32 station %A iE#: [+ AP
B, HEFEE AT+ CWSTATE iy ik) Wi-Fi {5 5

o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 154 H1ff) <interval_second>

ZHE .. MFIBITARGOB AR E <reconn_interval> %, Wi-Fi 5 %A Bg a1 R FH 2

UNEER!

WER g <"ssid"> fll <"password"> S, R LK ENE

PATI S SR E S PEETE R, BRI 157, Wl S5 <jap_timeout> WHE

A HRE T WAPL S0 02 th 25 -

AFFRE IPv6 Hihl, SFB R B AT+CIPV6=1

A5 OK {3 IPv4 W% D 2l kg, T A3 IPVe RIZRUESh4: . 4Bl ESP-AT DA IPv4 [W 254

F, IPv6 R4 k% .

* WIFI GOT IPv6 LL fAERCZEIRENAHEERES IPvo Hidik, XMkl @it EUL-64 At ia i ok
W, AREEBSRSS., mTIMTRT, XMTH R RERE OK Z B, W EETE OK Z )5,

* WIFI GOT IPv6 GLfUKOLIKHE 4R IPv6 #uhl, i%Huhb i AP &I Z0n_ b it i
R EHEIATHAMRY, FEEBHNSS. BT, XAFTETHELE OK Z 1, Wil hefE
OK ZJ&; WRIREHT AP N 3CEF IPv6 M AFTEL,

il

// WwE B AP B SSID & "abc", A "0123456789", M| 4 4 £
AT+CWJAP="abc","0123456789"

// R HEA AP B SSID £ "ab\,c", HHEZ "0123456789"\", M| & 4 £ :
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// WwE %A AP FAMF# SSID "abc", Wi it BSSID # F| H AR AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// W F ESP-AT Ek# i pPMF #H #E AP, U & 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.7 AT+CWRECONNCFG: #rify/¥ ¥ Wi-Fi &ERE
i A

ik
i) Wi-Fi 5%

A\ .
"Il/?\‘

AT+CWRECONNCEG?

Wi

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

i
CE Wi-Fi B
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[

’AT+CWRECONNCFG:<interval_second>,<repeat_count> ‘

Wi 3% ¢

E |

 <interval_second>: Wi-Fi EE[A[E, Bf: B, BLUAE: 0, HK{H 7200
- 0: Wi %R )5, ESP32 station NEIE AP
— [1,7200]: Wi i%42)5, ESP32 station 4 [F 5 & I [A] 5 AP Hi%
o <repeat_count>: ESP32 #5220 AP MIIREL, RZBEHE <interval_second> A4 0 BHH
B, BOAME: 0, HKAE: 1000
— 0: ESP32 station I52¢ 2418153 AP
— [1,1000]: ESP32 station 4 I 7 28045 52 1 v B 6 1. AP

2Nl

// ESP32 station #[§ 1 # 2% T Ap, £ 2 E 100 %
AT+CWRECONNCFEG=1, 100

// ESP32 station FTEM T EHEE FE % AP
AT+CWRECONNCEFG=0, 0

e
* #TAT+SYSSTORE=1, BB BEUCRHRAAE NVS 731X

o KA Hf) <interval_second> ZEHAT+CWJAP 1Y) [<reconn_interval>] ZEHHE
o ZAE AT AP, Wi-Fi 80U AT Wi-Fi H shiEs:

3.2.8 AT+CWLAPOPT: % AT+CWLAP & A-F1iss St m vk

WE WA
GRS
’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>] ‘
g o 2
[ox |
B
’ERROR ‘
S

o <reserved>: {45

o <print mask>: AT+CWLAP {45 R 2w 2Rl NS5, BHAME: OxTFF, # bitifh 1, NE/R

XS, AR 0, MR BIR*%T . 241
— bit 0: 2% B/~ <ecn>
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— bit I: BHER <7 ssid” >

— bit 2: BB~ <rssi>

— bit 3: B2 E/R <” mac” >

— bit4: &7 &~ <channel>

— bit 5: 275 R~ <freq_offset>

— bit 6: 275 E R~ <freqcal_val>

— bit 7: 215 /R <pairwise_cipher>

— bit 8: 215 /8 <group_cipher>

- bit 9: 275 ER <bgn>

— bit 10: 275 ER <wps>

o [<rssifilter>]: AT+CWLAP [ Z5 R 2 G BASHELE, WR), SR G ST rssi
filter ZHEM AP, Hifi: dBm, 2RIA{H:-100, JEiFE: [-100,40]
¢ [<authmode mask>]: AT+CWLAP 845 2% B A M AIE i AP, ERIAME: OxFFFF, 1

Poit x BWH 1, WERIMNINEFRK AP, R0, WAER

— bit 0: J277 i/8 OPEN TATUEJ ) AP

— bit 1: 275 2/8 WEP AIET A AP

- bit2: BH /8 WPA_PSK IAIETEC AP

— bit 3: 4R WPA2_PSK AIE A AP

— bit4: B&E s WPA_WPA2_PSK IANIEL I AP

— bit 5: 25 R WPA2_ENTERPRISE MIF 21 AP

— bit 6: 2% B/~ WPA3_PSK IAIE = AP

— bit 7: 27 5% WPA2_WPA3_PSK AN AP

— bit 8: 5% WAPT_PSK AJE 20 AP

— bit 9: 27 Hx OWE IAIE AR AP

— bit 10: 2% B8 WPA3_ENT_192 IAJE T ZH) AP

— bit 11: 2% E/8 WPA3_EXT_PSK AL ZH) AP

— bit 12: B E/R WPA3_EXT_PSK_MIXED_MODE iAE T AP

— bit 13: 2752 R DPP AL K1) AP

— bit 14: J275 7% WPA3_ENTERPRISE AJF =11 AP

— bit 15: 2% /8 WPA2_WPA3_ENTERPRISE AL =1 AP

il

AR B 5§ %)

/I FEZAS R A 31, B OxIF, RAPAMEA L B bit AEHSHEBLE T H X
AT+CWLAPOPT=, 31

AT+CWLAP

// R B FINIEF A A OPEN H# AP
AT+CWLAPOPT=, 31,-100,1
AT+CWLAP

3.2.9 AT+CWLAP: #6575 v HIF) AP

WA

Jitie

ST AREE S5 AP, T E SSID. MAC Hidik 85165

A

AT+CWLAP=[<"ssid">][,<"mac">] [, <channel>] [, <scan_type>][,<scan_time_min>] [, <scan_

—time_max>] [, <ext_channel_bitmap>]
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Parn %

i

Z) 24 i AT T AP

O e
iy

AT+CWLAP

Wi i ¢

+CWLAP: (<ecn>,<"ssid">,<rssi>, <"mac">, <channel>, <freq offset>, <fregcal_val>,
—<pairwise_cipher>, <group_cipher>, <bgn>, <wps>)

OK

|
0NNk W= O

1K N

: OPEN

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK

: WAPI_PSK

-0

OWE

— 10: WPA3_ENT 192
— 11: WPA3_EXT PSK
- 12: WPA3_EXT PSK_MIXED MODE
— 13: DPP
— 14: WPA3_ENTERPRISE
- 15: WPA2 WPA3 ENTERPRISE
. < ssid” > FEFESEL, AP ) SSID

e <rssi>

fRSRE

* <” mac” >: FRFHSH, AP K MAC Hifik
e <channel>: {55
o <scan_type>: Wi-Fi J9{i2% BRIAEHN: 0

- 0:
- 1:

ESERE ]
IRk

o <scan_time_min>: FEAMEIEHFEHNE], B4 2R, JERE: [0,15001, WHERHRSRACN B8
i, ASHTH

 <scan_time_max>: £MEE KRNI, BA: ZF, JERE: [0,1500], WK 0, BER A
ZHCERIMA, F23h34 Rk 120 ms, #5433k 360 ms

+ <ext_channel_bitmap>: @ {5iE

— bitl ~ bitl4: 2.4 GHz {Zifi. £~ bit W PARIEEA 1, FREREZAMEE.

o <freq_offset>: Fjifii (fREATIH )

o <freqcal_val>: SRR UEE (FETH)

* <pairwise_cipher>: a2 H

- 0:
- 1:

|
AN N AW N

None
WEP40

: WEP104

: TKIP

: CCMP

: TKIP and CCMP
: AES-CMAC-128
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- 7: KA
o <group_cipher>: HIN%2EA, 5 <pairwise_cipher> ZEMEEARF
* <bgn>: 802.11 b/g/n, # bit & 1, WIFRRMREXT VAL, A 0, WIZRIREE GRS
— bit 0: SAHEE 802.11b izt
— bit 1: 25 HHE 802.11g FH=;
— bit 2: 2E#ifE 802.11n ALz
e <wps>: wps flag
- 0: N ¥ WPS
— 1: % WPS

il

AT+CWLAP="Wi-Fi", "ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID By AP
AT+CWLAP="Wi-Fi"

3.2.10 AT+CWQAP: Wil AP )i
Wiifn %

e

’AT+CWQAP

W 3% <

’OK

3.2.11 AT+CWSAP: [iLE ESP32 SoftAP 4
iy

Yytig:
#if] ESP32 SoftAP ffit & 24

ke

AT+CWSAP?

Wi i :

+CWSAP:<"ssid">, <"pwd">, <channel>, <ecn>, <max conn>, <ssid hidden>

DA

Yriie:

B ESP32 SoftAP {1t 24k
[

AT+CWSAP=<"ssid">, <"pwd">, <chl>, <ecn>[, <max conn>] [, <ssid hidden>]

W i <
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OK

o <7 ossid” > FAFHRSEL, HASATR
o <7 pwd” >: FRFERSEL, B, JUHE: 8~ 63 Fy ASCI
e <channel>: {ZiE%-
» <ecn>: fIE A, ACHF WEP

— 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
e [<max conn>]: FiFE A ESP32 SoftAP [ #x % station 2k H , BUEIERE: Z% max_connection f{fjilt,
¢ [<ssid hidden>]:

- 0: )% SSID (¥RiN)

- 1: ANJHE SSID

o Ky HAG Y AT+ CWMODE=2 8 3# AT+ CWMODE=3 B} A %X

o FAT+SYSSTORE=1, W& W UCEHRLELE NVS 431X

o BRIA SSID 45T 52, BR T B4 MAC bl 2 a7 DASE I AT+CWSAP? 25 1f] BRIA 1)
SSID,

il

AT+CWSAP="ESP","1234567890",5,3

3.2.12 AT+CWLIF: #if)E$: 3] ESP32 SoftAP [f) station {35 KL

Parr %

=

AT+CWLIF

W i,

+CWLIF:<ip addr>, <mac>

OK

B8

o <ip addr>: %323 ESP32 SoftAP ) station f{J IP #hilik
e <mac>: #3%3%| ESP32 SoftAP [7 station ] MAC il

st
o Afp S TLEA WS [P, USHFAE ESP32 SoftAP HIFE A [ station DHCP 3 fd RERY 175 L T A %k
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3.2.13 AT+CWQIF: KiJT station 55 ESP32 SoftAP 1)
P4

Yitig:
WiFF A5 1% A\ ESP32 SoftAP f#J station

s

’AT+CWQIF

o <” mac” >: FEWFFIERER) station [ MAC Hihk

3.2.14 AT+CWDHCP: j3JH/25)1] DHCP
a4

AT+CWDHCP?

W i <

+CWDHCP : <state>

J& /2% Ff} DHCP

AT+CWDHCP=<operate>, <mode>

W
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OK

¢ <operate>:
- 0:
- 11 5
* <mode>:
— Bit0: Station f¥j DHCP
— Bitl: SoftAP [#) DHCP
e <state>: DHCP IR
- Bit0:
x 0: 25 1] Station /) DHCP
+ 1: J3 ] Station f¢) DHCP
- Bitl:
« 0: 2] SoftAP ff) DHCP
« 1: 2| SoftAP ¥ DHCP
- Bit2:
+ 0: 2% Ethernet 1) DHCP
+ 1: J3 i Bthernet ) DHCP

|

o FAT+SYSSTORE=1, T8 8 BUHRAEE] NVS 44X

o AR EASSRETS IPv4 Hihk PSS HE S, QIAT+CIPSTA F1AT+CIPAP
- #J5 1 DHCP, NIEEZS IPv4 Hihk 25955 A
- AR A IPv4, Il DHCP £ 4%
- B RACE &S b —IREE

2N

// J& il Station DHCP, 41 & J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, 4 2 J§ DHCP mode 4 3, M| 3 DHCP mode % 1
AT+CWDHCP=0, 2

3.2.15 AT+CWDHCPS: #%if)/i ¥i ESP32 SoftAP DHCP 43ty IPv4 Hiuhl 75l
A4

I/ e
“ﬂ4>‘

AT+CWDHCPS?

W 3% <

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK
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EmA

Ytk
¥ 'E ESP32 SoftAP DHCP fif 55 #%4) FiL ) IPv4 Hiutik 5 [l

O e
iy

&F

’AT+CWDHCPS:<enable>,<lease time>, <"start IP">,<"end IP"> ‘

Wi i :

[ox |

BH

¢ <enable>:
- 1: %% DHCP server {5 5., G H WM IUES
- 0: 7% DHCP server {5 5., KR ENAE, EESHLHES
o <lease time>: FHZYWIA], HAf7: 204, HUENEH: [1,2880]
o <” start IP” >: ESP32 SoftAP DHCP J}45-%% IPv4 Hihl-#li )7 44 IP
o <” end IP” >: ESP32 SoftAP DHCP JIf 4558 IPv4 itk b 45 5 1P

el
» HAT+SYSSTORE=1, FLEEUCHRIRIEE] NVS /31X

A AL AE ESP32 SoftAP Kzt fdihE, H.FFJe DHCP server [{1% 5t F {8 F
PEE Y IPv4 M7 Bl 4 5 ESP32 SoftAP 7[R — W B

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // B %% &, k4 R

3.2.16 AT+CWAUTOCONN: #Eify/Bei 1L [ 3hEd: AP

AT+CWAUTOCONN?

W

+CWAUTOCONN: <enable>
OK

=

=

AT+CWAUTOCONN=<enable>

W

Espressif Systems 63 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

OK
¢ <enable>:
- 1. B HEhERE AP (B0A)
- 0: FHAHBhER: AP
wi

o ARBEERAEH] NVS X,

il

AT+CWAUTOCONN=1

3.2.17 AT+CWAPPROTO: #ily/i B SoftAP i I 802.11 b/g/n {Ipillbrifi
A%

e

AT+CWAPPROTO?

Wi % ¢

+CWAPPROTO: <protocol>
OK

)E’J

CEL A

[

’AT+CWAPPROTO=<protocol>

* <protocol>:
— bit0: 802.11b HMX AR
— bitl: 802.11g His AR HE
— bit2: 802.11n HpsAFRIE
— bit3: 802.11 LR ‘R#% & FI AR ifE
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e

o #7AT+SYSSTORE=1, [t E ¥ RIZE] NVS 43X
o M4, ESP32 %4541 PHY mode I : Wi-Fi #pis =

o BRATENLR, ESP32 #5451 PHY mode J& 802.11bgn 5=

3.2.18 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n Ppil{bsifE

AT+CWSTAPROTO?

Wi i <

+CWSTAPROTO: <protocol>
OK

v

o

N

R

¥

.
"Il/?\‘

’AT+CWSTAPROTO:<protOCOl>

e <protocol>:
— bit0: 802.11b Hpsl A7
— bitl: 802.11g Pk
— bit2: 802.11n P ARIE
— bit3: 802.11 LR 'R#E & FItplAnifE

(|

* #FAT+SYSSTORE=1, Tl FHCRHATEE] NVS 40X
o Mp7, ESP32 %45 H5Y PHY mode W1 Wi-Fi HiUat

o BRAEM T, ESP32 #5451 PHY mode & 802.11bgn izt
3.2.19 AT+CIPSTAMAC: #xify/i¢E ESP32 Station ] MAC Hihl:
iR

Yriig:
#5f] ESP32 Station ] MAC i

.
"Il/?\‘
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AT+CIPSTAMAC?

Wi % ¢

+CIPSTAMAC:<"mac">
OK

B

&F

Dyie:
$¢E ESP32 Station [ MAC il

O e
iy

’AT+CIPSTAMAC:<"maC">

Wi ¥ *

[ox

S

e <” mac” >: FFESE, FE/5 ESP32 Station [ MAC Hihik

B

* #FAT+SYSSTORE=1, Tt W HCRHAEE] NVS 40X

Hihk

ESP32 Station ) MAC Hiiik 5 ESP32 Ethernet {1 ESP32 SoftAP N[, AT FH X B FIFER MAC

MAC i Bit 0 RHES 1, I8, MAC HEHERTDASE “la:”, {EARADAR “15:7

o FF:FF:FF:FF:FF:FF fl 00:00:00:00:00:00 2 Toaihl, AEeis s

il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.20 AT+CIPAPMAC: #if)/i ¥ ESP32 SoftAP [¥] MAC Hihl:

A it 4

i

A1 ESP32 SoftAP ) MAC Hiitik

AT+CIPAPMAC?

Mjn] oz <

+CIPAPMAC:<"mac">
OK
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B

&F

Yriie:
¥ H ESP32 SoftAP 1) MAC Hbht

O e
iy

’AT+CIPAPMAC:<"maC">

Wi i :

[ox

BH

o <” mac” >: FARFEESEL, FIR ESP32 SoftAP ) MAC itk

B

F=AT+SYSSTORE=1, Tl & W MU RA7E] NVS 40X

ESP32 SoftAP ) MAC Hiil 5 ESP32 Station {1 ESP32 Ethernet AS[a], A3k — % B FAEH MAC
Hohl

o MAC #iihik1#) Bit 0 AR 1, i, MAC itk a] AR “18:-+7, (HAFDAE “15:+7
 FF:FF:FF:FF:FF:FF H1 00:00:00:00:00:00 2 o3k bl , AREiXE

Bl

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.21 AT+CIPSTA: #ify/i E ESP32 Station [1) IP Hukl:
iy

Dyie:
21 ESP32 Station [ IP Hiik

zs

AT+CIPSTA?

W )i *

+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK
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B

&F

Yriie:
¥ H ESP32 Station [f] IPv4 Hhik

O e
iy

’AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

Wi i :

[ox

BH

o < ip” >: RS, Fn ESP32 station 1) IPv4 ik
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32 station [t IPv6 il

]

o [l G, U2 ESP32 station A AP BUE L B #ES IP HUNEIS, A REAIAE B R IP
dik:
* HAT+SYSSTORE=1, FLEEUHRIRIEE] NVS 731X
» AULEAS 5 UCE DHCP By S EEIE, ANAT+CWDHCP
— F/E ERAS Pv4 Hbdik, N)4E ] DHCP
- %) i} DHCP, JUIZE s TPv4 Hiuhik
- A —RECE SRS IR E

2N

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.22 AT+CIPAP: ily/i s ESP32 SoftAP [¥) IP Mkl
Ay

Driie:
#51f] ESP32 SoftAP [ IP Hihit

AT+CIPAP?

W % <

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK
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B

&F

Yriie:
¥ H ESP32 SoftAP [] IPv4 Hihit

O e
iy

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">] ‘

Wi i :

[ox |

BH

o <V ip” >: FAFESEL, FE/8 ESP32 SoftAP [ IPv4 Mtk
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32 SoftAP [ IPv6 Hitil

]

o RPEEGASOGE T IPv4 M4, N8 T IPv6 4%

o EAT+SYSSTORE=1, Wit & W HCEHEAES] NVS 43X

o ARE A5 E DHCP [Way S HH EE 0, WAT+CWDHCP
- ZEH#AS IPv4 Mk, 145 A DHCP
- #7531l DHCP, 2% ] IPv4 btk
- BE RS S ERE E— IR

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.23 AT+CWSTARTSMART: J| 3 SmartConfig
AT

ik
JF 3 ESP-TOUCH+AIrKiss 3 2k

DN .
"Il/?\‘

AT+CWSTARTSMART

-t

LA

i
FF 45 E 2584 1) SmartConfig

O e
“ﬂ/?'

AT+CWSTARTSMART=<type>[, <auth floor>][,<"esptouch v2 key">]
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Wi 3% ¢
OK
* <type>: A
- 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIirKiss
— 4: ESP-TOUCH v2
« <auth floor>: Wi-Fi JJER#(E, ESP-AT A4 1423 authmode T It [F(H 1 AP
— 0: OPEN (ZkiA)
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
OWE
— 10: WPA3_ENT_192
— 11: WPA3_EXT_PSK
— 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
. <” eSPtouch v2 key” >: ESP-TOUCH v2 [} fb4d, Tl Wi-Fi B0 H1 H & SCEHE . KR
A 16 FHT .

|
0NN W

I
bl

st

» £ % SmartConfig 115 8., %% ESP-TOUCH f# JTJ 455 ;

* SmartConfig {¥ 7 5:7F ESP32 Station £ H H 5

e J§H Smart get Wi-Fi info Fsn SmartConfig WINFRIE] AP (5, 22 )5 ESP32 Z£i{iE#H;: AP;

* 4B +SCRD:<length>, <rvd data> Zm ESP-Touch v2 [Ih B R B & L EH;

e & Smartconfig connected Wi-Fi F/nINIERET] AP;

* [A°k ESP32 5 £ 75 B 4% SmartConfig Jit % 45 2R [F] 26 45 F- Ml , Fr AEIAEIH E Smartconfig
connected Wi-Fi #ji)GaLR#T 6 %’l‘ﬁiﬁ}ﬂAT+CWSTOPSMART

o N[ AT+ CWSTOPSMART {51 SmartConfig, X 5T HALM 4. R, £ SmartConfig i 2 H1
T THAB AT L

2N

AT+CWMODE=1
AT+CWSTARTSMART

3.2.24 AT+CWSTOPSMART: {% - SmartConfig
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’AT+CWSTOPSMART

W

’OK

Bl

 JCit SmartConfig I 555, ERIEFEAT H AL M2 BiH F AT+ CWSTOPSMART %t SmartConfig 5
A

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.25 AT+WPS: ¥ WPS Jfig

’ AT+WPS=<enable>[, <auth floor>]

Wi i+

[ox

BH

¢ <enable>:
— 1: )8 PBC %11 WPS
— 0: &[] PBC 2kAi WPS

 <auth floor>: Wi-Fi A JFAI [ {E, ESP-AT A<£i%E#:%] authmode {IGT I B{E T AP
— 0: OPEN (EkiA)

- 1: WEP

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK

— 5: WPA2_ENTERPRISE

- 6: WPA3_PSK

- 7: WPA2_WPA3_PSK

- 8: WAPI_PSK

- 9: OWE

- 10: WPA3_ENT_192

— 11: WPA3_EXT_PSK

— 12: WPA3_EXT_PSK_MIXED_MODE

- 13: DPP

- 14: WPA3_ENTERPRISE

- 15: WPA2_WPA3_ENTERPRISE
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e

« WPS LjggA% 7 ESP32 Station ¥ RE 1% 4L T 1H H
* WPS A3ZHF WEP fing s X

Bl

AT+CWMODE=1
AT+WPS=1

3.2.26 AT+CWJEAP: ¥%#: WPA2 ik AP
A

#2) ESP32 station AR LR AP HFCE 2

A\ .
“ﬂ4>‘

AT+CWJEAP?

Wi

+CWJEAP:<"ssid">, <method>, <"identity">,<"username">, <"password">, <security>
OK

Jyiig:
R H AL AP

AT+CWJEAP=<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>[,
—<Jjeap_timeout>]

W

OK

114

+CWJEAP : Timeout
ERROR

BH

e <” ssid” >: ik AP ) SSID

— N SSID BRI AL, o " \\ SRR,
o <method>: WPA2 LA G 4=

- 0: EAP-TLS

- 1: EAP-PEAP

- 2: EAP-TTLS
o <” identity” >: BBt 1 5y, FAFERIRTIN 1~ 32
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e <” username” >: WEr 2 A4, JolEl: 1~32 %77, EAP-PEAP. EAP-TTLS WiFiAiE =5
WEAZE, EAP-TLS X LHIKEARSE
o <” password” >: ByE:2 pUMERY, JuR: 1~32 575, EAP-PEAP. EAP-TTLS WifAIE 1%
HAZE, EAP-TLS LR EARSE
e <security>:
— Bit0: $2 itk it WPA2 Enterprise [l 55 # 3i CA UE 13550 ;
— Bitl: & Pk A CA JE45 £ A% WPA2 Enterprise i 45#5 i i IE 13 5
* [<jeap_timeout>]: AT+CWJEAP fiy A Wi JHBIT IR, BAf7: b, BRAE: 15, JEHE: [3,600]

il

// ##E EAP-TLS WIEF Ry K AP, RE AR, RERLFBIEH, WHEF RIS
AT+CWJEAP="d1ink11111",0, "example@espressif.con",,,3

// ¥ E EAP-PEAP AF 7 By 4 W o
AP, R E AR, AP 4. B8, ARIERFEBEH, AWEE P HIEFH

AT+CWJEAP="d1link11111",1, "example@espressif.com", "espressif", "testl11",0

GiIMEE

WPA2 L iSRS A ERR CODE : 0x<%08x> ¥ FT Hl:
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET _KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022

TTU4k4E
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

B

o FFAT+SYSSTORE=1, Fil'E ¥ UCRHRAFE] NVS 43X
o il F AR 475 I 5 Station AR
o ] TLS AUE 7 X 75 M RE R Pl 15

o AREAEEN [ SRR, B TS fAT+SYSMFG iy 4 3% WPA?2 Enterprise % 7 il 5. 412

ARG B IR, 2% 4o T .47 PKIBLE

o GNMR <security> [LE N 2, RTINS AL A RBIN , 1E7E K EAT+CWIEAP fig 2 B f7
ESP32 B 43 4w il (430] DA % 35 AT+SYSTIMESTAMP=<unix_timestamp> £y 4> 3 I & 24 fi i

6], %35AT+SYSTIMESTAMP? £y 425 24 B it a] o )

3.2.27 AT+CWHOSTNAME: #ily/i ¥ ESP32 Station 1) 1 HL#4F%

iy

Yitig:
i) ESP32 Station 1] ML FR

s

AT+CWHOSTNAME?

Wi i ¢

+CWHOSTNAME : <hostname>

OK

ig:
& B ESP32 Station [ =ML FR

zs

’AT+CWHOSTNAME:<"hostname">

Wi i ¢

[ox

A% Station A, IR 1] :

’ERROR

e <” hostname” >: ESP32 Station [ FHZ R, KRR : 32 7
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e
o Mt 'E H SONRAE S flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi 51010
A i) iy A

ik
2¥if] Wi-Fi [H R

Py
A

AT+CWCOUNTRY?

W

+CWCOUNTRY : <country_policy>,<"country_code">,<start_channel>, <total_channel_count>

OK

[y

& &
i

T E®

BeE Wi-Fi [ 50

P
i) H

=

AT+CWCOUNTRY=<country_policy>, <"country_code">, <start_channel>, <total_channel_
—count>

Wi

OK

¢ <country_policy>:
- 0: RrEZAD R ESP32 £ AR AP YE A0S
- 1 AUUEEZAR, RAGRSEA G SR E N E R A
* <” country_code” >: [EZMM, HARKE: 3NFRF, &EEZAMES% 1SO 3166-1 alpha-2 F
e
o <start_channel>: SEIAE53E, JUHE: [1,14]
 <total_channel_count>: {ZiE 24k

Bl

o PEAULIRTE 2% 0 Wi-Fi E /MK AT .
o FCE A PRAEF] flash
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il

AT +CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT ik

28

AT+CIPV6: J2 /%5 i IPv6 W% (IPv6)

AT+CIPSTATE: #5ifi] TCP/UDP/SSL #4:#:(= A&,

AT+CIPDOMAIN : 15,4 f@HT

AT+CIPSTART : 7#~7 TCP i%£8:. UDP {&#ak SSL &4
AT+CIPSTARTEX : 7~7. H #1400 ID () TCP &4 . UDP {5455k SSL %4
[1E A A ABEAEX] +++: BB RAERE X

AT+SAVETRANSLINK : $&8 Wi-Fi FFHLiE X (55

AT+CIPSEND: FE-§idi 2442 X, o Wi-Fi i 4 X T RS 50
AT+CIPSENDL: Ti-&i@ fE3i 48 X, FHATRIE KSR
AT+CIPSENDLCFG: ¢ EAT+CIPSENDL fir %1 Bk

AT+CIPSENDEX : FE- i@ a2 X, TR AP i b X & 550
AT+CIPCLOSE: 4] TCP/UDP/SSL %

AT+CIFSR: ZFif)A<Hb IP #ihkFl MAC Huht

AT+CIPMUX = & /%5 ) 2 1 Bt

AT+CIPSERVER: ##~7/% 4] TCP 5 SSL fi 4552
AT+CIPSERVERMAXCONN : 25/ B R 55w FUVF 8 ST B e KO 350
AT+CIPMODE : 51/ % B A& #iksi 2

AT+CIPSTO: iR/ E AN TCP IR 55 S I B[]
AT+CIPSNTPCFG: #5115 B I X 1 SNTP R 5555
AT+CIPSNTPTIME : %] SNTP H[q]

AT+CIPSNTPINTV : 23]/ 5 SNTP B [a] [ 25 1 18] [
AT+CIPFWVER: IR 5545C A 1 AT [E{ERR A

AT+CIUPDATE: i Wi-Fi F-4% &4

AT+CIPDINFO: ¥%%& +IPD Ji 15

AT+CIPSSLCCONF = #5ifi)/i% & SSL % 13k Firl -

AT+CIPSSLCCIPHER : 1)/ &: SSL & i i) B3 h5 2544 (cipher suite)
AT+CIPSSLCCN : 2]/ B SSL & i i 2 H 44 (common name)
AT+CIPSSLCSNI = #5)/% ¥ SSL & i ft) SNI

AT+CIPSSLCALPN : Z5i/1% % SSL % '3 ALPN

AT+CIPSSLCPSK : #¥if)/#% & SSL % Fuiif) PSK (FEF &)
AT+CIPSSLCPSKHEX : #¥if)/$5¢8 SSL % Pt PSK (753t Hi#% =0
AT+CIPRECONNINTV : 25)/%8 % Wi-Fi i 1£ 42 X, F 1) TCP/UDP/SSL & i% [a] [
AT+CIPRECVTYPE: /% B &7 B

AT+CIPRECVDATA : SREAE S H X T i &3 w4
AT+CIPRECVLEN : il sh i N w4 i K
AT+PING: ping %}t 341

AT+CIPDNS : #5ifi]/i% & DNS IR %2515 B,

AT+MDNS: % mDNS Ijfig

AT+CIPTCPOPT : /1% BB I

331 ¥

T WA AT BRI PO AT fr . IR BEs g ESP32 BUA SHF1I@ 4, i 7%
3% ESP-AT 142, fe8F HRUE TR HER (FHaTRm, MR k)
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o 25 OTA 14 (AT+CIUPDATE . AT+CIPFWVER): Component config->AT->AT OTA command
support

o #2H PING 7% (AT+PING): Component config->AT ->AT ping command support

o 22 mDNS 154 (AT+MDNS): Component config->AT->AT MDNS command support

o S5 TCP/IP fin % (R#E#E. —HEH, Frfy TCP/IP ThRERICVAE A, T2 BT IIX 48 AT iy
4): Component config->AT->AT net command support

3.3.2 AT+CIPVG6: JSH/ZH IPv6 4% (IPv6)
I

ik
i) IPv6 452 T HE

.
"Il/?\‘

AT+CIPV6?

W i :

+CIPV6:<enable>

J5 /25 TPV [ 4%

Py
A

’ AT+CIPV6=<enable>

o <enable>: IPv6 & (HHEAR S, BRIME: O
— 0: 251 IPv6 2%
- 1: |2 IPv6 2%

Bl

o FAT+SYSSTORE=1, T ¥ MU NVS 43X

o YE M B T IPve M K )2 N M AT, FEL B M IPve W 4, (B 4 A
F IPv6 [ % ffi | TCP/UDP/SSL/PING/DNS, i Fi 4 TCP6/UDP6/SSL6/PING6/DNS6 1§
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

Espressif Systems 77 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

3.3.3 AT+CIPSTATE: 7% ify TCP/UDP/SSL 455

AT+CIPSTATE?

M) i :
YA ERR, AT &[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

WA BRI, AT 1R [0

OK

* <link ID>: [MZ51%4; ID (0~ 4), HTZ &8N
o < type” >: FRFRSEL, FREHZI TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” i “SSLv6”
o <” remote IP” >: FEFHESEL, Fonutng IPv4 Hihlkak IPve #ihl:
o <remote port>: iifiiifi I {E
* <local port>: ESP32 Z<#biit [1{H
* <tetype>:
— 0: ESP32 A VE & F i
— 1: ESP32 VMRS 4

3.3.4 AT+CIPDOMAIN: I§#f@dr

LA

-t

=

A

AT+CIPDOMAIN=<"domain name">[,<ip network>] [, <timeout>]

W

+CIPDOMAIN:<"IP address">

OK

BH

o <” domain name” >: FHENTHIIH A
o <ip network>: P1EIP %, BRiA(E: 1
— 1 EYEMENT R TPv4 Motk
— 2: HfEAT N IPv4 Hihik
_3: I IPV6 HuE
o <” IP address” >: f#MT)SH) IPv4 #ihikak IPv6 Hidik
o <timeout>: iyt B ZFR. BRIAME: 0. JERI: [0,60000]. ¥k 0B, 2 K
TR WIP PRk B MR O B, And-Teds et Nkl (HesZIEFE2Y 5 KB 1yEas[] .
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il

AT+CWMODE=1 // #% E station H# =&
AT+CWJAP="SSID", "password" /W%
AT+CIPDOMAIN="iot .espressif.cn" A% Y

/] B A BAT, REEATA IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B A EAT, REATA IPve Mk

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B ABAT, BRMEATA IPv4 M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: %t TCP #%:$:. UDP {L#fuk SSL %
« %35 TCPi%4E

o 3 UDP £
o 3 SSLifiE

@ty TCP ¥4

B A

// i FE (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>][,<"local IP">]][,
—<timeout>]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

L)V
FRPERARTR, ARl

CONNECT

OK

ZHERRGT, R

<link ID>,CONNECT

OK

* <link ID>: 257542 ID (0~ 4), HTZHEERMIEL. ZSE0E B BYLT nenuconfig PRIHAS
BRI, — A2 AT PR E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A42 LWIP
MO BCE T LWIP_MAX_SOCKETS , ERIMEH 10, ZEUGZSETERE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM H{E I M PR % E A KT LWIP_MAX_SOCKETS HfH. (IEZ%%iF
ESP-AT 42 SRMEZAEH..)

o <" type” >: FRFERSEL, FIRMYEIEREM,” TCP” 1 “TCPv6”. ERIAME:” TCP”

* <” remote host” >: FAFHRSR, FoRitiy IPv4 Hidilk. IPv6 Hudk, S4%. KR 64 545,
SRR B A2 B4 KB 64 <277, 15 i AT+CIPDOMAIN iy 23RBS 42 % B ) TP ol
SRS TP btk ST 3 4% .
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Sply Sy

* <remote port>: G [1{H
o <keep_alive>: Pl B £3:5 1 SO_KEEPALIVE &3 (&% : SO_KEEPALIVE N47), Hfi: b,

e JGREl: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive B, TCP_KEEPIDLE {f % <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT &} 3.
o AP <keep_alive> ZEHAT+CIPTCPOPT 14 Hf <keep_alive> ZEHE], %
H G BCE R UE . WERIBITA M LI AN E <keep_alive> 2%k, MBHAMEM kAL ERIE.

o <” local IP” >: ZAHby IPv4 Huhksk IPvo Miht, FHF45EidEss. AWM %8 024 1P ik
B, WESEAEEA R . RIANER. WFES RS A RE. TRE N

o <timeout>: fiy BT, HA: ZFb. BRAME: 0. JE: [0,60000]. BEEK OB, Ay
TIZEAN IWIP Pl s B AR O B, My STEds BN AR El, (A& ZIHFEL 5 KB [z,

B
o UNARIRAEELT TPv6 WS, —> TCP 8z, T HATRA R B4
- T4 AP 3% IPv6
- R BAT+CIPV6=1
— W AT+CWIAP 1523k BLE | —4~ IPv6 il
- (W[3%) @ITAT+CIPSTA? 6y A¥5A ESP32 275 k3 IPv6 it
il

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// # ¥ GitHub # TCP A& &8, ®E 5 HHH
AT+CIPSTART="TCP", "www.github.com", 80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPvo6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at O i 31 AT+CWJIAP 3k BLZ IPve 4 & it
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

it 7. UDP £y

B A

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—">] [, <timeout>]

// % HE ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <
—"local IP">][,<timeout>]

W i <

FRPEHAR, k)
CONNECT

OK

ZHHRGUT, Rl
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<link ID>,CONNECT

OK

o <link ID>: M#51%5: ID (0~ 4), HT 2B

o < type” >: FRIHRSE, FIRMKIERIA,” UDP” 5 “UDPv6”., ERiAfH:” TCP”

« <” remote host” >: FEFFFRBE, FRimin IPv4 ik, IPve bk, BilEi4. HKH 64 F37.
AT B 4 B4 KB AT 64 5275, T AT+CIPDOMAIN iy % 4R B 44 %5 [ 1) TP Hbhl
SRIGEH TP Mk iR .

« <remote port>: L 1{H

* <local port>: ESP32 #4451 UDP i 1A

« <mode>: £ UDP Wi-Fi &L, ARSEELLIEH O

- 0: 20 E) UDP i )G, AeAsxtius UDP #idkfE B (2RiA)

= 1t U — R BRICE SRR B EAN [ B 6 i UDP s, A8 Xt UDP b5 o8 K3k 5o
WA Iy TP Hiyhk A 1

— 2: SR E] UDP %idmint, #ReZE Xt g UDP Huhk{5 B o0 AR B a5 4510 1P Mtk A 1

* <” local IP” >: ZHif IPv4 Hihls IPve Mk, M T40a . A2 M 024 1P Hilk
B, WESEAEEA M. BIAKEEH . R CEITIRE. E N,

o <timeout>: f@NT. HA: ZFP. BRAME: 0. JE: [0,60000]. BEE K OB, iy i
T ILEH IWIP PSRk B AR O B, My 7ER @B R, (HZIHFEL 5 KB 7S .

]

o ISR UDP 342 P i 1P Hudil 2 IPv4 2H3% bl (224.0.0.0 ~ 239.255.255.255), ESP32 %454 K& 1%
F12 UDPv4 413%

o I UDP #Ef: iyt IP Motk 2 IPv4 T #E b4k (255.255.255.255), ESP32 5% 45/ & 325 B2 Uk
UDPv4 | #%&

e B UDP i 4 f iy am ug IP #h hk 2 IPve 4 M HE (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32 % 45 ¥ 3 T IPve W %%, & £ 3 Uk
UDP 4%

» S <mode> 1, FRRESE <local port>

o QUARGEAEELT IPv6 247857 —> UDP &4, HPATRA N EAE:

— R AP 34 IPv6

- KEBAT+CIPV6=1

— WITAT+CWIAP iy A 3RELE]—A™ IPv6 #ihl

- (W[3%) sEAT+CIPSTA? 6352 ESP32 273Kk HE] IPv6 Hutil

o QR R K E R T 1460 5 Y UDP 4, 3 H 474 1% ESP-AT T 42, FE45 h b E TR
1P Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 # #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// B IA pool.ntp.org W UDP th#r, WE 5 AN
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #F Ipve [ %4 ¢ UDP # %
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£f37f:bb03:5d9p™"

// #F 1Pve [ %4 ¢ UDP % &
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0
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@ty SSL s

wEmA WA

// B ¥: (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">][,
—<timeout>]

// % % H: (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local.
—~IP">] [, <timeout>]

W
FRPERARCR, Rl

CONNECT

OK

Z AR, &

<link ID>,CONNECT

OK

¢ <link ID>: MZ51%4; ID (0~ 4), HTZERENR

o <V type” >: FRHRSE, FIRMGKIERSA,” SSL” 5 “SSLve”. BRiAfE:” TCP”

* <” remote host” >: FEFFFRBE, FRimin IPv4 Hidk, IPve bk, B4 . HKH 64 F37.
ST B % B4 Kt 64 5277, 18 AT+ CIPDOMAIN iy 23R HUsk 44 % W ) TP Hiihik,
SRIG T TP bt T 4%

* <remote port>: Tl {5

o <keep_alive>: [l BEP:FH) SO_KEEPALIVE &I (&% : SO_KEEPALIVE /“41), Pfi: #

« JEEl: [0,7200].
— 0: 2% keep-alive ZHHE; (BRIA)
— 1~7200: FJ& keep-alive ZJE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {% 3.
o KA <keep_alive> ZE(SAT+CIPTCPOPT iAWl <keep_alive> MR, HEAH
HIE R BRSO RE .. WRBITARMOI AR E <keep_alive> 28, WIERIAMH LR ECE FIME.

o <” local IP” >: ZAHbfY IPv4 Hithtok IPve Hutik, FHT40EER:. T HZ M43 08 E A 1P Hutik
B, WSEEAEEAH . RIS, WHEHECaTRE. TRE NS

o <timeout>: &N}, Hf: ZF. BUAE: 0. JEF: [0,60000], uﬁﬁoﬁ . AR RS
TR WIP Pl s BB NIE O B, fr S FEFR eI iR, (HeZiHFEL 5 KB [ HEZS ] .

el
o SSL JERCR BT 1] N AE AR K I B
o SSL TR KENF, WEALRSSRARGEHT
. ﬁn% AT+CIPSTART A ERET SSL iEH:, HANEIR B AR A 10 B0, DULEGES i Rsf ] 248
K, BARET 98 FHds ) 4L
75 28 SSL it 45 % 5 5 SSL % P i A 1 422 W R ¥ J 7 BE S FF SNI, 5 7E SSL I 42 i S il
FHAT+CIPSSLCSNI 14 lic & SNIL. #HIEN T, SNI B{E AR 25 4
o WS GAHELT IPvo W45 T —~ SSL ME8E, AT A T #fE:
— il AP % IPve
- BB AT+CIPV6=1
— EITAT+CWIAP 574 3RELE]—4 IPv6 Hiht
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- (W3k) HITAT+CIPSTA? iy 4464 ESP32 J2 753K H 3] 1Pvo Mk

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/] HEERR LN sSL M B, RE 5 HHEH
AT+CIPSTART="SSL", "www.bing.com", 443,,,5000

// esp-at B i i AT+CWJAP # B % IPve 2 B Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: &ty [12h5 1l ID % TCP #%:4%:. UDP {4450 SSL Y43
Ay 5AT+CIPSTART Kk, RELETET: FELERMEILT (AT+CIPMUX=1) BHFHHE D, R5E
2 H I T R i 1D

3.3.7 MGEMBAIRESA] +++: BIBIRELX

Fesk AT i 2

i
IBHAIEARX, FEAG AKX

Command:

/) RE R A

+++

e
o WASRH TS =R + 545 (B ASCILAG: 0x2b), [Hitay4d 454 CR-LF 545
o WS A~ + FAFET 2 /04 20 ms W] [A] B A HABE A, 25 =4 + F4AFE 24045 20 ms i} E] 8]
WA HAb s A, = + FAFZ B 2L 20 ms WHE][E) RGN 3ca Haim A . B0, + FRFapiy
i 38 K A A
o KREKEFIRPIAT a8 A T
o HE/DEME 1 LT % AT e

3.3.8 AT+CIPSEND: £l & ke Xok Wi-Fi @A bRk B

AN

)

=y

fE:

LRI T, AEREREE. RERREHBIRKIERT 8192 55, FHHAATPSENDL
SR

5 B
& 4

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

QS
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(£ L£50)

// UDP f% #r ¥ 45 €t 3 £ AL 3 A
AT+CIPSEND=[<link ID>,]<length>[,<"remote host">, <remote port>]

W 7

OK

>

R R FIR AT CHER OB A TR | BT DA AR, 24 AT 38 AR A F] <length>
Ja, BRI

USRS R OB AR i I B BT, aR [l -

’ERROR

R BT B o A AL CRAERERC 240X B ), &[]

’SEND OK

ERROR

PEA Wi-Fi 542X, ESP32 i BRI 8192 77, e A0k 2920 75, ANSRACE] B B 1 2
RFRETF 2920 7747, Kl Sr Blwe Jyds 2920 75— AU T Ak, 5 W45 F 20 22 PPaliSR fplicEl
RO R T4 T 2920 A5 R Ak Bl (FRT DAIE IS AT+ TRANSINTVL iy LB BE IR ) o 2% A B —
ft++ 1, AR HEE AR T RBEE AR, R AR 1R % AT 6y

Aotin o WA TE % 1 2 X, DAL B HE R B, 254 WiFi UDP 56, AT+CIPSTART %) 5%
<mode> WX E N 0.

B
o <link ID>: WZ5IERE 1D (0~4), HTZEENIR/HH
o <length>: ¥/, HAME: 8192 FF
* <” remote host” >: UDP f&4 ] DA$AE XT3 F-HL: IPv4 Hiudik, IPve Hifik, siimi4
* <remote port>: UDP %4 1] PAFE & X i it 1
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]
o UA] DA AT+CIPTCPOPT 436454~ TCP M4l B 7k . flin: %8 <so_sndtimeo>
5000, W TCP &ikfRfESAE S PR EIZER, TR MR 2RI, X AT MCU %575 AT a4
[ 42 PRy EsF]

3.3.9 AT+CIPSENDL: £ il fe ki X B IR 5% K8
EaEs

yfik:

Sm AR AT, FERKE, T AREE (AT 64 IR AT A X A 22 5291 71) .
T AI LA ] AT+ CIPSENDLCFG fiy A Tl B A 4. NSRBI B /N T 8192 27, #tumT DA
{di F AT+CIPSEND £ 4 %:3% .

Py
A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 45 & * 35 £ AL v H
AT+CIPSENDL=[<link ID>, ]J<length>[,<"remote host">, <remote port>]

Wi 3% <

OK

>

AR IR AT JEAZIEAZ X - HEMERS U HIL AT f-oi 1 BORE , ORHEST AR AR, —HL AT
iy 4 H ZMCEI R, Bl S PUAEIRZ L, BaRfemITis.

MR C TR, RESMIRAT+CIPSENDLCFG LB FARE L -

’+CIPSENDL:<had sent len>, <port recv len>

IR+ ++ A BUE, RYGRMN:

’SEND CANCELLED

MR EIRA P E RN E, ARG RARN

’SEND FAIL

R BT B A A CRREEIRC 40X Bx i), RETHRA RN :

’SEND OK

MIERIRITI), G AR +++ S BUH &k, A ESP32 ik S NAIEAR X GBI . B, AT iy 4w
Ha— B, BRERER <length> KRIEHHNS, 4 SBHAERX.

¢ <link ID>: [Z%3%H ID (0~ 4), T ZEENEL

* <length>: HU{CHE, HRME: 27 - 154

+ <” remote host” >: UDP &4 n] AFE X o £4L: IPv4 itk IPv6 Huhk, =isk4
+ <remote port>: UDP £ 4] PATS & Xt i i 11
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o <had sent len>: 3% 2| JiE 2 AR AU B
« <port recv len>: AT &3 U R 50 B K )

|

o AN UART fiidss. 50, 4N UART BEIGH KT M4 Ak s R, eSS ilE£4%.

o 1A] PAf# I AT+CIPTCPOPT 543k A~ TCP Yl B A 7. 1 #'E <so_sndtimeo>
5000, W TCP & ikEafESAE 5 BPINIR ISR, LI ENR 2R . XAl A4 MCU 245 AT find
[8] &2 F s ]

3.3.10 AT+CIPSENDLCFG: i AT+CIPSENDL 7y A1) @k
A ity 2

itk
251 AT+CIPSENDL £y A1y it B

AT+CIPSENDLCEG?

W i <

+CIPSENDLCFG:<report size>,<transmit size>

Yyt
1 & AT+CIPSENDL 34T &

A

’AT+CIPSENDLCFG=<report size>[,<transmit size>]

Wi i ¢

’OK

BH

« <report size>: AT+CIPSENDL iy 4R/, BRIAE: 1024, JEF: [100,2 207, @ildn: &5
<report size>{H} 100, WJAT+CIPSENDL 145 B <had sent len> FIRJF4HN (100,
200, 300, 400, ---- ). WA <had sent len> FIR{EEEET LR L HIMEHRK .

* <transmit size>: AT+CIPSENDL fip % F LRI, BAaa T HdE LA Ok E o . B
IME: 2920, {ER]: [100,2920]. AR HIEHEKE R TET <transmit size>, HIELLR)
B9 A% <transmit size> FAT—ZHMBI TR, BIMSSER: 20 Z RS R A KT
T <transmit size> FATFHEEEPE (L0 PAEITAT+TRANSINTVL £y 4 Hic B IR ) -

L]
o XF TR IMEXT SERF R R B A, IR E RN <transmit size>. WHEFEEGE
1 AT+CIPTCPOPT €4 & TCP_NODELAY J&:,
o MR KRR, WEERRER AN <transmit size>. WMHEFREFELA TR 5 ESP-AT 5
vk bk
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3.3.11 AT+CIPSENDEX: fE# ittt R T Ity i Xk i e
BeE WA

AR T, S KIERIEHOR, S M0/ \0 (OxSe, 030 ASCID A HCR K%

s

// B F: (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP M W35 & %t 3% IP H ik Fnsg o
AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

W

OK

>

EaRm R FoR AT CHE RO AT R, BT AR AR KRIER B, 24 AT 30 B K18
#| <length> JG#dlt Bl \O AP, Bl temirin .

USRS IR BB AR I B R T, R[] -

’ERROR

R BT A B O S AR CR R E 2 AR B ), &[]

’SEND OK

<link ID>: [A43E45% D (0~ 4), T ZIEBIT L

<length>: B, HAR(E: 8192 FFy

<” remote host” >: UDP &4l AFR S 4L : [Pv4 Hihik. IPv6 Hihl:, sl
<remote port>: UDP £ 1] PAS & X i i 11

(|

o BRI R R BORES, BUBE B\ 0 AT (0x5c, 0x30 ASCID), ¥dlE&IriG, RgtiRE
WE O, SRT & AT s

o IREHEPAE \<any>, WEEBRBFL, REH <any> 55

o WIRFE KRN0, 55 R \\O

o XA DA I AT+CIPTCPOPT fiy4 K WA~ TCP L B BRI, Hlin: $5E <so_sndtimeo> A
5000, W TCP A& ikEAESAE 5 B NIR LSRR, LB IR 2R . X DA MCU 4545 AT find
[1] 5 R ERF []

3.3.12 AT+CIPCLOSE: J:[fl TCP/UDP/SSL 4
B s

i
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KM Z BT ) TCP/UDP/SSL #4%

A .
"ﬂé’\‘

AT+CIPCLOSE=<1link ID>

Wi % ¢

<link ID>,CLOSED

OK

AT 4

g
KM ISR ) TCP/UDP/SSL 14 4%

AT+CIPCLOSE

W i :

CLOSED

OK

B

* <link ID>: TR FLIER: ID, QRBEN S, WIFR KPR %

3.3.13 AT+CIFSR: #rifyAciy IP Huhtk Al MAC Huhl

PaT %

=

A

AT+CIFSR

W ) :

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK
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¢ <” APIP” >: ESP32 SoftAP [fJ IPv4 i

o <” APIPG6LL” >: ESP32 SoftAP [ IPv6 ZsHhk i bt
e <” APIP6GL” >: ESP32 SoftAP [ IPv6 4 o bl

e <” APMAC” >: ESP32 SoftAP ] MAC Hihl

o <” STAIP” >: ESP32 station [{{j IPv4 H#iiht:

e <” STAIPG6LL” >: ESP32 station [ IPv6 A<Hu4% & Huhl
o <” STAIP6GL” >: ESP32 station ] IPv6 4> )&l

e <” STAMAC” >: ESP32 station [} MAC Hiihl:

e <” ETHIP” >: ESP32 ethernet [{] IPv4 Hihl:

e <” ETHIPG6LL” >: ESP32 ethernet [ IPv6 4= Mk i i -
o <” ETHIP6GL” >: ESP32 ethernet [{] IPv6 4= Jayihhl:

e <” ETHMAC” >: ESP32 ethernet 1) MAC #tilit

(L]

o HUA 24 ESP32 WA RICEI AR G B 5, A RELDE E Y IP MUkl MAC Hutik

3.3.14 AT+CIPMUX: FIHI/ESH 2 5
A it 2

itk
R

iy 4

AT+CIPMUX?

W i <

+CIPMUX: <mode>
OK

B
fie:
P

[k

’AT+CIPMUX:<mOde>

Wi i ¢

[ox

BY

o <mode>: JEAR, BRIAE: O
- 0: BLiEg;
- 1: ZiER
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e

o VU YT TE AR I A RT S OE FAR

o HEG@ 542X (AT+CIPMODE=0), A g% E NZE

o WISRHEST T TCP/SSL Ik d5+#s, AE UMk sie s, Wi XRS5 #% (AT+CIPSERVER=0)

o ZIEBITR MR EEARET, TRES B BRI AN 2 BAE O, 1 AR i A S B I L AT
iR, FSLM MCU X FEA B 1AL PR

il

AT+CIPMUX=1

3.3.15 AT+CIPSERVER: #tr /5[] TCP 5% SSL 55 %%
Ay

i
#if] TCP/SSL R 55 ks

AT+CIPSERVER?

W i <

+CIPSERVER: <mode> [, <port>, <"type">,<CA enable>,<netif>]

OK

BeE WA

s

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>] [, <netif>]

] 7
[ox
e <mode>:
- 0: XRS5+
- 1o @ RS54

o <param2>: B4 <mode> A[H], MILBHE XA :

o NI <mode> £ 1, <param2> fAFEu 5. BHOAME: 333
o QIR <mode> 2 0, <param2> fAEMRFAEE XA R Fin. BRAE: 0
- 0 RHAMRS AR E A K P ik
- 1+ XPANRS AR K A %
e < type” >: [R4IEKA Y TCP”,” TCPv6”,” SSL”, 5 “SSLv6” . BRi\{&:” TCP”
¢ <CA enable>:
- 0: A CAINIE
- 1: fli CAAIE
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o <netif>: HEMRITASIITARZE R L, BOAME: 0.

B 4 1
Wi-Fi station 32 []
Wi-Fi SoftAP 2]
PAK Iz M

|
[OSIN S I )

it

o ZEEHILT (AT+CIPMUX=1), A HEITIEIRS: % -

o BIEIRFSAv)E, HEhES IR AT, R R A VrrE— ko5

s MHFFmEA, S HEE N D,

o ARGEAEELT IPv6 M4 Q> TCP/SSL iR 54, i & Jei BAT+CIPV6=1, FF3RH—> IPv6 b
k.

© KMRF AR SH <"type"> A Z JRHIZHLITE I .

il

// # i TCP M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// # I SSL & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// BT 1Pve W%, A& sSL R4 &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6", 0

/1 kARG BOFE kA BT R &

AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: 7% ify/¥ B IR 55 %% - v ity i K e

tEifar A
) TCP 5 SSL JJ5 25 FuiF AL M A IE B
sy

AT+CIPSERVERMAXCONN?

Wi 3% <

+CIPSERVERMAXCONN :: <num>
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’AT+CIPSERVERMAXCONN:<num>

Wi % ¢

’OK

« <num>: TCP & SSL fIR 55 #% fo il i i i K EEHE, TEIE: [1,5]. WA S ooZ S 8000 b IR s
i, 55% AT+CIPSTART 435 <1ink ID> [HiA.

L]

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), W§7EAIEIRSS %8 2 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: #ify/is 8 i

iy

i
e

.
"ﬂ/?\'

AT+CIPMODE?

Wi i ¢

+CIPMODE: <mode>
OK

)E’J

CEL A

Dyt
BRI

O e
iy

’AT+CIPMODE:<mode>

Wi i ¢

[ox
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55
e <mode>:
_ 0 AR
— 1: Wici i fARICRER., (LR TCP B | UDP [552IE (5. SSL BUERIH b
o

o Bl E TR E77E] flash,
« 7£ ESP32 kA Wi-Fi i X, 5, AT A DB ok 6 «

il

AT+CIPMODE=1

3.3.18 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 23 d if i [ia]
A ity 4

ik
TRif) A< H TCP/SSL R 45 2&HB I Al [a)

Py e
"ﬂ4>‘

AT+CIPSTO?

W 7

+CIPSTO:<time>
OK

Eas

&F

i
BCE A TCP/SSL iR 55 it i S 8]

Py -
iy s

’AT+CIPSTO:<time>

Wi i ¢

[ox

BH

o <time>: 7l TCP/SSL iR 55 anamtifia), B0i: £, HUEVER: [0,7200]
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e

o 4 TCP/SSL % F Ui <time> I[E] Py oK Ko A= Kt i, ESP32 IR 45 g S Wi ibiE s .
o WMRFESE <time> N0, WIEHIKIEA LB, NEUGXFERE.
o FEWE IR Y, égmﬁﬁkﬁ_ 555 2 0l M5 s R4S 28 A 5% P im G I, TT AR B
THEr. RS, 2 e .

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.19 AT+CIPSNTPCFG: #Fify/i% Bt IX 1 SNTP JIlR55 5%

iy

AT+CIPSNTPCEFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>[, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP._
—server3">]

OK
Ve /?
A

AT+CIPSNTPCFG=<enable>[,<timezone>] [, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP._
—server3">]

W

OK

e <enable>: % E SNTP iR %2s:

— 1: £ SNTP JlR%558:

- 0: Ni&H SNTP R 55%%
* <timezone>: SZHFDATPFAE:

- SF—RETE L [-12,14], BERUVNSREAL, @t 5 PR TR (UTC) i ke inid K2
B X (UTC—12:00 F UTC+14:00) ;
FEREACh uTe R E, UTC R ETSE TIRTEINZ DrE S| UTC &) LA Gefs 84
HurHE], @SR N [+ -] [hhlmme QR Y4 KAEAR] T2 APE, WA s, WRE A
1, WSRIEEL. /N (hh) JMVTT‘-IZ F 14 Z 8], AP (mm) SAT7E 0 2 59 Z[a]. fildn, i
AR XU B G = A IS A S, B UTC+12:45, Wz <timezone> SR E N
1245, Ezmuzﬁ%mrﬁﬁis
e [<” SNTP serverl” >]: Z—4~ SNTP [k 55#%.
* [<” SNTP server2” >]: ’“’“:/\ SNTP JR %25
e [<” SNTP server3” >]: 5=/ SNTP R%%%.
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e

o WHEMABERIEG L=/ SNTP R%#:5%0, MELA(H “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” Hz —,

o XFEMMS, EMA <timezone> ZHMRES IR E N <timezone> ZHA—FE. FHH
<timezone> ZH L FtE —Fp UTC A B, fFlaN: X B AT+CIPSNIPCFG=1, 015, HFA4
M, ESP-AT & ZBSHfIXSHHIT 0, Bl EME 15, NETHE Mg, FrRisiidss —
UTC fw#% A&, Wt uTc+00:15, W@ A it k2 0 i IX.

* BT SNTP &£ T UDP ¥k RN I 52, 448 ZAah), <530 ESP32 [} R] Joyk M i
m&. —H AT @4 i+ TIME_UPDATED , RFEWTRIE 2, M4 DA A R AT+CIPSNTPTIME?
A2 24 HIH A o

il

// fE£f SNTP M 4 %, RWEFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEH# SNTP M4 %, R EX£ELA A HE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
Ed

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

/) fEH SNTP MR 4%, LEHWLH K £HE WY W K (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.20 AT+CIPSNTPTIME: 4&ifj SNTP B [i]

AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK

B
» 4 5% asctime ][ € X% I, asctime man page

« f£ ESP32 it A Light-sleep 5{ Deep-sleep & i Me [, 2 4t W) [a] n] G & A fE. B EH L
3£ AT+CIPSNTPCFG 54>, M NTP R4-24-BUH ] .

* SNTP FRIFE W IR [E] A TE RTC K3, BIMAERES CE R A) 5, MEASEK.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

Q)
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(£ L£50)

OK
9

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.21 AT+CIPSNTPINTV: #ify/it ¥ SNTP b} i) [5] 250 [a] P
Ay

e

AT+CIPSNTPINTV?

Wi i ¢

+CIPSNTPINTV:<interval second>

 <interval second>: SNTP Ff[a|[5]5 8] fF. BAN7: Fb. JEFE: [15,4294967].

|

o BCHE T INEIFEA R, R ESP32 2 A KA NTP [ 55 &k BORT 1 Ia] .

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) ENEEF — KR
AT+CIPSNTPINTV=3600

OK
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3.3.22 AT+CIPFWVER: #rifjfii 5525 E 4709 AT B PR A

iy

Jyiig:
RIS E A1 ESP32 AT [ R4

s

AT+CIPFWVER?

W i ¢

+CIPFWVER:<"version">

OK

o <” version” >: ESP32 AT [&E{}fR 4«

Bl

o TEREFRZETIIA) OTA HUANE, 582U BB S A [ (A AR TH 20 o

3.3.23 AT+CIUPDATE: jfixk Wi-Fi J18¢ 511

ESP-AT FEia 17N, i Wi-Fi A BS54 BR300 B 2R L0 X, AT T2 1

i A

itk
i) ESP32 £ I FHIUIRAS

"ﬂ4>°

’AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

Wit s

Ly :

TEFLZERAT @ 1d OTA THL R TCP il 55 i Lol A g [l

O e
iy

AT+CIUPDATE

W 7
HEH R E AL 2
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EmA

&F

Dyt
THRENIR S5 e L9 R HCAR 1 [

Py -
iy

AT+CIUPDATE=<ota mode>[,<"version">][,<"firmware name">] [, <nonblocking>]

W
I OTA 7EMSERE T s, SEI:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N e

OK

AR OTA Fe-{EFH 2T iy, R [m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N

URAEH ZERTR OTA KN, iR [n:

+CIPUPDATE:<state>

ERROR

WERAEAR L ZERCUT OTA KIK, aR 9]

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

BH

¢ <ota mode>:
— 0: #@ 11 HTTP OTA;
— 1: 3@ HTTPS OTA, W53k, iM% . /build.py menuconfig>Component config
>AT > OTA based upon ssl 7 #ifE, 2= HiH L A% iF ESP-AT 142,
o <version>: AT i<, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <” firmware name” >: J1- 21 [E1F, flota, mgtt_ca, client_ca B{H'E at_customize.csv
i R4 X
¢ <nonblocking>:
- 0: fHZERIA D OTA. HABIAR, HE| OTA AGUNIIE KK GA AL IE AT fird.
- 1 JEH R OTA. BT, JHsE UG (+CIPUPDATEM) & T8I EH .
* <state>:
L RFIRS 5
2 R RS
3: IR
4: SETF
-1: JEPHZERIK T OTA R
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BE]
o TGO R T 4R DL

o QRIS ZMAESBOTH R, AT $5i&[9] ERROR, 1555 F— B[] FH .

o WSRERE A A SRS SRALE AT BIN, A6 4-Kf M Espressif Cloud Tk AT [E{FF+2% .

o ISR RS2 AAT4%M AT BIN, 15 475238 AT+CIUPDATE FOTA i fig 5§ 34 ] AT+ USEROTA
o} # AT+ WEBSERVER 54, T 5% ESP-AT T FLE {1 R %] FOTA.,

o BWIHH AT FfF)G, WHAT+RESTORE YR ] B E .

* OTA s AEAYHIN IR ]2 3 204

o JEPHZEML M K H % OK Fl +CIPUPDATE : <state> FEHi T b %A 4% B L _EWSERINT .
OK H[fEAE +CIPUPDATE : <state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z 5t .
o NEWARBNHRA . BEEHRA AR E RS, E2T0dalT, WERERRZEAHH

IHARAS, AR E TR i B AT ISR U E
* 55 % ot 523 OTA S+ FREUE L OTA A%,

il

AT +CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.24 AT+CIPDINFO: ¥ +IPD {5 E i1

AT+CIPDINFO?

W

+CIPDINFO:true
OK

0%

+CIPDINFO: false
OK

>

¥

X

W
4

Eld

’AT+CIPDINFO:<mOde>

W

[ox
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S
e <mode>:
- 0: 7£ “+IPD” F1 “+CIPRECVDATA” JHE 1, AL IP HihkFim 0115 B
- 1: £ “4IPD” #1 “+CIPRECVDATA” ji§ 5, $EXTim IP Huhk Al 045 S
il

AT+CIPDINFO=1

3.3.25 AT+CIPSSLCCONF: #ify/ix ¥ SSL %% f i fic &
A4

Iriig:
A1) ESP32 F2 SSL % /i R e A L .7 5

P e
"ﬂé?‘

AT+CIPSSLCCONEF?

L)V

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

LA

=

=

A

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

W i <
OK
BH
* <link ID>: [{Z5 %4 ID (0 ~ max), TELERIHILT, HSEEBON max, WZRPrAER, &
SHBIMER 5.

¢ <auth_mode>:

- 0: NAUE, WBTHEEIEE <pki_number> fll <ca_number> H4;

— 1: ESP-AT #4It% FrimiiE bk 55 45 i CA JIE 13 R:58 ;

- 2: ESP-AT % ik A CA UEF RARE AR 55 #% i O UE-F 5

- 3: MHEINIE.
* <pki_number>: JEBMAHANET], WREA—MUEBFFAG, HAEN A 0.
 <ca_number>: CA R4, WREAG—4 CA, HENH 0.
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e

o QNSRAHEARECE SRR, WAEES SSL IR RIIB T A M S .

o FCEEUCRHARAE NVS X, QiR AT+SAVETRANSLINK iy &5 B HLiE A Wi-Fi SSL i% 1% 4%
K., ESP32 ARk bR T AR il & 7. SSL 4%

o WA H CWUET, B THE M AT+SYSMFG 43587 SSLAE4S . WA O
WA, FS% 4efT £37 PKIFLE .

o 4ndf <auth_mode> FLE N 2 8 3, AT RIS ARUEBA R, EFE KL AT+CIPSTART fiy
AHitafk ESP32 B AREE 4 HiitE] . (B30T PAKIEAT+CIPSNTPCFG iy 4 Kt SNTP,  FREY Hif st
(6], REAT+CIPSNTPTIME? £y A28 24 i i) o )

3.3.26 AT+CIPSSLCCIPHER: ##if/¥ i SSL % yiit) #5154 (Cipher Suite)
Ay

Dyt
#if] ESP32 {12 SSL & i S5 & 1F

A

AT+CIPSSLCCIPHER?

W )i :

+CIPSSLCCIPHER:<idx>, <cipher_suite>

OK

BEE A

I\
£

=
k=t

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCIPHER=<counts>[,<cipher_suite>][...][,<cipher_suite>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCIPHER=<1link ID>,<counts>[,<cipher_suite>][...][,<cipher_suite>]

W i <

OK

o <idx>: HHEMNERGS, M0 FH,
* <link ID>: MZE%EH: ID (0 ~ max), EZERMEN T, ASEEBN max, WFRRIEERE, &
ZHGERINEN S
« <counts>: HHIEMFEE . HKEZRT oL MHKKE 256 7147
- 0: IR E L E I,
- HE: wESEMEEF L
* <cipher_suite>: /i ClientHello H )3 i E1F . XA H{E & XAE ssl_ciphersuites.h H1,

Bl

o INSRAHEARHUE S BIAERL, WEAEELT SSL I HTIB T A M S .
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il

// % ¥E: (AT+CIPMUX=0), % # &4 % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #1.
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=2, 0xC023, 0xCOAD

// % ¥ ¥ (AT+CIPMUX=1), % 4 & {f % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #f1._
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=0, 2, 0xC023, 0xCOAD

3.3.27 AT+CIPSSLCCN: #rify/¥ ¥ SSL % ;i) A Hl #4 (common name)
iy A

g
AR SSL HESE R s 44

e

AT+CIPSSLCCN?

Wi i ¢

+CIPSSLCCN:<link ID>,<"common name'">
OK

)E’J

CEL A

s

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

W

OK

B8

+ <link ID>: [Z 4 ID (0~ max), 7ERFEBIORIT, ASHMEN 0 EEEENTLT, 2
B max, WRBTA R AZHEAEN 5.
+ <7 common name” >: A ZHUTAANEIR 5 28 LA MTE S i A 4 o AT AR K Jy 64 3

N

Bl
o QRAREARFECE S AR, W1EH AL SSL R HTIE T A M2
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3.3.28 AT+CIPSSLCSNI: #¢ify/i%E SSL % Fasintg SNI
b A

Jyiig:
AN IERE R SNI L E:

s

AT+CIPSSLCSNI?

W ¥ 3

+CIPSSLCSNI:<link ID>,<"sni'">

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

W i <

OK

* <link ID>: [WZ5i%4% ID (0 ~ max), fEFGEREMHILT, ASHEN 05 EZHEEMNEIT, #Z

HH B max, WFRPAA ER; RSEEAER 5.
e <” sni” >: ClientHello B SNI, SNI & KK FEH 64 F37,

Bl

o QERARSOARFCE S AR, RN SSL R HTIE AT A2
3.3.29 AT+CIPSSLCALPN: #ify/i ¥ SSL % )y i ALPN
Ay

yite:
rif) ESP32 {24 SSL % Fim it B4~ 138219 ALPN Bl &

Py
A

AT+CIPSSLCALPN?

W i :

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK
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=

=

A

// B ¥: (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: M54z ID (0 ~ max), FEREZHEL T, XSEEHR 0; L2 EZNHBLT, #5
BUEBE A max, WIRIRIrE &% ASEERAER S.

o <counts>: ALPN % &. JiFE: [0.5].

0: J& % ALPN Bi .

e [1,5]: &% ALPN il .

L < alpn® > FRFRSHL, F5 ClientHello il ALPN. ALPN Sl kK IEZ BT & KK

e

o QSRR EUARRNE ST BIAERL, TS SSL R RTBITA M S .
3.3.30 AT+CIPSSLCPSK: #rify/i%t SSL 7% /ity PSK (47 % %)
Qi

itk
£rif) ESP32 24 SSL % F i A~ 12 1) PSK Jir &

fiy 4

AT+CIPSSLCPSK?

M ¥ 2

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W
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OK

S8
o <link ID>: [%%i%E4% ID (0 ~ max), 7EREBENHBERT, KSHMEN0; HELEBENFBRT, &5
BUEBN max, WIERITA ER; ZSEEIMEN 5.
o <” psk” >: PSK identity (F/FEHE), HARK A 32, WUREM <"psk"> 45 \0, Efl
F AT+ CIPSSLCPSKHEX 154,
e <” hint” >: PSK hint, f KK E: 32,
i}

o QRAREAHUE T BIAERL, AR SSL IER I iIB T AR M S .
3.3.31 AT+CIPSSLCPSKHEX: #ify/i% ¥ SSL % i) PSK (-|-rs kIR %)

|

* KU TAT+CIPSSLCPSK iy %, %t T I B oA if) SSL % Py i3k 2% 4 (PSK) , {HH;
<"psk"> ZHEH A ANBERIR TR TR I, <"psk"> ZHPRY N0 FRxh 00,

il

// B % (AT+CIPMUX=0), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: #¢ify/i% ¥ Wi-Fi i {% X F % TCP/UDP/SSL i i
]

A ih) iy 4
itk
Erif) Wi-Fi i X N9 H ) S A

A\ .
"Il/?\‘

AT+CIPRECONNINTV?

Wi i <

+CIPRECONNINTV:<interval>
OK

)E’J

CEL A

i
B Wi-Fi i 1£ 42X '~ TCP/UDP/SSL f& 4 Wr T 5 H Sl =34 1417 b
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’AT+CIPRECONNINTV:<interval>

Wi % ¢

’OK

SR

* <interval>: HZIEIEMFFME, AL 100 270, BIAE: 1, FH: [1,36000].

st

o FAT+SYSSTORE=1 W}, BLEEUCHRIEAE NVS X,

il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #ify/¥ B okt
A

BT

Py
A

AT+CIPRECVTIYPE?

Wi i ¢

+CIPRECVTIYPE:<link ID>, <mode>

OK

v

7

XF

IR

EFH
%

=l

// B (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % H: (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

Wi 3% ¢

OK
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BH

* <link ID>: WZ5%EH ID (0 ~ max), {EHERMTEILT, ASUEN 0; EZEENNLT, &S
BUEBON max, WZORPrAER ASEEOAMEN 5.
* <mode>: ERFHHRHMA, BOAE: 0.
- 0: FaWBI, ESP-AT A BRI B £ 3% 7 Bi 2 B Ak 45 L MCU, Skl “+IPD” (4§
FHMCE 1 5760 547, AR MCU Sk ik 2920 5454 RUHE ) -
- L Wi, ESP-AT f5 P S BI M E S P HUi R Ar 2l R AP X (B ETH T 0, oA
{9 5760 “F47) , 44§ MCU Bt 0§ TCP fI SSL 42, WURGAAXW T, KL ILERT
ks WT UDP &4, WERGAFXW T, WA ER.

e

o ZACEABEH T Wi-Fi & X

o 24 ESP-AT FEg shibi=U MU B B FHARN, SRR E LR RIS AR A E
- ZIEER (AT+CIPMUX=1), /8 +IPD, <link ID>,<len>;
— FAMERER} (AT+CIPMUX=0), 7% +IPD, <len>,

o <len> FREHAXRPEZFHIMN LKL,

o —HA +IPD ki, WZizfTAT+CIPRECVDATA KW . W, FERT—A +IPD Bl i,
A +IPD RSB 45 L MCU.,

o FEWITFEREOLT , ZohERFEIRTIRAAAE, MCU {58R W DAEEEL, B 2| & ikAT+CIPCLOSE
(AT fE M Fifi) SKAT+CIPSERVER=0,1 (AT VERRS5#%). Bempifil, W +1pD g sy, b
QAENR % 2 AT+CIPCLOSE B % % AT+CIPSERVER=0,1 B{3i 13 AT+CIPRECVDATA £y A3 BU A B
ZHT, IXATERR) CLOSED {5 BIKiEA L Il

o TSR RHRRIROR & W 28 5t 7 H MCU Sl R ACERRS , nTAS 1), (i g sl el Bdasia o

il

/) BEEHEAT, RERHEKER

AT+CIPRECVTYPE=1

/) ZEBBEAT, REFAEBEAE S ELERX

AT+CIPRECVTYPE=5,1

3334 AT+CIPRECVDATA: KRB Al BER T i L8y 2t

BArA
O e
“D4}'

// B E: (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>,<len>

Wi i ¢

+CIPRECVDATA:<actual_len>, <data>
OK

5

+CIPRECVDATA:<actual_len>,<"remote IP">,<remote port>,<data>
OK
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BH

o <link_id>: ZiEEAT W ER ID,

o <len>: FRAE Ny OXT7FFF, UNSRSEFRUCEN B B LUASSEUE /S, R 8] 52 B B i 0
* <actual_len>: %ﬁé’ftﬁﬂﬁﬁﬁ‘kr

o <data>: FREUERE .

e [<” remote IP” >]: FREESE, FoaXlig IP #Hidlk, #idAT+CIPDINFO=1 fiy 4§ #E

* [<remote port>]: ¥fufisi 1, iMitAT+CIPDINFO=1 fy4ffifg.

Bl

o RS T EAE SO N AT, 5 B 2R B ERROR, W] PAif it AT+CIPRECVTYPE? fig %>
NS S 2 TEg it

o RO ATERA BE AT A O AT 2> B 2R 5] ERROR, 1] DA i AT+CIPRECVLEN? fiy i iA
IEH A ATk .
* P47 AT+CIPRECVDATA=<len> iy &0}, E/FEIE <len> + 128 FPHHINIE, f’r—IU\@ﬂ%/E
A AT+SYSRAM? 5] 4 5 /] I ARG 0 o 24 PIAEAS 2 BN A7 H I R R I iy 2. 2% 1% ] ERROR
PRATLAEITAT vk B E 0 AR EARAEM alloc fail WITHMREE, PABRIARE BB T WAFED
(R GOR R

2N

AT+CIPRECVTYPE=1

/) Bldm, wEEHN MCU K 0 EHEEFIE 100 FFHKE,
// W 43 FH & "+IPD,0, 100",

/) RE, BT UNAREBEAUNTHAEIHE 100 FF 6 HHE:
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgl g ebiX b S B n K
Ay

Dyt
BRI AP P A e K 5

[

AT+CIPRECVLEN?

W i3 ¢

+CIPRECVLEN:<data length of link>[...][,<data length of link>]

OK

S
* <data length of link>: F-—3%4:h b iy BT A EER K,
e
* SSL i, ESP-AT i& [l 8K B v B /INT H B <
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il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING:

LN

&E

ik
ping X g AL

Py -
iy

ping %) i AL

AT+PING=<"host">

Wi i :

+PING:<time>

OK

Y

+PING:TIMEOUT //

ERROR

RHEBLBENAKSE PING HHERLT, 12X/ B4

o <” host” >: FfF

EBBR, FoRxt i FALY IPv4 Mok, TPve Mihk, silsi44.

o <time>: ping IR N EFE], AL ZFD.

st

o WAREAET IPve
- Witk AP 305F

W 2% Ping X i AL, TEHATRAT #RAE:
IPv6

- BB AT+CIPV6=1
— WITAT+CWIAP iy A 3RELE]—A™ IPv6 #Hihl
- (WIk) @ETAT+CIPSTA? 65462 ESP32 27 AR E & IPv6 Hutil
o QR EAURIN S AT, W) ping KfSeil i DNS ST A4 b (DLSCfi#dr IPv4 Hotik) , P ping

X i AL TP Mk

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBHMER IEFN
AT+PING="240c::6666"
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3.3.37 AT+CIPDNS: #rify/t DNS 557515 5
iy

e
P24 B DNS it 55 445 2
[

AT+CIPDNS?

W

+CIPDNS:<enable>[, <"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BE WA

&

S ER

DNS iz 5 a5 5

I&L

A

=

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

W i <

e <enable>: %' DNS k%2
- 0: B B3h30 DNS IR & #51% &, DNS RE S RIE M 208.67.222.222, 114.114.
114.114 1 8.8.8.8, HAG2Y4 ESP32 station 5¢ji 7 DHCP i, DNS k&4 4 Gl e
o
- 1: BT E DNS IRSG4E R, WRARESE <DNS 1Px> [HMH, I BHA(E 208.
67.222.222, 114.114.114.114#18.8.8.8,

e <” DNSIP1” >: Zf—/> DNS g 55#5 IP #iht, Xf T & a4, HA Y <enable> S5k 1 B, Huyk
A F5) DNS 8, ASEA ARG WRKE <enable> 4 1, I AASERE—ME, 4z
Tt 2ut, ESP-AT XHEIZSE/E N 4 i HY DNS & E iR 6 .

¢ <” DNSIP2” >: %5 /> DNS flR45#% IP Hotik, 38 m4, HA Y <enable> 25K 1 B, Lk
525 i T3 DNS lxﬁ BRESEAFR; WREE <enable> Ky 1, HAARSERE —ME, 4z
b an S, ESP-AT KU S EE N 24 Hi1F) DNS B E R M .

* <” DNSIP3” >: 5=/ DNS Jtg5 4 IP duhit, XIFBEE A<, HA7>4 <enable> 2404 1 ), ik
T8 DNS % &, RSHABR: WIHREE <enable> K 1, I HASENE AME, Uz
Tt 2 nt, ESP-AT XHEIZSE/E N 4 HiHY DNS & EiR [H .

st

o #AT+SYSSTORE=1, WiE B R RA77E NVS X,
o XEASHORREBRCETER — M54 L.
* 2 <enable>Jy O}, DNS fIZ554%n] filf A ESP32 BLar i 14 b 4w (Y L B 1 24 22

Espressif Systems 110 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) B—ANET 1Pve By DNS MEB: T REKMEXIEFN

// B _/NET Ipve B DNS Mk % & : google-public-dns-a.google.com
/] BEZ=ZANETF Ipve By DNs R4 &#: WL H 4 £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS Jjgg

v

H

N

IR

¥

=4

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
][, <txt_number>][,<"key">,<"value">][...]

W ) :

OK

¢ <enable>:
- 1: JF)3 mDNS Ujfg, G4 FEUHE
- 0: XM mDNS Tjfig, FE:SHILTIESE
* <” hostname” >: mDNS EHLHFK.
+ <” service_type” >: mDNS JJR4+2:41,
o <port>: mDNS J} 4% M.
e <” instance” >: mDNS B4 FK. BRHIAE: <"hostname">,
e <” proto” >: mDNS R, BE: _tep 3 _udp, BRIAH: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT g0k .
o <” value” >: TXT iBFI{E.
[]: AR <txt_number> QRZLIHE TXT jCsR B #AEXT .

il

// Fr )8 mDNS 3y #E, EH A& K "espressif", A KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot", 8080

// * W mDNS I
AT+MDNS=0

PRI 2% mDNS 715

3.3.39 AT+CIPTCPOPT: 7#%ify/i BAs ki
by A

Dyt
P 24 {0
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[

AT+CIPTCPOPT?

Wi 3% ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

BCEL A

<
XF

zs

// B ¥: (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥% H: (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

W 7

’OK

o

’ERROR

o <link_id>: MZ51%E4% ID (0 ~ max), FEZIERIIGIL T, HSEEECH max, MFRTEERE; &
SHBRINER 5.
* <so_linger>: Ml EHF W SO_LINGER &I (2% : SO_LINGER /+41), Hfi: £, BRIAH: -
- =-1: KH;
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: Jl B EHEFN TCP_NODELAY & (Z%: TCP_NODELAY /+43), BRiAME: 0.
- 0: 22 TCP_NODELAY
- 1: [ TCP_NODELAY
o <so_sndtimeo>: [l E EEFH SO_SNDTIMEO &Il (&% : SO_SNDTIMEO 1}43), Eifi: ZFb,
ERIME: 0.
o <keep_alive>: [l B E#: 51 SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.

e JEREl: [0,7200].
- 0: 2% keep-alive jBE; (BRIA)
— 1~7200: FFf2 keep-alive Hifit. TCP_KEEPIDLE {f}y <keep_alive>, TCP_KEEPINTVL {i}
1, TCP_KEEPCNT {i % 3.
o Ayt <keep_alive> 7"%@( 5 AT+CIPSTART 4 <keep_alive> A, Z1EH
JERE M ARE . NRBFTAMSRIARE <keep_alive> B4, WIERIAM A K EEA(HE.

o EAT+SYSSTORE=1, i B H U 517%] NVS 43X

o TERCE SR TR, W VL khiE, UL G ol RER R .

+ SO_LINGER &3 A 23 I B kil . 9140 ic B SO_LINGER {4 60, )ﬂlJAT+CIPCLOSE A TEIL
AFE Xt TCP FIN AEM R, 2580 AT HZE 60 #2, M JciEm iy e 4. Fitk, SO_LINGER
BRI .
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« TCP_NODELAY ¥&%i i H T Fnt &/ IMEXS LR E R S i 5. JFRJE, LwIP 2 ik TCP ) %
ik, (HIRMEIMRR E, Sl TEATNSEEHEG. Hik, TCP_NODELAY A AR5 EAE .

* SO_SNDTIMEO %31 3& | T-AT+CIPSTART i 4K it & keepalive Z8010 W 37 5. FLEAETG,
AT+CIPSEND., AT+CIPSENDL. AT+CIPSENDEX fi S AeiZBINB Y, TiIEEEAER . X
H . SO_SNDTIMEO #i¥ it & H 5 ~ 10 #b.

 SO_KEEPALIVE #£5 id ] = 2l 5 AR 1 2 2 A W i 5%, 3% AT 1 TCP IR 55 2%
BRI . Bl E AL S, SHINESMG M4 58 . SO_KEEPALIVE B it & H A /N T 60
o

3.4 Bluetooth® Low Energy AT #4245

o /B

e AT+BLEINIT: Bluetooth LE #4454k

o AT+BLEADDR: ¢ Bluetooth LE 5 5 Hihil:

o AT+BLENAME: #ifij/i%® Bluetooth LE 154544 ¥R

o AT+BLESCANPARAM : #¥ifj/¥5¢ % Bluetooth LE 354k
o AT+BLESCAN: {if Bluetooth LE 34

o AT+BLESCANRSPDATA: %% Bluetooth LE 4%

o AT+BLEADVPARAM : #5ih)/i% & Bluetooth LE | &%k
o AT+BLEADVDATA: % Bluetooth LE | #&%({E

» AT+BLEADVDATAEX: H3#Jji5t & Bluetooth LE " #4545

o AT+BLEADVSTART: F}14 Bluetooth LE |~ #%&

o AT+BLEADVSTOP: {2} Bluetooth LE | }%&

o AT+BLECONN: 7237 Bluetooth LE 1E§%

o AT+BLECONNPARAM : Ztifij/%H % Bluetooth LE #1554k
e AT+BLEDISCONN : Wi Bluetooth LE %4

o AT+BLEDATALEN: %% Bluetooth LE ¥t K

o AT+BLECFGMTU: % & Bluetooth LE MTU ¥ &

o AT+BLEGATTSSRVCRE: GATTS Al &} %%

o AT+BLEGATTSSRVSTART: GATTS /=2 fR%

o AT+BLEGATTSSRVSTOP: GATTS 12 iR %

o AT+BLEGATTSSRV: GATTS % ¥HR 4

o AT+BLEGATTSCHAR: GATTS % IR 4+454E

o AT+BLEGATTSNTFY: J[3455% notify i 5 ERHF (.28 % Pk
o AT+BLEGATTSIND: JJ#42% indicate IR & A 25 % P s
o AT+BLEGATTSSETATTR: GATTS % & IR & A E

o AT+BLEGATTCPRIMSRV : GATTC % PR EA R 4%

o AT+BLEGATTCINCLSRV: GATTC % B IR S

o AT+BLEGATTCCHAR: GATTC % iR S E-E

« AT+BLEGATTCRD: GATTC izHUiR % EHE(H

o AT+BLEGATTCWR: GATTC B HiR&4H-EH

o AT+BLESPPCFG: Z¥if)/i%® Bluetooth LE SPP 5%k

o AT+BLESPP: i} A Bluetooth LE SPP izt

o AT+SAVETRANSLINK : ¢ Bluetooth LE FF#li& 15 42 X, {5 5,
o AT+BLESECPARAM : Z5if)/¥% B Bluetooth LE NI & 2%k

o AT+BLEENC: %t Bluetooth LE fjji &5 sk

» AT+BLEENCRSP: [n] % % Ui 15t £ J2 6L L X7 oK

o AT+BLEKEYREPLY : %53} )55 4% [l 5 254

* AT+BLECONFREPLY : %53 %45 RIS WA g5 R (e gz By)
o AT+BLEENCDEV: 25if45 52 1#) Bluetooth LE J 85 $£4571) 3
o AT+BLEENCCLEAR: JE[% Bluetooth LE %% %415

o AT+BLESETKEY : & Bluetooth LE #3150 Xt 254H

o AT+BLEHIDINIT : Bluetooth LE HID #p 4 ia 4k
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o AT+BLEHIDKB: % i% Bluetooth LE HID 4 {5 H
AT+BLEHIDMUS: % 3% Bluetooth LE HID EUEH(Z .

o AT+BLEHIDCONSUMER: %% 3% Bluetooth LE HID consumer 5 &,
AT+BLUFI: FFJ55% 3 ] BluFi

AT+BLUFINAME: 5)/3% % BluFi 14 £ i

« AT+BLUFISEND: %% BluFi fij F* [ 58 SUBH

341 ¥

21T, ESP32 R4 AT [EF SRy d RO 4.2 A

g BOAM AT B(F SRR O FRITE AT fin% . IR ETREE U ESP32 BRIN SR 4, W HAT%
¥ ESP-AT T2, Y80S TREBERE (NERIUR ALY, AR R 35 2k ) -
o 2 BluFi fy%: Component config->AT->AT blufi command support

 #%Jf] Bluetooth LE f54: Component config->AT->AT ble command support
2% Bluetooth LE HID f54: Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #ji44k
A4

ik
25 ifi] Bluetooth LE 2B #] i 1L

A .
"ﬂé’\‘

AT+BLEINIT?

W
O, AT R

+BLEINIT:<role>
OK

FARVIIRE, AT &[0

+BLEINIT: 0
OK

P
i

L /
[y

A=

e
°

N

Bluetooth LE #]i&4k {6,

=

’AT+BLEINIT:<init>

Wi

’OK
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BH

<init>:

0: 344 Bluetooth LE
1: client f4 {4,

2: server fA {4

(]

o PG LFATERE, BHIAE M Bluetooth LE HRERT, 4EKKAT+CWMODE=0/1 fiy4 45 1] SoftAP.,
WG T RS2 0T, T PIEE RE JLA7 SOk,

« i1} Bluetooth LE 542 i, #9144, 4L Bluctooth LE i .

* Bluetooth LE f #5405, REBE ). ﬁn&ﬁ_{g}ﬁ%@u g AT+ RST R 255,
1AL Bluetooth LE 7.

» AAETER] Bluetooth LE 2 #f, {3 IRIEZERETHO) 3. FHHFITF AT 035

o 115 Bluetooth LE B 4444k, WIAT+CIPMODE JeykiE M 1.

il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: #:¥ Bluetooth LE ¥¢45 il
iy A

&k .
HE -

=

Bluetooth LE & 4 fy 2 3£ M 4F

E

§P

#
&

’AT+BLEADDR?

Mjn] oz <

+BLEADDR: <BLE_public_addr>
OK

RE
I

=y

S5

1% Bluetooth LE 15457 il 270

A

=

’ AT+BLEADDR=<addr_type> [, <random_addr>]

LO)vE

’OK

Espressif Systems 115 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-guides/coexist.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

BH

e <addr_type>:
o 0: N FEHihl (Public Address)
o 1: fEMLHAE (Random Address)

|

o S HuAE (Static Address) [ 2 DA 454
o HihbE R PO R 15

o BEHLHBHERR A 20 17k 05

o FEMLHLHERR S 20 1k 1.

o WEMESHIEA SYRATAE NVS X,

hil

AT+BLEADDR=1, "£8:7f:24:87:1c:7b" /) RE RN A WA
AT+BLEADDR=1 AR &8 ) & 0 I
AT+BLEADDR=0 // BN E H

3.4.4 AT+BLENAME: #ifi/i¢ . Bluetooth LE V75 Ak
a4

Dyiie:
25ifi] Bluetooth LE %4544 Ff

AT+BLENAME?

W i <

+BLENAME : <device_name>

ig:
% & Bluetooth LE %4544

A

’AT+BLENAME=<device_name>

o <device_name>: Bluetooth LE &£ & R, mARKE: 32, BHALIRN “ESP-AT”,
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e

o #iAT+SYSSTORE=1, T &S i EHRAF/E NVS X,
o WIS BER S HIE, BEAITAT+BLEADVDATA fiy R 44 FRGH 1 5 -

Bl

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #%ily)/ix ¥ Bluetooth LE f1#i %%
A4

ki
%t Bluetooth LE #9325

s

AT+BLESCANPARAM?

Wi i ¢

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

OK

BE WA

hiie:

1% & Bluetooth LE i &4}
s

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

W

OK

* <scan_type>: A

N I EREi ]

o 1 FEhHH

o <own_addr_type>: it

o 0: AJLHbhl

1: BEAL AL

2: RPA Atk

3: RPA [/l

o <filter_policy>: ity =X

0: BLE_SCAN_FILTER_ALLOW_ALL

1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST
e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
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e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: I HfF. A AN KT 4% T <scan_window> Z ¥ {H. = 536 H:
[0x0004,0x4000]. 14 [H] FE /2% S 43R DA 0. 625 /b, Jr RASE Br i 414 18] [ Y15 B4 [2.5,10240]
R,

o <scan_window>: HI%H 0. XSHEN /N T % T <scan_interval> ZH(H. S EH:
[0x0004,0x4000], 4 % /2% ST 0.625 8>, P PASEFR g F4 % 1138 4 [2.5,10240]
=R,

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.6 AT+BLESCAN: f{iifig Bluetooth LE {14

)E’J

CEA

i
FFUf/M5:1E Bluetooth LE 14

AT+BLESCAN=<enable>[, <duration>] [, <filter_type>,<filter_param>]

W i <

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

B8

e <enable>:
o 1o FRURFRESE
o 0: {5 R FFEE
o [<duration>]: FFEFFEERR], AL FD.
o FIREAT IR, THRREARSEG
o FIREITHRER, FREARSH:
- RBEBEN O B, WFIRFF IR
— KRS AE O (B, Bt AT+BLESCAN=1, 3, WFRidi 3 #5 A shg ka9, RIGRM

ERE AT
o [<filter_type>]: &L
o 1: “MAC”
e 2: “NAME”

o <filter_param>: jHJESEL, FIRMITIEE MAC Hidik 554 FK
e <addr>: Bluetooth LE #hili

o <rssi>: {FTIRAE

o <adv_data>: | 3ELE

o <scan_rsp_data>: I N B

o <addr_type>: | &AL A

el N " B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TE i th T b A 4% 2 X B SE R ¥ . OK Wl BEFE +BLESCAN:<addr>,
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<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> 2 H % H, W A/ W fE &
+BLESCAN:<addr>, <rssi>, <adv_data>,<scan_rsp_data>, <addr_type> Z J5 %
He

o QRGARBIRAG I B R , 72T AT+ BLESCANPARAM A %5 AT T\ active scan
(AT+BLESCANPARAM=1,0,0,100,50) , I HX k455 5K E scan rsp data, A REHIGH

i 7 K4 o
hil
AT+BLEINIT=1 /] A B P
AT+BLESCAN=1 /] AR
AT+BLESCAN=0 /7 E

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // T4, @ E A A4 MAC H it
AT+BLESCAN=1, 3,2, "ESP-AT" // F#H#H, T REA A& L 4 K

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )
BEmA

hiie:
15 & Bluetooth LE 41 i,

zs

’ AT+BLESCANRSPDATA=<scan_rsp_data>

W ) :

* <scan_rsp_data>: i VR, S HEX F4FH . Bltn, 5 83CE S VA dE A “Ox11 0x22
0x33 0x44 0x55”, N4~ AT+BLESCANRSPDATA="1122334455",

il

AT+BLEINIT=2 // fat: R4 B
AT+BLESCANRSPDATA="1122334455"

348 AT+BLEADVPARAM: #:if)/i} Bluetooth LE J" #% %
teiffr 4

Yytie:
EERZIE e i

Py -
iy

AT+BLEADVPARAM?

Wi i <
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+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>,<"peer_addr">

WE S

s

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <"peer_ addr">]

W

OK

o <adv_int_min>: /N . SEGEE: [0x0020,0x4000]. R4 TS5, 0. 625 2
B, PrASE B e/ 4K 8] Y LR [20,10240] Z8b . ASEME N /D T4 T <adv_int_max> &
QI

 <adv_int_max>: i KJ i EIRE. SEGER: [0x0020,0x4000]. 3K FEE TS50k 0. 625 2
g{,ﬁ@?%%%ﬂ@%kf%@lﬁ?ﬁ@% [20,10240] Z &b . ASEEN K TET <adv_int_min> &

e <adv_type>:

* 0: ADV_TYPE_IND

* 1: ADV_TYPE_DIRECT_IND_HIGH
e 2: ADV_TYPE_SCAN_IND

* 3: ADV_TYPE_NONCONN_IND

* 4: ADV_TYPE_DIRECT_IND_LOW

» <own_addr_type>: Bluetooth LE #bhjl- 357

e 0: BLE_ADDR_TYPE_PUBLIC

e 1: BLE_ADDR_TYPE_RANDOM

e <channel_map>: | {%&{E1H

e 1: ADV_CHNL_37

e 2: ADV_CHNL_38

e 4. ADV_CHNL_39

e 7. ADV_CHNL_ALL

* [<adv_filter_policy>]: )" it JEgs LN

e 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
e 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
e 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
e 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
* [<peer_addr_type>]: %]J5 Bluetooth LE Hiik257

¢ 0: PUBLIC

* 1: RANDOM

* [<” peer_addr” >]: X}J; Bluetooth LE Hiiiik

Bl
o WRMAKBE T peer_addr, A KGR EREE,
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il

AT+BLEINIT=2 // ff: R% #

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// W B Bluetooth LE & P # 2| H ESP R & MAC M ik A "c2:34:45:78:66:89"

3.4.9 AT+BLEADVDATA: ¥ Bluetooth LE ) %4
BeE WA

i
BCE) TR

[

’AT+BLEADVDATA=<adv_data> ‘

o <adv_data>: | REECE, S HEX 54568, B, SAEUCE T EE0ES “Ox11 0x22 0x33 0x44 055”7,
M| 6y4>k AT+BLEADVDATA="1122334455", K EF: 31 54,

it

o IR Z HIE 208 1 iy S AT+ BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T #BEdE, ey SR En) Bl E S .

o QUERGEAE A Bk A PR, WENAEIITE 1% 6 2 Z S5 A TAT+BLENAME it 215 £ 44
PRI E N [FREI 2 F5

o WURFFEOE T RE) R EAE, 5V AT+ BLESCANRSPDATA fiy % K E. o

il

AT+BLEINIT=2 // fAt: W% &
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: H3zliX ¥ Bluetooth LE ) $&%cs
Ay

Uyiie:
)RR S5

O A e
“ﬂ4>°

AT+BLEADVDATAEX?

W i ¢
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+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

B RBARIT IR i

s

’AT+BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>

W

’OK

s <dev_nmame>: F A H S, LR F A/ flW, HHEERSSKHAN “ust
test” , W fy 4 N AT+BLEADVSTARTEX="just-test", <uuid>,<manufacturer_data>,
<include_power>,

o <uuid>: FAF B Z K. W, & M E UUID F “0xA002” U .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

+ <manufacturer_data>: il i Fj &4, S HEX A7, B0, 25 483 & i 3 5 2cis o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: 5] TR WG TX R, RSEOVIXBRN 1; H, 4 0.

Bl
AR ZHIC 2 iy S AT+BLEADVDATA=<adv_data> BB T ) SR8, WS g ar o m) i

Bnig .
o Bban 4 & HEFZ B E ] AT+ BLEADVPARAM iy B ERY) /ISR A 0.

il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: JIi4 Bluetooth LE )£
P2

TEIAT

Py
A

AT+BLEADVSTART

W i,
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OK

Bl

o FERAWH v S AT+ BLEADVPARAM=<adv_parameter> #£8 #5550, NS HEGAT S50

o RN iy AT+BLEADVDATA=<adv_data> 155 T %50, WA %4 0 $edlifl .

¥ 2 W B % M J] @y SAT+BLEADVDATA=<adv data> 1 W 3t ) 9§ % #E. W &
## AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B ] | #§ 3
PR M, WSSeH ] AT+BLEADVDATAEX, 2% AT+BLEADVDATA % & 11 3% SR
Hik.

o JFJ& Bluetooth LE 73K J5, 1SR4 757 Bluetooth LE #1:, R4 — RS #; R T
B, W HBEHR) 7.

il

AT+BLEINIT=2 // fat: R % B
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: {4 |- Bluetooth LE )"k
AT

e
(A

’AT+BLEADVSTOP

Wi i ¢

’OK

el
o LI5S, BT Bluetooth LE 382, <> H 345K Bluetooth LE | #%, LR ARG S .

Bl

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: #t7. Bluetooth LE %
Ay

ik
#71f) Bluetooth LE %4%
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AT+BLECONN?

W

+BLECONN: <conn_index>, <remote_address>
OK

PRSI, MY A 27 <conn_index> Fll <remote_address> S

A4

tig:
%7, Bluetooth LE %33

A\ .
"Il/?\‘

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W] ¥ 2
LIRS, AR -

+BLECONN: <conn_index>, <remote_address>

OK

HORNLIERRIN, R

+BLECONN: <conn_index>, -1

ERROR

e A SR RS HE i — 2R R EOE R R, R -

ERROR

e <conn_index>: Bluetooth LE i#325-, JERl: [0,2].

» <remote_address>: Xi75 Bluetooth LE £l .
* [<addr_type>]: | #BIATHbNEZEAL :
— 0: A 3tHdl (Public Address)
— 1: BYL A3k (Random Address)
o [<timeout>]: JEHHNIHIE], FA7: Fb. JEHE: [3.30],

o BUTEENLORNIEREZ W, JeiB TAT+BLESCAN fin i, itk B AR & T #RES.

o ORFEREENN 30 £,

* fi5% Bluetooth LE server T ¥J A4k HiEH: RSN EE ST, AT PAGE I b iy S AEXT 455 %5 (GATTC) ik
PUARSS « AT A PAF GATTC 4

o AT+BLEGATTCPRIMSRV

+ AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

o AT+BLEGATTSIND
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o WS AT+BLECONN? & Bluetooth LE 7 %] 46 i1 &L N /AT (AT+BLEINIT=0), W] & %t & H
+BLECONN:<conn_index>, <remote_address> ,

2N

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.14 AT+BLECONNPARAM: #¢ify/di i Bluetooth LE 4:4: 5%}
A%

k-
#71fi) Bluetooth LE 32534

O e
iy

AT+BLECONNPARAM?

Wi

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>

W3 Bluetooth LE 5255

Pa sy
A

’ AT+BLECONNPARAM=<conn_index>, <min_interval>, <max_interval>, <latency>, <timeout>

Wi 3% ¢

[ox

HRCERN, WHRAMEE

’ +BLECONNPARAM: <conn_index>,—1

BH

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <min_interval>: F/NEREEE. KSEEN /DT % T <max_interval> ZE({H. S50 H:
[0x0006,0x0C80] . FEHZH] [ 5F T %S PA 1. 25 ZF>, FrPASE PRy i/ NERE B TE R R [7.5,4000]
=5,

o <max_interval>: i KiEEEE. KSHEN KT T <nin_interval> Z4{H. SHELH:
[0x0006,0x0C80] . 1##z[H] [ & TS ER A 1. 25 = FP, JT ASE bR fe K 42 1B v Bl A [7.5,4000]
.

o <cur_interval>: YFiiEREA|[E.

o <latency>: JEIR., ZEJERE 1 [0x0000,0x01F3],

o <timeout>: JBHf. SHGUE: [0x000A,0x0C80]. MM} T %S4 LA 10 ZFb, BT PASEFRAEE RS
JE A [100,32000] Z 5,
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]
o KA EORICHNLES:, client 3 server AT SR HERES L

Bl

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14, 1,500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
AT

Uik
#7 T Bluetooth LE %43

AT+BLEDISCONN=<conn_index>

W i <

OK // ¥ % AT+BLEDISCONN # 4
+BLEDISCONN: <conn_index>, <remote_address> // AT @ A R I

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
» <remote_address>: X J; Bluetooth LE i&£5Hdik .

il

AT+BLEINIT=1 // B & : K p %
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0

34.16 AT+BLEDATALEN: % Bluetooth LE cfiifu K-)is

Dyie:
% B Bluetooth LE (B K&

A

’AT+BLEDATALEN=<conn_index>,<pkt_data_len>

W

[ox
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
» <pkt_data_len>: Z#EE K, JEE: [0x001B,0x00FB],

]
o TEBESEHEST Bluetooth LE 58, A REiXBEHINEKE.

il

AT+BLEINIT=1 // fAf: & P ¥
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.17 AT+BLECFGMTU: ¥} Bluetooth LE MTU )i
Ay

Tytig:
Zri) MTU (maximum transmission unit, fx KAZHiEATE) K&

[

AT+BLECFGMTU?

W % <

+BLECFGMTU: <conn_index>, <mtu_size>

ifig:
P MTU Jy£

A

’AT+BLECFGMTU=<conn_index>,<mtu_size> ‘

o] o, =
]OK TR & EX T \

- **<conn_index>**: Bluetooth LE # 5, & H: [0,2].
- **<mtu_size>**: MTU K, Bfr: F%, LHE: [23,517].

B
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- ;kﬁfé\%j(;w%j Bluetooth LE # ¥,
- NXBEFHEAARASERE MIU B KE.
- MTU 7%%%&%%%% W CCOKY Y Rk W W W MTUL

Sk E, AR REBKER T A%, BWHEA :ref: AT+BLECFGMTU? <cmd-BMTU>' 4 3 5 Ffo
SMTU K E .

Zy 1|

AT+BLEINIT=1 // # f: % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS fill& /it 55

GATTS (Generic Attributes Server) 417 Bluetooth LE iR 4%

“ﬂ<>

’ AT+BLEGATTSSRVCRE

Wi i <

[ox

B

« fififl ESP32 {4 Bluetooth LE server 0| Z %%, Z2bestiiy g GATTS [t B mfe_nvs.bin SC{F%] flash
H,
* Bluetooth LE server #1464k )5, 76 M HHE A ar 018 M55 AR SEE 7 Bluetooth LE 1842, W TGk
A @55
* 4n4 Bluetooth LE client T4 45 4b Yy, W] DAGE A bt w2012 MRk 45t ] DA A Ath— S8R0 B 1
GATTS %, Bl shFfs ik ikss . B R S5 FFAEE AN notification/indication, H KA 41T :
— AT+BLEGATTSSRVCRE (YA Bluetooth LE JEH: %7 2 Hifdi i)
— AT+BLEGATTSSRVSTART (ZY{E Bluetooth LE Y& 2 B )
— AT+BLEGATTSSRV
— AT+BLEGATTSCHAR
— AT+BLEGATTSNTFY
— AT+BLEGATTSIND
— AT+BLEGATTSSETATTR

il

AT+BLEINIT=2 // At : B4 &
AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI B3k 55
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Parn %

ifig:
GATTS JF )4k %5

e

AT+BLEGATTSSRVSTART

Dt
GATTS JFaXE A E g5

A

’AT+BLEGATTSSRVSTART:<srv_index>

Wi i <

o <srv_index>: R&FE, M 1 FFiGEa,

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.420 AT+BLEGATTSSRVSTOP: GATTS {4 11JIR55

Parr %

ifig:
GATTS 151 &Pk 55

AT+BLEGATTSSRVSTOP

i
GATTS {5 I IR 55

[

AT+BLEGATTSSRVSTOP=<srv_index>

W
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OK

o <srv_index>: R4FE, M 1 FFUGisE,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS KR5S
A it &

itk
GATTS % iR %

AT+BLEGATTSSRV?

W i <

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

BH

o <srv_index>: R F5S, M 1 ITEG8,
* <start>:

o 0: IR AT

o 1t IRFEH IR

o <srv_uuid>: [R5 1 UUID,

o <srv_type>: [R5 HyHL:

o 0: WERSS

o LRSS

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS % BR 25 H¢4iE
iy A

i
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GATTS % BLIR 55 F i

A .
"ﬂ/?\‘

’AT+BLEGATTSCHAR?

W
XIS FAE AR R, MR AR :

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<Char_uuid>,<char_prop>

XA R, MR :

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: RS, M 1 IFHRE.

o <char_index>: RFFHEMITS, M 1 ARIGIENE.
o <char_uuid>: [R4F-EfR UUID,

o <char_prop>: HRZSHFHEN @M.

o <desc_index>: FHEIALIT S .

o <desc_uuid>: FFEIALTH UUID,

il

AT+BLEINIT=2 /] e R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: J}§245 %% notify JIl 45 ¥ ¥4Ik (Fi 20 5% o

W54 notify 55 HEGE (4% 3

e

’AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length> ‘

Wja] o =

T55 > Fon AT WER IR D 8ds,  BURT s m] DU A K, 48K iR 3 240 <length> {ERT,
AT notify /.

R L RN, WHER

OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: k%575, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4EHER)TE, AliEfTAT+BLEGATTSCHAR? 2¥if].,

o <length>: FRKF, HAKKE: (:ref: MIU <cmd-BMTU>' - 3).

il

AT+BLEINIT=2 /] A R E B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /] TR, Y client FHE, LB EE K notify
AT+BLEGATTSCHAR? // # # £ % notify & F 3 & 1E

J/ Bldm, R 3 B ESH 6 B4 notify K EH 4 FEYWEKE, FABT &4
AT+BLEGATTSNTFY=0, 3, 6, 4

/ORE ST FER, BN 4 FEWHEKE, o on1234n, REREE S LR

3.4.24 AT+BLEGATTSIND: Jli557s indicate it 55 R E{E 4L %% ) i

)E’J

CEA

Dyt
JIR45-2¢ indicate I} 5 E(H 24 7% P i

Py -
“ﬂ/?\‘

’ AT+BLEGATTSIND=<conn_index>, <srv_index>, <char_index>, <length> ‘

W i <

: |

FF5 > R AT WEA IR L e, BUR ] DU A B, 2480 KR 31 B340 <length> W{ERT,
P47 indicate #AE,

AR R, R -

OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <srv_index>: JR%FE, A[iBfTAT+BLEGATTSCHAR? #5if].
o <char_index>: JR&HHENIFS, T[54 FAT+BLEGATTSCHAR? #5if] .,

o <length>: ¥l K, HARKE: (MTU-3).

hil

AT+BLEINIT=2 /A RE B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /] TR ¥, % client #HEF, S ME E # K indication
AT+BLEGATTSCHAR? // & & F 3 7 WL # ¥ indication H 4 1E
/) Bl R 3 SR4AE 7 THAE indicate KEH 4 FHHHKE, 4L T

Q)
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(£ L£50)

AT+BLEGATTSIND=0, 3, 7,4

/0ORE T BEE, WA 4 FRERE, o on123a, RERBEH LR

3.4.25 AT+BLEGATTSSETATTR: GATTS % &R 55 F5AEAi
U4

Ditig:
GATTS 5% & R 55 FrE (R s i AR A

A

’AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length> ‘

] o, <

9 > FR AT YE SRR 8, RET 0T US4 50 K B2 A 8 380 <length> WI{ERT,
PATIRE BB

TR ), W -

OK

S

o <srv_index>: {4575, WiafTAT+BLEGATTSCHAR? Z5ifi).
o <char_index>: RSHEFAEN TS, AI184TAT+BLEGATTSCHAR? 253

o FHEET, WBCE R IE
o HRIEE, W ERHEE.
 <length>: FHEKE.

it

* QIR <length> SHUER T SRR BRI, MBCE LKW . KT service table, 5L gatts_data.csv

il

AT+BLEINIT=2 // fit: R%& 2B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/7 B, B 1L BERASM L EREEAKEN 1 FEHHRE, 4450
AT+BLEGATTSSETATTR=1,1,,1

/R S FEE, AN L FEHBEHT, flm o"s, REXREFS
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3.4.26 AT+BLEGATTCPRIMSRV: GATTC %8 AR 55
iy

Dyie:
GATTC (Generic Attributes Client) % Pl EE AR 5

s

AT+BLEGATTCPRIMSRV=<conn_index>

W

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

BH

e <conn_index>: Bluetooth LE i£35-, JEH: [0,2].
o <srv_index>: R FE, M 1 FH4E,

o <srv_uuid>: f[k51 UUID,

* <srv_type>: [R5 HyAHY:

o 0: WEMRSS

I 2RSS .

B

o [EHAMA, T2 5E T Bluetooth LE # 4

il

AT+BLEINIT=1 // fAt: & P 3%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.27 AT+BLEGATTCINCLSRYV: GATTC %34 &Nk 5S

Brias

itk

GATTC %30 &5
%

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi % ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],
o <srv_uuid>: fk51 UUID,

o <srv_type>: k5SS HL:

o 0: WEMRSS

o 1 EHERS

o <included_srv_uuid>: 15 k451 UUID,

+ <included_srv_type>: {7 ik 45 11257 :

o 00 RERSS

o L RS

o [HEHAMA, T2 5E T Bluetooth LE # 4,

il

AT+BLEINIT=1 // At : & P 3%

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REW — £ ®# 2 WL R, £ index &

3.4.28 AT+BLEGATTCCHAR: GATTC %I 55 H54ik

GATTC % Bl 55 5k

AN .
“Il/?\‘

’AT+BLEGATTCCHAR:<conn_index>,<srv_index> ‘

Wi i <
X IR G RAE AR R, MR AR :

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> ‘

XFTHRAHE S, WA

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <srv_index>: JR%FE, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> 25,
o <char_index>: JREFFHEMITS, M 1 FFhRiEHS.

o <char_uuid>: JR4$4R-ER) UUID,

* <char_prop>: JRFSFHIER @

o <desc_index>: A FE .

o <desc_uuid>: JHERHIASFH UUID,
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L]
o fifHAAYS, FREEET Bluetooth LE #4%

Bl

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W —F®# 4L MW E WL R, < index £

3.4.29 AT+BLEGATTCRD: GATTC 5 HUIR 45 e fiF i
UE A

Dyt
GATTC U 55 Rk (EL B R A

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W )i *

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].

o <srv_index>: {4575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSH-EF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEFIAFT)TT

o HICE, BERHPRIATTIE

o HARRE, BEHHRRHERIE .

o <len>: FARK S,

o <value>: <char_value> 5{ ¥ <desc_value>,

o <char_value>: fR 55 E-EH., F45 84420, 131 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>

BEHL. fFI4n, #WER A +BLEGATTCRD: 0, 1, 0, MIFIREIRKE R 1, WAR “07.

« <desc_value>: ]k % F¢ fF f A F WM H, F OHF H#£ & XL, B
1TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> % Ht. %l &0, # Wi
“N +BLEGATTCRD: 0, 4, 0123, NIFREFEKE RN 4, NEN “01237,

Bl

o fEFAGS, FRESEST Bluetooth LE i,
o 5 HARIRS FREA RS, WiR[E] “ERROR”,

il
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AT+BLEINIT=1 // f & : & P 5%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // REFEW — £ G4 ¥ &
/) Bldm, EBRE 3 BERFME 2 FHRMENE

AT+BLEGATTCRD=0, 3,2, 1

W 4R, 48 index & #
1 FHAFREE, #AL T

3.430 AT+BLEGATTCWR: GATTC G55 ¥ EA
BeE WA

Tyt
GATTC B i 55 AL (L oA AR AL

A

’AT+BLEGATTCWR=<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length> ‘

Response:

P > Fn AT HERSFHCR 8, U T DA AR, 4 8ds K IR FI S8 <length> HYEIT,
PATE AL
AR RN, R

OK

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: k%575, WiafTAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: REHEHEFS, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FiEflIAFT 5

o HIRE, WS HRRRFIIE:;

o BARWE, WS HARRHERE.

o <length>: FHEKE . AZSHPETER 3 atts_data.csv H' val_max_len ZEI .

vei
o ffHAMS, FEIHEST Bluetooth LE JEH; .
o #HRSFHEA L FFEHAE, WikE “ERROR”.

il

AT+BLEINIT=1 // f & : & P 3%

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W —F# 4 MW EHE R, < index £

/) Blim, BE 3 EREWE 4 BRI, EANKEN 6 FIHEE, #4T:
AT+BLEGATTCWR=0,3,4,,6

/O RE ST BFERE, BN 6 FEMBEENA, o "123456", REFHBEAN
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343

Aoy

i

1 AT+BLESPPCFG: #xily/i¥i Bluetooth LE SPP %

%S

¥if] Bluetooth LE SPP (Serial Port Profile) Z:%§

s

AT+BLESPPCFEFG?

W

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

BeE WA

Ly

15 # 5 #5E Bluetooth LE SPP £%{

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,

—<rx_char_index>] [, <auto_conn>]

Wi i ¢

OK

<cfg_enable>:

0: F'E Ty SPP 24, RSB ILHIHS;

I G SR EIHS

<tx_service_index>: tx fkR % & B, W iz fTAT+BLEGATTCPRIMSRV=<conn_index>
FAT+BLEGATTSSRV? 5],

<tx_char_index>: tx JIR % 4 1iF ¥ 5, W] i8 f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751

<rx_service_index>: rx fR % ¥ 5, W & FFAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 51y,

<rx_char_index>: 1x g 4% 5 1if ¥ 5, W i& {TAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FAT+BLEGATTSCHAR? 251 ,

<auto_conn>: H N FEEARENL, BOANEOLT, HIEEYGEGIRE.

0: 2% 1 Bluetooth LE %1% H s EIEINHE.

1: {#ifE Bluetooth LE %1% H sh EIEIN6E.

1 Bluetooth LE %% i, tx IRSEFAE B2 write with response B write without
response, X RFFMEEEVNHZ indicate B notify,
X}F Bluetooth LE [R5 %%, tx IRFSFHIEEHELAE indicate B notify, rx JRFSFHIEEHLAE

write with response B{ write without response,
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s SN T ASIEEDGG, AUREREIT, SPRARITERG SHR (KT AT+SYSMSG), %
HORT AR R Ay S (ERERYIS DL T, ERITITIG, S ESIEE, MCU IR EAA R ER WIT,
SR MAC A4 T3, MITCikiE s i) .

il

AT+BLESPPCFG=0 // E % Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP % #
AT+BLESPPCFG? // & i Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: i A Bluetooth LE SPP Ei;
Wiifn %

Uyiik:
i3t A Bluetooth LE SPP 55

Do
iy

AT+BLESPP

W i <

OK

>

iR KRR AT 2 23F A Bluetooth LE SPP #15, ] PASFF T 8#E 1 K35 F2 I
77 Bluetooth LE SPP JRZS4E R ( X iAE Bluetooth LE #3288 37 5 K {#i i Notifications ), 3% [A] :

ERROR

e

* 1E SPP L, RIEAT+SYSMSG Bit0 2y 1, W AT A& ATR H SPP A fFE .
* 1E SPP f&fh, A RUEAT+SYSMSG Bit2 Jy 1, W AT A SAR AT BRES A R -
* URGWEIREH +++ U, Wk bl 2R ay >, i 2% H R 4 AT @

4.

il

AT+BLESPP // # N Bluetooth LE SPP # =

3.4.33 AT+BLESECPARAM: #il)/i% ¥ Bluetooth LE Ji#: 5%
A it 2

i
251fi] Bluetooth LE SMP Jjl1%5 5%k

s
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AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>, <auth_option>

OK

B

&F

Ly :

P
GRS

1% & Bluetooth LE SMP il %% 244

O e
iy

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

Wi i ¢

OK

<auth_req>: AJFER.
0: NO_BOND

1: BOND

4: MITM

8: SC_ONLY

9: SC_BOND

12: SC_MITM

13: SC_MITM_BOND
<iocap>: # AfHiAE ST,
0: DisplayOnly

1: DisplayYesNo

2: KeyboardOnly

3: NolnputNoOutput

4: Keyboard display

<enc_key_size>: NIFHHIKIE. SHGEHE: (7,06 B .

<init_key>: ZA R BRI LR E 4 -

<rsp_key>: ZANLUREAL AL I % 4 o
<auth_option>: “ZZ4 AL :

0: HBERR LI

L QAR TEYA W 2 2 R E 255, WIS iEs: .

<init_key> il <rsp_key> S A H AU

Bit0: FH A2 4047 U 2 A 7 285 ) T 2 25 40 5
Bitl: TR Hw i s A i 240 ) IRK %47 ;
Bit2: [T 3t b 25 1A B 254 ) CSRK 454 ;

Bit3: T A A b 2 AF R B 25 4H ) link %% (/T Bluetooth LE il BR/EDR A7 ) .
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il

AT+BLESECPARAM=1,4,16,3,3,0

3.4.34 AT+BLEENC: % Bluetooth LE Jjii%8i 2K
E WA

Jyiig:
LSRN

[

’ AT+BLEENC=<conn_index>, <sec_act>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
e <sec_act>:

0: SEC_NONE;

e 1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM.,

A
o fERA AT, W ERESE. B SRR .

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1,0,16,3,3

AT+BLESETKEY=123456

AT+BLEADVSTART

// f£ F Bluetooth LE ¥ i& app % client 5 ESP32 % % # i Bluetooth LE # ¥
AT+BLEENC=0, 3

3.4.35 AT+BLEENCRSP: |05 %} 5 25 F e if e i =R

BE WA

g
I A2 S0 S A 6 A AL AT RO i 2K

e
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’AT+BLEENCRSP:<conn_index>,<accept>

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].
* <accept>:

* 0: $E4;

o 1.

)
« EFIAASIE . AT AR R ARG e R4

+BLEAUTHCMPL: <conn_index>, <enc_result>

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
e <enc_result>:

o 0: i XS L 5

L: T e 2R

il

AT+BLEENCRSP=0, 1

3.4.36 AT+BLEKEYREPLY: #3%}J5 #0554

R

LA

itk
[] A2 Bt %o 54

’AT+BLEKEYREPLY:<conn_index>,<key>

W i <

[ox

S

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
 <key>: FLXIEEH.

il

AT+BLEKEYREPLY=0, 649784
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3.4.37 AT+BLECONFREPLY: #5%f s ISR G (165840 BE)

BeE WA

Jyiig:
[ 5 E X 25 24

s

’AT+BLECONFREPLY=<conn_index>,<confirm>

i) o
[ox
» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
¢ <confirm>:
e 0: 75
o 11 B
il

AT+BLECONFREPLY=0, 1

3.4.38 AT+BLEENCDEV: #%iggfi) Bluetooth LE Jjiiss 5 bl
s

ik
i) 46 5E 1) Bluetooth LE J%5 15 £ 1 %

AT+BLEENCDEV?

W i :

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

o+ <enc_dev_index>: CL4J T iRAMIERS . ESHA—E LT A AT+BLECONN %5 11 Bluetooth
LE #3235 F P conn_index %k, JLF: [0,14].
o <mac_address>: MAC Hifil-,

Bl

* ESP-AT iR AWSIE 15 ks, WRIEMBEHERIT 154, AR E & E SR
BREMF M 0 | 14 SR 162 BB (E S .
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il

AT+BLEENCDEV?

3.4.39 AT+BLEENCCLEAR: {5k Bluetooth LE Jjis 3 $5 514

BEE A

i

ML EHRES 2 H R — B S e
[

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
O 83 2 4 s P i A 5

A .
"ﬂé’\'

’AT+BLEENCCLEAR

Wi 3% ¢

’OK

« <enc_dev_index>: 4} EXSMIERES .

il

AT+BLEENCCLEAR

3.440 AT+BLESETKEY: % Bluetooth LE &52AsHCNf %540
AR A

itk

]:‘é?i’aj Bluetooth LE ¥ A B B4, £X%&E, N AT KE -1

A

’AT+BLESETKEY?

Wi 3% ¢
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+BLESETKEY:<static_key>
OK

Pa-

S

Yytig:
M i Bluetooth LE #3315 &~ Bluetooth LE #2524

O e
iy

’AT+BLESETKEY:<static_key>

W 3% ¢

[ox

S

» <static_key>: Bluetooth LE F#ZSARNT4H .

il

AT+BLESETKEY=123456

3.4.41 AT+BLEHIDINIT: Bluetooth LE HID il #4514t
Ao A

i
#if Bluetooth LE HID P FI#R L1 &L

T

AT+BLEHIDINIT?

Wi i ¢
HARMIIGAE, W AT & 0]

+BLEHIDINIT:0
OK

HORMAIL, W AT &

+BLEHIDINIT:1

¥4 4k Bluetooth LE HID i
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’AT+BLEHIDINIT:<init>

e <init>:
o 0: HUJlY Bluetooth LE HID sl (#T 444k ;
* 1: ¥J4f1k Bluetooth LE HID /33,

Bl

« Bluetooth LE HID J&:%: 5 il GATT/GAP 4 [a] i i .

2N

AT+BLEHIDINIT=1

3.4.42 AT+BLEHIDKB: ‘%1% Bluetooth LE HID #3515

gﬁ

CELA

Dyt
KRREFER

O e
iy

’ AT+BLEHIDKB=<Modifier_keys>, <key_1>, <key_2>,<key_3>,<key_4>, <key_5>, <key_6>

Wi 3% ¢

[ox

S8

« <Modifier_keys>: 2H {5,
o <key_1>: FHS 1.
o <key_2>: HALHS 2,
o <key_3>: #fUHG 3,
o <key_4>: HEUAY 4.
o <key_5>: fEfLRS 5,
» <key_6>: HHUIY 6.,

e

o LTSNS E, 2% Universal Serial Bus HID Usage Tables /) Keyboard/Keypad Page Z75.
o FHILA A5 10S PR E., REYR S TR BT MFLIAGIE.
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il

AT+BLEHIDKB=0,4,0,0,0,0,0 // BB NF K& "an

3.4.43 AT+BLEHIDMUS: % 3% Bluetooth LE HID Uk EL
wE WA

i
KAk AR E S

[

’AT+BLEHIDMUS=<buttons>,<X_displacement>,<Y_displacement>,<wheel>

o <buttons>: bRk,

» <X_displacement>: X {iif%.
« <Y_displacement>: Y {ii#%.
o <wheel>: &,

B
» T £ HID f#r{5 )8, , i 22% Universal Serial Bus HID Usage Tables ft] Generic Desktop Page #1 Application

Usages &7
o B4 10S PP E., REYR S IR BT MFLIAGIE.

il

AT+BLEHIDMUS=0,10,10,0

3.4.44 AT+BLEHIDCONSUMER: ‘%1% Bluetooth LE HID consumer {5 .
BE WA

Dyie:
%1% consumer 13 B,

e

’AT+BLEHIDCONSUMER=<consumer_usage_id>

Wi i ¢

’OK
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BH

» <consumer_usage_id>: consumer ID, %[l power. reset. help. volume %, /{1 2% HID Usage Tables
for Universal Serial Bus (USB) H1[#) Consumer Page (0x0C) 7,

Bl
o BAEIArS1T 108 PR ACH., R T E e i MFLIAGIE.

il

AT+BLEHIDCONSUMER=233 /) BB EE

3.4.45 AT+BLUFI: Jf 53k 5% ] BluFi
Ay

i
#if BluFi ARES

AT+BLUFI?

Mjn] oz <
# BIuFi RIT/H, WM :

+BLUFI:0

OK

# BluFi &P /E, Mg mE -

+BLUFI:1

OK

EmA

&E

Ly :
T ECK ] BluFi

O e
iy A

’AT+BLUFI:<option>[,<auth floor>]

Wi ¥ :

[ox
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BH

e <option>:
— 0: 5[] BluFi;
- 1: 7F)3 BluFi,
* <auth floor>: Wi-Fi JIERE{E, ESP-AT A& iEEBIER AL T L BIER AP:
- 0: OPEN (Eki\)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
OWE
: WPA3_ENT_192
: WPA3_EXT_PSK
: WPA3_EXT_PSK_MIXED_MODE
: DPP
: WPA3_ENTERPRISE
: WPA2_WPA3_ENTERPRISE

|
0NNk W

| AN I E IR A B |
— e e \O
N A W= O

|

o 1 HBETE Bluetooth LE KU IHALIE L R FF 5 8K ¢ 1) BluFi (AT+BLEINIT=0),

© ARG EAFRPERE , ARG BluFi DIREHT, JokifAT+CWMODE=0/1 135 1] SoftAP. I
TRREZ AN, WS RF LA S0,

* BluFi [iS[# 51§ % ik AT+BLUFI=0 fir%- ] BluFi, PAREBTR .

il

AT+BLUFI=1

3.4.46 AT+BLUFINAME: #%#y/i% % BluFi %4545k
by A

Yriie:
#rif) BluFi 24§

AT+BLUFINAME?

W i :

+BLUFINAME: <device_name>

TCE BluFi #4544 75

Espressif Systems 149 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback



https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-guides/coexist.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

[

’AT+BLUFINAME:<device_name> ‘

W i ©

[ox |

S8

o <device_name>: BluFi %454 F5 .

(A}

* N BCE BWF B4 4 K, I fE B AT AT+BLUFI=1 fiy 4 B BB, 75 K 6 1 BRA 44 #x
BLUFI_DEVICE.

* BluFi S A AR KK EZ N 26 75,

* Blufi APP ] DATER I RIRG R 2K

2N

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.47 AT+BLUFISEND: 3% BluFi JII)'t 115 S8
B s

fig:
&% BluFi [ P B @ AR TPl

A

’AT+BLUFISEND:<length> ‘

Response:

K2 > Fom AT i f AFBRICER LUSCHE, U AT DU A KR, 8O K A EI S50 <Lengtn> HYfERT,
T4 4 A
PR, W

OK

S8
o <length>: KA, A A5,
L]

o B2 XEHR K B R 600 FY .
o WA ESP YR EIFHLA R P B @ X8, I A42xPA +BLUFIDATA: <len>, <data> #&=HTHI,
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il

AT+BLUFISEND=4
/R ST FER, AN 4 FEFRREHRT, o m1234n, ABRKELHEFTRESL FAMN

3.5 ESP32 Classic Bluetooth® AT my A4

. N4

e AT+BTINIT: Classic Bluetooth #J154k

o AT+BTNAME: ZTifij/i5 & Classic Bluetooth 14544 Fr

o AT+BTSCANMODE: %'# Classic Bluetooth iz,

o AT+BTSTARTDISC: JT45 % ¥ JH 71 Classic Bluetooth #4%

e AT+BTSPPINIT : Classic Bluetooth SPP M #]1H 1k

o AT+BTSPPCONN : #3ifi)/7~r. SPP %42

o AT+BTSPPDISCONN : WiJT SPP &4

o AT+BTSPPSTART: JT)& Classic Bluetooth SPP /3

o AT+BTSPPSEND: %34 #E3%] )7 Classic Bluetooth SPP 4%
o AT+BTA2DPINIT : Classic Bluetooth A2DP ¥ )51k

e AT+BTA2DPCONN : Zif)/#~7 A2DP %8

o AT+BTA2DPDISCONN : WiFf A2DP &4

« AT+BTA2DPSRC: Z¥if/i% B340 30 URL

« AT+BTA2DPCTRL: ¥ 35504 it

o AT+BTSECPARAM : #%if)/¥% & Classic Bluetooth Z 454§

o AT+BTKEYREPLY : i A\ & AR X254 (Simple Pair Key)

o AT+BTPINREPLY : i AMEGE NS (Legacy Pair PIN Code)
« AT+BTSECCFM: %53} J5 ¥ 4s M A gh i (e G spBy)
e AT+BTENCDEV : #xifi Classic Bluetooth JjI%515% £5 41| 3¢

e AT+BTENCCLEAR: [ Classic Bluetooth fj[1%5% £5 41| 3¢

« AT+BTCOD: ¥ B4 %

o AT+BTPOWER: #if)/#% & Classic Bluetooth [1f] TX Tj#

351 e

ESP32 AT [EI{f: 3035 i A D ALTE 4.2 A

W ERIARY AT WA SR U ) AT fy4. R ETRE BSP32 A i F s, W HAT%F
ESP-AT 142, FEETAEE TARERS (NEETZMSIA, ARG TR ):

o EHEMW X% Component config->AT->AT bt command support

« 2 /] SPP £y %: Component config -> AT -> AT bt command support -> AT bt spp
command support

* 2 ffl A2DP 54 : Component config -> AT -> AT bt command support -> AT bt a2dp
command support

3.5.2 AT+BTINIT: Classic Bluetooth #Ji&1k
iy A

tig:
5] Classic Bluetooth #J IR TS
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[

AT+BTINIT?

Wi 3% ¢

HEAIR, R E:

OK

+BTINIT:1

HARBIIARAL, IR (]

+BTINIT:0

i

VA4 B85 Classic Bluetooth

’AT+BTINIT:<init>

Wy
ox
e <init>:
— 0: ¥4 Classic Bluetooth;
— 1: #1464k Classic Bluetooth.,
v

o SNARASF AT PERE , B Classic Bluetooth 1)

il

WA TR Z 407, W R RF A7 SRS
o YR Classic Bluetooth B ¥ 154k, WIAT+CIPMODE oy E M 1,

AT

Be HI ,

4o K 1K AT+CWMODE=0/1 iy %25 JT] SoftAP,

AT+BTINIT=1

3.5.3 AT+BTNAME: #ify/i¢ Classic Bluetooth 75 %k

A i) ar

i

A

711 Classic Bluetooth 1% £% 44 ¥R

A
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AT+BTNAME?

W

+BTNAME : <device_name>
OK

B

&F

yiik:
B Classic Bluetooth 1% £5 44 FR

O e
iy

’AT+BTNAME:<device_name>

Wi ¥ *

[ox

S8
* <device_name>: Classic Bluetooth 545485, KN 32, ERA:” ESP32_AT”,
]

« AT+SYSSTORE=1, T8 e RAFAE NVS X,
o i\ Classic Bluetooth #5454 %5 “ESP32_AT”,

il

AT+BTNAME="esp_demo"

3.54 AT+BTSCANMODE: ¥¢¥ Classic Bluetooth F#liki;

hiig:
% & Classic Bluetooth J9 5=,

A

’AT+BTSCANMODE=<scan_mode>

W

’OK

Espressif Systems 153 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

BH

e <scan_mode>:
— 0: RAJ &I HANTT %8z
— I ATEERAEOR AT A3 s
- 2: B Z BT i
- 3 AT RBUHAT] .

il

AT+BTSCANMODE=2  // R 7 % It 7 % &

3.5.5 AT+BTSTARTDISC: HUu&% )44 Classic Bluetooth ¥¢75

)E’J

CEL A

i
4k % PR Classic Bluetooth 1% 4%

AT+BTSTARTDISC=<ing_mode>, <ing_len>, <ing_num_rsps>

W i <

+BTSTARTDISC:<bt_addr>, <dev_name>, <major_dev_class>, <minor_dev_class>, <major_srv_
—class>,<rssi>

OK

e <inq_mode>:
— 0: general inquiry mode;
— 1: limited inquiry mode,
 <ing_len>: inquiry M, {5 0x01 ~ 0x30.
+ <inq_num_rsps>: ] DA ff) inquiry responses AR, 2% 0, AT #ic#) TEFRA- response.
e <bt_addr>: Classic Bluetooth Hiil,
o <dev_name>: X455 FR.
o <major_dev_class>: FIE{#c2A:
— 0x0: HAdr;
- Ox1: 3T 8HL;
- Ox2: Hih (FHL. Jof. ZATeEIE. TR ) ;
— 0x3: LAN, 2832 A fs
— Oxd: FHAI (BHL. FrEds. Sk, iR /R. VCR);
- Ox5: it (BUbm. kAT, aL);
- Ox6: it (FTED. B ML BR):
— Ox7: W] ZE8;
— 0x8: IrE;
— 0x9: @),
— Ox1F: 432,
o <minor_dev_class>: i5Z&% RILKEZEA (Minor Device Class field).
e <major_srv_class>: FTLfR45I5H:
- 0x0: JoAKfH;
- 0x1: AR & IR (Limited Discoverable Mode) ;
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- 0x8: s (frEARTE);

— 0x10: F2%, T LAN., X

- 0x20: JEYL, WHTHEI. e

— 0x40: Fi#e, L. FZ X

— 0x80: X% &%y, 1N v-Inbox. v-Folder;

— O0x100: H4, W, ZyaX. HAURS

- 0x200: HLI%, WJCgad s, WSIfEREL . HHURS
- 0x400: {5 5., 1 WEB i 5%5#%. WAP fli5 5.

o <rssi>: FEUE,

il

AT+BTINIT=1
AT+BTSCANMODE=2
AT+BTSTARTDISC=0,10,10

3.5.6 AT+BTSPPINIT: Classic Bluetooth SPP il #)i51k

it &

Jtig:
11| Classic Bluetooth SPP 8 ] 1544k

P
iy

AT+BTSPPINIT?

W
O, W

+BTSPPINIT:1
OK

FIARBIIRAL, IR (0] -

+BTSPPINIT:0
OK

Dyie:
s B Y4 Classic Bluetooth SPP #

[k

’AT+BTSPPINIT:<init>

Wi 3% ¢

[ox
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BH

e <init>:
— 0: H#:4Y Classic Bluetooth SPP 4% ;
— 1: #1454k Classic Bluetooth SPP /MY, 44~ master;
— 2: 1454k Classic Bluetooth SPP Fip¥, £ 4 slave,

il

AT+BTSPPINIT=1 // master
AT+BTSPPINIT=2 // slave

3.5.7 AT+BTSPPCONN: #:ify/Gtr. SPP %$:
Hifhr A

Tytie:
711 Classic Bluetooth SPP %42

O e
iy A

AT+BTSPPCONN?

Wi i *

+BTSPPCONN: <conn_index>, <remote_address>
OK

UNRAR ISR, R [A] -

+BTSPPCONN: -1

’AT+BTSPPCONN:<conn_index>,<sec_mode>,<remote_address>

Wi 3% ¢

’OK

AR, W AT & [u]:

’+BTSPPCONN:<conn_index>,<remote_address>

SRR M, W AT & [u]:

’+BTSPPCONN:<conn_index>,71
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BH

e <conn_index>: Classic Bluetooth SPP i£3%5, Mui i iER:, 5RO,
¢ <sec_mode>:

— 0x0000: FoZ24 {5 hE

— 0x0001: FFEAZAL (fUXFIMERETRE)

— 0x0036: EZHN%E;

— 0x3000: Hr ] ALRAP;

— 0x4000: £2/b 16 2544,
o <remote_address>: X] 5 Classic Bluetooth SPP %45l .

il

AT+BTSPPCONN=0,0,"24:0a:c4:09:34:23"

3.5.8 AT+BTSPPDISCONN: I§J SPP i
P4

Yitig:
¥rFF Classic Bluetooth SPP 4%

e

’AT+BTSPPDISCONN:<conn_index>

Wi i ¢

’OK

AAIEATI, WA ]

’+BTSPPDISCONN:<conn_index>,<remote_address>

AIBATRIM, R [m]:

’+BTSPPDISCONN:*1

 <conn_index>: Classic Bluetooth SPP #1525, Mpi K BaiER:, #ES R0,
» <remote_address>: X} J; Classic Bluetooth A2DP ¢ #5 ik

2N

AT+BTSPPDISCONN=0

3.5.9 AT+BTSPPSEND: k%% &I%} Jj Classic Bluetooth SPP %%
Wi

Ly :
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i A Classic Bluetooth SPP 4,
wmA

’AT+BTSPPSEND

[y

Dy
KBTI Classic Bluetooth SPP % £

A\ .
"Il/?\‘

’ AT+BTSPPSEND=<conn_index>, <data_len>

» <conn_index>: Classic Bluetooth SPP j#4%5-, Y4ui K X FriER:, #ESH 0.
e <data_len>: AEFINAIKE.

Bl
© RGEI A RS ATIR P >, SR)5 ESP32 45 7E A UART Bluetooth ALK, 4 R GEU | H
A +++ R, SR EEE Ay R, IR RIE T A AT .

il

AT+BTSPPSEND=0, 100
AT+BTSPPSEND

3.5.10 AT+BTSPPSTART: JF k3 Classic Bluetooth SPP i
PaTin A

ik
J¥ )& Classic Bluetooth SPP i

A .
"ﬂ/?\'

’AT+BTSPPSTART

Wi % ¢

’OK
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e

* ¥£ SPP ki, AR BLEAT+SYSMSG fiy [ bit2 2 1, MARGA ST MRS AR (H
=

ISR

Bl

AT+BTSPPSTART

3.5.11 AT+BTA2DPINIT: Classic Bluetooth A2DP il #)h&1t

iy

i

#71) Classic Bluetooth A2DP MM HI#I G4 IR TS

iy

AT+BTA2DPINIT?

ja] o =
HEMLRL, WER[E

+BTA2DPINIT:<role>

OK

FARBIIRAE, TR (] -

+BTA2DPINIT: 0

OK

BeEmA

Dyie:
s B34 Classic Bluetooth A2DP X

’AT+BTA2DPINIT:<role>

My i+
o
S8
o <role>: fAf4
— 0: Y4 Classic Bluetooth A2DP /3 ;
— 1: source;
— 2: sink,
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il

AT+BTA2DPINIT=2

3.5.12 AT+BTA2DPCONN: #rifij/dt . A2DP ¥4
A ifyfar &

Yitig:
#71fi) Classic Bluetooth A2DP %2

[

AT+BTA2DPCONN?

W

+BTA2DPCONN: <conn_index>, <remote_address>
OK

RS IER:, W) AT A4k [A] <conn_index> fl <remote_address> %},

By

N

FLaTA

X
s

Uik
%57, Classic Bluetooth A2DP {43

’AT+BTA2DPCONN:<conn_index>,<remote_address>

W 7 :

[ox

ORISR A :

’+BTA2DPCONN:<conn_index>,<remote_address>

Essciavac=r SN/ G IIB AR

’ +BTA2DPCONN: <conn_index>, -1

* <conn_index>: Classic Bluetooth A2DP &35, Mui H S fpishs, EH5 8 0.
» <remote_address>: X} J; Classic Bluetooth A2DP 45l .

2Nl

AT+BTA2DPCONN=0,0,0,"24:0a:c4:09:34:23"
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3.5.13 AT+BTA2DPDISCONN: KiJF A2DP ¥%§:
AT %

Yitig:
W7 FF Classic Bluetooth A2DP 4%

s

AT+BTA2DPDISCONN=<conn_index>

W

+BTA2DPDISCONN: <conn_index>, <remote_address>
OK

S8

« <conn_index>: Classic Bluetooth A2DP #E§#25-, Mul H LA dsEE, EES 80,
» <remote_address>: ] J; Classic Bluetooth A2DP 5 £5Hudik .

2N

AT+BTA2DPDISCONN=0

3.5.14 AT+BTA2DPSRC: #if)/i 8 {4 cfk URL
iy A

Dyt
FIE I URL

AT+BTA2DPSRC?

W i :

+BTA2DPSRC: <url>, <type>
OK

P4

riig:
BCEE WO URL

Py
A

’AT+BTA2DPSRC:<conn_index>,<url>

M

’OK
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* <conn_index>: Classic Bluetooth A2DP i35, Muj gz, E#SH 0,
o« <url>: JESCUEESFE, 47T H S HTTP. HTTPS 1 FLASH.
* <type>: FUICHFRAL, 41 “mp3”.

Bl
o 1A S mp3 A%

il

AT+BTA2DPSRC=0, "https://dl.espressif.com/dl/audio/ff-16b-2c-44100hz.mp3"
AT+BTA2DPSRC=0, "flash://spiffs/zhifubao.mp3"

3.5.15 AT+BTA2DPCTRL: #siil35 ik ik
AT

Driie:
U= TE 0

A\ .
"Il/?\‘

’AT+BTA2DPCTRL:<conn_index>,<ctrl>

W

’OK

S8

« <conn_index>: Classic Bluetooth A2DP 25, Mul H XA dsEE, EES 80,
o <ctrl>: i ZEAL:
— 0: A2DP Sink, 12 1] 4%ji;
: A2DP Sink, FTEAHEHL;
: A2DP Sink, ‘Hui#;
: A2DP Sink, JFiB;
: A2DP Sink, HeiiEE;
: A2DP Sink, Feikfst il ;
: A2DP Source, 155137k
: A2DP Source, FHIAFEIL;
: A2DP Source, E{ZIEIL.

|
N — O W Wi =

il

AT+BTA2DPCTRL=0,1 // F i # % ¥ M
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3.5.16 AT+BTSECPARAM: #ify/i¢ ¥ Classic Bluetooth 22455
by

hig:
#7ifi) Classic Bluetooth &5 4k

s

AT+BTSECPARAM?

W

+BTSECPARAM: <io_cap>, <pin_type>, <pin_code>

- <io_cap>: Hi ABfiHHAES
— 0: DisplayOnly;
— 1: DisplayYesNo;
— 2: KeyboardOnly;
— 3: NolnputNoOutput,
o <pin_type>: i ] ] AR o [& 5 B :
= 0: A ARG ;
- L [EEE Y.
* <pin_code>: LGRS ERD, KK 16 F7.

B

o FNE <pin_type> F 0, MEHIZM <pin_code> B,

il

AT+BTSECPARAM=3, 1, "9527"
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3.5.17 AT+BTKEYREPLY: A i fidk} s %] (Simple Pair Key)
Parm A

Yyhig:
i AT B PO 5 8 (Simple Pair Key)

s

’AT+BTKEYREPLY=<conn_index>,<Key>

+ <conn_index>: Classic Bluetooth 5, Mu] R FHIERE, #EESHO0,
o <Key>: fijEARLX]IE54H (Simple Pair Key).

il

AT+BTKEYREPLY=0, 123456

3.5.18 AT+BTPINREPLY: #i A {5l %1% (Legacy Pair PIN Code)

PATa A

tig:

i N AL GERL AT %5 % (Legacy Pair PIN Code)
A

’AT+BTPINREPLY:<conn_index>,<Pin>

W i :

[ox

S

o <conn_index>: Classic Bluetooth 35, 4w A e spigds, EE-R0,
o <Pin>: {EGACXTHE S (Legacy Pair PIN Code).

Bl

AT+BTPINREPLY=0, "6688"
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3.5.19 AT+BTSECCFM: #5545 esa IS iihNgs R (HE8eE8:bBt)
PR A

i
X e AL AGE R (R BY)

[

’AT+BTSECCFM=<conn_index>,<accept>

o <conn_index>: Classic Bluetooth 742, 4wi A e saidds, ERS R0,
+ <accept>: fHAIEIET:

- 0: fH4;

- 1 837,

il

AT+BTSECCFM=0, 1

3.5.20 AT+BTENCDEYV: #tify Classic Bluetooth JiI%& ¢ £5 %14
a4

Dyt
I E W

s

AT+BTENCDEV?

Mjn] oz <

+BTENCDEV: <enc_dev_index>, <mac_address>
OK

o <enc_dev_index>: #EINF{TFE .
o <mac_address>: MAC Hidil.

il

AT+BTENCDEV?
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3.5.21 AT+BTENCCLEAR: {4 Classic Bluetooth Jiiss e 5 414

B AR B e MR — S i &

[

’AT+BTENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
O 83 2 4 i P B A 5

A .
"ﬂé’\'

’AT+BTENCCLEAR

o <enc_dev_index>: #EINFTFE .

il

AT+BTENCCLEAR

3.5.22 AT+BTCOD: V¥ ey
BEE WA

Yriie:
& Classic Bluetooth #5257

’AT+BTCOD:<major>,<minor>,<service>

W i <

|ox
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ZH
o <major>: G HA (major class);

o <minor>: KI5 (minor class);
o <service>: 4524 (service class),

il

AT+BTCOD=6,32,32 // T B

3.5.23 AT+BTPOWER: #%ifj/i% ' Classic Bluetooth [ TX 1%
a4

i
£51) Classic Bluetooth [ TX T

P e
"ﬂ4>‘

AT+BTPOWER?

L)V

+BTPOWER: <min_tx_power>, <max_tx_power>
OK

B

&F

Tytig:
1% & Classic Bluetooth [ TX T3

Py -
iy

’ AT+BTPOWER=<min_tx_power>, <max_tx_power>

W :

[ox

S

o <min_tx_power>: /N NHFKF, JEHE: [0,7].
* <max_tx_power>: I KINF/KF-, JiEf: [0,7].

Znii|

AT+BTPOWER=5, 6 // & & Classic Bluetooth tx If &
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3.6 MOQTT AT A4k

o« N2

o AT+MQTTUSERCFG: % MQTT | )@

o AT+MQTTLONGCLIENTID: & MQTT % Fiif ID

o AT+MQTTLONGUSERNAME: & MQTT %t ] F1 44
o AT+MQTTLONGPASSWORD: '8 MQTT % it %57
o AT+MQTTCONNCFG: %8 MQTT & /8 H:

o AT+MOQTTALPN: %% MQTT & 27 (ALPN)
* AT+MQTTSNI: ¥ MQTT fiR 555 %4 Frd57~ (SNI)
o AT+MQTTCONN: %1% MQTT Broker

« AT+MQTTPUB: %7 MQTT Ji . (F4F)

o AT+MQTTPUBRAW: %7i¥ MQTT ji4 4

o AT+MQTTSUB: 1] MQTT Topic

o AT+MQTTUNSUB: HUj477 1% MQTT Topic

o AT+MQTTCLEAN: WiFF MQTT %4

o MQTT AT 4432 45,

o MOTT AT %

361 ¥

W BOAR AT B2 FRYFTE AT . WREATRE ESP32 % MQTT 4, W HIT%
¥ ESP-AT T2, FESAATCE TR Hkt:

e # /] Component config->AT->AT MQTT command support

3.6.2 AT+MQTTUSERCFG: ¥ MQTT H yf1)gth:
BEmA

i
HeE MQTT H sk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

Wi i ¢

OK

ZH

e <LinkID>: 4Hi{{ % $¥F link ID 0,
¢ <scheme>:

— 1: MQTT over TCP;

— 2: MQTT over TLS (AREIHIE ) 5

: MQTT over TLS (56 server IF5)

: MQTT over TLS ($243t client §IE43) ;
: MQTT over TLS (#:54; server iIE-5 3 H Ak client IE45) ;
: MQTT over WebSocket (%:F TCP);

|
AN B~ W
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— 7: MQTT over WebSocket Secure (3£ TLS, AKIGUET);
— 8: MQTT over WebSocket Secure (LT TLS, L server E45);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client IE45);
— 10: MQTT over WebSocket Secure (ET TLS, ®:5& server IF-If HE2HE client IE).
o <” client_id” >: MQTT & /i ID, K JF: 256 F37.
e <” username” >: 744, T B MQTT broker, H kKK JE: 64 Fh,
o <” password” >: #5F%, FHTEGE MQTT broker, f KK JE: 64 F75,
o <cert_key_ID>: jF35 ID, H i ESP-AT U #—% cert iEF5, &%0M 0.
« <CA_ID>: CAID, Hiif ESP-AT {342 CAIE, SE0H 0.
o <” path” >: YRR, mORKE: 32 5497,

(A

o Bk AT B BN REE T 256 75,

ARG B OWIE, B ThHE T HAT+SYSMFG i 83 MQTT k. AR EMTREEH T

HIES, WS 4o fT 23 PKIBLE .

o GiH <scheme> FiE K 3. 5. 8. 10, H TGRS AFUETA RN, WETELLAT+MOTTCONN iy
A HifAR ESP32 ELRHE M1t E] . (5P PAKIEAT+CIPSNTPCFG iy L & SNTP, $RICY i i
(6], REAT+CIPSNTPTIME? £y 425124 i B ] o )

3.6.3 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

B

&F

Lyt :
E MQTT % )i ID

P
iy

AT+MQTTLONGCLIENTID=<LinkID>, <length>

Wi i *

OK

>

R R AT £ Hal MQTT % P 1D, LI 5T DA A% P38 1D, % AT BEcEI% 1 o
ID KJFiLF| <length> )5, &RH|:

OK

BH

o <LinkID>: 47i{¢ 374 link ID 0.
« <length>: MQTT % /73 ID K&, Jifl: [1,1024],

e

* AT+MQTTUSERCFG fiy % th ] DA E MQTT /73 ID, 35 27 [A] 1 22 5l (4
— AT+MQTTLONGCLIENTID iy 4] DA SR BB HI A K i % F 3 ID, A S AT+ MQTTUSERCFG
QIR B2 R
— WAEBECEAT+MQTTUSERCFG J5 Tt i AT+ MOQTTLONGCLIENTID,
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3.64 AT+MQTTLONGUSERNAME: ¥ MQTT %k )y 144
B

i
WE MQTT I 44

s

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W

OK

>

i) IR AT SR Gl MQTT I P45, MEATERTT DA% A MQTT I F4%, 24 AT #:43i MQTT
AP ZKEIRF| <length> J5, &M

OK

B

e <LinkID>: 4§i{{ % $¥# link ID 0,
o <length>: MQTT "4 KJF. Ju: [1,1024].

el
o AT+MQTTUSERCFG &AW DL E MQTT H 74, — &2 i HafE:
— AT+MQTTLONGUSERNAME x4 7] DA Sl i EAHNT S K 10 ) 745, AT +MOQTTUSERCFG fiy

K EEZ IR
— VAEE B AT+MOQTTUSERCFG J5 T4 Jl AT+ MOTTLONGUSERNAME ,

3.6.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl 86
BEEm A

itk
B MQTT %Y

s

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

ik FOR AT SR LI MQTT %Y, IHF T AR A MQTT %515, 4 AT #:IkFIf) MQTT %%
KRS <length> J5, &[H:

OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
» <length>: MQTT 3K &, JEF: [1,1024].

B

* AT+MQTTUSERCFG fp -] AU MQTT %51, 35 2 [A) ) 22 HAL 45 -
— AT+MQTTLONGPASSWORD W] DA H SR B BAHRT B K %1, AT+ MQTTUSERCFG it
BEZIR;
— VA B AT+MQTTUSERCFG J5 T Fil AT+ MOTTLONGPASSWORD.

3.6.6 AT+MQTTCONNCFG: % MQTT &5k

B MQTT ##2 g1

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

o <LinkID>: 437{¢ 4% link ID 0,
o <keepalive>: MQTT ping #BHIHFE], By #b. JERE: [0,7200]. BRIAE: O, £@imEInch 120 7.
+ <disable_clean_session>: %% MQTT jFH S iEIrE, A X ZSHNEZ(EEi#ES % MQTT 3.1.1
M Py Clean Session 2577 o
- O: fHRETE PR &E
- 1 B E
o <” lwt_topic” >: #ilE topic, HAKE: 128 Y.
o <” lwt_msg” >: 5UE message, fx FKJE: 128 AT,
o <Iwt_qos>: i5iliE QoS, ZH(m[ik 0. 1. 2, BRiME: 0.
o <Iwt_retain>: j5UF retain, ZHn[¥E 08 1, BHAE: 0.

]

o WE IO, WL E AT+ MQTTUSERCFG,

3.6.7 AT+MQTTALPN: ¥:¥ MQTT 3 HZHpiFrrG (ALPN)

yiie:

BCE MQTT W2 WMl PR (ALPN)

A
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’AT+MQTTALPN:<LinkID>,<alpn_counts>[,<"alpn">][,<"a1pn">][,<"alpn">]

Wi % ¢

’OK

e <LinkID>: 4§i{{ % $¥F link ID O,
* <alpn_counts>: <” alpn” > S0 M. JEEl: [0,5].
~ 0: #[% MQTT ALPN i %
~ [1,5]: %% MQTT ALPN [il &
« <” alpn” >: FRHFSE, FR ClientHello 1) ALPN, H [ PAKLEZ A ALPN FEEI IR 5545 -

i)
o e AT ORI/ 256 T

o L7 MQTT EF TLS % WSS i}, MQTT ALPN FEE: A 2350
o WAEREAT+MQTTUSERCFG J5 Fifii fI AT+ MQTTALPN .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTALPN=0,2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.6.8 AT+MQTTSNI: ¥ MQTT JIlf 4525 %Fkism5: (SNI)

B
it
WH MQTT 5 7 445 42% (SND)
e

’AT+MQTTSNI:<LinkID>,<"Sni">

W

’OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
o <” sni” >: MQTT &% A PRGN . R PATE ClientHello HH: & 24 2 IR 45 4%
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e
o B AT o KIEN/NT 256 54,

« JUAFE MQTT EF TLS 5 WSS i}, MQTT SNI F#BiA &A%
o [AEVCE AT+ MQOTTUSERCFG J5 T ) AT+ MOTTSNI

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""

AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.6.9 AT+MQTTCONN: #4$: MQTT Broker
Ay

Jrhik:
2rifi] ESP32 %45 B 1121 MQTT broker

AT+MQTTCONN?

W i :

+MQTTCONN: <LinkID>, <state>, <scheme>, <"host">, <port>, <"path">, <reconnect>
OK

&F

Tytie:
%4 MQTT Broker

D e
iy A

’AT+MQTTCONN:<LinkID>, <"host">,<port>, <reconnect>

L)V

’OK

e <LinkID>: 47i{{ 3 #F link ID 0.
e <” host” >: MQTT broker 3844, fx /K E: 128 &5,
o <port>: MQTT broker 35 [1, A : 65535,
o <” path” >: WK, RORKE: 32 95,
e <reconnect>:
- 0: MQTT A HZhE %, WIH MQTT @7 45 f ), IGO0 A i 2 J S 7422
R BIKIEAT+MOTTCLEAN=0 i 5 E, HEHRCESE, FHEL TR,
- L MQTT H3#H %, SIHFERZ NI,
<state>: MQTT KT
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MQTT R¥Jhatk;
EIXEAT+MQTTUSERCFG;
ELIX EAT+MQTTCONNCFG;
HERC WIS
[WAEAVALEE 2
ELEHE, HRITH topic;
CLER:, CT I topic.
¢ <scheme>:

— 1: MQTT over TCP;
: MQTT over TLS

I
AR ST

I
a

2 (RBHHIES ) 5
3: MQTT over TLS (¢4 server IE+5) ;
4: MQTT over TLS ($2fit client IF35) ;
5: MQTT over TLS (#4 server §IF 459 H3Z L client JE45) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (3T TLS, AKEHET);
8: MQTT over WebSocket Secure (T TLS, KL server ET5);
9: MQTT over WebSocket Secure (3T TLS, & client IE5);
10: MQTT over WebSocket Secure (T TLS, #4 server jIE 359 HER it client IEF5) .

3.6.10 AT+MQTTPUB: %4ii MQTT 55 (‘44
Lﬁﬁn /?

it

i1 topic 7}2%’5 MQTT P4 E . AR AN SRR Z , B4l THA AT MK E
BIE 256 F7, H AT+ MQTTPUBRAW 54,

O e
iy A

’AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain>

Wi i ¢

[ox

BH

e <LinkID>: 4737{¢ % link ID 0,

e <” topic” >: MQTT topic, fHAKJE: 128 F47,

o <data>: MQTT F/5E 1 B,

o <qos>: KTAIHEN QoS, ZHF#E 0. 1. 52, ERIAH: 0.

o <retain>: %47 retain,

|

o BE% AT QR B K BERBERE T 256 775 .
o AR OANRERIEEIE \0, AHFBEREREE, W HAT+MOTTPUBRAW 4.

hil

AT+CWMODE=1
AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32", "espressif","1234567890",0,0,""

(N 4kZR)
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(£ L£50)

AT+MQTTCONN=0,"192.168.10.234",1883,0
AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_
SRFEWGAN, FAEAERAFHESTFEH L.

3.6.11 AT+MQTTPUBRAW: % i} MQTT i

WA

riig:

il topic AR K MQTT i Sl AR EAAH B R B RARR R D, AT A AT ar S IR HIE 256
FA7, WA LAERIAT+MOTTPUB iy %> -

iy 4

AT+MQTTPUBRAW=<LinkID>, <"topic">, <length>, <gos>, <retain>

W i <

OK
>

P > R AT HERSFHCR 8, U T DA AR, 4 8s KRB S 40 <length> HYMEIT,
Bt mITin.

ks, W AT i a -

’+MQTTPUB:OK

AR, W) AT 3R a -

’+MQTTPUB:FAIL

S

e <LinkID>: 4Hi{Y % $¥F link ID 0,

e <” topic” >: MQTT topic, HRKE: 128 FIi.

* <length>: MQTT J§EKFE, A[A] ESP32 &£ M KA 32 2 m] FI FH PAER B 1 o
o <qos>: KTAIHEN QoS, S0, 1. =k 2, ERIAH: 0.

» <retain>: % 7fj retain,

3.6.12 AT+MQTTSUB: iT] MQTT Topic
e iy 4>

i
I E 1T B topic

A

AT+MQTTSUB?

W
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OK

+MQTTSUB: <LinkID>, <state>, <"topicl">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

&E

i
ANk

O e
iy A

EmA

f7€ MQTT topic FJ#E QoS, SZHFITFIZ A topic (FRZ ZHFITF] 10 4> topic).

’ AT+MQTTSUB=<LinkID>, <"topic">, <qos>

W

[ox

24 AT A ST A topic 1Y MQTT {5 RS, iR [H]:

’ +MQTTSUBRECV:<LinkID>, <"topic">,<data_length>,data

# RS topic, MM :

’ ALREADY SUBSCRIBE

BH

<LinkID>: 24 37{% 35 link ID 0.
<state>: MQTT kK5

- 0: MQTT K¥JtH1k;

- 1: B BEAT+MQTTUSERCFG;
: BB AT+ MQOTTCONNCFG;
D IEREEWIT
D BELIER
D ELEE, (HARTIH topic;

- 6: iR, TiTH MQTT topic.
<” topic” >: J][RIH topic.
<qos>: T RAY QoS.

I
B W N

HI T3 B 3 MTU R B30 B SR A P2, MQTT broker AR HY— AR R, &
REL B WEANTHE & 45 ESP32 1545, Kt ESP32 W REXILH| £ 4 +MOTTSUBRECY i H..
#r ESP32 &I H|—4 MQTT JH B, HiHEKEERL 1024 54735 (443 MQTT #iz3F1 MQTT A4k
BWAT) , MR NL A +MOTTSUBRECY JH . BUlS, GAT DA~y Ui MQTT Znf Xk
G O .
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations >Default MQTT Buffer Size> 1460
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3.6.13 AT+MQTTUNSUB: Hii§iTFi MQTT Topic

BeE WA

Jyiig:

F P BUE T B4 E topic, AT UM A A4, PABGH T AN FY topic,
A

’ AT+MQTTUNSUB=<LinkID>, <"topic">

W

’OK

AT P % topic, IR |u]:

NO UNSUBSCRIBE

OK

o <LinkID>: 47/ 374 link ID 0.

e <” topic” >: MQTT topic, fAKJE: 128 F47,
3.6.14 AT+MQTTCLEAN: WiJF MQTT %4
BE WA

i
Wit MQTT 42, BRI

zs

’AT+MQTTCLEAN:<LinkID>

e <LinkID>: 4§ij{{ 7 #F link ID 0,

3.6.15 MQTT AT %569

MQTT %24 A ERR CODE: 0x<%08x> JEXFT HI.

SEIRHER $EIRAD
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
TTU4kEE
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x2-ZFn
SEIRFER $EIxRAD
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_ WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT _DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT _MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
TREE:
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R2-ZIW
HHiRIEE B
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.6.16 MQTT AT il

o ki, AT MQTT @iy &ERHE 10 R INI L., {HAT+MQTTCONN 4o, Flan, anfikhis A
RE LM, Ay AAT+MQOTTPUB 4345 10 BRI, {HAT+MQTTCONN fis A5 M 4R AR TG LR
A BB 5 2T 22 W I ] FH SR S AR A 1.

o WIERAT+MQTTCONN J&3ET TLS %48z, MR arg iy a2 10 &b, ]G i s ) AR PR R T
Bm AL BRI AR

o 4 MQTT &M RT, £3E/8 +MOQTTDISCONNECTED : <LinkID> JH E..

o M MQTT E#:# LI, ©¥3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JHE .

3.7 HTTP AT #4145

o M43

o AT+HTTPCLIENT: %1% HTTP % Pk

o AT+HTTPGETSIZE: #FEt HTTP %JE K/

o AT+HTTPCGET: %}t HTTP %5

o AT+HTTPCPOST: Post &5 ) HTTP %z
o AT+HTTPCPUT: Put $5: £ B£fr) HTTP % f

o AT+HTTPURLCFG: % & /38K 1) HTTP URL
o AT+HTTPCHEAD: % /4% HTTP 53K

o AT+HTTPCFG: %'& HTTP & FUifil &

o HTTP AT 45427
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371 ¥

%

BRI AT [ {1 SR IR NI AT fird . ARG TG 2 ESP32 32 HTTP a4, i H174

3% ESP-AT T 42, TE55 AN E T ki

4 Component config->AT->AT http command support

3.7.2 AT+HTTPCLIENT: %% HTTP % fiisoR

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">] [,<"http_reqg_header">][,<"http_reg _header">][...]

Wi i :

+HTTPCLIENT:<size>, <data>

OK

<opt>: HTTP & il K vk:
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE
<content-type>: %>R £l n S -
- 0: application/x-www—-form-urlencoded
— 1: application/json
— 2! multipart/form-data
- 3 text/xml
<” url” >: HTTP URL, Y45 <"host"> fil <"path"> ZHCHTN, RS HNBHE XMW
NSH
<” host” >: 48k IP #uhl,
<” path” >: HTTP j§4%.
<transport_type>: HTTP % | 'ifE sy, BOAMEN 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
<” data” >: 4 <opt> ;g POST #3K I, ARSHCHKiks: HTTP e 55 gy ¥ . 24 <opt> A2
POST #i§3KE, ENSEAFE (W, AFFEMAESRERAEXNSE).
<” http_req_header” >: W] kiEZ M RLAGNRESEL.

WRAL S URL B3RS S KBS E T 256 <777, W el AT+ HTTPURLCFG fip 2 i fit & URL,
IRIGA AT <"url"> ZEHEEREN ",

MR url SRS, HTTP % sl b?—F”Jﬂ]% host ¥ Ml path 80, 1R url SHA
W FFER O ZS | HTTP % Pl T host SR path 241,

HE L T A Y R BRI SCHRE HTTP % P din 2 (PRG35 ILESP-AT B) 1+ £5%) , {H 2 Al id A
THRMMH L Za4: . /build.py menuconfig > Component config > AT > AT http
command support, RFHIFWE (BFFIFH I A5 ESP-AT T.42),
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o ZMAANCEE URL EE ], FEARBUENIRSS #53R ML ASHS 301 R AMEE M) 53 302 (s
HEN) S BshBEERH URL Hudik. GmT DA A 28 T B AR BCE T ) 1Y 32 s URL, 2R )58
HZA LV E .

o WERALS <"data"> SHIWEE LSRR T 256 277, W HAT+HTTPCPOST 14 .

o BRE W ZM HTTP 53Kk, i AT+ HTTPCHEAD fii %«

il

// HEAD i 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET ¥# 3k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST iF K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", " /post",1,"fieldl=valuels
—field2=value2"

3.7.3 AT+HTTPGETSIZE: 0 HTTP FEj5 kb

v

H

N

IR

¥

2

A

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZFI/DN. B FA7, BRAME: 2048, FEH: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 37, BRIAME: 2048, JERE: [0,10240].
o <timeout>: [WZGHIN;. BAf7: ZFP. BRHAfE: 5000, JEFEE: [0,180000].

o <size>: HTTP &FFE /N,

e
* WARAE URL (R A an M KT 1 256 7Y, i Jofli FHAT+HTTPURLCFG iy % Hilid & URL,

BIEAR AN <murln> SHHEREN "
o QRGEARECE HTTP 355Kk, 15 AT+HTTPCHEAD fiy %35 E .

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"
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3.74 AT+HTTPCGET: Il HTTP ¥iji

v

H

N

B

¥

v

A

=

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPCGET:<size>, <data>
OK

BH

e <” url” >: HTTP URL,
o <txsize>: HTTP LKEZAE /M. BAf: 05, BRIAE: 2048, Fifl: [0,10240],
o <rxsize>: HTTP UK /N, A 0. BRIAE: 2048, JEFE: [0,10240],
o <timeout>: ZGHART, Ff7: ZFb. BRHAME: 5000, JEEl: [0,180000].,

|
 WRAE URL (RS S I K L T 256 547, I 5EMNAT+HTTPURLCFG fis % Hilic & URL,

RAa L <murl"> ZHEHELBEN ",
o AREAEECE HTTP 3Kk, AT+ HTTPCHEAD iy QU H..

3.7.5 AT+HTTPCPOST: Post 7&K &R HTTP %4k

v

)E'\.

CELN A

ZE

AT+HTTPCPOST=<"url">,<length>[, <http_reg header_cnt>][,<"http_reg header">..<"http_
—req_header">]

Wi iV ¢

OK

>

Fi5 > Fn AT HERSFHCR 8, U T DA AR, 488 KA FI S8 <length> Y(ET,
fefITan .

Ay, MR :

’SEND OK

At AR, MR ] :

’SEND FAIL

S

« <” url” >: HTTP URL,
* <length>: 5 POST {f) HTTP Fffi K . KK BESET R G0 n] S BLAYHEZS (B /)
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 <http_req_header_cnt>: <"http_req_header"> ZEHIEE .
* [<” http_req_header” >]: HTTP #3K3k. Al Kk Mg KLAIRS -

W)
o QISFAL T URL i % A r &0 K BERE T 256 747, 5568 fIAT+ HTTPURLCFG fir 4 TRL# URL,
SEA A <murl"> SHEEREN ",

o ZAA M) content-type BRIAZEHLH application/x-www-form-urlencoded,
o HURGAECE HTTP #5kSk , 350 AT+ HTTPCHEAD fa 450

3.7.6 AT+HTTPCPUT: Put $5% K Eng HTTP %

By

15

N

R

X

=

AT+HTTPCPUT=<"url">,<length>[,<http_reqg header_cnt>][,<"http_reg header">..<"http_
—req_header">]

W i ¢

OK

>

FH5 > Fn AT HERRFECR D8, SR T DA AR, 4808 KA FI 280 <length> MY(EIT,
(SiBIR R

Atk s, MR E

’ SEND OK

Esxis PN V@B

’ SEND FAIL

e <” url” >: HTTP URL,

<length>: 75 Put [ HTTP B B . Fe KSR T R G0 T 4 B i e 23 A /.
+ <http_req_header_cnt>: <"http_req header"> ZEEE .

[<” http_req_header” >]: HTTP i3k, Al RixL M RLE RS2,

eALj|
o GNSRALE URL W35k an S K BRI T 256 =277, i 56 AT+ HTTPURLCFG i 4 Tl & URL,

IRIEAA W <"url"> ZHFHEEREN "".
o WEARGEAHRCE HTTP 353Kk, 5 H AT+ HTTPCHEAD i % & .

3.7.7 AT+HTTPURLCFG: 8/ HTTP URL
Ay

A
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’AT+HTTPURLCFG?

W

[+HTTPURLCFG:<url length>, <data>]
OK

A4

=N

A

AT+HTTPURLCFG=<url length>

W

OK

>

P45 > FOR AT fES I ECR DEdiE, BT ARIA URL, S8Ha KEAFI S8 <url length> [
{HI, RYLRE:

SET OK

ZH
e <url length>: HTTP URL K&, BAf7: Z7.
- 0: %[ HTTP URL it &

~ [8,8192]: & HTTP URL fii% .
+ <data>: HTTP URL %4,

3.7.8 AT+HTTPCHEAD: #%E/#%if) HTTP ik )k

iy a4

=

O e
WA

AT+HTTPCHEAD?

W

+HTTPCHEAD:<index>, <"req_header">

OK

A

-t

e

=

AT+HTTPCHEAD=<req_header_len>

W i ¢

OK

>
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P > 2 AT HERSFEIC AT iy DB, AT AR A HTTP 355Kk (3R 3620 key: value JE
), MBI IELFSH <req_header_len> WYfHR, AT R :

+ <index>: HTTP 3Rk 1&5|MH.

+ <” req_header” >: HTTP i3k,

+ <req_header_len>: HTTP ifsR3LK T, Bfi: 597,
- 0: JERITACIRER HTTP 3Kk
- HABME: BE—ASHH HTTP 35Kk,

B

o RS —RK HAERE N HTTP ik k, HAIDAZKIEE, LHZAREK HTTP ik k.
o ARATAMER HTTP #53R 32 mrEry, —Hi%E, Frff HTTP iar A # & i X seioRk 3k .

o AREAVEE R HTTP 353Kk il key IR FIHE HTTP G A3k iy key HIE, WS4
Erd R E ) HTTP 5k 3k,

il

// % E#Fkk

AT+HTTPCHEAD=18

/1 EWE S FEE, MAMTH Range Wk sk, THRFEGH 256 7.
Range: bytes=0-255

// T # HTTP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.
—html"

3.7.9 AT+HTTPCFG: ¥ HTTP % )1l

%

&E

AR
A

=’>

’AT+HTTPCFG:<auth_mode>[,<pki_number>][,<ca_number>]

W i <

[ox

BH

¢ <auth_mode>:

- 0: NAUE, W IEEIETE <pki_number> il <ca_number> Z4{(;

— 1: ESP-AT #2fit HTTP % ik 54tk HTTP Al 45 #%im CA k15455 ;

- 2: ESP-AT HTTP % ik A CA UE-F A5 HTTP [z 5528 v 1k 45 5

- 3: MHEINIE.
o <pki_number>: JEHFFHAKEG], WRAG—MIEBMAEH, HEN N0,
e <ca_number>: CA RG], R HBFE—14 CA, HENH O,
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e

o BN AT FEMF A 3 HTTP iE B ELE, R PAB M . /build.py menuconfig > Component
config>AT > AT http command support >AT HTTP authentication method [iEZY

RIS F
© A QRN SHCE LR,

HiE,

iy PR ESP32 B ARHUE 24 B I [A] .

%1% AT+CIPSNTPTIME? £y 425 1) 24 B i a] . )

3.7.10 HTTP AT

B it

—HIXE, i HTTP ay ¥t il
* WSREHRGUT F RIS, BATRHE AL AT+SYSMFG fir4 8 HTTP GiE5. QR4
5% 4o T LA7 PKIBLE .
JR/ES <auth _mode> fiLEH 2 8 3, AT RIS AFIIEBARON, HELELE
(7T DA FE AT+ CIPSNTPCFG iy 45K B SNTP, K24 i ],

S

bR A O

HTTP 641

JAMAT+SYSLOG=1 J&, HTTP % i KA, AT Skl 5. iR risy

ERR CODE:0x010a7xxx

Horp 01 @ERARIRAT, Oa RAIHIIAT

AT 52T Y 45 5, Txxx ZE8 HTTP

BRI, WIR xxx &

HTTP bRE A 3 W, MIZRARIE HTTP RASHS s AW AT HTTP NI AT RIS . FRAH T
4y HTTP RESHS(E B, B2 EHS % RFC 2616) .

HTTP $&iRA8 (HTTP J{X75%9) | iitAA

0x7000 AR
0x7190 (400) Bad Request

0x7191 (401) Unauthorized

0x7192 (402) Payment Required
0x7193 (403) Forbidden

0x7194 (404) Not Found

0x7195 (405) Method Not Allowed
0x7196 (406) Not Acceptable

0x7197 (407)

Proxy Authentication Required

0x7198 (408)

Request Timeout

0x7199 (409) Conflict

0x719a (410) Gone

0x719b (411) Length Required

0x719c (412) Precondition Failed

0x719d (413) Request Entity Too Large
0x719e (414) Request-URI Too Long
0x719f (415) Unsupported Media Type
0x71a0 (416) Requested Range Not Satisfiable
Ox71al (417) Expectation Failed

0x71f4 (500) Internal Server Error

0x71f5 (501) Not Implemented

0x71f6 (502) Bad Gateway

0x71f7 (503) Service Unavailable

0x71f8 (504) Gateway Timeout

0x71£9 (505) HTTP Version Not Supported

3.8 MRS AT A4
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o 43
o AT+FS: R SiH5AE
o AT+FSMOUNT : 3R/ RS

381 ¥

W BRIAM AT B SZRE L TUR N AT fy4. QR IETREE ESP32 R X ARG w4, B BIiT4iF
ESP-AT T3%, {E4 b o TR Bk dk

e J3/ Component config->AT->AT FS command support

3.8.2 AT+FS: &Sk

%

NI

AR
A

=’>

’AT+FS:<type>, <operation>, <filename>, <offset>, <length>

LT)VE
(o
S8
o <type>: HHI{LZ# FATFS
- 0: FATFS
¢ <operation>:
- 0: BRSO
- 1 BfE
- 2 B

- 3 SR

- 4 PR SO, B EIMCCRAR B 5%
<offset>: {mAgHbdil, (UEFFHEE HAERE
<length>: K&, (WA XHEEGHIERE

B

o Ko BEEESUERS . AT+FS U RGEAETE UG, AV AT+ FSMOUNT=0 iy 4]
O RS, RS RAM %3],
o ffi ANy A EE e 5% at_customize.bin, FEAN{E B 0] 22 ESP-IDF 43X 3% Fll4ofT § 2 L5 K.

. Eliﬁlﬁ%ﬂ’]kfuj(?kﬁiﬁjtd\ WL@%PT{CVE@@TE

* Yj <operator> N write B, RGEFNIATLJGIEIHATIRI] >, AR DA AZES R EE, 4L
PR M 5 <length> —F(,

il

/)M FEAS X

AT+FS=0,0,"filename"

/) EEANXERB A 100 XEN 10 FF
AT+FS=0,1,"filename", 100,10

Q)
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(£ L£50)

/) RNEAAX RSB 0 AR 100 FH

AT+FS=0,2,"filename", 0,100

/) B HARE T BT A X

AT+FS=0,4,"."

3.8.3 AT+FSMOUNT: #:3/#1# FS k&%

- .
BEE A
i

’AT+FSMOUNT:<mOunt> ‘

o] o <
[ox |
28
e <mount>:
- 0: ifEk FS X &R58
- 1 3 FS RS
B

o AT+FS SCPFRGHASENUR , STV A G AT+ FSMOUNT=0 s & EIBCCIE RS, FREHOK
i RAM %3],

il

/] FHAEXM AR

AT+FSMOUNT=0

/] FEHEREXHERA

AT+FSMOUNT=1

3.9 WebSocket AT #5245

N4

AT+WSCFG: Tt WebSocket 24

AT+ WSHEAD: %8 /%21 WebSocket 3K 3k
AT+WSOPEN : Zx10)/4]FF WebSocket %42
AT+WSSEND: [a] WebSocket %3 & & 5E
AT+ WSCLOSE: 4] WebSocket %1

Espressif Systems 188 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

391 ¥

W BN AT FEA ST T R AT 6. A3 4555 ESP32 374} WebSocket fiy4~, 5 H47%
iF ESP-AT 142, 1E55H A0 TR e :

e |3 Component config->AT->AT WebSocket command support

3.9.2 AT+WSCFG: [LE WebSocket 2%}

B A4
O e
“D/?\'

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

o <link_id>: WebSocket %35 ID, i : [0,2], Bk 74 =4 WebSocket 4% .
» <ping_intv_sec>: %% WebSocket Ping [a]Ff. FAf7: #b. JUH: [1,7200]. BRIA(E: 10, BP: &fE
10 % 2%—¥k WebSocket Ping 41 .
* <ping_timeout_sec>: WebSocket Ping #AI}. BAf7: Fb. JLFE: [1,7200]. ERIAME: 120, EJ: 120 #
AU F| WebSocket Pong 41, W 3¢ P 4% .
o <buffer_size>: WebSocket S X K/, B : F7. JGFE: [1,8192]. BRIA(E: 1024,
¢ <auth_mode>:
- 0: NAUE, WRHTEFEIETS <pki_number> fl <ca_number> Z4{;
— 1: ESP-AT $#4it7% Pk bk 5545 i CA IE 150 ;
— 2: ESP-AT % ik A CA UE RAR T AR 55 A i U155
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WHRNAE—MIERAFH, HEN N 0.
+ <ca_number>: CA [R5, WHEILHG 1 CA, HEN KO,

o WA N AEAT+ WSOPEN 2 BT E:, H WAL,

o QUERGEAMER A CRUES, BATHIE M AT+SYSMFG fip % 558 WebSocket 1E+5 . AR AE Tiibe sk
HOMES, 3% 4efT #37 PKIGLE

o W <auth_mode> FiE N 2 80 3, I T RIS ARUEB AR, 57 LILAT+ WSOPEN 4
HIHALE ESP32 ERHLE 24wkt 1] (43P DAK IEAT+CIPSNTPCFG fip 4 KTt & SNTP,  FREY i i
(6], %3EAT+CIPSNTPTIME? £y 4251824 Fi i [a] o )

o FHEINIERRBI: T TLS 44 WebSocket %35 (FAE%ER) .

il
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4096 FF
AT+WSCFG=0, 30, 60, 4096

// B E link_id 4 0 B WebSocket # H W Ping X ¥ W mA 30 #, BH 60 £, ZWHRK._

3.9.3 AT+WSHEAD:

P B /4% i) WebSocket i3k Sk

AT+WSHEAD?

Wi i <

+WSHEAD : <index>, <"req_header">

OK

v

¥

K

gy
4

Ele

AT+WSHEAD=<req_header_len>

Wi i :

OK

>

V=

Gt

> FR AT WER IR AT a4 DB, IUIHESTT DA% A WebSocket 3K 3k (3K 3k H key :

value

ERX), LEIRKE LR S <req_header_len> [EHA}, AT iR[A]:

|ox

* <index>: WebSocket 3K LAY E T {H-
+ <” req_header” >: WebSocket i#3K .

» <req_header_len>: WebSocket {E3R3LE, B :

- 0 WFHBEATA TR E R WebSocket 753K 3k .
— HABAE: BE - HTH) WebSocket 3K 3k .

|

+«

o RS —IR HBEE —1> WebSocket iRk 3L, (HAPAZIRILKE, XL A FEIF WebSocket 153K 3k .
o Ay A E ) WebSocket 13K f2 e /Ry, —HIEE, A WebSocket (1) iy S#B 2 17 X 21K

N
°

2N
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// % B #F kK
AT+WSHEAD=49

/1 EWE "> FEE, WA T # authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE5OTk6MTIzNDU2Nzg=

// 4T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.9.4 AT+WSOPEN: #rifg/¥IJF—4~ WebSocket ¥:42;

AT+WSOPEN?

M) v :
YA ERER, AT &[0

+WSOPEN:<link_id>, <state>, <"uri">

OK

MW BRI, AT 1R [0

OK

)E’J

S

iy

AT+WSOPEN=<1link_id>, <"uri">[, <"subprotocol">] [, <timeout_ms>] [, <"auth">]

Wi i ¢

+WS_CONNECTED: <link_id>

OK

4

ERROR

BH

o <link_id>: WebSocket i£32 ID, Jul: [0,2], Bk $r= WebSocket iz,
o <state>: WebSocket EREFIIRAS .
— 0: WebSocket B ]
— 1: WebSocket #E#: IEFEEIE
— 2: EL#57 WebSocket i,
— 3: it WebSocket Pong I B B RARAN 1%, IEFESRFEIE,
- 4: LB AR um WebSocket JEFAIT, TEFE A& 3% % PRI IR 5545 -
e <” uri” >: WebSocket ]2 55 25 UG — Y UEAR HAT o
« < subprotocol” >: WebSocket 71/} (2% RFC6455 1.9 #&7).
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» <timeout_ms>: 37 WebSocket JEHZHEAM A . BN ZFb. JEME: [0,180000], BRIAME: 15000,
¢ <” auth” >: WebSocket 54X (Z:% RFC64554.1.12 F545),

il

// uri HZH kB T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvVR1elD3eiVjgZ9VRiaV&notify_self"

PR Z 2% : WebSocket 17 .

3.9.5 AT+WSSEND: [i] WebSocket ¥E+% % 1% EcP

XA

=

=

A

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

Wi i ¢

OK

>

iR m R s AT EE A AT port 3Es, BURE] DA AZHE , 24 AT 32003 /) B0 K B ik 3
<length> 5, HdE&Htin.

USRS R O AL i I BB, aR (] -

’ERROR

UREE e ), R[]

’SEND OK

S8

o <link_id>: WebSocket i£3Z ID, JulF: [0,2].
o <length>: BIEMBARKRE. B 9. AT RENTRKKEHAT+WSCFG W) <buffer_size>
{EIZ 10 FIZRGEA] 4 Be i s (R NS R PeE - (BORAS T/ IMA) «
» <opcode>: k3% WebSocket i 1 {4 opcode. Ji [ : [0,0xF]. BRIAME: 1, B text i, iF S RFC6455
5.2 BT TR £ opcode.
— 0x0: continuation i
— O0x1: text I
— 0x2: binary i
- 0x3-0x7: FHE IR SR H
— Ox8: 4z KA
— 0x9: ping i
— OxA: pong M
— OxB - OxF: S Hg 45l &
o <timeout_ms>: K iEHIRTEIE]. BALT: ZAP. JEE: [0,60000]. ERIA(E: 10000,
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3.9.6 AT+WSCLOSE: 3:[i] WebSocket 4:$%

v

H

N

B

¥

A

=

’AT+WSCLOSE:<link_id>

W i <

[ox

S

o <link_id>: WebSocket i£32 ID, Jul#: [0,2].

il

// %M ID 4 0 B WebSocket i# ¥
AT+WSCLOSE=0

3.10 ESP32 L AkM AT @4

A2

BEEITAE

AT+CIPETHMAC : #5i0)/% & ESP32 DA 1 MAC Hihl
AT+CIPETH : i)/ '8 ESP32 DA M1 TP Hitl:

3101 £r &

WY BOAW AT [EEA SRR T R AT iy s QAR TR 5 ESP32 SLRFAKM G S, 16554173
A ESP-AT vA KW 73 7%, SCRY B 4745 ESP-AT 142,

3.10.2 #Ef5 1R
IBITPAKIM AT i Z Ji, T AR A

PR A4 DL ESP32-Ethernet-Kit JF % W B G5 1D AT &9 T4 A AL fes
FE LS BUASIT SobE, A B B R KUK 15 35HR RX/TX 0

o 1B AT UART 1 (BRI AT UART AT DAK I B REAS Il 5% ) -
— FTJF factory_param_data.csv FE#& 45
- WROVER-32 B uart_tx_pin M GPIO22 ¥ GPIO2, uart_rx_pin M GPIO19 BN
GPIO4, uart_cts_pin M GPIO15 ¥ GPIO1, uart_rts_pin M GPIO14 ¥k GPIOI
(REmI=Tfe T ik, X HERMHIZIIRE), 215 808 WA T & AT 3% 2§ .
* ffiff AT ethernet support, HZA5EIE W4T & A ESP-AT vA KA ) #t.
o G Ri% LAk 2 ESP32-Ethernet-Kit.
o TEREAEAE
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— #H:EHLMCU (40 PC, AJ{§i fj USB %% [1#ik) % ESP32-Ethernet-Kit [ GPIO2 (TX) #l
GPIO4 (RX), i ] ji4a g Jo 75 144 CTS/RTS;
— ESP32-Ethernet-Kit %33 DA I 2% .

3.10.3 AT+CIPETHMAC: #xify/ix¥ ESP32 UJ kM) MAC Huht
A%

Yitig:
2] ESP32 DA M ) MAC ik

O e
iy

AT+CIPETHMAC?

W 3% <

+CIPETHMAC:<"mac">

’AT+CIPETHMAC:<"maC">

Wi i ¢

’OK

o <” mac” >: FFHRSE, FRPUKMEE DR MAC Hbtik,

|
o BEPEBRARSCHEDAK R AT fiy4 G WLESP-AT [ 1 2 5%), (A2 Al AT 7 sl 1 0 % d

41 ./build.py menuconfig>Component config>AT>AT ethernet support, R)5
G LA (PR A eI ESP-AT 142).

#7AT+SYSSTORE=1, [t B ¥ MO RATAE NVS X,

PAKIME2 [T MAC HihkAS B8 -5 HAb 4 1 AH ] .

ESP32 MAC Hihiki bit0 ARESEN 1o B, FIESh “la-", HARTEHN <1507,
FF:FF:FF:FF:FF:FF f1 00:00:00:00:00:00 BT MAC Hudik, FEERE .

il

AT+CIPETHMAC="1a:fe:35:98:d4:7b"
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3.104 AT+CIPETH: i)/ ESP32 UM IP Huhk
iy

i
i) ESP32 PACKIM (1Y IP kit

s

AT+CIPETH?

L)V

+CIPETH:ip:<"ip">
+CIPETH:gateway:<"gateway">
+CIPETH:netmask:<"netmask">

OK

P

fie:

158 ESP32 DAK M 1) TP ik
e

’AT+CIPETH:<"ip">[,<"qateway">,<“netmask">]

o < p” >t FAFERESEL, R ESP32 DA IP HihE.
o [<” gateway” >]: W3,
o [<” netmask” >]: [{Z5HER,

Bl

o BEBRAR L AR AT 654 GERE WWESP-AT B4 £ 5, (EJE a3 a0 DL R 7 =0 #% oy
41 ./build.py menuconfig>Component config>AT>AT ethernet support, )5
iR TR (FENIE IRk i% ESP-AT 1.42).

* #iAT+SYSSTORE=1, WCLEHEURHRAFAE NVS X,

o KREAHIBEE 45 DHCP M H %0, UAT+CWDHCP:

- RS TP, I DHCP 948 ;
— #7JFi 1] DHCP, s IP 448 5
- fa R E S E N LK.

il

AT+CIPETH="192.168.6.100","192.168.6.1","255.255.255.0"
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311 {54 MR AT 674

« 4B
* AT+FACTPLCP: ) 3%¥% PLCP u% PLCP

3111 &

WP BRARY AT B SR I UE R AT AT frd. MR GORTFESE ESP32 St a4k 4, W E T4
iF ESP-AT 142, 1E55H A0 E TR B e

* 2] Component config->AT ->AT signaling test command support

3.11.2 AT+FACTPLCP: ‘%1% K PLCP g% PLCP

B A4
O e
"D/?\'

’ AT+FACTPLCP=<enable>, <tx_with_long>

 <enable>: &M/ FahflE

- 0: A TS, FEH <tx_with_long> ZEEIAE

- I B TFEhECE, AT &% PLCP BT <tx_with_long> Z4).
o <tx_with_long>: %% PLCP ®{%j PLCP:

- 0: K% PLCP (BRiN);

- 1: &% K PLCP,

312 Uigh AT %

« 4B

s AT+DRVADC: il ADC T8iB{H

o AT+DRVPWMINIT: #1444k PWM IR 5h2%
o AT+DRVPWMDUTY : ¥ PWM 5251
o AT+DRVPWMFADE: %'& PWM 75

o AT+DRVI2CINIT : #J4a4k 12C ALK Eh
o AT+DRVI2CRD: 5 12C $i¥i

o AT+DRVI2CWRDATA: B A 12C ¥

o AT+DRVI2CWRBYTES: B AANK 4 273519 12C B0
AT+DRVSPICONFGPIO: Ti'& SPI GPIO
AT+DRVSPIINIT : #1154k SPI F#LIK5h
AT+DRVSPIRD: 3251 SPI %3
AT+DRVSPIWR: ‘5 A SPI ¥
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3.12.1 #v#

T BRI AT B R SRR T R0 AT 64, WIS % BSP32 S a4, i 177487 ESP-AT
T2, I TR

e |3 Component config->AT->AT driver command support

3.12.2 AT+DRVADC: %l ADC il i

B A4
O e
“D/?\'

AT+DRVADC=<channel>, <atten>

W i :

+DRVADC:<raw data>

OK

S

e <channel>: ADCI ¥,
» ESP32 &4 HUE LR A [0,7].

B

GPIO36
GPIO37
GPIO38
GPIO39
GPIO32
GPIO33
GPIO34
GPIO35

i

\]O\LIILUJ[\)#O@

o <atten>: TE{H.

* 0: 0dB ZJ8, A&MEEFEI (100, 9501 mV.,

e 1:2.5dB 3, ARMETERE N [100, 1250] mV,
* 2: 6dB B, AR EEE [150, 1750l mV.

o 30 11.dB %k, AREIEEA [150, 2450l mV,

o <raw data>: ADC i@iH{H.
B
o ESP-AT H %4 ADCI.,

« ESP32 i% 12 f5EE,
o XFF AR EE EAON R, TAS % ADC fik.
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il

// ESP32 R &K HEH 0 dB KW, HAZAMEREA (100, 950] mv
// W 2048 / 4095 * 950 = 475.12 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.12.3 AT+DRVPWMINIT: #Jigik PWM Bz 5%
AT

’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC SER2afis%R, BA{i: Hz, Ji[fl: 1 Hz~8 MHz,

+ <duty_res>: LEDC i_iﬁHj SRR, 0~20 1.

* <chx_gpio>:LEDC iiif x [{ %t GPIO. {71, WA AR GPTIO16 EAiiiE 0, FF i B <ch0_gpio>
N 16,

o ESP-AT & fE 15 4 ~0E.

cHHAGAWBE AW EENEEZIE T HE PWM @y 4 (WAT+DRVPWMDUTY
FMIAT+DRVPWMFADE ) § @Zuﬁé@fﬁ B, ﬁu%w\%ﬂﬁﬁﬂcwﬂi/\ il , il 4 AT+DRVPWMDUTY
i HAE R E O @ ) PWM (5251

o BRANG S A R R . T 225 S I SRR 5 7S L R R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 A H#E, M FEH 5 kHz, F XL A4 HE A
13 fi

AT+DRVPWMINIT=10000,10,17 /] R 0.

A Y
wkHz, W Z L #EA 10 L, HE puM ﬂraj‘zfﬁé\

3.12.4 AT+DRVPWMDUTY: ¥k# PWM N4l
BE A

A

AT+DRVPWMDUTY=<chO_duty>[, ..., <ch3_duty>]

W
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OK

* <duty>: LEDC ifiilf 525k, fifl: [0.2 W= HAPH,
st

* ESP-AT {2 HE (4 4 ANliE .
© FOABIETTHRCE A, HIREIZS L

il

AT+DRVPWMDUTY=255,512 // % B @& #&
B

0 W& =WA 255, HEFM 1 W& XA 512
AT+DRVPWMDUTY=, , 0 /P RBEEBEERE 2 HEElA O

3.12.5 AT+DRVPWMFADE: k¥ PWM i

=

=

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_
<4»time>]

W i ¢

OK

S8
o <target_duty>: HFR¥iAs F45H, i [0,2 dv-resoluionp],
o <fade_time>: WiAZMX ST, L ZFb.

el

o ESP-AT & hE 7 f; 4 014,
o FHAHBETLFTFRE <target_duty> fil <fade_time>, FHHHMKRAIT].

il

AT+DRVPWMFADE=, , 0, 1000 /) ER— AR EEE 1L s RLRER O
AT+DRVPWMFADE=1024,1000,0,2000, // fEH — & @ HE¥@EE 0 b5 & E Ao

1024, WA HEEKAE 1 HEEHEA O
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3.12.6 AT+DRVI2CINIT: #ji&fk 12C FHL9RF)

v

H

N

B

¥

v

A

=

’AT+DRVIZCINIT:<num>,<scl_io>,<sda_io>,<clock> ‘

W i <

© <num>: 12CHE, S 0~ 1. WEKER TS, AT SRR 12C Hi.
e <scl_io>: 12C SCL {511 GPIO -,

e <sda_io>: I2C SDA {51 GPIO =,

<clock>: TR 12C BFE%, B Hz, HKfEH: 1 MHz,

|

o Afpd HHE 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // # % {4 12C0, SCL: GPIO25, SDA: GPIO26, I2C.
B H R 1 kHz
AT+DRVI2CINIT=0 // BUWH I2C0 s

3.12.7 AT+DRVI2CRD: {5 12C %

=

A .
A

=

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MBI &Mt
- 7 fuisiht: 0~ OX7F;
— 10 ftidik - 55— ET-EAMLE 1111 0XX, Hrp i 5 7 XX 10 {7 11k i e i Az o i)
an, gt 10 fi 4k Ox2FF (b 1011111111), AR 2 % ARHuAEA 0X7AFF (b’ 111101011111111),
o <length>: 12C HEKE, JuH: 1~2048,
+ <read data>: 12C i,
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e
o 12C kg g [l —Fb.

Bl

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M4k 0x34 A EEW 1 F
AT+DRVI2CRD=0, Ox7AFF, 1 // I2C0 M 10 1L H# 3k Ox2FF A i

R &
Bl F¥ M RE

// I2C0 M ik 0x34, FHF E MU 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34,1,0x27 // I2C0 4B &% & Hoib 0x34. FHF &I 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2C0 I 2 FF

3.12.8 AT+DRVI2CWRDATA: E A 12C %5

)E’J

CELN A

LT

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W) BRI, AR ANEE, SEIRAH SR E KREG, BiRfemITes.
A R AL Ay, R[] -

[ox

R R R, R [u] -

’ ERROR

BH

o <num>: 12C x5, JEHE: 0~1,
o <address>: 12C MALEAcHNLE:
- 7 fHudk: 0~ O0x7F;
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A5 5 A7 XX 2 10 A7k i 5z i 9 7
i, ansk 10 [z thl >4 0x2FF (b” 1011111111), A2 4 A B ihl >4 0x7AFF (b” 111101011111111).
o <length>: 12C HHE K, JuR: 1~2048,

Bl

o 12C kgt A —#b

hil

AT+DRVI2CWRDATA=0, 0x34,10 // I2C0 BN 10 F ¥ HIEZE MU 0x34
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3.129 AT+DRVI2ZCWRBYTES: G A At 4 35l 12C By

B A

PI

?

%

=)

i)

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data> ‘

W i <

o <num>: I2C iS5, JEH: 0~1,
o <address>: 12C MHLiE#HIHLE .
— 7 {iHuhE: 0~ OXx7F,
— 10 ftidik : 55— ET-EANE 1111 0XX, Hrp i 5 W7 XX 10 {7 Hbdik i 5 i 437 1)
A, A0SR 10 SrHihk > Ox2FF (b7 1011111111), AR 255 ARHbHE A OXTAFF (b’ 111101011111111),
o <length>: £F5 A 12C K, JEF: 1~4 F15.
o <data>: Z% <length> {EKEFREIE, JEHE: 0~ 0xFFFFFFFF,

Bl

o 12C kgt i [a] o —#b

il

AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 F ¥ HiE 0x1234 F ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ I 0x1234 F 10 L Hy 4k
—0x2FF

// I2C0 B M it O0x34. 7 & H# 4 0x27, B A cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.12.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

IJXLEA ng /\>
A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs> ‘

W i :

[ox |

BH

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMEFXIN GPIO &, #AMHEH, EL-1.
<sclk>: SPI B4 {5 % 1. GPIO 45 .

o <es>: EEEMALAE SN GPIO 5, # AN, B -1
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3.12.11 AT+DRVSPIINIT: w444k SPI 819Kk 5)

v

H

N

B

¥

v

A

=

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

W i <

o <clock>: 4P, 43095i%kk 80 MHz, Bafi: Hz, HK{E: 40 MHz,
e <mode>: SPI i, JuR: 0~3.
o <cmd_bit>: iy HrBEIAGIEL, JER: 0~ 16,
 <addr_bit>: HihtFr B EGAGIEL, JER: 0~ 64.
o <dma_chan>: jfiH 182, AFEZE DMA KRS 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
« 0: SEf%%H MSB (RN )5
« 1: Jotbt LSB.,
— bitl:
« 0: JERI MSB (BRIA) ;
« 1: Jgd21k LSB,

Bl

 H7E SPI Wia4k Hi il & SPI GPIO.

2N

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

okHz; MR 0; #AMEMBIENBERIATLHEHF A 0; FFEA DMA; LM F K LsB
OK

AT+DRVSPIINIT=0 // #l % SPI I #

OK

3.12.12 AT+DRVSPIRD: it SPI %2

=

,/?\:

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fySHiidih, HibEK A H <addr_len> ZRE.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // # B 2 F¥ %
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ K, <cmd> #} 0x03, <cmd_len> # 1.
S ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.12.13 AT+DRVSPIWR: E A SPI %

B A

=

DN .
A

=

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :
OK

>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

’OK

Y <data_len> ZHUfEN O I, BED AT HtLharSRisthht, Atk SPT LR, SR AT & |u]:

o <data_len>: SPI##sK )&, Jif: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
* <addr>: fipHudlk, HHKJEH <addr_len> ZHE .
o <addr_len>: AU AGH PR, JERI: 0~4 5,
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e
« ZRIRI DMA, <data_len> ZHCRRKRENS I E M KH R 64 45

il
AT+DRVSPIWR=2 // B N 2 F % K#E
OK
> /] FiER EAT R
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B X 0 F ¥ ${, <cmd> % 0x03, <cmd_len> % 1.
o ¥, <addr> # 0x1000, <addr_len> 4 3 E ¥
OK

3.13 Web JIli%5 28 AT &id

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.13.1 &

: BRAR AT B ZHILTUE R AT 4. QSR EFEE ESP32 7 #E Web R4 25 m2, HBHIT%
i* ESP AT T42, e85 A S TR

e |3/ Component config->AT->AT Web Server command support

3.13.2 AT+WEBSERVER: J3 /28 Hifiik Web JIR 45 221t ® Wi-Fi %4

~

L A

v T

K

iR
&

5?

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

o <enable>: 5 /2% ] Web R 55#% .
- 0: 25/} Web Eﬁ%%%??ﬁﬁﬂﬁﬂé?ﬁﬁo
— 1: JEH Web fleg5#i, SERT DA (5 B8 ) Va2 AL Wi-Fi £ 825 5
» <server_port>: Web AR 55 #5115 .
« <connection_timeout>: &/~ ABT BT E] . B4 b, JER: [21,60].

Espressif Systems 205 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 3. AT Ay d4E

e

o B WA AR DASRAE Web IR 5525 r i ) HTML SC:, —Fp@ i FAT SCHRSE, HETTFRZ A
AT FS 4. o5 — M2 i i A SCHRA7# HTML SO (BRIAIRE ) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUOZSCARI] s QIR FEEE A L HTML U B NES (B fm—A7 B ), TR ZEXT R
1B PR YR Y A2 at_web_server_cmd.c .

o B LRIT Y socket (135 KECH A RE/NT 12, f&0] PAYE menuconfig H1 % B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, JR/GEH%H
B (%30 ResiF ESP-AT 1.42).

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT 7£ ESP32 #4145 H S #5317 (captive portal), A 2% 771,

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&H, wmA 80, EANEEMAEKHE 50 P
AT+WEBSERVER=1, 80, 50

// #ER web R FH
AT+WEBSERVER=0

3.14 H ) AT o2

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.141 #r#j

T BRIAKY AT [/ SRR OO R HIFFAT AT rd. WISREORT % ESP32 S I Prin s, i B 340 i%
ESP-AT 142, ZE45H B FOWE T 2 HLpE S

e # /] Component config->AT->AT user command support

3.14.2 AT+USERRAM: $:1i: 1 P42 RAM

A4

Dy

A 24 B B AR RAM R/

ks
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AT+USERRAM?

W 7

+USERRAM: <size>

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

e

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®REN, 248N EHE

OK

S

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: MHF RAM 3e85#
- 4: 3B RAM _E 5
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

B

o THEPATAR T AL BAE Z 7 BT P RAM %518]

* ¥4 <operator> fwrite B, RGEIEN LS JGEHATIRE] >, HUAHETT DU A B S 1 EdE, X
P EN 5 <length> —3(,

¥4 <operator> N read I HKFE KT 1024, ESP-AT &PAFMMS X Z KL, HKRPIERE
AT 1024 88, DA \r\nOK\r\n %}

il

// AW 1 KB fl F RAM % [
AT+USERRAM=1, 1024

// ¥ RAM R A FFHMEE AN 500 FH KL
AT+USERRAM=2, 500

// M REM E M 100 BB 64 FHHIE
AT+USERRAM=3, 64, 100

// BEHAF RAM ZE J§
AT+USERRAM=0
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3.14.3 AT+USEROTA: Hififaa URL Tl 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEL A

Dyt
TH9E] URL Hi 7E BAS 1 [

AT+USEROTA=<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>
Ja,

’Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[ox

WER SRR R B TR, R )

’ERROR

BH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B
OTA [#{4.

e OTA [&ff>5 build/esp—at .bin,

o FIGHEE T M 48R DL .

o UIRMZERZEAESF BT R, AT K& [ ERROR, if 45 RF— B A1 L.

o NEWTRBNHRA . BEEIHRARSAFE—EWARAMENE, E2T0P6ElT, W RRZEA 3
IHiCAS, TR B O =i B Tk Y G .

o HWTH AT [FF)G, M AT+RESTORE R ] R .

e AT+USEROTA % ff HITP Il HTTPS,

o AT St > 4505, BdE P I ERR AT AN T B AT T8 3L, AR ZLAFITT45RE (CR-LF).,

* 24 URL 24 HTTPS i}, AEW SSLiAGE. QARZEsK SSL AL, bz 8474 i PKI SCHA SRR EAT]
TEEBS X, ZJGTE AT+USEROTA g S8R gk ik 5. %1 PKI U5 5% 4o
77 & % PKI B2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#2{Ltf%77 %] USEROTA.,

o S H 4o fT LI OTA F+28 IKEUHE £ OTA .
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.144 AT+USERWKMCUCFG: ¥ AT Wi MCU 1)/ &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W

OK

* <enable>: & 1B 4% MR EEAC .
- 0: ZEHIMefiE MCU Jii &
- 1: {fEMLE MCU Bl &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: 25 FF 3 5AT+SLEEP=0/1/2/3 iy %1 KBk BRINEEM . Bl 43| AT+SLEEP=0 1y 4%, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: 2% IF)5 <delay time> HJEHE/8 MCU fEEDIRE. BROAZEAH . B ZEHIES, delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLH): 2%/ GPIO #5785 MCU BEkTIfE. BRIAAZHF.

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// ERYE MCU BEE . K AT H MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
S, W ERE McU, REHEHFZE L 10 H.
AT+USERWKMCUCFG=1,1,18,1,10000,3

// % E McU FE
AT+USERWKMCUCFG=0

3.14.5 AT+USERMCUSLEEP: MCU 4575 H IR &
BE A

Dyiie:
TEAT+USERWKMCUCFG &) <check mcu awake method> BitO FlE 5T, &dAL450. H
T45%0 AT 247 MCU [ BEIRAR S o

’AT+USERMCUSLEEP:<State>

W i :
[ox
S
* <state>:
- 0: $5/8 MCU [igk .
- 1: 4575 MCU Bl .
il

// MCU % 41 AT ¥ #] MCU @ k
AT+USERMCUSLEEP=0
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3.14.6 AT+USERDOCS: 75 iy {0 oz i 1 s So ik
A

i
P24 HAS A R I8 9 SO P SR i

[

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

B8

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.html

"
—

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

SHIE AR 52 flash 49 AT 4

315 AT 4 sk

W AT A DAy :

e LER 15tRA

WA G2 AT+< i 224 F5 >=2 Prif) i B A 1) NS B EUE T
rif) s AT+< iy 224 F5 >? R[5 S5

WHEMmS AT+< A2 >=<+> WE M HEXWSEE, fisfrmd
PATIS AT+< iy 2 £ 5K > ZfT P A XS E®mA

© ANRAEA AT AR £ FIRPURHRA A -

o W HMASE, AH SRR TR SRR SR

o RS <> WIS HOR AT A .

o RS 11 WS EOTUAE I, AU EETEGAE. B, Bf7AT+CWIAP fir & 4 I A2 4
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

MW SRV SESAE N, WA, PRk,

’AT+CWJAP:"SSid","password",,l

s RG I SFER TR S, W

’AT+CWSAP:"ESP756290","21030826",1,4

o BEIRFAFFMERE SCAbBE, LuTFE st VTR
- \\ 5 SURARIT
DR GES, rBESEINIE S o L.
- \"' 5 AWE T, FRFARSEING 5 ILTFE L.
- \<any>: # ¥ <any> F4¥, Eﬂx\ﬁﬁﬁ <any> FAF, AMEHREHT.
o HUH AT A IR AT R 2k X, He sy TERRH L. B, AT @4 14T E) > SR A S0
HT BT B L.

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

. AT ﬁﬁé\%%ﬁwﬁ‘%ﬁﬂﬂ 115200,
o Bk AT fir WK AR i 256 5
. AT/B/\U\%‘E (CR-LF) 453§, FJ?M% DIEJ” WEN P
o AT 345 1R ) 2 i WLAT API Reference:
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.16  ZEAE BIRAFAE flash vy AT oy

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE— iy A S ROE O B A EE flash 7] AL AT+SYSSTORE fin 4L E , FAATE 2 WL ar A 140
LR

Fil: AT a0 A SHORE, Rilid NVS LR, Hie, fRaGORCEMFMSEE, WAL
flash; AR Ay & W EAN R A S EUH ﬂash WAL PSR

317 AT 5

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT iy (943h)
FAHI A ESP-AT @y SR SR IR, H51f &% # ESP-AT iy & I AT45 R . WM i 5 — 2% 8
BRI OK 5 ERROR.,
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Chapter 3. AT Ay d4E

22 3: ESP-AT 1%/

AT Rz i%ﬂﬁ

OK T a5, &3] OK

ERROR AT AT TR T R P A A R

SEND OK BB k% 8t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX 1z %) , H A REHEE & %k 5
Xt i

SEND FAIL ] Hp W e 2% O I A B R (81 X FAT+CIPSEND
FIAT+CIPSENDEX /ﬁ/\)

SET OK URL C 2RI E (5 A AT+ HTTPURLCEG 75 %)

+<Command Name>: . . . TEANAIA AT Ay b FHgE R

o ESP-AT B4R 4 (E£3h)

ESP-AT &4t 45 R 48P H AR L EIH R .

7% 4: ESP-AT 4 B iltis

ESP-AT BB & 152 AA

ready ESP-AT [ {4 28 1 55 it 4

busy p--- RGN, IEfEAH @S, TP
1 i 2

ERR CODE:<0x308x%> NG LN

Will force to restart!!! DAENEIEER

smartconfig type:<xxx> Smartconfig 27

Smart get wifi info Smartconfig £\ 3k SSID Fil PASSWORD

+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 B3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station 2 11 O & J2 ] AP

WIFI GOT IP Wi-Fi station 2 [ £ #H [Pv4 bk

WIFI GOT IPv6 LL Wi-Fi station £ 7 LR B IPv6 HE % A H bl

WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl

WIFI DISCONNECT Wi-Fi station 2 1. 5 AP WiIT &

+ETH_CONNECTED PAK I 2 11 B 4%

+ETH_GOT_IP PA I 422 11 EL AR H TPv4 Hithl

+ETH_DISCONNECTED DA 22 1 2 BT

[<conn_id>,][CONNECT ID i <conn_id> (M ZERECE Y. (BHAKE
LR, ID R O)

[<conn_id>,]CLOSED ID } <conn_id> (ML EREE W (BRHA
#LF, ID 4 0)

+LINK_CONN

TCP/UDP/SSL yEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station %52 %| ESP-AT ) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP % [ %5 station 43 it IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% 1 %) & 1
Wr T

>

ESP-AT 1E7E% 15 HH P A B ds

Recv <xxx> bytes

ESP-AT M4 EFZ IR <xxx> AT

To4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT . %25 broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT £ M broker I E %R

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TS
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K4-5Fn
ESP-AT i B & i AA

+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T

3.18 AT Hi&

Wt g R A B TIEEX A, BESP-AT Sl R a9 HG R, # BN 7 T /% ESP-AT 1
BATRE. MW AB A TR M A SRE, NEEEZIFEMEH

STV VALK

2

N IH SN 0
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2% 5: ESP-AT Hi

ATH®E

WA

at-common: write dlen:0

AT fir%- H Y RX YR HERTI R B, 5 X 24k
PHEHZA N0 FAF. WA UART Hl MCU
WAE, A
* ESP32 [1j UART RX 5| Jil /2 75 IF i 1% 4% 3
MCU i) TX 5| i
* MCU 25 %% 1 4F AT fir & i X Kl
* MCU 27 IEMIRCE T UART Jfp.
AN & | S IVANR v ¥ i VAN
* MCU ) GND 2 15 IE fify 7% #% %] ESP32
GND 5|

at-init: at param mode: <mode>

AT PG AT S
< 0: BB
o 1: f#iff] mfg_nvs 43X S5
« 2: {§iJf] factory_param 4} [X BS54k

at-init: v4.1.0.0 (<src>)

AT [ 8 RS-SRS IO [T A2 B >R Y

at-wifi: negotiated phy mode: <phy_mode>

Wi-Fi Station #£3:21 AP B1HEj PHY £
¢ 0: Low Rate
e 1: 11b

11g

11a

HT20

HT40

HE20

VHT20

e o o o o o
~N NN kW

at-wifi: wifi disconnected, rc:<reason_code>

Wi-Fi station T 341 Jt ALY

at-wifi: wifi recon-
nect..(<index>/<total_count>)

Wi-Fi station 1F1F B IE2] AP

at-net: unknown host: <hostname>

TCYERRENT £ <hostname>, k4 DNS &
1WA 2% 4 42

at-net: send failed, s:<send_len>ri<ret_len>

RIEFPERM, Kk KJEN <send_len>, SEfn
REKEN <ret_len>., THRETMZIERE,

at-net: link is changed

AT MRS deiy, (RO Ak fe & i
WIS, B i e E R 55 4
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

217
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Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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—2048,2048,5000

AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",

Wi K7 -

—home/hardware.png B F & & .

// WA, McU ¥ FE £ K B KA https://www.espressif.com/sites/default/files/

iﬁﬁ%i

o WMRE R THEIM, AT 3984 %% \r\nERROR\r\n (39 5=

9. IR ERS
frd:

’AT+SYSMSGFILTERCFG=O

M B :

[ox

10. ZEH RGN Bl g
S

’AT+SYSMSGFILTER:O

i B <

’ox

11. FFE A
e

’ATEl

W

[ox

4.2 TCP-IP AT 74

AT A A ESP32 5 LasATTCP/P AT 4

2 IR R

o ESP32 %% TCP % P 3% 5 ik 3
o ESP32 5 4&15h TCPIR %Rk 5 %i%54%
o 3% [P Wkt Fosy 0 ) € 44 UDP i@ fz
o i34 IP ¥ 3k Fosg 0 5 44 UDP i@ 13
o ESP32 5 &4k SSL & stk pikix
o ESP32 %444 SSLIR%%3E5 %44

» ESP32 1% &1¥h SSL & P Jﬁ,;\i;_ R INGE i
o ESP32 1% &AF A SSL MR % %312 5 @ ikiE % 54
o ESP32 3% &1k 4 TCP %\F% @ pikdE, LI, UART Wi-Fi ik 1
o ESP32 % &1¥H TCP IR %%, %3 UART Wi-Fi i5 1%

o ESP32 i% &1k # softAP f£ UDP 14 % 9230, UART Wi-Fi i 1%
o ESP32 % &R B A IMAE X T 09 B4 F 4495

o ESP32 % & /3 mDNS sh#%, PC i il% %% 355)3% &0 TCP IR %

4.2.1 ESP32 %4515k TCP % Passl vy i i

1. %8 Wi-Fi #5} station,
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fir

’AT+CWMODE=1

Mg J3

[ox |

2. AR B HE .

iy

’AT+CWJAP="espreSSif","1234567890" ‘
Mg .«

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o % AR SSID FIE RS ml REER iRy & R AOARTR] . 1 FH 50 % th #% 1 SSID Fl A5 .
3. #¥if] ESP32 #: 4% IP Mk,
e

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
ALK
o AR BE S Bk A AN
4. PC 5 ESP32 a5 4% R — 1~ i
AE PC _E A M 253 T, B1)8—> TCP iRk 55 %% . 510 TCP AR 45t IP #itht >k 192.168.3.102,
Ui 8080,
5. BESP32 % 44E M %& i TCP %428 TCP Ak 55+s, IR&E#: IP ik 192.168.3.102, N
8080,
e

AT+CIPSTART="TCP","192.168.3.102",8080
Mg 3.

CONNECT

OK

6. Ak 4 FHAER.

AT+CIPSEND=4

Wi K7 -

OK

>
4 FARE, Bl AR test, ZJa AT R AT AR

Recv 4 bytes

Q)
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(& E70)
SEND OK
AR
o HEARFEATEH L AT+CIPSEND i BOEMKE (n), WARFESWEN busy p..., HAK

ERERET 0 N, RIRSENJE L. SEND OK.,
7. I 4 FATEE .
st TCP R 5528 &1k 4 FmEdE (Bdih test), MAGKSHIR:

+IPD,4:test

4.2.2  ESP32 51 TCP JIR55 &3 5d o 2 itk
24 ESP32 i ff ol TCP iR 45 gy, WAl AT+CIPMUX =1 iy - (REL 2, A WA REA 24> TCP %)
IR B ESP32 %45
PATR @ ESP32 #4541 softAP @57 TCP fI45 a7l WIS JE ESP32 i f5/F2h station, WIYETER: i
i e R R PR YRS R 55 i o
1. X E Wi-Fi #34 softAP,
iy

’AT+CWMODE:2

Wi K7 -

’OK

2. (EREZ R

e

’AT+CIPMUX:1

M .

’OK

3. & H softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

4. ¥ifi softAP {5 H.,
iy

’AT+CIPAP?

i B -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

LA :
o BATFIHIE T RES s B R R ]
5. @57 TCP R%54%, BRikuml1hy 333,

S
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10.

AT+CIPSERVER=1

i B <

OK

PC j##:3 ESP32 i% 51 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WIiFi-C403 B =
AC750 g8 =
aobrmtWGGx 8 =
8 =
a =

E PC_EAI I 45 THLRIIE—1 TCP %, MEHE] ESP32 B BIALH) TCP s 26
ek 4 FABRE AR 1D b 0 B 1.
o

AT+CIPSEND=0, 4

i . <

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

ALK
o AEIAMETEHEE AT+CIPSEND g K E (n), MRS LMY busy p. .., K
BRI ET 0 AT, KB SEMSIE. SEND OK,
MR 4 1D o 0 faERE B2k 4 238l
ik TCP g5k & ik 4 FIriEdE (Bdiih test), MRS SHUR:

+IPD,0,4:test

KM TCP 4%

AT+CIPCLOSE=0

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Zrifi ESP32 1445 IP Hihk,
e
AT+CIPSTA?

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o EREIZER TR S LR AR
4. PC 5 ESP32 B 42 5 [l — A H i
£ PC LM 28I T 5., G184~ UDP &k, fill PC ) IP Hihik>y 192.168.3.102, GfH
>k 8080,
5. fifiE .

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -

Espressif Systems 223 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 4. AT #y2 R

4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112y ESP32 154511 UDP AHisf 11, %0 [GATRE, WABE N L FEHLE .
* 0 £/~ UDP izt IP Mok Al 12 B E ), ANBES k. i 74— PC Al T UDP igif:
H.m) ESP32 ¥ 11 1112 3653, ESP32 Bk #2050k A UDP Sl 1112 [%dE,
RAEH AT 14 AT+CIPSEND=4, X, HFAHHRTIIA N k%35 —6 PC g, (H& x4
SHARBLEN 0, ISLBIR 28 k%2 H PC i
7. Kk T AT B W 45 15 82 ID R 4 B L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

B
o fEH ARG SSID AT AR LA Gy & B R . 50 0B B 25 SSID RIS
#rif) ESP32 % 4% IP #ihl .

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

BLI -
VRN HEE ST S Eebu A MU E N TR
4. PC 5 ESP32 m%@ﬁ@ [ — A o
TPCL@ngﬂﬁQIN B/~ UDP t&45 . 40 IP Hiht 192.168.3.102,
5. (ERESATER:.
i

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

[
* 1112 2y ESP32 i) UDP AHits 1, 0 AA73ICE, WABCE NN BEYLA
* 2 F Y1 UDP f&kgid 7 )5, UDP f?ﬁj@ HEIIR AT UDP (&4 i i {5 B2 H 3 HE
BRI — U5 ESP32 ##5 UDP {5 g b IP Uik Ml 1.
7. Kk 4 AR .

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32 Uit SSL % ;s o U1

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK
LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. #rif) ESP32 4% 1P Hitdl:.
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGIR RS _Ladkm b AP A
4. PC 5 ESP32 &4 [fl— ik i .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
iy
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. ESP32 i & AE % Pt SSL %423 SSL ikR55+#, MR554s IP #ihk>h 192.168.3.102, imlh

8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32 B#rfizh SSL RS54 4t 2 3%
4 ESP32 Yr4fily SSL R4 250, AUEALAT+CIPMUX=1 fy > iREL HEHE, PN THEAR 2% 1 e
He ) ESP32 45

PATR & ESP32 45412 softAP @57 SSL RSG5 #vii7n il AR 2 ESP32 B4ty station, W YETEFE % Hi %
Ja, ZRAROIH R HNL S SSL 5543 1A K2 K

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

N . :

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. FCHE ESP32 softAP,
i

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

M. :

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

Mg |3«

’OK

6. PC i#4%%)] ESP32 54517 softAP,
7. #£ PC L ffi/H] OpenSSL fip 4, @fE—~ SSL & i, 4% 3] ESP32 S 436# 1Y SSL Ml d5-4x -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32 3 LAY -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32 B0 SSL % 3t W] DA IE S 5 12

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #¥ih) ESP32 #4845 IP Hiudil.
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32 P45 32 [F]— N i

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32 $ & L[ R -
ACCEPT
B -
o Ay H B UEAS AR T AR VRAY UL B 0 B A T IR B
8. ESP32 {45 # SSL & F i XL A IETCL B .

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32 45 VE & Pt SSL #4453 SSL k454, MR4-#e IP Huhib2ly 192.168.3.102, N
8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32 ety SSL R 5545 4t sr WA DA UE 2 4%
4 ESP32 B fily SSL M5 250, IAUEATAT+CIPMUX =1 fy > fifE L HEde, BN ATREAR 2% ik i
Bl ESP32 145

PAF /2 ESP32 1454 A station #57. SSL IR G54l AN /2& ESP32 45 1F M softAP, 1] £&% ESP32
WEEH SSL MAHE L% HEHRG.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Zxifi ESP32 144 IP Hitk .
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32 #5142 [ — M HA
7. 7£ PC _FffiJf] OpenSSL fiy4, Bl#—4 SSL % Fifii, 1435 ESP32 15 &0/ SSL iR 5545 .

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32 845 Ly :

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32 &4k TCP % hulk, vy deds, S8 UART Wi-Fi &1t

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. ¥ifi] ESP32 1445 IP Hitk .,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o ISR T RE S _ B R AR
4. PC 5 ESP32 &£ R 5[] — AN B i .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32 At % ik TCP jE4:5) TCP R4 4%, Mka5# [P Huidikohy 192.168.3.102, il
8080,
iy

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32 %551f 0k TCP 552%%, 28 UART Wi-Fi #f&

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32 i% 4% IP ik,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o BHYAISERATRE S _Ead b o B AR [A] o
7. PC j#4:%] ESP32 TCP R %45 -
PC 55 ESP32 P PEHE 2 [/ — N i .
15 PC LA MW TR, QI —4> TCP % /. JEHF] ESP32 ) TCP fltds#s. Ml 192.
168.3.112, A 8080,
AT i :

Espressif Systems 236 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 4. AT #y2 R

0, CONNECT ‘
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

[ox |

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND ‘

M B <

OK

>

10. 457 11 AR 4
TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

WY (I +++ AE A AKX, FEEE X, I TCP ARG %, At ] DA T
AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

[ox |
12. 404 TCP ##2,
i

’AT+CIPCLOSE ‘

M .

CLOSED

OK

42,11 ESP32 %5514 softAP £ UDP {4zl UART Wi-Fi i L

1. %8 Wi-Fi #55% softAP.
fird:

’ AT+CWMODE=2 ‘
g
o |
2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %453 ESP32 X1 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP a =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

4. f#—1> UDP i si.
1E PC L M5 LB F, A —4 UDP &4, 40 PC i IP #ihlly 192.168.4.2, Hgllh
8080,

5. ESP32 5 PC X [t I 28 37 il % b iy [P Hbctik Al 11 %) UDP %% . Jfe IP Hidik Ay 192.168.4.2,
ki 124 8080, Kbk 2233, #&xlh 0.
i

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32 Bear ik B a2 OBE X B g4 ot

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

LR
o 5 AR SSID FI A% m GEER iRy & R AR . 1 FH 50 %t #% 9 SSID Fl% 65 .
3. Zrifi] ESP32 145 IP Hihl,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

LR
o ERAIEE R AT RE S ik v P AR T .
4. PC 5 ESP32 i & #4% [F— A~ H o
7 PC A M 45 LA, ) —~ TCP IR 55 %% . B4 TCP R 4525 IP Mk 192.168.3.102,
WA 8080,
5. ESP32 % #&AE % Frimili il TCP 1%42 8] TCP 5548, k545 IP Mokl 192.168.3.102, ik
8080,

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32 bt B E P U sl

’AT+CIPRECVTYPE=1

M B -

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32 W Erifywishiz izt N B A BRI K B

AT+CIPRECVLEN?

M .

+CIPRECVLEN: 4
OK

9. ESP32 B RIS OB e 7 i -

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.2.13 ESP32 i#7JF ki mDNS Jjfig, PC il A% 2] ey TCP )R 55 %5

1. 8 Wi-Fi i34 station,

AT+CWMODE=1

i & -
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[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o 5 AR SSID FIERS AT BRER_ iR d & R AR . 1 FH L8 i ph #% 1 SSID FE A5 .
3. PC 5 ESP32 & 4R — 1 H H
HATEFR—AmE M, PC A fg k3L ESP32 %45,
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

’sudo avahi-browse -a -r

5. ESP32 ¥4 2 mDNS T,
iy

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp",2, "product", "my_
—printer", "firmware_version","AT-V3.4.1.0"

W R

OK

Vi :
o W4T e mDNS Ujhg, R TR LHIAFN ny_instance, IRFSERH _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (ML IR) PC ik ESP32 %45 .
PC 3 avahi-browse THSRR:

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX._.
—~Printer local

hostname = [espressif.local]

address = [192.168.200.90]

port = [35]

txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
AR

o BOBBR R, UL TIRIE ESP32 ¥4 1) mDNS JIAEE 75154,
7. ESP32 WA MR Z HEd:

’AT+CIPMUX:1

M .

’OK

8. ESP32 i # {12k TCP 4548, 3 35.
i
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’ AT+CIPSERVER=1, 35 ‘

i B«

[ox |
9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4

| ESP32 #4511 TCP iR 5545

fir g
’nc espressif.local 35 ‘
ESP32 P45 i R -
’ 0, CONNECT ‘
LK

o HEEESINIE, PC 1 ESP32 #5452 i) 37 BT DATEA TH AL 4 o

10. ESP32 %4 %4 mDNS TjjfE .
iR

’AT+MDNS=O ‘
i B -
[ox |

LUK
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

ARICRY FBE ] Bluetooth® Low Energy AT 44 % Wik, FFH2HEE ESP32 54 LimfTiX S8 e
HNFIR

o B

e Bluetooth LE & P 3% % 5 R 545 4244

* Bluetooth LE i% 3570 %

o FA ESP32 Fr A AR Z 1) 3% 5 SPP i%4%, VA% {& UART-Bluetooth LE i 15 ¥ X, T 1% #h 3k 45
o ESP32 533 5 SPP i%4%, vAR JE UART-Bluetooth LE i% 1% ¥ X, F 1% 4 4235

* ESP32 #eF#LZ |8 3% 5 Bluetooth LE % 3+ B Ay

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B 2 [ R Y BREE A S ST B . B HISER 2SI T 4. 3. /38, A8
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARAYHFHEARA) Bluetooth LE A4 3% Bluetooth LE & Fig#lie GATT EME.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE % y13jisi3: 55 R 55 $5AE A
AR 7 (51 [e] i 6 FH W 5 ESP32 JF %A, e —3eff= >y Bluetooth LE i 553 (A4 Bluetooth LE fii 45 Ui

fa), 7—8AE) Bluetooth LE % /' (HU4f2y Bluetooth LE 225 i (1) o 3N 7R 17 L i fik )
AT fiy 457, Bluetooth LE 842, ¢ iS5 .

¥ EPANEBEF L ESP32 Bluetooth LE R4 31k #:/E L 353 4F ESP32 Bluetooth LE I 45
U ATEIR], PAESP32 Bluetooth LE % A 3 J-Ly#efE HFEEHE ESP32 Bluetooth LE 2 it AT Hl
A,

1. #1454 Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl}f 45 i :
%

’ AT+BLEINIT=2

N . :

[ox
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ESP32 Bluetooth LE % i :

e

’AT+BLEINIT=1

N . :

’OK

2. ESP32 Bluetooth LE JIR 453t # B H: MAC Hidif.

’AT+BLEADDR?

N . :

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

PAE

S A < 91 o R R e e o R N T R TR

1. ESP32 Bluetooth LE R £ A1 22 R 5 .

fir s

Gird

GRbhE, NIRRT SRR

oy

’AT+BLEGATTSSRVCRE

iy B«

’OK

2. ESP32 Bluetooth LE 45 5t B IR 45 -

e

’AT+BLEGATTSSRVSTART

T

’OK

1. ESP32 Bluetooth LE IR 4% it % PR S5 4841 o

’AT+BLEGATTSCHAR?

M . <

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

(N 4kZE)
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(£ L£50)

OK

2. ESP32 Bluetooth LE f[R 453146 #%, 2 J5 ESP32 Bluetooth LE 7% P FF- U 414 HLAREE 3 #b4h.
ESP32 Bluetooth LE Jl} 45 i :

o

’AT+BLEADVSTART

W

’OK

ESP32 Bluetooth LE % i :

’AT+BLESCAN=1,3

M. :

OK

+BLESCAN:"5b:3b:6¢c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
o PRI RE 5 iR A R R
3. 737 Bluetooth LE i%3%,
ESP32 Bluetooth LE % i :

AT+BLECONN=0, "24:0a:c4:d6:e4d4:46"

i B«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

PR :
o By A _LiRay A, 15 A1 ESP32 Bluetooth LE Az 55 itk o
o Y15 Bluetooth LE #E3#: %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #ER:K I, N&4E/R +BLECONN: 0, -1,
4. ESP32 Bluetooth LE % F' i % PRAR 5 -

AT+BLEGATTCPRIMSRV=0

iy B«

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

AR

+ ESP32 Bluetooth LE % FUig 2 if] iR 45 45, b ESP32 Bluetooth LE fi F' i 25 1] iR 55 45 S &2
PASERIAIR S (UUID: 0x1800 F1 0x1801), X ZIEH M. IEFEMM, X [H—Hiks, ESP32
Bluetooth LE & Fii 25 1] 1Y) <srv_index> {E 25T ESP32 Bluetooth LE Ji F it #r 18] 1Y) <srv_index> {H.
+ 2, i EARRE AR 45 0xA002, 24 HiHE ESP32 Bluetooth LE % Fi 2T if] 2| ) <srv_index>
>N 3, URAE ESP32 Bluetooth LE iRk il 118 AT+ BLEGATTSSRV? iy 225, M) <srv_index> i
1,

5. ESP32 Bluetooth LE 7 F'if % AR AF(H
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fir s

AT+BLEGATTCCHAR=0, 3

Mg |3«
+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6, 0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901
OK

6. ESP32 Bluetooth LE %% i sz B— N AiF (..

AT+BLEGATTCRD=0, 3,1

i . <

+BLEGATTCRD:0,1,0

OK

PRE
o HTER HARFFE LA EA AR .
* N5 ESP32 Bluetooth LE % i st BURE 12 , ESP32 Bluetooth LE fl 45 3ifig ) £x 3¢ 78 +READ : 0,
"Jc:df:al:b3:8d:de",
7. ESP32 Bluetooth LE %% i 5 — AN AE(HE .

’AT+BLEGATTCWR=O, 3,3,,2

i B -

>

P > FOR AT HERSFEICH D8, U T AR A K, 48R KA 240 <length> K
ERS, PATEABRAE.

[ox

LK
o 40 5 ESP32 Bluetooth LE % F* i 5 45 fiF £ & £F i 3, ESP32 Bluetooth LE f}% 4% if
N £ 7R +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>,<value>,
8. Indicate —MEFAF(HE
ESP32 Bluetooth LE % F i :
iy

AT+BLEGATTCWR=0,3,7,1,2

Mg J3
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: |

5 > Fon AT HER PRI DB, BERTETT DA A B, 48R KEIRH S35 <length> 1Y
fHI, PATE ARAE.

AT #2104 ESP32 Bluetooth LE 45 it & % b R (5 (33 notify s indicate ),
ESP32 Bluetooth LE % i SR 42w A IR &5 s yE M. X F notify 2, F{EE A({H 0x0001, X
F indicate F=, FEE A(H 0x0002, FEABIHFE A 0x0002 Kffi/f] indicate .

ox |

RE
o 41 5 ESP32 Bluetooth LE & ' it 5 45 fiF 7 iA 45 i &), ESP32 Bluetooth LE [} 45 i N &
PR +WRITE:<conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,
<value>,
ESP32 Bluetooth LE H}% 45 ifi :
iy

’Z—\T+BLEGZ—\TTSIND=O, 1,7,3 ‘
M B -
: |

75 > Fon AT WER IR D8, BT EmT DA A B , 48R KJZ A8 S48 <length> 1Y
fEE}, $44T indicate #1F
[ox |
AR

o N5 ESP32 Bluetooth LE % i 42 i 2 indication, M| £ $2/8 +INDICATE:<conn_index>,

<srv_index>, <char_index>,<len>, <value>,

o X [R]—HR 4, ESP32 Bluetooth LE % i <srv_index> {H 45T ESP32 Bluetooth LE flik Fifi i)
<srv_index>{H + 2, XRIEHINE.
o WT MRS HRFERIALIR , RIS SR e T B 2 TR T IR 5.

4.3.3 Bluetooth LE JIl# 55 3% 53 R 55 F Ak A

DA 7~ 30 [ s FH 5 e ESP32 FF e, Horp—3eAf: 2 Bluetooth LE fig 555 (H A4 Bluetooth LE fiit 55 i
), 7—3AEH Bluetooth LE % i (HAE Bluetooth LE % Pl i €6,) o 3X AN J&oR 1 B Anfu] i 7
Bluetooth LE 4%, DA KRGS v 3255 M 55 FRAEMEL RN Frimr i 8, notify R 45 R «

T HPFPPLESP32 Bluetooth LE AR %3 3L #4E HE2224E ESP32 Bluetooth LE JIR 45 A7 R
W, PAESP32 Bluetooth LE % F 3L H#/E HE225HE ESP32 Bluetooth LE % P A TR ] .

1. #1464k Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl}z 45 ¥ :
e
’ AT+BLEINIT=2 ‘
i Y«
[ox |

ESP32 Bluetooth LE % i :
Y

’AT+BLEINIT=1 ‘

N . :
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’OK

1. ESP32 Bluetooth LE R} 4% ] 22 AR 45
iR

’AT+BLEGATTSSRVCRE

M B ©

’OK

2. ESP32 Bluetooth LE IR 45 i = IR %5 »
T

’AT+BLEGATTSSRVSTART

M B <

’OK

1. ESP32 Bluetooth LE flt 55 i e MAC Huhl .

’AT+BLEADDR?

W

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PiHH :
o BACARIHLEE AT RE S Bk N ], SRR, RS R A E .
2. ESP32 Bluetooth LE R4 ik B #5550

’AT+BLEADVPARAM:50,50,0,0,7,0,,

Mg B <

’OK

3. ESP32 Bluetooth LE I} 45 s 58 & #5554 .
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M 3«

’OK

4. ESP32 Bluetooth LE iR & it 45T 45 .
e

’AT+BLEADVSTART

Wi K7 -

’ox

1. ESP32 Bluetooth LE % F1 1] 2 IR 45
iRt

’AT+BLEGATTSSRVCRE

W
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’OK

2. ESP32 Bluetooth LE & P i R IR 4 -
i

’AT+BLEGATTSSRVSTART

i B <

’OK

1. ESP32 Bluetooth LE & Pt # B H MAC itk

’AT+BLEADDR?

Mg B <

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

AR
o EAEIRHUETT RS Bk mg N iR BT, O ERHE, a4 A E .
2. ESP32 Bluetooth LE & PP a4, H74E 3 70,
i

AT+BLESCAN=1, 3

i B«

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o ISR T B bk B A R [R]
3. 757 the Bluetooth LE %3,
ESP32 Bluetooth LE % Fifi :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

i B -

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

i :
o B A _LiRay A, 15 H A1 ESP32 Bluetooth LE ARz 55 itk o
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y Bluetooth LE #E#24: 1, M<K +BLECONN: 0, -1,

ESP32 Bluetooth LE f} 45 i :

Py N
iy

AT+BLECONN=0, "24:0a:c4:03:a7:4e"

M.

+BLECONN:0,"24:0a:c4:03:a7:4e"

OK
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Ui :
o A iR AE, 15 H #51 ESP32 Bluetooth LE % il o
o 40 % Bluetooth LE % 82 i B, N &4 /8 0K, A< /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o R Bluetooth LE 324, N4 /8 ERROR, Aafi/R +BLECONN:0, -1,

1. ESP32 Bluetooth LE % it A i) A Hi JIj 55

AT+BLEGATTSSRV?

M. :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32 Bluetooth LE % F1ii % Pl A HUE AL

AT+BLEGATTSCHAR?

i B <

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR:"char",1,4,0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR:"char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32 Bluetooth LE IR 45 i % UL X i IR 45 o

e

AT+BLEGATTCPRIMSRV=0

N . :
+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800,1
+BLEGATTCPRIMSRV:0, 3, 0xA002,1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1
OK

B :

« ESP32 Bluetooth LE ik 45 i & il IR 55 A 45 5%, Hb ESP32 Bluetooth LE & P 2 i IR 55 H 45 R 22
W ERIA R %S (UUID: 0x1800 F1 0x1801). 1EP AN, %FF[7—Rk 45, ESP32 Bluetooth LE I} 55
WAL 1) I <srv_index> {H 4% T ESP32 Bluetooth LE %% i 25 18] 1) <srv_index> {H + 2. 0, b

Espressif Systems 250 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 4. AT #y2 R

BRRBIFEIAR S 0xA002, 4HiHFE ESP32 Bluetooth LE IR 453 2r 1A EI| 1% <srv_index> 24 3, N5
¥£ ESP32 Bluetooth LE I} 45 141 i AT+ BLEGATTSSRV? A 253), M) <srv_index> 2y 1.
4. ESP32 Bluetooth LE IF 45 i % PR X} a4
s

AT+BLEGATTCCHAR=0, 3

i .«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901

3,1
3,1
3,2
3,2
3,3
3,3
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
3,5,0xC304,0x08
3,6
3,6
3,7
3,7
3,8
3,8

, 0xC305,0x10

+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "char", 0,

+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32 Bluetooth LE % F' i 5 B IR 55 A {H
Ve CFF S HAER RS AL (characteristic) 158 B AR 55 FFAE(E -

s

’AT+BLEGATTSSETATTR=1, 8,,1

N . :

[ox

6. ESP32 Bluetooth LE IR 45 i 352 IR 55 - fiF (H
s

’AT+BLEGATTCRD=O, 3,8,

i B«

+BLEGATTCRD:0,1, 9

OK

7. ESP32 Bluetooth LE Jlt 4% i 6 R 55 - (B
TP S S BRI IR 55 e 5 AR .

’AT+BLEGATTCWR=O, 3,6,1,2

Mg J3
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B |
N . :
Lox |
AR
o N5 Bluetooth LE fl 55 i 5 Ak 55 FRAE(E {3 )5, Bluetooth LE & i &4 /8 +WRITE: 0, 1,
6,1,2,12,

8. ESP32 Bluetooth LE % it notify % 4545 {H

’AT+BLEGATTSNTFY=O,1,6,10 ‘
Wi .
> |
fir s
’zg)\ 11234567890 104 F ¥ ‘
M B -
G |
R

* 1 ESP32 Bluetooth LE % Fiii notify IR 45 45 fE (B 45 IR 45 % A 2h , Bluetooth LE JIZ 45 i M| £ 2
7N +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE YE4: 4%

PATR 7 3 [R] s W B ESP32 FF &, HoH—3eE 4 Bluetooth LE i 553 (HLAE A Bluetooth LE AR 45 bii
fata), 7—H4EH Bluetooth LE % i (HAEA Bluetooth LE & Pl (4 ) o XA TR T /BRI
Bluetooth LE i#4%.

GipAS

o AT AL ESP32 Bluetooth LE R4 3% JF 3k i#/E H 45 3ifE ESP32 Bluetooth LE fI? 45 i
HATEIW], DA ESP32 Bluetooth LE % P33k fHa/E H FE3YE ESP32 Bluetooth LE & F it i
ATRIWT,

o JnEA B ERWDAFEME . 902 HR I i EAE A AT T — NI

» ESP-AT 2 Ui 40 & 10 PNk .

1. #J1E4k Bluetooth LE I fE,
ESP32 Bluetooth LE Az 45 iifi :
il

’AT+BLEINIT=2 ‘
N . :
[ox |

ESP32 Bluetooth LE % i :

’AT+BLEINIT=1

M . <

Lox |
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2. ESP32 Bluetooth LE Ik 453t #5 B Bluetooth LE Hiidil: .

e

AT+BLEADDR?

N . :

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

PAE

G < ¥ o Rt T R e A Sl R N T R TR

1. ESP32 Bluetooth LE R £ 341 22 R % .

fir s

’AT+BLEGATTSSRVCRE

M B -

[ox

2. ESP32 Bluetooth LE 4% 5t B IR 55 -

fir s

’AT+BLEGATTSSRVSTART

iy B«

’OK

1. ESP32 Bluetooth LE fi 45 it % i IR 45 454E

’AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32 Bluetooth LE R4 8144 3%, 22 J5 ESP32 Bluetooth LE & 3 F i34 HLie4e 3 #04h .

ESP32 Bluetooth LE f% 453 :

AT+BLEADVSTART

M. :
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’OK

ESP32 Bluetooth LE %% i :

’AT+BLESCAN=1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
o PGSR TR S iR B A R [A]
3. 757 Bluetooth LE #$52.
ESP32 Bluetooth LE % F i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

Mg |«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

iR
o Wy A\ ik A BT, i H %) ESP32 Bluetooth LE Al 45 g btk .
o Y15 Bluetooth LE #E3#: %), N&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o f15% Bluetooth LE #3250, W£$HL/R +BLECONN: 0, -1,
4. ESP32 Bluetooth LE % P13 % FL AR 45
T

AT+BLEGATTCPRIMSRV=0

Nl . <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

AR

» ESP32 Bluetooth LE % i & ) iR 54558, kb ESP32 Bluetooth LE il Fr i 2r 1A iR 45 1 45 R £
PINBRIAR S (UUID: 0x1800 F1 0x1801), X @IEHIME. R, X F—/k4%, ESP32
Bluetooth LE % i 25 18] ) <srv_index> {E 25T ESP32 Bluetooth LE Ji i 2y 18] {14 <srv_index> {H
+ 2, N EiAREI IR 4 0xA002, 24 HifE ESP32 Bluetooth LE % i 27 14] 21| i) <srv_index>
4 3. 15-7E ESP32 Bluetooth LE JI P13 35t AT+ BLEGATTSSRV? £ 42511, W <srv_index>
1,

5. ESP32 Bluetooth LE % F1i % Pl HE(H. .

AT+BLEGATTCCHAR=0, 3

Mg i -

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901

(P ogkzE)
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(£ L£50)

+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. WEMHESH . %HE auth_reqjj SC_MITM_BOND, HR45IH iocap i KeyboardOnly, % J™
Wil iocap SN KeyboardDisplay, key_size A 16, init_key N 3, rsp_key N 3.
ESP32 Bluetooth LE A% 45 i :
fiy

’AT+BLESECPARAM=13,2,16,3,3

i B <

’OK

ESP32 Bluetooth LE % 3 :

’AT+BLESECPARAM=13,4,16,3,3

Mg [«

’OK

L
o ZEAIH, ESP32 Bluetooth LE 74 it AFC XS, ESP32 Bluetooth LE 2% F i g 7R e g
» BESP-AT % 3§ Legacy Pairing fll Secure Connections WNEZ T, HEEAEE =R
SIS . R SFuit 7 # Secure Connections, NM|£ X f Secure Connections
Jr =
7. ESP32 Bluetooth LE % '3t & 2 fil 25K
s

’AT+BLEENC:O,3

Nl B <

’OK

AR
4 5 ESP32 Bluetooth LE Iz 55 it A% ) 432 Ui 3 Jin %% 3% >k, ESP32 Bluetooth LE i 45 i ) <% $2 7R~
+BLESECREQ:0,
1. ESP32 Bluetooth LE 4% s i fig %5 5K
s

’AT+BLEENCRSP=O,1 ‘

M B -

Lox |

AR
o {5 ESP32 Bluetooth LE % F i g S B B St mi 57, ) ESP32 Bluetooth LE 2 i - 2>
FEEE—AS 6 S ECXE o
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o YEZAR GBI H, ESP32 Bluetooth LE &% i | &3 /8 +BLESECNTFYKEY: 0, 793718, F%f
ik 793718,

1. ESP32 Bluetooth LE 2% F1 i [n] & e % i
iR

’AT+BLEKEYREPLY:O,793718 ‘

M .
[ox |
PATX 42 )5, 7E ESP32 Bluetooth LE fii 453 A ESP32 Bluetooth LE % Ui &5 — B3} W {5 B,
PR
ESP32 Bluetooth LE i 4 it
+BLESECKEYTYPE: 0, 16
+BLESECKEYTYPE: 0, 1
+BLESECKEYTYPE: 0, 32
+BLESECKEYTYPE: 0, 2
+BLEAUTHCMPL: 0, 0
ESP32 Bluetooth LE % i :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE:0, 2
+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

TP LAZINE DA +BLESECKEYTYPE JF3L (5 B {55 +BLEAUTHCMPL: 0, 0 FIE 24k 0 %
IRV, R 1 TR R

4.3.5 W4~ ESP32 JF bz aldir. SPP #%E+;, U K fr UART-Bluetooth LE iE L i F
&5

PATR 7= Bl [ s FH P B ESP32 &b, Horp—3efE R Bluetooth LE Jg 553 (/A Bluetooth LE Al 55 i
), —3AEN Bluetooth LE % i (HAE Bluetooth LE % i i €4,) o 3X AN J&oR 1 W 4nuf i 7
Bluetooth LE i#43%, DA K77 1% /%18 {Z Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % &5,

W EPA N DA ESP32 Bluetooth LE R4 JF 3k I #4E H 75 % 4E ESP32 Bluetooth LE iz 55
W ATEIR], PAESP32 Bluetooth LE % A 3 =LayHefE B 2234 E ESP32 Bluetooth LE % Pt Hi AT H]
.,

1. #J#f4L Bluetooth LE JfiE.
ESP32 Bluetooth LE f} 45 i :

’AT+BLEINIT:2

Nl B <

’OK

ESP32 Bluetooth LE % i :

’AT+BLEINIT21

i .«
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’OK

1. ESP32 Bluetooth LE R} 4% ] 22 AR 45
iR

’AT+BLEGATTSSRVCRE

M B ©

’OK

2. ESP32 Bluetooth LE IR 45 i = IR %5 »
T

’AT+BLEGATTSSRVSTART

M B <

’OK

1. ESP32 Bluetooth LE flt 55 i e MAC Huhl .

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PiHH :
o BACARIHLEE AT RE S Bk N ], SRR, RS R A E .
2. ESP32 Bluetooth LE R4 ik B #5550

’AT+BLEADVPARAM:50,50,0,0,7,0,,

Mg B <

’OK

3. ESP32 Bluetooth LE I} 45 s 58 & #5554 .
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M 3«

’OK

4. ESP32 Bluetooth LE iR & it 45T 45 .
e

’AT+BLEADVSTART

Wi K7 -

’ox

5. ESP32 Bluetooth LE & g P63, 3548 3 70,

’AT+BLESCAN21,3

IRy :
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OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0
AR

o ISR T B bk B R [A]
6. %57 the Bluetooth LE ##%,
ESP32 Bluetooth LE % Fifi :

AT+BLECONN=0,"24:0a:c4:d6:ed4:46"

Mg |3«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

i -
o A LR ar AR, M) ESP32 Bluetooth LE fil 45 itk o
o Y15 Bluetooth LE 7&K, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 1157 Bluetooth LE i35, W& /R +BLECONN: 0, -1,
7. ESP32 Bluetooth LE I 4% i 21 I 55 .
iR

AT+BLEGATTSSRV?

i B <

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

8. ESP32 Bluetooth LE fI}; 45 3 % FRARE .
AT+BLEGATTSCHAR?
Nl <
+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR:"desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901
OK

. ESP32 Bluetooth LE % Fiii & PR 55 o
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fir s

AT+BLEGATTCPRIMSRV=0

Mg B <

+BLEGATTCPRIMSRV:0, 1, 0x1801, 1
+BLEGATTCPRIMSRV: 0,2, 0x1800,1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

Ui :
« ESP32 Bluetooth LE & P #r il IR % 1455, 1 ESP32 Bluetooth LE i P £r i IR & 1 45 iR %
WA ERAR S (UUID: 0x1800 1 0x1801), X /2 iER 4. EHEWIL, X1 [F—HRks%, ESP32
Bluetooth LE % F i 25 1] 1)) <srv_index> {H 25T ESP32 Bluetooth LE JiR F i 25 1) 1Y) <srv_index> {H
+ 2, N, FiRRFIPEIAR S 0xA002, 24 HijHE ESP32 Bluetooth LE 2 i 25 1) 3| 14 <srv_index>
>4 3, HISAE ESP32 Bluetooth LE JIf Fisi@ 1 AT+BLEGATTSSRV ? £574-251), M <srv_index> 4
1,
10. ESP32 Bluetooth LE % Fii % BAFE .
s

AT+BLEGATTCCHAR=0, 3

M .

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,2, 0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

11. ESP32 Bluetooth LE % /e & Bluetooth LE SPP,
PR LR AR RS FFIE  (characteristic) {F 5B &6 8dE, PEHE SR notify 5 indicate 1Y
characteristic {F 52l H I IBCERE

iy

’Z—\T+BLESPPCFG:1, 3,5,3,7

Wi K7 -

’OK

12. ESP32 Bluetooth LE & i {#i fig Bluetooth LE SPP,
s

’AT+BLESPP

M .

OK
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iR FoR AT £ 43F A Bluetooth LE SPP X, ] DAHFATHICHR 1) A ik F2 K .
LR
« ESP32 Bluetooth LE % P 7 & Bluetooth LE SPP % #4458 J5 , 58 11 3] i 8 238 1+ Bluetooth
LE {%#%;%] ESP32 Bluetooth LE f} 55 i .
13. ESP32 Bluetooth LE fik 45 i it & Bluetooth LE SPP.,
4% #35 notify 5{ 3 indicate Y characteristic /F 5518 XX HHE, 8B H 5 #EAER characteristic
VB Ry 38 T8 S o

’AT+BLESPPCFG=1, 1,7,1,5

i B <

’OK

14. ESP32 Bluetooth LE I 45 i i€ Bluetooth LE SPP.

’AT+BLESPP

i B <

OK

>

ik R AT © 23 Bluetooth LE SPP A5, W] DA THHE i) A R FHAZ IR .
i

« ESP32 Bluetooth LE I P FF &t Bluetooth LE SPP % 444550 5 , 88 11 i 31 55 £33 33 Bluetooth
LE {%#%;%] ESP32 Bluetooth LE % F i,

o 115 ESP32 Bluetooth LE & i V% 4 & )5 Bluetooth LE SPP %1%, Bl (i F HAthi% 1E K
Bluetooth LE % i, W) ESP32 Bluetooth LE % i 55 22 45 /2 iU Notify 5% Indicate., f$il#1,
ESP32 Bluetooth LE & P an S R IF B 45, W S8 ] AT+BLEGATTCWR=0,3,7,1,1 FF J2 i
W7, ESP32 Bluetooth LE 7 45 i 4 B i D S FLBAL

o X FR]—AR 4, ESP32 Bluetooth LE % i ) <srv_index> {HZ#T ESP32 Bluetooth LE fl 45 i 1Y)
<srv_index>{H + 2, X2IEHINE.

4.3.6 ESP32 5 FHL4 . SPP %H;:, ULJAr UART-Bluetooth LE & &1 T 145 5 da

R BIRIR T IRAE ESP32 FF Ketin. (MU A ARIAGH T IR S5 defa ) RITFAL (DR ARIIAEIE T % P i
faf) ZIaESy SPP &L, DAKANA7E UART-Bluetooth LE i A5 &4 4t

wE: BIEPPLESP32 Bluetooth LE R4 smIfkAERME H 75 E4E ESP32 Bluetooth LE I 45 i #4047 HI
A, JfiPA Bluetooth LE & /s 3ki#fE L3R ZAEFALA I 4 i B Fh TR AT .

1. ZETFHLuE T 2k Bluetooth LE ¥t 3) T, 4N LightBlue.
2. #J4E4 Bluetooth LE T HE.
ESP32 Bluetooth LE fl% 45 i :

fir s

’AT+BLEINIT=2

Mg o :

[ox

1. ESP32 Bluetooth LE R £ 341 22 R 5 .
i

’AT+BLEGATTSSRVCRE
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Mg |3

[ox

2. ESP32 Bluetooth LE 4% 5t B IR 55 -
i

’AT+BLEGATTSSRVSTART

i B«

’OK

1. ESP32 Bluetooth LE IR % i $ B H: MAC #idik.

’AT+BLEADDR?

M. :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

R
o AR HLEE T RE S Bk Y RN, E IO SR hE, TSRS SR
2. ESP32 Bluetooth LE JIR 45 % &1 3% S50
i

’AT+BLEADVPARAM=50,50,0,0,7,0,,

Mg |3

[ox

3. ESP32 Bluetooth LE fIlt 45t i B 1 35 5504 .
iR

’AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

iy B«

’OK

4. ESP32 Bluetooth LE R 45 5 FF1G) 4% .
i

’AT+BLEADVSTART

N . :

’OK

5. f]7& Bluetooth LE %$2.
FHLFT HF LightBlue [ i #2 /¥, If 4T FF SCAN JF 4494, #% 3| ESP32 Bluetooth LE fiit 45 iy
B MAC #ihik, &5 cONNECT #F47 4. ILBT ESP32 i iV i% £ 47 Bl 24 {l)l - +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFE/RELHESL T Bluetooth LE £z,

6. ESP32 Bluetooth LE IR 5 i 210 IR 55 o
e

AT+BLEGATTSSRV?

Mg |3«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK
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7. ESP32 Bluetooth LE Jig 453 % FRARE

ﬁ\/\

AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

8. Bluetooth LE % i % U4 .
I EHE T-#1 LightBlue % F i %6 4% s T Properties > NOTIFY 5 3% INDICATE {4 IR 5 4+ 4iF (3 |
ESP-AT %A Properties 5 NOTIFY 53 INDICATE [ Ik 55 4-1E &2 0xC305 F1 0xC306) , Hh4 iy
Properties % NOTIFY =% % INDICATE f1) i} % 454iF «
9. ESP32 Bluetooth LE J 45 i i & Bluetooth LE SPP,
jﬁ?%j'iﬁ? notify B3 indicate ] characteristic {E 55 &
VB Ay 5230 T B S -
ﬁﬁ/\

TE AR, PSR S HAER characteristic

’AT+BLESPPCFG=1,1,7,1,5

N . :

’OK

10. ESP32 Bluetooth LE Ji§ 453 {#i fig Bluetooth LE SPP,
frd:

’AT+BLESPP

N . :

OK

RN F 7 AT 2483 A Bluetooth LE SPP 88X, RJ DAHFA T ) A ik AU o
Bluetooth LE % Fi & L 50E .
1r LightBlue % Fi e £E 0xC304 AR 554 MF(E K& X BHE test 45 ESP32 Bluetooth LE IR 453
ESP32 Bluetooth LE R 453 ] PAURE] test,
ESP32 Bluetooth LE [z 5% i & £ 5 .
7 ESP32 Bluetooth LE AR 45 i B & 1% test, IKH} LightBlue & i ] PAULE] test.

11.
I iy

12.
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4.3.7 ESP32 fIFHL.Z 4. Bluetooth LE ¥E£;: 31 A A

B T UNAAE ESP32 JF AL (IUEMARIIAE W IR S fa o) FIFHL (VARG % i
fafa) a7 7 Bluetooth LE 45295 A S840 52 BN

g PP PLESP32 Bluetooth LE R4 3w kav#EfE HFE2AE ESP32 Bluetooth LE R 45 it A7 H]
Al MiPA Bluetooth LE & P 33Kk e LT EAEF AR A R B F s ST RI AT .

1. #EF-#Lifi 2k Bluetooth LE i B)F, 40 LightBlue [ FHFEFF
2. #J4E4% Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl} 45 i :

LS

’AT+BLEINIT=2

i B«

’OK

1. ESP32 Bluetooth LE [} 45 i 61 72 R 45 .
A

’AT+BLEGATTSSRVCRE

M. :

’OK

2. ESP32 Bluetooth LE A} 45 5t = AR 45 -

’AT+BLEGATTSSRVSTART

i B -

’OK

1. ESP32 Bluetooth LE filz 45 i i B MAC Huhl .

’AT+BLEADDR?

Nl . <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

iR
O € 741 e Bz e e = T ISV RSO B 7= T /2 S| W AT S 27 L R
2. ESP32 Bluetooth LE R4 ik &) #5550,

’AT+BLEADVPARAM=50, 50,0,0,7,0,,

M . :

’OK

3. ESP32 Bluetooth LE JIR 45 e & #6554t .
iR

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M B <
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’OK

4. ESP32 Bluetooth LE fIR 4% it 5 B N8 245
i

’AT+BLESECPARAM213,2,16,3,3

i B <

[ox |

5. ESP32 Bluetooth LE R4 616 4% .
e

’AT+BLEADVSTART ‘

i B -

[ox |
6. Bluetooth LE % i )| 2 1% 4%

F HL4T IF LightBlue ¥ fi 72 )%, 3£ 4T JF SCAN JF #4 #14, 4% %| ESP32 Bluetooth LE JIf 4 ik

) MAC #ihl, i< CONNECT #1742, ILH} ESP32 i i 1% 2 4T Bl 5 {6l T* +BLECONN: 0,

"60:51:42:fe:98:aa" M HE, XF/RCLHET T Bluetooth LE 3%,

7. ESP32 Bluetooth LE fIlR 45 1 % e i 254 3K .
e

’AT+BLEENC=O,3 ‘
i B«
Lox |
8. Bluetooth LE % F i [A] = %t
FHL LightBlue 57 7% 7 W RG22 {2 1) Bluetooth LE JE£2 1) BT 23 B AHME B (B & BCxT 254
BN, 231518), i Bt Hoh ESP32 i W iZ 4T EI 25T +BLESECKEYREQ: 0 [ H 7,
X TR FHLE S Y BT
9. ESP32 Bluetooth LE JIf 45 i [1] 42 it % 25491 .
I Ff Bluetooth LE il 45 sits [F1 52 (1) 25 4 RISy b — 20 B v F-AL LightBlue [ FH A% 738 0 0 FE X B A i
2EH: 231518,
iy

’AT+BLEKEYREPLY:O,231518 ‘

i B -

Lox |

it ESP32 Bluetooth LE Al 45 i T EIZEMRITF-PAN HE, X378 ESP32 Bluetooth LE iR %53 5 T4
Bluetooth LE & Fim 58 A% 1 B X o

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2
+BLEAUTHCMPL:0, 0

4.4 MOQTT AT 774

AT BRI E ESP32 s iz TMOTT AT & 4 5 a2 R4 R Bl .
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AT TCP#4 MOTT 4% (5 2 AWl MOTT X32) (&R FHES V)
T TCP ¢ MQTT 3% (5% Anb)i MOTT K32) (& THIEES)

A
A F TLS 89 MOTT #3 (F % At MOTT RF2)
KT WSS o9 MQTT % 4%

s SO TR R B ISR R Wi-Fi AT .

44.1 T TCP iy MQTT 4% (%A Hbald MQTT {RB1) (GG T Bt i)
PA"R B ] R FH W ESP32 JF Sty , Horp—3fEoly MQTT %A (HUEN MQTT KA fitn), —
Bty MQTT i % (AUfEN MQTT 1T & M ().

B T A T TCP @ MQTT #4z . i e 2@ — 4 MQTT 3, fkix MQTT LB
IP iifil->h 192.168.3.102, #1134 8883,

T PPRPPLESP32 MOTT R AT H P KR A 35 27E ESP32 MQTT %At F kAT HIA], DA ESP32
MOTT T [ & JF K B A K5 %A E ESP32 MQTT 1 [ s A AT R AT o A0SR A1 05 A 0 Jol 4 AT WA i #5
T, DR B R A B AT B S AT -

1. &E MQTT H P&
ESP32 MQTT %7 %

iy

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

MM B ©

[ox |
ESP32 MQTT 7 43
i

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

Mg B <

[ox |

2. 4% MQTT U,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i Y <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
PRE
o {5 A MQTT fUBE 44 5% MQTT fUH IP Mkt AT 5 5 k@4 iR .
3. 1T MQTT /8.,
ESP32 MQTT ] [543 :
T
AT+MQTTSUB=0, "topic", 1

M B :
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’OK

4. KA MQTT {HE (F4FH) .
ESP32 MQTT %1%

’AT+MQTTPUB:O,"topic","test",l,O

Nl <

’ox

PAE
* Q2R ESP32 MQTT %A H NN AAHE, VAT ERFF&AE ESP32 MQTT 17 P35 i /i «

’+MQTTSUBRECV:O,"topic",4,test

5. XM MQTT %8

’ AT+MQTTCLEAN=0

M B -

’OK

442 JET TCP Iy MQTT &g (ifi 24 MBI MQTT {R81) (GEM THdhi%)
DA 7% 51 5 P P e ESP32 JF 48R, ek —BfEoly MQTT %Afig (JUE MQTT B f(n), 53—
Befflh MQTT T % (RUER MQTT iT % fi ).

ANBIAEE T anff BT TCP G MQTT i#:4: ., e HEAIE— 4 MQTT /LB, {&i MQTT HK
IP #ihil>f 192.168.3.102, gldk 8883,

WMREEHEEMBREM R Z, CE2lBi T & AT 2K E B 256, W& DA
HAT+MQTTPUBRAW fix4,

g BPRPPLESP32 MOTT KA H TP LR A F52E ESP32 MQTT %Al F i AT RIT], DA ESP32
MQTT 3T [A # JT 3k 0 B4 L5 2AE ESP32 MQTT 3] 2 s AT RIVAT o SR 45 A1 0 A R 5 i B 1 W i £
i, TG EAE KA AT B AT -

L. && MQTT i sk
ESP32 MQTT %1fi#

AN A -
e

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

M B :

’OK

ESP32 MQTT ][54 # :
iy

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

M B -

’OK

2. HE# MQTT LI,
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AT+MQTTCONN=0,"192.168.3.102",8883,1

N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

K
o fE AR MQTT A3 44 5 MQTT Q3 IP Hikik AT RE S ik a2 T igA A
3. {71 MQTT /8.
ESP32 MQTT 7[5 :
i

’ AT+MQTTSUB=0, "topic", 1

Mg i«

’OK

4. %A MQTT JHE (74 ).
B AR B AT TH R RIS, KB 427 7Y

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<336 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32 MQTT ﬁ?ﬁ%

AT+MQTTPUBRAW=0, "topic",427,0,0

i B -

OK

>

iARm R FIR AT CHER I HECER AT A, BRI DA A, 24 AT 303 i s K ik 3|
<length> J5, FIEEHITLE.

+MQTTPUB : 0K

PEHA:
* AT il > TS Bl R IRIA T AT AN TR %%X?ﬁﬁ_ﬁ%‘x WAF AR T4 2 (CR-LF),
* N3 ESP32 MQTT ZATH M AAHE , PATEERFSTE ESP32 MQTT 1] Fd# i/ -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/","User-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. KM MQTT #$2.
e

AT+MQTTCLEAN=0

Wi K7 -
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’OK

44.3 J& T TLS ¥ MQTT %4 (ifs 24 Bl MQTT {R2H)
AR 73 051 [ s (5 P W e ESP32 FF &M, Horp—3fE - MQTT &7 (HAEH MQTT ki), H—
P2 MQTT i1 g% (A MQTT 1T P& M ).«

ARG T AT AT TLS Q8 MQTT #8482, F/tHREald— 1AM MQTT A3, ik MQTT HEHHY
IP #hihik> 192.168.3.102, TGl h 8883,

WY LIRAPPAESP32 MOTT X A7 4 Hk B4/ E L5 34 ESP32 MQTT A& AT EIRT, PAESP32
MOTT 3T [ 2 JF 3k W AE X 35 5E7E ESP32 MQTT 7 5 & s $A AT BRI AT o A S 45 VR 15 4 31l i A 2 WO i 45
1, TR EAE R A i AT 53 S T

1. PEEBFIXHI SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com" ‘

M .

[ox |
2. #¥ifi] SNTP K],

e

’AT+CIPSNTPTIME? ‘

M B -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LUK
o SR SNTP S5 A RE-S L b H A ] o
* JifHf PR SNTP IJa]—E @ FLIA R, ANEER 1970 4F K Z BT .
o WEBALE N THE TLS IAUERHRISIE 1A 200 .
3. WA MQTT il stk
ESP32 MQTT %7

i
’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""
iy B«
[ox |
ESP32 MQTT {7 5% :
fiy

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""
N . :
[ox |

4. B MQTT Hehe.
s

’AT+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0 ‘

N . :
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’OK

5. MQTT U

’AT+MQTTCONN=O,"192.168.3.102",8883,1

g B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

ALK
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 Fik & th A [ o
6. 7% MQTT 32/,
ESP32 MQTT i] %
i

’ AT+MQTTSUB=0, "topic", 1

M .

’OK

7. %A MQTT {58 (545
ESP32 MQTT %% :

e

’AT+MQTTPUB=O,"topic","test“,l,O

Mg |3«

’OK

P :
* 43R ESP32 MQTT K ATH M AAIHE, PATEEAFSTE ESP32 MQTT 1] B3 i 7 -

’ +MQTTSUBRECV:0, "topic", 4, test

8. KM MQTT 4.
LS

’AT+MQTTCLEAN=O

i B«

’OK

4.4.4 JEF WSS ) MQTT %4
AR RG] R B ESP32 IF A, b —Hffo MQTT %Aty (R MQTT Kftig i), n—
By MQTT i Fd#  (RAEA MQTT i & f ).

NBINE T A T WSS Al MQTT 4. MQTT A4, °h matt .eclipseprojects.io, ¥
PRAZ K matt, Bk 443,

T BPRPPLESP32 MOTT R AT H TP LR A F52E ESP32 MQTT %Al F ik AT RIA], DA ESP32
MQTT 3T [A I 3k 0 A 75 2AE ESP32 MQTT 3T 2 s R AT RIVAT o SR 45 A1 50 A R ) i HO 1 W o £
T8, DTG B R A B AT B AT -

1. PEERFIX A SNTP 7428,
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’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

N . :

’OK

2. Prif] SNTP Hi}a] .

’AT+CIPSNTPTIME?

M. :

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

K
o YA SNTP S5 e 5 ik b A (A [A] o
* AR SNTP I Ja]—E R FE A R, AEER 1970 4F K Z BT .
o BCE A S T 7E TLS IAIER R UE 5 1A %00 -
3. BE MQTT H gtk
ESP32 MQTT %fi#

’AT+MQTTUSERCFG:O,7,"publisher","espressif","1234567890",0,0,"mqtt"

M B -

’OK

ESP32 MQTT 7 [ :
iy

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

M B -

’OK

4. M MQTT LB

AN A -
e

’AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,1

M B -

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443","/mgtt", 1

OK

i :
o KT AN MQTT fUHE 44 5 MQTT U IP sl v 685 iR a4 AR .
5. {7 MQTT /5.
ESP32 MQTT 7] 53 :
A

’ AT+MQTTSUB=0, "topic", 1

i B -

[ox

6. %Al MQTT & (F4FER).
ESP32 MQTT %1%
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’AT+MQTTPUB=O,"topic","test",l,O

N . :

’OK

PEHA:
* 4N ESP32 MQTT ZATH M AAIHE , PATEEARFSFE ESP32 MQTT 1] B i 7 -

’ +MQTTSUBRECV:0, "topic", 4, test

7. KM MQTT ##.

’ AT+MQTTCLEAN=0

i B -

’OK

4.5 MQTT AT &+ &bl

AR FEEAN B i L AT a9 X4 AWS ToT,

T ARG MQTT AT iy R HEM(E R, WS FIMOTT AT 44 % . % P AWS IoT Jf
KA A E: AWS 10T,

T IR PAN AP BR T ESP-AT 5454 ESP32 i # £ 8] AWS IoT.

o M AWS IoT 3% B4 5 vA % endpoint

o 1% MOTT AT 442 F &1 iNit £ 4% AWS IoT

4.5.1 M AWS IoT 3RBUIEA5 LA B2 endpoint
1. BRI AWS 10T #EH G5, PAMNYZ ToT Core services,
2. MR A AWS 0T BEJ5 Hr iUl A8 AWS ToT 56Hg . SR AIIES .
TR L3RS DA IR 5 R0 S 4 -

* device.pem.crt (i%£5ET)
« private.pem.key (FLA%4H)
» Amazon-root-CA-1.pem (i CA JF45)

3. MRHESCRY 5L ERM PRI A (endpoint) PAK T A AT ek A5 A 4 5 2 SR

i S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF 2N G H PATR A s AR R i — L2
* AWS 10T T2 Iy i i YIRS . SAE] . AIARIET .
o A RATEEEIE S .
o DI Z MRIN (Ohio),
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4.5.2 f§ij MQTT AT iy A3 F AU AMEZER: AWS ToT
e 1
FTFFASHL ESP-AT TAR, BT 445

o ffiffl Amazon-root-CA-1.pem ##f customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffiff] device.pem.crt ## customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
o ffi[f] private.pem.key #f customized_partitions/raw_data/mqtt_key/mqtt_client.key .

gaikpek AT 1T

%1% ESP-AT I H DAY EE AT [, IFRFECRRR B G0 ESP32 #cde. ST MREZ(RE, WS A%
% ESP-AT 142,

ik A AAEYIF ESP-AT TREF RS, nl E M AT S B E A eIt , BAARES 54T £
# PKIFLE

fEN] AT i 4 4% 2] AWS IoT

1. &8 Wi-Fi #3{4 station,
i

’AT+CWMODE=1

i B <

[ox

2. % AP,
i

’AT+CWJAP:<"ssid">,<"password">

N . :

[ox

3. & SNTP Server,
s

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B«

’OK

4. #¥if] SNTP Aifd],
s

’AT+CIPSNTPTIME?

i B ©

+CIPSNTPTIME:<asctime style time>
OK

AR
o JLHFERASH) <asctime style time> DAZE % B X A SERFERFIR] , 75 00 £ PR AAIE A 500 1 S B80E
2RI
5. BEE MQTT H P gk

s
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Chapter 4. AT #y2 R

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i B«

’OK

AR
o AT+MQTTUSERCFG H1%5 2%k 5, BIXUEHAGE, Ak,
6. %4 AWS IoT.
i

AT+MQTTCONN=0, "<endpoint>", 8883, 1

M .

+MQTTCONNECTED:0, 5, <endpoint>, "8883","",1
OK

Vi :
o WAL <endpoint> Z:4 T IH S 43 <endpoint> {H .
o JEYETE U T 8883,
7. _LT ]‘ﬂi\ﬁag\ °

’AT+MQTTSUB:O,"topic/esp32at",1

M [,

’OK

8. AL

’AT+MQTTPUB:O,"topic/esp32at","hello aws!",1,0

M .

+MQTTSUBRECV:0, "topic/esp32at”",10,hello aws!

OK

ABIH &
IEHAH H&T:

1. ESP32 i H i
2. AWS i H &

4.6 ESP32 Ethernet AT 7534

AR EBENZESP32 VA K AT 04 BIENTTIR, HHROUE ESP32 i BisfTiX S LAY HEA R Bl o

o A FVAKM A1 TCP 4% 4%

¥

* TEf# /] Ethernet AT fy4 2 Hi, WCIIEEE & 1k,
o Y THERR BT R R T ML E LA RE T .
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to topic
I topic/esp32at x

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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4.6.1 LT UKMBIHE TCP %
1. fliREZ s,

’AT+CIPMUX:1

M .

’OK

2. 757 TCP JR452%.

AN A -
e

’AT+CIPSERVER=1,8081

M B -

’OK

3. KU TCP [z 55 #wih IP Huhik .

e

’AT+CIPETH?

M B -

+CIPETH:1ip:192.168.105.24
+CIPETH:gateway:192.168.105.1
+CIPETH:netmask:255.255.255.0
OK

K
o BRI HuHE R RE 5 bR i AN ]
4. 7€ PC syt M 258 T H AN — A TCP % iy, B RP R 2 P aIE) TCP k55, 1P Mk
2192.168.105.24, Ik 8081,
5. RH-EB AR X Kk 4 FAr ARSI M4 %Rz 1D 3 0 idERk 1.

AT+CIPSEND=0, 4

Wi KV -

OK

>

4 FATRE, Bl ARG test, ZJa AT R AT

Recv 4 bytes

SEND OK

Wi :
o FRIAMFEEH BT AT+CIPSEND iy E MK EE (n), WM busy p. .., k%
BHERIET 0 AT, EIESEUS MY SEND OK.,
6. R A -G E A X LK TERE ID SRy O pysER L Radi 4 =355 .
fBeise TCP server $2URE 4 FATHIEE (BdEA test), WARGESHIR:

+IPD,0,4:test

7. KM TCP 4.
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AT+CIPCLOSE=0
N . :

0, CLOSED

OK

8. kR TCP 55 i
iy

’AT+CIPSERVER=O
Mg | :
’OK ‘
PR
e {4 AT+CIPSERVER=0 H & KMMRS 2, (HSRE AR FimiEdz. WS GA8 6] i 3¢ F e
B P miEsE, HR T4 AT+CIPSERVER=0, 1.

4.7 Web Server AT 734

AT F A AT web server I, 29 R PAT JLAS A TH A A -

1% A #) %, 35 AT Wi-Fi B A
A% 8 ) W 25 32E4T OTA B H9F 2R
A8 R AT A2 7 BEAT WiI-Fi BL A

1% R A5 N2 5 34T OTA B A4
ESP32 1% i) Captive Portal 5 4¢,

ik BROADY AT A SRR AT web server IIIRE, T 57% Web IR 5 2% AT % Ja %I 6E.

4.7.1 %S 1T Wi-Fi Bei
[Py
1H1d web server, FHLEL PC 1] PATK & ESP32 %4 1) Wi-Fi JERE(E B . B5n] DA H FHLEE H i 143 ESP32

WA AP, ﬁ;i{X'J BEAATIFIECI R BT, I Wi-Fi BUELE EAR 4y ESP32 4, A5 ESP32 & fiil
HEAC T B PR B i e 128

ik

BEAHC P AR AT DAY AT =2

o BCPA % &1 45 ESP32 1% %
SR IN R ST AL EW

LR TAREEES
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L Bes itk ESP32 Betfy 145G, A TiLRC M i A 14 ESP32 4T, ESP32 i LML EL A AP + STA
B, FFAIE—A WEB RSG5 F R M5 S, XA AT fr i :

L SRR Z BB RAEE,, WERATERREC R, ATREDR AR AR PR B 2 A e 1 AT 5:20 WEB fiik
S5 e IR B .

¢ Command

’AT+RESTORE

2. Ml ESP32 #4454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. X SoftAP { ssid fl password (HNi5E ERIA 44 ssid N pos_sofiap, TCEERBRT Wi-Fi) .,
¢ Command

’AT+CWSAP="pos?softap", ", 11,0,3

4. (EREZ .

¢ Command

’AT+CIPMUX21

5. 7 web server, 10 80, I RIERENTE]: 25s (BRAHAK A 60s).

¢ Command

’ AT+WEBSERVER=1, 80, 25

. L4 a3l web server J5, FTHFRC M &1 Wi-Fi 820088, %42 ESP32 %4511 AP:

WLAN . @

Al A WLAN %%

pos_softap
B (el _LR)

)

1: ¥4 ESP32 AP

PPN AR S B M . FERC I A E B8 ESP32 545 ), BRIl ik HTTP iR, BUEAHE AR B
e (ﬂzi‘, VYT ARHC A SCRFBL M B A VN R A AP, B, ISR FHLIE S S ESP32 [ AP,
WIZFHUA @A ESP32 B FFH AR A ) ﬁ?iﬂ%%%tlﬂ&ﬁﬁ/\ web server BRIAFY IP Huhl (1R A %
 ESP32 % #11) SoftAP IP Hiuhik, BRI\ 192.168.4.1, #WT DA 1L AT+CIPAP? iy 445 i) 24 7 SoftAP IP
SuE), TR T, 0 ASLPERE B th 200 ssid . password, fiil; “TFUAREI” BN FAALR

FH PR DA s e AC R BT T e SSID i AME A ) R RIHE, AF ESP32 BUHLFHUTAY AP #13%, kP H bR AP
Ir4 A password J5, s “FFURECH” B R]EshEC M :

MTIACIISS A TR B 5 s B

B 1 RERUIA, SO B, PRSI T, HA ESP32 4G P LAk, T
TFRI T .

[ RS, FEE DRl an ~E S
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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+WEBSERVERRSP : 1 // Rk B B[
WIFI CONNECTED /] RERIEE&E
WIFI GOT IP /) EER G FKEIE 1P
+WEBSERVERRSP : 2 /) REMARUKEERM ARG &R, T NEH WwEB BR
AOAREC SRS, I TORE SR
® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

oMy B &

connect fail

[FIE, FEER D RRcE] a5 B -

+WEBSERVERRSP : 1 /I REE

%A a&iﬁﬁ%uﬁz‘ﬂx IP H f5 &, MCU_
ST EK B A Y BB E B, N %

Ei-\w

DL B ERR

BEI 1 PC DT TRCEI PR B Ak R . AR ESP32 B Wi-Fi AP 2 R IEMIT I, A AP Y
MEEE, HRIACZLHm ALY AT 42 {3 5 H web server.

4.7.2 EHMBES T OTA FIfETH,
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wifr

W YE2STIF web server (M B, 7T PAREEEHE A OTA TH2R FUT , 38 ich 90 BT FFER0R7 FH 431X v f ] 24 5 3 G
B RPRYIES " RERIE M (W 275 SO Lo fT 247 PKI R T B ZAEFM5 5 ) -

Wikt

T OTAfe E W\
RFER I H SR

AR AR
RILOTA #5 R

FIOF OTA LB v e, SEMTTA T A “OTA FRR” 5, F19F OTA FLE TG, W PAEE 4]
[l {44 . AT Core i :

LW 1 Y30 AR e RE ESP32 ML AP, sl 171 OTA WL Ui 1 75 ESP32 BIBGE AL —4
TR, AT DAFT T B

YW1 20 WO BRI CCURTE AR 2w P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (Z# K4 iF ESP-AT 1L42)

WHGRRASS, LR SRR A A, DA T B AR PP [ R AAS o
PP SETFI sy X AN, mialy “Partition” NRIHEAAREUIA AT ATHI A 23 X -

e HRIEE  np, Rl SRR RN SR, R AR AR AR -
ZJamial CEPETR SR AR

B 12 T ota SMIK, TSR E PRI TR A . B4 (R AN bin. W R P
KRB partitions_at.csv SCPFHIE XA ota SEA/N. A RICPHPEAIRE, HE%5%
Rl 73 o — /N #r 09 A248 L 3

B 20 T HE AKX, WX E TR A . B A RS AN (bin. TEORELR R
INANELRIT at_customize. csv SUAFHE XK KN RIESCHFRITEAE S, ES% X 4T A

AR OTA Z528 e, FEPFARR, FmR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF M ER ota B 4 H 4
+WEBSERVERRSP : 4 /) REFR S B, ota B %K

AU OTA AR RN, i “THRM, R e El:
[, FEAR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REFBKRE ot EHHEHKE X
SHEERHE, #R ER S HHAIT oA BHHA R

W, FPT LB EFHATA OTAL

BEW] 1 XHT ota 72X, FREIMATAT+RST HJ ESP32 DALY R AR IE 1 o

BEW] 20 ESP32 AL EI ) ota [EPFNZS . (AR SAEHCE e KIEPFNZE, FrATE B ORI
By PR A A -
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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4.7.3 R RYFETT Wi-Fi fid
iF]x
TRl /IR P T 0 i 2 R A /DR P 4% ESP32 s B AP, i i (ol /IR P 7 B 2 1 AP

S L4y ESP32 4, ESP32 i illid iX 245 5 BRI B AP, F I FIAR /IR T P 45 R P fepe o
%z,

H ¥ ESP-AT ffF/MEFFRT 2024 45 12 J] 31 HRAE. FEMCIUIE], Gl R . it )s
DA RTER, HOBECR RAERTST, BAVRFEWCOY BRI SRR I 5, RO G BRI S -

HEABE R AR AT AT R AT DU 2

o BLE ESP32 3% & %3k
o eBME R

e H#F AP £3F
» PATE M

MCYE ESP32 s S8y Tik/IMEFHE#E ESP32 14, ESP32 Bk WHLE K AP + STA £, H-AI#
—> WEB 55 4325 /MR 3L, XTI AT iy F

L SRR Z BT ECRAEE,, ERATERRIC AR, ATREDR AR AR PR B 2 AT e 15 AT 5:30 WEB fiik
S5 IR B .

¢ Command

’AT+RESTORE ‘

2. FilE ESP32 %454 Station + SoftAP #iz{,
¢ Command

’AT+CWMODE:3 ‘

3. iXE SoftAP { ssid il password (M5B ERIA 445 ssid A pos_softap, password “Hj espressif ) .
¢ Command

’AT+CWSAP:"posfsoftap", "espressif",11,3,3 ‘

ik s/ EFBRIA ] ssid oA pos_softap, password A espressif (1] SoftAP K2 1ERE, THf1E
Hf ESP32 S 0 S 10tk I _EIR e EEA T

L [EREZ IS

¢ Command

’AT+CIPMUX:1

2. B web server, i1 80, MM : 40s (BHAH A A 60s).
¢ Command

’AT+WEBSERVER21, 80,40 ‘

IR/ DRDY  FTIFFHURLE, SR TR —4ERD -
IR /MR, BE AL 53T -

Espressif Systems 289 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/zh-hans/contact-us/sales-questions
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 4. AT #y2 R

IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB G, FEEIR R “ERTFIRGETT BWiERE, REAVFYRGEEZITE, Bk ESP32
BRI H Bl R B A RO AR i

Am T mEmA SSID

666888666

Message

AR FHAS

I 20: JHIREREE] AP

3. HC P 25 RAE /IR e DL THT 19 52705 DA B 1 s 1 OB 5 _Ead “Rr AR H AR AP AR AHLIE M B
L —FE, Z% L3

i WS B HERR
BEHH 1 TR RN B AR R . RS ESP32 B Wi-Fi AP @R IERIFE, PAK AP 1Y
MEEE, AT L AIEFR AT 6230 = FH web server,

AW 20 FCMBUHECRIER R IR AP R . TR AR M A Wi-Fi R IRE R T IT, KA ESP32
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEHH 30 TN R “ RGURARY Wi-Fi Bl . 3 T s F LT R ESP32 B AP, HiA
ESP32 #Hifi) ssid, password O £ I _F IR IR TR & .

4.74 A/ DR T OTA FfETF2

R /IR SCRFFE LR 58 L BSP32 B I BPE T, 55 % bikie & ESP32 % & A4k W B IR B IR 58I
ESP32 BURIICE. (WRCATEM N se e, AN ERAE). EMIEG, B IIT OTA [E 71
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R AL S M W Y gs 4T OTA TR, 555150 2 i 5 34T OTA B,

4.7.5 ESP32 {fi}}] Captive Portal Jjfig
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J&H Captive Portal JJfE)5 , #§5% Likae M & &% 4% ESP32 % & (R ER5E B ESP32 BEH L& , &
G4 ESP32 #4511 AP:

WLAN &

0] FH WLAN %13

poa_sof’rap —
B (BES/IAIL) 4

& 21: j#42F] I Captive Portal THEER) AP

a0 FF, station i & i%3:FT H Captive Portal JREIY) ESP32 1% 71 AP J5, /R “T8skAME”, RIERHH
SFTIFNYE 2, IR AT web 9350 . 25 ANEE A Bk, 5 MR station B A4 R, A “IAIE”
s EEFR “pos_softap” 4 FR, Falifilk Captive Portal HZFT a4, #AZ] AT web [
F S

AL REHERR

BeW 12 G 07 (station %45, AP i 4) #3CHF Captive Portal D) REA BERIEIZ DI REIEH (FH, I,
FR AT BSP32 X451 AP JGRHR “FFaiMIE”, IFHEAE Eijh_/\%ﬂ AT web B, ATRER
station BEAT A SCHFZINRE, M, 5% il R R % B4 % Fe W12 8 R IR T 3h T AT web (1)
T 5t

4.8 HTTP AT 54
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AT BRI E ESP32 B LasfTHTTP AT 44 % iy WA R .

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.8.1 HTTP % fii HEAD 52K J5i:

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.8.2 HTTP %y GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(FIgk%:)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

4.8.3 HTTP %3 POST iR Jjtk (i@ T POST /b i %)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.8.4 HTTP % ;3 POST iRk ik (et k)
R G POST Wi EAI M K £, B4l TH & AT AR K M 256, W)@ 3 & A DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.8.5 HTTP %y PUT iR Jjtk GEM T ICBcdkifsie)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.8.6 HTTP % i PUT R Jjik (HEt2)isk)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(T UaREE)
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(£ L£50)

by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.8.7 HTTP %y DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT:282, {
"args": {},
"data" : n "’
"files": {},
"form": {},
Q)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.9 WebSocket AT 7554

RN T HE ESP32 B FizdT WebSocket AT 44 3& a2 AN 7R Bl o

o X F TCP vy WebSocket % 3=

o A F TLS 84 WebSocket 3% (48 2 %4

¥ BUAR AT [E {4 525 WebSocket ThfiE. AR AHT % ESP32 574 WebSocket Ifig, &% /42,

4.9.1 3T TCP 1) WebSocket %1%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

Mg i -

’OK

2. FEHFIH S

’AT+CWJAP:"espressif","1234567890"

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK

AR
o fka AR SSID IR T BEER_E iy AR IR o 5 68 SR B el 5 SSID FEERS .
3. PC 5 ESP32 S [fl— A i
4. 7£ PC Ef#i i} python B — LT TCP () WebSocket iz 55 . 7= BT :
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#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket):
async for message in websocket:
await websocket.send (message)

async def main{():
async with serve (echo, host, port):
print (f"Server started at ws://{host}:{port}")
await asyncio.get_running_loop () .create_future() # run forever

asyncio.run(main())

B AR H R host Sy PC 1 IP HUIL I ERAF N ws—server.py X, FIBHBITZRRRF

python ws-server.py

U‘EEU%
o MREH) PC _F1RA %3 websockets JiE, iflif]l pip install websockets 223,
o BRIABL B WebSocket IR 55 #5118 8765, LA PARE N H BT,
5. ESP32 WA b ik H2 5| WebSocket IR 5545 -

AT+WSOPEN=0, "ws://192.168.200.249:8765"

i B«

+WS_CONNECTED: 0

OK

6. Ki%k 4 F 8.
frde

AT+WSSEND=0, 4

i B ©

OK

>

B 4 FATBOR, Bl ABOREE test, ZJ5 AT BT AT EE.

SEND OK

AR
. %%AE’J?%%{EE‘ AT+WSSEND fg 2 BEM K (n), MRS busy p..., HE
IRER O HT 0 DAY, KR SEJG LY. SEND OK.
7. BRI 4 FATEE.
i T Y WebSocket ik %5 #%2— IR G548, FICERYE LiEIG, RS A& RAER PR
P, B AT &

’+WS_DATA:O,4,test

4.9.2 JLT TLS Iy WebSocket ¥4 (M1 T %)

1. %8 Wi-Fi #5} station,
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fir s

’AT+CWMODE=1

Mg |3«

[ox

2. EERER| B HEE

’AT+CWJAP="eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

P :
o fEHIA LY SSID ANAE Y AT AR ok i APt ] o 33 (0 A i ph 4% 1) SSID A o
3. ¥ SNTP %45

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

Nl . <

’OK

PiHH :
o A PAMRYE B O E R BT X E SNTP iR 545
4. F¥if) SNTP Bifa|,
e

AT+CIPSNTPTIME?

Mg o«

+CIPSNTPTIME:Wed Nov 13 17:00:15 2024
OK

L
o W] DAFEIA) SNTP K} (8] -5 SEEH [R] & f5 A A R T 5 B SNTP 552 2 B A R0
o PEINEE A THE TLS IAERARISIEF 09 A 300 .
PC 5 ESP32 &5 1E 32 Al — & .
6. ZREL WebSocket IR 5250t g CA. WFEF. FL4H.
AT PAE ] openssl T HAER CAL B4, AFAEH. NSRS B AXE, 35060 FH DA Bl R4 705t -

wss_ca.crt

b

MIIDNjCCAh6gAWIBAgIUDe6T+PuOBgqmmT jw3s4snVRNFiCMwDQYJKoZIhvcNAQEL
BOAWNJELMAkKGA1UEBhMCQO4xFTATBgNVBAOMDEVTUFJFUINJRiIBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQOxEDAOBgNVBAMMBI1 Jvb3Qg
QOEwggEiMAOGCSQGSIb3DQEBAQUAAAL IBDWAWGGEKACOIBAQCY1Q0st JGNFHLE7F +gG
OMSZSrWV4+/50xwlCw3y5N10VKkMSxppYHVXJ6MbOWWoCgQex /WMt gnhg9ATD1ZOE
bXFVB0aZd6EEBz24k7UvQ1ilfIw5tzmjl8SSbe7CiFg302WVokBVEFhSeY2jrG+sI
6PWgOWsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51Q95t SEX
Lsmfz41+/Q1xSC7VGHIK1IWGBnUzGpvIvLcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHRfhmt r FRAWWD9YaNcOgMPVpO6cHzGd/Fgw6v0O6QshMYUOE 6wxpVijb
8JY1AgMBAAGIPDA6MAWGAL1UJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdADgQW
BBRAPJ7NG+WXS1iLN4ZLWI1QQf jrm7zANBgkghkiGIw0OBAQsFAAOCAQEANYpPErE2L
IpISbzJTvG6A67YMYMyadWSNGQ2VIdLK2s32zkggF96bIZz1iygOa9mgAKD/yTwl0t

(CFgkzE)
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VOxF1GUDz43DtJZ1wxo8FPrxH41cP63vitp28+ZNkylvIHrx8De2JjiYwRpZmlQY
EHwDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3Vo9QImh91Led4PdfCIcfzwPskC
dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20]j1wCHgSp0aP2CINIQTkOg
FnOItrjikv6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnnJQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJ2gAwIBAgIUPLhviJh1UJDQ5Md6tHibK11jP24wDQYJKoZIhveNAQEL
BOAWNJELMAkKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFULINJRiBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQOxCzAJ
BgNVBAYTAKNOMRUWEwWYDVQQKDAXFU1BSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAtKALI+zRbUaMjukAi2ai
dzPdNdy+TUv2K+GyB1l5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K91jFAw+k498SCTmTgHW1UKc7BIMK6UZ£ZSkXUnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtM6éee5w7HVjwdKQcIXYWv/c/zVLWmAUG3AEaUknS8r4LdG/X+L/bxN+9
zycLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7alOhPst
UmuLYD/gUCnM4JRVQYAVMPQC1i88KoLj7alwJedQ7TIwhJGDS6WDVEMeRfJIJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH/MASGA1UdDWQEAWIBp jAdBgNVHQ4EFgQU
elwZbnvInZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YWDQYJK0oZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXE zMWyDDLvd5
JSJalIRJ+Rhs1gBxjIH66/+6QyZcJubC/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/£Z25wrAfH5404P+3Z211GoK8E1tKulHuQYJTW8JKbLWCRIBPNGkrDZBgSXgn8tyL4
U3hulMdmkH//£iV0z6itfyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJdpSyXB50OnKifRGYjuPrnOIWtmADYQRUeD2zdggRUUUYJR
eedVz2BFXhpZzdGeD3bVAop+/YEbLTa0iDxXSLWkPLQfCyIkdTPXmKQPQ=

MITIEVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQCO0As ] 7NFtRoyO
6QCLZgJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ1i3GtnO
g87uji0r2KMUDD6TI3xIJ0Z00fCVQpzsH2YrpR191KRASe59c0oTn433g77j17£Bu
TvKgl9CTN23DBdS0zp57nDse+PBOpBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1SadtgP+BOKczglGIBgBWY 9AKLzwqguPtojALl51DtMNCEKYNLpYNUQx5F 8
1VezBSThAgMBAAECGgEASKRF4FsWiyJDV91Y4nhsU6vpCCT/wCN8D/XoL9Ix3MOpB
JzrUAC4POoIWGXVAKFWN8LkviemlX6+2n4bDFOFN4Ij+caflQ33ZPSRCW+3zdQVnW
OMVmMmSorDTN3JgSv1WgI0wG3Kz8cKW2Ae JBR88YIJbGbTgNiBXIZKVGKkkWC/maULKa
L20md5ZzF 9gkWWoBk0Gxr1IME+VI9726L6SJHIVESkKkPcbojXZPM06zmz84+2z£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZbii1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawKBgQDNGuF SmilpMR6KgRrd
08amarsek1NDONiWsUcXLYYHQkNCITtr5Ggtm3EbJbROWLWUzL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1lXzALMG6wuYN/Ipfe/T8v/vq9CkoZ6VDaDN6OJEBAG
gbpAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF 1lw3XumgAsh37tmlGOQ/T+K
GAWX1iRhzXW340EVezNUUXeJcGig4BgNVwXBvjYTkOunyIw72bUNrIeOqp4Z2g02vii
NUgyDgIGKZuIIGI51FeezG6Qu2s93gZTYtdjHOM4ISKgrKOvY51fuXBNFSuC7BOg
i5MQamuJHwKBgHGJIhiszq6aPSCht HIKTHGWDwXwqfRfEwWd/HgLnbZ JBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS54Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/ZjO0AdnOgTLH+14y8hnOQwx/8YZNJ1ltu2kbIwcpMV53A0GAFMzE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
rl18a6gLiWeTqVypS5vPMroHQyPVp+2xS0C1V1JcpSOub6cKLxLZDQQZ1mglbNghmEFeV
JpPQbBxdujBYT9peONSRQ2IPpBNI/9SHPZwx5I2cCgYBACmby010B1i51CbCXKV5c3
mz1PpM6zR3aLYsSFyknWRt Lv3UPMGzOLSRDkwfQEMZWt /VFjXehajyqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]7v6eGnpi ZNgHC/wkK
9EMCxWXJc/9GVWSZtEOz/Q==

7. #£ PC _LAfi{ python g1jf— 5T TLS ) WebSocket R 55#% . /R~ BIARD AT -
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#!/usr/bin/env python

import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

wss_ca = '/your_path/wss_ca.crt'
wss_cert = '/your_path/wss_server.crt'
wss_key = '/your_path/wss_server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=wss_cert, keyfile=wss_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_locations (wss_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://{host}:{port}")

asyncio.get_event_loop () .run_forever ()

G AR host S PC 1y IP #idik, wss_ca. wss_cert., wss_key NIRE25IEH) CA,
RS FIFAHER R, HORFER wss—server.py XM, FEHEITZRET -

python wss-server.py

AR

o QUREH PC VA 4% websockets E, Wffiffl pip install websockets 43,
* BE I WebSocket 55 #1124 8766, ST DA E A HE i H

8. M E: WebSocket 4% AAH H %A

S

’AT+WSCFG=O,30,60,4096,3,0,0

M B -

’OK

B :
o AUREREMN A SR IR RE N2 EUEAS, WS Lo T LA PKIBLE
9. ESP32 Bl % i 44 5] WebSocket JZ 554 -

AT+WSOPEN=0, "wss://192.168.200.249:8766"

i B <

+WS_CONNECTED: 0

OK

10. %Kik 4 FAT R

AT+WSSEND=0, 4

M B -
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OK

>

B A TR, Bl AR test, ZJF AT fF&mi AT R

SEND OK
i :
o AR T HEH M AT+WSSEND AR EMKE (n), WAL busy p..., A

EEAEAET 0 DAY, RIRSEMG LY. SEND OK.
11, B2k 4 FA58dE .
H T _L T #Y WebSocket il 45 #5 2 — I Bk 5548, FINTESE Lk )5, IS4 AR %L

i, BIAT & :

’+WS_DZ—\TA: 0,4, test

4.10 ESP32 Classic Bluetooth AT 7554l

AT BRI E ESP32 4% LanfTESP32 Classic Bluetooth® AT 44 3 iy WA Bl o

o VAR 15 M AR X AL S B W5 R PC Ao ESP32 219 2 5 SPP % 355 H.i% & 10 4% 7 % Nolnput-
NoOutput

AFEAE X EAS 5 0365 R H PC = ESP32 2 19 3% 5 SPP % 4%+ Hi% & 10 #% 71 3 NolnputNoOutput
AW iERFE PC o ESP32 2 19 3% 5 SPP i 455 Hi% & 10 %% 71 4 KeyboardOnly

FE A ESP32 JF R AR Z W) 3% 5 SPP % 4%

2 5 A2DP &35 2 B A2DP Sink #5355

B0 F23E Iy Classic Bluetooth o 5% %5 %

L] L] L] L] L]

T [EFERA S2 3 Classic Bluetooth 14 . A ¢ U] ffi X Classic Bluetooth [14) 37 45 , 52 kY Classic

Bluetooth AT 4 4-84 /23 .

4.10.1 Uil L s TeRs i sl PC f ESP32 2 [u] it vr. SPP #4471 H.i% ¥ 10
fie 7 4 NoInputNoOutput
TEABI, FEHEE PC AL, ESP32 AMAL. PR T anfifEar SPP %z .

1. Classic Bluetooth #J 151k .
s

’AT+BTINIT=1 ‘
Mg .«
’ OK ‘

2. Classic Bluetooth SPP 1My 414G 40 FH: H ik B €A slave,

’AT+BTSPPINIT=2

i B«
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o |
3. #E Classic Bluetooth 1% £ %% #1

’AT+BTNAME="EXAMPLE" ‘

i B <

[ox |

4. $EE Classic Bluetooth Ff##i= o] & PU T 12,
A

’AT+BTSCANMODE=2 ‘

i . <

Lox |

5. % B Classic Bluetooth %242 %, IXH io_cap & NoInputNoOutput, pin_type f fixed,
pin_codeto 9527,

’Z—\T+BTSECPARAM:3, 1,"9527" ‘

M .

B |

6. FFJ& Classic Bluetooth SPP 141,

’Z—\T+BTSPPSTART ‘

W

’OK ‘
7. BB i PC AR R .

R f ik ek PC W AER 40 “EXAMPLE” {1 Fi 4. WISRRalfifek PC % s 3 sish 2T
143, ESP32 ¥R :

’+BTSPPCONN:O,"e0:24:81:47:90:bc" ‘
PRE
o EAREEI W HohE R RE S bR ma B A AN ]
8. Kk 4 FH .

’AT+BTSPPSEND:O,4 ‘

Nl B <

E |
g > R AT WERAFECH D80, BEmHEsnT DA AR, MR K I3 24 <data_len>

FIMERT, PITE A#AE.
A 4 FATEdE, Bl ASPEE test, ZJE AT o H AR E R
[ox |
AR
o A ARYFTECH L AT+BTSPPSEND M E M KIE (n), MRS &M busy p. ..,
RARBARIHT 0 ANFAT, KIRTERUE MY, OK.
o AT > TG Bl P BERE TR AN T B AR TR X, MR T B AT T4 B (CR-LF),
9. Uk 4 FATEE .
st s I E PC &1k 4 FArEdE (Bdih test), MRS SHR:
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’+BTDATA:4,test

10. WrFT Classic Bluetooth SPP j£#% .
iy

’AT+BTSPPDISCONN=O

i B <

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

LK
o BRI HLIE AT RE-S5_E A B AR AN

4.10.2 CLELEBALER G sk & PC fil ESP32 Z[ujidtay. SPP #E#:F H.ik ¥ 1O fig
A NoInputNoOutput

FEAGIH, FEhRIEE PC oy EHL, ESP32 AMAL. 2Bl 7R 1 anfaldtsr SPP k.

1. Classic Bluetooth #J154Y .
e

’AT+BTINIT=1

i B -

[ox

2. Classic Bluetooth SPP 1My #4G 40 FH: H X B €64 slave,

’AT+BTSPPINIT=2

i B <

[ox

3. P¢'E Classic Bluetooth 144544 i o
e

’AT+BTNAME="EXAMPLE"

N 3. :

’OK

4. $EE Classic Bluetooth 3= g o] & BL T i .
e

’AT+BTSCANMODE=2

i B«

’OK

5. % B Classic Bluetooth %4> &%, & & io_cap N NoInputNoOutput, pin_type 4 fixed,
pin_code 4 9527,
i

’AT+BTSECPARAM:3,1,"9527"

i B <

Espressif Systems 316 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 4. AT #y2 R

’OK

6. FJ& Classic Bluetooth SPP #31.
i

’AT+BTSPPSTART

g B <

’OK

7. BEhREEE PC AR ER .
Rl PC W REHREI 42 “EXAMPLE” HYMEF st . QRSN EL PC AR IEHIT i # T
HEHE, ESP32 f5R:

’+BTSPPCONN:O,"eO:24:81:47:90:bc"

L
- GERREIHAE T R E R,
8. TEIBIEHIR T R AR,
o

AT+BTSPPSEND

N . :

OK

>

iR FR AT B4 A B,
P :
o AT HEAEABG, H DS k& A B sh Rl ek PC i,
9. fEIEAIE R
TEE A AR AR, A RO B B — B -+, WRGESIBIER k. MRS 2055y
LAb, FERTT 2% AT . 5VEE, WCREHEMERITTMA +++, A T RER IR A BEBY
WONELI =4 +. WENEES % AT+BISPPSEND .

WP A +++ TLR I EE R EEE, FRIER AT o, Sl e A AT+BTSPPSEND fiy
AR A

10. WrJF Classic Bluetooth SPP i##% .
iy

AT+BTSPPDISCONN=0

M -

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

K
o BORBCEI R HhE R] BE -5 _Eadme B A ]

4.10.3 {ERsaliifek# PC A ESP32 )t . SPP ¥4 )1 H.ix i 10 fig J1°h Keyboar-
dOnly

ot R E AR A A X A S B iR F PC o ESP32 2 W 3% 5 SPP #%3:5F B2 & I0 2 h A
NolnputNoOuiput FEIRH)—FE . ME—R X FIET % e 50 E .

1. Classic Bluetooth #J1514k .
ros
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’AT+BTINIT21

N . :

’OK

2. Classic Bluetooth SPP 1My ¥ 4G 40 F HAX B A €6 °H slave,

iy

’AT+BTSPPINIT=2

M. :
o
3. P¢'E Classic Bluetooth 14544 FF .

’AT+BTNAME="EXAMPLE"

i B <

’OK

4. $EE Classic Bluetooth = o] & PLTT 12,
i

’AT+BTSCANMODE:2

i B -

’OK

5. & & Classic Bluetooth 24> %%, X E io_cap N KeyboardOnly, pin_type 2§ variable,
pin_code 24 9527,

’ AT+BTSECPARAM=2,0, "9527"

O

K

M B -
|

6. Class1c Bluetooth SPP /pi3.

53
>

’AT+BTSPPSTART

M B -

’OK

7. BEHLIEEE PC RO ER .
e rif e PC W LK R EHI Hy2E PIN £, 0T RATE ESP32 hinfi A PIN {5,

’AT+BTKEYREPLY=O,676572

WERERGH LN, RGN SRR

’+BTSPPCONN:O,"eO:24:81:47:90:bc"

Vi :
o fEIAR PIN AR RE 5 Bk S H ANl 150 B PIN R ACEE
o GEARER o HhE PT B Ak B A AN [
8. WrJF Classic Bluetooth SPP 4§,
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AT+BTSPPDISCONN=0

N . :

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

P :
o BRI HLIE AT RE-S5_E A B R AR

4.10.4 {EBiA- ESP32 JF4MR 2 4 3r SPP 143
T2 W ESP32 FERMRIIRGI, —HAERENL, Ji—HAERMAL.

P AEDA R DA E AT KRB RF e B ATRI AT, DA AT Sk i A 5 e AL
PATRINT o AR AR EBAT R R e s B N R5 2 AL A Lo AT o

1. Classic Bluetooth #1514k .

’AT+BTINIT=1

M B -

’OK

2. Classic Bluetooth SPP {4151k .
FAL:

’AT+BTSPPINIT=1

N . :

[ox

ML
XS

’AT+BTSPPINIT=2

i B«

’OK

3. P¢'E Classic Bluetooth 144544 Ff
MAL:

’AT+BTNAME="EXAMPLE"

i . <

’OK

4. $#EE Classic Bluetooth = o] & PU T 12,
MAL:

’AT+BTSCANMODE:2

Mg K7 -
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OK

5. % B Classic Bluetooth %4> &%, & B io_cap N NoInputNoOutput, pin_type 4 fixed,
pin_code 4 9527,
MAIL:

e

’AT+BTSECPARAM=3,1,"9527"

M B -

’OK

6. FFJ5 Classic Bluetooth SPP 3%,
MAL:

’AT+BTSPPSTART

i B -

[ox

7. JFJE % B Classic Bluetooth Ji] il 5 f . BCELAFLERR] S 10 £, AT RANSCE Ay o] 52 £l 10,
ML

’ AT+BTSTARTDISC=0,10, 10

N . :

+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-34
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE, ,,,-27
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0, -33
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, 25
+BTSTARTDISC:"ac:d6:18:47:0c:ae",,0x2,0x3,0x2d0,-72
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, —206
+BTSTARTDISC:"10:f6:05:f9:bc:4£f",,0x2,0x3,0x2d0,-41
+BTSTARTDISC:"24:0a:c4:2c:a8:a2",,,,,-50
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, —206
+BTSTARTDISC:"10:£f6:05:f9:bc:4£f", realme V11 5G, 0x2,0x3,0x2d0,-39
+BTSTARTDISC:"24:0a:c4:d6:e4:46", EXAMPLE, ,,,—23
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0, -36
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-41
+BTSTARTDISC:"b4:a5:ac:16:14:8c",,0x2,0x3,0x2d0, =57
+BTSTARTDISC:"24:0a:c4:2c:a8:a2"
+BTSTARTDISC:"b4:a5:ac:16:14:8c"

OK

PiHH :
o TR ARG R RE S ik v i AR T .
8. . SPP i,
FAL:

AT+BTSPPCONN=0,0,"24:0a:c4:d6:ed4:46"

Wi K7 -

+BTSPPCONN:0, "24:0a:c4:d6:ed:46"

OK

LK
B TN 8 i L O X R RN
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o YR EEEESI T, ML N &4 7R +BTSPPCONN: 0, "30:ae:a4:80:06:8e",
9. W Classic Bluetooth SPP i£3%,
ML

AT+BTSPPDISCONN=0

i .«

+BTSPPDISCONN:0,"30:ae:a4:80:06:8e"

OK

i
o EHLFMBLER AT DA S W F i 5 .
o UNAR B IIWITT, FHLIEN 23R8 +BTSPPDISCONN: 0, "24:0a:c4:d6:e4:46",

4.10.5 & A2DP ¥ER:GF K A2DP Sink i %

iv/s
« ffifl A2DP Sink FEEFHOWM 125 AR . w1tk 128 RIS 1ES % a2dp sink
o

* decoder I AR URBI AU BT BER ) EATUS I s 1 BB T AR«

1. Classic Bluetooth #J 154k
e

’AT+BTINIT:1

Nl . -

’OK

2. Classic Bluetooth A2DP ¥ #1t54bH: Hi% B /A 8 sink,

’AT+BTA2DPINIT:2

Mg i -
’ OK
3. #& Classic Bluetooth 154524 F5
e

’AT+BTNAME:"EXAMPLE"

Wi K7 -

’OK

4. i%E Classic Bluetooth 333 A] & B v] 445 .

’AT+BTSCANMODE:2

M .

’OK

5. B
source ff (4. REF | % H “EXAMPLE” WS A 1% FEAB T @n] AR HT R RS 2 i i A 4%
W T d Sy, ESP32 FHis:
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+BTA2DPCONN: 0, "e0:24:81:47:90:bc"

LK
o CHRIEN R HhE R BE -5 Eadme B2 AR ] .
6. JHIRTRICE K -

S

’AT+BTA2DPCTRL=O,1

M B -

’OK

LR
o BRIt £ 2% AT+ BTA2DPCTRL,
7. A IR SR o

o

’AT+BTA2DPCTRL=0,0

N . :

’OK

PR
o T LR AP HE 5% AT+BTA2DPCTRL.,
8. WrFf A2DP i%$:.

AT+BTA2DPDISCONN=0

Wi K7 -

OK
+BTA2DPDISCONN:0, "e0:24:81:47:90:bc"

4.10.6 A RIS Classic Bluetooth hii% Ve £5 414
1 REUIN B 4591 36

’AT+BTENCDEV?

i . -

+BTA2DPDISCONN:0, "e0:24:81:47:90:bc"
OK

ALK
o WRZHBA RS IED, AT HadiR oK.
2. &4 Classic Bluetooth &5 45513,
AR AT DA R A A 41 2%
L. I RT MEMER I 5 = b B 48 e e

iy

’AT+BTENCCLEAR:O

Me =
’ OK
2. MR 51 R i A A
Ay
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’ AT+BTENCCLEAR

e 5/ -

’OK

4.11 Sleep AT 754

AR TR A 2 G AT ESP32 28417 i B AT iy S50 BRI

S

o & Wi-Fi #2 X, Ti&E A Modem-sleep #2 X,
o f& Wi-Fi 2 X Fi& & A Light-sleep # X,

o BB TS TR E A Light-sleep 2 X,

o TS TIRE AN Light-sleep # X,

e 1% # A Deep-sleep 12 X,

4.11.1 4y

ESP32 Z BRI SElt iy i AT BEBE A, AT RAFEAS R IR Z [BID) e . 24T, ESP-AT SCRFPAR AR
FER CEZRIRILTE S5 BRI ) -

1. Active Bz A ST TARIRES . R ATASRIR . KSRGS

2. Modem-sleep #ix: CPU W[izf7, WPEMAIPEACE . Wi-Fi . W BEAiA e il .

3. Light-sleep #i: CPU #/{5iz47. RTC fEasMAME LA K ULP AL B gi54T . AR fafi g s
(MAC. F#Ll. RTC @EHf2§si AN W) # Mt b

4. Deep-sleep #iz: CPU FIKFRFIMEHEI &, HA RTC f#fik#s 1 RTC SMSAbT TARIRES

BOARFOL Y, ESP32 AL ARG ffGdE A Active B, 24 CPU AFHFE—E TAERS, BlUNSERroNEE ol
WL, ARG DABE AR BRI

ESP32 {II#E, 2% ESP32 RS AN

ik
o FFo BIFEIATE Wi-Fi BUHNE A B R ESP32 5 B o HEAR A .
o YR Wi-Fi N, Hf station BT Modem—sleep #izUfl Light-sleep i,
o XT WA T Light-sleep fixX, HHIRINTAFAE 32 KHz fifik. QR AMBATEAE 32 KHz
indE, ESP-AT ¥ TAEFE Modem-sleep #2{ .

Il ey 3

Syt AR R I SR T, A SR GRS i AR ST A T I
EE 2% TR, (TR, b LRAGRE T ESP32 , SMEITa e k. )
4.11.2 Ar Wi-Fi BiX, F 3 ¥ & Modem-sleep Biz,

1. %8 Wi-Fi 2f station f=,
i
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Digit Multimeter
DC Power supply

@ ESPRESSIF

P 22: ESP32 Fifi 144

AT+CWMODE=1

i B -

OK

2. A

AT+CWJAP="espressif","1234567890"

MY :

WIFI CONNECTED
WIFI GOT IP

OK

L
{55 ALK SSID RIS T AEHR L3 Ar 4 R . 95 AR 500 B8 250 SSID KD
3. BRI Jy Modem-sleep i3t
s

AT+SLEEP=1

i B <

OK

Frik: RERHRHE AP 1) DTIM 16 M (i as— 08 DTIM 4 1),
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4.11.3 {r Wi-Fi B, F % Fi b Light-sleep i

1. &5 Wi-Fi 4 station fx,
i

’AT+CWMODE:l

M B <

’OK

2. FERBKHAR. BCEMWTIRIRE N 3.

s

’AT+CWJAP:"eSpreSSif","1234567890",,,,3

M B ©

WIFI CONNECTED
WIFI GOT IP

OK

PAE

o AR SSID FEF R T AEER iy P AOANIF] o 35 T AR e 5 SSID AT

3. WERHBRIACY Light-sleep .

e

’AT+SLEEP=2

i B -

’OK

il CPU K2 ABIRHR, RF W SARSEAT+CWIAP B W ] 22 101 5 P4 o

4.11.4 AE#5F) Rk & P ¥k Light-sleep BiX

L. i T B
s

’AT+BLEINIT=2

i B«

’OK

2. WEMEH /S BEMEE) BRI s,

o

’AT+BLEADVPARAM216OO,1600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO" ‘

Nl .«

’OK

3. JHR)

AN A -
Ay
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’AT+BLEADVSTART ‘

Mg J3 -

Lox |

4. 2 H Wi-Fi,

’Z—\T+CWINIT:O ‘

g Jo

’OK ‘

5. BCEIKHRAE AN Light-sleep £
iy

’AT+SLEEP=2 ‘

Mg |3

’OK ‘

4.11.5 A{edi A EHEA P ¥l Light-sleep BiX
1. WhEAk R fa ok W 2 AR5 S o

’AT+BLEINIT:2 ‘

M B :

’ox ‘

2. AR

’AT+BLEADVSTART ‘

Mg 3«

’OK ‘

3. R,
RSN, W AT FF 2 fen:

+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM: 0, 0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK

LR
o FERXARGIF, WA Pl A 47:3f:86:dcied:7d
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o % F 42 /5 {5 & (+BLECONN and +BLECONNPARAM) , i % # AT+BLECONN
MIAT+BLECONNPARAM $REUE £Z{5 ..

4. BT RS BEMCT RN s,
iy

’Z—\T+BLECONNPARAM:O,800,800,0,500 ‘

M B -

[ox |

WERERSHOEH ), W AT 25

’+BLECONNPARAM:O,800,800,800,0,500 ‘

K
o X T#7R{EE (+BLECONNPARAM), ii§%:3% AT+BLECONNPARAM #REUEZAZ ..
5. %1 Wi-Fi,
iy

’AT+CWINIT:O ‘

M B -

o \

6. BCE KRN Light-sleep £
iy

’AT+SLEEP=2 ‘

iy B«

E |

4.11.6 % ik Deep-sleep Bi;

WERIRIR N Deep-sleep 1. & B deep-sleep i) 2 3600000 ms.

’AT+GSLP:36000OO ‘

M .

E |

AR
o BOERIAIENG, B A s, VR R MERRMLEAE , SRS Y AR -
* XFF Deep-sleep Fixt, ME— ML 7 2 E ML -

4.12 AT BEM7pl
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ARSI TN FPA T LA ESP-AT SCHRFRYBC R 755K

e BluFi Bt ™

e SmartConfig B9

o SoftAP B ( WEB B )

o WPS fL

B R NS = 2 st
B 5% BIuFi & & SmartConfig & | SoftAP B WPS B
M

BRI SRR I O (51
JL3 % BLE © © O
BT T BN F L (%% 2) (%]
APP
[MEERIES [ B [ [
BEE R E fi] 2L f A 2o
TR A 45 4 4

o YE L FAE AT [EFrh SR SoftAP il , 5% Web IR 4% AT 44,
o #5YE 20 ffi ] SmartConfig H1 ¥y AirKiss 21 il [ B 75 K G (5 APP, B4 ] g JG v 8 A Al
APP.

4.12.1 BluFi ity

BluFi Jg g T W Al iE ) Wi-Fi MG EIIRE, W2 (H 1§57 BluFi J0i.

1. 7EF- Ml 2% EspBluFi i FIAR)F o
* Android: % HLijf EspBluFi T#; (%4 sligiifs)
» i0S: iOS i EspBluFi ~#k  (iOS it )

2. BSP32 %% & BluFi &4 #F.

’AT+BLUFINAME:"blufi_teSt"

Wi K7 -

’ox

3. JF BluFi,

’AT+BLUFI:1

M .

’OK

4. FHLOIE BluFi #8317 HM
4.1 BluFi %3
FHUFTIF RGE 0 A F1 GPS i Mfig, J55) EspBluFi [y FIFE)T, $RE|4 m blufi_test [
WIS EA, Faad ST ERE. I, BSP & $T B2 T +BLUFICONN
I HE, AR ES S ECA NS, R BuF S0 S E# L.

Connected <mac>

Discover service and characteristics success

Set notification enable complete

(QA)
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(£ 50

Set mtu complete, mtu=...

4.2 BluFi Ji %]
PERSEUT , 7E EspBIuFi W R 7 ity B W, DURPRF S k% 2 B0 & Um . 7R T
Thi i A Wi-Fi (19 SSID MR, il # R AT IRRCI o R5F R %), AR R BTt 2
BREMPATE R

Post configure params complete

Receive device status response:
OpMode: Station

Station connect Wi-Fi now

Station connect Wi-Fi bssid: <mac>
Station connect Wi-Fi ssid: <ssid>

4.3 BE
TSR Z], ESP AR AT Hilie 21, ESP B pIEek & M58 .

WIFI CONNECTED
WIFI GOT IP

5. (WTesP¥R) ESP32 $it ik BluFi ] 7 i€ SCE .

o

’AT+BLUFISEND=4

Mg |3«

E

4 FARE, Bl AR test, )5 AT R AT AR

’OK

BEIF AL AR s s T 2R AP T (R :

Receive custom data:
test

6. ESP32 i £ 4] BluFi.
EZs

AT+BLUFI=0

i B«

+BLUFIDISCONN

OK

SR FHLR IR B i T2 F A

Disconnect <mac>, status=19

4.12.2 SmartConfig Jic %

AT SmartConfig B W75 PUAZEFEL, 43 512 ESP-TOUCH, AirKiss. ESP-TOUCH+AirKiss 1 ESP-TOUCH v2,
PLF 2 AirKiss fil ESP-TOUCH v2 27 (it P 73 65

ESP-TOUCH v2 Jii i 5345

L. fEFHLi %2 EspTouch B AR -
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* Android: %y EspTouch N#  (Z¢5ii iy FFE 7 Y )
« i0S: iOS 5 EspTouch F#k  (iOS 3fi 5 F FL /5 RS )
2. &8 ESP %44 Station F5ixt,
AT

’AT+CWMODE:1

i .«

[ox |
3. ESP32 %4477 )2 SmartConfig.
s

’AT+CWSTARTSMART:4,0,"1234567890123456" ‘

Wi K7 -

Lox |
4. TEFHURHEATAL -
WAL R SRR AR STIF THLAG Wi-Fi, MERERI FARINZ (fI0 SSID: test, %iT3: 1234567890),

JE 8l EspTouch [ J#EFF, siili EspTouch V2 ##4H. TEBkH ) TR - A BT 82 Wi-Fi fO8RS . Ff
P LA BORE DA S AES 848, 7R BT :

Wi-Fi %A : 1234567890
FEBRMMNRERE: L
AES %54 : 1234567890123456

5. 7& ESP A st A e M s 2 .
LI ESP B a2 i R F R :

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F, ESP A HIHEL M 2 ALEN ¢ -
6. ESP32 i%£51% I SmartConfig.
s

’AT+CWSTOPSMART ‘
N . :

Lox |

AirKiss i 77544

L 7T, BRI RTE REFEERH AR5,
2. ¥E ESP %444 Station fE,
e
’ AT+CWMODE=1 ‘
i B«
o |
3. ESP32 %% /= SmartConfig.
Fxs
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’AT+CWSTARTSMART=2

N . :

’OK

4. FEF AU THC R o
FHLERE P LA Wi-Fi (40 SSID: test, #f%: 1234567890) , RJSITIFMUE, A “RéE
FERHET AT, i m Yt R AirKiss BEa T EEA L EBRER R TUTE A Wi-Fi
1234567890, M%) %], FHLRERFERRELHE RER ... .. .o
LIy ESP B # i 2 i RN TR R :

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F, ESP %A HIHEL M 2 B2 ¢ .
5. ESP32 i% %1% I SmartConfig.
s

’AT+CWSTOPSMART

N . :

’OK

4.12.3 SoftAP Pt

AT SoftAP Fit 45172 WEB LM . A X3F41{5E., 55 L Web Server AT 715 ,

4124 WPS it

1. g — 3R WPS BC M f9# 2% (10 Wi-Fi SSID: test) .
2. % H ESP %%} Station £z,
fird:

’AT+CWMODE=1

i B -

’OK

3. ESP32 i&#FF )5 WPS M,
i

’AT+WPS=1

i . <

’OK

U R % b e O G T, JF /R WPS ZhE, F4E %), ESP Starima i LI ER, RIS
M E M .

WIFI CONNECTED
WIFI GOT IP

4. iR ESP32 % #5184 iy Wi-Fi (5 B,
e
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AT+CWJAP?

N . :

+CWJAP:"test", ......
OK

5. ESP32 %4354 WPS Bt .
e

’ AT+WPS=0

M B -

’OK
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Chapter 5

ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT kAo 24580

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
B, il release/v3.3.0.0, release UEEFELMW DL, v REFEKM D XHIRA, Hig R4
5, ARSI

<major>.<minor>.0.0

Hora:

o <major> N FEERA. Bl release/v4.0.0.0 RFHFEKER, EEOFET BTG A .

HREE. R EiE R .

o <minor> NRIELIRAS ., HlUN release/v3.3.0.0 [UCEABR AT, HE QR HEM:. ESP-IDF
AT . FEEHER .

WHETOUR, fFELMN) AT BT LA 2 By 2 g, HEA ERME)E, &k AT B
[ 25 k7435 3 GitHub,

o BRYERIETT A A master 4357 BT, AEEH IS L.

o BB AE master 4357 BT, WSRMAEE, SR LGS .

54 SZRHUIER

ESP-AT A~ - BMUCA TN U E A AT R B0 SCRABIR o SCRFIBIIRI G, WO ISR 9P, RN 4R
WE3FE. T ESP-AT )2 5T ESP-IDF JF AT H , [Nk ESP-AT [ 33U B2 32 R T ESP-IDF [y 30 H;
IR . 4|7 ESP-AT &AM F B0 :

AT fRA& (2Bt | X El4i& A | IDF fRA IDF T35 HARR &L | AT SrhRAE KT
i) A g
Va.1.1.0 v5.42 (3ad0d3d8) | 202775 202725 - 200745
(2025.7.31) * ESP32
« ESP32-C2
« ESP32-C3
« ESP32-C6
« ESP32-S2
v4.1.0.0 v5.4.2 (8ad0d3d8) | 2027.7.5 WS
(2025.7.18) * ESP32 v4.1.1.0
« ESP32-C2
« ESP32-C3
. ESP32-C6
v4.0.0.0 ESP32-C6 V512 2025.12.30 WS
(2023.12.29) v4.1.1.0
v3.4.0.0 (2024.6.7) V506 2025.5.29 WS
* ESP32 v4.1.1.0
« ESP32-S2 A
V3.3.0.0 (2024.5.9) - Esparca | 506 2025529 Va4 17’,{1 (?)fﬁ TR A
« ESP32-C3 A
ESP-AT &K AuA SZ R0 F -

o SCRPBIRAY R 5530
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Service period (Recommanded for new designs)
Maintenance period

V(Y. SRS SSSSE SN S S—_—_. | 010 | 5 Jul 2027
S VA0.0.0 o {29 Dec 2023 s T T o
= ! : : i : :
2 : ; : { ‘ 5 1
< i s i i :‘ ; :
R e B L e e S R
g ' 5 : : : 5
v3.3.0.0 9 May 20:24 29 May 2025
i i i i i i i i i i i
I S Nl © © A
O S N A LR e O I
3’&*\ .é\’b% %Q,Q g&\ @?ﬁ caQ,Q \"’Q @?ﬁ %Q,Q & @zﬁ

B 1: ESP-AT JiUA SCRHPIR

WM AT ZATZ R AT BT, SR RS R 4 AT iRAN 1k F—
A~ AT RRASHY S AT I )38 FE A Z0t A BRI 28 5, B8 %] I (% ESP-IDF 7 £71Y]
PR SEHRRILA A (AT KA AT/ 41i%85 7 X ¢ ESP-IDF AR o

o SCRRIIRAYZES Y]
MRS AR, B0 X 4 ESP-IDF SCRAHBIR 4550 (AT KA st A 7

Z4iZts ;X% WY ESP-IDF Jii4%) . 40, ESP-IDF v5.0 {32 # ¢ BR % 2025 455 H 29 H ,
4 ESP-AT v3.0 ~ v3.3 [ 4P i FRth 3] 2025 4E 5 H 29 H .

— T

o —H AT RZAAHRIRA, WIHBA R RN R RS IASE R, #EA SRR 4301 .
flhn, AT %7E 7T v3.3.0.0 fliA (4% ESP32-C2 1 ESP32-C3 it H) , #i4 ESP32-C3 11y
v3.2.0.0 MUARY SZRA IR AU IR S5 45 o, HE A SCRRIARR A 4930 s ESP32-C2 #9 v3.1.0.0 Jit
AW SRR IR S A S o, R A SR BR300

o A GitHub K-S, 15T AT iR A2 A, GitHub RE&7EHT A A7 ) B s 24 58 A

[ AT [ Bugfix A LRI, 5T 5 1% Bugfix MUASIF L .
o TER PRI A R A L TR R, ERC T R AR R
o TEZFFBIFR N B ESP-AT A AKF4RZEAE GitHub (1) %1550 32 BT % bug B . LB R 5%,

HMRE S 2 U A ATHT Bugfix AR .

55 A&FEM01 AT EPERA
15 K iEAT+GMR 58 E AT FE{ERAIE R, 2% AT+GMR G54 TS T EZ(E 5.

5.6 iI'BY AT A kA

D B F &0y GitHub K%
AR ALy il e
DR AR AR

g

5.6.1 45— BSEN GitHub k'S

TEITIRZ T, 55 HR Y GitHub IS, PRI B 2 A7 75 B SRALR
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5.6.2 520 kP
PjlA) ESP-AT )%, SdTimA LA watch, A Custom,

O espressif / esp-at Q + -

¢» Code (%) Issues 98 i ) Discussions () Actions [[] Projects

@ esp-at Puic s EditPins - ¢ Watch 50 % Fork 684
Notifications

¥ master ~ ¥ Goto® + Participating and @mentions
cejve notifications from this repositon,
when participating or @mentioned 1 for ESP32/ESH
@ xcguang Werge branch ‘bugfic. Al Actiiy 3/ESP32-
ctivi
. MNaotified of all notifications o
.github

) , Ignore
.gitlab/ci docs: Added th T —

bootloader_compon... chore: Updatec Custom

components

docs
examples

main

20 g dlE A (k)

5.6.3 =3B il %A i

73k Releases H & Apply.

DORERESE I T VT AT RATHIEAE . A8 AT AR Ay, B2 ii®) GitHub AYE AT
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O espressif

<> Code (%) Issues (98 i Pull requests L)) Dis 5 Actions [ Projects

&) esp-at Puoic Edit Pins ~

¥ master ~ P Gotfo-

1for ESP32/ESP
@ xcguang Merge branch ‘bugfid. SSLe:! 3/ESP32-

Pull requests

B .github
9 Releases

B gitlablci docs: A C Discussions
Security alerts
B bootloader_compon...
components
docs

examples

main

P 30 sE A AR (iR )
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCREEEAN A T WA AR M2 %k ESP-AT AR, FH-ReAE mind [ -besk 8] ESP32 ¥4 . 4B B 7 &
ﬂ:’zl# TCIEWG TR, IR EXAT s 05 R. KA E TR S AR %, ISR
% ESP-AT T2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

AR ESP-IDF v5.4 Ui A 1 130RS 1039 S, 56 hello_world TRHRLE. HiiRbAK FAEME
ESP32 FF 450K

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
Zliﬂﬂmﬂzii PATR AR E R LR 3RO 5.

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
X ESP32 RAUEL , HEFEEPAE P ARz 1T ESP-IDF 5.4 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

QAR AE P E B TC YA DT A GitHub Bg3IX, BT DA AT B4 B peith s ESP-AT: git clone https:/

/jihulab.com/esp-mirror/espressif/esp-at.git,

ESP-AT ¥ K~ #; % Linux 1 macOS [{] ~/esp/esp-at. Windows [{] Suserprofile$\esp\esp-at,

Frilis ZEASCRY, Linux Fl macOS 45 R 45 H ESP-AT HJERIN A K12 ~/esp; Windows #:AFE R 4E
HIBRIABR IS Suserprofiles\esp. I DAKF ESP-AT LALLM EBAR T, (R E M 6y
AT AT B . R, ESP-AT A SRl A 2 i B AR .

6.1.4 =20 ARWBE

BATHH TR install SRZ4IEL, M2 e T B R 5 3l 42 B 4K 1% Python 4. ESP-IDF 3 JiE DA J¢
ESP-IDF [l i T.H%,

* Linux B{ macOS

’./build.py install

* Windows

’python build.py install

UNRR A — LR AT, 04 BSP32 B A e DA Bl B 1

e %6 Platform name, 40 ESP32 &R 5% £ 1%4# PLATFORM_ESP32, Platform
name [ factory_param_data.csv F X .

e kPt Module name, i ESP32-WROOM-32D #52H%# WROOM-32, Module name
i factory_param_ data.csv E X

o FESEPES FH B EE ] silence mode 2 B, 155G EES 4%, T f# silence mode. —fIFH N NG

ok

=

e YN build/module_info.json XAFLE, FiR= R E R ASHIL. Kk,
R E LS E R, MRS

PARE Platform name S5 ESP32, Module name S5 WROOM-32, F 2] silence mode
B

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..

Q3]
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(more lines of install ESP-IDF prerequisites)

Platform name:
PLATFORM_ESP32
PLATFORM_ESP32C3
PLATFORM_ESP32C2
PLATFORM_ESP32C6
. PLATFORM_ESP32S2
choose (range[1,5]):1

g s w N e

Module name:

1. WROOM-32 (Firmware description: TX:17 RX:16)

2. WROVER-32 (Firmware description: need PSRAM, TX:22 RX:19)

3. PICO-D4 (Firmware description: TX:22 RX:19)

4. SOLO-1 (Firmware description: not recommended for new design, TX:17.
—RX:16)

5. MINI-1 (Firmware description: TX:17 RX:16, ESP32-U4WDH chip inside)
6. ESP32-SDIO (Firmware description: communicate with MCU via SDIO)

7. ESP32-D2WD (Firmware description: 2MB flash, No OTA)

choose (range[1,7]):1

Enable silence mode to remove some logs and reduce the firmware size?
0. No
1. Yes
choose (range[0,1]):1
Platform name:ESP32 Module name:WROOM-32 Silence:1l
Cloning into 'esp-idf'...
(more lines of clone esp-idf)
Ready to set up ESP-IDF tools..
(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build

6.1.5 DU VEESS

i ] USB 4R M) ESP32 i #5458 PC L, PARNEE A HE, S0 Wt ds, WE, g
AR IR R PR K% AT A FIEI AT Wi, WP FR3EE “AT Ay A" 8. T I BN
CAE I E BIE S e Tk B AT 330 61,

6.1.6 AL MLV TR

af7Ui H T.H menuconfig REIHE .
 Linux B{ macOS

’./build.py menuconfig

* Windows

’python build.py menuconfig

SR PA_EFTAT A R IR, DU 2 3L T T Y SR B -
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Espressif IoT Development Framework Configuration

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->

Bootloader config --->

Security features --->

|

pPartition Table --->

optimization level (Debug) --->

Component config --->

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

SR BART DA R L B A TR, Qs AT s I, B S ML D g
S BEA O B 1 TR

/\;

6.1.7 EN gk TR

BITPA R A2 gmit LAE .
e Linux 8{ macOS

S, WRABURECE,

2k

’./build.py build

¢ Windows

’python build.py build

W B TR, BRSSO EAA T AL ota 43 XA KN,
i SE G &7 build/ factory BAAE A ST WG == EE. BH24E R

6.1.8 S5Lib: Rk SIes

IBATPA T A2 Ri Az U [l R 5k 31 ESP32 4% |
e Linux B{ macOS

1% WLESP-AT & # £ 5%

’./build.py -p (PORT) flash

¢ Windows

’python build.py -p (PORT) flash

HE I H ESP32 #4510 H & FREf . (PORT)
it (PORT) .
11 5 ESP-AT bin A fig

erase_flash JREEEEA flash, IRIGE LT AT [FH{.

6.1.9 build.py 3

build.py HIARZET idf.py #3 TH
BRI DABITA PSR L HTE.

=3, 7 HITENH “ota data partition invalid” | %1z 4T

o BE R RPN F A B R E] flash o ADARTHREER

python build.py

(B idf.py <cmd> IREHHLEFE build.py <cmd> H) |
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* Linux B{ macOS

’./build.py -~help

¢ Windows

’ python build.py —-help

6.2 M4k ESP-AT T f¢

AN 41 Tﬁnﬁn_l_ T BSP-AT TR, MERARE 5 4% A7 09 B0 Ty Rk, s
BFF J&i WebSocket 7 5% I 5 AImDNS 3%, AR 20T 2145413 ESP-AT T2, La%ﬁrfﬁ4&f@gAg;;ﬁ%¢+
ESP-AT T4z, (HUREAMIE AT g W, WHESHA SO, @id M 51413 ESP-AT THE.

TERE: PIGEGRIRI AT WE, 3 SRR B ™ b B4 T DRSS IR S fiE .
PR ATLE PRSI R B 8RRz, 1T S n] e A i

6.2.1 PEANDER

TEHPE R RGN, 52 ESP-AT T 2Ry Fork, FRIEAIE . CRBEH L SIFE.
%—F: BFMEY GitHub &%

o % =3 Fork ESP-AT 142

o % =% JF & GitHub Actions 4%

o Fv9: WLE 4iF ESP-AT TAZFFE 0% @q

o %A LA github.dev %% 345 P Fo % 3R A
o %< GitHub Actions %435 AT B 1

6.2.2 B2 BB GitHub k'S

FEITFIRZ W, 55 BRI GitHub IS, PRSI 258 (75 28 AR

6.2.3 45 %: Fork ESP-AT T /%

Vil ESP-AT 0%, midi WA B Fork,

il Create fork EilFES] H O GitHub K5 T . BRIARY Fork {U#% DI master 7337 . QIR GFE B
FHEEN D SN, WHEGE 2% Copy the master branch only.

6.2.4 5-—=2F: JFE3 GitHub Actions Jjfig

HEOE T Actions 3 A GitHub Actions 71 [ .

i I understand my workflows, go ahead and enable them & GitHub Actions,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK
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components

docs

main
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Edit Pins - C ) % Fork

i1 Pull requ ) ssions Actions [ Proj ) Security

Create a new fork

Oowner Repository name

Q UStCCw ~ lI,I’ t

By default, forks are named the same as their upstream rep fou can customize the name to distinguish it
further.

Description (

AT ap on for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

“ode [ Pull requests

Actions ork All workflows

I All workflows
0 workflow runs

Build ESP-AT Project

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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J& i GitHub Actions 52 Ji{ .

6.2.5 EPUL: MCE Gk ESP-AT TR %Y

ﬁﬂ;’ﬁ,u\ﬁ Espressif OTA server {4 /41 OTA token, I H.FFZ# JJAT+CIUPDATE 14 F14% AT [E4:, R
LA ESEMAETR . A, @D@dﬁrfﬁ CONFIG_ AT OTA_SUPPORT (f XHEZIFAMEE., WHSHF L
¥ Ak github.dev 448 45 FedR KAL) BiE BT A TR .

MG Settings HEABE T .

im| M wiki @

¥ master ~ Go to file Add file = <> Code ~

ication for ESP32 ESP-IDF
This branch is up to date with es sp-at:master. 11 Contribute 3 Sync fo & ; ESP-IDF & ESPB266
 RTOS_SDK

xcguang Me anch 'b «_cause_to_crash’ int

wb/workflows

components

) Releases
main
> 24 tags

module_config

tools

K 7: ik Settings

Hiii Settings -> Secrets and variables ->Actions #EA Action it & T .

il New repository secret #E ASHHAIETIH.

i A\ Name I Secrets, i Add secret GE—NHHYEH . HAREYIHIZ OTA token,
e S C B ] B AR AN T

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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<> Code [ Pullrequests (® Actions [ Projects [0 wiki ) Security |~ Insights @ Settings

Actions secrets / New secret

Name *
AT_OTA_TOKEN_W
Secret *

<the OTA tokens from https:/fiot.e

Add secret

K 10: G %4
R FEE LA S HE AT BT, EEE DA, ORISR, g 2580 85 v
TUE R .

6.2.6 512k {4l github.dev gk 25 2RI LY
SR WA PAS % github.dev B 7 SCEY, N HERGITEE.

5.1 ¥TJF github.dev 445353

O 0T, PR BB 2 SEAA PR

AL EALS ., BT github.dev ZifR AR TIT 70 SO AU

5.2 QB 5y 3¢

TEG A RS, FRAPIRASII I 7 SO PR, TE TSR, BB 2 4 20 Sl A BT 7 SR A4 TR
WIEEE Al EF 2 X

B Switch to Branch, )2,

o SN HESE
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Security
@) Code security and analysis Repository secrets
&2 Deploy keys
Socrets and variablas & AT _OTA TOKEN ESP32C3 MINI
Actions
AT_OTA_TOKEN_ESP32_MINI_1

Codespaces

Dependabot
AT_OTA_TOKEN_ESP32_PICO_D4

Integrations
88 GitHub apps AT_OTA_TOKEN ESP32 S0LO 1
9 Email notifications
AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

K11 B e

< Pin G Watch 0 - ¥y Star 0

forked from espressif/esp-at

¢> Code I Pullrequests () Actions [ Projects [0 Wiki () Security |~ Insights 8 Settings

| # master ~ | Go to file Add file = <> Code~ | About ]

Switch branchesltags AT application for ESP32 ESP-IDF
master. 1 Contribute ~» Sync fork & ESP32C3 ESP-IDF & ESPB266
[ ESP8266_RTOS_SDK

Branches 1S se_to_crash’ int
~/ master
release/vl.1.0.0
release/v1.2.0.0
release/v2.0.0.0_esp32
release/v2.0.0.0_esp8266

Releases
release/v2.1.0.0_esp32s2

release/v2.1.0.0_esp32 > 24 tags
release/v2.1.0.0_esp8266

release/v2.2.0.0_esp32c3

release/v2.2.0.0_esp32 Packages

N all branches
[M CMakeLists.ixt

12: Y957
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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-at/tree/master

produck/v

~+ Create new branch...
- Cn ew branch fr

1° master (default) -

shift + P

p

shift + F

OUTLINE
TIMELINE

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

\FI6_AT_ENABLE=y
(= |~ INFIG_AT_BASE_ON_UART=y

Chang 1
onfig.defaults S I S

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT BASE ON UART=y
AT_MQTT_COMMAND SUPPORT=y

]
]

A T |
CONFIG ESP AT FW VER

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

IR Z G, 2 A3l GitHub Actions g5 1) ESP-AT [E{:. 155 4o T GitHub T 23z #7
IGEfRE A AT B0 SCRY, TFEEITRZM AT B4 (HE: SRR AP E T H OIS T esp-at
A FEIATHY, WA E https:/github.com/espressif/esp-at {3 FE ) . GitHub | ) AT FE{SFEE]5 90 KA R
Ja BB RA, W HATIRAF R8I AT [l

6.3 Wi AT ¥ 1125

AR YR T Qe Bl ESP32 RN [ (- AT port . BRIAKEOL T, ESP-AT {4~ UART $2 L1
FAT 5 —MNMHFRHHE (AR E D), 75— T &% AT S Flom sy, (PUFFRA
fir % H ) o
WSET 44 ESP32 AT FfE, 7 H R TGtk S 0, S slidapy T2 BEEN, NEH
L AR R [ o 5 WU S A& 0 ESP32 154514 AT i IR, 75852 i A5 3R -

e %% ESP-AT T.42.

* ¥ menuconfig fit & T ELEB{ factory_param_data.csv FE4& H & T Y A5 .

o HiFLAZ,

o J5HTaY bin TIFBEF LS

AR E A IE S, S BRI TR E P IR R

ik SR EE O AT 9B 053 % (i1 AT SPLEZ I, AT through SPL Hl {#i I AT 4 74% 1

6.3.1 ESP32 %

ESP32 AT [ H iy H M iy 23 A BT LA E E SOV VB, 625 (ESP32 RS HFh &
BN

B8 H G i 11 55

BOANOUT , REEFLIER ESP32 AT [ DA T UARTO 45 il i H -5
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« TX: GPIOI1
* RX: GPIO3

FE4 15 ESP-AT TAEM, W[ {fi ] menuconfig it & T HKF HB MO HE i 1 -

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config-—->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config > ESP System Settings —> UART RX
on GPIO#

fi

B 5 i A i 1145 I

BOATEOLR, UARTL Tk AT S FIH0 AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DA E.#EAE factory_param_data.csv 2 FPG P 1145 1 -

o FTFFEEAHIEY factory_param_data.csv,

o BB FTLEMIFT o

o RIETFHERE vart_port (WIRAE AT HE DR A AT @y 410, WFEESILTT, R
JE R vart_tx_pin fll uart_rx_pin fil AT HEORER—F).

o MPEFENE vart_tx_pin fluart_rx_pin (EFEIEFEERGER, KL ek
M, W AT HEOREH) .

o BANTEEMHERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRRG .

6.4 FIMEEX AT a5 4

ASCREANE T ARSI E 2 S AT 64, DA at_custom_cmd J96il, /R EE IR BT .
HE AR . WRER S, WS H AT 2K,

« F—F AT 4

o B FEM AT 4 F ik
o H= 3 hotB R B

o Fvad: Kok iRk R

c BAY: REMAMIATEE

o 5 ik AT A

WS PR IR)G , §53E 4T AT+TEST 45 3R BGE A T4E R,
H & AR E A4, SHZ R :

o« ESLEEE L

o RIS

o Hukar SR

o MR AL ey AT

o AT 4438 1 3R BUH N 04 235

AT fr RIS ATTIR, DA FESCHE BRENEEL, EHR At 3 e U AT ay S 1 2l

641 HE X AT w4
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i ESLAT @4

A A at_custom_cmd.c 1 at_custom_cmd.h LA HE X AT f54-, HAJHE examples/at_custom_cmd/custom
F1 examples/at_custom_cmd/include H 5% G BEE 11 {}Ej{ﬁiﬂl%iﬁiﬁi X AT 154

TEHE AT i Z B, T8 JciiiE AT ay 2 i FRmIZRAL.

4y SR <
'mvfM+ﬁ%ﬁ%
o SRR (A~2, a~z). B (0~9) MHE SR (1L 5. - . v ), IS WLAT 642
(e itE
B4 AT M Z 0 DA UAMZEAL: Hi{md . Bifmd . REGIMIITmS, EL2EES AT ¢4
mk,

WG, XN RBA 4. BRI AT+TEST SRR IIPIRIEAL, NHEE X AT fir & 1A R BrG
FRIIIRIY, PASSE SCRE R ) 75 B AU

* B, Milesp_at_cmd_struct RKE L AT ap WA FRMPTHRE SRR, T s B &
NTHAFRA+TEST  (FWT O AT) FHCRPrA TR 4

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—at_exe_cmd_test},
/**
* @brief N EWRLZE X EHDTH AT # 4
*/

bi

ik WA SUEARA, I EY NULL.
. Wk AS

static uint8_t at_test_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "test command: <AT%s=?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

. Hiflapd

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "query command: <AT$s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

}

C RS

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

(FItakss)
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(£ 50

/ORBE NS, FREBTE AN TF
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
I

JSRBE NS, R EBTAN AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3

/) AN Ewm K, WEKE, REAZFFED (vart/spi/sdio/socket).
¥ &K Kk # 5| McU
uint8_t *buffer = (uint8_t *)malloc(512);
if (!buffer) {
return ESP_AT_RESULT_CODE_ERROR;
}

int len = snprintf((char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",
esp_at_get_current_cmd_name (), digit, str);

esp_at_port_write_data (buffer, len);

/) R K
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

© WS

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "execute command: <AT%$s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

S5 SIENE AT fir & e

e i F X esp_at_custom_cmd_register B #, I £ K % T H B API
esp_at_custom_cmd_array_regist () HMF AT 654

ZNIEMEE

bool esp_at_custom_cmd_register (void)

{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) ..
—/ sizeof (esp_at_cmd_struct));

}

* X J5, W ] API ESP_AT CMD_SET_INIT_FN 3k 4] 4 4k 5 52 B0 09 ¥ lF AT iy & 8K %K
esp_at_custom_cmd_register,

ZNGIENEE

ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1);
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%5 W R B2 fE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H 5% N A 8 F 09 U5 SCOFE RSk SCH B E AT dy 4, B ke b N R g 4 ok
esp_at_custom_cmd_register, FAHIZMREFE at_custom_cmd /- 28 R IR . SERT DAKE
REfr 4N esp_at_custom_cmd_register_foo, JRJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #]i&fk
VAR

S BEMALTE

WRETES —F: & L AT 44 B T B at. freertos, nvs_flash A H At 40 {4, 4 AE examples/
at_custom_cmd/CMakeLists.txt CFHIRIXLHAARM . 2, 7] PABkIT b A TR, 6 anpr i
i wip 4144, 7RG -

set (require_components at freertos nvs_flash lwip)

SEPUSL: B e Rz v

5E examples/at_custom_cmd/CMakeLists.txt S, B H E XHEM AT 4453 ZFRVEN
— NI ] 558245 ${COMPONENT_LIB} , #fi RA%)/ 751 7S o] DAFR BN R 4. /s B T -

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register")

57k WR B E X EM AT 64313 248N esp_at_custom_cmd_register_foo, N7RFCHLAN
T

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo

. ll)

Shib: REAMFASE

AT WAL E at_custom_cmd HFIEAS SRR L, PAREOR ESP-AT Jil H 75 25 19 0 BB 1R 4%
BRZAME. RGN RERE AR I %, WRETE esp-at/components H T RYFEIRAIF T H E
SCAT fp BB, WIEFHATHA IR, EAREIAE esp-at/components H3g MW EIGLA/ T H
ESCAT fig 2y, AR SCHAXS B T3 o

Jiik 12 e ik E AT_CUSTOM_COMPONENTS MEAr & (IEH T AiksmiF).

¢ Linux or macOS

export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

¢ Windows

set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

&
o iH¥ (path_of_at_custom_cmd) ##ely at_custom_cmd H FHESLLE SRR .
o BV PATREZ A Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"
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Jjik 2: AE esp-at/build.py X setup_env_variables () R INAIKE AT_CUSTOM_COMPONENTS
B RACRD GBI T A siF MR T 4%0F) . ABIRRSaTE

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd"')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

$n Gk AT WfE
SEM A EAEBRSG, AR RR B EE T A T e F s R AT [, FRREHR % B e L.

»

6.4.2 &7 AT+TEST A IBLE T4

IEfEAE LRI, 1217 AT+TEST RIS R T .
M A4

AT+TEST="?

Wi 3% ¢

AT+TEST="?

test command: <AT+TEST=?> is executed

OK

A4

AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK
BE WA

AT+TEST=1, "espressif"

Wi

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

Wi i :

AT+TEST
execute command: <AT+TEST> is executed

OK
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6.4.3 [ LM AT %
RIS B R B AEE T E SCE AR 2R fiv 4, T AR e il EdE AT B

7 SCIR T
ESP-AT B &FFesp_at_result_code_string index X T —EkEE ., W2k A EIES WLAT
H B

W 7 return BIAGRIFH A, WATJHH APl esp_at_response_result () SRR Ar S HATE R 7]
FEACHE R E] B ) API flESP_AT RESULT _CODE_SEND_OK J;ESP_AT RESULT_CODE_SEND_FAIL,

B4, 246 AT+TEST B /E/\ﬁﬂﬁ%%ﬁjﬁ MCU KEEAEN,, Fesp_at_response_result ()
iR E] Kk g, H return BEORR Bl iy ST , NS INTR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/BB MCU REBKEM R R XEE

send_data_to_server();

// ik [El SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

Fr i Kl [m] i i R -

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

NI

N

ESP-AT {2t LA NP4~ APL 3k & 24

* esp_at_get_para_as_digit () A[IREENFESEL.
e esp_at_get_para_as_str () AHEEIFEARSE

B DL E 4

AT E R L iy & S EC TS AL

I S RE R AL ¥ 3
« BUER B 1A
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ARSI S RGN ATH+TEST iy QR <param_2> il <param_3> SEE NS,
Hr <param_2> HTFZSE, <param 3> FFFFHSLL

AT+TEST=<param_1>[,<param_2>] [, <param_3>], <param_4>

SIS AT .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R A

/) FEEEXEAE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

<—>2) H
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 R
VAR -5 B
/) FEEENXRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/)Tl EXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
(FIEED
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} else {
// T ) AR A
/BB EZANER
/)" E R X R
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

4)‘\

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WAREANTAFRSEC ", WS HBA BE N -

AW — B8 i AT+TEST a4l <param_3> ZHCHFAFRSE, Hovia—(S5, R
EWENTIES L

AT+TEST=<param_1>,<param_2>[,<param_3>]

WA AR PRI I ARG O o

¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

SR .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);

Q)
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(8L 7))
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
X T
/)T B E XA
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {

/7 Bl R

/B EZANFEK

/)Tl EXRE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WS HBA B -

il 5 g (N E7 K )

HRHEAEH IR PIT, FERE—DMIITER, RERGE T XA e R BURF HIE .
—RUL, XK OFEEH SN RHITH L.

WeZE i ] semaphore K[EH .

RBIASITT .

p=

xSemaphoreHandle at_operation_sema = NULL;
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] = {0};

snprintf ( (char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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/7w B R

// Kb AW 4 #) B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 W E A AW AT

/75— T 5 R

// BB E % T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I\ AT i % S VAR IR A i Bodia

ESP-AT SZHFM AT fip4-3in 5 A AR EE, R BEPA R #4> APL

* esp_at_port_enter_specific () WERIHRE, AT im0 M A SRS, SRR %%

e esp_at_port_exit_specific() EH esp_at_port_enter_specific &M IEJH KL,

AREUCR ) T3 T 2 MR R K R A e 2 A B AT

o R A Bl B EE Al <param_1> $9E THIRKE, WIFPIR.

AT+TEST=<param_1>

PATR R BIARES A2 AT AL AT iy i FUERBUK BE N <param_1> iy AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer([64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—O0K) A
return ESP_AT_RESULT_CODE_ERROR;
}

buf = (uint8_t *)malloc (specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R
// Rsh & WA A #E semaphores

(T oUgkEE)
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if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

ZEL-E PN S T L ¥ A

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REBEBER, EEWEHRANEEEFSE AT 350 H A

esp_at_port_enter_specific(wait_data_callback);

VAL € N &
while (xSemaphoreTake (at_sync_sema, portMAX_DELAY)) |
received_len += esp_at_port_read_data (buf + received_len, specified_len -.

—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

AR 3:C B DN &

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/7 Bl R
SRR AEEKE >0, WEFHRANREKEATHEENERREKE
/7 B E A AT AL TR X B R & B
/7 WA RO AT Bl R SR
esp_at_port_recv_data_notify(remain_len, portMAX DELAY);

3

/7 Bl R

/7 B BB B

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);

break;

}
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

UL, WA E AT+TEST=5, MAMEHE N 1234567890, A4 ESP-AT iR [EIILE RN IR.

Sy

AT+TEST=5

>67890

received data is: 12345
OK

AT KB AR XA DL Wi-Fi S A2 X, AMEEBIRKE.

AT+TEST

fEi ESP-AT G I AATH R BIPAATER , /BT .
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#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
int32_t received_len =
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer[64] = {0};

0;

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/) B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

ZES-E PN § X % ¥ AN

esp_at_port_write_data((uint8_t *)">", strlen(">"));

/S BREBEERBEHR, EEKIMAKEEE AT S50 HA

esp_at_port_enter_specific(wait_data_callback);

AR LS R &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;
/7 AR SR E R
/7 B A RERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();
/7 7 Bl R
/SRR ABEERE >0, WHEHRRAMAEZEFTELA
/7 OB E AT AL B R & B
/7 WA R AT W R s KR
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);
}
break;
} else if (received_len > 0) {
/)T BR A
A N-W G RPN &
/7 S A RO B AT Bl R B W B AR
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
CFRZEE)
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esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf);

return ESP_AT_RESULT_CODE_OK;
}

I, iR — A ARG 1234567890, 55 MM AEdEE +++, H84 ESP-AT RIS RUTF IR

AT+TEST

>

received data is: 1234567890
OK

6.5 iy ESP-AT friH:PEfE

BOATE LT, ESP-AT M EALZ W) ff )1 UART gEATI0AE, X bt s Bk sl RN ol A&, A
Zid 115200 bps. i 1 A0N%E ESP-AT SCBUES ARttt , 5 TARARSC, FFURA SRR RCE . AR SCRA
ESP32 i, ArZifnfafif i ESP-AT R ERE

Frik: ASCET ESP-AT b T 42X 1, filliddem TCP/UDP/SSL A3 it PERERY— MLtk T3k -

I DR RV 7i7% 2 ) WTTEE NG Sy L R R Al Wi

o [WE] Rt B E
o [HFH] RABIER, AT MR E

6.5.1 [1hj ] Peakic

L ¥ &S, LWIP, Wi-Fi G TR s 8

B HEACHD B EE D138 1 2 module_config/module_esp32_default/sdkconfig.defaults 3445 )i, H:
‘B ESP32 RIBA T E O . ST 1Y) sdkeonfig.defaults ST

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

(N oiaRss)
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# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_RX_BUFFER_NUM=64
CONFIG_ESP32 WIFI_DYNAMIC_TX_ BUFFER_NUM=64
CONFIG_ESP32 _WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. $275 UART ZE 1% S/
&SRS B D1 at_uart_task.c SCEH uart_driver_install() 17 o

uvart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MERERABCE . SRraikISIfl . Bexkiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. EfLniipe vy UART Peffs
ST AT iy P8 an s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

/] B

W PRE T B0 7 YA — R B R AR A, (A AT BB BEAAE T A I . 55 AN L E T REA
%ﬁ%%ﬁﬁ,mﬁﬁ%ﬂ%%%%Wﬁ%ﬁﬁ%%%oﬁ%,%?&ﬂ%%ﬁ?ﬁﬁ%%ﬁ%,ﬁﬁ
FEREHBIE

6.5.2  [HiA7] ABEMRE . Xk HCE

50 ESP-AT 7k [ 28 KR A 1A -
e Sk B -
o BSP-AT %1% (TX) %I~ S1 -> S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
o ESP-AT 2% (RX) H%377i 5 R8 -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

AR RIS T KR, SRR AT, & B SRR AR B AR R Z BT A, AT 2
Wl A s B B Y S B AT RN IR, AR IS AN E R B IRIR B . FESERR T, AEE
Hs B e — A Bm AR B RT ) 5 AR T T F- A T R LB R AT

Frik: NHAECEIY AR AAE SR N EIERE, PRI AE L AT+SYSRAM iy 4R AL ] AT

1. GO fFukfEft
GO ARG AMILALAYHER T, RS HTCEANT -

CONFIG_ESP_SYSTEM_EVENT_TASK_ STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

(P oUgkzh)
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 i Remote Host S8| [R8
A\ 1P
s1 |
Medium =1 Medium RS ’S5
R1 \
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

(B30

CONFIG_ESP_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

2. S1. R1 #M-{R4E

WHEREOLT, S1 MR & ESP-AT FrEE KA. FOMBGARE LT, ESP-AT Rl ML i) i
i UART BT 1R, BReRoN 115200, 7 UART R (£ L, 35 BRIy S Mbps. t, JH
M FATALT S Mbps, W] PAREJERIARY UART VS0 R ML (B A5 5, [l AEA T
T,

2.1 25 UART 2 XK/
R ACRS B D1 at_uart_task.c SCAEH uart_driver_install() 17 o
« $17 UART TX %t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

47 UART RX 70t

uart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

15 UART TX 1 RX 70t

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART JfpR
S AT iy FP8an s :

AT+CWMODE=1
AT+CWJAP="ssid", "password"

(M4
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(£ 50

AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

/] BB

ik P B OR LR UART o] DASCRFBIRX 4 YA, I H 3 HURI ESP-AT 2 (8] UART LR
A REHIA .

Tk WIS PN AR S T B T 5 Mbps, WRAK &M SPL SDIO. Socket %773, F{AH
B4

« SDIO: SDIO AT 3%

 Socket: Socket AT $5F5

3.S2. R2. R3. S3 zl-ift

EEEN T, S2. R2. R3. S3 N2 ESP-AT BRI #i. A AT core 7£ UART ZE 1 [X
BT PRS0 1550 2 2 G 5, (CE W) BANRERT I Y 25, Teastitk.

4.S4. R4. S5. R5. S6. R6 -1k

ESP-AT #1341 [6]f# ] UART #4738 1%, S4. R4, S5. R5. S6. R6 ToFE ik, ESP-AT I
FALZ B AL N BT TiE E R, S4. R4, S5, R5. S6. R6 @@ mifrntn)—HE.

S4. R4, S5. R5. S6. RO ZlFHHLIIEH)Z . ML, MR Z 2 MM EBdam. M
4% ESP-IDF o AL WicFi Pl SRS, T RN, ¥BF7 A PIRCHE . BOSSRg LT ML
FE . /build.py menuconfiqg HHfTHEE.

o {4k S4 -> S5 -> S6: KLy A
o {4k R6 ->R5 -> R4 e )y il &

5.56. R6 f¥i:{ift

S6 FlI R6 Sl {5 MM ARt 2%, ESP32 nl DA Wi-Fi sl UK A f&km iz, Wi-Fi
BT EIRNFRIAITEZ AL, FTRERTRE L

* $21% RF RT3
BRIN STl w A R A S AR, P e DU S AT+RFPOWER iy 420 i) il
B RF LZHTR,

o % E 802.11 b/g/n L
BRI\ Wi-Fi #5081 24 802.11 b/g/m this, B Pl 3@ 3 AT+ CWSTAPROTO i 25 ) FI &
802.11 b/g/n Pl BLEEXEY, KA AP g Wi-Fi Bi(HE A 802.11 b/g/n #HiL,
55 S it B4 HT20/HT40 (20/40 MHz) A5,

6. S7. R7. S8. R8 &1tk

WHGOUR, S7. R7. S8, R8 A ESP-AT FMEALLHEH . NI RISEER M 2547 58, k2%
B BB AR K

6.6 Wi YiH mfg_nvs 5y X
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6.6.1 mfg_nvs 43 XA+4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

« HSHCE (Wi-Fi il UART fE . SRS ): WSH T A8 E4028.
* PKICE (BRIEBABHANCE): WSHPKIRREAN 2.
* GATTS [t (RIIFEHET RS ). WHSH KA E T R G5 RLAN2B.

MIETEEB M SE . PKI A B B # GATTS Bl Ry, &0 DA #idm ik ESP-AT TR, AERUHm
mfg_nvs.bin X 8 arpy T A ABREE, SRR A OB R . AR ST T

6.6.2 :pk mfg_nvs.bin

Be B AE 258 UG, & # thiF ESP-AT T 42, JE 4 %Py B & B il i mfg nvs.py SE4 i build/
customized_partitions/mfg_nvs.csv X (BETITEREN ML SE,. 8. K8, fE
=H), H esp-idf 1) nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin X (NVS FEREE) .

6.6.3 |#% mfg_nvs.bin

AR A MEE — P52 H 2 mfg_nvs.bin S0

o FEEBgIELL) ESP-AT &4, PRI LS L ek FE &,
o {UF# mfg_nvs.bin, XA 5% H 5 H ESP32 Fff) mfg_nvs 27X,
— Windows
1~ # Windows Flash 2k T H. {418 77 25 Flash N4 THHf8m. T
# build/customized_partitions/mfg_nvs.bin {4 %] ESP32, 4w DAiE
i AT+SYSFLASH? fiy4-#5 1) mfg_nvs.bin {4 | 2k .
— Linux or macOS
& {# ] esptool.py.
&P ATE ESP-AT i H s A7 PA R i 2 N 4% mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

F5 PORTNAME B H A H: 4 FR. ADDRESS B4k T 2 mfg_nvs.bin SCEFAYHHE,
TR DAE I AT+SYSFLASH? fiy 42 1h) T 8k .
o MCU & 3£AT+SYSFLASH 14T 1 ESP32 ¥ mfg_nvs 431X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE ¥ A T2 mfg nvs.bin SCEFH R/, AN EIERLAA A E )43 XS, @50] PATE
T AT+SYSFLASH? Gy A2 #]0 X K/ N6

6.7 i) 2%

ASCAYAZE T WA ESP-AT BOAM ) S8ECE . ) SEECE 528 Wi-Fi il E . UART & .
B E .
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o BT AHEENB
o 4 px, mfg_nvs.bin 3

o T2k mfg_nvs.bin 34

6.7.1 ) SHEBEND

MHTERA BT ) S5 B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Thie HEIALE X AT @&
Wi-Fi fit: JirA i 5 Wi-Fi ZhEER) AT iy

e max_tx_power (ESP32 [ Wi-Fi #x
KEFZF, TEEE I ESP32 &
UARZIE R STweN )]

* country_code (EFAHD)

« start_channel GEE#f Wi-Fi {51H)

* channel_num (Wi-Fi 1] S {E 8 5E)

E= eb by PNy
UART fil &  wart_port (I % 3 AT £ & Fil A 5% UART ThEEm AT fiyd
e AT Hi Y f) UART i 1)

* uart_baudrate (UART i 45%)
* uart_tx_pin (UART TX 5| )
« uart_rx_pin (UART RX 5] )
* uart_cts_pin (UART CTS 5| #)
* uart_rts_pin (UART RTS 5| J#)

FELZH 24 B module_name AT+GMR

RS A SRR REE ) S E, REEM nfg_nvs.bin ff.

6.7.2 Bk mfg_nvs.bin {1k

THZT & A mfg_nvs.bin SO A ) SHBCER) mfg_nvs.bin,

6.7.3 | # mfg_nvs.bin {7}

5% T 3 mfg_nvs.bin XY,

6.8  nfal g5y PKI fic

AR T AT T ESP-AT $LL A BRINRG PKT FicE . PKI Fit A% TLS % P, TLS AR5 %% . MQTT
% P11 WPA?2 Enterprise % P (IF 15 HI254H .

» PKI Bt EA-%5
o 2 %, mfg_nvs.bin XA

o T # mfg_nvs.bin I
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6.8.1 PKI it 4l

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Thie

eI

BX AT &

TLS % /i

55 0 B Pl
e client_ca_00.crt
e client_cert_00.crt
* client_key_00.key
5 1 BRIl E
e client_ca_Ol.crt
e client_cert_Ol1.crt
e client_key_O1I.key

e AT+CIPSTART
* AT+CIPSSLCCONF

TLS iz 55 %%

* server_ca.crt
* server_cert.crt
* server.key

AT+CIPSERVER

MQTT % ™'

* mgqtt_ca.crt
* mgqtt_client.crt
* mgqtt_client.key

AT+MQTTUSERCFG

WebSocket % i

55 0 B Pl
e wss_ca_00.crt
e wss_client_00.crt
» wss_client_00.key
5 1 BRIk E
e wss_ca_0Ol.crt
e wss_client_O1.crt
* wss_client_01.key

AT+ WSCFG

HTTP & /7

55 0 B Pl E
* https_ca_00.crt
* https_client_00.crt
* https_client_00.key
51 BE PR E
* https_ca_Ol.crt
* https_client_Ol.crt
* https_client_01.key

AT+HTTPCFG

WPA?2 Enterprise % i

* wpa2_ca.pem
* wpa2_client.crt
» wpa2_client.key

AT+CWIJEAP

WHRGE A SRRk PKIFCE, A4 M mEfg_nvs.bin I,

6.8.2 )X mfg_nvs.bin 3¢ {k

5S4 &, mfg_nvs.bin SCRYAE A PKI BCE M) mfg_nvs.bin.

6.8.3 Pk mfg_nvs.bin

WS T 8 mfg_nvs.bin 3.
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6.9 Il A SUAKIHERE S i 55

ARSI A T QAR ] ESP-AT $2 AL RDIFERE F IR 55 R SCPHE ESP32 Besg b H & SARIIAE R A Ik 55 -

o KIFIE T ARG IR AN 23
o iFet B R SR HE TR S5
— 15 BRI T IR S5-Ik S

— & mx mfg_nvs.bin I
— T2 mfg_nvs.bin It

IREIFEE A M 55 Sk GATT Z5H91 2 7o, B 2 /05— AN JE 2R (attribute type) 24 0x2800
1 E AR S5 (primary service), &FMRSS EIE H— MRS E XA MNMFEA R B NRHIE B2 B —MEF
AIERHEATFA R . WM RXAE RS CGEAZODHMIEY  H11) Generic Attribute Profile (GATT) —7,

6.9.1 {IRIFEH A MR 55 P SCAH A4

1% 2 FE 08 A ik 55 U5 SC 4 /2 ESP-AT T A% 6] & A% 2 6 W o ik 45 Br i 4l 9 SCF, ST T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, WA T EITR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
0 16 0x2800 | 0x01 | 2 2 A002
1 16 0x2803 | 0x01 | 1 1 2

2 16 0xC300 | 0x01 | 1 1 30

3 16 0x2901 | Ox11 |1 1 30

PATS 20 BRI o
* perm FEAMAMIR, TFE BSP-AT TR 5E AR TR

/* relate to BTA_GATT_PERM xxx 1in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

*/

#define ESP_GATT PERM _READ (1 << 0) /* bit 0 — 0x0001 */
- /* relate to BTA_GATT PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ_ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
. /* relate to BTA_GATT PERM_READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT _PERM READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
. /* relate to BTA_GATT_PERM _READ_ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 - 0x0010 */
o /* relate to BTA_GATT _PERM_WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */
. /* relate to BTA_GATT_PERM_WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
. /* relate to BTA_GATT PERM_WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT _PERM _WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT _PERM_WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT_PERM _WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

o FFEFE 1772 UUID 3l 0x2002 FIARSS E Lo
o B TATRFHMEM A, UUID 0x2803 F/RFHER ], HUH (value) 2 5 EAIR, ABRK N 8 {7,
B RE M RERAUR, 1 TR %R, 0 FRA T H .
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fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© AT LT S RHIE . %A THY UUID S24FAERY UUID, S{E 2 4R AR EUE
o SEPUATIE SCTRHERAST (FT3E)

A X UUID W Z {5 B8 2% WA SORIKEL BT -

WK EAEAE ESP32 Besg BRI BOAIRSCI:, AMUEMMENS, FF@RARIIFEI T e, IATER i &
W55k a5 e, SAFEIA R AR .

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
ropert READ
e (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

6.9.2  ZPRIt A SLAKHIFERE T ik 55
TR DA 28 i SRS REHE F 5«

o W5 EARHALIE T IR 5k M
o %, mfg_nvs.bin XA

o T2 mfg_nvs.bin I

TSR LG o8 Wit 55 DS A

AE XS AMRSS, B, HEE L =AMS (Server A, server B fil Server_C), WIFFEHFX =1
W55 4 WU HES o ol T8 SRS ISS IRV R RN, X BLERATTARE C— e a5 A, HEAt R 55 ST DA
IR BIUEA T S

L @SR g 3o
APl SCT—AME OXFFOL [ 32 2R 55
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2. UL AR AL -

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

31 16 0x2800 | 0x01 | 2 2 FFO1
A7 LT —A> UUID 2y 0xC300 [ A BARHE, R E B E N 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

32 16 0x2803 | Ox11 1 1 0A

33 16 0xC300 | Ox11 1 1 30

3. ISIFLAALRF (5 ) .
ABUAIN T2 o FE AL, 20 0x0000 /R Al (notification) FIfig /s (indication) %45 H o

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 2 2 0000
SERA B BR G, B PRI FEEE A k45 LA .
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30
34 16 0x2902 | Ox11 2 2 0000
EARE H 2T KBk GATTS fit &, RJE4EM mfg_nvs.bin .
H: g%, mfg_nvs.bin ({7}
2% £ mffg_nvs.bin SCRYAE G ARPRE I A I IR S5 BLE Y mEg_nvs . bin,
T #; mfg_nvs.bin 3}
W &% T 8 mfg_nvs.bin LR
THEGERUE, ERESANIFEIE A TR, R P m A RS ARG W R .
Unknown Service
JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE
Unknown Characteristic + 1
UuUID:
0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE
Value: (0x) 30, "0"
Descriptors:
Client Characteristic Configuration +
UUID: Ox2902

Value: Notifications and indications disabled
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6.10  ffuf A5 Lo IX

AR T i L & 0 ESP-AT #2411 at_customize.csv K% H i L ESP32 & HF 40X . G4
R — RO REM Py XE.

— ] 43 X 3 partitions_at.csv RS H , FEULILRE b A= B partitions_at.bin SC{4. MR — 4 R E R4S, &
GRS, HIt, A@IE L partitions_at.csv,

ESP-AT $fit 7 2 5p X3 at_customize.csv I REA7iff F i SO . BEHET G0 XK.
FAEEBSP32 AKX, G IR = IR SRR 2R B TR = A IR

o 1%P at_customize.csv

o & m% at_customize.bin

o 23K at_customize.bin £ ESP32 1% &
o T

6.10.1 {&X at_customize.csv
S T R LB at_customize.csv,

2 1: at_customize.csv {15

=] 12 Bz

o * WROOM-32 $gdéonﬁg/module esp32_default/at | customize.csv
* PICO-D4 - - - T
¢ SOLO-1
« MINI-1

ESP32 WROVER-32 module_config/module_wrover-

32/at_customize.csv
ESP32 ESP32-D2WD module_config/module_esp32-

d2wd/at_customize.csv

RIS, AEAEPR at_customize.csv IFREAE DA T HEI o

o B X4 X Name fil Type AR[H P, {H SubType. Offset Fl Size A DAL,

o URETHFEBRI— B X, 5K EE 2 E LA ESP-IDF (esp_partition.h) HE
&

- R E L, HREF Type {5 ESP-IDF {fH[H .

- WERARE L, R Type WHE A 0x40,

o AP IX ) Name ANWELGE 16 277,

+ at_customize 4 XERIA K/ NE XAE partitions_at.csv 1, FRIIET ] P43 X I AS 254 1 e o

6.10.2 ’}:pk at_customize.bin

&P at_customize.csv )5, B0 AT 415k ESP-AT TREE{# ] python {4 gen_esp32part .py A
at_customize.bin {4,

R A, #E ESP-AT TRARH SR THATPA a4, B INPUT FIl OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

* INPUT B HRF AT at_customize.csv 5, i UM% AR .
* OUTPUT Fffe A i) il il s CSV SCHFERAR, WNSRAAMs, R AR ER
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6.10.3 %¢3% at_customize.bin £ ESP32 %75

Ff at_customize.bin N F flash o, ST UMPRE B H SO R ESP32 4, TS E be K AT B4 298
%o NF AL at_customize.bin SCAFF) N #HAE

2% 2: A4 at_customize.bin [ #Hbdk

e T BB E3)

ESP32 « WROOM-32 0x20000 0xE0000

* WROVER-32
PICO-D4

* SOLO-1

e MINI-1
ESP32-D2WD

L]

TEFLBERE LR, A4 at_customize.bin 2R F| flash 5 A Gl —2L% AT #d-:

o AT+SYSFLASH: #8925 flash i F 5 X
o AT+FS: XM %381k

* SSL R45#RHH K

* BLE fR45#rHH K4

6.10.4

RITEARF 2 test [ 4 KB 73 XIS E] ESP32-WROOM-32 Fi4] .,

B 5c$k 3] ESP32-WROOM-32 [ at_customize.csv 3%, W B/ XK Name, Type. SubType., Offset #l
Size,

# Name, Type, SubType, Of fset, Size

test, 0x40,15,0x3D000, 4K
fatfs,data, fat,0x70000, 576K

o4, EPIRIE ESP-AT T.#2, 3% 7E ESP-AT AR H 5% F 4T python 454 i, at_customize.bin .,

python esp-idf/components/partition_table/gen_esp32part.py —gq ./module_config/
—module_esp32_default/at_customize.csv at_customize.bin

SKJ5, ESP-AT #R H 344 i at_customize.bin,
$ =3, 2k at_customize.bin % flash,

1€ ESP-AT TR H X FHATPA R4, JF# 4 PORT Fl BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset —--after hard_reset --chip auto write_flash —-—-flash_mode dio ——
—flash_size detect --flash_freq 40m 0x20000 ./at_customize.bin

* PORT Er it Ay 11 44 FK
* BAUD B HilFrg.

6.11  fifuf 1)1 ESP-AT DKM KyiiE
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6.11.1 itk

AR FAEHE T M S ] ESP-AT Ethernet, Ff i faf RAGINL, AR UNTARIAZ A5 1) o

6.11.2 55— ECYEIFRet

1. ./build.py menuconfig -> Component config ->AT -> AT ethernet support FHPA
KM IIfE .

2. ./build.py menuconfig->Component config->AT->Ethernet PHY &P KM PHY.,
VEFEPAKIM PHY 1)UL 25 PHY BL % .

3. FHiGFk esp-at T (3% Kbtk ESP-AT T42), YL U B -5 5 B0 FF & istT .

PHY fic¥i

i) . /build.py menuconfig ML DAKFHEE H A PHY Rk, 2 EUEIRF ARG (68 1 AN [F] 1Y
BEPF A B AN o

Espressif 15 7 B 4 A P I A A BRAA A BC 2 (551 TP101 PHY A5, ESP32 AT fz 2 SCHR¢IY Fl DA K M
PHY: LAN8720, IP101, DP83848 fll RTL8201. T TI{&[kA:7*, TLK110 PHY D& AFH XI5,
AR HoAth PHY , %22 ESP32-Ethernet-Kit V1.2 A['1#58 #1751t .

6.11.3 20 EEIFABGFNLA

eI KA AL P R R B R 2%, R ARCRE B 8l &k DHCP 55K 24 {0 TP Mtk . ARk s 3R TP
Huhb RS, BB AT DA 384 2 %0 th #4 PC ping T8I AR

6.12 Al B Im— A Frit B 32

ESP-AT TFESCHr 2 AR, HHR UL TR ) Tid & S0 factory_param_data.csv Ffl module_config, #1555
1E ESP-AT TAE IR MIAT A ESP32 ALY SO, MIFEEUOX LEELE . AR ESP32 #54] “45
e :

o ESP-AT T FE%f AW it SeF A, 045 ESP-AT Tl licAH L Fr BOBAE , AR 38 B AR Wi H AR
H, EABBURNEY, PN LERER, SRR,
» ESP-AT TRECIAR SRR, (M P s Z0 A MGERA B B 1 .

AR UL A 7E ESP-AT TAE -l ESP-AT L3RRS ESP32 s R/ BT A4l S04 . R3¢
REHTIERIA S S 2 40 AT 64 Sk ABCER B, RIS OB 3085

o B E ARG T AR
¥ B H FIEARLA LY OTA

¥ PG ARG B

6.12.1 55— BCELHINEAIN) S8

FTFFAHE) factory_param_data.csv , TERIGESGIA AT, MIGLIRTEREM K SE RO, AR
platform X' N PLATFORM_ESP32, module_name X & & ESP32-USER-DEFINED, HAWSHLE

HWTE (BRESGESH L A RRENE).

¢ platform: PLATFORM_ESP32
e module_name: ESP32-USER-DEFINED
e description:
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e version: 4

* max_tx_power: 78
e uart_port: 1

e start_channel: 1

¢ channel num: 13
¢ country_code: CN
e uart_baudrate: -1
e uart_tx_pin: -1

e uvart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.12.2 50 BCEHIHEIALN OTA

1E at/src/at_default_config.c H1f#] esp_at_module_info ZEHAHEME & XBIHMEE .
esp_at_module_info A4 MAL oTA FFIGIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

EARFEAS ] OoTA TRE, IRASE —NE% ota_token FISE="1Z% ota_ssl_token Wiz H N NULL,
F—1Z% module_name W5 factory_param_data.csv 4 H ) module_name —%{,

FHEBWNGH esp_at_module_info ZEM,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

fendif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
#egéif
#if defined (CONFIG_IDF_TARGET ESP32C2)
#eA&;f
#if defined (CONFIG_IDF _TARGET ESP32C6)
fendif

#if defined (CONFIG_IDF_TARGET ESP32)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT OTA_
<+8SL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

%fCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%ﬂ%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XA 3L 304 at/private_include/at_ota_token.h H ,

#if defined (CONFIG_IDF_TARGET_ESP32)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT (‘Fﬁ%gﬁ)
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6.12.3 552 WAL

NI T ESP-AT TARSCHRHNT-6 (RN R51) MFR. BLLBCE A PR A B A SRR E FE 0 7 o T
SCPFRY L
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T gRIEAITIT A H B AT TAE

FE | EARE BR XF Mz R BRIA R & S
ESP32 | WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 | ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 | ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- | ESP32C2-2MB
o module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- | ESP32C2-2MB-
) BLE module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
ESP32- | ESP32C2-4MB
™ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- | MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- | ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- | ESP32C3_RAINMAKER
C3 - * module_config/module_esp32c3_rainmaker/sdkconfig.defaults
* module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- | ESP32C6-4MB
c6 * module_config/module_esp32c6_default/sdkconfig.defaults
* module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Mpython build.py install "f{#] silence mode & 0 I}, FEZH L& X W B E SN sdkconfig.
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https://github.com/espressif/esp-at/blob/b5b66078/module_config/module_esp32c2-2mb/sdkconfig.defaults
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config XM, AT SCIFIORAFHUSLHBC B B E S (SCHIefaFRh/
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults
PAM sdkconfig_silence.defaults

A, FATE RS M module_esp32_default S K H b gy Bl & SO, HFEGH N
module_esp32-user—-defined. TEARIH, HlE X} IDF_VERSION. patch, at_customize.csv fil par-
titions_at.csv ILFRB I, TR F B sdkeonfig.defaults A1 sdkconfig_silence.defaults:

* ffifl module_esp32-user-defined L FHHIXFE, FEMBUANTFELE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_esp32-user—
—~defined/partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32-user—-defined/
—partitions_at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32-user—
—defined/at_customize.csv"

o WRINER A 2 % AT 404 il 'S

CONFIG_AT_FS_COMMAND_SUPPORT=y

SERL ARG, I E AR ESP-AT TARA: e [l F . Afirh, FROTIEA AR AT [EF 5 =5 2%
IR BF, LRI DAESE PLATFORM_ESP32 fll ESP32-USER-DEFINED 4 % AT [Eff.

6.13 ESP32 SDIO AT 31

6.13.1 4y

ESP32 SDIO AT {ii f SDIO 4 7i@ i, Hrr ESP32 fE% SDIO slave 5 MCU #4738 1= .
SDIO m[fifi fj —£R ek PUZ iz, Z/DFEE 4 #iZk: CMD. CLK. DATO £ DATI,

o WT—2, B 44 CMD. CLK. DATO #l DATI, Hift DATI fFK i ;
o XT KK, FEHYN DAT2 Al DAT3.

SDIO slave & AN ffrs

» CLK is GPIO14
+ CMD is GPIO15
« DATO is GPIO2
« DATI is GPIO4
« DAT2 is GPIO12 (k)
DAT3 is GPIO13 (pU4k)

6.13.2  fnf[fi i} SDIO AT

FEMiX SDIO AT {2 Hi, ¥ Jiif 2 i SD Pull-up Requirements [/ £ %} ESP32 B ¢ #EATAL P, 75 30
SDIO Ji 5 Ff 2 5 o
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Slave il

AT T H RNl ] UART {E N A& % A R, RAILAE L . /build.py menuconfig -> Component
config -> AT -> communicate method for AT command ->AT through SDIO ¥4 SDIO

YRR IR . ZJGERg i esp-at TR, BB ECEIHzTT.

Host ]

ESP-AT #3417 ESP32 il STM32 /£ SDIO host %] at_sdio_host % R, %}T ESP32 (%% R~ 6, AJPA
i AT TR esp-idf MUAR A T4 0% X STM32, FRATIHRAER) R ET STM32F103ZET, & [
Keil5 #4793 6% .

XFHA-G, ATAS AR B TIE R -

6.13.3 SDIO %2 I
Host fil]

1. ¥4k SDIO host
 SDIO host ¥k, 92 SDIO Bl AGMIA 1L, (13T 1 i 4 4. SDIO Bk . Bkt SD
mode,
2. ¥rRy SDIO i,
o X 32 BHE IR SDIO spec PHARHERZER, R SDIO slave HRT S %L
o PRAIT B Z, W5 SDIO host Al slave [FIITE R, IPA, MIFTTHESLE slave HIHEILSE
JEAEIFAA . — M host S{ERIENIHRMALIN , %645 slave 2520, FHIFMAHIFT SDIO .
3. R
o BEUCHE BRI DATL A (55 . 4B i (5505, host SSEECER ISR IT
{55, W PHE slave B EIEIE &%, host &1F ] CMD53 =251 slave 55 .
4. R
* SDIO AT DEMO v, Kt ¥l #8 LA, S8 host ] CMDS3 $H4U K ikid %
o EHEWEME, WIRKEEET, IR A FE slave M P F%, HLI host Fil slave S5E5 B FHiwI G
1k SDIO.
» {EVIFIAT+RST 5% AT+RESTORE fiy4 )57, host 1l slave thy FIFEF % H #7914 fk SDIO.

Slave

SDIO slave fJ4bFH-5 SDIO host 2:{pl, slave 4% F] SDIO host & 4 % J5 , @51 AT core 4554 %
JE4h AT core T4, FF AT core AbFRSE G, F-AIXEHRZ SDIO host,

1. #¥14&4k SDIO slave
e i sdio_slave_initialize #Ji54k SDIO slave driver,
e i/ sdio_slave_recv_register_buf FEMHEW A buffer, 5 T Pusa g &, ik
W T 2~ 4210% buffer.,
o JEHH sdio_slave_recv_load_buf Mz NIMIFENHE buffer, HEABICEHE.
* sdio_slave_set_host_intena ] Fi%E host i] F H i, T3 2HEHEPRE LK% F
Eﬁﬁ' SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET,
» /] sdio_slave_start 7ERE{f FHIREN K% .
2. RikHAE
o A} SDIO slave & iEHEHEEZAFIEREY DMA 18], FrPAZEZSEHE AT dr it dm e D] n] g
DMA {5 NAFEH, SR)GIRH sdio_slave_transmit #H4741%.
3. Bl
o AT Ak SDIO i 45 AT core %, 7EH] sdio_slave_recv #IX SDIO $i#i
&, B T IR EE SRR R I E i % i B AT core,
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6.14 ffsBl OTA Jl-2

ATCH G ANl ESP32 R IBLRSCIL OTA JH&. H AT, ESP-AT #13%f AR T LA =4 OTA
fird. BRTDMREE F TR IEFRE A /) OTA fird.

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRSEE AT PR -

o OTA 4435 Yo B 39 7%
o {1 ESP-AT OTA 4% 4T OTA 4%

6.14.1 OTA A *FEE B i 3 5t

AT+USEROTA

Byl URL SEB OTA J14%. fn] ATHRE U EAE HTTP fR55as BRI, H ATz (0UCR A
SR IV . 5% AT+USEROTA JBUE L5 B

HTamdE T H P e X amd, Eal Ll & e at/sre/at_user_cmd.c JEAATED R SE I 4

WA PR s AT -

1. B4R T AW HTTP 5525
2. it URL,

F:
o GRS I E IR R IE R AR B, EFRERE, S REJCEM  AT+CIUPDATE iy
AT, ARG AE R AT+CIUPDATE #47 OTA S B2 T H O Ry % .

AT+CIUPDATE

I & ] iot.espressif.cn {7 BRIA HTTP R 55 2% . 1% 2 AT AT AR 740 X, i8] AT
at_customize.csv HFE X H FHE XK. WM RERMIRA, ZmdRH eIt
FIRFRMINA . W57 AT+CIUPDATE 3R 215 5 .
ST H & X bin SCHF, HEELT Rz —.
1. ¥4 iot.espressif.cn ¥4 %8 3 A HTTP R 5538 , JE9e A8 TR - (TSPl B © 1) AT+CIUPDATE
fird, S F at/sre/at_ota_cmd.c,
2. 1f iot.espressif.cn |- GId— 445, FJEEIL L 4% bin SCfE. (AiHE B E 1 TG EHE CLge i) i
TERENRSS 2% L OIS . ) T55% 18 M AT+CIUPDATE 34T OTA SH48 3REUE 25 5 .
M SN ST
L BREHRE RS, DTSR E R ARk,
2. BAHTIH S A e SO bin SCE, HEAT A G HTTP JI|R3525 -

3. BATOCRY HTTP 5585 . BR ¥ THBOS IR o IXSh, 845 BITHAE at_customize.csv SCHFE X
WP o SOor X

AT+WEBSERVER

Wiy 2T A D0 B g BRE /MR T AT [ B, a2 ERBETH Y R e 7 K Eh RE . TETT IR TT
LT, R web S5 25 6 HEURRT AT [8FF B % T-0L . 0] D\ B AT+ WEBSERVER
B Web Server AT 18] $REUHE 215 5.
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KT I E O HTML TR, i 2% /50 fs_image/index.html, kT 523045 H 01 AT+WEBSERVER
&l S %R at/src/at_web_server_cmd.c,

B AR5 BT
I ST AP OTA TH, Aol TRk

CIRAH

o WERGETIR I 0 AR R R R AT R, AETFSE IR, TR TCIA (] AT+CIUPDATE fiy
AT, ARG IR AE A AT+CIUPDATE #:47 OTA SH48 B7 T H I 4 .

6.14.2 {§i}fl ESP-AT OTA #i4 it OTA F1-4%
i)l AT+USEROTA 347 OTA -2

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

i ILAT+CIUPDATE iy J12% H 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] fot.espressif.cn H 3K
%) token fEL. VAN A PRIEIA T UNTAE iot.espressif.on b AIEBLA I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~Cisco WebEx Mestings  Espressif Systems i +

|OtBLleet if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,u;ﬁDED "
QERIENCES [——~ 7)

ST A AT

B 21: 77T iot.espressif.cn F 3

2. B B AR “oin”, ERAGINA T, HRAEHLIE AT .

i
o U Join IRER AR PR, WA i IEE, EEER KA.

3. wili M T EFRY “Device”, MRJ5 iy “Create” Aefl|E#— it
4. MR RHBEIE AN, T ETR:
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

& 22: i A iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
"' Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Device Status developing

Datastreams Request Logs O

1 wait for request...

+ Create
. Key set you as owner
Meta-Info &
| master 5802d10b6ee86c617583371ade4faf4fend42f2c (master) I
owner 7109246496617d2482c6a3b38498719781734162 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

S. M ZAE SR 4% 0 OTA bin U, BLEL AT OTA token 2581 AR AN R ANFT7R -

#57E: WM SSL OTA, #35 “The SSL token for AT OTA” 35 Bl & .

6. JH “Product” HEA ML, W NI/ . BATH B BRI, 76 “ROM Deploy” " A i 4~ Fil corename.
FAEIR S5 ) bin XFEGA A “ota.bin” HARLTE

ik
o WAREMET Y at_customize.csv FUE XIWH T HE LXK, HFER ota.bin Frif i H
P E XA bin SCEERPTT
o XIT corename FEt, BFEAUA THBIEIX 4) bin S0,

7. By ota.bin REHLRAE A A BIAS o
8. TE 75 LiZfTAT+USEROTA % . WIRMZSE %R, KR OTA FH¢.,

i

o & E %3] iot.espressif.cn [ bin SCEFZ PRI, 5 EE0E AT LI -
— WARTY app X, EHRF bin U4 E R ota.bin,
- WRALGH A& XWX, 155 bin U4 EHN at_customize.csv H1HY Name FE.
Fan, WRIY factory _Param 43X, iEHHRE N factory_ param.bin,
* ESP-AT R A TE A ] OTA pIXrpre iX#F, HIfi OTA i T EAMNREF K, J5lh ESP-AT [#]
P RBIE R IE T, EXT HE X3 X, BT ESP-AT WA &M, #H/OHIH.
o WUREFT RN PG I A e i bin S0, IR 2 E R AR RRACIRE , 0 %5 OTA token i3 ¥
i H 2y token fii .

f#iJl AT+WEBSERVER k47 OTA J}-4%

1% 3% AT+ WEBSERVER | Web Server AT 7= f5) 3IUE £ {5 5.
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
Espressif Systems 394 Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 6. Wi F1IT K H CHY AT TAE

9 Product {id: 3867, serial: 6b4dd7ag }

Id

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chorelbetal: 1.0 codenamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

6.15 i g ESP-IDF JiliiAs

ESP-AT [{FH SR WY IT S HEAS (ESP-IDF ), 43/NASIK) ESP-AT [ R4 5 1) ESP-IDF i
Ao SR ZUE ] ESP-AT TREERIARY ESP-IDF A, AN WU By ESP-IDF JiiA, N4 libesp32_at_core.a
JE&)Z ) ESP-IDF Jift 4255 ESP-AT T#2#Y IDF JiAA—E00] RE & S 25 R f i A

H2, TERLLERRIRNS LT, ESP-IDF (/MRS BBt n] RESE I T ESP-AT T AR, WIRETHEER, A3
BN Z%

ESP-AT [& {4 Xt W ) ESP-IDF kgt 4 i % #F IDF_VERSION ({4, 31X L% 30 4 43 #fi £ module_config
A I TR O R BL A SO E e b % SO AR T OB [ 4 B & T ) ESP-IDF ) 4 2. AL
ID il ¢ s k. f 4, PLATFORM_ESP32 & B WROOM-32 A8 #H [y IDF_VERSION {i F mod-
ule_config/module_esp32_default/IDF_VERSION,

B FL AR ESP-AT [F]{4: 55387 ESP-IDF JiRAS, 4% BE DA T AL BRI

o FFFE4HA IDF_VERSION {4,

o MEFEEHHIL A 50, 3252 ID M L.

o Mk esp-at MHFEFIEAM esp-idf, PAEFIKGwiER 5 JE % IDF_VERSION 45 E 1
ESP-IDF Jifi 4%,

o HHT4RIE ESP-AT T A2,

WA, 24 ESP-AT jit 4~ #l ESP-IDF JRASADLHL, Faid iy 4R AT 1% .

’Please wait for the update to complete, which will take some time

6.16 ESP-AT [H1h2 5

ASCRAHCES T i) — ESP32 RN AT [P SCR a4 . BEPF . BRI 25
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6.16.1 ESP32 %I

ARATAZIAT ESP32 251 AT [ 1X 51

ESP32-WROOM-32-AT-Vx.xx.xzip (447 f%5 WROOM Bin)
ESP32-WROVER-32-AT-Vx.x.x.x.zip (ZF7f&j# -5 WROVER Bin)
ESP32-PICO-D4-AT-Vx.x.x.x.zip (A7 fa#5 PICO-D4 Bin)
ESP32-SOLO-1-AT-Vx.x.x.x.zip (¥ f##k SOLO-1 Bin
ESP32-MINI-1-AT-Vx.x.x.x.zip (ZA~75f&#K4 MINI-1 Bin)
ESP32-D2WD-AT-Vx.x.x.x.zip (A% fi#7 D2WD Bin)

SeRp A A 4

NERIM T E TG ESP32 251 AT FECFBOA SR Ay o8 (1] &0 F05) - BRI SCRHE AT DATERL
EAIGF ESP-AT TR LH M4 (9 30R). SR FmmaE (1O FRR), FRILAHYIH
(e SN SERA SR Ay S8 . IR EATHYEPFILAT B 4, SRR ER ZABAE L, FHE AT
G EATHIERI TR MR E T 5 A 2T OTA JH.

meE WROOM WROVER PICO-D4 SOLO-1 MINI-1 D2WD
Bin Bin Bin Bin Bin Bin

base

user
Wi-Fi
TCP-IP
mDNS

WPS
SmartConfig
ping

MQTT
HTTP
Bluetooth LE

Bluetooth LE
HID

BluFi

Bluetooth SPP
Bluetooth A2DP
ethernet

FileSystem

driver

WPAZ2 enterprise
Web server
WebSocket

OTA ()
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W 7 5
i WROOM WROVER [ PICO-D4 SOLO-1 MINI-1 Bin | D2WD Bin
Bin Bin Bin Bin
Flash 4 MB 4 MB 4 MB 4 MB 4 MB 2 MB
PSRAM [x] 8 MB [x] [x] [x] [x]
UART
%]]
TX: 17 TX: 22 TX: 22 TX: 17 TX: 22 TX: 22
RX: 16 RX: 19 RX: 19 RX: 16 RX: 19 RX: 19
CTS: 15 CTS: 15 CTS: 15 CTS: 15 CTS: 15 CTS: 15
RTS: 14 RTS: 14 RTS: 14 RTS: 14 RTS: 14 RTS: 14
X EAL

TRBI T E 7 KA ESP32 251 AT [EFERIA SRR A st i (1 & 0R) « BROAA SCRFE AT LA
Witatpy TR EBUGFOBAL () @ F2R), RSEEARIRHIBIAL U © 3R). X5 eR Xk
AORSEZH , JRT DA AR 3% 3% ESP-AT T 42 1B U R M BCEL IS STHF

BAHSR WROOM | WROVER| PICO-D4 | SOLO-1 | MINI-1 D2wD

Bin Bin Bin Bin Bin Bin

ESP32-WROOM-32
ESP32-WROOM-32D
ESP32-WROOM-32E
ESP32-WROOM-32U
ESP32-WROOM-32UE
ESP32-WROOM-32DA
ESP32-WROOM-32SE
ESP32-WROVER-E
ESP32-WROVER-IE
ESP32-WROVER-B
ESP32-WROVER-IB
ESP32-WROVER
ESP32-SOLO-1
ESP32-D2WD [x]
ESP32-MINI-1
ESP32-MINI-1U
ESP32-PICO-D4
ESP32-PICO-V3-ZERO [x]
ESP32-PICO-MINI-02
ESP32-PICO-MINI-02U

0000000

00000000

6.17 4nfaf M\ GitHub 25 @it A AT [

1T ESP-AT 7£ GitHub 51 CT (FRZ8E00), IR RS BiERR B GitHub #2421 ESP-AT [
e s A o

VUART BT HE X, EEESH Tt & AT st o § i,
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R PR RIR A AT B, SRR 1 Ciy™ hh A7 RS IE ) i -
THPRATAF T RRAISIPECL B P 8EEE, TS 2 mT e )R i

PATT B T A GitHub N il A AT [

1. B GitHub K-S
TEFFURZ AT, WiSERR ESH GitHub WK, K4 F 21 75 B8 AR
2. ¥TFFMITT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<» Code (%) Issues 50 il Pull requests 4 (® Actions [T Projects 07 wiki © security

¥ master ~ Go to file Add file = About

AT application for ESP32

@ xcguang Merge branch ‘docs/update_how_to_customize_ble... .. « 6daysago {91,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B  module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
B tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub B J5 T JH]

3. Bids “Actions” #EA “Actions” T

4. il “Branch” EHEAEE 7 3C
ERINH master 4337 AR AR R 84S E 4 S Im S 4, s “Branch” 3 A 43 3¢
I workflow T Jfj .

5. i workflow #E A workflow T [
6. FF RSN B ), 16 Artifacts B P IERA I ARTZH

7. il BB I A AT [ 1

278 WIERAHLE Artifacts T A F B W IIEA], 55 % ESP-AT Bl £ 7 Sl E ¢
AT T

6.18 at.py T.H

at.py LEHETEMITELH 2 MB/4 MB AT 8724 (B build/factory H3F FH factory_ XXX.
bin) FHZFISEACE .. XEHCE AR Wi-Fi BUE . IEBMEARCE . UART flE . GATTS fit &%, X4
BRI FEMA JE R R TR oK), AT A at . py T HAB S EMA A )X Lo S 5L E
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[ espressif/ esp-at

<> Code () Issues 50 il Pull requests 4

(®) Actions

¥ master -

0 xcguang Merge branch 'docs/update_how_to_customize_ble_s...

B _oithub/workflows

Go to file

feat: add new GitLab and GitHub jobs for all functi...

@Watch ~ | 44 ¥ Star | 371 %9 Fork | 251
[T Projects 00 wiki © security cae
About

v Gdaysago Y9 1,473

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266

2 months ago ESP8266_RTOS_SDK

& 31: fi5 Actions

B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet
. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at @Wakch ~ 44 ¢ S| 371 %9 Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch 'docs/update_how to_customize ... =TT B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... release/v2.2.0.0_sspa2 B 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... release/v2.2.0.0_espa2ss B 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Triggered via push 6 days ago Status Total duration Artifacts
on 2 igir pushed - ec57920 master Success 6m 25s 1
ons
@ hbuild-esp32-wroom-at
; main.yml
@ build-esp32-wrover-at ) y
on: push

@ build-esp32-pico-dd-at

build-esp32-solo-at
° P @ build-esp32-wroom-at 4m33s

@ build-esp32-d2wd-at @ build-esp32-wrover-at 5m 40s

@ build-esp32-mini-1-at @ buid-esp32-pico-dd-at  5m30s
@ build-esp32-geloud @ build-esp32-solo-at 5m 18s
@ build-esp32-at-full-function-test @ build-esp32-d2wd-at 5m27s
@ hbuild-esp32c3-mini-1-at @ huild-esp32-mini-1-at 5m25s
@ hbuild-esp32c3-at-full-function-test © huild-esp32-qcloud 5m30s
@ build-esp32c3-geloud @ build-esp32-at-full-functi... 5m46s

@ build-esp32¢3-mini-1-at 5mls
@ build-esp32c3-at-full-fun... &m 11s

@ build-esp32¢3-geloud 5m32s

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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6.18.1 4Lk

TR T OT AP IR, e at . py THNEG AL EAE SOA S ek . e B SE L+ Linux
ARBIK -

o % —3F: Python %%

C B apy TH

o %= atpy B iEBLAA

o %9 atpy 15ECE P Ay BT E T )
c HAY: BfFRR

6.18.2 %5—2p: Python Z¢%

MR A C 222256 5 Python, AT AR AR TR . 0, 54k Python B 5 S0y, 58/ Python /Y F 2k
2R, HEt B Python 3.10.0 s iR A .

ST, HVTOMER ST python ——version, 7 Python U,
6.18.3 45 "2 atpy F#k
1fE] atpy DL, iy Download raw file 4, ¥ at.py U N B4 H.

& C (Y & github.com/esp

( ’ Search or jump to. ! Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~
Code Issues 116 Pull requests (2 scussions Actions Projects Wiki Security (2 Insights
Code

master ‘ ustcew

: Code Blame
main

Configs

relink

ory_bin_combine.py

param_generate.py

&l 37: "F# at.py SCHF
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6.18.4 52 at.py JHILEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

6.18.5 VUL at.py e PF AL E B

o 152 Wi-Fife g

s WSPUER Fe B AR E
o %7k UART fe &

o 157 GATTS B &

i
o BAIPANIR GBI L FSEECE, BN, AATARIHME B Wi-Fi Bt B AR A A i E

s MEMSEIE, WAIALAE AN, B AN SHIE R AR .
B EH S E, 15248 mfg_nvs H3R R mfg_nvs.csv 1, &GXNATIET.

e Wi-Fi ficE

MR E ) Wi-Fi S0 E AR R R

S IhgE ;]

--tx_power Wi-Fi [ K D% TN WL ESP32 KT %

--country_code Wi-Fi B ZE G W Wi-Fi B Z XA P ce 2B,
—-start_channel Wi-Fi ® 15158 TG W Wi-Fi [5 2/ XA RS A ) schan B
--channel_number Wi-Fi ) B 51854 TG I Wi-Fi [E 22/ XA RS HH ) nchan 7B

fhn, ERTLARTH AR fisd, BE Wi-Fi K A1) 18 dBm, EIZAUHN US, BIAFEED 1, &
fRIEECN 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o --tx_power 72: Fi{ij i 0.25 dBm, 72 ¥/~ 18 dBm
* --input factory_XXX.bin: #i A {4 3042

fE 15 R T B
YA S I AN PR E AN T R TR
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SH IhgE R34 L
--server_ca TLS R %251 CA ik server_ca.crt
--server_cert TLS RS2t server_cert.crt
--server_key TLS k45 2ei) %40 server.key
--client_ca0 50 B Fimiy CAER client_ca_00.crt
--client_cert0 %0 Eg)jiﬁﬁ 5] iEJP:' client_cert_00.crt
--client_key0 50 BK R client_key_00.key

--client_cal

5 51 BR ik CA ﬂjl%

client_ca_0l.crt

--client_cert1

% LR w15

client_cert_O1.crt

--client_key1

81 ER )Y

client_key_01.key

--mgqtt_ca MQTT X s CA IE+ mqtt_ca.crt

--mqtt_cert MQTT & F gk mqtt_client.crt

--mgqtt_key MQTT % i i 25 4A mqtt_client.key

--wpa2_ca WPA2-Enterprise % ) i 1) CA | wpa2_ca.pem
e

--wpa2_cert WPA2-Enterprise 2 i i35 15 wpa2_client.crt

--wpa2_key WPA2-Enterprise % i) %4 | wpa2_client.key

B, EATLAGE LA S

, B MQTT % i) CA UEF . & A E 1% 4 .

python at.py modify_bin

—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

--mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-

o —-input factory_XXX.bin: #j A E{F Sk

&k UART Jic ¥

FEMH) UART BEEL, {UEEAT 45% 2 () UART BCE. MBS R E T AR

SH Ihge Tt A

--uart_num AT 74 | UART = IFE AT HE D FEBHAE AT ep 2 0, SFEBER
WSE. FRFRAE TR tx_pin fl rx_pin
L 'ﬁAT A&z 1o fil  E—8, W
WAT B E38 0 HEE T rx, W R tx_pin F%
Be 5 # R (Tﬁﬁ@‘lﬁﬁ%ﬂ 1 UART
1Y tx B —E

--baud AT /E/\ T I JEAE{E . 115200

--tx_pin AT 1y 4 1) TX & IE! b PRIE RS S RIS 2 A A 8 T 28

--IX_pin AT /E/\ FIY) RX &) T PRUE R A5 B AS 25 I LA 4 B o 5

--Cts_pin AT 1y L1 CTS 4 1) T ARIE R S B A S AL A v 5 . AN
{JIL?"E]L BB ECh -1,

--Its_pin AT fir4 I/ RTS & TR UERHE o i BN S A Bl o e . A H
ARy, BMEESECh -1,

Ban, ATLAME AR S, B0 AT 4 D BRRE N 921600, TX AN 17, RXAFHIN 16, 2R

5,

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 ——-input factory_XXX.bin

o --input factory_XXX.bin: #j A1 {2F S0

B GATTS FcE

BV, ESER AT B R SR AL T AR 5 SCRY, T % GATTS (YL E S gatts_data.csv H4 7
Bt e
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LT AME Y GATTS Bl R 5

SH IhgE

--gatts_cfg0 T gatts_data.csv 3CAFH index o O F—A T4
--gatts_cfgl BT atts_data.csv U index Sh 1 I—4780HE
--gatts_cfg2 T gatts_data.csv SCAEH index O 2 —A TR
--gatts_cfg3 T gatts_data.csv U index o 3 F—A T8
--gatts_cfg4 T gatts_data.csv LA index N 4 1 — TR
--gatts_cfg5 TP gatts_data.csv SO index S 5 F—A T8
--gatts_cfgb g gatts_data.csv 3L index O 6 F—1TEE
--gatts_cfg7 BT gatts_data.csv SO index b 7 B—A T8
--gatts_cfg8 g gatts_data.csv CfFH index O 8 H—ATEHE
--gatts_cfg9 TP gatts_data.csv SO index oh 9 B—A T8
--gatts_cfg10 T gatts_data.csv U index Sh 10 f—4T4HE
--gatts_cfgl1 TP gatts_data.csv SO A index iy 11 f—FT800%
--gatts_cfg12 B HT atts_data.csv U index i 12 1—F780HE
—-gatts_cfg13 BT gatts_data.csv SCEEHT index Ky 13 —F 75
--gatts_cfgl4 B HT atts_data.csv U index SN 14 1 —F783E
--gatts_cfgl5 BT gatts_data.csv SCPEHT index Ky 15 p—F 75
--gatts_cfgl6 B HT atts_data.csv U index Sh 16 1 —F780dE
—-gatts_cfgl7 BT gatts_data.csv SCEEHT index Ky 17 —F 75
--gatts_cfgl8 T gatts_data.csv U H index Sy 18 f—F 78R
--gatts_cfg19 T gatts_data.csv SO index 24 19 B —F T80
--gatts_cfg20 T gatts_data.csv U A index Sy 20 f—F 78R
--gatts_cfg21 g gatts_data.csv SC{FH index °h 21 —4T4E
--gatts_cfg22 T gatts_data.csv U A index Sy 22 F—F TR
--gatts_cfg23 T3 gatts_data.csv A H index b 23 1—4780E
--gatts_cfg24 TP gatts_data.csv U index Sy 24— TR
--gatts_cfg25 T gatts_data.csv SO index 4 25 B—FTH0R
--gatts_cfg26 TP gatts_data.csv U H index Sy 26 F—F TR
--gatts_cfg27 T gatts_data.csv C{FH index b 27 —4T4E
--gatts_cfg28 TP gatts_data.csv U H index Sy 28 F—F TR
--gatts_cfg29 T gatts_data.csv U index SH 29 —4T 4
--gatts_cfg30 T gatts_data.csv SCAH index Sy 30 —F TR

Bian, GEATPAGEHI AR x4, B index 2 0 47HY perm AR

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" --input factory_
—XXX.bin

o --input factory_XXX.bin: #j A 7[R {2E S0

TR BIURR AT [E, SRR B O™ b B AT AR U fiE .
PR AL i A ORI PR e 8kt . 1T 58T RERY AR

Shsb: WIPRRE IR B R R A s, SRR .

6.19 AT API Reference

6.19.1 Header File

e components/at/include/esp_at_core.h
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6.19.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%4 custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)

Parse string parameter from command string.

S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
» ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%4 len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
PEA ]
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.
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void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.
bool esp_at_custom_cmd_array_ regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
regist at command set, which defined by custom,
S
* custom_at_cmd_array —at command set
¢ cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%%, ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)

regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,
J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%4 result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
S
* data —data buffer to be written
* len —data length
pq |
* >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
S
¢ data —data buffer to be written
* len —data length
peq |
e >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,

S8
* data —data buffer
* len —datalength
Bl
* >=0: the real length of the data read from device
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* others : fail

bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

24 timeout_msec —timeout time,The unit is millisecond.
B
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
B
e >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

%% terminator —the line terminator
PEA ]
* true : succeed,transmit data completely
* false : fail
uint§_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .

#&[n] the command line terminator

const esp_partition_t *esp_at_custom_partition_f£ind (esp_partition_type_t type,

esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
* type —the type of the partition

* subtype —the subtype of the partition
* label —Partition label

1R[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_ DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:
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%% callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.
S8

* buffer —buffer to store the version string
* size —size of the buffer
R M
* > (: the real length of the version string
* others : fail

bool at_fatfs_mount (void)
Mount FATFES partition.

£41:: if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.

% esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

$41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()
to unmount the partition when you don’ t need it.

peA |
e true : succeed
* false : fail

bool at_fatfs_unmount (void)
Unmount FATFS partition.
|
e true : succeed
« false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.
%% str —the string to be checked
B
* true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf’)

6.19.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command
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Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected
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struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)
callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before entering light sleep

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.19.4 Macros

at_min (x,y)

at_max (X,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT CMD_ERROR_OK
No Error
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ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_ CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.19.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.19.6 Enumerations
enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:
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enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP

enumerator AT_MIN_MODEM_SLEEP

enumerator AT_LIGHT_SLEEP

enumerator AT_MAX MODEM_SLEEP

enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch
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enumerator ESP_AT SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT_ OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
13 OK 7

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT RESULT_CODE_FAIL
“ERROR”
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enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT_RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT_RESULT_CODE_ IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT_RESULT CODE_OK_AND_INPUT_PROMPT

enumerator ESP_ AT _RESULT_CODE_MAX

6.19.7 Header File

» components/at/include/esp_at.h

6.19.8 Functions

const char *esp_at_get_current_module_name (void)
get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)
get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_set_module_id (uint32_tid)
Set current module id.

%% id —[in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.

%% buffer —[in] pointer to a module name string

void esp_at_main_preprocess (void)
some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters

]| at_mfg_params_storage_mode_t

void esp_at_ready_before (void)
Do some things before esp-at is ready.

41E: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.
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void esp_at_log_write (esp_log_level_t level, const char *tag, const char *format, ...)

Write message into the log.

This function is not intended to be used directly. Instead, use one of ESP_AT_LOGE, ESP_AT_LOGW,
ESP_AT_LOGI, ESP_AT_LOGD, ESP_AT_LOGYV macros.

This function or these macros should not be used from an interrupt.

esp_err_t esp_at_nvs_set_str (nvs_handle_t handle, const char *key, const char *value)

NVS operations for string and blob.

S

nvs_set_str,nvs_get_str,nvs_set_blob,nvs_get_blob

£41:: These functions can be overridden with custom implementations. For example: you can override these
functions to encrypt the data before writing to NVS (decrypt the data after reading from NVS).

esp_err_t esp_at_nvs_get_str (nvs_handle_t handle, const char *key, char *out_value, size_t *length)
esp_err_t esp_at_nvs_set_blob (nvs_handle_t handle, const char *key, const void *value, size_t length)

esp_err_t esp_at_nvs_get_blob (nvs_handle_t handle, const char *key, void *out_value, size_t *length)

6.19.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT_LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

CONFIG_AT_ LOG_DEFAULT_LEVEL

ESP_AT_ LOGE (tag, format, ...)
runtime macro to output logs at a specified level.

S
printf
S8
* tag —tagof the log, which can be used to change the loglevel by esp_log_level_set
at runtime.
* format —format of the output log. See printf
e ... —variables to be replaced into the log. See print £

ESP_AT_LOGW (tag, format, ...)
ESP_AT LOGI (tag, format, ...)
ESP_AT_LOGD (tag, format, ...)

ESP_AT_LOGV (tag, format, ...)
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6.19.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE
enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION

6.20  fyifof P R ER B

6.20.1 T4y

AL (silence mode) & ESP-AT [E{4 1) —Fham ik e Bk, 40 AT i HE (HIAT B &5% 2
FHE) 7k, EEEEEE . WEREH, R E R RN (B RS % T 1w ARy 28
DR AR RN

 TEpython build.py menuconfig > Component config > AT 452 T 28 FIATFEIN) AT Thg.
o % /MU BRI SCHE RN ST LA i

4 A ANEE R DIE A AT R R0 B

BRRkAES = R
SEHEIEGL (I | JPE—2& AT B H & J Ji 11 (esp-at.bin) BR/NEHII, X AT g
0), HEFFILICE: S AT BRI

TACHS H R A B R A KRN, AT S5 R
PRE (miFan &),
e R (RIE N | R (esp-atbin) K | AL R —2E AT i H &, £l CON-

1), AHEFEIAE INERIN FIG_LOG_DEFAULT_LEVEL it & 2%k, M
7 oA AR B A5 H R, iX 3 s i
AT T RERIMEEE .

iR H 7B -

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —-
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
Error: app partition is too small for binary esp-at.bin size 0x135ae0:

- Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped: subcommand failed.
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6.20.2 fil¥E

o e AR R
— R¥e%51F ESP-AT 142
TESE = AL silence mode N No (I Yes) REH (FHH) BB,
— M W %5F ESP-AT 142
TEPATE 5.3 A TR, 1B esp-at/.github/workflows/build_template_esp32.yml 3C {4 H
silence_mode WMH, B2 Hai2E L. BN, TITEHEBMRL, NHRE M-

- name: Configure prerequisites
run: |
# set module information
silence_mode=1
# set the silence_sdkconfig.defaults file path
silence_sdkconfig=module_config/module_<your_module_name>/sdkconfig_
—silence.defaults
mkdir build
echo -e "{\"platform\": \"PLATFORM_ESP32\", \"module\": \"${{ inputs.

—module_name }}\", \"silence\": $ }" > build/module_info. json
o RO AT FEFPSR BRI |, SREHATAT+GMR fip 4, Hi R RIS T = S
FEEEH
- R BN EEAEEL, AT+GMR iy i B A5 s—, filgn:
AT+GMR

AT version:3.5.0.0-dev (s—88bdead...

(more lines of version information)

OK

- WERAR IR, AT+GMR iy W A s -, Bildn:

AT+GMR
AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK

6.21 % AT i H &

RSB T W H BRI, T AEHCE 2 TR ESP-AT ShAei H i B, % 1174 %
ESP-AT 42, {645 =07 TFL B silence mode 2 No. 7555 Ti S HUFE TARHL, LA S bRHGL
FFHPE L H A

o AT Wi-Fi 48384,
o AT M 43 7 iBiX
o AT BLE s 43R iX,
o AT 3% Iy f 1K
o KT B

AT H &, FEMAT B 5% 0 fl), R e SO, A4 fiih B ) TX GPIO &,
e 0 T RARZAE M HE.

fike N E G IEEIUR, F R R, RS LR TR, BERLIR
BEMelt HAGRCEE . B 1R H G K, S ECCEA BE# B cask wdt S0,
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JE R H AR R E TS, BRI/, W RSB IR R, AT, Au_f PATE python build.py
menuconfig > Component config>AT AR N FARNETN AT HEERBUNEL /N

6.21.1 AT Wi-Fi Jjigilik

o AT DR A T DATE R Wi-Fi 1 4t H 2

Component config > Log > Log Level > Default log verbosity > Info (Eﬁ Info.
W E%ER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi.
—statistics > The interval of dumping Wi-Fi statistics (ms)

REAT DA I LA BCE PAJT IS Wi-Fi 2 BRI i H 6

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Supplicant > Print debug messages from WPA Supplicant

ik e HAER, @TRESBE] Wi-Fi RN, BAESGEZ% Wi-Fi JH Y.

6.21.2 AT WM& Ihftiait

TCP 83X
UDP 81X
SSL 1R3X

ICMP #]3X
IwIP I 2%

TCP ik

55 4% TCP jzﬁﬂﬁ TCP (¥ (41 SSL. HTTP, MQTT. WebSocket %) [ H (TX) Fl
14%/\ RX) e, WA TECE, H4&RHERRHTE TCP Bt F R, s P B,
TCP % B TCP J¥51°5 . TCP #fiiNs . TCP g1, HAxug Al TCP #R7E (L (TCP flags).
Hr, TCP fifie CWR(128). ECN(64). Urgent(32). Ack(16). Push(8). Reset(4). SYN(2)
AFIN() [ B FUE.

Component config > Log > Log Level > Default log verbosity > Info (EEQ
—Info W\ k% %)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >._
—Enable the TCP packet debug messages

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the TCP packet debug messages > Specify the list of TCP port.
—numpbers to monitor > 0

UDP ik

i 4% UDP 8(AE T UDP (sl (40 DHCP. DNS. SNTP, mDNS %) [t (TX) Al A
(RX) Bt , WA PURACE, AWM HERRSTE UDP Sditufs e, HAhass IP gk
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B YRS, H AR A UDP K .

Component config > Log > Log Level > Default log verbosity > Info (.
~Info N Lt%%)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >.
—Enable the UDP packet debug messages

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the UDP packet debug messages > Specify the list of outgoing UDP.
— (UDP TX) port numbers to monitor

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the UDP packet debug messages > Specify the list of incoming UDP.
— (UDP RX) port numbers to monitor

SSL ik
EERTOAR AT O LA SSL 3 ARG IR H A

Component config > Log > Log Level > Default log verbosity > Verbose
Component config > mbedTLS > Enable mbedTLS debugging

Component config > mbedTILS > Enable mbedTLS debugging > Set mbedTLS_
—debugging level > Verbose

ICMP ik

AT AE H PAR BLE PAJT IS ICMP J1E (AT+PING) B H 25

Component config > Log > Log Level > Default log verbosity > Info (EE_
~Info WLE%%)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >.
—Enable the ICMP packet debug messages

IwIP 2% ik

0L DA S 0 H A Jo R R TR RT oK, 5RT PAFE % 42 Component config
> LWIP >Enable LWIP Debug F&EHrER AT E.,

6.21.3 AT BLE Jjiig ik

o BTDAEIRAEAT A &350 EAEWITEHE, AiiHil BLE BT .
o BRTLAUEMPATECE LAJT S BLE 4. 282, 3. Bk S 5 ARt il H A

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > HCI.
—~layer > DEBUG

o SERTDAS A AT HCELATT /S BLE FEXT i R A i il H 75

Component config > Log > Log Level > Default log verbosity > Debug

Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > HCI.
—layer > DEBUG

Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > SMP..
—layer > DEBUG
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o BERTRAE VAT BCE LAJTE BLE GATT JZA 1A H A&

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > GATT.
—layer > DEBUG

o BERTLAE M PAR R E LAJT IS AT BluFi ZfERYIH I H &

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > BLUFI.
—layer > DEBUG

SR DA R B TOVE W R TR EE R, 3R] DATERS1E Component config>Bluetooth>Bluedroid
Options >BT DEBUG LOG LEVEL | & HHAh I 22 1 I il & .

6.21.4 AT E0UReIR

o MEAHEAEAT 7 &35 0 RIE] AT il TX %ik4y MCU B, BT man TR :

Component config > Log > Log Level > Default log verbosity > Info (EE Info.

— W E%R)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.

—MCU (AT —-—--> MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT -—--> MCU) > The maximum length of the data sent from AT to MCU to be.

—~logged > 8192

o MEMEAEAT 7 &35 0 PICAT il RX B2 MCU Aok By, @i r R an R e :

Component config > Log > Log Level > Default log verbosity > Info (& Info.
~ N EER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT_

—from MCU (AT <--—-- MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data received by AT_
—from MCU (AT <-——-— MCU) > The maximum length of the data received by AT from.

—MCU to be logged > 8192

6.21.5 A B
2B 12 PR TCP 3B B % % R G

Y ESP BUHAEPRRRN 115200 PAKAE AR OLT , /0 TCP % i 5 i 5545 d5r. T TCP 3%
%, EABEEE, IR RS

QT K T

o ESP-AT %1% (TX) 158378 S1 -> S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
o BSP-AT $20i (RX) fU%dE 7} RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

WNFHEA AT BPFEREEZS (ROl AT 3200, M4, Wi-Fi %) higgdafe i, 2%
TOMEIRS, SRR IR T KT 47 -

o X SI/RI (B HEE):
5 24 A7k MCU [i] ESP #E4H Kik iER s (TX -> RX £k ), PABIA UART @5 27
EH . RIS E (EEEIOVERE RABIRER) , R ELE. & L EE AR
il . MCU il ESP [ UART k% KK . W da il Basie . st A GRS

o X S2/R2 (AT #:11)2):
JE AT 3% a3 BLE I ER e AT EfE. Zgssn, @atAT 8 &% 0 i HER A RX
(Ball) AITX (&%) B GRS . RAMEEEKL, WHEMAEREEEIT . &R
A K AT 5] KB 8, /57F esp-at/issues $:3Z issue.
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 i Remote Host S8| [R8
A\ 1P
s1 |
Medium =1 Medium R5| 1S5
R1 A
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Efievact R6 R7
Host MCU ESP-AT AP Internet
Pl 38: Fdiin

o T S3/R3 (AT PNFAbFR) :
T KT,

o X S4-S5/R4-R5 (442 ):
JEFATCP R Bl &I AT eF AT [EfE. S se), AT 8 &% w fie H &S LwiP 2
PG R AR IER . WA BRI, 157E esp-at/issues FEAZ issue.,

o X}T S6/R6 (Wi-Fi |2):
JEtH Wi-Fi X BB R mie AT B4, g5, 2% 5k Wireshark (i H 555 ik 4k
P, HEEGEAT 0 &3 e P HES T Wi-F 2R E HE S 5. WERHIA R 88 7E Wi-F 2,
T TE esp-at/issues %2 issue; 7 [A) @R H MR 5545w, W B ITHEE .

Bl 2: A BLE &%, FHild R

Y%t ESP MR BLE %) i 5 FAILUIE B 57 BLE SR HMIT 1542 .

o A IR BLE Wit rg IR N, WA 3 S, IIURAT B &5 v gl H G dE 7oA. H sl
AE 0 S WP IR R, XU AR 2 BLE @Y, IR AT F¢f . wfil:

Disconnect reason = 0x13

o G, BLE FHSERE S A, W TAT BLE 24t VEIRACE , JE405 AT B{F. (e85
Hd‘7 {TJRFXAT H ::!\_::j,% 7 ﬂﬁjiﬁ H %i&ﬁ?ﬁmo
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B - R liie AT ay 2 AR

Ik
WRBES 2 =T P s -G W E ) AT ay S MBEEA LMK, WA Rl ST,

425


https://www.espressif.com/zh-hans/contact-us/sales-questions

Chapter 7. 55 =77 I = -G 5 il fb AT v & Al
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AT FAQ

o AT EfF
— ROGABLAIZA B H KA B, 4o T IRIRE ) a9 [E) 4 2
— 4ofTIR I AT B4R 25 ¢
— B L E 0y AT B 4o T 2%, 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
- AT B, L9 EREH AN GAE RSB TmEL, A4
- ETRRAR LAy BRIN AT Bl L3R dr &, VA BRI G AR pe R T 46 33§ ¢
— I MCU %> ESP32 % &% AT %4 Fihw, A4 )RR 2
— Wi-Fi ¥ (4T¥F WIFI DISCONNECT) % H1t24 2
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- REH AT 545 H TR = ARG R =78 ¢
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT &5 5k F 4 ho T AL 32 2
— AT AP B 2 R BTS2 (BRik: 115200)
— ESP32 1% A AT 0 5t NiE AR X, 4o REEa9 I S WA, ESP32 fe 4 By RT3 8 ¢

— KW T B P 334 TTIE 4% notify %o indicate T4 ¢
o FRAF

- ETRIEA oy AT B2 RS K flash % X 2

— AT B 4o fT & F error log ?

— AT f& ESP32 #540 v #4 UARTI ififZ% Br 5 ESP32 #24044 datasheet 23k UARTI &y T~ —%¢ 2
o MAE

— AT Wi-Fi i 35360F % 00 2

— ESP-AT BEl#F TCP £ i % O K/ T T A 2

— ESP32 AT Bvt S 4o T iM)iX BARAL 2

— e fTH5 7 ESP32 AT %3N TCP 348 5 5% K E 15 k3% 2
L)

— RS R T AR AR R v Rty AT 04 ©
ESP32 AT 4ofT45 E TLS WU ¢
AT B 4o fTi5 7 TCP 454 ¢
ESP32 AT %4 PPP%?
AT 4o fTiE 48R X8 & ¢
AT 3§ 5-4ofT 230, HTTP W & 4215 h e ¢

427



Chapter 8. AT FAQ

8.1 AT |1

8.1.1 IR BAT I AN, AR IS T A B0 ?

WIERAT B+ TEAT B BRI R [, ST %5 B AR % -

o GEAR RIS IC B AL R [ (4 (R ESP-AT B A 2 5%)
o BH HILEAT KR8 AT B+ 2 .

8.1.2  MfARI AT [l gh ?

esp-at 1l H DAYE AR AN T4 136 R A 28 A T AR B G P vh 40 e« BRI PE (LT esp-at/
components/at/lib/ HRT) ZMIRRY, FIFEITE.

8.1.3 Py L E M AT W P4 ?

* Jpgsk Windows Flash 2k TH. | {4045 0] 2[5 Flash |~ TH F 45w
o Bk ZH AT F #8454 .

8.1.4 ey ESP-AT 4k il R BiAT bin 34 7

T A A, DU RO DL AR P BIEL A RO ) 2MB/AMB
B bin 304, {VF build/factory H3® N,

8.1.5 iy Ly ESP32-WROVE-E Ei#l L), HirTEIE R “flash read err,1000” j
25 T B I AT @ % ?

* ESP32-WROVER-E [{#i2H ] VA5 et ESP-AT [, FHtH I “flash read err” FE5 1%,

o WIRAHZELAE ] ESP32-WROVER-E BIZH[1 AT A 2PIRE, 1555 U F FERE RS (R oe s [l 4«
- FHEH;
— FIERM
- B E M

8.1.6 Bl " AT IR Fridss ?

o B SRR RS, RN SRR
o WPTRETFRIBE R, AT LA E O iy 4AT+ UART_CUR 5% AT+UART_DEF HEF7{&1k .
o BMEAAE,

8.2 AT w2 5w

8.2.1 AT /5 busy & 25 7

* 278 “busy” FURIEAEALPERI—FkanS, JCIAMAR YATHA . o AT ay S B2 2ertn, H
SePSERT— a2 Jm, A RO &S
o YUHEZRGATEIERRAR, REHRSIER “busy” 3k “ERROR”, AT OMHA, 34
KR AR
- O A AT+GMR (BA74F CRLF) (E#877), T AT+GMR (/747 CR LF) D42 K5
AT % 1, RAESPATIZ S BRI RS0 A58 M AT+GMR #24E, il 15
ZHEAE, PR FI WA, REHR “busy”. HARZRFC LM | AT+GMR
T8, PRSI ZA8AT, SRR O — AR S, REHR “ERROR”,
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- MCU %:i%x AT+CIPSEND J, Yi#| busy p.. Wi, MCU 525 Ak Xcdls. [ busy p.. i3
AR S AT, METE AT BIEF AT E—Z )G, MCU FEEH ik iy

4.

8.2.2 AT [ilfF, EWURRES a4 BB PifEe, Mha?

ERR CODE:0x010b0000
busy p...

o WEEARWRE” IEFEAR E—4md7.

o —BAEIL T A SR busyp-”, 278 ERR CODE J2PA AT IT T RIS .

o ISR RS AR Rtk ] TIXAME AR, WREMIRRLZ XA ST 2 R
THITAF IR AR S, B LR IE T E A AT fr

8.2.3 AEAFIBLAL ERERIN AT [ 1F SRR i 4, DLRWIBRE fir 4 AWIBAS R AS I 45 52
7

o ARGAE TR ESP-AT TEA [FIREALEBOA B (AR SRR fir &, T AS B ESP-AT B 2 7%
o ARG AR I G o M BCATT UG SR, ARSI IA BB TR e, &R PAS % release

notes,

8.2.4 1 MCU 43 ESP32 &4k AT a2 Joilknl, St 25K ?

24 MCU 45 ESP32 5 ik AT fiy & 5 T Wil METR TS, 7FEfRF SR :” ATv\n”,
W& E AT B & &R R R

8.2.5 Wi-Fi i) (JTE WIFI DISCONNECT) & hfl-2 ?

WAl DLFFAT B 3% v & FE P Wi-Fi WP R A, @ % 237 B “wifi disconnected,
rc:<reason_code>", ALY <reason_code> iEZ&% : Wi-Fi R [H{LHH,

8.2.6 Wi-Fi &% ULIT 3 25 Pk ] G4y Wk vk ?

* AMPDU ez PE L.
- QREK R8N SR AMPDU, 82 ESP32 AEFK AR A H I, H 3 X[ AMPDU LjfE.
— SRS 2e S AMPDU, {H 2 5% By 281 ESP32 2 6] /) AMPDU f& 5 {7 AE 2 bE A, A4z
WK A AMPDU ZifEE(# ESP32 (1) AMPDU Thfg. fR 245 ] ESP32 ) AMPDU
IhEE, 4 HAT%F ESP-AT 142, {ESB TRl E TR Bkt
x+ 25 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi->WiFi AMPDU RX
* phy mode FHEZE1E R Q1R B Hh #5F1 ESP32 2 [a] 1) phy mode f77EAEAS 1 0]/, P2 B )40 % th 2%
i) phy mode 5 # ESP32 [ phy mode. HIAREEY 5 ESP32 [¥) phy mode, i#5 % AT+ CWSTAPROTO
.

8.2.7 ESP-AT #4174 % + ESP-WIFI-MESH ?

ESP-AT 24 i A 57+ ESP-WIFI-MESH,
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8.2.8 EMA AT av A VEHER H 2z UL B s iz pil ?

MR AT B, BB 0LF R

o P =N HZ%: AT+MQTT aliyun,
s BR=MNHZ%: AT+MQTT QCloud,

8.2.9 AT an At Ml UL BRI RG I T R H h4 ?

A[PA. ESP32 i) Wi-Fi fll Bluetooth LE 3t i —#R Kk, W {ifi fHAT+RFPOWER fiy 43 E .

8.2.10 W Ulahxl AT 728 ESP32-WROOM-32 Eide vt ¥ b HID 8RB, ?
T PAWY, 8 Z% Bluetooth LE AT 474~ % . T X AN 842 7 B A0 s 4832 - https:/pan.baidu.
com/s/1 TgNE2DpJtVARGgB-jb8UIQ #ZHtfig : f6hu,

8.2.11  Jyifuf 5 I 2 BRI I P AS S £ AH vl DAAE G ¥ AN 2 1 ESP-AT R 52 £ 1% 4
7

BIANTE ESP32 R 51 SRy 4 WPA2 (ol itk th A5 DhAE, 75 4% 7L menuconfig H T /5% 20
B8 . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command support,.

8.2.12 AT iy APk AT i b2t 7

W PAZFZAT & & 53 BT P I SCPATEE .

8.2.13 AT firAvpih b P M T DLz 7 (BRik: 115200)

AT i 453 LAGBERE A8 i MBI .

o W—Fhiyyk, fal AT E 16y 4 AT+ UART_CUR 5 AT+ UART_DEF ,
o TR, ERTAE B R IE AT [, IFNGH: defT%HiF AT T2 5457 UART )%
HFEBE,

8.2.14 ESP32 fli}l] AT iy &k AELBLA, WOREZIIRIF, ESP32 G4y Al
WRHE R L 7

“WIFI DISCONNECT\r\n"”,
C WEEBNR, U fE ATV210 ZIFHN, v2.1.0 B2 WA TR G % 4

8.2.15 ADV ) kB Eld 31 v ZJn Wiz i e ?

AT+BLEADVDATA i34 345 adv 4k 25050k 31 735, WRHERE T K BS5, W
& | AT+BLESCANRSPDATA 4 %1% 'H .
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8.2.16 {IKLFEWE A % o i fnl fi fié notify Al indicate Hjfig ?

o (IRDIFERE A FHER B IERR T3, Bi8A notify fil indicate. XPFHERAE MRSt ]
B P A aRE R, (R A R IR ) B P i Al notification,
WELEE ccep BMH.

o MEBHHE notify, FE 0x01; WRTHFE indicate, FEE 0x02 (5 0x2902
ARAF) s WA RE notify WAEMHAE indicate, FFEE 0x03,

o b, ESP-AT WBRiAMIAR S, 0xC305 J27] notify [, 0xC306 &) indicate
B BT BB X NHE FTHRY 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

/] EARAL 0x01 B AL 0x00 (MR EF A hex H A EFHFE - Z: 0100)
OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// BARML 0x02 HAL 0x00 (W E EF A hex # X5 M 5t £ 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc £ server H Pl &k # notify F indicate H ] 3% & #

8.3 mEfE
8.3.1 {EARRIBAL LIy AT [EIPFEERAE)Y flash 2K 7

o %I ESP32 AL, HFTLASHESP-AT B £ 5

8.3.2 AT [ f-infu#55 error log ?

» ESP32 7F download port £ error log, ZRiA UARTO & GPIO1, GPIO3,
o TR AT A P iE Ak

8.3.3 AT 1t ESP32 Eigl |1ty UART1 {5515 ESP32 Kigl (1) datasheet 2k i\ UART1
o .
EA—3 ?

« ESP32 % 10 Mt 1E%i% ESP-AT fOPAE, 7 DALE menuconfig rhif it 4k (HHL B IS4 UARTI
M THIICE, FrPARkS B 3R datasheet 57 IR — AL -
o IR I PAZ: ] factory_param_data.csv.

8.4 TEig
8.4.1 AT Wi-Fi ¥EBEEH 2 7

* TN FEHFT, AT Wi-Fi FEZFER SN 5 A EAESCERE H, Wi-Fi S AT % 2
PERE, PIZGEREE, BIRKLIERESZ AT,
o W[PAEIZAT+CWIAP () <jap_timeout> 24, LA H AT .
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8.4.2 ESP-AT [t TCP %Kik id 1 K/l ULk ?
* TCP Ak % I M RIICTAE L a2 B0, 7520 M S ESP-AT AR OB [

o T DA H AL B menuconfig Z:4{, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32 AT ¥t ifaf M B AL 7

o AT FEnt R R %, @I esp-idf H iperf AR GIHEATI (O AT MU, 5T
B, R 1460 FATIESE KT ) .
o A IR AR R TR ,@ﬂw\iﬁ%&vﬁ & ESP-AT Bk bk fit Rfd s A

8.4.4 ESP32 AT ;i\ l6l1} Bluetooth LE UART 3% £ 1 d5 {4 5 %

INVAEBFFEREE R, BB Ok 2000000 B, ESP-AT Bluetooth -2 (£ # %4 0.56 Mbps,
ESP-AT Bluetooth LE P {£#5# # 4y 0.101 Mbps.

8.4.5 iz ESP32 AT BRI\ TCP £t Belme N dfL k% ?
BINEOL T, AT ) TCP ¥l By s A% S IR ECH 6 K. AT DAIE I AR 7 X E BT B TCP 4%
P B AL o KA (BUEFERE S [3-12]):
* WSH AT ESP-AT 42 SCRY B AT401¢ AT [, fE TP, RS Maxinun

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

* WEHF N GiF ESP-AT T42 SR HATH I AT [0F, R AP IR = b, i
CONFIG_LWIP_TCP_MAXRTX H{H .

8.5 1L

8.5.1 REZ.SN vl DLl WRRE 1L 1R L4 AT a4 7

« ESP32 745 UART, SDIO # [13i#/%.

o AT BRIAME 20 H UART £z 1045, P W 35 2468 ] SDIO (3 SPI £ k47
W, WTPAJET ESP-AT BB 41, G W4 iFfo I 4.

« WEYRHES % (] ATSDIO 11 , i/l ATSPI#:10 , =X ffif AT £ .

8.5.2 ESP32 AT DKM IyReamml i ?

AT BRAAE R AT B PAKMIIEERT, BB I Z AR BIaE, ERASH 4o T8 A
ESP-AT vA X IR Fy 4t

8.5.3 ESP-AT iifufit47 BQB i\ilE ?
" 2% ESP32 B2 1 BQB i Ak,
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8.54 ESP32 AT fnifulg TLS il A ?

9% 1%k BESP-AT T A2 ®}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3g N, W AKFATEEMHUA K A RE .

8.5.5 AT WPkl i TCP &% ?

* HAl AT BRIARER TCP FoRIERECH 5.
 ESP32 AT K 3 FF 16 4~ TCP 4%, 7] PAYE menuconfig HEF TR E , & AT :
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.6 ESP32 AT ¥ +f PPP 2

* A3, 2% pppos_client /B AFTEIL.

8.5.7 AT Wil pEHEPIA H & 7

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§E Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAHZN AR/ log I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥f H.{k

TEEERAAYHER 7 log SF L EF] Debug.

8.5.8 AT R4 <8l HTTP Witk Jyie ?

o HEl AT 523w Fp 3
— i HTTP f#) Range “FBHE & B EHETEE , HAKTEE 2% AT+ HTTPCHEAD + #) .
— W[PAffi ] AT TCP £ 5454 F47#I3E HTTP GET 53K . fEESP32 1% & 3R Bk #h il X Fas &
FFHAETE N 6 HME TH 20, Iin—%: && M HAT+CIPSEND 4 EiE 1 HITH
1) HTTP GET 3K 245 55 i BT o ZERE ST, X MRS i 3K L) HTTP GET
TR EdE, MCU FELE T 23] F & AT+CIPRECVDATA iy 4 He SEHGX SO R HE , DAsEE G R IR 45 it
L4 R B R 580 MCU 3 Jo vk K A PRIV 0L o
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Chapter 9

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

o After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command

and restart the module.

¢ After sending the AT+BTSPPSEND execute command successfully and returns >.

¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.

A BER AT BN TARRG . FEar BT, AT & din LIS LA P AP S e 1F AT ardE 1AL

H, [E AT A2 0B A HATE R . AT FE FIEI T, SNG4 X dEASIER X,

* KIAAT+CIPSEND B n ), & > 2 )5
* KIKRAT+CIPSEND AT, WK > 25
* RIRAT+CIPSENDL B iy 182, 1 > 2 5
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L]

KEAT+CIPSENDEX V82, WE >2 )5

K IEAT+SAVETRANSLINK V5B T, &1L (AT+RST) wid, HHERZ G
K i%AT+BTSPPSEND P4 TS 2, WK >2 )5

K ik AT+BLESPP $A 762183, & > 2 )5

EBIAY, Kik+++ i, SMBIEREX B, dEAGESEX.

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

L]

After sending the AT+CIPSEND set command successfully and returns >.

After sending the AT+CIPSEND execute command successfully and returns >.

After sending the AT+CIPSENDL set command successfully and returns >.

After sending the AT+CIPSENDEX set command successfully and returns >.

After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command
and restart the module.

After sending the AT+BTSPPSEND execute command successfully and returns >.

After sending the AT+BLESPP execute command successfully and returns >.

In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
Blabik AT, AT S DR AT PR A R R (B THRERI+++), AN ZE AT
s, XUHPRS T KA. AT 7E FAIHOL T, S b #F A dB X,

L]

L]

KIEAT+CIPSEND B 553, & >2 5

KR AT+CIPSEND $ATan 4B, W& > 2 )5

K iEAT+CIPSENDL % B a4 831, FE > 2 )5

% 3% AT+CIPSENDEX ¥ B2 ), W& > 2 )5

%1% AT+SAVETRANSLINK B G, FRREAT+RST s, BAERZ G
K iKAT+BTSPPSEND $ AT 2, WX > 2 )5

K IEAT+BLESPP AT 4 3, B > 2 )5

RN, Kik+++ i, SAIIEEX R, FEAG S
DHCP Dynamic Host Configuration Protocol
B AL B
DNS Domain Name System
Ik R G
DTIM Delivery Traffic Indication Map
JE IR AL 5 7R LS
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT iR %43
HID Human Interface Device
NHUEE et
I2C Inter-Integrated Circuit
AR R B R
ICMP Intemet Control Message Protocol
PR A 2 o 4 SRR
LwIP A Lightweight TCP/IP stack
— MR H) TCP/IP Hll
LWT Last Will and Testament

gt

MAC Media Access Control
MAC Hiitik

mDNS Multicast Domain Name System
Z 1% DNS

manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.

—NE TR NVS. manufacturing nvs 770l 1 AT B PEBGART I 2IRBRAIE TS . #A4]. GATTS

Espressif Systems 436 Release v2.3.0.0-esp32¢3-1155-gb5b66078bc

Submit Document Feedback


https://github.com/espressif/esp-at/tree/b5b66078/components/customized_partitions/raw_data
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 9. Index of Abbreviations

Hodf . BH(FE . Wi-Fi iU, UART FRCES, XSEEFR, BOAMATE raw_data BL, AT
mfg_nvs.bin, $EFF| at_customize.csv F5E LWL E .

MSB Most Significant Bit
R AR

MTU maximum transmission unit
R AL T

NVS Non-Volatile Storage
5 KA &

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

WAL fRR BOAE s
TEE LT, PR PASGR AT fgdr. BN, P AT LAESEAT+CIPSEND fig 4, 4k AT fig
2 HE ) MCU Blla 2 & fidd s A ER sl 2 A% . 2l AT apd HaR 25 MCU, - [
2Bl +IPD ).
Tl Uy, ARIEEWTIT, ESP32 ALTEIE, HRRIELIBIT
WL A5 55 Transmission Mode Shift Diagram.,

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCLNNE . OWE 2 —Fh Wi-Fi ARifE, EHl PRAg S i s 2 () A8 15 52 B OR AP, AN 52 HoAt b 5
RIS o
WENHISH e AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

ARG Wil @ Rar i s
TEBEWUT, PRREAISIHE AT i, B TR +++ S AT ay4 R BTA Y MCU
iﬁti‘}if%‘[ﬁﬁ%%ﬂﬂﬁ, KB EI R . WAL ER R AR il AT v 1 Jeigdioh, iz m
#5 MCU,
Wi-Fi BRI, WIRIESWTIT, ESP32 A% i, S AEHiE T, B i
At+++ B HE, WS IRETE; ESP32 A IRSTASIT, 2 X IR RN T B TR, O B
A+++ B ER .
WL N5 2% Transmission Mode Shift Diagram ,

Transmission Mode Shift Diagram

T
1
1 ]
: AT+SAVETRANSLINK=1],..] :
1 AT+RST |

e e e e e — — — — — — — ——— ———— —— — — ——  ——  — ——  — — —— ——— —————

& 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-&-i@ &3 42 X))

Espressif Systems 437 Release v2.3.0.0-esp32c3-1155-gb5b66078bc
Submit Document Feedback


https://github.com/espressif/esp-at/tree/b5b66078/components/customized_partitions/raw_data
https://en.wikipedia.org/wiki/Opportunistic_Wireless_Encryption
https://en.wikipedia.org/wiki/Opportunistic_Wireless_Encryption
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-1155-gb5b66078bc

Chapter 9. Index of Abbreviations

e Passthrough Receiving Mode (i% 15 10542 X))
¢ Passthrough Mode (1542 X))
e AT+CIPMODE
e AT+CIPSEND
* +++
o AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
AW TE-5- 18 2442 X A A X Z [ — M Im IR
TEBEEFAR, AT R RE AR B B L iid o s (H AT AT DANCER A M 5o il 8o, @i AT fi
A O B HhIR F 25 MCU. £ /44152 % Transmission Mode Shift Diagram ,
PBC Push Button Configuration
A e
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIiALE, 7t ESP-AT THEH4511 2 Fk OPEN Hl WEP PASMY Wi-Fi AUERE
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIFEPIER A . AR SIERN A (PKY) 22—t Bt 2595% . BHECR SR
B EERHZERE , MW TAIE . 8. 0. (. A e e 1.
EEZNHESH NI EYIERIE.
PLCP Physical Layer Convergence Procedure
PLCP #pi, B3 Z 2 R YL
PMF protected management frame
SZ AR ER
PSK Pre-shared Key
FiL ]
PWM Pulse-Width Modulation
kst S JEE i
QoS Quality of Service
Hiz 55 Joi i
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SEIE RS, O SoC M — 2L, AEALMLEL A BT #RBERE I PR T AR
SMP Security Manager Protocol
ARG
SNI Server Name Indication
255 s AR 7S
SNTP Simple Network Time Protocol
G R L
SPI Serial Peripheral Interface
EpATAMRR D
SPP Serial Port Profile
SPP i, HEf 11X
SSL Secure Sockets Layer
SSL #pi%, BpZeas g fey il
system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.
RGN AT iy 1A MCU B8l . f45 RGHEEHE A \r\n 45 . TR RS B UL ILAT 7
a

TLS Transport Layer Security

TLS i, BiA&H 2 Al
URC Unsolicited Result Code

JEER G R, — i ABZH LT MCU ()5 Fk (A
UTC Coordinated Universal Time

P A B
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UUID universally unique identifier
T ME— TR D
WEP Wired-Equivalent Privacy
WEP iz =, B LS 80ms
WPA Wi-Fi Protected Access
Wi-Fi {4795 ]
WPA2 Wi-Fi Protected Access 11
Wi-Fi {4717 i) 11
WPS Wi-Fi Protected Setup
Wi-Fi R4 5.
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XITREAATSE (RBE) G B, . SR, FPREER AR B E (B EARRTHE £ % .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST

10.11 W)y oiit

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
‘% NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] S++

SEEEEEEEERERRR
.....-.-.----“

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o

. Vﬂﬁ TCP/IP SR AN 2% o

RE 5 i b g A 21 W U A2 BR A B ML 5 o
. EHLXT fir 44 [ 5. 5 T AT
o PRI HE AT i34

11.1  3:Aih Espressif ¥4 iR

BT ESP-AT Z4b, REEDRIRUL T HABER TS, DA A B RINTK

 ESP-Hosted Jj &1 ffi /R 55 R 50 FVEMANT FHL RS M L 5 VML BERR - ARiF EAL s (T
Linux 7 247 58 fcdas i 48 MCU) @3 FR7ER2 10 (40 SPI, SDIO 5% UART) 7%/l Wi-Fi #1 Bluetooth/BLE
IhEE. NI W ESP-Hosted GitHub,

* ESP-IoT-Bridge Jj & 24X} IoT [ 35 50 T B4 N 254 11 2 (Rl %42 5 {5, 40 SPI. SDIO,
USB. Wi-Fi, PAKRSEMZ5HE: 1, FEiZff )y %, Bridge 45 ERT UK H B S a P2 4t E I ThRE,
MORTPAVE R AR AR 55 25 R Ak A7 i & . 1A WL ESP-10T-Bridge GitHub,
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— [ —  —

AT + CONNECT = CONTROL

B abcdef...

[OK]

/] 2: ESP-AT fir4

IR Ty ST AN F A AR GEAA A I TEoR o X T A BEAE AR UTC RS I T4k AT [ ASME AT
Fr, AT ARREE L5 RE T RIAR L H AR B A E AT R

* genindex
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A

A2DP, 435

ADC, 435

ALPN, 435

AT, 435

AT command port, 435

AT log port,435

AT port, 435

AT 443,435

AT HE¥H,435

AT 30,435

AT_BUFFER_ON_STACK_SIZE (C macro), 417

at_fatfs_mount (C++ function), 410

at_fatfs_unmount (C++ function), 410

at_get_data_len_fn_t (C++ type), 413

at_get_mfg_params_storage_mode
function), 416

at_handle_result_code (C++ function), 410

at_max (C macro), 412

at_mfg_params_storage_mode_t (C++ enum),
418

(C++

C

Command Mode, 435
CONFIG_AT_LOG_DEFAULT_LEVEL (C macro),

417

D

Data Mode, 436

DHCP, 436

DNS, 436

DTIM, 436

E

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL c
macro), 413

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
413

ESP_AT_CMD_ERROR_CMD_PROCESSING c
macro), 413

ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
macro), 413

ESP_AT_CMD_ERROR_NON_FINISH (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_MF@INVS

(C++ enumerator), 418

ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_PARTITION

(C++ enumerator), 418

ESP_AT_CMD_ERROR_OK (C macro), 412

at_mfg_params_storage_mode_t::AT_PARAMSENONEr CMD_ERROR_PARA_INVALID (C macro),

(C++ enumerator), 418
at_min (C macro), 412
at_read_data_fn_t (C++ type), 413
at_sleep_mode_t (C++ enum), 414
at_sleep_mode_t::AT_DISABLE_SLEEP
(C++ enumerator), 414
at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 414
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 414
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 414
at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 414
at_str_is_null (C++ function), 410
at_write_data_fn_t (C++ type), 413

B

Bluetooth LE, 435
BluFi, 435

(C++

413
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),
413
ESP_AT_CMD_ERROR_PARA_NUM (C macro), 413
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (o
macro), 413
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 413
esp_at_cmd_struct (C++ struct), 410
esp_at_cmd_struct::at_cmdName
member), 411
esp_at_cmd_struct:

(C++

:at_exeCmd (C++ mem-

ber), 411
esp_at_cmd_struct::at_gueryCmd (C++

member), 411
esp_at_cmd_struct::at_setupCmd (C++

member), 411
esp_at_cmd_struct::at_testCmd (C++

member), 411
esp_at_custom_ble_ops_regist (C++ func-
tion), 408
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esp_at_custom_ble_ops_struct (C++ struct), (C++ enumerator), 415

411 esp_at_error_code: :ESP_AT_SUB_COMMON_ERROR
esp_at_custom_ble_ops_struct::connect_cb (C++ enumerator), 414

(C++ member), 412 esp_at_error_code: :ESP_AT_SUB_NO_AT
esp_at_custom_ble_ops_struct::disconnect_cb (C++ enumerator), 414

(C++ member), 412 esp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR
esp_at_custom_ble_ops_struct::recv_data (C++ enumerator), 414

(C++ member), 412 esp_at_error_code: :ESP_AT_SUB_OK (C++
esp_at_custom_cmd_array_regist (C++ enumerator), 414

function), 408 esp_at_error_code: :ESP_AT_SUB_PARA_INVALID
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