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Chapter 1

AlH5M

AFGFG A2 ESP-AT @At 4 AMATHERRREFE . DASCANAT T AR SR AT [, i PAF B

1.1 ESP-AT 21|24

ESP-AT @ SR g5 T A (1 n] B2 T8 MR Y [, SAERARE I ROl PRI i . i
ESP-AT 54, I DAPREMATCL ML . =6 SRR F DA S R h S5 Dh e, HIERYE
TeZBiRsE BT W H K

ESP-AT J2 3t T ESP-IDF SE 4Rk TA . Bl ESP32 B A MAL, MCU 1ERF L. MCU &% AT fir
245 ESP32 #5445t ESP32 BIZH HAT AR #AE, FF420 ESP32 B4R 8] AT niiy . ESP-AT $2{it
TREIEEAFER AT 54, 1 Wi-Fi iyd. TCP/IP 1ir4~. Bluetooth LE fijy4~. Bluetooth fiy4~. MQTT fiy

4. HTTP £4~. Ethernet fiy45% .
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

K 1: ESP-AT 445

AT 4 PA “AT” TR, U3 Attention, PARIH)—47 (CR LF) 4R . HAREER A&k 0] oK B
ERROR MWL, FIR Y HIar > M A PATER . HE, Irf AT ey ¥ spATidT, SR BIIT— 4%
s L, FEMT AT iy, WAER E— A iTsg e n, MAET —&ard. MR E—FamdR
WAToEEe, NERTHMA, WERE busy p... K. HEH K AT 6o fE BB AT 44 &

AOABCE T, MCU iy UART M4 % ESP32 i, ik AT i AL AT Ry . {HJ2, A nr DR
SRR OB SRR, G AR 54 1, fil4n SDIO.
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ke, tnTDARET ESP-AT TAE, BATIFAEZM AT a4, ASEBEZ 1 IhEE

1.2 MRS

ASCRE BT T AR T, AT [0, 535 AT dr &R AT UGS A BT DA BB P2 1 T
.
XTI RIOBAL, AT BAFPETTLHH S LA TS AR SHESP-AT 14 £ 5.

121 ke
%% 1: ESP-AT i fr 51 {2
w1 IhgE
ESP32 JI- %t MAL
USB %2k (%4 ESP32 F+ & #fll PC) AR H SRR
PC FHL, R T 2 AL
USB %52k (%42 PC A1 USB % UART H: 14514t ) Kik AT g%, #2I0 AT ﬂﬁ&%ﬁ)ﬁiﬁ%
USB #% UART H [151 &4 USB 1; FTIL E5
IR (%4 USB %% UART 5 BN ESP32 JF & M) | &% AT g, 420K AT ulﬁlr“ B

Il 2: ESP-AT Ml isChE {2 127 7= P

W LR 4 ARALIRL %R ESP32 FF &M AN USB %% UART e IS, H Q1 SR SR A 4 i 45 2

o

ﬁ E, H 2 AL ER TX/RX BIWT,

1.2.2 ESP32 %1

ESP32 AT SR P UART $11: UARTO il T F 8 E A1 1) H 5, UARTL Il T% 2% AT iy S RIIL AT
IR, BRI R, UARTO Al UARTI #J1 115200 SRR TIEAS .

ﬁﬁﬁ ESP32 45 %4% GPIO1 #1 GPIO3 i3 UARTO, {HiEH: A1 GPIO /£ UARTI, T 3C¥ R4/
N ERE ESP32 R4 .

WA x ESP32 LA MIT A {5 B A1 2% ESP32 R IR AT A -
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ESP32-WROOM-32 27|

# 2: ESP32-WROOM-32 R 5IA# {1 fﬁ“@ﬂfﬂﬁﬁﬂ

IfigE ESP32 F &R E M EigEEH
; o £
A E A H UARTO PC
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
A 2
T fir /L UART1 USB %: UART 3 1 ibe
« GPIOI6 (RX) . TX
« GPIOI7 (TX) « RX
« GPIOIS5 (CTS) « RTS
« GPIO14 (RTS) « CTS

UL 1: ESP32 JT A PC Z [A] 1048 I FERE N AR ESP32 JF Zetf b, R (] USB Bl 24T

KARAN PC BT,

BEW] 20 CTS/RTS & A TE S (A4 D eI A T34

Download/Log output -

ESP board USB to serial converter
RX X

RX

CTs RTS

RTS CTs

™

AT command/response

% 3: ESP32-WROOM-32 Z 51| fifi {4143 7R 25 &

TN LT ESP32-WROOM-32 #igH #7i%8:, i55%  (ESP32-WROOM-32 5 REAE 1)

ESP32-WROVER £ 7%i|

# 3: ESP32-WROVER F i 1% fiﬁtﬂfﬂﬁﬁﬂ

Thie ESP32 FF &t E R EIREER
> Ef A /:!;: I
BRI A H RS UARTO PC
* GPIO3 (RX) e TX
* GPIO1 (TX) * RX
A 2
T 6 2/ UART1 USB # UART s LT Ktk
¢ GPIO19 (RX) e TX
* GPIO22 (TX) * RX
¢ GPIOI1S5 (CTS) e RTS
* GPIO14 (RTS) * CTS
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Ui 1: ESP32 Ff &Ml PC 2 [A] /)4 ITERE B N B ESP32 JF &bl I, BT H USB Bl 26 1427
B PC BT,

BtW] 2: CTS/RTS & BUATEM B2 e 4 ik .

| I-:-:""Z

Download/Log output

ESP board USB to serial converter
RX X

™ RX
CTS RTS
AT
command/response ATS cTs

[ 4: ESP32-WROVER Z 51| fifi {4 % 482 7~ 25 |

MR H LT ESP32-WROVER B MEATERE, #52% (ESP32-WROVER HARKAE ) .

ESP32-PICO %1

7 4: ESP32-PICO R A 1AL 73 1L

IfifE ESP32 F &R E M HEZEEH
; a5 £
TREFR AL UARTO pe
+ GPIO3 (RX) . TX
+ GPIOI (TX) « RX
AT 532 v 2
LRl UART1 USB %% UART #3 1 Eitk
+ GPIOI19 (RX) . TX
« GPIO22 (TX) « RX
« GPIOIS5 (CTS) * RTS
+ GPIO14 (RTS) « CTS

Ui 1: ESP32 Ff &Ml PC 2 [A] /)4 I TERE EL N B ESP32 FF &b b, T H USB Bl £ 1427
M PC BT,

BEW] 2: CTS/RTS 451 A TR BE PR AT RERS A 5 #2
IR S AT ESP32-PICO-D4 (T4, 3% (ESP32-PICO-D4 HARMUAF 1) .

Espressif Systems 6 Release v2.3.0.0-esp32c3-138-g792¢138
Submit Document Feedback


https://www.espressif.com/sites/default/files/documentation/esp32_wrover_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp32-pico-d4_datasheet_cn.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 1. A48/

ESP board

B =

Download/Log output .

ESPboard ~  USB to serial converter

RX %
TX RX
N— AT command/response g.l.l:g ETTg
& 5: ESP32-PICO R ¥ {414~ = K
ESP32-SOLO &%
% 5: ESP32-SOLO &% fifi {14 %H’sﬁfﬂﬁﬁﬂ
IgE ESP32 F & 1R &kl HEZEEH
R R R UARTO PC
« GPIO3 (RX) . TX
« GPIOI (TX) ¢ RX
LY EHIN 2
AT fir /MY UARTI USB % UART s 11 B8k
« GPIO16 (RX) . TX
« GPIO17 (TX) « RX
« GPIOI15 (CTS) e RTS
« GPIO14 (RTS) . CTS

BEl 10 ESP32 FF A MMl PC 2 [a] {4 J 1442 B ) B AE ESP32 FF & b, H T A USB #din 4 i1
KM PC BT,

BiW] 2: CTS/RTS A - A HE I RE P #2 h RE I A5 1 2 o

Download/Log output

ESP board USB to serial converter
RX X
™ RX

AT command/response  CTS ATS
RTS CTS

[ 6: ESP32-SOLO Z 5l 4E 78 72 &
IR T E HIE R T ESP32-SOLO-1 #71E$E, 5% (ESP32-SOLO-1 A& .
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13 p#idRT

AR ESP32-WROOM-32 415, /231l 4% ESP32-WROOM-32 B4 iy AT [EI/:, LA KA
(TRFR PP R EIBI 1, JUE ESP32 ZFURIALILTT 5% 4 S0HY.

TEAIBESR AT B2 0T, ARG IEMER TR, R S%mtitis.
TR RS, AT BOAFECEI SR e A e . BIRISHESP-AT Bl # £ 3¢

1.3.1 F#k AT Wk

TR AN 2R AT [&FF 2% PC:

o FIHEAT B #
o ARBVEROBL IR Y AT [
o AR R SR I T R K

Ak, FATF T ESP32-WROOM-32 X W | ESP32-WROOM-32_AT_Bin_V2.2.0.0 &, ZEHH
H SE4E# B HA &4 bin SCEEAEEANTT, Heez ESP32 RS [ 141 B S45# J% bin SO S 401F
N

— at_customize.bin /] %A Rk

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

| |— ble_data.bin

| I— client_ca.bin

| — client_cert.bin

| F— client_key.bin

| — factory_param.bin

| — factory_param_WROOM-32.bin

| F— mgtt_ca.bin

| F— mgtt_cert.bin

| F— mgtt_key.bin

| |— server_ca.bin

| If server_cert.bin

| L— server_key.bin

— download.config /] RFEEEH SR
— esp-at.bin // AT N A B #
— esp-at.elf

I— esp—at.map

— factory /) EFFEFTAFE bin X #
| — factory_WROOM-32.bin

| — factory_parameter.log

— flasher_args.json /I TREEGRH AR
— ota_data_initial.bin // ota data X 474 &

— partition_table /] — %A KAk

| L— partition-table.bin

— phy_init_data.bin // phy ¥ fF &

L— sdkconfig // BT [ AR G FE R

Hr, download.config SUPF BRI FHIZEL:

—-—flash_mode dio —--flash_freq 40m --flash_size 4MB
0x8000 partition_table/partition-table.bin

0x10000 ota_data_initial.bin

0xf000 phy_init_data.bin

0x1000 bootloader/bootloader.bin

0x100000 esp-at.bin

Q)

Espressif Systems 8 Release v2.3.0.0-esp32c3-138-g792¢138
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 1. A48/

(£ L£50)

0x20000
0x24000
0x39000
0x26000
0x28000
0x2e000
0x30000
0x21000
0x3B00O
0x37000
0x2a000
0x2c000

at_customize.bin

customized_partitions/server_cert.bin
customized_partitions/mgtt_key.bin
customized_partitions/server_key.bin
customized_partitions/server_ca.bin
customized_partitions/client_ca.bin
customized_partitions/factory_param.bin
customized_partitions/ble_data.bin
customized_partitions/mgtt_ca.bin
customized_partitions/mgtt_cert.bin
customized_partitions/client_cert.bin
customized_partitions/client_key.bin

e ——flash_mode dio fAFRILER Y flash dio FX AT 915
* ——flash_freq 40m ftEILHER A K flash 3 FHH A 40 MHz;
e ——flash_size 4MB R FEMEEHEY flash f/)N K 4 MB;

e 0x10000 ota_data_initial.bin f0FEHF 0x10000 Hihl$s5% ota_data_initial

(G

1.3.2 B AT RS %%

.bin ¢

T ARYE AR R GEL N R 8% T ¥k

Windows

THfbesk 2w, 75 F# Flash T8 TH. WEZH X Flash T TRIYNG, WSHEGEF doc k.

* ¥TJF Flash 3 T H;

o WPEI AR (JLAL, Tl 19 ESP32. )
o R EIOT R TAERG (M, Ff1#5 develop. )
- RUEGITRER A F RN (A, FefTHeRE vare. )

P

1

5] DOWNLOADT..| o || @ |[ = |

chipType: IESP32

workMode: Ide"'e":’l}

loadMode: |Uart

7 R R e

o B AT [EfResk 2w, UM ik H—:
- HETHEITEEEFEMZE 0x0 Hihl: 2% “DoNotChgBin”, i FH & [E {4 1) BRI L B ;
- B FEZA bin X EANE P HNE: Ry download. config XAFHATHLE, 1524 %

“DoNotChgBin”;
N T bR H B L

WERTF AN T L1 COM g5, FEM “COM:” TFHIFIF H iz

5. 7 XA A i S TR A 4375 2% 4 Windows |78 F i 1
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|1. » itEifl » O5(C:) » bin » ESP32-WROOM-32 AT Bin ¥2.2.0.0 » ESP32-WROOM-32-V2.2.0.0 » factory v|"’|

aBEEER - = AFE FESTE

&R

| factory parameterlog | sPIDownload | HSPIDownload
|7] factory WROOM-32.bin

»

[Le )
[-]a

[]a

[]a

[w]e

[ -
SpiFlashConfig

SPI SPEED SPI MODE DETECTED INFO
DoNotChgBin -
@ 40MHz € QIO
LOCK SETTINGS
©)267MHz  ©) QOUT U
©2MHz @ DI0
Osomiz  ©00uT

) FASTRD

Download Panel 1

START STOP “ ERASE ICOM: CoM73 M

BAUD: [1152m -

Pl 8: 2 A S B P

7] download.config - iB=4
MHF) BEE) BI0) EEM  EEH)

] E=3 EoB I
]*fflash mode dio ——flash freq 40m ——flash size dNB
33 part1t15n7tab1;parutmn*tablemin J SPIDownload l HSPIDownload ‘
0x10000 ota_data initial.bin =

0xf000 phy_init_data bin

0x1000 bootloader/bootloader. bin

0100000 esp-at.bin

0x20000 at_customize. bin

0x24000 customized_partitions/server_cert.bin
0x39000 customized partitions/mqtt_key. bin
0x26000 customized partitions/server_key. bin
0x28000 customized partitions/server_ca. bin
0x2e000 customized partitions/client_ca bin
0x30000 customized_partitions/factory_param bin|
0x21000 customized partitions/ble_data. bin
0x3B000 customized partitions/mqtt_ca. bin

0x37000 customized partitions/mqtt_cert.bin B lashConfg
0x2a000 customized partitions/client_cert.bin <Pl SPEED. =Pl MODE DETECTED INFO
0x2c000 customized partitions/client_key. bin =
@ 40MHz © Qo
LOCK SETTINGS
©Qout =
CxMH: @00
oMz € DouT
©) FASTRD
Download Panel 1
START “ STOP “ ERASE ]COM: com73 M
BAUD: (921600 -

K 9: TR LA Ui i ]
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BRSEUG, e & AT B2 T RF R .

Linux 5 macOS

THRBESRZ T, 4% esptool.py.
PAT PR AT —, FF AT BEIPFRRR 2 i

o BFFREZLZA bin EEARFEFHGE: AL T2, ¥ PORTNAME fll download.config &
g

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z download.config

F5 PORTNAME B iU MR 805 D A PR, A 8 T0iEif 1282 4%, 1§57 7E Linux Al macOS
AR .

¥ download.confiqg B iz 3 B SE %,

PAF 2 [ B8 & ESP32-WROOM-32 #84 # A [l 64 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—~dio --flash_freqg 40m —--flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0x10000 ota_data_initial.bin O0xf000 phy_init_
—data.bin 0x1000 bootloader/bootloader.bin 0x100000 esp-at.bin.
—0x20000 at_customize.bin 0x24000 customized_partitions/server_cert.
—bin 0x39000 customized_partitions/mgtt_key.bin 0x26000 customized_
—partitions/server_key.bin 0x28000 customized_partitions/server_ca.
—bin 0x2e000 customized_partitions/client_ca.bin 0x30000 customized_
—partitions/factory_param.bin 0x21000 customized_partitions/ble_data.
—bin 0x3B000 customized_partitions/mgtt_ca.bin 0x37000 customized_
—partitions/mgtt_cert.bin 0x2a000 customized_partitions/client_cert.
—bin 0x2c000 customized_partitions/client_key.bin

HEETEATAL & EF 2 0x0 Hikk: i APAT 4, £k PORTNAME Al FILEDIRECTORY 2

)

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —--—
—after hard_reset write_flash -z —--flash_mode dio —--flash_freq 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME R il A M P 803% L4 FR, A ICIENERZ 11 48K, 165 % 1£ Linux fl macOS
AFH G .

Ff FILEDIRECTORY Bl siFT 6 b i) = il SO A, lE TR, U2 factory/
XXX.bin,

PUF 2K 2F e 2 ESP32-WROOM-32 A4 #5 A filfin 4 :

esptool.py —--chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-

—~before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 40m —--flash_size 4MB 0x0 factory/factory_ WROOM-32.
—bin

BaRE UG, e E AT B2 SRR AT .

1.3.3  FaA AT [l fF i R Resk i)

TR PAN P BRAG A AT [ e i

o TR0 T A, 4N SecureCRT;

o HR PRERET R ISERIL AT AR BE I (RERFG L ki 42 ) ;
o PREER: 115200;

* Bdufi: 8;

* KHafii: None;
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o fFIRf: 13
» Ji¥s: None;
* A “AT+GMR” 14, If H#f7 (CR LF);

LANT TR, Wik oK, MIZE/R AT [EFHEsr mid «
AT+GMR
AT version:2.2.0.0(c6faébf - ESP32 - Jul 2 2021 06:44:05)
SDK version:v4.2.2-76-gefabeca

compile time(3a696ba):jul 2 2021 11:54:43
Bin version:2.2.0(WROOM-32)

oK

&l 10: AT iRy

0, B EAG A ESP32 B JPALH A&, WA R ad il HAE” S e EA R . 27 H AR T
g HGARL, W] ESP-AT [ E 2 IEFRILGL T .

ESP32 JFHLH & :

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:Oxee

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3ff£f0030,1len:7168

load:0x40078000,1en:13200

10oad:0x40080400, 1en:4564

0x40080400: _init at ?27?:?

entry 0x400806f4

I (26) boot: ESP-IDF v4.2.2-76-gefabeca 2nd stage bootloader

I (26) boot: compile time 11:54:30

I (26) boot: chip revision: 1

I (30) boot_comm: chip revision: 1, min. bootloader chip revision: 0

I (37) boot.esp32: SPI Speed : 40MHz

I (42) boot.esp32: SPI Mode : DIO

I (46) boot.esp32: SPI Flash Size : 4MB

I (51) boot: Enabling RNG early entropy source...

I (56) boot: Partition Table:

I (60) boot: ## Label Usage Type ST Offset Length

I (67) boot: 0 phy_init RF data 01 01 0000£000 00001000
I (75) boot: 1 otadata OTA data 01 00 00010000 00002000
I (82) boot: 2 nvs WiFi data 01 02 00012000 0000e000
I (90) boot: 3 at_customize unknown 40 00 00020000 000e0000
I (97) boot: 4 ota_O0 OTA app 00 10 00100000 00180000
I (105) boot: 5 ota_l OTA app 00 11 00280000 00180000
I (112) boot: End of partition table

I (117) boot_comm: chip revision: 1, min. application chip revision: 0

I (124) esp_image: segment 0: paddr=0x00100020 vaddr=0x3f400020 size=0x285f8_
— (165368) map

I (196) esp_image: segment 1: paddr=0x00128620 vaddr=0x3ffbdb60 size=0x03934 (_
—14644) load

I (202) esp_image: segment 2: paddr=0x0012bf5c vaddr=0x40080000 size=0x040bc (_
—16572) load

I (210) esp_image: segment 3: paddr=0x00130020 vaddr=0x400d0020 size=0x109f40_
—(1089344) map

I (626) esp_image: segment 4: paddr=0x00239f68 vaddr=0x400840bc size=0xlaal4._

—(109060) load CFRaEZED
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(£ L£50)

I (674) esp_image: segment 5: paddr=0x00254974 vaddr=0x400c0000 size=0x00064 (
—100) load

I (691) boot: Loaded app from partition at offset 0x100000

I (691) boot: Disabling RNG early entropy source...

module_name : WROOM-32

max tx power=78, ret=0

2.2.0

RN T ESP-AT TA2, 15ELESP-AT = H 4.

WSRGEARE I QAT (1) ESP-AT, T E Jebd e st it 4, T IR TR AORE(F DA KRB PF 2 [R) QAT i e, SRS T
FIBET #4855, TR AR AT &
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Chapter 2

AT [ilfF

2.1 RAWRIREE

A N BEOFRAS R . HAT, SRR KA T AT ESP32 RIIBIHR AT [t

Frils WORTEABT B K ARSI F, T AR AR R R i B OB Y [ (R ESP-AT B # 2 5+ &5
5 R RE R E AR R R R ), B N ERRBT QIE ) S B S (ot £ Ak T A3 =2t 4]
1),

2.1.1 ESP32-WROOM-32 %%

v2.4.0.0 ESP32-WROOM-32_AT_Bin_V2.4.0.0.zip (##)
v2.2.0.0 ESP32-WROOM-32_AT_Bin_V2.2.0.0.zip

v2.1.0.0 ESP32-WROOM-32_AT_Bin_V2.1.0.0.zip

v2.0.0.0 ESP32-WROOM-32_AT_Bin_V2.0.0.0.zip

v1.1.2.0 ESP32-WROOM-32_AT_Bin_V1.1.2.0.zip

v1.1.1.0 ESP32-WROOM-32_AT_Bin_V1.1.1.0.zip

v1.1.0.0 ESP32-WROOM-32_AT_Bin_V1.1.0.0.zip

v1.0.0.0 ESP32-WROOM-32_AT_Bin_V1.0.0.0.zip
v0.10.0.0 ESP32-WROOM-32_AT_Bin_V0.10.0.0.zip

2.1.2 ESP32-MINI-1 &%l

e v2.4.0.0 ESP32-MINI-1_AT_Bin_V2.4.0.0.zip (#%5)
e v2.2.0.0 ESP32-MINI-1_AT_Bin_V2.2.0.0.zip

2.1.3 ESP32-WROVER-32 £%i]

M RECERR ], AR (] ESP32-WROVER-B #5841, 5 fliJ] Hofth WROVER R51I#41 .

v2.4.0.0 ESP32-WROVER_AT_Bin_V2.4.0.0.zip ({f¥F)
v2.2.0.0 ESP32-WROVER_AT_Bin_V2.2.0.0.zip
v2.1.0.0 ESP32-WROVER_AT_Bin_V2.1.0.0.zip
v2.0.0.0 ESP32-WROVER_AT_Bin_V2.0.0.0.zip
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https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROOM/ESP32-WROOM-32_AT_Bin_V1.1.1.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROOM/ESP32-WROOM-32_AT_Bin_V1.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROOM/ESP32-WROOM-32_AT_Bin_V1.0.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROOM/ESP32-WROOM-32_AT_Bin_V0.10.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_MINI/ESP32-MINI-1_AT_Bin_V2.4.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_MINI/ESP32-MINI-1_AT_Bin_V2.2.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROVER/ESP32-WROVER_AT_Bin_V2.4.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROVER/ESP32-WROVER_AT_Bin_V2.2.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROVER/ESP32-WROVER_AT_Bin_V2.1.0.0.zip
https://download.espressif.com/esp_at/firmware/ESP32/ESP32_WROVER/ESP32-WROVER_AT_Bin_V2.0.zip
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* v0.10.0.0 ESP32-WROVER_AT_Bin_V0.10.0.0.zip

2.1.4 ESP32-PICO %%l

v2.4.0.0 ESP32-PICO-D4_AT_Bin_V2.4.0.0.zip (#E%)
v2.2.0.0 ESP32-PICO-D4_AT_Bin_V2.2.0.0.zip
v2.1.0.0 ESP32-PICO-D4_AT_Bin_V2.1.0.0.zip
v2.0.0.0 ESP32-PICO-D4_AT_Bin_V2.0.0.0.zip

2.1.5 ESP32-SOLO %%

v2.4.0.0 ESP32-SOLO_AT_Bin_V2.4.0.0.zip (%)
v2.2.0.0 ESP32-SOLO_AT _Bin_V2.2.0.0.zip
v2.1.0.0 ESP32-SOLO_AT_Bin_V2.1.0.0.zip
v2.0.0.0 ESP32-SOLO_AT_Bin_V2.0.0.0.zip

PA_EBER T i ESP-AT [P 77 TR E DB I SO, factory/factory xxx.bin
SRR B E I RE) BRI SCPER 4R . T DAMUBESRk factory/factory_xxx.bin FljEifHhED
0 iy flash 5[], B ARYE download. config U H MR ERF# T4 —#Edi SCIFBE R E] flash HXS LY
AR A E . KT, S T AT B+,

e at_customize.bin T H X3, ZFEVH T ble_data.bin 43X, SSLiE+4X . MQTT
UEF5r X PA K factory_param XXX.bin Jp AT —270 KA E LG HbE AN 7y KR/, 5T
DAL AT iy SAT+FS FIAT+SYSFLASH RIS 2% 304 B 51 i 4 IR BRI N 25

 factory_param_XXX.bin $§H TANE ESP32 B4l [B] R (RS (WL FR) . IR RS
i T IR

T WEREEIT T B OB, IRAT PAS T dofT £ s il |- A g = 4 UM W E E X
ML TICE , i Ia < A A B . 53, Bt n] DIMRYE UART 4 1 /PSRAM/Flash
il B BEPEAH AL B [ (TR i S PR (3 oK, A - WIR S [ 3 FH T R AL
BB HESP-AT B £ 5 ).

YA download.config UM 45K B 4F T 4B B & XBLAH iy, 36 H
HE X Z 8 E M customized_partitions/factory_param_XXX.bin ¥ {U#
customized_partitions/factory_param.bin., UART CTS #1 RTS % il & 7] 1k
1o

« ESP32 &%
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https://download.espressif.com/esp_at/firmware/ESP32/ESP32_PICO_D4/ESP32-PICO-D4_AT_Bin_V2.1.0.0.zip
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1R UART &M)(TX,RX,CTS,RTS) | Factory Parameter Bin
ESP32-WROOM-32 £ 41| (ESP32 factory_param_WROOM-32.
BiABEAL) hecieet! bin
* GPIO16
* GPIO15
« GPIO14
ESP32-WROVER %741 (%% . GPIO22 factory_param WROVER-32.
JLIE%F) « GPIOI9 bin
* GPIO15
« GPIO14
ESP32-PICO %% . GPIO®2 1iic]tory_param_PICO—D4 .
 GPIO19
* GPIO15
* GPIO14
ESP32-SOLO 74| . GPIOL7 iiitory_param_SOLO—l .
 GPIO16
¢ GPIO15
« GPIO14

* ble_data.bin ¥£ ESP32 T /ET Bluetooth LE JZ 4% 3t (1 B iEhE A i IR %5
e server_cert.bin, server_key.bin fll server_ca.bin & SSL IR %R FHE

e client_cert.bin., client_key.bin fll client_ca.bin & SSL & i sk ;
e mgtt_cert.bin, mgtt_key.bin fll mgtt_ca.bin & MQTT SSL & g/~ ik ;

RS LEREBCA BN 2], WA T EZRREAE N — 0B SCPF T 25 flash
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Chapter 3

AT i 442

BN

3.1

FERAN T2 AT i

LR AT #

AT: Wi AT 530

AT+RST: E)EER

AT+GMR: EFEMAEE

AT+CMD: #5124 7] [ £ SRR e A i & Mt & 258
AT+GSLP: #t A\ Deep-sleep 5z,

ATE: FFJRE %] AT [l 2T 6E

AT+RESTORE: VRE B %HE

AT+UART_CUR: %% UART 4 uilGil S, AME1E%) flash

AT+UART _DEF: % UART BRABCE, 14775 flash
AT+SLEEP: V%8 sleep #i=

AT+SYSRAM : 511 24 il 6 4% 3 25 (1) 1 A /NI 25 ]
AT+SYSMSG: Ef)iRE RGN ER
AT+SYSFLASH : #i#% i85 flash i P43 X

AT+FS: U RS HAE

AT+RFPOWER: Z5if/i%% RF TX Power
AT+SYSROLLBACK : [a] 73| DA () 1 {2
AT+SYSTIMESTAMP : 75141/ &7 by i) 6] 3%
AT+SYSLOG: JEH a5 AT B4R s
AT+SLEEPWKCFG: %% Light-sleep Wi i fIM: i GPIO
AT+SYSSTORE : 1% ‘&SR

AT+SYSREG: 5 29 17-9%

3.1.1 AT: Wi AT B3

AT

P
ﬂﬂl\'\

W

19
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OK

3.1.2 AT+RST: #F B

P4

=l

4

’AT+RST

Wi i *

[ox

3.1.3 AT+GMR: #HHEMAIEE

Parr %

=

AT+GMR

M

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.LFEMRAEE, BN esp-at/components/at/1ib/ HF . £
2 PUERY, Totikit .

» <SDK version info>: AT ffi fl{1J3F& SDK A EH, BAN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

» <compile time>: [E {4 ]

 <Bin version>: AT [E{:hiAME B . A5 B ] PAZE menuconfig B,

Bl
o QERBAER ESP-AT F/F AR, 35 Sei it AT+eMR AE R .

il

AT+GMR

AT version:2.2.0.0-dev (cadlecd4d - ESP32 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK
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304 AT+CMD: 2% IR SR B A7 fr 4 B iy 4

W i <

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK

e <index>: AT 275

o <AT command name>: AT o4 FR

+ <support test command>: 0 FE/RA T, 1 FRLHE

+ <support query command>: 0 F/RAZFF, 1 FRIEF
» <support set command>: 0 F/RATH:, 1 FTRTFF

« <support execute command>: 0 FRALFF, 1 FRIE

3.1.5 AT+GSLP: jjiA Deep-sleep Bzt

IJXLEA g /\>
[k

AT+GSLP=<time>

W ) :

<time>

OK

BH
* <time>: B#EA Deep-sleep I, BAr: 2ZFb. BOEMIAIEIG, Bea H e, 81 HERR
WREEAE, RSN AR .

- 0 FR LRI E
— fix K Deep-sleep I K254 28.8 K (231-1 ZF/b).

Bl
o HTANHBARREN, Pra it A Deep-sleep B SLFrit K G HIEIHKZ [ SAFEESR:

3.1.6 ATE: JFEEOCH AT 1 Dyt
AT A

=
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’ATEO

o

’ATEl

W

’OK

ZH

* ATEO: XAl
« ATE1: FFR3a 5

3.1.7 AT+RESTORE: &)

=

A

’AT+RESTORE

W ) :

[ox

A
o Wil S RHEIRITAT BAPE] flash 928, A BRIASHL.
-

o BT S EIFBE

3.1.8 AT+UART_CUR: #t¥ UART %nilsmiicE, AffE3] flash

[k

AT+UART_CUR?

W i :

+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

%

NI

@

ALk
At

AT+UART_CUR=<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W
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OK

* <baudrate>: UART &R
~ ESP32 ¥4 %I 80 ~ 5000000
o <databits>: FIR{v
— 5: 5 bit $Hifr
- 6: 6 bit FHE {7
— 7: 7 bit FIR(
— 8: 8 bit HIR{
* <stopbits>: {=F{i/
— 1: 1 bit Bk
— 2: 1.5 bit {213
— 3: 2 bit &R
* <parity>: 517
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: A
- 1: {figE RTS
- 2: ffifig CTS
— 3: [AAH#iRE RTS i1 CTS

e
o Fifjan 4R F R 2 UART FCE SE0SCAE, BT8R, T Re S5 3e(EA R 25 .
o RPE AR E] flash,
o [ RE 1 R 4 D BE R B A 09 CTS/RTS & M, 1% 3 WA 1+ 4 42 Ml components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_CUR=115200,8,1,0,3

3.1.9 AT+UART_DEF: ¥ UART ZRilficE, PRA{7E%F] flash
i A

ke

AT+UART_DEF?

W i :

+UART_DEF :<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK
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=

=

A

’ AT+UART_DEF=<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

* <baudrate>: UART &R
~ ESP32 ¥4 % 80 ~ 5000000
o <databits>: FIR (v
— 5: 5 bit $HRfr
- 6: 6 bit FHE {7
— 7: 7 bit FIR
— 8: 8 bit HIR{
* <stopbits>: {2 F{i;
— 1: 1 bit &1k
— 2: 1.5bit {517
— 3: 2 bit &k
* <parity>: 517
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: AMifgids
- 1: {figE RTS
- 2: {figg CTS
— 3: [AAH#iFE RTS i1 CTS

B
o B EHCHRAEE NVS 5K, Uil R IR AL
o fuiT T BE 0 9T 45 B BE T S E B A 9 CTS/RTS A5, 4% 4§ W2 #+ % 4% Al components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

Bl

AT+UART_DEF=115200,8,1,0,3

3.1.10 AT+SLEEP: ¥ IENRELD X
A A

Py -
WA

=

AT+SLEEP?

W i <

Espressif Systems 24 Release v2.3.0.0-esp32c3-138-g792¢138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 3. AT Ay d4E

+SLEEP:<sleep mode>

OK

v

o

N

B

¥

v

A

=

’ AT+SLEEP=<sleep mode>

W i <

[ox

S

¢ <sleep mode>:
- 0: 2 REARAI
— 1: Modem-sleep F5={;
* B Wi-Fi iR
- IO AR Y AP () DT IM & 1 5K P
+ B BLE 15z
- £ BLE J"HRASF, SRS HORE AR A T4 5] B o 191 2 A
- £ BLE BT, ST HeRE AR A 242 18] i 2 10 5% 1A
— 2: Light-sleep #iz{;
+ B Wi-Fi #i5X
- CPU ¥t H it ABERR , ST ARIEAT+CWIAP iy S5 B 1isten interval
ZHE I K
+ H1 BLE #i=X
CfE BLE JEAS T, CPU K F St AR, SR A AR 220 52 7
- J£ BLE #4285 F, CPU ¥ H 3t AMENR , SIS R AR 3 12 122 0] B o 1 ¢ P4
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fiR
- SRR AT+ CWIAP i 2B listen interval Z4UE M XM
+ H1 BLE #iX
- 7E BLE 78R8T, s HeRe AR )4 1a] e 15 5% 1]
- 78 BLE BT, SRS HCRE AR 4 242 [a] e 2 10 ¢ 1]

it

o YEHIEAREI S, Bluetooth LE RN 1] RARE#IUR1E . 24 Bluetooth LE WJUG L5, 7N 1] DAZE I HEARASE
=

» Modem-sleep 15550 f1 Light-sleep #5503 7] AYE Wi-Fi #53% BLE i F %%, {HLE Wi-Fi X,
X R HBETE station BER T iXE

 %¥ Light-sleep #iUHT, @UWRAIETAT+SLEEPWKCFG fiy &V B UMY, 5 B me i, &
Fr—E AL T HERRR S

* X H Light-sleep #i3X Ji5 , 415 Light-sleep Ml 4% (AN 2 B, 155K B 2hE A BEIRAR L , 24 Light-sleep
W 25 I JE IS, 28 1 2 AN B R AL o i

 X}F BLE 3 Light-sleep £, H FbinfifshEz 32KHz i #ik, &0, Light-sleep £ 2x DA
Modem-sleep #z TE .

o AT+SLEEP T £ /5l 2% Y Sleep AT =17 .
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il

AT+SLEEP=0

3.1.11 AT+SYSRAM: 75 ify % bt ol 4 k22 ) fis /25 )

AT+SYSRAM?

W i <

+SYSRAM: <remaining RAM size>,<minimum heap size>

OK

BH

» <remaining RAM size>: Y4Fif| 4% |E], BAf7: byte
* <minimum heap size>: fx/NEZS[E], B : byte

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.12 AT+SYSMSG: #rify/itE &8s

iy

g
MY H RGN EERE

A

AT+SYSMSG?

Wi 3% ¢

+SYSMSG:<state>
OK

B

itk
WERETRREE

A\
"Il/?\‘

AT+SYSMSG=<state>
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Wi 3% ¢
OK
B
* <state>:
— Bit0: jBH Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2 &3] B2 /R 1= &,
* 0 AFTEN
© FTED +QUITT
- Bitl U PN YN S st
SOHR BN LSy T/ N S ilu XX, CONNECT
« 10 i VR 40 3R 78 {5 B, Il +LINK_CONN:status_type, link_id, ip_type,
termlnal _type, remote_ip, remote_port, local_port
- Bit2: #EBARSEREE, EAT Wi-Fi i5 4542 X,. Bluetooth LE SPP } Bluetooth SPP
+ 00 ATEHHRME R
» 11 24 Wi-Fi, socket, Bluetooth LE 5§ Bluetooth JR3S & 4 280, TEIR{EE, -
— "CONNECT\r\n" = PL "+LINK_CONN:" FF Lt @i = &
— "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
- "WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
~ "+ETH_DISCONNECTED\r\n"
- WL "+ETH_GOT_TP:" FFk MR T &
- PL "+STA_CONNECTED:" FF LW # x££ &
~ L "+STA_DISCONNECTED:" FF kW& 7 £ &
- Pl "+DIST_STA_IP:" FF kW T &
- W "+BLECONN:" FXHETFEE
- P "+BLEDISCONN:" JF 3k M T 5 &
e

* #AT+SYSSTORE=1, Pt & AR RIRAFAE NVS 431X,

o A BIt0 N 1, BH Wi-Fi ;@%7};‘2;& A& /R +QUITT,

o # % Bitl K 1, ¥ £ ¥ WiAT+CIPSTART FMIAT+CIPSERVER 1y %, % 4 ¥% % &
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” RTINS
2 “XX,CONNECT”,

il

/) BY Wi-Fi BEEABRAITHRTE A
// ¢%ﬂf%¢5ﬂﬁém}%ﬁ%w;,

/] EERALAABRTHATH L

AT+SYSMSG= 2

&

/] FEHE KT, Wi-Fi. socket., Bluetooth LE # Bluetooth KA KT W 2T H R T &
AT+SYSMSG=4
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3.1.13 AT+SYSFLASH: #5ifjskise flash Ji] P15y IX
LIS

i
FEif flash f 7175 X

s

AT+SYSFLASH?

L)V

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK

BE WA

TE. 5. % flash H P4 X

P
A

=

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W i <

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: X

- 12 HHK

-2 K
 <partition>: X4k
o <offset>: it
<length>: i &
<type>: JijJ XA
<subtype>: Jij F1/rIX 2R
<addr>: ] Pk
o <size>: AR A/N

B

o A AT Bk at_customize.bin, FH4EE I SH 4efT i 2 Lo K,

o BEsE TPV IXHET, S 4o T A Rk PKI S AR RS P X S0

o BERRIXET, BTG <of fset> fll <length> 4L, H T2 B % B br i X i, #5845
AT+SYSFLASH=0, "ble_data" T[R4 “ble_data” [Xim, UG KEFAEEE <offset>
fl <length> ZH, MXPNSEEE KIS 4 KB S .

o XTI E X n] 2% ESP-IDF 4y [X 3%,

* ¥4 <operator> Hwrite B}, RGEUILEIH AL IEHEMITRE >, RIS AZSWEdE, £
PERKEN S <length> —F(.

o E4rXHI, S EERIZS X

e 5 PKIbin i}, &% <length> W N 4 FHHREELS .
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il

// M "ble_data" R B A 0 AFEH 100 FH

AT+SYSFLASH=2, "ble_data", 0,100

// FE "ble_data" 4R H I 100 XL E AN 10 FFH
AT+SYSFLASH=1, "ble_data", 100,10

// M "ble_data" 4 K H A 4096 A EHR 8192 FF
AT+SYSFLASH=0, "ble_data",4096,8192

3.1.14 AT+FS: 1RS48

Ve /?
A

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

o <type>: HH{LZ#: FATFS

— 0: FATES
¢ <operation>:

- 00 MRS

- 10 5

- 20

- 3 AR

- 4 PR T SO, HEMUCSCRR H sk

o <offset>: fwEEHihl, (ER1EE R E
o <length>: KJ, (UEXHEEHAERE

o fH AT AT at_customize.bin, TEL(E B A %% ESP-IDF 43 X 3% Fl4efT § & U4 X

. ﬁﬁﬂfﬁﬁﬂ’]kfhﬁ?%ﬁiﬁiﬁd\ AR (8] 52 B B (AR

* ¥4 <operator> Hwrite B}, RGULEIN AL IEIEMITRE >, R DU AZSWEdE, £
PERKEN S <length> —F(.

il

/) B FEAS X

AT+FS=0,0,"filename"

/) EEANX RSB HA 100 XEN 10 FF
AT+FS=0,1,"filename", 100,10

/)N EAX R 0 L EB 100 FA

AT+FS=0,2,"filename", 0,100

Q3
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(£ L£50)

// Bl ARE ET R X

AT+FS=0,4,"."

3.1.15 AT+RFPOWER: i)/ ¥i RF TX Power

iy

Yitig:
#r1f) RF TX Power

A

AT+RFPOWER?

Wi 3% ¢

OK

+RFPOWER:<wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

A4

=

A

’AT+RFPOWER:<wifi_power>[,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>]

Mjn] oz <

[ox

BH

o <wifi_power>: Fifii3 0.25dBm, HANERISHE S 78, MSLFRE RF Power (i 78 * 0.25 dBm
=19.5dBm. [t 501547 AT+RFPOWER? A HiIASL P RE Power {f.

— ESP32 S ML 2y [40,84]:

wEE | EBYE | XhrE | pr dBm
[40,43] | 34 34 85
[4451] | 44 44 11

[52,55] | 52 52 13

[56,59] | 56 56 14

[60,65] | 60 60 15

[66,71] | 66 66 165
(72,771 | 72 72 18

[78,84] | 78 78 19.5

+ <ble_adv_power>: Bluetooth LE " #%H RF TX Power.

: 7dBm
:4 dBm
: 1 dBm
:-2dBm
:-5dBm
: -8 dBm
:-11dBm
:-14 dBm

L]
N Ok W= O
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 <ble_scan_power>: Bluetooth LE $94#%) RF TX Power, ZE{BU{HF] <ble_adv_power> Z¥{.
+ <ble_conn_power>: Bluetooth LE j£#21) RF TX Power, Z(HUE[F] <ble_adv_power> .

3.1.16 W]
« i F RF TX Power 4p N A [fl #9264, 14 A %5 H A 5 2 X WA BE L,

H
B DA L esp_wifi_get_max_tx_power £ i) F| ) wifi_power I {H B & 5
esp_wifi_set_max_tx_power W EMMBAEEZR, HASIZE I

3.1.17 AT+SYSROLLBACK: [n]7& %I ULy 5 £

AT %

=

A

’AT+SYSROLLBACK

W i :

[ox

U]

o Afp ARt OTA TH, HAREE S — OTA SRR,
3.1.18 AT+SYSTIMESTAMP: #5 /it 5 A4 Hulnh i) 3%
A iy 4>

i
A 7 L o ]

Py
iy 4

AT+SYSTIMESTAMP?

W i :

+SYSTIMESTAMP : <Unix_timestamp>

’ AT+SYSTIMESTAMP=<Unix_timestamp>

Wi i ¢

’OK
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BH

o <Unix-timestamp>: Unix [f[a]#;, BAf7: .

il

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.19 AT+SYSLOG: FiIHukZsH AT 85 St n
iy

yiig:
i) AT FR R

LT

/

JE

AT+SYSLOG?

W

+SYSLOG: <status>

OK

N

BEmA

N

Jyiig:
JE B AT SR SR

A

’AT+SYSLOG:<StatuS>

Wi i :

o <status>: FEIRAIEIEARTS
- 0: Z
-1: B

il

// B A AT #ERDE T
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR
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OK

// %A AT #iERGRE T
AT+SYSLOG=0

AT+FAKE

/] R

"ERR CODE:0x01090000°

ERROR

AT FR A —A> 32 f -/ B EE, & SCanF

et FEE B
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0
* category: [HE{H 0x01
« subcategory: 45
IRAKE wmiIR K| A
3
ESP_AT SUB_OK 0x00 OK
ESP_AT _SUB_COMMON_ERROR 0x01 {588
ESP_AT_SUB_NO_TERMINATOR 0x02 KRB R (A “m” 452)
ESP_AT_SUB_NO_AT 0x03 AIRFELE AT (B AR ATRER at. At 5§

aT)

ESP_AT_SUB_PARA_LENGTH_MISMAT(H0x04 SR K EANICRD
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 e NI
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 Y U e
ESP_AT_SUB_PARA_INVALID 0x07 B
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 T e
ESP_AT_SUB_UNSUPPORT_CMD 0x09 S T
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A Y e NI
ESP_AT_SUB_CMD_PROCESSING 0x0B TR E—Z s
ESP_AT_SUB_CMD_OP_ERROR 0x0C AR T A

* extension: iRy REAMEE, AFKTREGAFRYY RMELE, #1575 W components/at/

include/esp_at.h,

B, A% ERR CODE:0x01090000 R “AHEFZMS7.

3.1.20 AT+SLEEPWKCFG: % Light-sleep M5 fIMelE GPIO

A4

=N

A

’AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

Mjn] oz <

[ox

S8

 <wakeup source>: Mt

- 0: SEIS FR i
-1 fREAEE
- 2: GPIO Mifif
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e <paraml>:
— YMLRE R E R, SRR, AL 2R
— YRR GPIO I, %S%# 7R GPIO 4]

e <param2>:
- YW GPIO I, %S M R -
- 0: fRHL
- 1 T
il

// BB
AT+SLEEPWKCEG=0,1000

// GPIOLl2 B K A% v F B % B
AT+SLEEPWKCFG=2, 12, 0

3.1.21 AT+SYSSTORE: ¥ SEAEMEER
iR

Jyiig:
#if] AT ZHUFRER

e

AT+SYSSTORE?

Wi % ¢

+SYSSTORE: <store_mode>

OK

v

BEE WA

b

DN .
"ﬂ4>‘

’AT+SYSSTORE:<store_mode>

o <store_mode>: ZEIEHAR,
- 0: WAECEAA flash
- 1: MAHEA flash (ERA)

e

© g PRI S, RS, AR 4R RAM .
« AA S LN T
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o AT+SYSMSG
* AT+CWMODE
* AT+CIPV6

» AT+CWIJAP

e AT+CWSAP

* AT+CWRECONNCFG

e AT+CIPAP

* AT+CIPSTA

* AT+CIPAPMAC

e AT+CIPSTAMAC

e AT+CIPDNS

* AT+CIPSSLCCONF

* AT+CIPRECONNINTV

» AT+CIPTCPOPT

e AT+CWDHCPS

* AT+CWDHCP

e AT+CWSTAPROTO
* AT+CWAPPROTO
» AT+CWIJEAP

e AT+CIPETH

e AT+CIPETHMAC

e AT+BLENAME

e AT+BTNAME

* AT+BLEADVPARAM

* AT+BLEADVDATA

e AT+BLEADVDATAEX

e AT+BLESCANRSPDATA

e AT+BLESCANPARAM

* AT+BTSCANMODE

il

AT+SYSSTORE=0

AT+CWMODE=1 // F # A\ flash

AT+CWJAP="test","1234567890" // A~ F AN flash

AT+SYSSTORE=1

AT+CWMODE=3 // # A\ flash
AT+CWJAP="test","1234567890" // ## A flash

3.1.22 AT+SYSREG: B:GHA{Eds

v

7

XF

fURTigeS

oy
%

Ele

AT+SYSREG=<direct>, <address>[, <write value>]

W i :

+SYSREG:<read value>
OK

/) WERTF G FEN
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B
o <direct>: FEofE W A7As
- 0: e
- 11 B4

* <address>: (uint32) FFffgetiidl, PEEHSHEMH XD FARSHE T
o <write value>: (uint32) 5 A(H, 1UEH T 5 SF1Eesm)

|

o AT REGEZFAAa L, PRTE I ORI T A A 2L

3.2 Wi-Fi AT #4144

o AT+CWMODE: Z5if)/¥%E Wi-Fi =, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: #xifi] Wi-Fi JRZSH Wi-Fi 15 4

o AT+CWJAP: i#3% AP

o AT+CWRECONNCFG: Zifj/i% 8 Wi-Fi &40 g

o AT+CWLAPOPT: % AT+CWLAP 3451345 B @t

o AT+CWLAP: 45410 0] H1G AP

o AT+CWOQAP: WiTT5 AP )&

o AT+CWSAP: [it & ESP32 SoftAP 24}

o AT+CWLIF: )23 ESP32 SoftAP [1 station {5 5,

o AT+CWQIF: WIT station 5 ESP32 SoftAP {1442

o AT+CWDHCP: J3 /2% F DHCP

o AT+CWDHCPS: 2¥if]/i% & ESP32 SoftAP DHCP 4>t IP Mkl
o AT+CWAUTOCONN: | Hi 27 8% AP

o AT+CWAPPROTO: 25if]/15 5 SoftAP 55T 802.11 b/g/n sl brifi
o AT+CWSTAPROTO: %% Station #53XF 802.11 b/g/n s AiE

o AT+CIPSTAMAC: #5if)/15% % ESP32 Station ) MAC Hiht

o AT+CIPAPMAC: #¥if/i% B ESP32 SoftAP [1) MAC #bhl:

o AT+CIPSTA: #5if/i% & ESP32 Station 1] IP Hitil:

o AT+CIPAP: #¥ifij/ 3¢ 'E ESP32 SoftAP ) IP bkt

o AT+CWSTARTSMART : I3 SmartConfig

o AT+CWSTOPSMART : 12 }- SmartConfig

o AT+WPS: ¥%'& WPS HhiE

o AT+MDNS: % mDNS Ih#E

o AT+CWJEAP: 532 WPA2 Ik AP

o AT+CWHOSTNAME : #5if)/i% & ESP32 Station ) F-H14 Fi

o AT+CWCOUNTRY : #5if)/i%' 5 Wi-Fi [H R

3.2.1 AT+CWMODE: #ify)/¥H Wi-Fi B3k, (Station/SoftAP/Station+SoftAP)
A

Yy
Frif) ESP32 #4511y Wi-Fi #55(

A\ .
“Il/?\‘

AT+CWMODE?

Wi
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+CWMODE : <mode>
OK

P

CEL A

Ly :

P ESP32 %451 Wi-Fi #i,

O e
iy

’AT+CWMODE:<mode> [, <auto_connect>] ‘

W 3% ¢

[ox

S

o <mode>: R

— 0: J¢ Wi-Fi #i3%, IfH 34} Wi-Fi RF

— 1: Station =,
— 2: SoftAP izt
— 3: SoftAP+Station £z,

o <auto_connect>: JJ# ESP32 #4511 Wi-Fi iz (140, A SoftAP B J& Wi-Fi i3 4Jj#: 4y Station
Wizt sl SoftAP+Station #ix0) , 2 H B3hiE#: AP (ITheE, BUAME: 1. SEEEE, RN

i, thwltht A shiEs.

— 0: B I BHER: AP [TfE
— 1 T S AP [IIIRE, 2 BICSHE EENIERE AP MIRLELREE] fash th, U ESP32 %

#F H B AP

Bl

o EAT+SYSSTORE=1, Z¥%E-FHELEAE NVS 43X

il

AT+CWMODE=3

3.22 AT+CWSTATE: #%ify Wi-Fi JRZH1 Wi-Fi 138

it &

Ly :

#if) ESP32 i i) Wi-Fi ARAH Wi-Fi {5 5

P
"ﬂ<>‘

AT+CWSTATE?

Wi i ¢
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+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi k&
— 0: ESP32 station [ A #HATE{0] Wi-Fi %32
— 1: ESP32 station (L8 14% [ AP, {H [ AR FREE] IPv4 Hihik
— 2: ESP32 station &\ & %82 AP, HE &2 FE 2| IPv4 #ihk
— 3: ESP32 station 1E{E#4T Wi-Fi #825( Wi-Fi #i%
— 4: ESP32 station 4b T Wi-Fi WiARES

o <” ssid” >: H#Fr AP 11 SSID

|

* 24 ESP32 station JA7 142 |- AP I, HERE( ] M & £53f) Wi-Fi {555 24 ESP32 station &34 | AP
JG, R TAT+CWIAP 62 Wi-Fi 52

3.2.3 AT+CWJAP: i%Ef: AP
iy s

Dytig:
#rif] 5 ESP32 Station #£#: 1) AP {5 &

[

AT+CWJAP?

Wi i3 ¢

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>
OK

S

N

&

Yriie:
¥ H ESP32 Station 7534411 AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]
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&

+CWJAP : <error code>
ERROR

AT %

ik
i ESP32 station #%:4: & Yk Wi-Fi it &%) AP

"ﬂ4>°

AT+CWJAP

Wi i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

e <ssid>: H#xr AP 1 SSID

— WR SSID MRS HAG , . "o \\ SRR AT, Tk X

<pwd>: FiiK 63 FI5 ASCII

<channel>: {ZiE-5
<rssi>: {55 IR
<pci_en>: PCIiAiF

<bssid>: Hix AP [ MAC $tuht, 424> AP G HI[FE Y SSID I, %S HCA 45

— 0: ESP32 station ] S{Efa]—Fh % 70 AP %42, 35 OPEN F1 WEP
— 1: ESP32 station 1] 5 OPEN H1 WEP 2 ML — R 5 0y AP 14
* <reconn_interval>: Wi-Fi EiE[RIE, B &, BRIME: 1, H&KME: 7200
— 0: WrHi%E¥E)5, ESP32 station AN % AP
— [1,7200]: Wi %42 )5, ESP32 station 4 [ 45 & [ 5 AP #i%
* <listen_interval>: [} AP beacon BJ[E|[F, EA{ K AP beacon [E]fF, ZRIAE: 3, JuMl: [1,100]

o <scan_mode>: itz

— O: PReuiaafl, B EAR AP 54 R4, ESP32 station 555N EIH AP 4%

- L AFEEH, raEEAE G A 4 1EH3, ESP32 station 54 2555001 AP
* <jap_timeout>: AT+CWJAP fip @I R NME, A2 #F, BRIME: 15, JEH: [3,600]
e <pmf>: PMF (Protected Management Frames, Z{#3 &R, BHAME 1

- 0 FREE ] PMF

- bit 0: B4 PMF Jjfig, $30Hf PMF, AR H A s HA PMF Jfig, W ESP32 Sear-RffLsoik

# LA PMF FCE 12

~ bit I: 3 PMF, HURTE PMF, B2 S BR %3% PMF SiREAI

o <error code>: fHiRME, {UfitZ%
- 1o IEB R
- 2: BhAR R
- 3: LA E| H bR AP
- 4 BRI
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- HEfH: KRG

]

o WIRAT+SYSSTORE=1, it & ¥ UCRHRATE] NVS 4 [X

o ARG S TFEIT)S station I

o 4 ESP32 station CLHEHE | AP J5, 2T Ay 783 Wi-Fi {5 ;24 ESP32 station {% 4 4 | AP
it N I AT+ CWSTATE fiy 425 1) Wi-Fi 5 5.

o AW <reconn_interval> ZEH5AT+CWRECONNCFG fip4- ") <interval_second>

SHMIF . WRBITAR GBI E <reconn_interval> 4, Wi-Fi 5% [A] i ERR 2K

NME 1

AR [FE R I <ssid> fll <password> 4L, A _E—RIEERE

PAT A S5 E A NI R AR, BRIk 15 70, Wi B8 <jap_timeout> EH

AELRHL IPVO Mtk , TRESEI EAT+CIPVo=1

42 OK {3 IPv4 MK Efes, A IPve MK HER L . 24 HT ESP-AT DA IPv4 [ 24°h

T, IPv6 W% M

e WIFI GOT IPv6 LL fUETCLIKEFNAHBER IPvo sl , X Mihl 2 it BUL-64 AHb T8 H ok
B, AREKbm#HRSS. BTIHMTRF, XTI REYE OK 2 I, WAIREE OK Z )5,

* WIFI GOT IPv6 GL AL LIREFN A4S IPv6 Hitil, ZHuhk 2 AP R RMBIZ N kit d
KW G EFATHATORE, FEBMHSS. mTITET, XATHI AT EEFE OK 2 Hil, Al BEFE
OK ZJ5; WaJREH T AP ASZER IPVO MM AFTED .

il

// W R B AP # SSID & "abc", H# A "0123456789", M & 4 & :
AT+CWJAP="abc","0123456789"

// R EAF AP By SSID £ "ab\,c", HME "0123456789"\", M & 4 &
AT+CWJAP="ab\\\,c", "0123456789\"\\"

// R %EZA AP F AR B SSID "abc", F#E it BsSSID # F H AF AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// #F ESP-AT E Kk HEif pPMF # AP, U # 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.24 AT+CWRECONNCFG: #if)/i%' ™ Wi-Fi fi R
i A

i
i) Wi-Fi B E

A

AT+CWRECONNCFEG?

W i :

+CWRECONNCFG: <interval_second>, <repeat_count>
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8 Wi-Fi BER

"ﬂ4>

’ AT+CWRECONNCFG=<interval_second>, <repeat_count>

W

’OK

* <interval_second>: Wi-Fi EiE[A]fgE, BN #, BRAE: 0, HKRfE 7200
— 0: Wri%E¥E)s, ESP32 station AN % AP
[1,7200]: WiHFiE$: )5, ESP32 station £ [ 3552 (B[R] 5 AP %
. <repeat_c0unt> ESP32 & &2 EiE AP IR EL, ASEE <interval_second> NN 0BG
2, BRIAMA: 0, fHKfH: 1000
— 0: ESP32 station f4 42418 154 AP
— [1,1000]: ESP32 station & BB A~ 4435 B IR E E1E AP

il

// ESP32 station & 1 # &R EFH% aAr, H 2] 100 K
AT+CWRECONNCFEG=1, 100

// ESP32 station AW F & HEE £ Z & AP
AT+CWRECONNCFG=0, 0

(A

o Ry AH) <interval_second> ZEHAT+CWJAP 1) [<reconn_interval>] ZEHHE
« Viin 2B T AT AP, WicFi BUUSHBAUFBUR Wicki 3055

3.2.5 AT+CWLAPOPT: {7 AT+CWLAP &y A F1Hi45 St g 1

P A

&

§>

A

’AT+CWLAPOPT:<reserved>,<print mask>[,<rssi filter>] [, <authmode mask>]

o <reserved>: {REHIN
o <print mask>: AT+CWLAP (345 R 2/ B/RPA NS48, BRAE: OxXTFF, #rbit ik 1, NER
XIVSH, AN 0, WA BRI S48
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bit 0: &1 7/~ <ecn>

bit 1: &5 E/8 <ssid>

bit 2: B E R <rssi>

bit 3: &7 B8 <mac>

bit 4: 27 B/~ <channel>

bit 5: 275 IR <freq_offset>
bit 6: 215 7~ <fregeal_val>
bit 7: 215 7~ <pairwise_cipher>
bit 8: %’57& g7~ <group_cipher>
bit 9: 275 T~ <bgn>

bit 10: 7EE' SR <wps>

o [<rssifilter>]: AT+CWLAP {45 R 2 B A SHGE g, Wl , 25
Hfii: dBm, BRIAME: 100, EHE:

filter ﬁﬁfﬁﬂﬁ AP,
o [<authmode mask>]: AT+CWLAP {450 &5

TIPS S ELT rssi
[-100,40]
YR DA IAIE g AP, BRIAME: OxFFFF, 411

Rbit xwdﬂl, WP 7R X WIAUE T =0 AP, #3480, WA EIR

- bit 0: &
bit 1:

78 OPEN A 201 AP

m% B~ WEP IE R AP

bit 2: 275 F % wPa_PSK AJE 20l AP
bit 3: 275 E 7% WPA2_PSK MIE A AP
bit 4: &
bit 5:
bit 6:
bit 7:
bit &:

B EAR WPA3_PSK IMET Y AP
=17 R WPA2_WPA3_PSK AR AW
HEAE R WAPT PSK AJE R AP

il

T E R WPA_WPA2_PSK IAIET T AP
B E/R WPA2_ENTERPRISE IAUE = AP

AP

/] E—ANBHEH L,
/] B ZANBHEA 31,

AT+CWLAPOPT=1, 31
AT+CWLAP

#
H

% 77 AT+CWLAP £

4
Bl ox1F, X7 F7 1

4
A

// REFINIEF A A OPEN H# AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

F#BfEEEE RSSI HE T
# bit XEWEHEHKLEFTE K

3.2.6 AT+CWLAP: £ %n7iv HIT) AP

FIIMFFEREE &R AP, WIHEE SSID. MAC Hulik s {FiH 5

[k

AT+CWLAP=

[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT %

Dhiie
S =4 il AP

[k
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AT+CWLAP

W 7

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freqg offset>,<freqcal_val>, <pairwise_
—cilpher>, <group_cipher>, <bgn>, <wps>
OK

o <ecn>: fi#E A
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
— 8: WAPI_PSK
o <ssid>: FLFEESEL, AP [ SSID
o <rssi>: G5B
o <mac>: FESE, AP [ MAC #ihl
e <channel>: {ZiE%
o <scan_type>: Wi-Fi J9{i2% BRAEHN: 0
- 0: EFhHH
- L sh 4
* <scan_time_min>: fMEE SRR, RO 2R, MR [0,1500], QEREREEE
i, RSEIH
o <scan_time_max>: SMEHE KRR, PO 2R, JER: [0,1500], 1REH 0, AR
ZHCEIME, TN 120 ms, S 360 ms
o <freq_offset>: Hjifiy (fREEAWIH)
o <freqcal_val>: JiASHE(E (FREATIH )
» <pairwise_cipher>: BN gEEZEA
— 0: None
: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128
- 7 RH
o <group_cipher>: ZHHN%25H!, 5 <pairwise_cipher> 3 EAHE R
* <bgn>: 802.11 b/g/n, 7 bit BA 1, WIFRRMEREXS WA, ABCh 0, MIFRIREE N AR
— bit 0: 2 EHHE 802.11b R
— bit 1: 275 HE 802.11g F=
— bit 2: 2FE#fE 802.11n Az
o <wps>: wps flag
— 0: N3 H: WPS
— 1: ¥ WPS

I
NN AW~

|

il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

Q3
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(£ L£50)

// FH 4 E SSID B AP
AT+CWLAP="Wi~Fi"

3.2.7 AT+CWOQAP: WIS AP (%ER:

Parr %

=

A

’AT+CWQAP

Wi

’OK

3.2.8 AT+CWSAP: [l ESP32 SoftAP Z:4(
A ity 2

Jytig:
251 ESP32 SoftAP [yt B 5%k

.
“ﬂ/?\'

AT+CWSAP?

W i <

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>

Yytig:
¥ E ESP32 SoftAP [t & 2%

[

’AT+CWSAP=<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

o <ssid>: FAPHRSA, AR
o <pwd>: FRFHRSEL, %%, JEH: 8 ~63 AT ASCI
e <channel>: {ZiE%
» <ecn>: JI#E R, ACHF WEP
— 0: OPEN
- 2: WPA_PSK
- 3: WPA2_PSK
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- 4: WPA_WPA2_PSK
e [<max conn>]: F4%E A ESP32 SoftAP (1% station ${ H , BUEIEHE: [1,10]
¢ [<ssid hidden>]:

- 0: "% SSID (ERiN)

— 1: K% SSID

|

o KI5 AS HAY¥AT+CWMODE=2 5 # AT+CWMODE=3 Hq‘?j‘ﬁ%(

o PAT+SYSSTORE=1, Tt '8 S MCEHEAEAE NVS 43X

o BRIL SSID iR &IN5, F-NTHiE& MAC Hoht 4. %50] DA FAT+CWSAP? 2 i 2RI Y
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.29 AT+CWLIF: #FilyiE$: 5] ESP32 SoftAP [ station {35 5L

Wiifn

=

A

AT+CWLIF

Wi i ¢

+CWLIF:<ip addr>, <mac>

OK

¢ <ip addr>: 43223 ESP32 SoftAP [ station ¢ IP Mt
e <mac>: R3] ESP32 SoftAP [ station 1] MAC H#ifik

|
o ARG TCIRAE WS IP, {USH5AE ESP32 SoftAP I A1 station DHCP 33l REfY 1§ 0L T A%k

3.2.10 AT+CWQIF: WiJF station 55 ESP32 SoftAP ¥4
PATa A

Jyiie:
W BT 1% A ESP32 SoftAP [¥ station

ke

AT+CWQIF

W i :
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Wi 557 A ESP32 SoftAP [ station

Pa sy
A

’AT+CWQIF:<mac>

W

’OK

o <mac>: FEWFFEEM station 1) MAC Hihk

3.2.11 AT+CWDHCP: }iHl/ZH] DHCP
i

O e
iy A

AT+CWDHCP?

W

+CWDHCP : <state>

J& Ji /2% ] DHCP

A .
"ﬂ/?\‘

’ AT+CWDHCP=<operate>, <mode>

W

’OK

s <operate>:
- 0: &%
- 1: /M
e <mode>:
— Bit0: Station ) DHCP
— Bitl: SoftAP ) DHCP
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» <state>: DHCP LIRS
— BitO:
x 0: 25 1] Station /) DHCP
+ 1: J5 Ff Station [1{) DHCP
- Bitl:
x 0: 25 SoftAP f\) DHCP
« 1: 2 Ji] SoftAP [fj DHCP
- Bit2:
+ 0: 25§ Ethernet {1 DHCP
+ 1: J5 /§ Ethernet [ DHCP

(A

o #AT+SYSSTORE=1, W& ¥ e RAFE] NVS 43X
o ABE AL SUE B P IS E N, WAT+CIPSTA FIAT+CIPAP
— F7JEi il DHCP, DS 1P Hiutik S5 4%
- ERN#LS P, ) DHCP &34k
- JE W EAE S LR

il

// JB& A Station DHCP, #1 % JF DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, 4 ® JF DHCP mode 4 3, M| 3 DHCP mode # 1
AT+CWDHCP=0, 2

3.2.12 AT+CWDHCPS: #%if)/i%¥i ESP32 SoftAP DHCP 4}fciv) IP Huhl {5 Hi

A%

2
%

AT+CWDHCPS?

W i <

+CWDHCPS=<lease time>, <start IP>,<end IP>

1% ESP32 SoftAP DHCP JI% 45 #5843 Fit i TP Hbotik-3

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

L)V

’OK
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BH

¢ <enable>:

- 1: % ¥ DHCP server {5 5., JGZS U IIHE

— 0: ji % DHCP server {5 &, MKEEVAME, REESHLHFHY

o <lease time>: FHZJH[E], BAf7: 24P, BUEIER: [1,2880]
o <start IP>: ESP32 SoftAP DHCP JIR %48 P Huh e i 1P
o <end IP>: ESP32 SoftAP DHCP Jifi %45 IP bl (1 455k 1P

Bl

* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

o Afy L ZiAE ESP32 SoftAP #iX g, HIT/5 DHCP server (5L i ]

o WCERY IP HUIEEF 15 ESP32 SoftAP A [m]—M Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // % % & &, WEBRIAE

3.2.13 AT+CWAUTOCONN: |-Hi&7 H 2% AP

B WA

-t

’AT+CWAUTOCONN:<enable>

]
[ox
e <enable>:
- 1. B HEhERE AP (BHA)
- 0: FHAHBhER: AP
B

o ARBEARAEH] NVS X,

il

AT+CWAUTOCONN=1
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3.2.14 AT+CWAPPROTO: #ify/i i SoftAP B X F 802.11 b/g/n [lpilbrifi

AT+CWAPPROTO?

W

+CWAPPROTO=<protocol>
OK

- A
BeE A
Wi

’AT+CWAPPROTO:<protOCOl>

W % <

* <protocol>:
— bit0: 802.11b HMXARE
— bitl: 802.11g His AR HE
— bit2: 802.11n HHMAFRIE

|

o P, ESP32 14 H %4 802.11b. 802.11bg 5% 802.11ben HpisUhsifk
o BRATEULT, BSP32 i%45 1) PHY mode J2 802.11bgn 5=,

3.2.15 AT+CWSTAPROTO: k¥ Station iz, | 802.11 b/g/n il brifi

AT+CWSTAPROTO?

W

+CWSTAPROTO=<protocol>
OK

- A
BeEmA
i

AT+CWSTAPROTO=<protocol>

W i <
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OK

* <protocol>:
— bit0: 802.11b MM A7 1fE
— bitl: 802.11g P AR
— bit2: 802.11n P AR HE

]
o 7, ESP32 #54 H 34 802.11b, 802.11bg 5, 802.11bgn stz

o BRYENL T, ESP32 $E451% PHY mode & 802.11bgn izt
o M ESP-AT v2.1.0.0 FFt& 2 HiAdid

3.2.16 AT+CIPSTAMAC: kify/i% ¥ ESP32 Station ) MAC Hiukil:
iy

Dyie:
#if) ESP32 Station [ MAC Hbhi:

[

AT+CIPSTAMAC?

Wi 3% ¢

+CIPSTAMAC:<mac>
OK

%% ESP32 Station ] MAC Hiii:

A\ .
"Il/?\‘

’AT+CIPSTAMAC:<maC>

W i :

’OK

S

o <mac>: FHEESE, 8 ESP32 Station [1) MAC #idik
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e

* #FAT+SYSSTORE=1, Wi W HCRHATEE] NVS 40X

« ESP32 Station [ MAC Hiik 5 ESP32 Ethernet 1 ESP32 SoftAP AN [E|, AEh &8 FEER MAC
Hi ik

MAC #idik ¥ Bit 0 ANfEHR 1, fFilfm, MAC HhEATPAE “la:--7, {HARTA DA “15:-7
FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 2 o il , ARENE

il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.17 AT+CIPAPMAC: #if)/i% ¥ ESP32 SoftAP ) MAC Hiil:
iy

Dyie:
21 ESP32 SoftAP [ MAC Hizhl:

AT+CIPAPMAC?

W )i *

+CIPAPMAC: <mac>
OK

[y

Yriig:
¥ ESP32 SoftAP 1] MAC Huhik:

A\ .
“Il/?\‘

’AT+CIPAPMAC:<maC>

W

’OK

S8

o <mac>: FHEESE, F8 ESP32 SoftAP [1) MAC #ihil

]

o ¥7AT+SYSSTORE=1, [t 8 ¥ U RIZE] NVS 43X
» ESP32 SoftAP ) MAC H#iihi 5 ESP32 Station £l ESP32 Ethernet A[a], ANIEh —FH % B HFER MAC
Hodik
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o MAC Huhtf Bit 0 REEN 1, B, MAC #ihkv]PAE “18:--7, {HAW P “15:--7
o FF:FF:FF:FF:FF:FF f 00:00:00:00:00:00 2 L&t , AReis s

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.18 AT+CIPSTA: #%ify/i E ESP32 Station [1) IP Hukl:
A%

k-
#¥ifi) ESP32 Station 1] IP #ihil:

O e
iy

AT+CIPSTA?

W i+

+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ipbgl:<"ipv6 addr">

Yytig:
¥ B ESP32 Station [ IPv4 ikt

[

AT+CIPSTA=<"ip">[, <"gateway">,<"netmask">]
P g y

W

E |

B8
o <V ip” > FHFEESH, Fn ESP32 station {1 IPv4 Hhihik
o <” gateway” >: [

o <” netmask” >: FM#E
e <” ipv6 addr” >: ESP32 station [ IPv6 il

Bl
o AR A, A7 ESP32 station #E A AP BUCE L B #HE TP MUhEJG, A REAIAEI E R IP
il

o FFAT+SYSSTORE=1, Fil'E W SR RAFE] NVS 43X
o ARE S5 E DHCP ey S tHE 2, GNAT+CWDHCP
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— PR A TP Huhl, 2% f] DHCP
— #)J5H DHCP, &% H &S 1P ik
- e K E S S R E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.19 AT+CIPAP: #xify/ix¥i ESP32 SoftAP i) IP Huhk
iy

Yytig:
#if ESP32 SoftAP [ IP Hihik

[

AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">
+CIPAP:ipb6gl:<"ipv6 addr">

1% B ESP32 SoftAP ) IPv4 Hiidi:

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

Wi i ¢

’OK

« < ip” > FAFERBEL, 7 ESP32 SoftAP [ IPv4 Mkl
o <” gateway” >: [

o <” netmask” >: FM#EL

* <” ipv6 addr” >: ESP32 SoftAP ] IPv6 Hihik:

e

o FAT+SYSSTORE=1, WitE ¥ RIES] NVS 43X
o REE LS5 IE DHCP a2 HH 0, AAT+CWDHCP
- AR TS IP fhhl, WAL H DHCP
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— #J5 F DHCP, 2% F #3S 1P Motk
- BRI ES S R E

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.20 AT+CWSTARTSMART: J|k} SmartConfig
T %

Tytig:
JF 2 ESP-TOUCH+AirKiss 3 75t

Py
iy

AT+CWSTARTSMART

Yyiik:
FFIRHE P 252411 SmartConfig

[

’AT+CWSTARTSMART:<type>[,<auth floor>] [, <"esptouch v2 key">]

] 7
B
+ <type>: A
- 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
« <auth floor>: Wi-Fi G Fff, ESP-AT A2 85 authmode 5 T I {E Y AP
— 0: OPEN (ZkiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
* <” esptouch v2 key” >: ESP-TOUCH v2 (& fMH, H TR Wi-Fi A0 H 2 R . KRN
R 16 FHY .

I
AW =
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e

* WZA K SmartConfig {5 5., 755% ESP-TOUCH i 55 ;

* SmartConfig {¥ 3 #:7F ESP32 Station #5=NH 5

* J§E Smart get Wi-Fi info I~ SmartConfig JINFRELE] AP 5 5., 2 )5 ESP32 2 iE#: AP;

* J§H +SCRD:<length>, <rvd data> Z75 ESP-Touch v2 i{INREE| H & L EHRE

e J§H Smartconfig connected Wi-Fi F/RINIEES] AP;

* Ak ESP32 i% £ 75 245 SmartConfig [ ¥ 25 3L [ 25 45 F Mo, Br A AETH B, Smartconfig
connected Wi-Fi #iH)5HEiRE T 6 #PHEHAT+CWSTOPSMART ;

o T[E ] AT+CWSTOPSMART 1% 1I- SmartConfig, &G H-HfTHM A2 . HR, 7F SmartConfig 1 f¢H
T RATHAL AT L

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.21 AT+CWSTOPSMART: %} SmartConfig

Wiidr s

=

A

’AT+CWSTOPSMART

W

’OK

|

* it SmartConfig S 575, #iE7EATH AL Ay 42 HiiJ# AT+ CWSTOPSMART FJi SmartConfig 5
AT

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.22 AT+WPS: ¥ WPS Jfig

- :
BeEmA
Wi

’Z—\T+WPS:<enable> [,<auth floor>]

Wi 3% <

[ox
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BH

e <enable>:
— 1: JF}2 PBC 247111y WPS
— 0: %4 PBC 247111 WPS

o <auth floor>: Wi-Fi Y JFHE, ESP-AT /A4 i%43:%] authmode i I HI{E ) AP
— 0: OPEN (BkiA)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

|
NN R W =

(L]

o WPS hfig s JiiAE ESP32 Station {8 GE1 &L T4 H
« WPS Tfi% WEP %% 15 2

2N

AT+CWMODE=1
AT+WPS=1

3.2.23 AT+MDNS: ¥ mDNS Jjgg

NI

XEmWmA
At

§>

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

W

[ox

S

¢ <enable>:
- 1: JF)it mDNS Jifig, RS 4 EIHY
- 0: X4 mDNS Ujfg, s FIEE
+ <hostname>: mDNS £HZFR
+ <service_name>: mDNS f# 444 F5
e <port>: mDNS i [

Bl

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"

AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0
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3.2.24 AT+CWJEAP: #ER; WPA2 ikl AP

iy

i

iy

[l

ESP32 station £ ARJ{EV A AP FC EAF B

AT+CWJEAP?

L)V

+CWJEAP:<ssid>, <method>, <identity>, <username>, <password>, <security>

OK

)E’J

Ay

LN
"D{>

Lyt :

R

(s

2| A ppaoll i AP

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

Mjn] oz <

|

OK

o

+CWJEAP : Timeout
ERROR

<ssid>: {IVAR AP ) SSID
— G0 SSID s AL , o L\ SRR AT, TR
<method>: WPA2 MV ARIAGE =0
- 0: EAP-TLS
- 1: EAP-PEAP
- 2: EAP-TTLS
<identity>: Pyt | f9 5, FAFRREIH 1 ~32
<username>: [ EX 2 (I P4, il 1~32 575, EAP-PEAP. EAP-TTLS Fifti if ks
AZH, EAP-TLS F LR E A S
<password>: Bt 2 (T, JEE: 1~32 579, EAP-PEAP. EAP-TTLS Wffi\ilE )y i i E A
24, EAP-TLS R EARSE
<security>:
- Bit0: & Pk 43
- Bitl: R4 Ak
[<jeap_timeout>]: AT+CWJEAP fiy Wi /ORI, Bfz: #P, BRIAE: 15, B [3,600]
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il

// EBE BAP-TLS WEF XML LM 2P, REHG, BERSBEH, WREF RIS
AT+CWJEAP="d1link11111",0, "example@espressif.com",,,3

// ¥ FE EAP-PEAP A E F & M Ak Mo
AP, RESNM. AP 4. 54, TRIERSFHFIES, TWHEF P miEH
AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11",0

HARS:

WPA2 VR4 i%PS DA ERR CODE : 0x<%$08x> #%FCFT B :
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET _USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT _EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT _EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT _EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT _EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_ CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

]

* FHAT+SYSSTORE=1, FLEEUCRIRIEE] NVS 31X
o i AR A5 T ) Station 55X
o i TLS ATy s UFG (ERE R o lE S
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3.2.25 AT+CWHOSTNAME: #ily/i ¥ ESP32 Station 1) 1 HL#4 PR
iy

Yitig:
i) ESP32 Station [ =ML FR

s

AT+CWHOSTNAME?

W

+CWHOSTNAME : <hostname>

OK

BeE WA

tig:
¢ B BESP32 Station [ =ML FR

’AT+CWHOSTNAME:<hostname>

W i :

[ox

AT Station A, IR 1] :

’ERROR

B

» <hostname>: ESP32 Station [ =ML PR, mARKE: 3259y

e
o BCE O RAFE] flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.26 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi [H5 1010
A i) iy A

i
2] Wi-Fi [F A0
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[

AT+CWCOUNTRY?

Wi 3% ¢

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

v

N

&;

i
B Wi-Fi [ 50

s

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W i :

[ox |

BH

¢ <country_policy>:
- 0: RrEZ AL ECH ESP32 45 TE AR AP Y EZ 65
- L ANUEEZRA, RARRA IR E W E R A
¢ <country_code>: [EZFHY, HAKE: 3 NFRF
o <start_channel>: EIA{E538, JUHE: [1,14]
o <total_channel_count>: =38 MANEL

e
o FCESEHUCRRAFE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT #iA

AT+CIPV6: J2F/%5 R 1Pv6 M 2% (IPv6)

AT+CIPSTATE : #%ifi) TCP/UDP/SSL 41515 B,

AT+CIPSTATUS (%7 ): #%ifi) TCP/UDP/SSL MR 35 F1E B
AT+CIPDOMAIN : 18,4 ffHT

o AT+CIPSTART: 77 TCP 3% . UDP f£#s% SSL %4

o AT+CIPSTARTEX : %57 HZh4 M 1D ff) TCP %42, UDP &4yt SSL %4
o [M3E A AIEAR K] +++: B BB KX

» AT+CIPSEND: TE-E&idthin4E X o Wi-Fi i # X T A EH0E
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o AT+CIPSENDL: FE- i@ £ X, NI4T Rk KT

o AT+CIPSENDLCFG: %'&AT+CIPSENDL £y 4@ 1tk

o AT+CIPSENDEX : FE-&:idtesim e X, TR Y Ry X kB 5

o AT+CIPCLOSE: 4] TCP/UDP/SSL &4

AT+CIFSR: ZrifZh IP Hohl-F1 MAC Hil

AT+CIPMUX = J&5 /25 ) 22 4,

AT+CIPSERVER: #:~7/% 4] TCP & SSL fii 452
AT+CIPSERVERMAXCONN : 251175 B AR 55 2 FU1F 837 1) e K 4k
AT+CIPMODE: %51/ 5 fL tktia:

AT+SAVETRANSLINK : $EBFHLE B X (S E

AT+CIPSTO: E i)/ EANHY TCP R 55 5k B[]
AT+CIPSNTPCFG: 5]/ B I X1 SNTP IR 45 2%
AT+CIPSNTPTIME : #5if) SNTP B[]

o AT+CIPSNTPINTV : 51/ B SNTP i fa] [7] 2 17 6] b

o AT+CIUPDATE: &t Wi-Fi T+ {4

o« AT+CIPDINFO: %% +IPD ji§ ELiE+E

o AT+CIPSSLCCONF: 25if)/¥% E SSL % i iy

o AT+CIPSSLCCN : Zxif)& B SSL % Fii i) 2~ 44 (common name)
o AT+CIPSSLCSNI: Zif/% 8 SSL & F3t SNI

o AT+CIPSSLCALPN: #5if)/i4'% SSL & '3 ALPN
AT+CIPSSLCPSK = i/ & SSL & Fitr) PSK
AT+CIPRECONNINTV : #53)/%% & Wi-Fi i% £ 45 X, F 1y TCP/UDP/SSL T % 7] Fi
AT+CIPRECYMODE : 5/ B e kit
AT+CIPRECVDATA : REUBE s R &8 A

* AT+CIPRECVLEN : g il B8 5 i K

» AT+PING: ping %3 34

o AT+CIPDNS: 75/ & DNS I} %2845 B

o AT+CIPTCPOPT: i/ {5 B A4 30 T

3.3.1 AT+CIPV6: 3/ IPv6 %% (IPv6)
A

ik
i) IPV6 W 452 75 i fE

A .
"ﬂé’\‘

AT+CIPV6?

W .

+CIPV6:<enable>

JE /R TPv6 (2%

AT+CIPV6=<enable>

Wi i ¢
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OK

o <enable>: IPv6 & (HHEAR . BRIME: O

— 0: 28] IPv6 %%
- 1: 2 IPv6 2%

Bl
o fEfE M E T OIPve M Z5 Ry B2 MM AT, W 5B B IPve M 2K (B fm:

Zas B3
F IPv6 W %% fif i TCP/UDP/SSL/PING/DNS, 1 f% 25 TCP6/UDP6/SSL6/PING6/DNS6
TCPv6/UDPV6/SSLv6/PINGv6/DNSV6 )

3.3.2 AT+CIPSTATE: iy TCP/UDP/SSL ZER:A5 B
A%

AT+CIPSTATE?

W 7
AT, AT R[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

WA AR, AT &[0

OK

* <link ID>: 2% ID (0 ~4), HITZ A
o <V type” > PR SR, FREHIZE " TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” B “SSLv6”
o <” remote IP” >: TSR, Fonutng IPv4 Hihikak IPve Hihl
« <remote port>: Tl I {E
* <local port>: ESP32 A {5
* <tetype>:
— 0: BSP32 P48/ % P
- 1: ESP32 s VE N IR 55 4

3.3.3 AT+CIPSTATUS (3i£J): #¥ify TCP/UDP/SSL ¥Ef2IR B HI1S 5L

PATr %

=

A

AT+CIPSTATUS

] oz <
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STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

o <stat>: ESP32 station 32 [ LIRS
— 0: ESP32 station "N AR¥IEIIRTS
— 1: ESP32 station A WIIRALIRES, (HILARIF4G Wi-Fi £
: ESP32 station &.i%4% AP, ##45 IP #idik
: ESP32 station {757, TCP. UDP & SSL &4
: BSP32 %45 FiA 1y TCP, UDP Hi1 SSL ¥ IT
— 5: ESP32 station FF4& 3k Wi-Fi #%:3, {HA %R I AP si M AP Kt
* <link ID>: MZE%EH ID (0~4), HTZHEEMWIFN
o <V type” > PR SR, FoREHIZI " TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEESEL, Fnutng IPv4 Hihikak IPve #ihl
« <remote port>: T I {E
* <local port>: ESP32 A {5
e <tetype>:
— 0: ESP32 #4854 0% F i
— 1: ESP32 I VE IS5 2%

|
S LN

Bl

o TR F AT+ CWSTATE 6y A48 Wi-Fi 7S, i {HAT+CIPSTATE 74251 TCP/UDP/SSL k%% .

3.3.4 AT+CIPDOMAIN: I§#AfdWr

- ,
BeEmA
Wi

AT+CIPDOMAIN=<"domain name">[,<ip network>]

Wi ¥ ¢

+CIPDOMAIN:<"IP address">

OK

S

e <” domain name” >: NI

o <ip network>: ik IP %%, BRAE: 1
- 1t RN N IPv4 Hihik
- 2: Hf#A A 1Pv4 Hithl:
- 3: Hf@gtrh 1Pve Mk

o <” IP address” >: fEATHIY IP Huhik

il
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AT+CWMODE=1 // % E station # R
AT+CWJAP="SSID", "password" /) EENE
AT+CIPDOMAIN="iot.espressif.cn" VVAE-2 %

/1 B AT, RN A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/1 B AT, R A IPve M

AT+CIPDOMAIN="ipvé6.test—-ipvé6.com", 3

/1 BB, BEBATH IPvAe At

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: 4ty TCP ¥if:. UDP sk SSL ¥4

i3y, TCP itk

// P EF (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>][,<"local IP">]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—"local IP">]

W 7
PR, iRl

CONNECT

OK

SRR, R

<link ID>,CONNECT

OK

* <link ID>: 257542 ID (0~ 4), HTZHEERMIEL. ZSE0E B BYLT nenuconfig PRIHA
BRI, — A2 AT PR E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A2 LWIP
MO BCE T LWIP_MAX_SOCKETS , BRIMEH 10, EEUGZSETERE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM [{EHHRIZEA KT LWIP_MAX_SOCKETS f{l. (i3 %% iF
ESP-AT 42 SRIEZAEH..)

o <V type” >: FRFERSEL, FIRMLIEREM,” TCP” 1 “TCPv6”., ERIAME:” TCP”

o <” remote host” >: FfFESE, FRitin IPv4 itk IPv6 #ihl, =ik

o <remote port>: T {E

o <keep_alive>: [l B E#: 51 SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.

* JEFE: [0,7200].
— 0: Z%Jf] keep-alive ZHHE; (BRIA)
— 1~7200: FF3 keep-alive Hifit. TCP_KEEPIDLE {f}y <keep_alive>, TCP_KEEPINTVL {i}
1, TCP_KEEPCNT {ii % 3.
o RS HH] <keep_alive> B4 5AT+CIPTCPOPT 4 HH] <keep_alive> ZH A, HmA{H
HF B AT TE . IRBITAG S IAKE <keep_alive> 4, MBGAMHA] ERBCE .
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o <” local IP” >: JESBERIAN] IPv4 Mk sk IPv6 Huhl . %S BE AL £ W 45 32 LT RITAS HL £2 1P
Hohb RS A . BRIACHEE, RGN, FaTikE, SEWARUE

vei
o UISRARELT IPV6 WK f8 57 TCP &1, FBESLRBAT+CIPV6=1, Tt AT+CWIAP ZEELF|—/~ IPv6
Hihk

il

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at E @ i AT+CWJIAP # B | IPve 4 & # it
AT+CIPSTART="TCPvo6","2404:6800:4005:80b::2004", 80, ,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

it UDP f£5y

wEmA WA

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
<~>">]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">]

Wi 3% ¢

FRPEHARR, Gk
CONNECT

OK

SRR, &

<link ID>, CONNECT

OK

* <link ID>: MZ51%4% ID (0~ 4), HTZ &R
o < type” >: FRIHRSE, FIRMIERA,” UDP” 5 “UDPv6”., ERIA(H:” TCP”
o <” remote host” >: FFESE, Fomwmin IPv4 Hihlk, IPve #uhl, akiE44
* <remote port>: Wil [ {E
* <local port>: ESP32 %4£511 UDP i I{H
o <mode>: 7F UDP Wi-Fi (&, RSEIELLTIE N O
- 0: #203| UDP it 5, A28 xtin UDP Hihk{5 B (gjﬁ}\)
— 1 AU — R MBI S W HR B E AN [ 6] st UDP S i, 202t UDP kA5 B ik Bt
PEATI TP Hir il Fsi 1
— 2: FEk LS| UDP $RmE, #RokAs st is UDP Mihk( B8k % 2 B 3 4 1 TP Mokl Fils o
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o <” local IP” >: JESBERIAN] IPv4 Mk sk IPv6 Huhl . %S BE AL £ W 45 32 LT RITAS HL £2 1P
Hohb RS A . BRIACHEE, RGN, FaTikE, SEWARUE

vei
o U5 UDP 3452 g imis TP Hihl 2 TPv4 203% ik (224.0.0.0 ~ 239.255.255.255), ESP32 P45 4 1%
FE2 UDPv4 413%
o WIS UDP jE# PRyt [P Hidk 2 [IPv4 T #& ik (255.255.255.255), ESP32 15 45 % & 26 2 Uk
UDPv4 |~ 4%

e B UDP & ¥ W ;o yw IP ML oHk 2 IPve 20 #& b hk  (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32 % 45 ¥ X T IPve W 4%, % £ fl 32 Ik
UDP ZH#%

o [HiI S <mode> Hi, FHIHLIFESE <local port>

o IR AEELT IPv6 W48 77 UDP i, SFBSei B AT+CIPV6=1, P it AT+CWJIAP 3REZE]—A4~ IPv6
otk

il

// UDPv4 ¥ %
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #T IPve [ % # uDP B %
AT+CIPSTART="UDPvo","fe80::32aec:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9%b"

// #F IPve W % KBy UDP % %
AT+CIPSTART="UDPv6","FF02::FC",1000,1002,0

Wty SSL ¥Ed:

>

H

N

Eas A

¥

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local IP">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local_
—IP">]

W o 3
FREEAGUR, ak
CONNECT

OK

ZHERRT, R

<link ID>,CONNECT

OK

BH

 <link ID>: MZ%EH ID (0~4), HTZHEEWTE
© <7 type” >: FRAERSH, FORMEIERLRL,” SSL” 5 “SSLv6”. BRIME:” TCP”
o <” remote host” >: FFEESE, FERmi IPv4 Hihl . IPv6 ikl , 5844

arly

* <remote port>: G /A
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o <keep_alive>: [l B E#: 51 SO_KEEPALIVE 3 (&% : SO_KEEPALIVE N47), Hfii: #b.

. JEE: [0.7200].
- 0: %t keep-alive jfig; (BAIA)
— 1~7200: FF3 keep-alive ZAE. TCP_KEEPIDLE {}y <keep_alive>, TCP_KEEPINTVL {i
1, TCP_KEEPCNT {{i ¥ 3.
o RS HH] <keep_alive> B4 5AT+CIPTCPOPT 4 HH] <keep_alive> ZHMHF, HmA{H
HF B AT TE . AABTTA G IIAKE <keep_alive> 4, MBGAMHA] ERBCE .

o <” local IP” >: EIE45E AN IPv4 ikl IPv6 Huhl . %S B AL L W 48 352 LR AS HL £2 1P
HohbeHAEE A F . BRIAHEER, R EHEMER, FAaTRE, SEMAERUE

A}
o SSL MEHHICR BT 1] F AR R e e B it
* SSLEHR S RENE, WEARSSERGEER
o W AT+CIPSTART fipdigdt T SSL 4%, HA NS G T a) 2 10 #b, D) S e B ] 2322
B, BRI T8 T4 41
o QARARELT IPvO W25y SSL 4%, TELSEIREAT+CIPV6=1, Pl it AT+ CWIAP FRELE|—1 IPv6
Hihk

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at B i i AT+CWJIAP # I | IPve 4 & # it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d", 1000, ,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: &3 Fi&hs d ID i) TCP 4% . UDP f4#isk SSL 4%
Ay S AT+CIPSTART ML, AFGAET : B EENHILT (AT+CIPMUX=]) TLH T2 B ID, REE
2 H ARG RS 1D

3.3.7  [BOEMBARBEAT +++: BB EIX

FevR AT i %

Dy
BHHIEARX, FEAGEIEX

Command:

/) AXE R B AR

+++

Bl
o BCRRRIA TR S = AEI + FAF (RP ASCIL RS : 0x2b), [Aliffir 4452 1% CR-LF F4F
o BAPRE—AS + FAFRI /0 20 ms ][] B A SO FEMbAR A, 2= + FAFGE 240 20 ms ][]
B B bR A=A + FRFZ A2 20 ms FE][E]FE A B0 A . B, + FRFS8Y
o ARHPFIRINAT iy 0 B0A i & [0 5
« WHEDERE AT & AT @4
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3.3.8 AT+CIPSEND: £ i & ke el Wi-Fi Z B ks Bl

g
"Dé?

s F
i

fie:
ﬁﬁ%i&ﬂ?k%%&EﬁiﬁﬁoM%@%E%%ﬁ%&ﬁﬁ?SWT?ﬁ,%@%MWWMMM
L RIE

P
"ﬂ4>'

0)

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP fk # 7 48 = 4t 3% £ AL A o

AT+CIPSEND=[<1link ID>, ]<length>[ <"remote host">,<remote port>]

W i <

OK

>

iR FR AT EE A RO A TR0 , BUI AT DA AR , 24 AT Sl i il 1K 3k 3 <length>
Ja, BRI

NSRS A WO A o I EE T

’ERROR

WERBAR AL sy, AR )

’SEND OK

P4

g

BEA Wi-Fi i £ 42X
[

AT+CIPSEND

Wi i ¢

OK
>

1%

ERROR

PEA Wi-Fi 542X, ESP32 S SRR 8192 747, e KX 2920 Y. QISR 4 i Sl e
KERTFTHRRER T, AT KRR BN, A Bf7E 20 ms Nk YA B —t+++
i, RIS H AR X T AR A, AR AT 45 AT @l

Aty A W AE I JRiE 1 AR X DA N . 458 Wi-Fi UDP & f%, AT+CIPSTART 14 158
<mode> WM EH 0,
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BH

¢ <link ID>: [Z51E4 ID (0~ 4), T2 HEERTE D

s <length>: BT, HAR(E: 8192 Fy

* <” remote host” >: UDP &4 n] DAFSE ST 4L : IPv4 Hudik. IPv6 Hudil, Bidai44
* <remote port>: UDP %] DAF5 & X v virg 11

(]
o &AM AT+ CIPTCPOPT fin 4K Jy 44 TCP R FL B B 7 He . Billn: 3 <so_sndtimeo>

5000, M TCP AALTE S FPWNIRIA], TEiE b2 R . XA A4S MCU 45£F AT fiy 4 [l 5 [ i
IF] .

3.3.9 AT+CIPSENDL: i il f&mkesX FIFAr ks KB

ML

e
i

[y

=)

5 E_l@ eew

AT, SRERE, AT AR (AT iy &b LR SCRERA AT 06 5 K8 Bl 2 94T ) -
PAGE I AT+CIPSENDLCFG fiy S TLEA R iy %o ARG Sk R K /N T 8192 7775, fstiml A

L
fasm
{#i F§ AT+CIPSEND 14 % 3%
A

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e H
AT+CIPSENDL=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi % ¢

OK

>

LLHI']F“ PR AT PEAZIEARX, H HEE A AT o DR, BURHERT DA AR, —H AT
i3 H B, B S PUAEIRZ T, BaREsIT .

ﬁﬂ%ﬁé%u EITR, RAXMRIEAT+CIPSENDLCFG FLE AR B

’+CIPSENDL:<had sent len>,<port recv len>

WAL R+ ++ PG, RERME:

’SEND CANCELLED

IR IR BApoEE R L, RERARN:

’SEND FAIL

R B PO AR IR, RGU R AR [ :

’SEND OK

|

BRI, G LA +++ ar S BUH e, AN ESP32 i S NAEAR X GBI . B, AT fir 4 i
H&— B, BREEER <length> KREHIRG, 4 SBHAIERX.
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¢ <link ID>: MZ%1%4; ID (0~ 4), HTZHEENTER

o <length>: HEKSEE, SAfE: 27 - 154y

o <” remote host” >: UDP {£&in] DAFE E ST AL 1Pv4 Hihl . IPv6 Hihl, B4
+ <remote port>: UDP £ %] PAF5 & Xt i v 11

* <had sent len>: [{3)) & B IK)Z PR A Eicd K B2

* <port recv len>: AT fir4-uiiy B 1 £t B K 2

o 1T DA F AT+CIPTCPOPT 1543 W44~ TCP YE3E IR B A eI, Flin: 35 <so_sndtimeo> 4
5000, W TCP Jikexde 5 FbPaR ], ToibiiEhif @ k. X DA MCU 4545 AT g4I [
[&] .

3.3.10 AT+CIPSENDLCFG: ¥ P AT+CIPSENDL 1y A1 J&
Ay

Ysiie:
2] AT+CIPSENDL fiv 4 WL &

Py -
iy

AT+CIPSENDLCFEFG?

W

+CIPSENDLCFG:<report size>,<transmit size>

OK

)E’J

CEL A

Tytig:
15 B AT+CIPSENDL iy 4 [ Tie B

’AT+CIPSENDLCFG:<report size>[, <transmit size>]

W 3% <

[ox

BH

o <report size>: AT+CIPSENDL 4 h i) _EaE R/, BRAAE: 1024, {5 [100,2 20, Bil4n: i&%E
<report size>{H} 100, WAT+CIPSENDL 4 a5 i) <had sent len> FIHJFHHN (100,
200, 300, 400, - )o WJAW <had sent len> bRfH AR T SLhn & H I BR K E .

* <transmit size>: AT+CIPSENDL fir % "H &SI, TR E T8 ZAE R BRI N, B
WA 2920, JEE: [100,2920]. WRUCENWEHEK R T4 T <transmit size>, NEHEHE
SEEPERARRZ R 50, B RE 20 2R S AR IRZ TR .
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i}
o T ARIEE/IMEXT SRR R R i, R E R /MY <transmit size>. W
1 AT+CIPTCPOPT €34 & TCP_NODELAY J&.,
o XMTHFMERKIRE, HEREERAKW <transmit size>, WIEFEEREFEL4FTIZ 5 ESP-AT 5
vt 14 A8,

3.3.11 AT+CIPSENDEX: fi% ittt bR 9™ it )i X% ik Bt

fir &

RE
g

=y

4y

ek .
HE *

@A T, IEE KBRS, B8 M FAFER \ 0 (0xSc, 0x30 ASCI) fil ¥t A%

H o
v i

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP 8 W 35 & %t 3% IP H ik Frng o
AT+CIPSENDEX=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i <

OK

>

EaRm R R AT CHE R AR, BT DR AR E KRR, 24 AT 30 B K i
#| <length> JFBdlth Bl \O FAFIE, Blitemirin.

LB SEMVALR TR CiH Eg g TP AL

’ERROR

PUE S 4GS g 7 NS Y T

’SEND OK

S

<link ID>: W451%E4; ID (0~ 4), HTZHEEENR

<length>: B, SHR(E: 8192 FFy

<” remote host” >: UDP £ 0] DAFE E X i AL : 1Pv4 #ihik, IPv6 #ihib, =i+
<remote port>: UDP %%y 0] PAFS & X i i

it

o BRI L BORES, BUBE T L\ O AT (0x5c, 0x30 ASCID), ¥dEfLiIris, RgtiRE
WE R, SR & AT s

o WRFHEHAE \<any>, WEEMRHFL, REH <any> 75

o IR RIE N0, X \\0

o TN DA FHAT+CIPTCPOPT fiy % 3K M43/~ TCP HERE R B B 71k . Bilin: B <so_sndtimeo>
5000, M| TCP Kik£xAE 5 AR, TEiE IR M. X AT AT 4 MCU 2645 AT a4 [ml & [t
G
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3.3.12 AT+CIPCLOSE: X:[4] TCP/UDP/SSL 44
BEmA

Jyiig:
KM Z AR ) TCP/UDP/SSL 4%

s

AT+CIPCLOSE=<link ID>

L)V

<link ID>,CLOSED

OK

Parr %

Jyiig:
KM ISR ) TCP/UDP/SSL 3 4%

AT+CIPCLOSE

W i ¢

CLOSED

OK

o <link ID>: FXMRIMZETER: ID, WIRBY S, MFTR K PTA %

3.3.13 AT+CIFSR: #rifyAHs IP Huhkfil MAC Huht

AT 4

=l

4

AT+CIFSR

Wi i ©

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

Q)
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(£ L£50)

OK

BH

o <” APIP” >: ESP32 SoftAP f{] IPv4 Rkl

o <” APIPG6LL” >: ESP32 SoftAP [ IPv6 Zs b i 1tk
e <” APIP6GL” >: ESP32 SoftAP J IPv6 4= Jajtitik

e <” APMAC” >: ESP32 SoftAP ) MAC Hiht

e <” STAIP” >: ESP32 station [ IPv4 Hihl:

o <” STAIPG6LL” >: ESP32 station [/ IPv6 A< Hb4 % i il
* <” STAIP6GL” >: ESP32 station [ IPv6 4> )&l

e <” STAMAC” >: ESP32 station /) MAC #iihh

e <” ETHIP” >: ESP32 ethernet [1) IPv4 Hihil:

o <” ETHIP6LL” >: ESP32 ethernet [ IPv6 74 i ot
o <” ETHIP6GL” >: ESP32 ethernet Y] IPv6 4= /it

e <” ETHMAC” >: ESP32 ethernet [{] MAC #iihl

B

o JUA 4 ESP32 W RIEI AR NG B 5, A R E E Y IP MUkl MAC Huti

3.3.14 AT+CIPMUX: KEUH/ZEH 2R

it &

i
AR

P
"ﬂ4>‘

AT+CIPMUX?

W i <

+CIPMUX: <mode>
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B
o <mode>: JEFFA, BHUAME: O
- 0: FLEHE
- 1. ZER

Bl
o JUB BB TS I A 0] SO e X

o AFE 1R X (AT+CIPMODE=0), A REBE NZ HEH
o QRAESL T TCP/SSL e d5 i, RV BEERE , WK IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.15 AT+CIPSERVER: #tr /5[] TCP 5% SSL i 55 %
A ity 2

itk
rif) TCP/SSL fi45 # k3

"ﬂ€>°

AT+CIPSERVER?

W i <

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

OK

>

¥

XF

W
4

=l

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>]

] o <
[ox
B8
e <mode>:
- 0: XHIRSS 2R
- 1 B RS

e <param2>: %[ <mode> AN[|, MMSEEE A :

o QI <mode> & 1, <param2> fiFKiug 5. BRIAAE: 333

o WA <mode> & 0, <param2> FEMSFSHEE KAITA R . BIME: 0
- 0: XS ARG R iniEs
= 1t KPIRRSS gt XA TG
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o <” type” >: REEFZEA:” TCP”,” TCPv6”,” SSL”, & “SSLv6” . BRIA(H:” TCP”
¢ <CA enable>:

- 0: AR CA AR

- 1: i} CAAIIE

B

o ZIEEN T (AT+CIPMUX=1), A REH)EIRS 2%

o BIEIRS A G, BB RS wIET, 2 HAarad— RS

s MHEFImEA, SHINEHEEID

o QNSAHELT IPVO W28 7 IR 5558, FEILUEBAT+CIPV6=1, Fiif it AT+CWIAP $HE]|—A IPv6
Hotik

o KRS AFHISEL <"type"> Ml <CA enable> WJIE I

il

// B TCP M & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// #S SSL R B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT IPve W%, A& ssL R4 &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6", 0

/1 R BOFE R A BT R %

AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: 2%/ BNk 55 2% ot v i e e E 8%

i

ifig:

Frifi) TCP = SSL R4S S A 7 i e K24
i

AT+CIPSERVERMAXCONN?

Wi 3% ¢

+CIPSERVERMAXCONN: <num>
OK

A

=

ifig:
e'E TCP 5 SSL Ik 55+ o ifr 8 o7 i e K ek
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’AT+CIPSERVERMAXCONN:<num>

Wi % ¢

’OK

« <num>: TCP & SSL fIR 55 #% fo il i i i K EEHE, TEIE: [1,5]. WA S ooZ S 8000 b IR s
i, 55% AT+CIPSTART 435 <1ink ID> [HiA.

L]

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), W§7EAIEIRSS %8 2 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: #ify/is 8 i

iy

i
e

.
"ﬂ/?\'

AT+CIPMODE?

Wi i ¢

+CIPMODE: <mode>
OK

)E’J

CEL A

Dyt
BRI

O e
iy

’AT+CIPMODE:<mode>

Wi i ¢

[ox
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BH

|

il

<mode>:
_ 0 AR
— 1: Wici i fARICRER., (LR TCP B | UDP [552IE (5. SSL BUERIH b

P B S O RAF 2 flash.,

AT+CIPMODE=1

3.3.18 AT+SAVETRANSLINK: #EIFOLIE L ELE R

BEELIFHLEA TCP/SSL {4 BEA1% B

AN

L 23

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

W i <

[ox

il

<mode>:
— 0: 2P ESP32 FHiiE A Wi-Fi if 12 45X,
- 1: JF)5 ESP32 | Hii#t A Wi-Fi i £ 42 X,
<” remote host” >: F{FESH, Fnuuy IPv4 ik, IPv6 #Hbhl, =ik
<remote port>: Jiifi i I {E
<’ type” >: FAFERSE, FoREHZEAL:” TCP”,” TCPv6”,” SSL”, &% “SSLv6”. ERiA(E:” TCP”
<keep_alive>: [it BEBF¥) SO_KEEPALIVE &I (&% : SO_KEEPALIVE ©'44), Hfi: .

JER: [0,7200],
- 0: ZEJf] keep-alive ZHHE; (BRIA)
- 1~7200: JF)3 keep-alive BJfiE. TCP_KEEPIDLE {f >} <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {4 3.
KRS <keep_alive> ZEHAT+CIPTCPOPT G4 Hf) <keep_alive> ZEiHE, H4&MH
H G E AT UE . MAFBIT ARSI E <keep_alive> S5k, WIERIAE A _FRECEME.

ARBLERF Wi-Fi LS A2 AL XA BRAFAE NVS K, 28 <mode> 4 1, MR EHHBIEAL
X THEBE

Hudims 1P Uik (J44) . i HAYMERF SRS, ABCE S B RA7 2] flash.

WIRAREL T IPVO K HA LB AL Rz, FRESEREAT+CIPV6=1, it AT+CWIAP 3R E|—/> IPv6
Hihik
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AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"

AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

BEEIFHLEA UDP B EGE A

P A

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W ) :

[ox

* <mode>:
- 0: XM ESP32 | Hii A Wi-Fi i £ 42 X,
- 1: JF)5 ESP32 [HLiE A Wi-Fi if f£ 45X,
o <” remote host” >: FFESE, Fonwmin IPv4 ik, IPve #uhl, akid4
* <remote port>: WLl L {E
o <V type” >: FRHRSE, FRfEHZEEA:” UDP” o “UDPv6”, ZRIAfH:” TCP”
* [<local port>]: FFHLiE A UDP {4iHf, i F 4 it 11

o ARVCENF Wi-Fi THLE A X EERIFENVS X, ES8 <mode> g 1, MR EHHBIEAZ %
X FEELER

o HBtiy IP okl (k4% ) . i DA GRS, ABCEM SR flash

o QERAHEST IPV6 W4 HST F 1L 3, B EAT+CIPV6=1, Fif it AT+CWIAP 3RHE]—A~ IPv6
Hihik

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002,"UDP", 1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8081, "UDPv6", 1005

3.3.19 AT+CIPSTO: #rify/is ¥ A H TCP/SSL JJit 55 23w if i [ia]
iy

yiig:
i A< TCP/SSL I 55 vl i I ]

A

AT+CIPSTO?

Wi i ¢

+CIPSTO:<time>
OK
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B

&F

i
BCE A TCP/SSL fij 55 it I 8]

P
iy

’AT+CIPSTO:<time> ‘

Wi i :

[ox |

BH

o <time>: 7l TCP/SSL iR 55 st (a), H0i: £, HUEVER: [0,7200]

B
* 24 TCP/SSL % i ft <time> I[A] AR A AR E NS, ESP32 fie 55 ds Witk .
* WMRBESE <time> Ny 0, MFEHAGEAXHIS, NEBGIFFRE.
 AEBCERIIIRI A, 2450 i AR -5 IR 55 aS A (5 N, VTSR R EOR T . B S B  ame .
TEBCE MR, QSRR S 4 2GR 55 P mii (5, TSR S ERT . BE, &gl
M.

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/Be et Xl SNTP it 55 2%
RliEed

O e
iy A

AT+CIPSNTPCEG?

W

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

- :
wE WA
i

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>] ‘

Wi i <

[ox |
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BH

o <enable>: % H SNTP iR%2s:
— 1: P8 SNTP flR5545;
— 0: NP SNTP IR 4555,
 <timezone>: SZHFDAFNPHIAAEK:
- PRI [-12,14], BRUVNEEREAL, Sl S R AR (UTC) s kirid K2
X (UTC-12:00 & UTC+14:00);
- MRk uTe R E, UTC R EIRE TIRTEEINZ AR 2] UTC IHE)_E A ARG 3 4%
Hiffa], EE SRR [(+1-] [hhlmme WY HIE DXAEARR] -2 DAVE, 78, anARAEAR
21, WIPIEEL. /D (hh) Z0FE -12 2] 14 2 [H], 2380 (mm) DAZ07E 0 £ 59 2 [a]. fltn, fnif
EAERT IR BT Y IS A, R UTC+12:45, MW <timezone> SHE N
1245, BZFERIES%H UTC & .
[<SNTP serverl>]: %i—{~ SNTP [R5#%.
* [<SNTP server2>]: %5 4~ SNTP k55#%.
[<SNTP server3>]: £ =/ SNTP k%25,

(A

o WEMASEREGLAE=" SNTP iR% 45540, WEHAMEH “cn.ntp.org.ecn” | ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” FHAZ —,

* X TEMAS, EMH <timezone> ZH AL T E N <timezone> ZHA—H. KA
<timezone> ZRUSCFFH —Fh UTC (i A%, BlfN: & E AT+CIPSNTPCFG=1,015, HB4
iy, ESP-AT S ZBKEXSEAHIS 0, BKEER 15. AETHFgal, Bl e —fp
UTC % s Ui, Wiglig uTc+00:15, W@ iRy e 0 X,

il

// f£f SNTP MR & 8, WE ¥ EHH KX (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
=,

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEf SNTP R &4, REFEAHH KK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
b3

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// E SNTP RE &, REFEZHX ELEBHH N HK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ifj SNTP I}]i1]

A .
"ﬂé’\'

AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK
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e

* A 5 asctime If[E] 1) E X% I asctime man page .

Bl

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/i ¥ SNTP If[a] 6] 250 ] B
Ay

s

AT+CIPSNTPINTV?

W

+CIPSNTPINTV:<interval second>

 <interval second>: SNTP Ff[a][a]5 6] fF. BAN7: Fb. JEFE: [15,4294967].

|
o BCE T INEIFEA R, TR ESP32 2 AR IA] NTP [ 55 & Ak BORT (1 i Ih] .
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il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn”
OK

/) BANERF — KA

AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIUPDATE: jfixk Wi-Fi 718511

ESP-AT FEiafTi}, il Wi-Fi M r IS5 4 B R 308 B 2 R0 X, NI T2 T 7

iy

g
#if] ESP32 # A Y TR

s

AT+CIUPDATE?

Wi % ¢

+CIPUPDATE:<state>

OK

Parn %

yiig:
TEFLZERLA Tl 1d OTA THH] TCP il 55 i sl A i [l F

AT+CIUPDATE

W] 7 <
HS 5 BCE i TP eh B

)E’J

SRR

Uik
TH20 3 AR 55 4 b6 e A 1) [ 4

O
“ﬂ4>'

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

W] 7 2
AR OTA TEPHZERIF s, &[] -
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+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

SwWw N

OK

a4t OTA FEAEFH e sy, & 1m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Sw N

AR P A OTA 2R, 3z [m]:

+CIPUPDATE:<state>

ERROR

WRAEARPHZERUT OTA KK, iR [u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

BH

¢ <ota mode>:
— 0: #@ 11 HTTP OTA;
— 1: 3@ HTTPS OTA, N5 To3%, i . /build.py menuconfig>Component config
>AT >OTA based upon ssl 27 #ifE, 2= Ei5 %5 ESP-AT 1T42.,
o <version>: AT 4, A1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J| 2% [E{f, 4l ota., magtt_ca. client_ca 8{H'E at_customize.csv
H S LA X
¢ <nonblocking>:
- 0: PHZERI Y OTA (AT, EF| OTA Ak R MG A W DAL % AT /i) ;
- 1: JEHZERIR OTA (MELXF, ASEM )G (+CIPUPDATE4) 75 T3 #)5).
* <state>:
- 1 KBRS 25
2: R RS
3: IRIGFIRA
4: SETI
-1: JEPHZERIK T OTA R

o FHPGEEE BT M 4R 0L

o UM RZMAETFBOFH R, AT KR ERROR, if 45 RF— B A1 L.

o GARIRE PN AR FETEAERY AT BIN, A S M Espressif Cloud "N#k AT [ F+4% .

o URAME A2 BAT4miseny AT BIN, i H 47523 AT+CIUPDATE FOTA 3 §E 8% i ] AT+ USEROTA
o # AT+ WEBSERVER £54>, T %% ESP-AT T R {tf77%{ FOTA.,

o HWTH AT )5, WHAT+RESTORE WKW 1

o OTA iSRRI AR 3 434k

o AP ZERL I Y Y OK Fll +CIPUPDATE : <state> fE§i H T A 4% 2 LW 28 )5 0T«
OK H[HEAE +CIPUPDATE::<state> Z Hikil, WA W HELE +CIPUPDATE : <state> Z J5#it .

o REVFHRE|HUA
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o S H4ofT LI OTA I FKEUE L OTA i

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mqtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota",1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.24 AT+CIPDINFO: ¥ +IPD {55 iE s
Ay

A

AT+CIPDINFO?

Wi i ¢

+CIPDINFO:true
OK

£

+CIPDINFO: false
OK

N

g

N

=

A

’AT+CIPDINFO:<mOde>

g
’OK
ZH
¢ <mode>:
- 0: ¥ “+IPD” Fl “+CIPRECVDATA” JHEH, ANEERXT i IP ik Flvg 1145 B
- 1: fF “+IPD” F1 “+CIPRECVDATA” JHE. . $27 %t 1P #uhk Al 045 5
il

AT+CIPDINFO=1
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3.3.25 AT+CIPSSLCCONF: #5ifi/i%i SSL % /st i
A

Jyiig:
#if] ESP32 {12y SSL % iy i e O L .17

s

AT+CIPSSLCCONE?

L)V

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

)E’J

CHLN A

s

// B H: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % # ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

LTIVE
OK
* <link ID>: [Z53EH ID (0 ~ max), TEZHERHHOLT, HSEEBON max, WFORPTA#EE, &
SHRBINEN S

¢ <auth_mode>:

- 0: NAIE, R TEEIETE <pki_number> fll <ca_number> Z4{(;

- 1: ESP-AT $24L% Pk H AR 55 %5 i CA IE-FRE: ;

— 2: ESP-AT % i #k A CA JIE5 KA MR 557 v 1 1E 15 5

- 3: MHEIAIE.
 <pki_number>: {EFFFHKEG], WRAAG—MIEBMAEH, HEN N0,
e <ca_number>: CA fJZ5|, MR BAE—1 CA, HIENHO.,

o QRAREAPEE S AR, S E AL SSL AT T AR M2

o BCEUCRRIFAE NVS X, MRl ] AT+SAVETRANSLINK fir QB IFHLIEA Wi-Fi SSL i 1% 4%
., ESP32 AR R _E LIRS AN Ef 7 SSL 4% .

o AREAEEN A CHIEBEE N2 EUEAS, WEH IR LT R PKT U,

3.3.26 AT+CIPSSLCCN: #rify/¥ ¥ SSL % rvuiifl’A Hl 44 (common name)
iy A

i
RIS SSL HERE R S 44
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LT

AT+CIPSSLCCN?

Wi 3% ¢

+CIPSSLCCN:<1link ID>, <"common name'">
OK

LA

-t

zs

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W 7

OK

o <link ID>: M%57%E4% ID (0 ~ max), FEREZAHEL T, XSHEHR 0; HELZEZENBLT, #5
BUEB N max, WIERRITA &R ASEEIMEN 5.
¢ <” common name” >: RS KIS 25 L FEBTH A4 . ARZRKKE R 64 775,

N

Bl

o INSRAHEARHUE S BIAERL, AR SSL I HTIBAT AR M S .

3.3.27 AT+CIPSSLCSNI: #ify/¥ ¥ SSL %% Fuiit) SNI
Qe

ik
AR SN I E

"ﬂ4>°

AT+CIPSSLCSNI?

Wi i :

+CIPSSLCSNI:<1link ID>,<"sni">
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¥ % B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i <

OK

S
o <link ID>: 25742 ID (0 ~ max), FERERABL T, XSEEHR 0; HELZERNHBLT, #5
BUEW N max, WFIRAIIEES; RSEEGAMER 5.
e <” sni” >: ClientHello B[ SNI, SNI i KK i34 64 537,
e
o WNIRAREAE BN RIS, TEAEE SSL I RIIB T ARG S .
3.3.28 AT+CIPSSLCALPN: #¥ify/i3 ¥ SSL % fadi ALPN
i s

i
#if] ESP32 {12y SSL % i & H9 ALPN Jig i

Py -
iy A

AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

)E’J

TTE
s

// ¥ (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

W

OK
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BH

¢ <link ID>: M %53%#; ID (0 ~ max), FEHRIELMIEN T, RKSHMERN 0; E2EENELT, #5
BEBN max, WIRIRFTA R ASEEOMER 5.
e <counts>: ALPN #¥=. G/ [0,5].

* 0: [ ALPN it .
* [1,5]: & # ALPN [l &,

+ <7 alpn” >: FAFHBH, F5k ClientHello H) ALPN. ALPN S AKEZHLT i SR KL
i)

- AARBREE AR, R SSL B BERE T A R
3.3.29 AT+CIPSSLCPSK: #rify/¥ ¥ SSL % )y 3iit) PSK
tify A

ik
rifi) ESP32 4 SSL % Fim i A4~ 132 1) PSK Jir &

e S N
“ﬂé?'

AT+CIPSSLCPSK?

W i :

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W 3 :

OK

BH
* <link ID>: WZ5%EH ID (0 ~ max), FEHERIHIT, ASWEN 0; EZEZNNL T, &S
BUEBON max, WZORPrAER; ASEEOMEN 5.

« <” psk” >: PSK identity, f /K F: 32,
« <” hint” >: PSK hint, fiKJE: 32,

|

o ARAHBATCE S RIAAL, RS SSL R HIB T A M2
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3.3.30 AT+CIPRECONNINTYV: i)/ ¥ Wi-Fi & {£ 8 F i) TCP/UDP/SSL ¥ i

T
A i) 4>
ig:
il Wi-Fi i 45X T B 3h B % 5] fR
A
AT+CIPRECONNINTV?
Mg i+
+CIPRECONNINTV:<interval>
OK
B e
e
W Wi-Fi i 12 4% X "N TCP/UDP/SSL 1% it )5 H 2l = 7 14 [
mA

e <interval>: HZIEZERIFEEE], F7: 100 ZF, BRIAME: 1, ' [1,36000].
]
* #rAT+SYSSTORE=1 B, L B MR PRAFAE NVS X

il

AT+CIPRECONNINTV=10

3.3.31 AT+CIPRECVMODE: #rify/is &P
Ay

Dy
A TR

ke

AT+CIPRECVMODE?

W i <
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+CIPRECVMODE : <mode>
OK

B A

-t

’AT+CIPRECVMODE:<mOde>

* <mode>: ERFHIFLNA, BINHE: 0,
- 0: FZhBI, ESP-AT KB A IS & B 7 Rl L B 1245 3L MCU, 328 “+IPD”,
- 1 Pk, ESP-AT A B i) B TR AR W RR R AF X (B Pl g 1, BA
{0 5760 F77) , 45fF MCU 2. X5 TCP Al SSL i£4%, WERZAFXW T, FHHIEERET
s XIT UDP ki, WRZATRE T, W AERIRER.

e

o AL EANREH T Wi-Fi 542X,

o 4 ESP-AT 7E# sl MR B S8 8RS LR RIFE R A R E B -
- ZIERR (AT+CIPMUX=1), /R +IPD, <link ID>,<len>;
— FASEREN] (AT+CIPMUX=0), #&/~ +IPD, <len>,

o <len> FIREHAX P EZEFEIM KL,

o —HA +IPD i, Wi%iz{TAT+CIPRECVDATA Rl dE. &0, FEr]—A> +IPD gz ar,
A~ +IPD KA B A48 4L MCU.,

o TEWIFFEENIEOL T, o EREFEARTIRIEAE, MCU SR DAEEL, E 3| & iEAT+CIPCLOSE
(AT % P ) 8{AT+CIPSERVER=0,1 (AT {ERIRSS#S). HmiGih, W +1pD C&piisd,
D AENR K 3£ AT+CIPCLOSE 8%, % 1% AT+CIPSERVER=0, 1 B i AT+CIPRECVDATA iy 232U A 53R
ZHI, EAERER CLOSED {5 B A& .

il

AT+CIPRECVMODE=1

3.3.32 AT+CIPRECVDATA: REUE BB T W& 8o

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W 3% ¢
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+CIPRECVDATA:<actual_len>, <data>
OK

B9

+CIPRECVDATA:<actual_len>, <remote IP>,<remote port>, <data>
OK

o <link_id>: ZHEZHATFIER ID.

<len>: FRAENy: OXTHRFAE, UNRSERRILE] A BEA BE LLARSEUE /DN, AR (o] SE B 4 B A s
<actual_len>: ZZFRIRELUY @ITE&TM

<data>: FREUKEHE .

[<remote IP>]: FAFERS%k, Fonxti IP i, #itAT+CIPDINFO=1 G4 fg

* [<remote port>]: X1, #ifAT+CIPDINFO=1 fis A {fifE.

il

AT+CIPRECVMODE=1

/) Blgm, R EH MCU W O FEBEFIKRE 100 F O KE,
// M%7 HE "+IPD,0,100",

/)R, BETUEREATLNT A ERK 100 FF 8 K #E:
AT+CIPRECVDATA=0,100

3.3.33 AT+CIPRECVLEN: ity a0 X B &8 7w 8 1K
A

Dyt
BRI AP AT A R I B

O A e
iy

AT+CIPRECVLEN?

W

+CIPRECVLEN:<data length of 1ink0>,<data length of 1linkl>,<data length of 1ink2>,
—<data length of 1ink3>,<data length of link4>
OK

SH
* <data length of link>: Jt—J&3 v Gl i) T A7 H R 1
Bl

* SSL ¥4, ESP-AT R [ ERAT L, B AR Il iR B &R T BRI R L
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il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.34 AT+PING: ping %f¥i3:Hl
B A

Ly :
ping 5 i AL

AT+PING=<"host">

W

+PING:<time>

OK

5y

FPING:TIMEOUT // AAEH 4B %K% PING BHHERT, A2 AXNE4

ERROR

S

o <" host” >: FFERBEL, Fonatim LAY IPv4 Bk, IPve Hihl, B4 .
o <time>: ping [ HF[E], A7 ZFD.

e
o GUARARELT IPVO W 2% ping Xfum AL, FEIEWEAT+CIPV6=1, il AT+CWIAP FRELE|—> IPv6
Hidik

o MR TR FAFE, W) ping K- Jeili i DNS JEATs 44 b (D0 Cfitr IPv4 Hudik) , 5 ping
o s AL TP sk

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBERERXRIEF S
AT+PING="240c::6666"

3.3.35 AT+CIPDNS: #rify/t ¥ DNS 5573155
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i) 24 B DNS iR 45 2805
i

AT+CIPDNS?

W

+CIPDNS:<enable>[, <"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

EmA

&F

i
TE DNS fle 5545 5

Py -
iy

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

W

[ox

5

’ERROR

BH

e <enable>: % DNS R% 4%

- 0: 3 B 2h3KHL DNS k4251585, DNS R4 S8k 2k 208.67.222.222 f18.8.8.8,
HUA 24 ESP32 station 52, 7 DHCP I #2, DNS R4 A4 B W RES H .

- 1: B Fahis & DNS R4 445 B, WRARESE <DNs 1px> BUfE, NI ERIAE 208.
67.222.222 f18.8.8.8,

e <DNSIP1>: %f—> DNS R %#% IP #iht, XFFRE®2, HA2Y <enable> 2804 1 B, Wiids
FF3) DNS &8, RXSEAFH: WK E <enable> Ay 1, HARSERE —ME, Lzl
WA HT, ESP-AT RHUZSHE R M EiY) DNS & Bk 1]

o <DNSIP2>: %%/~ DNS %% IP ikt , XFF3EGS, HA2Y <enable> 240N 1 K, WEiEE
FF-2 DNS %5, RKSEAHH; R E <enable> Ky 1, - HASHEE —ME, LEETE
WA 4B, ESP-AT K% S HE 24 Hi1) DNS % H iR 1]

* <DNSIP3>: 55—/~ DNS 4545 IP Hiht, XfFiE ML, HAY <enable> 244 1 1, WiieH
FF3) DNS & &, RXSEAF: WK E <enable> Ay 1, HARSHBE —ME, Lz irE
WA HT, ESP-AT K% SAE R M EiY) DNS & &k 1]

o #7AT+SYSSTORE=1, P& ¥ U RAFAE NVS X,
o XEANSHNERELER MRS 5 L
o 24 <enable> Jj O i}, DNS R4 %% nl AESARYE ESP32 545 it 42 (1) % i i 0 T 8 1 ol A% o

il
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AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

// #—ANET 1Pve B DNS A B T—REFEMEXIREF

// & _NETF IPv6e B DNS M % % : google-public-dns-a.google.com
/) #Z=ZA#T 1pve B DNS R4 #: LA & £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.36 AT+CIPTCPOPT: 7 ify/i3 Btk i
A

e T

Py
A

AT+CIPTCPOPT?

W .

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>

// B ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

W i <
’w
57
’ERROR
B
o <link_id>: MZ&#%$#: ID (0 ~ max), FELEZAHE T, ASEUEE N max, WFIRITAERE: &
e CNINIEVIRE
o <so_linger>: [l BEH T SO_LINGER %I (&% : SO_LINGER /147), Pfi: #b, ZRIA(HEH: -1,
- =-1: XH;

- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: Wil B £#:7[ TCP_NODELAY 33 (£%: TCP_NODELAY /}44), BRAH: 0.
— 0: 22| TCP_NODELAY
— 1: 2| TCP_NODELAY
» <so_sndtimeo>: [l B E#B:F ¥ SO_SNDTIMEO i&T (Z%: SO_SNDTIMEO 1+43), Hfi: ZFp,
ERINME: 0.
+ <keep_alive>: [il H &) SO_KEEPALIVE 37 (% : SO_KEEPALIVE /}44), Hfi: #b.
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o JEE: [0,7200].
- 0: #5/f] keep-alive TfiE; (BRIA)
- 1 ~7200: J /3 keep-alive ZjiE. TCP_KEEPIDLE {# % <keep_alive>, TCP_KEEPINTVL {f%
, TCP_KEEPCNT {fi} 3.
ZIKnp A <keep_alive> R S5 AT+CIPSTART figdH ) <keep_alive> M, HZ&{HMH
JE B E M ULE . MRIBITARMAIRABE <keep_alive> 4§, TIERIAMFH R ECE HIME

it

o TERCE B FVEIE], WRen ViR mihng, LR E G vl GEIm .

* SO_LINGER Y& A @ BB HE . I ane & SO_LINGER {8 60, WAT+CIPCLOSE A4 TEL
AFE X} TCP FIN B AL T, 2580 AT FHZE 60 £, MImJciEm Ny HEdm4. Hit, SO_LINGER
HVRRFERIAME

» TCP_NODELAY #:55i3 H] Tk i /IMEXT L PE BRSS9  5e. FFg)a, LwiP 2 hik TCP (1) &
%, (HUER MR 2, Sl TEAN SEEREIE. Fit, TCP_NODELAY Zt i R ERIAME .

+ SO_SNDTIMEO #3738 fl T-AT+CIPSTART x4 A i keepalive S50 17 37 5. Be B AL )G,
AT+CIPSEND. AT+CIPSENDL. AT+CIPSENDEX fy ¥ -&AeiZEm B, e EE AR, X
H . SO_SNDTIMEO #X it E K S ~ 10 fb.

» SO_KEEPALIVE #3038 H] T 32 80 @ B N E B2 AW N i 5%, 5 AT /B8 TCP R 554t
U BT, CE ARG, S INAR SN M 247 5. SO_KEEPALIVE #ifit B{H A /N T 60
o

3.4 Bluetooth® Low Energy AT iy A4

i, ESP32 R4 AT FfFSCRF %0 AT 4.2 A .

o AT+BLEINIT : Bluetooth LE #J &1k

o AT+BLEADDR: % Bluetooth LE % £ it

o AT+BLENAME: #ifj/i%® Bluetooth LE 54544 FR

o AT+BLESCANPARAM : Z¥if)/i% B Bluetooth LE F455: 5L
o AT+BLESCAN: {fifig Bluetooth LE 394§

o AT+BLESCANRSPDATA: ' Bluetooth LE $41i 5/

o AT+BLEADVPARAM : #5if]/1% & Bluetooth LE | &:4¢
o AT+BLEADVDATA: %% Bluetooth LE | &%

o AT+BLEADVDATAEX: B 3#¥%E Bluetooth LE ™ #E 53R
o AT+BLEADVSTART: J}1f Bluetooth LE | %

* AT+BLEADVSTOP: {3} Bluetooth LE )%

o AT+BLECONN: %37 Bluetooth LE %3

* AT+BLECONNPARAM : ZTif)/55 3 Bluetooth LE #4:5:4)
o AT+BLEDISCONN: WiFF Bluetooth LE %4

o AT+BLEDATALEN: % Bluetooth LE £ K &

o AT+BLECFGMTU : % & Bluetooth LE MTU ¥ &

o AT+BLEGATTSSRVCRE: GATTS Al 4%

o AT+BLEGATTSSRVSTART: GATTS J} /2R %

o AT+BLEGATTSSRVSTOP: GATTS 1211 IR 4%

o AT+BLEGATTSSRV: GATTS % IR 4%

o AT+BLEGATTSCHAR: GATTS % PR 45 4#1F

o AT+BLEGATTSNTFY: J[R45%% notify i} 55 ERHF(EL 28 & i
o AT+BLEGATTSIND: H#%%% indicate I} &4 (H A % Fr i
o AT+BLEGATTSSETATTR: GATTS % & R4 EFEH

o AT+BLEGATTCPRIMSRV : GATTC Kk I E AR %

o AT+BLEGATTCINCLSRV : GATTC % Bl 21 IR 4%

o AT+BLEGATTCCHAR: GATTC % ¥R 5 FEHE
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o AT+BLEGATTCRD: GATTC iZEUIRS 4+ H.

o AT+BLEGATTCWR: GATTC B R 4% 54 H

o AT+BLESPPCFG: #¥if)/i% & Bluetooth LE SPP S

o AT+BLESPP: i A Bluetooth LE SPP ##5{

o AT+BLESECPARAM : #5if)/i% & Bluetooth LE %5544

o AT+BLEENC: % Bluetooth LE JI%&5 %3k

o AT+BLEENCRSP: [R5 ik £ A& i) e % i =K

o AT+BLEKEYREPLY : &%} )7 1% 4% 0] 5 2540

* AT+BLECONFREPLY : #5% 7 45 B S HAN S5 5 (1S iemB)
o AT+BLEENCDEV : ¥4 1) Bluetooth LE HlI 25 % 4541 &

o AT+BLEENCCLEAR: %% Bluetooth LE 28545513

o AT+BLESETKEY : % Bluetooth LE #E:S % 354H

o AT+BLEHIDINIT : Bluetooth LE HID ¥ %] i1k

o AT+BLEHIDKB: %% Bluetooth LE HID #43{= K&,

o AT+BLEHIDMUS: % 3% Bluetooth LE HID FlU7{= &

e AT+BLEHIDCONSUMER: % i% Bluetooth LE HID consumer 1 &,
o AT+BLUFI: F} =8k 341 BluFi

o AT+BLUFINAME: 5if)/3%'% BluFi %% &

3.4.1 AT+BLEINIT: Bluetooth LE #Ji44k
i)y 4

Dy
£¥if] Bluetooth LE 2541k 1k,

AT+BLEINIT?

W] 7 <
HOWIRtE, AT IR[H

+BLEINIT:<role>
OK

HARYIRE, AT iR

+BLEINIT: 0
OK

)E’J

CE

ik
% & Bluetooth LE #J 5k €0,

Py -
“ﬂ4>‘

’AT+BLEINIT:<init>

W i ¢

[ox

Espressif Systems 96 Release v2.3.0.0-esp32¢3-138-g792¢138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 3. AT Ay d4E

S
e <init>:
— 0: ¥4 Bluetooth LE
— 1: client {5
— 2: server fi {4,
]

* ff1Jf] Bluetooth LE TijgEH, SR ETCTH M SoftAP #isX, I#Ei f&w] PAiE ik AT+ CWMODE %%
SoftAP i,
o [HEHAH XM ZHT, WS TE “at_customize.bin” S, I W4T B € LA TR 5o
o fii L& Bluetooth LE iy 2 Hl, W5CH A4, ¥I4f1k Bluetooth LE ffi A,
* Bluetooth LE fi (A infb )5, AREE VG, TRV, TESEMMAT+RST i HG RS0, H
P 454k Bluetooth LE £ 4,
o i | ESP32 £/ Bluetooth LE server, 545 service bin %] flash:
— XTFAMAT A= i service bin XX, {55:% esp-at/tools/readme.md;
— service bin A e HIAL , 75 I esp-at/module_config/module_${platform}_default/at_customize.csv
S “ble_data” %o by gL
o AFEEY Bluetooth LE Z |, 15 IFIEFESATHY 37K . FGIEWHT I i .

il

AT+BLEINIT=1

3.4.2 AT+BLEADDR: 7 Bluetooth LE %45 Huht
A4

Yitig:
#¥1f] Bluetooth LE #4514 2> bl

e

AT+BLEADDR?

W

+BLEADDR: <BLE_public_addr>
OK

)E’J

CEL A

Yitig:
1% & Bluetooth LE %45 1 Hihil 2570

Py -
“ﬂ4>‘

’AT+BLEADDR:<addI_type>[,<random_addr>} ‘

W i <

[ox |
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BH

e <addr_type>:
— 0: A3tk (Public Address)
— 1: BfifL bk (Random Address)

|

o S HuAE (Static Address) [ 2 DA 454
- Huhkd ALY A 15
- BEALHHER > 20 1 60K 0;
- BEVLHBAEE > A 1 AR 1.

o WENESHIEASWRLAE NVS X,

hil

AT+BLEADDR=1, "£8:7f:24:87:1c:7b" /) RE RN A WA
AT+BLEADDR=1 AR &8 ) & 0 I
AT+BLEADDR=0 // BN E H

3.4.3 AT+BLENAME: #ifi/i¢ . Bluetooth LE V75 Ak
a4

Dyiie:
25ifi] Bluetooth LE %4544 Ff

AT+BLENAME?

W i <

+BLENAME : <device_name>

ig:
% & Bluetooth LE %4544

A

’AT+BLENAME=<device_name>

o <device_name>: Bluetooth LE &£ & R, mARKE: 32, BHALIRN “ESP-AT”,
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Bl
o #iAT+SYSSTORE=1, T &S i EHRAF/E NVS X,
o WIS BER S HIE, BEAITAT+BLEADVDATA fiy R 44 FRGH 1 5 -

Bl

AT+BLENAME="esp_demo"

344 AT+BLESCANPARAM: #%ily)/ix ¥ Bluetooth LE f1#i %%
A4

ki
%t Bluetooth LE #9325

s

AT+BLESCANPARAM?

Wi i ¢

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

OK

BE WA

hiie:

1% & Bluetooth LE i &4}
s

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

W

OK

* <scan_type>: A
— 0: P
- 1
o <own_addr_type>: it
- 0: 3tk
- 1: FEALHbAE
— 2: RPA /3l
— 3: RPA FEf
o <filter_policy>: ity =X
— 0: BLE_SCAN_FILTER_ALLOW_ALL
— 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST
— 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
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— 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR
o <scan_interval>: I HfF. A AN KT 4% T <scan_window> Z ¥ {H. = 536 H:
[0x0004,0x4000]. i 1E]FE 2L S ER DA 0.625 ZFb, Jr DASKE Br () 41 4 18] i 95 L A [2.5,10240]
=5,
o <scan_window>: HIiH 0. XS EE N /DT 4% T <scan_interval> ZE{H. 25 H:
[0x0004,0x4000]. it N 2% SR DA 0. 625 ZF, FrRASLPs 5 1A [2.5,10240]
=,

il

AT+BLEINIT=1 // fat: % p 3%
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.5 AT+BLESCAN: f{ilifig Bluetooth LE i

JF43/452 11 Bluetooth LE 714

DN .
"Il/?\‘

AT+BLESCAN=<enable>[,<interval>][,<filter_type>,<filter_param>]

Wi i3 ¢

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK

¢ <enable>:
- 1 FFURFREE R
— O: {5 R R
* [<interval>]: fffiFpLEmffa], A7 b
- ARCEF IR, TRREARS
- AREIFETE, TREARSE:
- RBEBEN O B, WIFTRFF IR
— AEBEENAE O (EIE, Bl AT+BLESCAN=1, 3, WIFEREH 3 )5 A& AR, KRGk
AR .
o [<filter_type>]: i3 yE I
- 1. “MAC”
- 2. “NAME”
o <filter_param>: IJESEL, FRM TR MAC #idik s 44 F)
e <addr>: Bluetooth LE #blik
o <rssi>: fF5iRE
o <adv_data>: | #FEE
o <scan_rsp_data>: f=Hma N EiE
* <addr_type>: | i HAEEA

ey i 1 By OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,

<addr_type> T & H W7 _E %A MM B L RS ST . OK W] fEFE +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> Z H| # H, W H B H 1E
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+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 i

H
hil
AT+BLEINIT=1 VA -E- -
AT+BLESCAN=1 /] FFdE
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // FFi#HHAH, LKA 4 MAC H# it
AT+BLESCAN=1, 3,2, "ESP-AT" // F#HAH, TR LA K& & L

3.4.6 AT+BLESCANRSPDATA: 7% Bluetooth LE 1

1% & Bluetooth LE $4mi i/

’AT+BLESCANRSPDATA:<scan_rsp_data>

W

’OK

s <scan_rsp_data>: i VMR,  HEX A4 H . Blfn, 8RB VAR - “Ox11 0x22
0x33 0x44 0x55”, N4~ AT+BLESCANRSPDATA="1122334455",

il

AT+BLEINIT=2 // fat: R4 %
AT+BLESCANRSPDATA="1122334455"

34.7 AT+BLEADVPARAM: #%il)/ix ¥ Bluetooth LE )" {5
iy

Yytie:
il H/SH

LT

AT+BLEADVPARAM?

Wi 3% ¢

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>
OK
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EmA

&F

Yytie:
W) RS

Py -
iy

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>]

W 3% ¢

OK

o <adv_int_min>: £/ HREIFE . SHIEE: [0x0020,0x4000], JHEEFEA T %S8Ok 0. 625 %
iﬁﬁ@w\i%ﬂ@%d\f Fe ] B Y [20,10240] ZF#b. RSBUEN /DT 45T <adv_int_max> £

o <adv_int_max>: kI EIE . SEGER: [0x0020,0x4000], J 3G MG ET %S5k, 0. 625 &2
Fb, BrRASERR O #E [F) B A L R [20,10240] £8P, RSEEN K T4 T <adv_int_min> £
KA.

e <adv_type>:

* 0: ADV_TYPE_IND

e 1: ADV_TYPE_DIRECT_IND_HIGH

e 2: ADV_TYPE_SCAN_IND

e 3: ADV_TYPE_NONCONN_IND

e 4: ADV_TYPE_DIRECT_IND_LOW

o <own_addr_type>: Bluetooth LE Hiihjl- 257
— 0: BLE_ADDR_TYPE_PUBLIC
— 1: BLE_ADDR_TYPE_RANDOM
* <channel_map>: | %518
— 1: ADV_CHNL_37
— 2: ADV_CHNL_38
— 4: ADV_CHNL_39
— 7: ADV_CHNL_ALL
* [<adv_filter_policy>]: J & yEgS L0
— 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
— 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
— 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
— 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
 [<peer_addr_type>]: X}7J5 Bluetooth LE #iihil-357
— 0: PUBLIC
- 1: RANDOM
» [<peer_addr>]: %{J5 Bluetooth LE Hhii
e [<primary_phy>]: | #% primary PHY. 2iAfE: IMPHY,
- 1: IMPHY
— 3: Coded PHY
[<secondary_phy>]: | 4% secondary PHY., 2{iAf{H: IMPHY.
- 1: IM PHY
- 2: 2M PHY
— 3: Coded PHY

Bl
o WRMAKBE T peer_addr, A KGR EREE,
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il

AT+BLEINIT=2 /] e R B
AT+BLEADVPARAM=50,50,0,0,4,0,0,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

3.4.8 AT+BLEADVDATA: ¥t¥i Bluetooth LE ) £ % ¥

LN

&E

Dyt
BCE) R

O e
iy

’AT+BLEADVDATA:<adV_data>

W

[ox

S8

* <adv_data>: JREEIE, S HEX FAFER . G, A RERE T #EdEA “0x11 0x22 0x33 0x44 0x557,

N fy4 A AT+BLEADVDATA="1122334455",

B

o ER 2 HIE & ¥ H fiy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>

B )RR, WA ar B8 r) ik E -

o WERGAEE A S BUB AR, WERBHERITE %62 Z G ATAT+BLENAME fis K B # 4,

PRUCE N A RER 2 5 o

2N

AT+BLEINIT=2 // fifte: R%& 2B
AT+BLEADVDATA="1122334455"

349 AT+BLEADVDATAEX: []#hi%E Bluetooth LE )™ &%

A if i 4

Yytie:
EERZI I TR 2

s

AT+BLEADVDATAEX?

W ) :
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+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

W

[l

IR IR i

’AT+BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>

W

’OK

Bl

2N

<dev_name>: ¥ AF i 2 M, KON B AR BN, a5 AR E B & 4 RN “just

test” , I Ay 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,
<uwuid>: FfF H 2 . 6 1, #F A & E UUID 2h “0xA002” N .|

AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,
<manufacturer_data>: il % F &, S HEX A7, B, 25 A8 3 il 3 7 2cis o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

<include_power>: ) fREHET 5 TX R, ASHNZBCN 15 B0, 0.

WSR2 B E 40 iy 9 AT+ BLEADVDATA=<adv_data> B8 1 #5800, WS R ar BB 1)k
Bnis .

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.10 AT+BLEADVSTART: Ji4 Bluetooth LE )1k

KT

fir &

i

T

Ik

AT+BLEADVSTART

W
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OK

|

o FRAN 6 SAT+BLEADVPARAM=<adv_parameter> &5 | #5558, WA EHAT S50

o ERMH G4 AT+BLEADVDATA=<adv_data> &5 7 38 50dE, W &3%4 0 5.

X HI B & WM fir 2AT+BLEADVDATA=<adv_data> &% & i )7 # %t #, W &
Wi AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & ) |~ & %
P, M, aAsefli ] AT+BLEADVDATAEX, <4 AT+BLEADVDATA % & 1) #& 4
Bk

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVSTART

3.4.11 AT+BLEADVSTOP: £} Bluetooth LE )£k
Wiifn %

Yytie:
(CIWAE

P
iy

’AT+BLEADVSTOP ‘

W

[ox |

e
« FOTIR)HE)G . NPT Bluetooth LE 3845, 2 [ 81454 Bluetooth LE )", JEFF M A<

il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.12 AT+BLECONN: #ti7. Bluetooth LE ¥4
teiffr 4

Uyiik:
#71f) Bluetooth LE %42

P
iy
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AT+BLECONN?

W

+BLECONN: <conn_index>, <remote_address>
OK

FrREESLIERE, MmN A g R <conn_index> Fil <remote_address> Z41 .

Yitig:
%57, Bluetooth LE %3

A

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

L)V
AR, MR

+BLECONN: <conn_index>, <remote_address>

OK

HRNLERRIN, R

+BLECONN: <conn_index>, -1

ERROR

HE SRR R e — 2L P EOE R R, R -

ERROR

» <conn_index>: Bluetooth LE 425, JER: [0,2].
» <remote_address>: X5 Bluetooth LE ¥&#5Hhudik .
* [<addr_type>]: | R HE A :
— 0: /~3EHhik (Public Address)
— 1: fEMLHHE (Random Address)
o [<timeout>]: FEFHAMFHIE], A FP. R [3,30].

Bl

o BAEBNOITERZ W], JeiB TAT+BLESCAN fin 43k &, Mtk B s b T # IR A
o RIS R 30 7.
o {114 Bluetooth LE server E 4 IAL HIESEE IS, W] DAREH bt ay S AEXT 451548 (GATTC) Hik
PRS- AT A AT GATTC fi4-:
— AT+BLEGATTCPRIMSRV
AT+BLEGATTCINCLSRV
AT+BLEGATTCCHAR
AT+BLEGATTCRD
AT+BLEGATTCWR
AT+BLEGATTSIND
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o WS AT+BLECONN? & Bluetooth LE 7 %] 46 i1 &L N /AT (AT+BLEINIT=0), W] & %t & H
+BLECONN:<conn_index>, <remote_address> ,

2N

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.13 AT+BLECONNPARAM: #¢ify/di i Bluetooth LE 4:4:5 %)
A%

k-
#71fi) Bluetooth LE 32534

O e
iy

AT+BLECONNPARAM?

Wi

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>

W3 Bluetooth LE 5255

Pa sy
A

’ AT+BLECONNPARAM=<conn_index>, <min_interval>, <max_interval>, <latency>, <timeout>

Wi 3% ¢

[ox

HRCERN, WHRAMEE

’ +BLECONNPARAM: <conn_index>,—1

BH

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <min_interval>: F/NEREEE. KSEEN /DT % T <max_interval> ZE({H. S50 H:
[0x0006,0x0C80] . FEHZH] [ 5F T %S PA 1. 25 ZF>, FrPASE PRy i/ NERE B TE R R [7.5,4000]
=5,

o <max_interval>: i KiEEEE. KSHEN KT T <nin_interval> Z4{H. SHELH:
[0x0006,0x0C80] . 1##z[H] [ & TS ER A 1. 25 = FP, JT ASE bR fe K 42 1B v Bl A [7.5,4000]
.

o <cur_interval>: YFiiEREA|[E.

o <latency>: JEIR., ZEJERE 1 [0x0000,0x01F3],

o <timeout>: JBHf. SHGUE: [0x000A,0x0C80]. MM} T %S4 LA 10 ZFb, BT PASEFRAEE RS
JE A [100,32000] Z 5,

Espressif Systems 107 Release v2.3.0.0-esp32c3-138-g792c138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 3. AT Ay d4E

Bl
o Ay EORSGEIL TR, I H AR client f (0 HHTER S

Bl

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14, 1,500

3.4.14 AT+BLEDISCONN: [KiJf Bluetooth LE %
AT

Uik
#7 T Bluetooth LE %43

AT+BLEDISCONN=<conn_index>

W i <

OK // ¥ % AT+BLEDISCONN # 4
+BLEDISCONN:<conn_index>, <remote_address> // & 1T 4 2 ik 3

» <conn_index>: Bluetooth LE JE#:5-, JEH: [0,2].

» <remote_address>: X J; Bluetooth LE i&£5Hdik .
B

o (SRR Fmmaf A iy S Wi 8

il

AT+BLEINIT=1 // fif: & P 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.15 AT+BLEDATALEN: ¥%¥i Bluetooth LE %#li{d )%

By

N

R

&

Yitig:
¢ E Bluetooth LE %5t K

AT+BLEDATALEN=<conn_index>, <pkt_data_len>
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Wi 3% ¢

OK

e <conn_index>: Bluetooth LE i£#:5-, Ll : [0,2].
« <pkt_data_len>: F(HEAIK . FEHE: [0x001B,0x00FB].

vl
o FRELEE ST Bluetooth LE 8, A BB EHIEOKE.

il

AT+BLEINIT=1 // fat: & P ¥
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.16 AT+BLECFGMTU: ¥ Bluetooth LE MTU K&
Ay

Ly :

Z1) MTU (maximum transmission unit, fx KAZHBATE) K&

AT+BLECFGMTU?

Mjn] oz <

+BLECFGMTU: <conn_index>, <mtu_size>
OK

SLEE AL A
WA

ik
P MTU K

A\ .
“Il/?\‘

’AT+BLECFGMTU:<conn_index>,<mtu_size>

Wi

ok // WEAHS

S

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].
o <mtu_size>: MTU K Jif,
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vei
o ARAFATER e ST Bluetooth LE £33,
o BUCREE PSR A Ay AR MTU 1 .

o MTU [{)5EPri BETR BT, M. OK N R22il iy MTU KB, UL ERKEA—E AR, @il
Y& AT+ BLECFGMTU? 25 if) 32 s MTU KB,

il

AT+BLEINIT=1 // B f#: K p#%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.17 AT+BLEGATTSSRVCRE: GATTS It/ 45
Wiidr %

hig:
GATTS (Generic Attributes Server) 417 Bluetooth LE [z 4%

A

’ AT+BLEGATTSSRVCRE

Wi % ¢

’OK

st

« {#i F§ ESP32 {E>4 Bluetooth LE server Gl ##/IR %, 5425 service bin 3C{4:% flash H1.
— AT A= J service bin XU, 55:% esp-at/tools/readme.md.
— service bin S BE sk Ak A esp-at/module_config/module_${platform}_default/at_customize.csv
) “ble_data” btk
* Bluetooth LE server #J 4L 5, 15 S A 0@k SS; a5 SE ST Bluetooth LE #4%, WJok
BIEMRSS
* 4n4 Bluetooth LE client E 445 4L i3y, W] DAGE A bt &0 MR 45 o] DAGE A At — S8R0 1Y 1
GATTS %, BlAnEshFE bR Sy . B R4S FFAEE AN notification/indication, HARA 41T :
— AT+BLEGATTSSRVCRE (FHYAF Bluetooth LE JE4: 4! 57 2 1ifdi )
AT+BLEGATTSSRVSTART (3£1AE Bluetooth LE 42 557 2 Hifdi )

— AT+BLEGATTSSRV
— AT+BLEGATTSCHAR
— AT+BLEGATTSNTFY
— AT+BLEGATTSIND
— AT+BLEGATTSSETATTR
il
AT+BLEINIT=2 // A t: K% &
AT+BLEGATTSSRVCRE
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3.4.18 AT+BLEGATTSSRVSTART: GATTS JI 3R 55

WA %

Jyiig:
GATTS JF a4k 55

s

AT+BLEGATTSSRVSTART

o <srv_index>: [R45FE, M 1 FFUGise,

il

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEINIT=2 // fat: R4 B

3.4.19 AT+BLEGATTSSRVSTOP: GATTS 51k 55

AT 4

g
GATTS {5 4R 55

A

AT+BLEGATTSSRVSTOP

GATTS {5 I3 fiE IR 55

A .
"ﬂé’\‘
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’AT+BLEGATTSSRVSTOP:<srv_index>

o <srv_index>: [R45FE, M 1 FFUGiste,

il

AT+BLEINIT=2 // fife: R& 2B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.20 AT+BLEGATTSSRV: GATTS KR5S
A it 2

itk
GATTS % iR %

A\ .
“ﬂ/?'

AT+BLEGATTSSRV?

W i ©

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

BH

o <srv_index>: R%5FE, M 1 IFEG8,
e <start>:
- 0: R4 ARFF1;
- 1: fjRFEH 4R
o <srv_uuid>: [R5 1 UUID,
o <srv_type>: JR45HHY:
- 0: WEMRS
- I RS

il

AT+BLEINIT=2 // faft: R4 B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?
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3.4.21 AT+BLEGATTSCHAR: GATTS % B 25 H#4iE
Arifg i A

Jyiig:
GATTS % BUIR 55 5k

s

’AT+BLEGATTSCHAR?

Wi ¥ ¢
XIS FAE AR, WA AR :

’+BLEGATTSCHAR:"char",<Srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFHAFF R, MR -

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

BH

<srv_index>: fR%)F 5, M 1 FFtaue,
<char_index>: JRFSFHERTS, M 1A,
<char_uuid>: f[RSHE-ER UUID,

<char_prop>: fRSFFHIERIEM:

<desc_index>: JHFHIRETFEE .

<desc_uuid>: FREIALIH UUID,

il

AT+BLEINIT=2 /] A e A B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.22 AT+BLEGATTSNTFY: k5523 notify JJ}R 55 FEAEN 45 %% i
BeE WA

fie:
W54 motify 55 RFAL (AR5 i

ez

’AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length>

W )i *

E

|

R > Fn AT HERSFHCR 8, U BT DA ARG, 488 KRB S48 <length> HYEIT,

AT notify k.
EBARL T, MR
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OK

» <conn_index>: Bluetooth LE i£#:5-, Ll : [0,2].

o <srv_index>: [[R%5F 5, WiafTAT+BLEGATTSCHAR? Z5ifi),

o <char_index>: JR4HHIERIE S, TIE4FAT+BLEGATTSCHAR? 75,
o <length>: FEKE,

il

AT+BLEINIT=2 /] RE RE B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART // T4, 4 client L%&)ﬁ, sh BB # % notify
AT+BLEGATTSCHAR? // &% # % notify & P 3% W &1

/) Bl , R 3 BREM 6 FHAE notify J&F’“ﬁ 4 FHEHHEE, FAWT &4
AT+BLEGATTSNTFY=0, 3, 6, 4

/) FE ST SR, N 4 FHEEKE, b o123, ARKHE AR

3.4.23 AT+BLEGATTSIND: Jj#552% indicate I 55 FFAFE 25 %% o

IR 45 2% indicate JR 4 (E 25 % P

"Il/?\

’AT+BLEGATTSIND:<conn_index>, <srv_index>, <char_index>, <length>

W

>

FER > B AT WA bR LB, LIRS DA MK, 2440 K FERK B B4 <1ength> (R,
P FT indicate EEE .

AR RN, R

OK

e <conn_index>: Bluetooth LE i£#:%5-, JuR: [0,2].

o <srv_index>: [R% 75, WisfTAT+BLEGATTSCHAR? Z5if].

o <char_index>: R&EEN TS, R[124TAT+BLEGATTSCHAR? 253 .
o <length>: FEK )T,

hil
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AT+BLEINIT=2 /] A R E B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FEWT ., % client EEF, LA EE # K indication
AT+BLEGATTSCHAR? // & #W & F 3% 7 W B ) indication # ¥ 4E

/) Blde, R O3 EMREAHW 7 THAE indicate KEH 4 FHEHHE, 44w T
AT+BLEGATTSIND=0, 3, 7, 4

/ORT ST FEE, BN 4 FRBREKE, W on123d, ABEHREEH R

3.4.24 AT+BLEGATTSSETATTR: GATTS ¥ %R 55 HiAEfi

)E'\l

CE

ik
GATTS B¢ R 55 FRAE(E A HE

P
iy

’ AT+BLEGATTSSETATTR=<srv_index>, <char_index>, [<desc_index>], <length> ‘

Wi i ¢

: |

P45 > FOR AT RGP D8, BEIRHET DS AR, A 8i KA EI 240 <length> [{ERT,
PATRCE A
AR S, R -

OK

—

o <srv_index>: JR&FE, WiBfTAT+BLEGATTSCHAR? Z5if].
o <char_index>: R&EAEN TS, A[184TAT+BLEGATTSCHAR? 253
* [<desc_index>]: FHIEFHIATFF 5
- AHE, WEERAFF
- AARIAT, W E .
o <length>: Z{#i K&,

(|

© QR <length> ZHEH KT LR KE, WBESKM. KT service table, i UL compo-

nents/customized_partitions/raw_data/ble_data

il

AT+BLEINIT=2 // ft#: BR% &

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) B, B 1 BREE L EHELEEAKEAN 1 FTHEE, #45mT:
AT+BLEGATTSSETATTR=1,1,,1

/O RE ST BERE, BN L FEREERT, Bl s, RERKEFH
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3.4.25 AT+BLEGATTCPRIMSRV: GATTC % AR 55
iy

Dyie:
GATTC (Generic Attributes Client) % Pl EE AR 5

s

AT+BLEGATTCPRIMSRV=<conn_index>

W

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

e <conn_index>: Bluetooth LE i£35-, JEH: [0,2].
o <srv_index>: R FE, M 1 FH4E,
o <srv_uuid>: f[k51 UUID,
* <srv_type>: JR55H)RAL:
- 0: BT
- L MRS .

B

o [EHAMA, T2 5E T Bluetooth LE # 4

il

AT+BLEINIT=1 // fAt: & P 3%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.26 AT+BLEGATTCINCLSRYV: GATTC %340 &Nk 55

Brias

itk

GATTC %30 &5
%

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi % ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],
o <srv_uuid>: fk51 UUID,
o <srv_type>: k5SS HL:
- 0: RENRS
- L HEMRS.
 <included_srv_uuid>: &R %1 UUID,
 <included_srv_type>: RS 1IZEH:
- 0: RENRSS
- I RS

o [HEHAMA, T2 5E T Bluetooth LE # 4,

il

AT+BLEINIT=1 // At : & P 3%

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REW — £ ®# 2 WL R, £ index &

3.4.27 AT+BLEGATTCCHAR: GATTC %R 55 H54ik

GATTC % Bl 55 5k

AN .
“Il/?\‘

’AT+BLEGATTCCHAR:<conn_index>,<srv_index> ‘

Wi i <
X IR G RAE AR R, MR AR :

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> ‘

XFTHRAHE S, WA

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <srv_index>: JR%FE, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> 25,
o <char_index>: JREFFHEMITS, M 1 FFhRiEHS.

o <char_uuid>: JR4$4R-ER) UUID,

* <char_prop>: JRFSFHIER @

o <desc_index>: AT S .

o <desc_uuid>: JHERHIASFH UUID,
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L]
o fifHAAYS, FREEET Bluetooth LE #4%

Bl

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W —F®# 4L MW E WL R, < index £

3.4.28 AT+BLEGATTCRD: GATTC 5B 45 ki
UE A

Dyt
GATTC U 55 Rk (EL B R A

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W )i *

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].
o <srv_index>: {4575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
o <char_index>: RSH-EF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEFIAFT)TT
- AIRE, BHE AR
- FARWCE, EHHPRRERE .
o <len>: FARK S,

o <value>: <char_value> 5{ ¥ <desc_value>,

o <char_value>: fR &5 E-EH , P48 4520 , 181 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>

B BN, #FWdRYA +BLEGATTCRD: 0, 1, 0, WIZIREHEEN 1, WEHR “07.

e <desc_value>: flg & 4 M i & O mM O MH O F OHF OB & KX, B
#TFAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> % B, I 40, 75 Wy
“N +BLEGATTCRD: 0, 4, 0123, NIFREIEKE R 4, NEN “01237,

v
o ffHAAS, FRESEENT Bluetooth LE 2,

o 7 H AR SRR AEA SCRF A, iR [E] “ERROR”,

2N
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AT+BLEINIT=1 // f & : & P 5%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // REFEW — £ G4 ¥ &
/) Bldm, EBRE 3 BERFME 2 FHRMENE

AT+BLEGATTCRD=0, 3,2, 1

W 4R, 48 index & #
1 FHAFREE, #AL T

3.4.29 AT+BLEGATTCWR: GATTC G55 ¥ AEA
BE WA

Tyt
GATTC B i 55 AL (L oA AR AL

A

’AT+BLEGATTCWR=<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length> ‘

Response:

P > Fn AT HERSFHCR 8, U T DA AR, 4 8ds K IR FI S8 <length> HYEIT,
PATE AL
AR RN, R

OK

¥

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: k%575, WiafTAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
o <char_index>: REHEHEFS, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FfiEAlIATT 5
- AE, W5 H AR
- AARRE, W5 HARRHERE.
o <length>: FEK)E,

vei
o ffHAMS, FEIHEST Bluetooth LE JEH; .
o #HRSFHEA L FFEHAE, WikE “ERROR”.

il

AT+BLEINIT=1 // f & : & P 3%

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W —F# 4 MW EHE R, < index £

/) Blim, BE 3 EREWE 4 BRI, EANKEN 6 FIHEE, #4T:
AT+BLEGATTCWR=0,3,4,,6

/O RE ST BFERE, BN 6 FEMBEENA, o "123456", REFHBEAN
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3.430 AT+BLESPPCFG: #if)/ix i Bluetooth LE SPP %%
iy

hig:
¥if] Bluetooth LE SPP (Serial Port Profile) Z:%§

s

AT+BLESPPCFEFG?

W

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>
OK

BeE WA

Ly
15 # 5 #5E Bluetooth LE SPP £%{

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

Wi i ¢

OK

¢ <cfg_enable>:
- 0: HEG SPP 24, FHSHLHFHES;
- I JFHSHEREEES .
o <tx_service_index>: x JR % ¥ 5, W & {TAT+BLEGATTCPRIMSRV=<conn_index>
FAT+BLEGATTSSRV? 5],
o <tx_char_index>: tx JIR % 4% 1F )3 B, W] i8 $7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 75
o <rx_service_index>: rx fk % ¥ 5, H & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 51y,
e <rx_char_index>: rx IR & % 1L &% 5, W i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FAT+BLEGATTSCHAR? 251 ,
* <auto_conn>: HFEEAREN, BINEOLT, HIWEEDRERERE.
— 0: 2% || Bluetooth LE i#& % H sh £ HE.
— 1: fififk Bluetooth LE i#1% H 3 HIETNFE.

Bl

o X} Bluetooth LE %% i, tx IRSERAE B NI 2 write with response B write without
response, X RFFMEEEVNHZ indicate B notify,
* X7 Bluetooth LE JI[g 55#% , tx fRGFFHEEMEMIZE indicate B notify, rx [RFSHFHEEMELAZ

write with response B{ write without response,
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s SN T ASIEEDGG, AUREREIT, SPRARITERG SHR (KT AT+SYSMSG), %
HORT AR R Ay S (ERERYIS DL T, ERITITIG, S ESIEE, MCU IR EAA R ER WIT,
SR MAC A4 T3, MITCikiE s i) .

il

AT+BLESPPCFG=0 // E % Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP % #
AT+BLESPPCFG? // & i Bluetooth LE SPP % ¥

3.4.31 AT+BLESPP: i A Bluetooth LE SPP Eis;
Wiifn %

Uyiik:
i3t A Bluetooth LE SPP 55

Do
iy

AT+BLESPP

W i <

OK

>

iR KRR AT 2 23F A Bluetooth LE SPP #15, ] PASFF T 8#E 1 K35 F2 I
77 Bluetooth LE SPP JRZS4E R ( X iAE Bluetooth LE #3288 37 5 K {#i i Notifications ), 3% [A] :

ERROR

e

* 1E SPP L, RIEAT+SYSMSG Bit0 2y 1, W AT A& ATR H SPP A fFE .
* 1E SPP f&fh, A RUEAT+SYSMSG Bit2 Jy 1, W AT A SAR AT BRES A R -
* URGWEIREH +++ U, Wk bl 2R ay >, i 2% H R 4 AT @

4.

il

AT+BLESPP // # N Bluetooth LE SPP # =

3.4.32 AT+BLESECPARAM: #if)/i% ¥ Bluetooth LE Ji#: 5%
A it 2

i
251fi] Bluetooth LE SMP Jjl1%5 5%k

s
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AT+BLESECPARAM?

W 7

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>, <auth_option>
OK

B

&F

Dyt
1% & Bluetooth LE SMP il %% 244

Py -
iy

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

Wi i ¢

OK

» <auth_req>: AiFiEK.
- 0: NO_BOND
- 1: BOND
- 4: MITM
8: SC_ONLY
9: SC_BOND
12: SC_MITM
- 13: SC_MITM_BOND
* <iocap>: Hy AHIHIFETT
— 0: DisplayOnly
1: DisplayYesNo
2: KeyboardOnly
3: NolnputNoOutput
4: Keyboard display
* <enc_key_size>: NIHHHIKE. SR [7,16]. Bi: F5,
<init_key>: Z>HRHAIRI IR Y] -
o <rsp_key>: ZANURFALZL LN R B o
« <auth_option>: 24\ L%k
- 0: HElkE L
- L R TGV R 2 W BOE R Z a5 P, WIS WIT R .

Bl

e <init_key> fll <rsp_key> S5 LB 4H ARSI
— Bit0: FT A2 40049 1 285 B e R 25 A () N 4% 4 8 5
- Bitl: T2 iR 2 EH A [ 25801 IRK %54 ;
— Bit2: [T A 4f 2 A A B 25 4H 1Y) CSRK %54 ;
— Bit3: I T A i B B A . 4 link %54 ({XUH) T Bluetooth LE 1 BR/EDR JEA7AR) .
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il

AT+BLESECPARAM=1,4,16,3,3,0

3.4.33 AT+BLEENC: % Bluetooth LE Jji% ik
BeE WA

Jyiig:
LSRN

[

’ AT+BLEENC=<conn_index>, <sec_act>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
e <sec_act>:

0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM,

A
o fERA AT, W ERESE. B SRR .

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1,0,16,3,3

AT+BLESETKEY=123456

AT+BLEADVSTART

// f£ F Bluetooth LE ¥ i& app % client 5 ESP32 % % # i Bluetooth LE # ¥
AT+BLEENC=0, 3

3.4.34 AT+BLEENCRSP: |05 %} 5 25 J e if e i =R

BE WA

g
I A2 S0 S A 6 A AL AT RO i 2K

e
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’AT+BLEENCRSP:<conn_index>,<accept>

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].

* <accept>:
= 0: fh4;
- 1.
]

« EFIAASIE . AT AR R ARG e R4

+BLEAUTHCMPL: <conn_index>, <enc_result>

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
e <enc_result>:

— O: IR ECRT R 5

— 1o J B R

il

AT+BLEENCRSP=0, 1

3.4.35 AT+BLEKEYREPLY: #5%) J5 845052 5%

R

LA

itk
[] A2 Bt %o 54

’AT+BLEKEYREPLY:<conn_index>,<key>

W i <

[ox

S

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
 <key>: FLXIEEH.

il

AT+BLEKEYREPLY=0, 649784
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3436 AT+BLECONFREPLY: #y%1Ji il st et (fLgeihebey)
B

i

ISR

s

’AT+BLECONFREPLY=<conn_index>,<confirm>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
¢ <confirm>:
- 0: %5

- 1. 2

il

AT+BLECONFREPLY=0, 1

3.4.37 AT+BLEENCDEV: #%iggfit) Bluetooth LE Jjiiss S5 bl
s

ik
i) 46 5E 1) Bluetooth LE J%5 15 £ 1 %

ke

AT+BLEENCDEV?

W i :

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

o+ <enc_dev_index>: CL4J T iRAMIERS . ESHA—E LT A AT+BLECONN %5 11 Bluetooth
LE #3235 F P conn_index %k, JLF: [0,14].
o <mac_address>: MAC Hifil-,

Bl

* ESP-AT iR AWSIE 15 ks, WRIEMBEHERIT 154, AR E & E SR
BREMF M 0 | 14 SR 162 BB (E S .
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il

AT+BLEENCDEV?

3.4.38 AT+BLEENCCLEAR: {5k Bluetooth LE Jjis8 3c 75 514

BEE A

i

ML EHRES 2 H R — B S e
[

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
O 83 2 4 s P i A 5

A .
"ﬂé’\'

’AT+BLEENCCLEAR

Wi 3% ¢

’OK

ZH

« <enc_dev_index>: 4} EXSMIERES .

il

AT+BLEENCCLEAR

3.4.39 AT+BLESETKEY: % Bluetooth LE &52AsHC% %540
AR A

Iitig:
Zrif] Bluetooth LE F SN #4H, AR E, W AT &1 -1

fir 2

AT+BLESETKEY?

W i :
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+BLESETKEY:<static_key>
OK

Pa-

S

Yytig:
M i Bluetooth LE #3315 &~ Bluetooth LE #2524

O e
iy

’AT+BLESETKEY:<static_key>

W 3% ¢

[ox

S

» <static_key>: Bluetooth LE F#ZSARNT4H .

il

AT+BLESETKEY=123456

3.4.40 AT+BLEHIDINIT: Bluetooth LE HID il #4514t
Ao A

i
#if Bluetooth LE HID P FI#R L1 &L

T

AT+BLEHIDINIT?

Wi i ¢
HARMIIGAE, W AT & 0]

+BLEHIDINIT:0
OK

HORMAIL, W AT &

+BLEHIDINIT:1

¥4 4k Bluetooth LE HID i
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’AT+BLEHIDINIT:<init>

] i
ox
e <init>:
— 0: JUY Bluetooth LE HID M #1464k 5
- 1: ¥J14A1E Bluetooth LE HID ¥ .
B

« Bluetooth LE HID J&:%: 5 il GATT/GAP 4 [a] i i .

2N

AT+BLEHIDINIT=1

3.4.41 AT+BLEHIDKB: ‘%1% Bluetooth LE HID #9515

gﬁ

CELA

Dyt
KRREFER

O e
iy

’ AT+BLEHIDKB=<Modifier_keys>, <key_1>, <key_2>,<key_3>,<key_4>, <key_5>, <key_6>

Wi 3% ¢

[ox

S8

« <Modifier_keys>: 2H {5,
o <key_1>: FHS 1.
o <key_2>: HALHS 2,
o <key_3>: #fUHG 3,
o <key_4>: HEUAY 4.
o <key_5>: fEfLRS 5,
» <key_6>: HHUIY 6.,

e

o LTSNS E, 2% Universal Serial Bus HID Usage Tables /) Keyboard/Keypad Page Z75.
o FHILA A5 10S PR E., REYR S TR BT MFLIAGIE.
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il

AT+BLEHIDKB=0,4,0,0,0,0,0 // BB NF K& "an

3.4.42 AT+BLEHIDMUS: % 3% Bluetooth LE HID Uk EL
wE WA

i
KAk AR E S

[

’AT+BLEHIDMUS=<buttons>,<X_displacement>,<Y_displacement>,<wheel>

o <buttons>: bRk,

» <X_displacement>: X {iif%.
« <Y_displacement>: Y {ii#%.
o <wheel>: &,

B
» T £ HID f#r{5 )8, , i 22% Universal Serial Bus HID Usage Tables ft] Generic Desktop Page #1 Application

Usages &7
o B4 10S PP E., REYR S IR BT MFLIAGIE.

il

AT+BLEHIDMUS=0,10,10,0

3.4.43 AT+BLEHIDCONSUMER: ‘%1% Bluetooth LE HID consumer {5 5.
BE WA

Dyie:
%1% consumer 13 B,

e

’AT+BLEHIDCONSUMER=<consumer_usage_id>

Wi i ¢

’OK
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BH

» <consumer_usage_id>: consumer ID, %[l power. reset. help. volume %, /{1 2% HID Usage Tables
for Universal Serial Bus (USB) H1[#) Consumer Page (0x0C) 7,

Bl
o BAEIArS1T 108 PR ACH., R T E e i MFLIAGIE.

il

AT+BLEHIDCONSUMER=233 /) BB EE

3.4.44 AT+BLUFI: Jf 538k 5% BluFi
Ay

i
#if BluFi ARES

AT+BLUFI?

Mjn] oz <
# BIuFi RIT/H, WM :

+BLUFI:0

OK

# BluFi &P /E, Mg mE -

+BLUFI:1

OK

EmA

&E

Ly :
T ECK ] BluFi

O e
iy A

’AT+BLUFI:<option>[,<auth floor>]

Wi ¥ :

[ox
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BH

e <option>:
— 0: 5[] BluFi;
- 1: 7F)3 BluFi,
« <auth floor>: Wi-Fi iAUFBEECEE, ESP-AT A& R FIIER LT M SIER) AP:
- 0: OPEN (¥#ki\);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN R W =

5 H BEYE Bluetooth LE KW 4G4 G I )5 58 9% 4] BluFi (AT+BLEINIT=0).

il

AT+BLUFI=1

3.4.45 AT+BLUFINAME: #rif)/i% ¥ BluFi ¥85 48k
feidr

Lyt :
#if BluFi 24 5

P
iy

AT+BLUFINAME?

Wi i *

+BLUFINAME: <device_name>
OK

[y

RE
i

&

T E R

BluFi %4544 F1

.

_L}il_

s
I

=

’AT+BLUFINAME:<deViCe_name>

W

’OK
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BH

+ <device_name>: BluFi #4544 %5,

Bl

o T B B B A 4 BR, U A5 I8 fTAT+BLUFI=1 fiy % W BCE, 75 WRF B BROA 44 Fx

BLUFI_DEVICE.
* BluFi i AR KK 29 75,

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.46 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JSIJPL: ) Rk & da

[y

yiie:
L R 3R

A

’AT+BLEPERIODICDATA:<periodic_data>

Mg o 2

’OK

S8

* <periodic_data>: JIIPE) T HREE, S 16 BRI B0, A ARECE) T RRER ) “0x11 0x22 0x33
0x44 0x55”, Nfy4A AT+BLEPERIODICDATA="1122334455",

Bl

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.4.47 AT+BLEPERIODICSTART: JI i3 A0 #k

AT 4

itig:
TR AT 17

iy 4

AT+BLEPERIODICSTART

Pyl i <
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OK

|

AT IR A WM SRz, ®E IR TR,

ADV_TYPE_EXT_NOSCANNABLE_IND,

il

/A R~ U

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // & B & # M S % % #
AT+BLEADVPARAM=32,32,5,0,7,0 // B B¥ B HB 45K
AT+BLEADVSTART // F B ¥ B #

AT+BLEPERIODICSTART // F B A M I &%

3.448 AT+BLEPERIODICSTOP: 2 i & 01 ) #5 Il 2
T4

itig:
5 E AR 4%

xS

’AT+BLEPERIODICSTOP

] 7 2

[ox

il

’AT+BLEPERIODICSTOP // fE Ok BB E

3.449 AT+BLESYNCSTART: JF k3l 25 R 010k #&

JL

BEmA

yiie:
SIEESAT R R & R

2 e
O

AT+BLESYNCSTART=<target_address>

My )7 <

+BLESYNC:<addr>,<rssi>, <periodic_adv_data>

OK
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B
o <addr>: &£tk

o <rssi>: {5 SR
+ <periodic_adv_data>: &l 1EEE

Bl
o FETTIREINES FE RS 200, #5240~ FF Bluetooth LE il S BEFFLE0EAT -

il

AT+BLEINIT=1
AT+BLESCAN=1 // FH#HE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH A BN #E R F

3.4.50 AT+BLESYNCSTOP: {5k 501k ) #& vl 20
Wiifn

itig:
5 1 B /R R A )R .

s

’AT+BLESYNCSTOP

W] 7 2

[ox

(A
o QR AF BLE S RE M, A8 A ML) $E ) A2 S e th e B s ok .

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.51 AT+BLEREADPHY: ¢ ify 4 gi e i) PHY
BE WA

Yitig:
)Y iR A ) PHY .

s
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AT+BLEREADPHY=<conn_index>

W] o7 2
WA ALY, R [H]:

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WRAW R, &)

+BLEREADPHY : -1
OK

o <device_addr>: ¥ it £5
e <tx_phy>:

- 1: IM PHY.

- 2: 2M PHY.

— 3: Coded PHY.
e <rx_phy>:

- 1: IMPHY.

- 2: 2M PHY.

— 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // ¥ ¥ 7] % # # PHY

3.4.52 AT+BLESETPHY: % 2MgiiE#:0n) PHY

BEE A

itig:

WE Y HERR) PHY
(RS

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

LTIVE
WERALA R, &)

+BLESETPHY :<device_addr>, <tx_phy>, <rx_phy>
OK

WRAL RN, &)

+BLESETPHY: -1
OK
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BH

o <device_addr>: X uis £l
e <tx_rx_phy>:

- 1: IMPHY

- 2: 2M PHY

— 3: Coded PHY

il

AT+BLEINIT=1 // fat: % p 3
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 ESP32 Classic Bluetooth® AT my A4

ESP32 AT {4 85 1 LB 4.2 B

e AT+BTINIT : Classic Bluetooth #J 154k

o AT+BTNAME: #Tifij/i5 & Classic Bluetooth 14544 Bk

o AT+BTSCANMODE: %' Classic Bluetooth iz,

* AT+BTSTARTDISC: FFif % BLJEi1) Classic Bluetooth £

e AT+BTSPPINIT : Classic Bluetooth SPP #4514k

o AT+BTSPPCONN : #3ifi)/7~r. SPP %42

o AT+BTSPPDISCONN : WiFT SPP j#:4%

o AT+BTSPPSTART: J})& Classic Bluetooth SPP /3

o AT+BTSPPSEND: % iX4#a5%} )7 Classic Bluetooth SPP 4%
o AT+BTA2DPINIT : Classic Bluetooth A2DP /M3 ¥ iE 4k

e AT+BTA2DPCONN : Zif)/#~r A2DP %3

o AT+BTA2DPDISCONN : WiFf A2DP &4

o AT+BTA2DPSRC: Zifij/i% B354 04 URL

e AT+BTA2DPCTRL: s 5#&ii

o AT+BTSECPARAM : #%ifi)/¥% & Classic Bluetooth Z 455§

o AT+BTKEYREPLY : #j A\ & AR X254 (Simple Pair Key)

o AT+BTPINREPLY : i AMEGENEHS (Legacy Pair PIN Code)
* AT+BTSECCFM : 5% )7 B4 M A G R (Mo L)
e AT+BTENCDEV : #Zxifi Classic Bluetooth JjI%515% 4541 3¢

o AT+BTENCCLEAR: %[ Classic Bluetooth fjI%#5 % £5 41| 3¢

o AT+BTCOD: B4R A

o AT+BTPOWER: #rifij/i% & Classic Bluetooth [ TX Th#

3.5.1 AT+BTINIT: Classic Bluetooth #ji&1k
Ay A

Dyie:
#ifi) Classic Bluetooth #J 5L

A

AT+BTINIT?
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] o, <

HEMLRL, WER[E
+BTINIT:1

OK

HARPIIRAE, IR (]

+BTINIT:0

Yitig:
I EA B Y4 Classic Bluetooth

e

’AT+BTINIT:<init>

Wi i ¢
ox
e <init>:
— 0: ¥4 Classic Bluetooth;
— 1: ¥74&4k Classic Bluetooth,
il

AT+BTINIT=1

3.5.2 AT+BTNAME: #ify/ix ¥ Classic Bluetooth ¥¢55 #4510
iy

Tytig:
#5ifi] Classic Bluetooth %4544 R

e
iy

AT+BTNAME?

W

+BTNAME : <device_name>
OK
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B

&F

Uik
B Classic Bluetooth 1% £5 44 FR

O e
iy

’AT+BTNAME:<device_name>

Wi i :

[ox

S
o <device_name>: Classic Bluetooth 545485, KN 32, ERA:” ESP32_AT”,
]

o FAT+SYSSTORE=1, Tt E UL NVS X,
o R\ Classic Bluetooth %454 Fr “ESP32_AT”,

il

AT+BTNAME="esp_demo"

3.5.3 AT+BTSCANMODE: ;¥ Classic Bluetooth F1HiFiX,
VWA

hiig:
% & Classic Bluetooth 9=,

[

’AT+BTSCANMODE:<scan_mode>

Wi i ¢

’OK

e <scan_mode>:
— 0: NA R H AR 7R
— 1 ATPERAER ] R s
- 2: PER] R FA R AR
- 3: AR PUEAR ] HE .

il
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AT+BTSCANMODE=2  // BE 7 X H 4 7 % £

3.54 AT+BTSTARTDISC: JIi&%:8 )40 Classic Bluetooth %%

JF4 % F) Classic Bluetooth %45

Py
A

AT+BTSTARTDISC=<ing_mode>, <inqg_len>, <ing_num_rsps>

Wi 3% ¢

+BTSTARTDISC:<bt_addr>, <dev_name>, <major_dev_class>, <minor_dev_class>, <major_srv_
—~class>, <rssi>

OK

¢ <inq_mode>:
— 0: general inquiry mode;
— 1: limited inquiry mode.
* <ing_len>: inquiry M, {5 0x01 ~ 0x30.
e <ing_num_rsps>: 7] PAILF| A inquiry responses FIEE:, 75N 0, AT K E| FLRR response.
e <bt_addr>: Classic Bluetooth Hiiil,
o <dev_name>: W55 FK.
* <major_dev_class>: F T4 :
— 0x0: HAth;
- Ox1: 5L
- Ox2: Hih (FHL. Fofs. ATEIE. EHREeES) ;
— 0x3: LAN, M#%3: A5 ;
— Oxd: FAAI (HHL. Prds. SRR, Wi /R. VCR);
- Ox5: it (RUbR. WERAF. BEEL):
- 0x6: BB (FTED. =L, APL. BIR);
- Ox7: W 5H;
- 0x8: A
— 0x9: fHtfR;
— Ox1F: K425,
o <minor_dev_class>: 155% REH A (Minor Device Class field).
o <major_srv_class>: LIRSS :
— 0x0: JERUH;
- 0x1: AR & IR (Limited Discoverable Mode);
- O0x8: BN (frEHRE);
— 0x10: P25, UWTLAN, A%
- 0x20: yEZY, WHTE. Hrds
— 0x40: Fi#e, AL, Zre X
— 0x80: XJ4:f% 4, N v-Inbox, v-Folder;
- 0x100: F4t, Wz as. ZwX. HAURS ;
- 0x200: Hi3&, WJCagris. Hm ARG . BURS
- 0x400: {55, 1 WEB JIR%#%. WAP J[R55%%.

o <rssi>: [HEEIRE,

Espressif Systems 139 Release v2.3.0.0-esp32¢3-138-g792¢138
Submit Document Feedback



https://www.bluetooth.com/specifications/assigned-numbers/baseband
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 3. AT Ay d4E

il

AT+BTINIT=1
AT+BTSCANMODE=2
AT+BTSTARTDISC=0,10,10

3.5.5 AT+BTSPPINIT: Classic Bluetooth SPP [} il #)i5fk

it &

Tytig:
#51fi] Classic Bluetooth SPP M HAILIRES

Py -
iy

AT+BTSPPINIT?

W
O, W

+BTSPPINIT:1
OK

HARMIIAAE, R [m]:

+BTSPPINIT:0

WIHEAL BG4y Classic Bluetooth SPP 3%

ke

’AT+BTSPPINIT:<init>

Mjn] Joz <
[ox
S
e <init>:

— 0: {4 Classic Bluetooth SPP 3% ;
— 1: #F145 4k Classic Bluetooth SPP iM%, 4 {6~ master;
— 2: #1454k Classic Bluetooth SPP FpY, A slave.

il

AT+BTSPPINIT=1 // master

AT+BTSPPINIT=2 // slave
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3.5.6 AT+BTSPPCONN: #¢ify/t vy SPP 5
A iRA

Yitig:
#71fi) Classic Bluetooth SPP %%

s

AT+BTSPPCONN?

W

+BTSPPCONN: <conn_index>, <remote_address>
OK

WERRESL R, R[] -

+BTSPPCONN: -1

)E’J

CEL A

7357 Classic Bluetooth SPP %422

’AT+BTSPPCONN:<conn_index>,<sec_mode>,<remote_address>

W i <

[ox

AR, W AT i8] :

’+BTSPPCONN:<conn_index>,<remote_address>

SRR M, AT iR [m]

’+BTSPPCONN:<conn_index>,71

BH

e <conn_index>: Classic Bluetooth SPP &35, Mui H i aiER:, S5 R0,

¢ <sec_mode>:

0x0000: J& %2 4= {5 ;

0x0001: FFEAZAL ((UATIMERETR ) ;

0x0036: ZEZL %,

0x3000: ] AR

0x4000: /b 16 {3 %45,

o <remote_address>: XiJj Classic Bluetooth SPP % £l .

il

AT+BTSPPCONN=0,0,"24:0a:c4:09:34:23"
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3.5.7 AT+BTSPPDISCONN: I§iJ| SPP i
P4

Yitig:
¥7FF Classic Bluetooth SPP &4

s

’AT+BTSPPDISCONN=<conn_index>

W

’OK

Hr AT, R ]

’+BTSPPDISCONN:<conn_index>,<remote_address>

A A TR, MR [E]

’+BTSPPDISCONN:*1

+ <conn_index>: Classic Bluetooth SPP #£#25, Muj L FpaiERE, #ERS R0,
o <remote_address>: X5 Classic Bluetooth A2DP &£l .

il

AT+BTSPPDISCONN=0

3.5.8 AT+BTSPPSEND: ‘% iXZdiFI%lJi Classic Bluetooth SPP 5%

it A Classic Bluetooth SPP 45,
1]

A
mA:

’AT+BTSPPSEND

W % <

>

EmA

&E

Yytig:
RIEHHEF KT Classic Bluetooth SPP 1345

O e
iy 4
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’AT+BTSPPSEND:<conn_index>,<data_len>

 <conn_index>: Classic Bluetooth SPP #4#5, Mpj H A iER:, #ES5 R0,
o <data_len>: KiEFHEMKE.

L]

« RGEI AL RSB ATIR I >, SR)5 ESP32 45 7E A UART Bluetooth FEALHI, 24 A GEU | H
A+ IR, BRI E A A SR, SRR T A AT i

2N

AT+BTSPPSEND=0, 100
AT+BTSPPSEND

3.5.9 AT+BTSPPSTART: JF )3 Classic Bluetooth SPP il
Pt %

hig:
FFj& Classic Bluetooth SPP 1313

[

’AT+BTSPPSTART

W

’OK

st

* £ SPP f&f, WIARARBEAT+SYSMSG a2/ bit2 2 1, MARGEA SR ML EERES A E
El

JEy o

il

AT+BTSPPSTART
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3.5.10 AT+BTA2DPINIT: Classic Bluetooth A2DP [ il #)isfL
iy

i
#rif) Classic Bluetooth A2DP ¥ AR IRIRES

s

AT+BTA2DPINIT?

M]3 :
HOWIRIE, R E

+BTA2DPINIT:<role>

OK

FARBIIRAE, W3R (] -

+BTA2DPINIT:0

OK

BeE WA

Dyie:
s B34 Classic Bluetooth A2DP X

A

’AT+BTA2DPINIT=<role>

ja] o, =

o

B

» <role>: fA{t

— 0: Y4 Classic Bluetooth A2DP /33 ;
— 1: source;
— 2: sink,

ZN |

AT+BTA2DPINIT=2

3.5.11 AT+BTA2DPCONN: #if/gt . A2DP ¥
Ay 4
e

#71i) Classic Bluetooth A2DP %2
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[

AT+BTA2DPCONN?

Wi i ¢

+BTA2DPCONN: <conn_index>, <remote_address>
OK

PR BESIIER:, W AT R4k [0] <conn_index> fll <remote_address> Z3{.

)E’J

CHLN A

k-
7357 Classic Bluetooth A2DP #:$2

’AT+BTA2DPCONN:<conn_index>,<remote_address>

W i <

|ox

ARSI, R [m]:

’+BTA2DPCONN:<conn_index>,<remote_address>

ArESLIEER M, R [m]

’+BTA2DPCONN:<conn_index>,—1

B

e <conn_index>: Classic Bluetooth A2DP #E§25-, Mul H A, EES 80,
o <remote_address>: ] J; Classic Bluetooth A2DP 5 Hudik

hil

AT+BTA2DPCONN=0,0,0,"24:0a:c4:09:34:23"

3.5.12 AT+BTA2DPDISCONN: HiJI A2DP %
AT

ik
W7 FF Classic Bluetooth A2DP 4%

AT+BTA2DPDISCONN=<conn_index>

W i :

+BTA2DPDISCONN: <conn_index>, <remote_address>

OK
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BH

o <conn_index>: Classic Bluetooth A2DP #E#:5- | Mu7 H e pa s, S0,
o <remote_address>: XiJ5 Classic Bluetooth A2DP % £l .

Bl

AT+BTA2DPDISCONN=0

3.5.13 AT+BTA2DPSRC: #rily/is ¥ 5% SC 1k URL
A4

yiig:
) FE AL URL

[

AT+BTA2DPSRC?

Wi i ¢

+BTA2DPSRC: <url>, <type>
OK

PATI %

i
BCEE T URL

[

’AT+BTA2DPSRC:<conn_index>,<url>

W i <

[ox

* <conn_index>: Classic Bluetooth A2DP 1355, Muj L Fp R, E#5 M 0,
o <url>: JESCUEESFE, 247 H S HTTP. HTTPS I FLASH.,
* <type>: FUICHFRAL, 41 “mp3”.

B
o [T S mp3 A%

il

AT+BTA2DPSRC=0, "https://dl.espressif.com/dl/audio/ff-16b-2c-44100hz.mp3"
AT+BTA2DPSRC=0, "flash://spiffs/zhifubao.mp3"
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3.5.14 AT+BTA2DPCTRL: #Hl35%WiHk ik
P4

Dytie:
Pl E A

[

’AT+BTA2DPCTRL:<conn_index>,<ctrl>

Wi % ¢

’OK

BH

 <conn_index>: Classic Bluetooth A2DP %5, YFj A2 RppiEss, #3558 0,
o <ctrl>: Jasif 2
— 0: A2DP Sink, 2 1F#&7;
: A2DP Sink, FFUAHEHL;
: A2DP Sink, eit;
: A2DP Sink, J5iB;
: A2DP Sink, itz ;
: A2DP Sink, il ;
: A2DP Source, {2 [F3EL;
: A2DP Source, FFUEFENN;
: A2DP Source, {537 .

I
N — O Db W~

il

AT+BTA2DPCTRL=0,1 // JF & & 5% & ¥

3.5.15 AT+BTSECPARAM: #ify/i ¥ Classic Bluetooth 22455
iR 4

Z¥ifi] Classic Bluetooth %-4=% %k

Pla sy
A

AT+BTSECPARAM?

Wi

+BTSECPARAM: <io_cap>, <pin_type>, <pin_code>
OK

)E’J

CEL A

Jyiie:
W E Classic Bluetooth 224> %]
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’AT+BTSECPARAM:<io_cap>,<pin_type>,<pin_code>

Wi % ¢

’OK

* <io_cap>: K AfithfES
— 0: DisplayOnly;
— 1: DisplayYesNo;
— 2: KeyboardOnly ;
— 3: NolnputNoOutput,
+ <pin_type>: i I i AL
— 0: ARG ;
- L FE .
* <pin_code>: ELRCAIET, HAKE: 16 775,

el
* HIE <pin_type> 40, WM& EHZNZM <pin_code> Z4L,

il

AT+BTSECPARAM=3, 1, "9527"

3.5.16 AT+BTKEYREPLY: % A fiafdxt#:49] (Simple Pair Key)
PArm %

Yytig:
iy AT BATC T 45 4] (Simple Pair Key)

’AT+BTKEYREPLY:<conn_index>,<Key>

W i :

[ox

BH

+ <conn_index>: Classic Bluetooth i35, 4] H R sikER:, EHS5 N0,
o <Key>: fijHALX %4 (Simple Pair Key).

il

AT+BTKEYREPLY=0,123456
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3.5.17 AT+BTPINREPLY: i Af%ZlCn %1% (Legacy Pair PIN Code)
PAT R4

ke
W AME G351 (Legacy Pair PIN Code)

s

’AT+BTPINREPLY=<conn_index>,<Pin>

o <conn_index>: Classic Bluetooth 5, 4wi A i, ERES5H0,
o <Pin>: G HEI%#HY (Legacy Pair PIN Code).

il

AT+BTPINREPLY=0, "6688"

3518 AT+BTSECCFM: Z3%fJj el S iilah R (feBeilieliit)
WA

itk
NI AT R NG (RSB EY)

s

’AT+BTSECCFM:<conn_indeX>,<accept>

W i :

[ox

S

e <conn_index>: Classic Bluetooth i3, Y4ui H SR, 580,
o <accept>: JEAAEIESE:
- 0: fH4s;

- 1 8%,

il

AT+BTSECCEFM=0,1
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3.5.19 AT+BTENCDEV: #iifj Classic Bluetooth Jjiis& i $5 413

iy
i
I E B

s

AT+BTENCDEV?

W

+BTENCDEV:<enc_dev_index>, <mac_address>
OK

BH

o <enc_dev_index>: ZJEHESSITE .
o <mac_address>: MAC Hidil-.

2N

AT+BTENCDEV?

3.5.20 AT+BTENCCLEAR: {4 Classic Bluetooth Jjjiss v £5 414

)y

N

R

&

Dyt
MRS R H R — S s

’AT+BTENCCLEAR:<enc_dev_index>

W i :

[ox

WA 4

Yytie:
i 53 2 4 Al o B A 1B

A

’AT+BLEENCCLEAR

W

[ox
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BH

» <enc_dev_index>: #ERET 5.

Bl

AT+BTENCCLEAR

3.521 AT+BTCOD: ¥ issm
LA

Dk
& Classic Bluetooth 775255

’AT+BTCOD:<major>,<minor>,<service>

Mjn] oz <

[ox

o <major>: FILFEIM (major class);

e <minor>: YRKILPFEZEA (minor class);
o <service>: [[R5525% (service class),

il

AT+BTCOD=6,32,32  // 3T 1 #L

3.5.22 AT+BTPOWER: #ily/i ¥ Classic Bluetooth 1) TX X3

it 2

tig:
5] Classic Bluetooth [ TX T3

AT+BTPOWER?

W i <

OK

+BTPOWER: <min_tx_power>, <max_tx_power>
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Uik
1% & Classic Bluetooth [ TX T3

O e
iy

&F

’AT+BTPOWER:<min_tx_power>,<max_tx_power> ‘

Wi i :

[ox |

BH

o <min_tx_power>: IH/NEFOKY, JEE: [0,7].
* <max_tx_power>: iz KIJFKF-, JEH: [0,7].

il

’AT+BTPOWER:5,6 // & & Classic Bluetooth tx If &

3.6 MOQTT AT A4k

o AT+MQTTUSERCFG: #%'& MQTT H FJg@

o AT+MQTTCLIENTID: %' MQTT & Fifii ID

o AT+MQTTUSERNAME: % MQTT %t il ;44
o AT+MQTTPASSWORD: %% MQTT %[ 857

o AT+MQTTCONNCFG: %8 MQTT &3 /8 H:

o AT+MQTTALPN: B MQTT [ 2 iET (ALPN)
o AT+MQTTCONN : %$: MQTT Broker

* AT+MQOTTPUB: %A1 MQTT {HE (F4FH)

o AT+MQTTPUBRAW : %7 MQTT ji4 &

o AT+MQTTSUB: ][5 MQTT Topic

o AT+MQTTUNSUB: H¥437 5% MQTT Topic

o AT+MQTTCLEAN: WiFf MQTT %4%

o MQTT AT %%i%

o MQTT AT .74

3.6.1 AT+MQTTUSERCFG: ¥ MQTT H f )tk

BeE MQTT A gk

A .
"ﬂé’\‘

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W i <

Espressif Systems 152 Release v2.3.0.0-esp32c3-138-g792c138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 3. AT Ay d4E

OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AARKHIES ) 5
: MQTT over TLS (56 server IF5)
: MQTT over TLS (#7243t client §IE45) ;
: MQTT over TLS (#:54; server I35 H Ak client IE5 ) ;
: MQTT over WebSocket (%:F TCP);
: MQTT over WebSocket Secure (ET TLS, ARG );
: MQTT over WebSocket Secure (F:T TLS, #:I server IF45);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client E45);
— 10: MQTT over WebSocket Secure (3T TLS, A4 server 3IE 57 HA2RL client JE45) .
o <client_id>: MQTT & /i ID, F /K 256 5,
o <username>: 4, FT - MQTT broker, KK : 64 7,
o <password>: Zf%, T & MQTT broker, KK E: 64 F7.
o <cert_key ID>: JE5 ID, H 7 ESP-AT ({5 #—4 cert iE 45, 2404 0.
« <CA_ID>: CAID, Hii ESP-AT {2 CAER, S%0H 0.
o <path>: VEJREEAT, mORKEE: 32 95,

|
0 O\ LB W

|

o Bk AT G QRE K BERBERE T 256 5.

3.6.2 AT+MQTTCLIENTID: % MQTT % /%% ID

BE MQTT % )iy ID

’AT+MQTTCLIENTID:<LinkID>,<"Client7id">

W

’OK

e <LinkID>: 4Hi{{ % $¥F link ID O,
o <client_id>: MQTT % i ID.

o TS5 AT ar W SR EERRE R 256 77,
* AT+MQTTUSERCFG i %] DA MQTT & P ID, 32 B 1 22 404 -
— AT+MQTTCLIENTID fipdA] DA % BAH R K & s ID, [R5 AT+MQTTUSERCEG iy 4>
MR BEAZ IR 5
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- WAEXE AT+MQTTUSERCEG JGFH{# ] AT+MQTTCLIENTID.,

3.6.3 AT+MQTTUSERNAME: ¥ MQTT %M 4

BE MQTT I J'44

Py
A

’ AT+MQTTUSERNAME=<LinkID>, <"username">

Wi 3% ¢

’OK

e <LinkID>: 4§ij{Y % $F link ID 0,
o <username>: T & MQTT broker 1 4% .

Bl

o Bk AT AWK BEANRE RS 256 777,
» AT+MQTTUSERCFG fip AWl AR E MQTT [ 44, & Z a2l e dE :
— AT+MQTTUSERNAME fiy 4 ] A B3 B AR A 4%, h AT+MQTTUSERCEG fip 411
KEZ M.
- WAEEE AT+MQTTUSERCEG JGH{#i ] AT+MQTTUSERNAME,

3.6.4 AT+MQTTPASSWORD: % MQTT Zpli %69
B A

i
BCE MQTT #H

[

’ AT+MQTTPASSWORD=<LinkID>, <"password">

W

’OK

o <LinkID>: 4§Hj{{57FF link ID O,
o <password>: [T Efili MQTT broker [)%55 ,
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e

o £32% AT 651 K BERRER T 256 5275,
. AT+MQTTUSERCFG AT AT DA S MQTT 55, 35 2 [a] i 22 A4 -
— AT+MQTTPASSWORD W] DA i B AHX A K %515, [H2h AT+MQTTUSERCEG fir S MK 32
PR
- WAEXE AT+MQTTUSERCEG JiF{# ] AT+MQTTPASSWORD.,

3.6.5 AT+MQTTCONNCFG: %' MQTT ¥E#: )81k

[y

e
g

&

MQTT H## )k

%

WA

vl
T E R

=

AT+MQTTCONNCEFG=<LinkID>, <keepalive>,<disable_clean_session>, <"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

Wi i ¢

OK

e <LinkID>: 437 link ID 0,
* <keepalive>: MQTT ping &I [E], B4 : o JERI: [0,7200]. ERIAME: O, SHHRHIMCH 120 Fb.
* <disable_clean_session>: % MQTT j5 & EhrdE, A XZSHELEEES % MQTT 3.1.1
Y A Y Clean Session BT,
- 0: (HAEIEBE ST
- 1 B PR h
o <Iwt_topic>: j5ilE topic, FAKJE: 128 37
o <Iwt_msg>: 58 message, F KKJE: 64 F37,
o <Iwt_gos>: j5tlE QoS, Z%nlk 0. 1. 2, BRIAMH: 0.
o <Iwt_retain>: 12IE retain, SE]E 0 8L 1, BRA(E: O,

3.6.6 AT+MQTTALPN: &% MQTT A2 (ALPN)
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« <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, L [0,5].
— 0: J%[% MQTT ALPN i &
- [1,5]: i%E MQTT ALPN Jii &
* <" alpn” >: FRFRSEL, FR ClientHello 1) ALPN, ] PRI PAKIEZ A~ ALPN B3I 5545

B
o B AT S KJEN/NT 256 75,

o HAG7E MQTT H:F TLS 5§, WSS i, MQTT ALPN B A &A%,
o WHEIXE AT+MQTTUSERCFG J5 ¥ ] AT+MQTTALPN,

2N

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt—-ca.cn", "mgtt-ca.us"

AT+MQTTCONN=0, "192.168.200.2",8883,1

3.6.7 AT+MQTTCONN: #%4$; MQTT Broker
Ay

Jtig:
Zrifi] ESP32 545 B %121 MQTT broker

e Sy N
“ﬂ4>'

AT+MQTTCONN?

W i ¢

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

hig:
%32 MQTT Broker

s

’AT+MQTTCONN=<LinkID>,<"host">,<port>,<reconnect>

L)V

’OK
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e <LinkID>: 4p3i{7 %45 link ID 0,
e <host>: MQTT broker 1844, KK E: 128 F37,
o <port>: MQTT broker 5 [, K E: 65535,
 <path>: BEJHpKte, HORKEE: 32 5.
e <reconnect>:
- 0: MQTT A~ HZhEHE;
- 1: MQTT H#hEi#E, XHFERZHNAERR.
o <state>: MQTTJRZE:
- 0: MQTT K#JtH1k;
- 1: &% ® AT+MQTTUSERCEG;
: B E AT+MQTTCONNCEG;
D IERCWI
D BELIEE
C BIESRE, HKRITH topic;
- 6: Bk, BT topic,
¢ <scheme>:
— 1: MQTT over TCP;
— 2: MQTT over TLS (ARRSEGIES ) 5
3: MQTT over TLS (#¢4; server IE+5) ;
4: MQTT over TLS (324t client JEF3);
5: MQTT over TLS (#% server yIF 457F HARE client JF 45 ) ;
— 6: MQTT over WebSocket (3T TCP);
7
8
9:
1

I
B W

: MQTT over WebSocket Secure (ET TLS, ARIGUFF);

: MQTT over WebSocket Secure (ET TLS, R server IF);

: MQTT over WebSocket Secure (ET TLS, #244t client E45);

0: MQTT over WebSocket Secure (}:T TLS, L server 3iFE 57 HAZME client §IE45) .

3.6.8 AT+MQTTPUB: %4 MQTT #1558 (‘F458)

N

yiig:

i topic 7;2?5 MQTT FAFHE . AR AR B AR B 2, & T4 AT 52K E
B 256 F35, 58 H AT+ MQTTPUBRAW x4,

ZE

’AT+MQTTPUB:<LinkID>, <"topic">,<"data">, <gos>,<retain>

W i3 ¢

o <LinkID>: 477/ 3% 4% link ID 0,

» <topic>: MQTT topic, fREKE: 128 F7.

o <data>: MQTT F&FHEHE.

* <qos>: EAHER QoS, ZHHE 0. 1. 22, BIAE: 0.

e <retain>: K7 retain,

(A

» 4 AT G4 KRR AL 256 47
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o AT OMNRERIEEE \0, ATFHERIZEZEE, WHHHAT+MOTTPUBRAW {54

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0

3.6.9 AT+MQTTPUBRAW: %1l MQTT i &

L
j#5 topic KA K MQTT I B, WS &AM ERSIREHINE, FRTHA AT 501K B 256
54, UL AT DARE AT+ MOTTPUB %

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <gos>, <retain>

W 7

OK
>

P > Fn AT HER ISR M8, BT DA AR, S8R KA EI 240 <length> HY(EIT,
Bt It in .

A, W AT i a -

’+MQTTPUB:OK

AN, W AT i a :

’+MQTTPUB:FAIL

B8

<LinkID>: 4§ 3745 link ID 0,

<topic>: MQTT topic, Fx KA 128 F7.

<length>: MQTT J§ K, A ESP32 &£ 1 KA 32 2 ml FI F AR B 1 o
<qos>: KAAJHEM QoS, M1k 0. 1. 8¢ 2, ERIAME: O,

e <retain>: &1 retain,

3.6.10 AT+MQTTSUB: iJg MQTT Topic
A%

#E3E T topic

Py -
iy
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AT+MQTTSUB?

Wi % ¢

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

EmA

&F

i
W4 E MQTT topic FHE QoS, SZHFIT 2 topic

O e
iy

’AT+MQTTSUB:<LinkID>,<"topic">,<qos>

Wi i *

[ox

4 AT 2 ST HAY topic Y MQTT R, iR [H]:

+MQTTSUBRECV:<LinkID>, <"topic">,<data_length>,data

AEIT FdZ topic, iR [A] :

’ALREADY SUBSCRIBE

BH

e <LinkID>: 47{{¢ 3745 link ID 0.
o <state>: MQTT JRZE:
- 0: MQTT K¥JhHtk;
- 1: &% AT+MQTTUSERCFG;
- 2: B X E AT+MQTTCONNCEG;
3 B W
4: BN
5: B, [HARITH topic;
6: i, Cilldid MQTT topic.
* <topic>: V][ topic.
* <qos>: ][I QoS.

3.6.11 AT+MQTTUNSUB: HLi{§iJ P MQTT Topic

)E’J

CEL A

i
F P U 1T B topic, AT U MIA AL, PABGH T AN FIAY topic,

Py -
“ﬂ4>‘

AT+MQTTUNSUB=<LinkID>, <"topic">
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Wi 3% ¢

OK

FARAT B3 1% topic, 3R [H] :

NO UNSUBSCRIBE

OK

BH

o <LinkID>: 4#i{¥ 4% link ID 0.
» <topic>: MQTT topic, FAKE: 128 7.

3.6.12 AT+MQTTCLEAN: Wil MQTT ¥

&F

Jyiig:
Wit MQTT 842, BEHwIE.

P
iy

’AT+MQTTCLEAN:<LinkID>

W

[ox

BH

o <LinkID>: 47i{¥ 3745 link ID 0.

3.6.13 MQTT AT &A%

MQTT 4#%i%f5 DL ERR CODE: 0x<%08x> JERATHI,

faIRRE $Hi% A
AT_MQTT_NO_CONFIGURED 0x6001

AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT _MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003

AT_MQTT_ALREADY_CONNECTED 0x6004
AT _MQTT_MALLOC_FAILED 0x6005

AT_MQTT_NULL_LINK 0x6006
AT _MQTT_NULL_PARAMTER 0x6007

AT _MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008

AT _MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
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R2-ZIW
HHiRIEE B
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_ WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
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x2-4tm
EIRER $EIRAD
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.6.14 MQTT AT i5ilj

o —fAAL, AT MQTT fA#BEAE 10 #hPNILY., {H AT+MQTTCONN Ay A4k, B, W hesA
RE_LM, fiy4 AT+MQTTPUB £x7E 10 AP PN, H AT+MQTTCONN fiy & 7E W 25 R A i i 0L R
Al e TR BT 2 ] R EAA L.

o QISR AT+MQTTCONN ;@5 T TLS 4%, B E I I )2 10 Fh, S i sf i) > AR P4 T
B AR AR K.

o 24 MQTT &M R, £3E/8 +MOTTDISCONNECTED : <LinkID> JH E..

o M MQTT E#: LI, £3E /8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> J§ &,

3.7 HTTP AT &4 4k

o AT+HTTPCLIENT: %1% HTTP % Pk

o AT+HTTPGETSIZE: 3KHt HTTP %&E /N

o AT+HTTPCGET: % HTTP %5

o AT+HTTPCPOST: Post $57& K /) HTTP ¥4
o AT+HTTPURLCFG: & /3KEUK ) HTTP URL
o HTTP AT 4%i% 7%

3.7.1 AT+HTTPCLIENT: %% HTTP % ik

v

7

=

EmA

¥

L2218

e

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">][,<"http_reqg _header">][,<"http_reqg_header">][...]

Wi % ¢

+HTTPCLIENT:<size>, <data>

OK
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il

<opt>: HTTP & i K ik
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE
<content-type>: 7 i i K A4 A -
- 0: application/x-www—form-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3! text/xml
<” url” >: HTTP URL, Y451 <host> I <path> ZHCHZEM, A2 HABERXWANZ
<” host” >: &8l IP #bhik.
<” path” >: HTTP &%,
<transport_type>: HTTP % FumfEhi2e Ry, BOAMEN 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
<” data” >: 4 <opt> i POST #3KE}, RSHCH KRS HTTP IR 55 8. 24 <opt> K
POST i 3K H, X MSHATE (M, AFREHAZSRETAENSE) .
<” http_req_header” >: 1] & ik Z MR LAIRE 5

WAL E URL R S fip 2 WK A T 256 #7715 el AT+ HTTPURLCFG fip 2 ¥l it & URL,
RIGAG R <7 ul” > ZHHEREN ",

MR url ZHCR %S, HTTP & P e ?F g host ZHHI path S8 AR url ZHHA
WS TR %, HTTP 7% Pl host Z4RI path 4.

He L 2 R AT T ERIAAS SR HTTP % P fir % (PRI WLESP-AT Bl 4+ 25F) , {H2 "l ad DA
FTHRMMH L Z 4 . /build.py menuconfig > Component config > AT > AT http
command support, SRJEHIFEIH (HNG I %iF ESP-AT 42).

// HEAD # K
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET i K
AT+HTTPCLIENT=2,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// POST i 3k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

3.7.2 AT+HTTPGETSIZE: 3 HTTP ¥i i k7D

DI

B
&

=’>

Né?

AT+HTTPGETSIZE=<"url">

W 3% ¢
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+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,
o <size>: HTTP &E K/,

|

o WRALE URL BB S5 S K BB T 256 7745, 55 HJAT+HTTPURLCFG fiy % Tilli. & URL,
BIAMAIN < wl® > SHFEELESY ",

o BB EL LA B R BGAR SR HTTP % Pl an 4 (B35 WWESP-AT B 4 2 ) , {2 Al s pA
THAMME T HiZmS: . /build.py menuconfig > Component config > AT > AT http
command support, RGHIFME (g W% ESP-AT T.42).

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.7.3 AT+HTTPCGET: 3kt HTTP %)

By

15

N

R

P

=

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

M

+HTTPCGET:<size>, <data>
OK

BH

e <” url” >: HTTP URL,

o <txsize>: HTTP RiLEGAFR/N. AL 347, BRIME: 2048, iR : [0,10240].
o <rxsize>: HTTP UG I/N. BALL: 35, BRAE: 2048, FEFEE: [0,10240].
o <timeout>: ZGHIRT. FAf7: ZFb. BUAME: 5000, JEEl: [0,180000].,

L

o QALY URL W8S dn 2 I K BERISE T 256 52795, i S (I AT+HTTPURLCFG iy 4 il E URL,
SRIEAG AR <7 url” > SHFHFERER ",
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3.74 AT+HTTPCPOST: Post $5% K Jiity HTTP it

v

BEE A

XF

v

A

=

AT+HTTPCPOST=<"url">,<length>[, <http_reqg_header_cnt>] [, <http_reqg _header>..<http_
—req_header>]

W i :

OK

>

P45 > Fn AT HER IR D8R, ST DA AR, S8R KRB 240 <length> MYEIT,
(i PIR R

A, iR :

’SEND OK

A AN, IR :

’SEND FAIL

B8

<” url” >: HTTP URL.,

<length>: 75 POST ff) HTTP £l K& . SR KIESET RGBS KN,
<http_req_header_cnt>: <http_req_header> B .
[<http_req_header>]: 7] & ikZ MG RLL M54

Bl

AR URL RS MR 1 256 747, Sl AT+ HTTPURLCFG 1% Filic & URL,
REAG B <7 ul” > SRR EREN "

3.7.5 AT+HTTPURLCFG: ¥/ K ) HTTP URL
Ay

A

AT+HTTPURLCFG?

M .

[+HTTPURLCFG:<url length>, <data>]
OK

E
i

v
4

b
%
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AT+HTTPURLCFG=<url length>

W

OK

>

R > 3R AT HERGAFHCR D8, U T AR A URL, 288 KRS S 4L <url length> [
{EHI, RGLRM

SET OK

o <url length>: HTTP URL KJ&. FAfii: 7.
- 0: J5F2 HTTP URL fil .
- [8,8192]: &% HTTP URL il & .
 <data>: HTTP URL %3 .

3.7.6 HTTP AT %ikig

o HTTP & i :
HTTP & PintEixe | kA
0x7000 AL TER R W
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
o HTTP iRR45#:
HTTP iR aa$aiR | AR
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71f7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
 HTTP AT:
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— AT+HTTPCLIENT iy 1451/ 0x7000+Standard HTTP Error Code (WZH x
Standard HTTP/1.1 Error Code [#){Z 5., 5% RFC 2616).

— N, # AT {FJE ] AT+HTTPCLIENT fy 20t %] HTTP error 404, £k [A] 0x7194 4EiR%15
(hex (0x7000+404)=0x7194),

3.8 ESP32 LJKkM AT 4

 EHITIE
o AT+CIPETHMAC: #5if)/¥% B ESP32 DLW MAC Hihl:
o AT+CIPETH: #if)/¥%E ESP32 DKM A IP btk

3.8.1 e IfE
IBITPAKM AT i 2 Ji, DA R A A

P AR ESP32-Ethernet-Kit JF &MLk A GE AT LA AT Ard w4 TAE. it
PR FE BT RHE, 5B IADR I A H R B IR RX/TX P

* Bk AT UART 4 (B 0ERIARY AT UART 4 JIFI AR M DI REA I 58 ) -
— FTJF factory_param_data.csv FEA% 3L
-} WROVER-32 1§ uart_tx_pin M GPIO22 ¥l GPIO2, uart_rx_pin M GPIO19 ¥k

GPIO4, uart_cts_pin M GPIOI15 ¢k GPIO1, uart_rts_pin M GPIO14 ¥k GPIOI
(RERmi=TIRe Tk, X HERMHIZIIRE), H21E 80 WA Tk & AT 3% 2§ .

e {fiffE AT ethernet support, WZ{5E1 W4T B ESP-AT vA KW 4% .

o YR RFi% LARbesk 2 ESP32-Ethernet-Kit.

o AR
- EREHMCU (40 PC, w[{fi ] USB #%4H L45iH) % ESP32-Ethernet-Kit 1) GPIO2 (TX) Al

GPIO4 (RX), AN i ReN IR iE#H: CTS/RTS;
— ESP32-Ethernet-Kit %422 DA B X 265

3.8.2 AT+CIPETHMAC: #if)/i% ¥ ESP32 UJJcMi MAC Hihk
b A

i
#if) ESP32 DAKIM ) MAC Hidik
A

AT+CIPETHMAC?

W i <

+CIPETHMAC:<"mac">
OK

)E’J

CEL A

Iitig:
1% B ESP32 DA A ) MAC Hiik
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’AT+CIPETHMAC:<"maC">

o <” mac” >: FFHRSE, FRPUKMEE DR MAC Hbtik,

o [EEERIAAS SCEEDAR W AT 64 (BRI 1 WLESP-AT B #F £ 5), (H 2] 1k AT 77 30 1S R iy
41 ./build.py menuconfig>Component config>AT>AT ethernet support, R)5
Gk LA (NS W% 3% ESP-AT T42).,

o ¥TAT+SYSSTORE=1, Tii'& ¥ U RAEAE NVS X,

o DAKME 111 MAC Rtk RGeS HAbE: AT

« ESP32 MAC HUAkA) bit0 R AER 1. fLAI, PN “la-”, [RAIEN 1507,

* FF:FF:FF:FF:FF:FF A1 00:00:00:00:00:00 H TR MAC Hihl, RAERE.

il

AT+CIPETHMAC="1a:fe:35:98:d4:7b"

3.8.3 AT+CIPETH: #if/ixE ESP32 UM IP Hihl
I

itk
i) ESP32 DA 1) TP ik

A\ .
"Il/?\‘

AT+CIPETH?

Wi i <

+CIPETH:ip:<ip>
+CIPETH:gateway:<gateway>
+CIPETH:netmask:<netmask>
OK

)E’J

CEL A

Yriie:
BEE ESP32 PAKM Y IP itk

Py -
“ﬂ/?\‘

AT+CIPETH=<ip>[, <gateway>, <netmask>]

W 3% ¢
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OK

o <ip>: FHHRSE, FoR ESP32 DAIKM K TP itk
o [<gateway>]: ]3¢,
o [<netmask>]: P4,

Bl

o FEBRAA S HEDAK I AT 64 N6 WESP-AT B 4 £ 5), {HE0 3 AR 7 s 5 S 5% 6y
A . /build.py menuconfig>Component config>AT>AT ethernet support, K5
Gk LA (1G58 W4 3% ESP-AT 1.42).,

o FAT+SYSSTORE=1, Ti'E WHUHHRIEAE NVS X,

o Ak E S5 DHCP M E 0, WAT+CWDHCP:

- G HES TP, W DHCP 24555 ;
- #J5H DHCP, WA IP 2848 H 5
- e —IKELE S ES E— KL .

Zy |

’AT+CIPETH:"192.168.6.100","192.168.6.1","255.255.255.0"

3.9 f&4MK AT ar %

o AT+FACTPLCP: %:3%¥K PLCP si45 PLCP

3.9.1 AT+FACTPLCP: %% K PLCP gijii PLCP

v

)E'\.

CHLN A

A

’ AT+FACTPLCP=<enable>, <tx_with_long>

» <enable>: 5/ FoEcE :

- 0: B FEEE, RHEM <tx_with_long> ZEUNIBRIAE:

- 1: BT, AT k%R PLCP 8RBT <tx_with_long> 4§,
o <tx_with_long>: %% PLCP u{%j PLCP:

- 0: %i%% PLCP (BRiN);

- 1: %3%K PLCP,
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310 Bid) AT Gk

» AT+DRVADC: H{ ADC Wi

o AT+DRVPWMINIT : #Ji&4r, PWM IR 558
o AT+DRVPWMDUTY : #%'E PWM 5251t
o AT+DRVPWMFADE: %8 PWM Y45

o AT+DRVI2CINIT: #J#a4k 12C LHLERE)
o AT+DRVI2CRD: i%Et 12C %i#i

o AT+DRVI2CWRDATA: E A I2C ¥¥E

o AT+DRVI2CWRBYTES: B AN 4 F45R 12C R
o AT+DRVSPICONFGPIO: Ti''& SPI GPIO
» AT+DRVSPINIT : ¥4k SPT 415K

o AT+DRVSPIRD: 5 SPI %

o AT+DRVSPIWR: B A\ SPI ¥z

3.10.1 AT+DRVADC: i ADC s

)y

BEE WA

s

=

A

AT+DRVADC=<channel>, <atten>

Wi

+DRVADC:<raw data>

OK

e <channel>: ADCI HiH.
* ESP32 3485 MHUEE R [0,71,

it

R

GPIO36
GPIO37
GPIO38
GPIO39
GPIO32
GPIO33
GPIO34
GPIO35

\]O\MAMN»—O@

o <atten>: TEJH{H.

« 0: 0dB FEy, ARMEEREIA [100,950] mV,

o 1:2.5dB T, BRMEIER N [100, 1250l mV,
« 2: 6dB B, AN RIS [150, 1750l mV.

o 30 11.dB ZEk, ARMEERA [150, 2450l mV,

o <raw data>: ADC iHiE{H.
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B
* ESP-AT H 3§ ADCI.

o ESP32 4% 12 (55,
o ST UM RHEEEE SO E, 7TPAS% ADC i,

il

// ESP32 R & HEN 0 dB KW, HAMEREAN (100, 950] mv
// H & % 2048 / 4095 * 950 = 475.12 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.10.2 AT+DRVPWMINIT: #jitft PWM Yiz)gs

LA

&

=

A

’AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC ENt2afiR, BEA{i: Hz, JiFfl: 1 Hz~8 MHz.

e <duty_res>: LEDC i_iﬁﬁ SHAHER, JEE: 0~20 fi,

» <chx_gpio>:LEDC j@iH x i th GPIO. il 4, 4n R ZAERF GPIO16 /E AifiiE 0, 75 1% ¥ <chO_gpio>
4 16,

o BESP-AT & fe i 4 @ .

i HAGAMBE MW EEREEZE THE PWM 64 4 (WAT+DRVPWMDUTY
FIAT+DRVPWMFADE ) fEf15% & 13838 . Wm PUESEYRES JJiz A6 TN, B4 AT+DRVPWMDUTY
a4 BB R BGX M EE R PWM %8

o BIRAG 2 A PR A . E%fnmﬁm /%r‘i:%%n 7 25 F A RS R

hil

AT+DRVPWMINIT=5000,13,17,16,18,19 // &% 4 A@E#&, M EH 5 kHz, H o B E Ao
13 fx

AT+DRVPWMINIT=10000,10, 17 /) RAHLEE 0, M EH 10_

A1
—kHz, & ZWAaHEH 10 £, £ ¥ PM %ﬁa&%ARﬁE&ﬁ~4ﬁiﬁ
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3.10.3 AT+DRVPWMDUTY: ¥ PWM L5351k

v

H

N

B

¥

A

=

’AT+DRVPWMDUTY:<ChO_duty> [,...,<ch3_duty>]

W i <

|ox

¥
o <duty>: LEDC il 525, JEH: [0,2 fisdis
L]

o ESP-AT £ 6E 3 4 1~ 0iHE.
o AHAEBE LT RE LT, HEAEILZSE

il

AT+DRVPWMDUTY=255,512 // & B @ ¥
% F

55, wEMEHE 1 B b Rt 512
AT+DRVPWMDUTY=, , 0 /o R# 0

0 E 2
B2 HEERA

3.104 AT+DRVPWMFADE: ¥ PWM ¥4

v

7

=

B

¥

A

=

AT+DRVPWMFADE=<chO_target_duty>, <ch0_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_
—time>]

W ) :

OK

. <target_duty> . E @i%ﬁm‘x £§ [:[3 , ?HB‘@ . [0’2 duly_resolulionil] .
* <fade_time>: WL m AR, A ZFD,

B

o ESP-AT fi ZREH: 4 MlIH .
o FHAWHETLFWE <target_duty> fll <fade_time>, EIZHMEIT,
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il
AT+DRVPWMFADE=, , 0, 1000 /) ER— AR EEE 1 R ER O
AT+DRVPWMFADE=1024,1000,0,2000, // fEH — & @ EH@EE 0 i h & E Ao

1024, WA W R EKEE 1 HEHEA O

3.10.5 AT+DRVI2CINIT: #JigfL 12C P19 5)

B WA

-t

=

A

’ AT+DRVI2CINIT=<num>, <scl_io>, <sda_io>, <clock>

o <num>: 12C -5, R 0~1. WRKRREGHSE, AT FAWIHLIZ 12C by .
e <scl_io>: I2C SCL {51 GPIO &,

» <sda_io>: I2C SDA {51 GPIO =,

o <cock>: FAHUELFHY 2C B4, Hfi: Hz, HK{H: 1 MHz,

e
o AFEAS HTFF12C FHL.

il

AT+DRVI2CINIT=0,25,26,1000 // # ¥ 4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
<~ Bf B S % :© 1 kHz
AT+DRVI2CINIT=0 // B I2C0 AL

3.10.6 AT+DRVI2CRD: %It I2C %t

LA

-t

LT

AT+DRVI2CRD=<num>, <address>, <length>

Wi i ¢

+DRVI2CRD:<read data>
OK
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BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MM &ML
— 7 fiistihk: 0~ OX7F;
— 10 iz Hbtk : 55— AT E-EAALE 1111 0XX, Hh i 5 i XX A2 10 A7 btk i 5 = AL o 3
i, R 10 7k >R Ox2FF (b’ 1011111111), AR i Attt >4 0x7AFF (b’ 111101011111111).
o <length>: 12C HEKE, JuH: 1~2048,
e <read data>: 12C %},

B
* 12C kg iy i) —Fb.

2N

&

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M Hi ik 0x34 4 3 B kil
Bl FH e

I
AT+DRVI2CRD=0, Ox7AFF, 1 // I2C0 M 10 1L # 3k Ox2FF A i

// I2CO0 E M 0x34, FHF EH I 0x27, & 2 F ¥

AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 £ B & & A 0x34. FHF B H A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2C0 I 2 FF

3.10.7 AT+DRVI2ZCWRDATA: ‘G A 12C ¥¥s
ﬁiﬁgn 4’

A

AT+DRVI2CWRDATA=<num>, <address>, <length>

Wi i ¢

OK
>

Wz BRI, A SRS ANEE, SRR SR E KIES, BT,
AR ), R A -

[ox |

HRAR R R, R

D |

BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MALEAsHHLE:
- 7 fiitihk: 0~ OX7F;
— 10 itk : 55— A E-CAALE 1111 0XX, Hh i 5 i XX A& 10 A7 btk i 5 = AL o il
an, R 10 7k >R Ox2FF (b’ 1011111111), AR i Atk >4 0x7AFF (b’ 111101011111111).
o <length>: 12C HEKEF, JuR: 1~2048,
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e
o 12C kg g [l —Fb.

Bl

AT+DRVI2CWRDATA=0, 0x34, 10 // I2C0 BN 10 F ¥ KIEZE H H 0x34

3.10.8 AT+DRVI2ZCWRBYTES: ‘5 A #4100 12C 4%

)y

15

N

R

X

=

’ AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

o <num>: 12C imHS, JEHE: 0~1,
o <address>: I12C MHLik45 ALk .
— 7 {uidht: 0~ OX7F,
— 10 ftdik : 55— ET-EANE 1111 0XX, i 5 M 67 XX 2 10 {7 Hbdik i 5 i 437 o 1)
an, s 10 fiz k4 0x2FF (b° 1011111111), AR A% ARJHHE A OxXTAFF (b’ 111101011111111),
o <length>: fF5 ARy 2C Fli< e, JulE: 1~4 577
o <data>: B[ <length> {EKFEWEIE, JEHE: 0~ 0xFFFFFFFF,

|

o 12C kg st I [a) o —#b

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FHHKIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ HIE 0x1234 F 10 fL 4k
—0xX2FF

// I2CO0 B ik 0x34., FfF HH i 0x27, HEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.9 AT+DRVSPICONFGPIO: [il¥i SPI GPIO

AT+DRVSPICONFGPIO=<mosi>, <miso>, <sclk>, <cs>

Wi i ¢
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OK

o <mosi>: FHMALES XM IK) GPIO 4 1 .

o <miso>: FAMMESXINY. GPIO 1), AR, EHi-1.
* <sclk>: SPI BJ£R{E5XF W) GPIO 45 .

o <es>: BWEEMALIE S XN GPIO 49, AR, B -1,

3.10.10 AT+DRVSPIINIT: #ji&ft SPI LK)

LA

-t

=

A

’ AT+DRVSPIINIT=<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

<clock>: HFBPEEE, 40098k 80 MHz, Bfy: Hz, g /ffi: 40 MHz.
<mode>: SPI iz, JERl: 0~3,
<emd_bit>: AW B ERINGIEL, JuRl: 0~ 16.
<addr_bit>: HutibFr BB, a0~ 64,
<dma_chan>: j@iE 1 82, ~FEE DMA BA[ 4 0,
<bits_msb>: SPI 354z
— bit0:
+ 0: Jef%4 MSB (BRiN);
« 1: Jeffiy LSB,
— bitl:
« 0: Jelt MSB (BRIA) 5
« 10 ezl LSB.,

it

* i1 SPI wlhfk Hiffd & SPI GPIO,

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI W 4 : 100_

OK
AT+DRVSPIINIT=0 // M ¥ SPI K&
OK

“kHz; R 0; #AMEM BN EBRATKI AN 0 F#F A DVMA; &4 fo g 1SB
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3.10.11 AT+DRVSPIRD: it SPI %z

v

H

N

B

¥

A

=

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i <

+DRVSPIRD:<read data>
OK

SH
* <data_len>: FFpEHUAY SPTEMHRICHE, JuH: 1 ~4092 777,
o <emd>: fr %, BRI R <cmd_len> ZHGE.
 <emd_len>: ARMEETPRYAT O, JEH: 0~2 5.
o <addr>: fip&Hihl, HuhEK B <addr_len> ZEE.
. <addr_len>: AC(EE AR, I 0~ 4 .

Bl

* HAME DMA, <data_len> ZHERAESBUE MEAE N 64 F17.

il

AT+DRVSPIRD=2 // ¥ B 2 F ¥ K
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // # B 2 5 ¥ # 4, <cmd> # 0x03, <cmd_len> % 1.
o ¥, <addr> # 0x1000, <addr_len> 4 3 F %

+DRVI2CREAD: ffff

OK

3.10.12 AT+DRVSPIWR: % A SPI ¥

v

o

N

B

¥

>

A

=

AT+DRVSPIWR=<data_len>[,<cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i :
M <data_len> ZEMEHKT 0, AT &[H:
OK

>

W BRI RS , A GRS ARNEE, SEIRAE S E KRIEG, BRERmITE.
R, AT R [H]
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’OK

% <data_len> ZHUfEN O WF, BED AT HtLharSRisthht, Atk SPI &, SR AT iR |u]:

<data_len>: SPIZdEK 3, JoF: 0~4092,

<emd>: Ay %, BRKEH <cmd_len> Z4RE .
<emd_len>: ARAEHE TR K, JEH: 0~2 575,
<addr>: fAyHidik, HEKJEH <addr_len> K E .
<addr_len>: ARG HUNEK R, JER: 0~4 595,

(A

* HAMIIH DMA, <data_len> ZAUERR BRI BE RYIKAE N 64 517

il

AT+DRVSPIWR=2 // B N 2 F ¥ K#E
OK

> /] FHE R AT K
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B XN 0 F ¥ $#{, <cmd> % 0x03, <cmd_len> ¥ 1.
S W, <addr> 4 0x1000, <addr_len> 4 3 F ¥
OK

3.11 Web #5525 AT Wi %

* AT+ WEBSERVER: J& J1I/%% i1 Web Ik 55 % i & Wi-Fi 1%

3.11.1 AT+WEBSERVER: J3 /28 Hifiik Web JJR 55 2210 & Wi-Fi @4

N

BE WA

¥

A

=

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

Wi i :

[ox

ZH

» <enable>: 5 /2% H Web IR%5#%.
— 0: ZE ] Web il 55 25 RO S B2 U8
— 1: J5H Web leg54s, 0] DA 35 508 ) Wi B & Wi-Fi B85 E
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» <server_port>: Web IR %45 115 .

» <connection_timeout>: &/~ ERE AR E] . B R

L 21,601,

o BHHFTEEAT DASE AL Web IR 45457 1) HTML SC{F. —F2 (i FAT SCHE RS, I F5 208
AT FS @i %o J3—F i i A SCHER A7 HTML S0 (BRI ) .
o A ORI Y socket 1Y B KELH AN BE/NT 12, AT PAYE menuconfig H1 5 E I . /build.py

menuconfig > Component config>LWIP >Max number of open sockets, R)GE

FIRE (S5 30R% % ESP-AT 142).

o AT [EFERIAAS SRS Web IR 5528 AT 74 (5% 3CHY see ESP-AT Bl #+ £ 5¢ ), {HIEW] PATE menuconfig
B 4 Web IRS5#% AT /% . /build.py menuconfig > Component config > AT > AT
WEB Server command support, RIFEHHF LR (S kY% 5 ESP-AT T.42),

W % 59 i 225 S0RY Web Server AT 7= 15) o

5% 4T 53N, OTA F+28 FKBUFE % OTA s

il

AR SEIITE, S22 at/src/at_web_server_cmd.c,

ESP-AT 1t ESP32 Z 414 Stk il ] (captive portal), A[Z% w11,

/1 B R web MEEH, wmu 80, HFANAEEHAWEFE 50 P

AT+WEBSERVER=1, 80, 50

// #EJH Web M &
AT+WEBSERVER=0

312 JIi) AT Gid

o AT+USERRAM: ¥:E ] P25 RAM
o AT+USEROTA: 4455 URL T14% & {2
o AT+USERDOCS: i 4% ) P SO 4%

3.12.1 AT+USERRAM: $46H Fiity23 i RAM

Ao A

Hyiie:

A 24 B R 2SR RAMR/

e

AT+USERRAM?

LIVE

+USERRAM: <size>

OK
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B

&F

yfie:
L. B2 5. B, RBEEUF T RAM %3]

O e
iy

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i :

+USERRAM:<length>, <data> /] RHREHREH, foH5XANHEHE

OK

S

* <operation>:
- 0: B0 RAM =5[]
1: 43BCH - RAM %3]
- 2: [ RAM G
- 3: MW RAM B8
4t R P RAM _EA5E
o <size>: 43/ B P RAM KN
o <offset>: 32/ RAM HwfsE. BRik: 0

i|
o AHFEPATARATT AL A E 2 B4 B P RAM 250H]
PR S <length> —F(,

» ¥4 <operator> A read B HKERKTF 1024, ESP-AT &AM Z RIS, SRR IR 2
HEHF 1024 FA 508, &2 LA \r\nOK\r\n &5,

il

// 4 ® 1 KB | P RAM % Jg
AT+USERRAM=1, 1024

// ® RAM Z | FH#ME S AN 500 F ¥ HKE
AT+USERRAM=2, 500

// M RAM ZF I fEH 100 LEEE 64 FFHE
AT+USERRAM=3, 64, 100

// BHA P RAM ZE J§
AT+USERRAM=0

3.12.2 AT+USEROTA: Hi¥ifew URL F-9¢ 14 1

ESP-AT {EizfTi}, JHREIHE URL ERYHTE (.
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EmA

&F

i
TH9E) URL Hi5 5E HAS 1 [

O e
iy

AT+USEROTA=<url len>

Wi i :

OK

>

AR IR AT B HER S URL, BEIRFESRT A A URL, 24 AT #205 %) URL KJEiAF] <url len>

Ja, Rl

Recv <url len> bytes

AT fith EIMERZ )G, THREIT IR . ART R, &[0

[ox

WERS R DR B TR, R (e

’ERROR

S

o <urllen>: URL K, HKRfE: 8192

B

o TGO R T 4R DL

o WRMZEZAAMES BT R RN, AT ¥R [E] ERROR, 75 S5 fF— B R Bl .

o BT AT )5, W AT+RESTORE WKW 5

e AT+USEROTA W #F HTTP #l HTTPS,

o AT Hitt > 4505, BdE P I ERR AT AN T B AT T8 3L, WATRELAFITT45RE (CR-LF).,

* 24 URL 2 HTTPS i}, AEW SSLiAiE. QARZEsK SSL AL, bz B 474 i PKI SCHER G R EAT]
FEEIR R K, 2 JGHE AT+USEROTA A & SE AR k45 . %1 PKI U1 5% 4o
T4 %, PKI 3, S+ AT+USEROTA 74, T[5% ESP-AT TRy 5] USEROTA,

o S H 4T LI OTA FH28 KEUE £ OTA .

Bl

AT+USEROTA=36

OK

>
Recv 36 bytes

OK
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3.12.3 AT+USERDOCS: #5ifg[alf: %t i Hl  Sepei 4
b A

i
P24 HAS A R I8 9 SO P SR i

s

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

B8

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.html

"
—

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

313 AT &K

W AT fir A Y Fh A :

FE i N 15t EA

Wizt a4 AT+< g2 5 >=? i E a2 1 NS RO L UE T
S AT+< A £ 5 >? e

BEE AT AT+< K >=<> WP H & WS EE, Hstrmd
PATARS AT+< g 244 F5 > T ICH P B E XS E A

o WA AT AR E £ FIRPURHRI Ay -

o W HEMASE, UH SRR TR SRR IE T SR

o BT <> WIS HOR T A .

o TS [ WISEOTLAE G, A TEGAE. BN, 181TAT+CWIAP iy & A I LE 24
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

© VEHHSBOGIA SRR, LA, DRk,

’AT+CWJAP:"SSid","password",,l

s RG I SFER TR S, W

’AT+CWSAP:"ESP756290","21030826",1,4

o FRRTAIRER SGRRE, . o\ A
=\t B SCRURHAT
=\, BGES, SIS S I L
= \" BONES, FORTAFRSHNG S o .
- \<any>: ¥ <any> FFF, MM <any> F4F, AR,
o JUH AT @ 2 PIORFIR AT 2006 30, HOEHI ERH L. BN, AT fr< HFTE > S50 AL
I, B AT

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

o AT fip % HBRIAB R % 115200,
o Bk AT fir MK BEA B 256 5
* AT i DUBIAT (CR-LF) 453, FrLAR 0 THVIE N .
o AT 345 1R ) 2 i WLAT API Reference:
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.14 S fE RRAFAE flash iy AT @54

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Ha oM SECE SRR IR S flash 7] DAUEALAT+SYSSTORE fir QR CE, RS WL a9 1A
R

il AT S B SHURAE, 2l NVS BESCiiy. Wik, QRaSIEMENSEIE, WASEA
flash; QR AFSTCEAFKSEAE, fash A PITE SR

3.15 AT {8

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT Wik, (#zh)
A AR ESP-AT iy QFf R MM, 5 ik ESP-AT iy S I PATE2HR . WV 5 — 2% 18
ELLSRE OK o # ERROR,
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22 3: ESP-AT 1%/

AT T iz iiﬂﬁ
OK T fp AL F5E 5, & [n] OK
ERROR AT AT R B T AR A AR B
SEND OK BT kW Wk (8 XF TAT+CIPSEND
MIAT+CIPSENDEX fin %) , EARETHIEC & K 5
Ko} ity
SEND FAIL ] P AR % 3% B A B A AR B R (BE X T AT+CIPSEND
FIAT+CIPSENDEX fi5%)
SET OK URL O Z s (10 T-AT+HTTPURLCEG %)
+<Command Name>: . . . TEAIA AT Ay AP S,
 ESP-AT {24 (£30)
ESP-AT 24145 240 th s Z AR SR B0 B .
2% 4: BESP-AT 74 B4
ESP-AT HERE 15t BR
ready ESP-AT [ {4 28 1 55 it 4
busy p--- RO, IEAEACH E—2kmn S, ToiRAEEE
1 i 2
ERR CODE:<0x308x%> NG LN
Will force to restart!!! A EN =8
smartconfig type:<xxx> Smartconfig 27
Smart get wifi info Smartconfig £\ 3k SSID Fil PASSWORD
+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 B3k B H & X EE

smartconfig connected wifi Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station 32 [ £, %3 5] AP

WIFI GOT IP Wi-Fi station 2 [ £ #H [Pv4 bk

WIFI GOT IPv6 LL Wi-Fi station £ 7 LR B IPv6 HE % A H bl

WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl

WIFI DISCONNECT Wi-Fi station # 1.5 AP WiTiER:

+ETH_CONNECTED PAK I 2 11 B 4%

+ETH_GOT_IP PA I 422 11 EL AR H TPv4 Hithl

+ETH_DISCONNECTED DA 22 1 2 BT

[<conn_id>,][CONNECT ID i <conn_id> (M ZERECE Y. (BHAKE
LR, ID R O)

[<conn_id>,]CLOSED D}y <conn_id> WIMZRERECWIT (BRAT
#LF, ID 4 0)

+LINK_CONN TCP/UDP/SSL £ 1E4115 B

+STA_CONNECTED: <sta_mac>

station %52 %| ESP-AT ) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP % [ %5 station 43 it IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% 1 %) & 1
Wr T

>

ESP-AT 1E7E% 15 HH P A B ds

Recv <xxx> bytes

ESP-AT M4 i I EFZ IR <xxx> 77

+IPD ESP-AT UK H M 21 80k

SEND Canceled HUEAE Wi-Fi %kf?éﬁ*ﬁf\‘ T A IEEE

Have <xxx> Connections Lk Bl Rk 55w 1 e KR8

+QUITT ESP-AT iBH} Wi-Fi if 1542 X,

NO CERT FOUND 1 8 5 KR H3 A R s ik

NO PRVT_KEY FOUND TE H e o K3 SR R0 A8

NO CA FOUND 1 e o KRR A 301 CA IR

+MQTTCONNECTED MQTT & i%#%% broker

+MQTTDISCONNECTED MQTT 5 broker & W i%42

T T4k s:
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FK4-8FW
ESP-AT BB & 5t AR
+MQTTSUBRECV MQTT .\ broker TCEBIE
+MQTTPUB:FAIL MQTT %1 & 2
+MQTTPUB:OK MQTT kR EHESE B
+BLECONN Bluetooth LE &R 5 57.
+BLEDISCONN Bluetooth LE 2 2 Wi IT
+READ i 17 Bluetooth LE %52 304 T ise BB AE
+WRITE il 31 Bluetooth LE 775 A BEfE
+NOTIFY 3¢ B Bluetooth LE 442 notification
+INDICATE 3k B Bluetooth LE %2 indication
+BLESECNTFYKEY Bluetooth LE SMP %£4H
+BLESECREQ:<conn_index> 52| 3% B Bluetooth LE %32 1% i %8 Bt %o i 5K
+BLEAUTHCMPL:<conn_index>,<enc_result> Bluetooth LE SMP P % 5¢ i
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AT w2 -l

4.1 TCP-IP AT 74

A BN GHE ESP32 By LasfTTCP/AP AT 4% i 2 WTEAI R B .

ESP32 % &4k 4 TCP % F st 3% 5 i 4%

ESP32 5 41EH TCP R 4Rk %%k

g IP ¥eoht fosy 0 ) /UJ'J UDP i@ fz

i 3% IP ¥ohtFesy 0 5] T a4 UDP idfz

ESP32 % &1k 4 SSL & P s 5 $ ik 3%

ESP32 % &1F 4 SSL Mk 533325 %44

ESP32 % -1k 3 SSL % P 3% 3% 5 3G NI 35 45

ESP32 1% &1k # SSL PR %- %% 3% 5 61 INIE % 5 4%

ESP32 % %14 TCP & F lﬁ #x¥ikdE, K UART Wi-Fi %1%
ESP32 % &1 4 TCP IR %%, %3 UART Wi-Fi i 1%
ESP32 % &1k 4 softAP f& UDP {4y 5230, UART Wi-Fi i 1%

4.1.1 ESP32 %4515k TCP % Passl v i i

1. %8 Wi-Fi i3 A station,
’ AT+CWMODE=1 ‘

M .

[ox |

2. HEHEIH S

AN A -
e

’AT+CWJAP="espressif","1234567890" ‘
M B -

WIFI CONNECTED
WIFI GOT IP

(N gkse)

187



Chapter 4. AT #y2 R

(£ L£50)

OK
LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. #rif) ESP32 4% 1P Hitdl:.
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o AR BE S Bk AN
4. PC 5 ESP32 a5 4% ] — M i
AE PC A M 253 LA, B8~ TCP iR 55 %% . 5140 TCP iR 55 %t IP #itht >k 192.168.3.102,
Wi 8080,
5. BESP32 % 44E 7% it TCP %428 TCP fj55+#s, IR&E#: IP Hilikoh 192.168.3.102, N
8080,

o

AT+CIPSTART="TCP","192.168.3.102",8080

Mg [«

CONNECT

OK

6. ik 4 S IHR

oS

AT+CIPSEND=4

Wi K7 -

OK

>

4 FARE, Bl ARG test, ZJa AT kil AT

Recv 4 bytes

SEND OK

AR
o FEIAMETEHEN AT+CIPSEND M K (n), MRS busy p. .., Kk
BRI ET 0 DAY, RIRSEMG LY. SEND OK.
7. BRI 4 TR
ik TCP R 5# ki%k 4 1 msd (Bdlih test), MRS HR:

+IPD,4:test
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412 ESP32 Refff:h TCP 55 54k 3 2 it
4 ESP32 WAt TCP I RRIT, ATUIMAT+CIPMUX =1 fy SURES 8, P ATHEA 4 TCP %
SR ESP32 B
UL 52 ESP3 B4 4 soRtAP 3. TCP His B Z%00: IR ESP32 e station, ekl
PRI BTV 2 5

1. & & Wi-Fi B softAP.

’AT+CWMODE=2

i B <

’OK

2. (EREZ TR .
iy

’AT+CIPMUX:1

i B -

’OK

3. X H softAP,
i

’AT+CWSAP:"ESP32_SoftAP","1234567890",5,3

Nl B <

’OK

4. ¥ softAP {5 H.,
i

’AT+CIPAP?

Mg i«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

iy
o AR LR AES A AR R ]
5. 57 TCP 55+, Bikum1h 333,

’AT+CIPSERVER21

M .

’OK

6. PC E#:%] ESP32 %451 softAP,
7. £ PC LA MR TH A1 TCP % i, 38453 ESP32 i s A1) TCP [l 55 4%«
8. Kk 4 FATEUREI M 45 R ID O 0 f5ERK L

fir s

AT+CIPSEND=0, 4

i B«
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

OK

>

4 FARE, Bl ARG test, ZJa AT b AT AR

Recv 4 bytes

SEND OK

ALK
o FHIAFEEE B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
BRI R 0 AFAT, KIESERUG MM, SEND OK.
9. ML ID Shy 0 AY4ERE L REIL 4 A58 .
ikt TCP fi g5 #i Ak 4 A8 (Bdiih test), MRS SHR:

+IPD,0,4:test

10. M TCP #%E$;.

AT+CIPCLOSE=0

M .

0, CLOSED

OK

4.1.3 iy IP Bkl A 0 6 UDP s

1. &8 Wi-Fi £} station,

AT+CWMODE=1

M .

OK

2. HEEFIH A
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iy
AT+CWJAP="espressif","1234567890"
Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o % AR SSID FIE RS Al REER iRy & R AgANTR] . 10 FH 50 I Hh #% 1 SSID Fl A5 .
3. #rif] ESP32 1% 4% 1P Hiutl .
e

AT+CIPSTA?

i . <

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

AR
o BHE SR ATRES LR A .
4. PC 5 ESP32 B B 5 [l — 1 B il
16 PC LA M PR TR, 4#—4> UDP &4, 4 PC iy IP Hifik>y 192.168.3.102, ¥l
>k 8080,
5. (EREZ R .

AN A
e

’AT+CIPMUX=1

M B -

[ox |
6. 1|73 UDP f£#y., 4)H0MZ5 %R ID 2 4, ofe IP Hiht>h 192.168.3.102, skl 8080, A&

Hism ok 1112, #ih 0,

F ¥ AT+CIPSTART 4 HISEL mode thiE T UDP il {5 Ry IP Ml Ml T2 M HE . 35
0, NMACERRGES LA WSS IER: ID, DR R 5 A i i ) TP AT i 1R B2
A%, HAO S ik v AR O A 2 Bl B B a A UR

et

AT+CIPSTART=4, "UDP","192.168.3.102",8080,1112,0

Mg o«

4, CONNECT

OK

BiHH -

e "192.168.3.102" 18080 & UDP & frm i 1P Huhk Al 11, tytie PC #5719 UDP
P

e 1112 >y ESP32 %451 UDP AcHig 1, & BATIRE, WAKEN HEEYLE.

* 0 3/~ UDP i IP Mok Flvm 12 2 1), AeeE k. Hans % sh—& PC Al T UDP igif:
H.n) ESP32 145 11 1112 %3k %#, ESP32 4 /5A Uk B UDP i 11 1112 fy%5cdl,
SRAFH AT iy 4 AT+CIPSEND=4, X, HE2AHIRAIAR N KiLBH—F PC . (HR2UIRxXA
SHARE N 0, BLEIRF 9 LB H1 PC b .
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7. KAk TR B M 245 1 1Dy 4 B BER L.

s

AT+CIPSEND=4, 7

N . :

OK

>

BT AR, Bl ARG abcdefy, ZJA AT &k AT (AR

Recv 7 bytes

SEND OK

AR
o AHIAMTFEH S AT+CIPSEND M K E (n), MARELM busy p. .., K
IRERPHT 0 DAY, AR SEMJS LY. SEND OK.
8. MM iR ID hy 4 fEERE L 3RIR 4 T8 .
ik PC kik 4 00 (Bdlih test), MRS SHR:

’+IPD,4,4:test

9. KMIMLES ID Jy 4 () UDP #$,

o

’AT+CIPCLOSE:4

N Y. :

4,CLOSED

OK

4.1.4 i IP HahlAns 0 w2805 UDP s

1. &% Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. EERER|HHIA

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o T4 A SSID 155 ml GEER iRy S H AN TR . i 150 B 251 2 FR #4517 SSID F1%515 .
3. #rifi ESP32 1445 IP Hitk.

AN A -
e
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AT+CIPSTA?
N . :

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BiHH -
o TRRYERILE A AT B ik B A R TA]
4. PC 5 ESP32 #5423 Al — /B i
AE PC A F M 2513 T 5., fl#—> UDP 1£4%;. 40 IP #ihik >l 192.168.3.102, 3 h 8080,
5. (HRERIER:.
A

’AT+CIPMUX=O ‘

i -

Lox |

6. f]# UDP {545, moAE IP #idil2h 192.168.3.102, miine 0k 8080, AT 1112, Bk
2

’AT+CIPSTART:"UDP","192.168.3.102",8080,1112,2 ‘

g Jo
CONNECT
OK
PiH:
. Eﬂlg .168.3.102" 1 8080 *ky UDP 1& 45 /)i IP ikl Flycosus 11, ke PC Z iy UDP

* 1112 3y ESP32 B #1) UDP A L1, 0] AATHEE, WABCE NN RENLE.
* 2 FURY ] UDP fed sy ), UDP b i (i SR & el UDP 44 it o {5 B 2 H 3 5
BRI — U5 ESP32 B UDP J {5 s vy IP LIk Al 1.
7. Kk 4 AR .

AT+CIPSEND=4

i B <

OK

>
4 FARE, Bl ARG test, ZJa AT Rl AT

Recv 4 bytes

SEND OK

Vi :
o FHIAMETEHBL AT+CIPSEND M K (n), MARGESWY busy p..., Hk
BRI R 0 AFAT, KB SEUS MM, SEND OK.
8. Ji% UDP 45 ' UDP it . HlUNA 3% 4 “Fgdls, dmum B4R IP Hihk > 192.168.3.103, it
G 24 1000,
i B 4 UDP AUZ5 HoE UDP witim, H e X7 1P Hdik Al 1 BT

Py N
LR

my
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AT+CIPSEND=4,"192.168.3.103",1000

N . :

OK

>

A4, Bl ARG test, ZJa AT KA AT R

Recv 4 bytes

SEND OK

9. F 4 TR
fBeise PC Aik 4 FHii s (Bl test), MARGLHER:

’+IPD,4:test

10. 247 UDP %3,
e

’AT+CIPCLOSE

i B -

CLOSED

OK

4.1.5 ESP32 45154 SSL %5 Fadiddt oy YA YER:

1. &8 Wi-Fi #5} station,

’AT+CWMODE=1

M B -

’OK

2. EERER| B HAE

’AT+CWJAP="espressif","1234567890"

W

WIFI CONNECTED
WIFI GOT IP

OK

LR
o % AR SSID FIE S m GEER iRy & AR . 1 FH 50 It #5 19 SSID Flh5 .
3. #rif) ESP32 4% 1P Hitdil:.

AT+CIPSTA?

i . <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"

(T IHZD
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(£ L£50)

+CIPSTA:netmask:"255.255.255.0"

OK

LK
R ERATAE A
4. PC 5 ESP32 B fg el B .
5. £ PC _L{fiJf] OpenSSL iy 4>, £l SSL il 4% 401 SSL IR 45 2511 IP Huhikly 192.168.3. 102,
i1 8070

openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/
—server_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key —-port 8070

M B -

’ACCEPT

|

6. ESP32 & &AE % P 1325 SSL g4, M543 IP bkl 192.168.3.102, iR
8070,

’AT+CIPSTART="SSL","192.168.3.102",8070

i B -

CONNECT

OK

7. Kk 4 TR
iy

AT+CIPSEND=4

M .

OK

>

4 FARE, Bl ARG test, 25 AT a5 AT E R

Recv 4 bytes

SEND OK

ALK
o FHIAMFEEH BT AT+CIPSEND MR EMKEE (n), MRS busy p..., HE
IEEIEIET 0 DAY, RIRSEMG LY. SEND OK.
8. U 4 T EE
ik TCP a8 k3% 4 A p sl (Bdih test), MARGESHER:

+IPD,4:test

4.1.6 ESP32 %512k SSL R 45 22 & v 2 48

&

ESP32 i1l SSL ik 55 i , WIFAT+CIPMUX =1 fip - (REZ 184, AW REA 2% i

15| ESP32 ¥4 .
PAF J2 ESP32 i % 1E A softAP a7 SSL AR S5 #s il s AN g ESP32 1% % 1E A station, W] E S5 7

):

s S HASTR B R SL 1 SSL IR 55 ge i AH KA R
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1. P8 Wi-Fi 84 softAP,
s

’AT+CWMODE=2

N . :

’OK

2. (EREL L.

’AT+CIPMUX=1

i B ©

’OK

3. Fit'® ESP32 softAP.,

’AT+CWSAP="ESP32_SOftAP","1234567890",5,3

i B«

’OK

4. #¥ifl] softAP {5 5.,

’AT+CIPAP?

i . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

L
o TR R HLHE T RE-S AR b H AN [
5. ##57 SSL ARSs#%, Sgld-h 8070,

’AT+CIPSERVER:1,8070,"SSL"

Nl <

’OK

6. PC i#4%%)| ESP32 54517 softAP,
7. 1£ PC L{#i/l] OpenSSL fir%-, f#—A> SSL % )iy, HEHE] ESP32 S A& @AY SSL iz 5545 -

’openssl s_client -host 192.168.4.1 -port 8070
ESP32 4% LRI -
’CONNECT
8. /szﬁ 4 FATRAR B 45 15 1D O 0 g 1.
LS el

’AT+CIPSEND=O,4

Mg Jo
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Ni-Fi: Looking for Network
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

OK

>

A 4T, Bl ARG test, ZJa AT K5 LATEE.

Recv 4 bytes

SEND OK

i :
o AHIAMETEHEE AT+CIPSEND My K E (n), MRS busy p. .., HK
IREARAET 0 DAY, KIRSEMJS LY. SEND OK.
9. ML ID Shy O AY4ER LRI 4 A58 .
ik SSL 45+ ik 4 sl (Bdah test), MRGESHER:

’+IPD,O,4:test

10. %P SSL #:#z,
e

’AT+CIPCLOSE=O

i B«

0, CLOSED

OK

4.1.7 ESP32 B0 SSL %y St vy W] DA IE S 5 £

ARG A IE A5 2 esp-at HHERIAIE S, W TAE CAERBGES, ek, ARG T 20/ R SSL
AR 55 Ak A5 B AR B N IR A4 . AR SSLIE15, 15575 esp-at/tools/README.md T i difaf A= ik
45 bin FlEEHIbEE 2% esp-at/module_config/module_name/at_customize.csv .

1. &8 Wi-Fi #3{4 station,
s

AT+CWMODE=1

M .
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[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

K
o W% AR SSID M AT RERR _Fid a4 BT . 3960 SRR B h % 1 SSID FI% 1Y
3. XHE SNTP i 45#s .

Py N
e

’AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

M B -

’OK

LR
o AT DMRIE B O E R AIB X SNTP R%54% .
4. #¥if] SNTP RiJd],
i

AT+CIPSNTPTIME?

N . :

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

PR :
o FEN] AR SNTP Bif i) -5 SE I 1) 2 75 AHAS R FI KT 7515 B 1 SNTP AR 5528 22 7 2E XU
5. #rif] ESP32 i% 4% IP ik,
i

AT+CIPSTA?

Mg |3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o PSR R S ik i A R A
6. PC 5 ESP32 S5 13 A — N He
7. £ PC I fifi i} OpenSSL 14, G —~ SSL [k 5% . 151l 1 SSL Ak 55 % #) IP Hihik 4 192.168.3.102,
W1k 8070,
A

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt —-cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—customized_partitions/raw_data/server_key/server.key -port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32 3£ LA by :
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ACCEPT

LK
o A2 H B UEAS AR T DRI ARAUE B 7 B HEA T IR R
8. ESP32 11 SSL & F i AL A E AL E -

’AT+CIPSSLCCONF=3,0,0

M B -

’OK

|

9. ESP32 S5ear % il SSL 4% 2] SSL e s54% , MRks5 s IP #uhtoly 192.168.3.102, igHA

8070,

’AT+CIPSTART="SSL","192.168.3.102",8070

i B -

CONNECT

OK

10. ik 4 P

e

AT+CIPSEND=4

M B -

OK

>

4 FARdE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

B

o Ak AR FEH I AT+CIPSEND A EMKE (n), MRS SN busy p. .., HK

EBARI AT 0 AT, KIASEMEELY. SEND OK.
L1 i 4 P 8
{3t TCP iz 5548 Kok 4 Tl (Bl test), WAGKSHUR:

+IPD,4:test

4.1.8 ESP32 %5152k SSL I 55 22 & v W InjiAE 2 8

4 ESP32 i AF0 SSL e 5 a% i, Al AT+CIPMUX=1 fir - (EREL R, [T REA 2% i

%) ESP32 1% .

PAR & ESP32 15 #51EH station 37 SSL AR 45 22 sl WS @& ESP32 i £1E A softAP, 1]£% ESP32

WAEMEA SSL ME#HE L EHERYI.
1. &8 Wi-Fi #3{4 station,
i

AT+CWMODE=1

i . <
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[ox

2. MEARP| B HIE .
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o T4 AW SSID %55 ml BRI iRy S H AN TR . 5 150 B 25 26 FR #4517 SSID 12515 .
3. 2rifi ESP32 144 IP Hitk .,

Py N
e

AT+CIPSTA?

W

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PEHA:
o BREINETR TS R B .
4. (EREZ .

’AT+CIPMUX:1

Wi K7 -

’ox

5. 757 SSL k4528, i1 8070,

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32 i f& e il — B i
7. 48 PC I/l OpenSSL fir4-, @1~ SSL% /i, 4 F) ESP32 Ui # Gy SSL M55 48

openssl s_client —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
<»partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32 24 1 :
0, CONNECT
8. ik 4 FATHUIREI ML ERE ID Jy O AYEERK .
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10.

11.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

AT+CIPSEND=0, 4

M. :

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

B -

o FHIARFEEE BT AT+CIPSEND MR EMKEE (n), MRS busy p. .., HE
EEAR T 0 AFAT, KESERUG MM, SEND OK.
M2 %32 ID 4 O (8RS EI 4 758
fBist SSL R %54 & 3% 4 FATIEHE (Bdlh test), MRF SR

+IPD,0,4:test

] SSL #Hz .

i

AT+CIPCLOSE=0

M. :

0, CLOSED

OK

KA SSL AR 55 S o

fir s

AT+CIPSERVER=0

i . <

OK
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4.1.9 ESP32 &£ h TCP %y, s, sei UART Wi-Fi &%

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE:1

i . <

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Zrifi ESP32 1445 IP Hihk,
e

AT+CIPSTA?

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

Vi :
o PR TR S iR A R A
4. PC 5 ESP32 i & 4 3 [7]— B HH -
1E PC LA M 253k TH., A —A TCP flx55#%. filan IP Mtk 192.168.3.102, ugllh
8080,
5. ESP32 & &AER% Fimim st TCP %33 TCP IR4%%, IREG#e 1P Hibkh 192.168.3.102, BN
8080,
i

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <

CONNECT

OK

6. i A\ UART Wi-Fi & 538048 X,
s

’AT+CIPMODE=1

N . :

’OK

7. #EA UART Wi-Fi i 542 X I Kb 5l .
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AT+CIPSEND

N . :

OK

>

8. {5 I KA
TEBAL SRR AR PR B — B +++, RSB IIEA Ik . Bl 205y
LR, BET—5 AT fird. iR, WPREEMERITTHEA +++, AT RED N R AN A BERY
WAHELR = +. BENGESHMGE R EERX] +++,

WYL I +++ B A EAEX, WERE S IENARX, N TCP ARG . B a DAE
AT+CIPSEND AR H1% .

9. iEH UART Wi-Fi £ 42048 X,
e

’AT+CIPMODE:O

Nl . <

’OK

10. K] TCP &4 .
i

’AT+CIPCLOSE

i .«

CLOSED

OK

4.1.10 ESP32 %551f: 0k TCP R552%%, 28 UART Wi-Fi #f&

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

Wi K7 -

’OK

2. FEEEIH

’AT+CWJAP:"espressif", "1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK

ETE
- {25k SSID AT AT Eika &t . 41150 B 1 42100 SSID RIS,
3. REZHHHA .
s
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’AT+CIPMUX=1

N . :

’OK

PEHA:
* TCP R 55 b HE 2 EEHATN A4 BET /S -
4. B TCP R 55 e KIEHECH 1.

S

’AT+CIPSERVERMAXCONN:1

M B -

’OK

LE
o BERER S SN, R TCP IR S5 2 RIER AU BER 1.
5. JF)E TCP JIRg5 4%

fir s

’AT+CIPSERVER=1,8080

N . :

’OK

PR
o BEE TCP 45 fi 12% 8080, s nf A E K H e .
6. Zrif] ESP32 1445 IP it

AT+CIPSTA?

Mg K7 -

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

AR
o AL R T RE S iR AR R
7. PC i%£3:%| ESP32 TCP R%%%,
PC 5 ESP32 {4 B4 3 [A]— A B Hi
TE PC EAE MR TR, 684> TCP & P, JE#:3] ESP32 ) TCP [lx45#%. Hudikhy 192.
168.3.112, Ik 8080,
AT N[ :

0, CONNECT

8. #EA UART Wi-Fi & {23048 X .

’AT+CIPMODE=1

i B -

[ox

9. #EA UART Wi-Fi i 542 X I K i .
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AT+CIPSEND

N . :

OK

>

10. 45 1E AR K
TEBAL SRR AR PR B — B +++, RSB IIEA Ik . Bl 205y
LR, BET—5 AT fird. iR, WPREEMERITTHEA +++, AT RED N R AN A BERY
WAHELR = +. BENGESHMGE R EERX] +++,

WYL I +++ B A EAEX, WERE S IENARX, N TCP ARG . B a DAE
AT+CIPSEND AR H1% .

11. R UART Wi-Fi & 5400042 X .

’AT+CIPMODE:O

Nl . <

’OK

12. %P TCP #$,
e

’AT+CIPCLOSE

i .«

CLOSED

OK

4.1.11 ESP32 551§k softAP £ UDP {4 szl UART Wi-Fi i %

1. % Wi-Fi #4 softAP,
A

’AT+CWMODE:2

Wi K7 -

’OK

2. B softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

3. PC #4575 ESP32 1545 (1) softAP,

4. Bl UDP i
TE PC L M 25 L BhF, A — UDP &4, a0 PC i IP HihkAy 192.168.4.2, gk
8080,

5. ESP32 5 PC X [t I 28 37 ] %8 X iy TP Hbctik Al 1117 UDP A% 4. Jmfe IP Mtk Ay 192.168.4.2,
Lk 128 8080, AHbif 1k 2233, #xA 0.
fir g
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

M. :

CONNECT

OK

6. i A\ UART Wi-Fi & 538048 X,
i

AT+CIPMODE=1

i B <

OK

7. #EA UART Wi-Fi i (542X I K i 8t .

fir s

AT+CIPSEND

i . <

OK

>

8. fF Ik KA
TEBAL SRR AR, A PR R — B +++, R XBIER KL, S 205
VR, AT AT ayd. WEVEE, WUREBNEEITFRA +++, A 0] HE R Ha KA M fE B
WANEL = +. BENGESHMGER EERX] +++,

WYL i +++ B HE X, WERE SRR, N TCP ARG . AT DAE
AT+CIPSEND AR H1% .

9. iBH UART Wi-Fi #4142 X .
iy

AT+CIPMODE=0

M. :
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’OK

10. [ TCP #:#z .

’AT+CIPCLOSE

i B <

CLOSED

OK

4.2 Bluetooth LE AT 7=

AR A Bluetooth® Low Energy AT 445 (%, 52 06E ESP32 4 LinfTiX seap & i
HNFIR

lrﬂ )l

Bluetooth LE & P 3%1% 5 Ik 445 4214

Bluetooth LE IR %-3%1% 5 IR %-4% fE/A

Bluetooth LE % 30 %

A~ ESP32 JF R AR Z 1A % 52 SPP £ 4%, VA% {& UART-Bluetooth LE i% 1532 X, F 1540 #38
ESP32 5 F st 5 SPP i%3%, vAB {t UART-Bluetooth LE i% 15 45 X, F 15 3 315

4.2.1 W4

ESP-AT 4 #i{{ 3% £ Bluetooth LE 4.2 UG, A< S04 3548 {& F T Bluetooth LE protocol 4.2 {p
WHNE . ES% 2008 4.2 FRECEZFR..

Bluetooth LE Flpi{Zefy

Bluetooth LE XM F 2 4N LA 2D : Physical Layer (PHY)., Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

« PHY: PHY JZ £ B M FAYHFIE LA XML E L. Bluetooth LE {fi f 40 MHiFEE. MR
Y. 2402 MHz F| 2480 MHz,

o LL: LLJZFEATONE . BFRZ % (DA, WRFE, BAHXWEES), WS
u%z@%%@%%ﬁ%m%ﬁMEﬁ BRSSP T 4. T B/, AR
##¥. LHEELMRSE

'HH:mﬂ%m%mﬂﬁﬂﬁﬁﬁgfﬁ@kmﬁmoﬁ%ﬂ%&ﬁ#Mﬂi%ﬁ%ﬁ%@@%u
UART. SPI., USB i,

e L2CAP: L2CAP ZEH TR EHLFPMUAR 2 (B A e i B A T U BB 7. A BofnE 4 Ak .

o ATT: ATT 2SI T @ MR 554 F1 e 2 i 2[R A SO SISl ATT % g ] ATT Al 45 i A ik
A THRFIRIA . ATT ARSS b [a) 2 P AIRMA N, o AR R o

o SMP: SMP 2 T-A: B8 %40 F F 0y 254 . SMP IR 45 BRI B3 3540 F1 0y S 4H I ARG, FE AR
FBER LR TR B LI A B RS S

* GATT: GATT ZF/nEMIRSH A S @R FPimThie. RECE SCHWER TR MRS a8 il
HIIRSS . FRHEF B Z IR G . %2 Hﬂ?iﬁ)u I*ES( EYNGIE NS g R e e

* GAP: GAP R WA Wl R EEATIGE, BIAntL . PIvSORN FAR e S i i ek
FVIARRT . GAP RS FERR A, R, L4, ShEiE. RIBIACRIRS .
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Bluetooth LE fj {a, %14

£ Bluetooth LE PIMSUAR A [A] 1 2 A A RIRY A 0 %1020 o X 28 (0 R 70 BN S
o LL: WAAATPARISA EHA KA, MBS 3G, TALRT DAL IR
o GAP: WX T 4MprEfMmt: T HE. WEH. SEEEM PO 4,
o GATT: AR PAG N IRE-3u M1 & F 3

R
o ARRYHFHEIAR Bluetooth LE fR43fl Bluetooth LE & P 3#liiZ GATT Efifh.
* 4H[, ESP-AT 37§ Bluetooth LE Mt 435fll Bluetooth LE & P 3g[AlHA71E.
* it ESP-AT #)J{k >} Bluetooth LE [l 45 542 Bluetooth LE % Friffy, [l Wi 4 12 A S 8 A By
3.

GATT HSZ 2 — Mg t& il , k] DUA & — @ & ey v ZE . X4 8 P 2544 9k
W, Bl RS, RS AR FEEER HAE RN, R B R Z H T E 4.

GATT R4 %A1 GATT & F3miX WP (74T Bluetooth LE JEZH . 2 5. GATT R4 47t @
PSS R8Tk B GATT & Fumi @M ist k. AN, fimss, RIS dEN—
AR GATT MR 43, THRIEHEA—ImFRh GATT & F 3.

iR

» ESP32 Bluetooth LE fiR i 3RSk ble_data.bin {43 flash §1, JfPA$E4L Bluetooth LE R % .
— WA ble_data.bin XXM, #HS% CRY § & 3L Bluetooth LE Services T E-,
- ble_data.bin X{HyEeRHbE, W at_customize.csv 1t ble_data XM AyHihlk, s
FE 4 build/download. config Hrig St .

4.2.2 Bluetooth LE %% Py BNk 55 FaE A

PATR 7 3 [R] s W B ESP32 FF &, HoH—3eE 4 Bluetooth LE i 553 (HAE A Bluetooth LE i 45 bii
fafh), F—HAER Bluetooth LE % P (A4 Bluetooth LE & Pl (4 ) o XA 7R 1 W ] fifi
AT #4757 Bluetooth LE i85, 52 iR .

HE: EPA NP ESP32 Bluetooth LE R 43 JF k1 #4E H 75 54 ESP32 Bluetooth LE I 45
SHUTREITT, PAESP32 Bluetooth LE & F s f ke R 2 %iYE ESP32 Bluetooth LE & P 7RI
A,

1. #4454k Bluetooth LE IfjfE.
ESP32 Bluetooth LE 45 i :

’AT+BLEINIT:2

Nl .«

’OK

ESP32 Bluetooth LE % i :

’AT+BLEINIT21

M .

’OK
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2. ESP32 ¥ LE R 45 s FR U MAC Hiht,

e

AT+BLEADDR?

N . :

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

PAE

BAT B A HBIE AT RE S5 _ B W R EARTE], CAE

3. ESP32 Bluetooth LE I} % i A1 R 45 .

’AT+BLEGATTSSRVCRE

Mg 3«

’OK

4. ESP32 Bluetooth LE IR & it B2 IR % o

iy

’AT+BLEGATTSSRVSTART

Mg |/«

[ox

5. ESP32 Bluetooth LE fiZ 45 3if & FLAR 45 - 4iF

’AT+BLEGATTSCHAR?

iy R«

+BLEGATTSCHAR: "char", 1,1, 0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR:"desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char", 2,2, 0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

6. ESP32 Bluetooth LE 45 i 7144 4%, 2 J5 ESP32 Bluetooth LE & F1 3t R G4 HA4k 3 #04p,

ESP32 Bluetooth LE fl} 45 i :

AT+BLEADVSTART

N . :
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’OK

ESP32 Bluetooth LE %% i :

iy

’AT+BLESCAN=1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

K

o PGSR TR S iR B A R [A]
7. %57 Bluetooth LE %32,
ESP32 Bluetooth LE % F i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

Mg |«

OK

+BLECONN:0,"24:0a:c4:d6:ed:46"

LR

o Wy A\ ik A BT, i H %) ESP32 Bluetooth LE Al 45 g btk .
o Y15 Bluetooth LE #E3#: %), N&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o f15% Bluetooth LE #3250, W£$HL/R +BLECONN: 0, -1,

8. ESP32 Bluetooth LE % F1i % ¥R 55 .

AT+BLEGATTCPRIMSRV=0

Nl . <

OK

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

PEHA:

» ESP32 Bluetooth LE % i & ) iR 54558, kb ESP32 Bluetooth LE il Fr i 2r 1A iR 45 1 45 R £
WABRAR S (UUID: 0x1800 A1 0x1801), X2 IEH 4. IEHEWL, X1 FH—HK%, ESP32
Bluetooth LE % i 25 18] ) <srv_index> {E 25T ESP32 Bluetooth LE Ji i 2y 18] {14 <srv_index> {H
+ 2, N EiAREI IR 4 0xA002, 24 HifE ESP32 Bluetooth LE % i 27 14] 21| i) <srv_index>
4 3. 15-7E ESP32 Bluetooth LE JI P13 35t AT+ BLEGATTSSRV? £ 42511, W <srv_index>

1,

9. ESP32 Bluetooth LE % F1i % Pl HE(H. .

AT+BLEGATTCCHAR=0, 3

Mg i -

+BLEGATTCCHAR

+BLEGATTCCHAR:
+BLEGATTCCHAR:
:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR:

"char",0,3,1,0xC300, 0x02
"desc",0,3,1,1,0x2901

"desc",0,3,2,1,0x2901

(P ogkzE)
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+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

10. ESP32 Bluetooth LE % i ise Bl — AN (E

AT+BLEGATTCRD=0, 3, 1

M .

+BLEGATTCRD:0, 1,0

OK

AR
o TR B ARFFIE (A 20 B BA R
* YN ESP32 Bluetooth LE & i St BURFE 15 Z , ESP32 Bluetooth LE [l 45 3ifi ) 2532 78 +READ : 0,
"Tc:df:al:b3:8d:de",
11. ESP32 Bluetooth LE & Fiit 5 —ANMEE(E .
%

’AT+BLEGATTCWR=O, 3,3,,2 ‘
N . :

E |
Fig > 3R AT HER LR DB, JERHETT A AR, 4 8s KA FI 24 <length> |
I, PATEARLE.

Lox |

i :
o 40 £ ESP32 Bluetooth LE % F7 i 5 455 fiF 4§ 1A &F i ¥, ESP32 Bluetooth LE AR 45 i
M &I/ +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>,<value>,
12. Indicate —MERE(E .

ESP32 Bluetooth LE % i :

’AT+BLEGATTCWR=O, 3,7,1,2 ‘

i B <

E |

5 > Fon AT HER IR DB, BERTETT DA A B, 45 KEIRH S8 <length> [
HI, PATE AR,

i T $20% ESP32 Bluetooth LE 45 it & % it R (5 (34 notify Ha# indicate ),
ESP32 Bluetooth LE & i R B2 mi A IR 55 s yE M. X F notify 2, F{EE A({H 0x0001, X
F indicate F=, FEE A(H 0x0002, FEABIFE A 0x0002 Kffiff] indicate .
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OK

i
» MR ESP32 Bluetooth LE % ' i 5 45 fiE H i 45 18 Bl1, ESP32 Bluetooth LE R 45 i ) &
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>,<len>,
<value>,

ESP32 Bluetooth LE fl} 45 i :
es

’AT+BLEGATTSIND=O, 1,7,3 ‘

N . :

> |
5 > FUR AT HER IR T8, e EEmT DU A, S50 K R 51 B340 <length> [
B, 04T indicate #4F .
[ox |
L
o N5 ESP32 Bluetooth LE % 7 i 422k 3] indication, M| £ 4& /R +INDICATE:<conn_index>,
<srv_index>, <char_index>,<len>, <value>,
o % [A—NRk %, ESP32 Bluetooth LE % A <srv_index> {H 45T ESP32 Bluetooth LE I i Y
<srv_index> {H + 2, XE2IEHENS.
o NPT IRSS HRRERIAR , SR S25 SO e T ) SR HIE T R 5.

4.2.3 Bluetooth LE JJ}t 55 3% S IR 55 R AEA

AR 7 31 [ 6] 60 1 W ESP32 JF %M, L rp—3ff:2ly Bluetooth LE 55 3 (A4 Bluetooth LE fij 55 Sy
fa), 5—84EJ Bluetooth LE % iy (HUAE Bluetooth LE 20 i (1) o iX M TR T RL AT S
Bluetooth LE 3£4% , DA JMRSS 5 B MR 55 FRIEAE AN i B, notify i S5 FFAEAE -

¥ L ESP32 Bluetooth LE 432 kiR fE HEET4E ESP32 Bluetooth LE fI# 4% i H0 47 I
A, PAESP32 Bluetooth LE % P 3 H3Li#e/E S EAE ESP32 Bluetooth LE & Pt HATHI AT .

1. ¥4k Bluetooth LE JjfiE.
ESP32 Bluetooth LE f 45 i :

’AT+BLEINIT:2

i B -

Lox |
ESP32 Bluetooth LE %% i :

’AT+BLEINIT21

Nl . <

[ox |
2. ESP32 Bluetooth LE f} 4% il 73 il 45
i

’AT+BLEGATTSSRVCRE

Nl i -

Espressif Systems 212 Release v2.3.0.0-esp32¢3-138-g792¢138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 4. AT 1471l

’OK

3. ESP32 Bluetooth LE IR %5 i I )= IR 55
i

’AT+BLEGATTSSRVSTART

i B <

’OK

4. ESP32 ¥5 5 LE iR 4253 BUH MAC H#udik,

’AT+BLEADDR?

i B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

AR
o AR HUEE T RE S B N RN, e R, TSRS E .
5. 3% ® Bluetooth LE )&%

o

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N Y. :

’OK

6. ESP32 Bluetooth LE IR &5 i 45T 3% »

’AT+BLEADVSTART

i B«

’OK

7. ESP32 Bluetooth LE & P 41| 22 IR 45

’AT+BLEGATTSSRVCRE

i B <

’OK

8. ESP32 Bluetooth LE % F i JE R 55
i

’AT+BLEGATTSSRVSTART

i . <

’OK

9. ESP32 Bluetooth LE % i $5H Bluetooth LE il .

’AT+BLEADDR?

Nl B«

+BLEADDR:"24:0a:c4:03:a7:4e"
OK
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Vi :
o EAEEIHAETTRE S _EdRmg B b R, ISR L, RTE SR E .
10. ESP32 Bluetooth LE % s P A6, $54E 3 70,

AT+BLESCAN=1, 3

i .«

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al",-62,0201060af£f4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

i :
o IR R T e S bk B A R [E]
11. 757 the Bluetooth LE %3,
ESP32 Bluetooth LE % i :
s

AT+BLECONN=0, "24:0a:c4:d6:e4:46"
N . :

+BLECONN:0, "24:0a:cd4:d6:ed:406"

OK

K
o A bR AR, A8 ESP32 Bluetooth LE filk 55 itk o
o UM Bluetooth LE #3255, M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 157 Bluetooth LE i35, W£$E/R +BLECONN: 0, -1,

ESP32 Bluetooth LE f}% 45 ifi :

Py N
i

AT+BLECONN=0, "24:0a:c4:03:a7:4e"

M i/ :

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK

UiH -
o By A iR ET, 15 ) ESP32 Bluetooth LE % g bk .
o 0 % Bluetooth LE % 22 i T, M &3 /R oK, KN<&# /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o {15 Bluetooth LE &5, <42 /R ERROR, A&#E/R +BLECONN: 0, -1,

1. ESP32 Bluetooth LE %% i A i) A< Hi Il 45 .
it

AT+BLEGATTSSRV?
Mg |«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003,1

OK

2. ESP32 Bluetooth LE 7% it & I A< HJERAIE .
s
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AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR:"desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR:"desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32 Bluetooth LE I} 45 i % P8} i R 45

AT+BLEGATTCPRIMSRV=0

i i«

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

K

« ESP32 Bluetooth LE 245 i 2 if) il 45 19 4538, b ESP32 Bluetooth LE & P A ifi i 45 O 45 SR 22
B BRARSS (UUID: 0x1800 A1 0x1801) . 1EE 4k, *FF[Fl—fk55, ESP32 Bluetooth LE 45
YT <srv_index> {25 F ESP32 Bluetooth LE & Uit #¥ A i <srv_index> {H + 2. 40, I
BRRFIPEIAR S 0xA002, 41iHE ESP32 Bluetooth LE IR 453 2r 18] FI| 14 <srv_index> 2 3, AN5R
1 ESP32 Bluetooth LE fIf; 45 i 11t AT+ BLEGATTSSRV ? 425, 1 <srv_index> y 1,
4. ESP32 Bluetooth LE [} 45 1 % FlL A i AR4E
e

AT+BLEGATTCCHAR=0, 3

i B -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02

+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901

+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

Q)
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+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32 Bluetooth LE % it Bl 45 SR E(H -
Y R S EAER IR S 4L (characteristic) 253 B AR 554 AE(H

’AT+BLEGATTSSETATTR:1, 8,,1

i B -

’OK

6. ESP32 Bluetooth LE Jj¢ 4% 5t 52 IR 45 - iF (8
i

’AT+BLEGATTCRD=O,3,8,

i . <

+BLEGATTCRD:0,1, 9

OK

7. ESP32 Bluetooth LE JIk 45 i 5 IR 45 42+ AEAH .
Y R B BAER IR S B AR

’AT+BLEGATTCWR=O,3,6,1,2

i . <

i :
o N5 Bluetooth LE fk 55 i 5 Ak 55 FRAE(E {3 )5, Bluetooth LE & i M &48 /8 +WRITE: 0, 1,
6,1,2,12,
8. ESP32 Bluetooth LE % i notify AR 5545 1F{H

’AT+BLEGATTSNTFY=O,1,6,10

Mg o«

>

=

4/7‘\:
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’ E N 1234567890 104 F F

i B«

’OK

PiHH :
» {15 ESP32 Bluetooth LE % i notify AR 55425 E(H 25 AR 55 i il X, Bluetooth LE fZ 45 3 | £ 412
7N +NOTIFY:0,3,6,10,1234567890,

4.2.4 Bluetooth LE ¥E£; %

AR 7 3 [] B8 F W e ESP32 FF el Forf—34% 4 Bluetooth LE flR 453 (HLA4E>A Bluetooth LE fIi 55 i
f), 7 —BR{EJ Bluetooth LE % /3 (HUf2 Bluetooth LE % i (1) o« XAl 1JoR T /AN
Bluetooth LE %1%,

GRS

e JELAF AR PL ESP32 Bluetooth LE At % 3% 3k i #a4E HE2ZHF ESP32 Bluetooth LE fik 55 i
HATEPE, PAESP32 Bluetooth LE & /733 #/E H 55 %4E ESP32 Bluetooth LE % i,
AR,

o EA SRR IS S5 SRR AN T — A KIBROH

* ESP-AT 5% AT 45&E 10 M4

1. #1444k Bluetooth LE IfjfE.
ESP32 Bluetooth LE f}% 45 i :

’AT+BLEINIT:2

M B :

’OK

ESP32 Bluetooth LE % i :

’AT+BLEINIT=1

M B -

’OK

2. ESP32 Bluetooth LE JiZ 4% 3t #5 B Bluetooth LE il .

’AT+BLEADDR?

M -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR
o EAEIHUE T RES Bk m N R BN, ISR L, NSRS A E .
3. ESP32 Bluetooth LE JI} 4 i1 7 R %5 .
i

AT+BLEGATTSSRVCRE

Wi K -
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’OK

4. ESP32 Bluetooth LE AR % i =R % .

iy

’AT+BLEGATTSSRVSTART

M B -

’OK

5. ESP32 Bluetooth LE IR 4% it & 0 IR S5 4841 o

’AT+BLEGATTSCHAR?

M B -

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

6. ESP32 Bluetooth LE [[R 45316 #%, 2 J5 ESP32 Bluetooth LE % F i FF- U 414 HLAREE 3 #b4h.
ESP32 Bluetooth LE Jl} 45 i :

e

’AT+BLEADVSTART

Wi K7 -

’ OK ‘
ESP32 Bluetooth LE % i :

’AT+BLESCAN21,3

Mg i«

OK

+BLESCAN:"5b:3b:6¢c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
AN OEREERE ST =Rl we ) ) VAR Rl I E N 8
7. 7257 Bluetooth LE 3%,
ESP32 Bluetooth LE % i -
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AT+BLECONN=0, "24:0a:c4:d6:e4:46"

N . :

+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

BiH -
o W\ LR ayAET, 6 H ) ESP32 Bluetooth LE i 45 sigHbhk .
o MR Bluetooth LE &3 i3, M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4
o 15 Bluetooth LE £ 5, <32/ +BLECONN: 0, -1,
8. ESP32 Bluetooth LE % Pt % PR 55
fr:

146,

AT+BLEGATTCPRIMSRV=0

M B :

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

Vi :

« ESP32 Bluetooth LE % P 2t ify iR 45 19 458, b ESP32 Bluetooth LE JIj i A i i 45 O 45 SR 22
BB AR S (UUID: 0x1800 F1 0x1801), X ZIEHMG. EHEMWM, X [H—HMks, ESP32
Bluetooth LE & Fiit 25 1] 1Y) <srv_index> {E 25T ESP32 Bluetooth LE Ji F it #r 18] 1Y) <srv_index> B,
+ 2. Blhn EAR RGP RS 0xA002, 4Ti#E ESP32 Bluetooth LE % Pt 251/ 3| (1) <srv_index>
5 3, URAE ESP32 Bluetooth LE ARk il 18 AT+ BLEGATTSSRV? fiy 225, M) <srv_index> i
1.

9. ESP32 Bluetooth LE % F'iifs % P4 AF(E -
iy 4

AT+BLEGATTCCHAR=0, 3

M B -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

10. WEMESE. H'E auth_req >l SC_MITM_BOND, HRZ LN iocap S Keyboardonly, ZFT
Wi iocap SN KeyboardDisplay, key_size /16, init_key 5 3, rsp_key N 3.
ESP32 Bluetooth LE f}% 45 ifi :
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’AT+BLESECPARAM=13, 2,16,3,3

N . :

’OK

ESP32 Bluetooth LE %% i :

’AT+BLESECPARAM=13, 4,16,3,3

i . <

’OK

LK

o JEAH R, ESP32 Bluetooth LE AR 45 ik AFCX Y, ESP32 Bluetooth LE 2 P i i 7 it %o i

* BESP-AT % ## Legacy Pairing fil Secure Connections WMME T, HGEAE =R
BIPEEg . NGt 7 #F Secure Connections, M4 XA Secure Connections

77 5

11. ESP32 Bluetooth LE % it & e i 25 5K

’AT+BLEENC=O,3

T

’OK

LUK

44 ESP32 Bluetooth LE % 45 s 5 ) 2 0 B i %% i >k, ESP32 Bluetooth LE Il 45 ufii W] £ $i2 /R

+BLESECREQ: 0,

12. ESP32 Bluetooth LE Jf 45 3 i 17 Fit %o 3K

’AT+BLEENCRSP=O,

1

Mg o«

’OK

LK

o 7N ESP32 Bluetooth LE & Fiig i T B Bty 57, 0] ESP32 Bluetooth LE 7% F i - £ y= s —

A~ 6 SEHBCRTRS .
o fEAf 1, ESP32 Bluetooth LE % F i M| &35 75 +BLESECNTFYKEY:0, 793718, X4 K

793718,

13. ESP32 Bluetooth LE 7% P [i] 4 fig % 1

e

’AT+BLEKEYREPLY=O,793718

Mg [«

’OK

|

PATIXA 42 )5, #F ESP32 Bluetooth LE I 45 51 ESP32 Bluetooth LE 7 P i s A5 — S8 %) W {5 .,

FE7R o

ESP32 Bluetooth LE f} 45 i :

+BLEAUTHCMPL: 0,

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:

6

2

O O O O o
~ 0~ N~ N
N W

ESP32 Bluetooth LE % 3 :
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+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE:0, 2
+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

A DAZBE DA +BLESECKEYTYPE 3k 1{5 B.. {55 +BLEAUTHCMPL: 0, 0 H8 — A5k 0 %
INIMEE S, A1 FOR IR

4.2.5 WA~ ESP32 Izl SPP 4%, LAMAE UART-Bluetooth LE & {4 X F
e i A
DA 7R 90 I 6 1 7 e ESP32 FF At Hrhi—eff: g Bluetooth LE 45 3 (L) Bluetooth LE fi 45 iy

fata), —3AEH Bluetooth LE % i (HAE Bluetooth LE 2 i ff €6,) o 3X AN @R 1 B 4] i 7.
Bluetooth LE i#43%, DA K77 1% /%38 (Z Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE #5455,

B EA NP ESP32 Bluetooth LE R4 3 JF 3k #4E H 75 5 7F ESP32 Bluetooth LE % 45
SEHUTEIT], PAESP32 Bluetooth LE & F s f3kiy#fE R 2 %iYE ESP32 Bluetooth LE & P 7RI
A,

1. #1444k Bluetooth LE IjfE.
ESP32 Bluetooth LE f}% 45 ifi :

’AT+BLEINIT=2
M B -
o

ESP32 Bluetooth LE % F i :

’AT+BLEINIT=1

i . <

’OK

2. ESP32 Bluetooth LE f} 4% il 73t i 45
i

’AT+BLEGATTSSRVCRE

M B -

’oz<

3. ESP32 Bluetooth LE R4 i B RS
e

’AT+BLEGATTSSRVSTART

i B«

’OK

4. ESP32 ¥ *F LE 45 2383k BUH: MAC i
i

’AT+BLEADDR?

M .
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+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Ui :
o EAEIRHAE AT R S _ Bk B P R, IO R R, R AR HE .
5. 3% ® Bluetooth LE )&%k

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i B«

’OK

6. ESP32 Bluetooth LE R4 5616 4% .

’AT+BLEADVSTART

Nl . <

’OK

7. ESP32 Bluetooth LE % P TG4, 3548 3 70,

’AT+BLESCAN=1,3

M B -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

Vi :
o RS EE A T B bk B A R TR]
8. ##37 the Bluetooth LE %45,
ESP32 Bluetooth LE % i :

AT+BLECONN=0, "24:0a:c4:d6:ed:46"

M .

+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

i :
o A _Likar AR, M %) ESP32 Bluetooth LE Al 45 btk o
o Y158 Bluetooth LE #E3#: %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #E#: LK, N&$E/R +BLECONN: 0, -1,

9. ESP32 Bluetooth LE fIZ 4% 525 1) IR 55 -
i

AT+BLEGATTSSRV?

i B -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

10. ESP32 Bluetooth LE J 45 it % AL .
s

Espressif Systems 222 Release v2.3.0.0-esp32¢3-138-g792¢138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 4. AT #y2 R

11.

AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

ESP32 Bluetooth LE & 1 % F AR 45

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LR

« ESP32 Bluetooth LE & P #rifl IR % 19455, 1 ESP32 Bluetooth LE i} P i £r i IR &5 1 45 R %
PAERAR S (UUID: 0x1800 1 0x1801), X 2 iERI4. EFEWL, X1 F—Rks%, ESP32
Bluetooth LE % i 25 1) 1) <srv_index> {H 25T ESP32 Bluetooth LE JiR F i 25 18] 1)) <srv_index> {H
+ 2, N, FiRRFIPEIAR S 0xA002, 24 HiHE ESP32 Bluetooth LE 2 i 25 1) 3| 14 <srv_index>
>4 3, SRAE ESP32 Bluetooth LE fik Futii - AT+ BLEGATTSSRV ? £ A2i#), N <srv_index> %

1.

12. ESP32 Bluetooth LE % Fi % AL .

AT+BLEGATTCCHAR=0, 3

i -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char", 0, 3,6, 0xC305,0x10

Q)
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(£ L£50)

+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

13. ESP32 Bluetooth LE % i it & Bluetooth LE SPP.,
WP SCRF B HEAEN IR SFHIE (characteristic) {10 53838 X500, BE8E 2 HF notify 52 indicate 1]
characteristic {F 52l H 2 AR
S

’AT+BLESPPCFG=1, 3,5,3,7

Mg |3

[ox

14. ESP32 Bluetooth LE & Fiii{#i fig Bluetooth LE SPP,
G

’AT+BLESPP

N . :

OK

>

idmg i FRoR AT 243k A Bluetooth LE SPP 52X, ] DAHFA TR 1) A s 2K .
K
» ESP32 Bluetooth LE % i 7 i Bluetooth LE SPP i#&ZHL T, BB TR R i) %k <38 11 Bluetooth
LE {443 ESP32 Bluetooth LE JIf 25 3
15. ESP32 Bluetooth LE k%5 s & Bluetooth LE SPP,
%?%ih notify 53 indicate [{{] characteristic {E N5 IE ZiX5HE, W LIS HAER characteristic
ﬁ Z@\ Ll BB .

’AT+BLESPPCFG=1, 1,7,1,5

Mg |3«

’OK

16. ESP32 Bluetooth LE Ji; 4% 3 {#i fig Bluetooth LE SPP,
S

’AT+BLESPP

Mg |3«

OK

>

iRy FoR AT 2L 43F A Bluetooth LE SPP 455X, ] PAHFA T4 1) A i F2 k.
AR

« ESP32 Bluetooth LE fI F3ifFF J& Bluetooth LE SPP % %405 , £B 11 B (%03 233 13 Bluetooth
LE & %% ESP32 Bluetooth LE % Fiif ,

« {13 ESP32 Bluetooth LE % Ptk it i 5 677 2t Bluetooth LE SPP %1%, ol 2 fdi Fl HoAt % & 16K
Bluetooth LE % i, W) ESP32 Bluetooth LE % i 5 22 42 TT )5 il Notify 5{ 3% Indicate., %41,
ESP32 Bluetooth LE % P13 HI1 5 6 I i 4%, )3 5C 8 il AT+BLEGATTCWR=0,3,7,1,1 JT J2 4
fr, ESP32 Bluetooth LE fI? 45 i 4 AE i S 5L A%
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o X} F[El—fRk%S, ESP32 Bluetooth LE % i) <srv_index> {H5%F ESP32 Bluetooth LE iR 55w
<srv_index> {H + 2, XEIEHMNE.

4.2.6 ESP32 5Tl SPP #&$:, ULJAr UART-Bluetooth LE B {&1X T 14 4 B b

PR BlfER T AATAE ESP32 JF et (SUEAARIIFEHE T o g fa (o) MFHL (U R FERE A %) i
Fa) ZIAESL SPP 38, PAKANT/E UART-Bluetooth LE AT &4 4t

Fol: LDl ESP32 Bluetooth LE S H 3L #EE/E H 55 %iXF ESP32 Bluetooth LE 45 ui b AT Hl
A, TMPA Bluetooth LE & P 3 F 3k #fE K BAE AL IE A WL B F g T RIAT

1. YEFHLiG % Bluetooth LE i) F-, 4 nRF Connect (Android) f1 LightBlue (i0S).
2. W54k Bluetooth LE TfjfE.
ESP32 Bluetooth LE f}% 45 i :

’AT+BLEINIT:2

Nl -

’ox

3. ESP32 Bluetooth LE I} 4 i 01| 7 R %5 .
i

’AT+BLEGATTSSRVCRE

Wi K7 -

’OK

4. ESP32 Bluetooth LE AR %5 i TSR %
s

’AT+BLEGATTSSRVSTART

M .

’OK

5. ESP32 ¥ 7F LE iR 45 gk B MAC #hudik .

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

L
o EAEIHAE T RE S _EdRm B R R, ISR hE, R IR 2 A E .
6. ¥ Bluetooth LE | #& 53k .

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M B ©

’OK

7. ESP32 Bluetooth LE R4 it 48) 4% .
e
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8.

9.

’AT+BLEADVSTART

i B«

’OK

£ 73 Bluetooth LE i%3%.

FHITH nRF KT, F4TH SCAN FF46494 , $23] ESP32 Bluetooth LE Iz 5 %) MAC Hidik, 53
i+ CONNECT #Ef71%EH#: . i ESP32 i iZ < F] BIZSbIF +BLECONN: 0, "60:51:42:fe:98:aa"
1 log, XFRNELEN. T Bluetooth LE %4,

ESP32 Bluetooth LE [k 55 i 2 1h) Ik 55 -

AT+BLEGATTSSRV?

N o, :

OK

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

10. ESP32 Bluetooth LE Ji% 453 & FUASAE

11.

12.

13.

s
AT+BLEGATTSCHAR?

N . :
+BLEGATTSCHAR:"char", 1,1, 0xC300,0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

Bluetooth LE % F i & FR 55 -
BEEHFEFAL nRF JE B F % P b UUID: 0xA002 [ UnKnown Service,
FHL nRF P30 T3 i e BURFAE o

HWHHETFAL nRF B % Fimf) UUID: 0xA002 B UnKnown Service 45 F—Zdksi ik
151l Properties 25 NOTIFY 5(# INDICATE iR 5545 4E A M40 (GX B ESP-AT BRiA Properties 24
NOTIFY % INDICATE 14} % HiE & 0xC305 1 0xC306) , 144 17 Properties % NOTIFY 5 %
INDICATE [R5 454 .

ESP32 Bluetooth LE it 55 i fit & Bluetooth LE SPP.

PEFESZHF notify i3 indicate [¥) characteristic VE N5l iE Ak EdE, HEH LR S HAER characteristic
Ay 38 S B -
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’AT+BLESPPCFG=1,1,7,1,5 ‘
N . :
[ox |

14. ESP32 Bluetooth LE 45 i {# i€ Bluetooth LE SPP.

’AT+BLESPP ‘

M B <

OK

>

iR R AT B 4 A Bluetooth LE SPP #55,  W] DAFATHH i) A 8 Az
15. Bluetooth LE & F'ifi % 36 50
1€ nRF I BT P e 0xC304 Ji 45 HRAE(H & 24 58 test 45 ESP32 Bluetooth LE 453, It
i} ESP32 Bluetooth LE R 453 n] PAUKE] test
16. ESP32 Bluetooth LE A}t 45 i % 36 5 .
¥£ ESP32 Bluetooth LE IR 45 i B & 1% test, MR nRF R T4 P nl DAKE] test.

4.3 MQTT AT =41

AR R A ESP32 5 LasfTMOTT AT 4 % 5 fir @ HITEAI R 11 o

AT TCP o MOTT %45 (5 2Rl MOTT K32) (&R F4EE V)
F TCP 4 MOTT %35 (‘5% At MOTT X32) (iEF THIEES)

E-S
AT TLS 09 MOTT %4 (% & A4 MOTT R32)
# F WSS a4 MQTT % 3%

B SCRR TR R B TR T iR B Wi-F AT

43.1 J& T TCP ¥y MQTT &% (24 HEIE MQTT fU81) (&M T8 )
DA 7 B 40P e ESP32 0, ot Heffely MQTT %eiiy (JUER MQTT £A5 0 t), 55—
Bl MQTT iT B (R MQTT Tl # A ).

NI T A T TCP A8 MQTT 14 . 1 /e fBTREAE — 4 MQTT /A3, {Ri%x MQTT 3Ry
IP #bhlh 192.168.3.102, 4 8883,

WP BEHPLESP32 MOTT &K A4 # H ki #AE R 2AE ESP32 MQTT A& imfiATRIAT, DA ESP32
MOTT 3T [ & I3k i1 R S 5AE ESP32 MQTT 7 58 2 s $A AT BRI AT o 40 S5 48V 15 4 1) i A A O i 4
VB, WIFEBAE R AL B AT 53 Sl A T o

1. ¥ MQTT H @tk
ESP32 MQTT %1%

AT+MQTTUSERCFG=0,1, "publisher", "espressif","123456789",0,0,""

Wi K7 -
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’OK

ESP32 MQTT {7 [
i

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

g B <

’OK

2. 4% MQTT U,
i

’AT+MQTTCONN:O,"192.168.3.102",8883,l

M B <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

PiHH :
o faE A MQTT 34 588 MQTT A3 IP Ml vl fE 5 ik ar 2t ] .
3. 775 MQTT /3.,
ESP32 MQTT i 43 :
e

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

4. KA MQTT i E (P45 ).
ESP32 MQTT %%

fir s

’AT+MQTTPUB=O,"topic","test",l,O

Mg |3«

[ox

LK
* 43R ESP32 MQTT ZATH M AAIHE, PATEEAFSTE ESP32 MQTT 1] B3 i 7 -

’+MQTTSUBRECV:O,"topic",4,test

5. 30 MQTT i3
RS

’AT+MQTTCLEAN=O

i Y«

’OK

4.3.2 JLT TCP iy MQTT &4 (F%AMald MQTT {RB1) (M T i)
AR/ BURl N W ESP32 IR, Hop—Hufio MQTT %A (UfEN MQTT LA ), 75—
Beftoh MQTT 3T % (UfEN MQTT 1T [ # M ).«

NEIAE T A BT TCP G178 MQTT 142, B /eETHREaE— N4 MQTT A3, fiik MQTT R
IP #bhlh 192.168.3.102, 04 8883,
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MAEEMEENHEEEMNREZ, Ol T HR& AT 801K EME 256, W& DA
JAT+MQTTPUBRAW 14>

WY LIRPPIESP32 MOTT X A7 4 J kB E R 7524 ESP32 MQTT A7 imfMATEI Al , PAESP32
MOTT 3T [ 3 JF 3k A A X 75 24 ESP32 MQTT 17 58] 3 i AT BI AT o G0 SR 45 4 780 A5 ek ) i W 2 W a5
1B, WIFEEAE KA B i AT 535 il A T -

1. & MQTT i P&
ESP32 MQTT % i %
s

’AT+MQTTUSERCFG=O,1,“publisher","espreSSlf","123456789",0,0,""

W

’OK

ESP32 MQTT ] [543 :
T

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

i B -

’OK

3 MQTT L.

’AT+MQTTCONN=O,"192.168.3.102",8883,1

i B -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

ALK
o EIAR MQTT MBI 44 5 MQTT LHE IP Hudik v] RE 5 i fir & Hh AN ]
3. 771 MQTT 4,
ESP32 MQTT ] 3% :
iy

’ AT+MQTTSUB=0, "topic", 1

T

’OK

4. AT MQTT JHE (F4FH) .
B AR AR B AT R RS, KB 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32 MQTT %1%
e

AT+MQTTPUBRAW=0, "topic", 427,0,0

i B«
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OK

>

iR R AT CER RO AT RS, BRI DA AR, 2 AT I3 4 20 4 R 1k 31
<length>J5, HatehiiTin.

+MQTTPUB: 0K

LK

© BT 81t > TR SO ORRT AR LRI Xt AR T4 (CR-LF).
+ 5 BSP32 MQTT ZATK M KA EL, AT B2 ESP32 MQTT 1T i fir.

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/","User-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£f5218070413"}}

5. KM MQTT &%

’AT+MQTTCLEAN:O

Wi K7 -

’OK

433 JLT TLS i MQTT %4 (ifs 24 HuBld MQTT {R2H)
DA 7% 51 ) 5 P P e ESP32 JF 8, Horh—BfFoly MQTT %Afig (JUEY MQTT B f(n), 53—
Bl MQTT 4T (JUEN MQTT i1 & f (1)

NI T anfaf BT TLS A MQTT %8z, & TR Zald— 4  MQTT {3, &k MQTT LR
IP Hihil->f 192.168.3.102, uildk 8883,

T PPRPPLESP32 MOTT KA H TP KR L 35278 ESP32 MQTT %A F kAT HIA], DA ESP32
MQTT T [ 3 T 3k i A 35 B AE ESP32 MQTT ] [ & Sin AT RIAT o A0 SR 48 A 05 e S i B 7 A i £
T, WG B KA B AT B S AT -

1. &KX SNTP R 4548,

iy

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

N . :

[ox

2. #rif] SNTP Hifd].
i

’AT+CIPSNTPTIME?

N . :

OK

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021

PERA:

-« (%5 SNTP G55 5 SR g R
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o TR SNTP I a]— i & E LA RUWITE], ANBEAZ 1970 4F K2 Fif i B [A]
o E BRI N T AE TLS AIERHR IS IE 5 A %50y
3. WE MQTT H g k.
ESP32 MQTT %%

e

’AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

M B -

’OK

ESP32 MQTT 7 [i{# :
iy

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

M B -

’OK

4. P8 MQTT &8 1.
e

’AT+MQTTCONNCFG=0,0,0,"lwtt","lwtm",0,0

i

’OK

5. HE# MQTT LI,

e

’AT+MQTTCONN=O,"192.168.3.102",8883,1

i B -

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

iR :
o TR A MQTT AL HUE 4% 5 MQTT CH IP Mk v 585 ik ey & iRl .
6. 175 MQTT /5.
ESP32 MQTT 7 53 :
s

’AT+MQTTSUB=O, "topic", 1

i B«

’OK

7. &K1 MQTT Ji5 8 (F4FH:) .
ESP32 MQTT %1%

’AT+MQTTPUB:O,"topic","test",l,O

Mg B <

’OK

K
* Q2R ESP32 MQTT %A H NN AAHE, VAT ERFF&AE ESP32 MQTT 17 B3 i /i «

’+MQTTSUBRECV:O,"topic",4,test
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8. X1 MQTT i
RS

’AT+MQTTCLEAN=O

i B«

’OK

434 LT WSS iy MQTT 4%

AR RG] R P B ESP32 TF A, b —Bffoy MQTT %ty (RN MQTT Kfig i), 5n—
By MQTT i Fd# (R4 MQTT i & ).

BT A BT WSS 4 MQTT i#3% . MQTT AP 44N test .mosquitto.org, Uil 8081

ER: PRAHPPIESP32 MOTT KA H JF KA A 5 5E ESP32 MQTT %Al & i AT RIA], DA ESP32
MQTT 3T [f # JT 3k 0 A K75 2AE ESP32 MQTT 31 2 s AT RIVAT o SR 45 A1 0 A R ) i WO W i £
i, TG AL KA AT B iR AT -

1. PEERFIXH SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i Y <

’OK

2. #¢ifi] SNTP Hi}d],
e

’AT+CIPSNTPTIME?

Wi K7 -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

P :
o SR SNTP S5 A] RE-S L b H AR [f] o
* difHf PR SNTP IJa]—E @ FL AR, AEER 1970 4F K Z B ] .
o WEBRLE N THE TLS IAUERHRLISIE - 1A 200 .
3. BE MQTT &tk
ESP32 MQTT %% :

’AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,""

M B -

’OK

ESP32 MQTT ] [543 :
fiy

’AT+MQTTUSERCFG=O, 7,"subscriber", "espressif","1234567890",0,0,""

i B -

[ox

Espressif Systems 232 Release v2.3.0.0-esp32¢3-138-g792¢138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 4. AT #y2 R

4% MQTT LR
s

AT+MQTTCONN=0, "test .mosquitto.org", 8081, 1
N . :

+MQTTCONNECTED:0, 7, "test .mosquitto.org","8081","/", 1

OK
AR
o 8 AR MQTT {844 5t MQTT A IP Huhkn] R85 Bk ay A .
5. 17 MQTT /5.
ESP32 MQTT i] 3 :
i

’AT+MQTTSUB:O,"tOpiC",1 ‘

Nl . <

Lox |

6. &7 MQTT JHE (FFFH).
ESP32 MQTT k%

’AT+MQTTPUB:O, "topic", "test",1,0 ‘

M .

[ox |
B0
* fnf ESP32 MQTT %75 M) ZATIHE, LA N EAF e ESP32 MQTT 1T F# i

’ +MQTTSUBRECV:0, "topic", 4, test ‘

7. KM MQTT %42,
frd

’AT+MQTTCLEAN=O ‘
Mg J3

[ox |

4.4 MQTT AT &%z bl

AT FEA BB AL AT $59X 4 AWS 10T,

WP AU MQTT AT iy S MEEAIE ., WS FIMOTT AT & 4% . fSF5 ZLEA 73 AWS ToT JF
KAGE KL AWS ToT.

T IR PAN AP BR T ESP-AT 5451 ESP32 S5 £ 5] AWS 0T,

o M AWS IoT 3£ BX3E 35 vA % endpoint

o 1% MOTT AT 4 4% F &Nk & 42 AWS loT
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4.4.1 M AWS IoT 3kHUIE15 L M2 endpoint
1. BZER) AWS IoT IEH GikS, PAMNYZ ToT Core services,
2. I A AWS ToT ZEJR W Bl A AWS IoT 5% . FYAIES .
PRI ARG A N IR RN BH SC

* device.pem.crt (&45UFT)
o private.pem.key (FAG%54H)
» Amazon-root-CA-1.pem (4R CA jF4)

3. MR SORY A SR FRE UG % (endpoint) DA K 1 M AR i UE A5 KF F4 90 1 I s

U AR RN “xxx-ats.iot.us-east-2.amazonaws.com”

Frik: SRAVHUERAE AWS IoT JF A R R AR A8 B T E A R — 22
* AWS 10T T2 Irf i s A YIRS . SAE]. FIHRGET
o A RAMATEEEIETS .
o DA BRI (Ohio),

4.4.2 f§iff] MQTT AT &y A 35T MU iAilF & AWS IoT
B e 1S
FT I A H ESP-AT TA2, HHF7a0 N EAE:

o ffi[] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt,
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e fiiffl private.pem.key Fft customized_partitions/raw_data/mqtt_key/mqtt_client.key.

ivERIGEsk AT [

%1% ESP-AT Til H DAY AT [EI0F, FERFRE (R R 24500 ESP32 . kT MEZHE, WS iHmF
ESP-AT 1 4%,

i ARG ESP-AT TRERHE, nJHEMH AT G R guEds, BARE S 54T A
A, PKI S 1.

[ AT fir 24251 AWS 1oT

1. 8 Wi-Fi #8384 station,

’AT+CWMODE:1

Nl <

’OK

2. ¥ AP,
i

’ AT+CWJAP=<ssid>, <password>

i .«
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’OK

3. % ¥ SNTP Server,
A

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B <

’OK

4. Z¥if] SNTP H[a] .
iR

’AT+CIPSNTPTIME?

i B -

+CIPSNTPTIME:<asctime style time>
OK

AR
o JIFRAS A <asctime style time> W40
PR
5. WE MQTT M gtk

S VCELIN DX A SIS, 753 00 2 PR kA3 R0 i 5 20

’AT+MQTTUSERCFG=O,5,"esp32","espre

ssif","1234567890",0,0,""

i . <

’OK

Ay
+ AT+MQTTUSERCFG W45 — &%)

6. &3 AWS IoT,
e

5, HIRUARALE, AAIEEE.

AT+MQTTCONN=0, "<endpoint>", 8883, 1

W R

+MQTTCONNECTED:0, 5, <endpoint>, "88
OK

83", "",l

LK

o AL <endpoint> Z:%5 T IH 5 451 <endpoint> {H .

o JLYETE G ] 8883,
7. TR
e

’AT+MQTTSUB=O,"topic/esp32at",1

M B -
o
8. KATIHE

’AT+MQTTPUB=O,"topic/esp32at","hel

lo aws!",1,0

W

+MQTTSUBRECV:0, "topic/esp32at", 10

OK

,hello aws!
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ABIH

IEFEAZHHEMT:
1. ESP32 i H i

AT+CWMODE=1 " =

OK =

WIFI CONNECTED -

WIFI GOT IP =

OK =

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com” = -

OK =

AT+CIPSNTPTIME? = =

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022~ -

OK =

AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = -

OK =
AT+MQTTCONN=0,"al08b8vm1g634q-ats.iot.us-east-2.amazonaws.com”,8883,1 =
+MQTTCONNECTED:0,5,"al08b8vm1lg634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =

AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =

AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -
OK =

+MQTTSUBRECV:0,"topic/esp32at",45,{

"message”: "Hello from AWS loT console”

O

2. AWS i {7

4.5 ESP32 Ethernet AT 75§

A EBNZESP32 A K AT % WL, HHRMHE ESP32 s RiafriX Lean & iy AR Bl .

o X TFUAKA 4 TCP 4%

P

* TEff ]l Ethernet AT #8921, 5L B0E & T1F.
o ORI TR B TR BT MR ZAE A DO .
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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451 JETUKMIGILE TCP Mk
L (EREZ IS

’AT+CIPMUX:1

i . <

’OK

2. H7 TCP fR452,

’AT+CIPSERVER:1,8081

Nl . -

’OK

3. FKHL TCP IR 5244y IP sl .

’AT+CIPETH?

Mg i -

+CIPETH:1p:192.168.105.24
+CIPETH:gateway:192.168.105.1
+CIPETH:netmask:255.255.255.0
OK

K
o BB AL hE R] BB -5 _Eadtme B AN ] o
4. 7 PC 3 61 W 2591l T 2 A —A> TCP % i, FFIERFIAIR 2 haJ2AY) TCP lizd5 i, 1P Mokt
J£192.168.105.24, B4 8081,
5. RME-BEMARX KL 4 FARHREI MR 1D 0 0 Hy4ER% .

AT+CIPSEND=0, 4

i . <

OK

>

B4 FRE, Bl ARG test, 25 AT Reabaili AT R R

Recv 4 bytes

SEND OK
WA :
o TR FEEE B T AT+CTIPSEND $8 5B E K EE (n), WM busy p. .., H &K%

BARHIET n A, ZIRSEMUSIILY. SEND OK.
6. RE- @A AR X IMZEEES ID 2 0 BOSERS EH 4 7358
st TCP server #20E] 4 PR (Bl test), MARGELTUR:

’+IPD,O,4:test

7. KM TCP 4%,
iy

’AT+CIPCLOSE=O

i Y <
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0, CLOSED

OK

8. MIPx TCP AR5 it
e

’AT+CIPSERVER=O
Mg 3«
’OK ‘
L
* 8% AT+CIPSERVER=0 H& XS #Y, HSRENAR FumiEde. AL Eas = w5 b iy
R PSR EPIT54 AT+CIPSERVER=0, 1,

4.6 Web Server AT 7134

AR BN AT web server IR, T2 2 AR LA T I B2 -

Wi-Fi fie. 1

o &R B AT
S AT OTA ) S+ 28

PN

1% B Az AR B 24T WiI-Fi BLIA
A AZ MR 7 HEAT OTA Bl #HFHA
ESP32 4% A Captive Portal 5 4%,

ik BROARY AT [ A SRR AT web server IIIRE, 15 57%5 Web IR 5 2% AT % Ja %I 6E .

4.6.1 i %25 2k Wi-Fi [
[Py
1H1d web server, FALEE PC 1] PATK & ESP32 545 1) Wi-Fi JERE(E B . B5n] DA H FHLEE B ik %43 ESP32

WA AP, B BATFFRE U, I Wi-Fi BB (5 % 64 ESP32 i4e, #A0F ESP32 B HAL
A (5 L R B T 28

ik

REAHC P RAE AT DAY DA T =2

o B i% &1 45 ESP32 1% 4
o fE ARV B R FE BN 8

RCRT AT TS

ML Bef itk ESP32 Bt 195G, O TibRCM A i ESP32 i, ESP32 i WAL EL A AP + STA
B, FFAIE—A WEB lR55 45 R 55, XA AT fr - :

LB Z AT BRI E R, AR EREC 5 R, T RE R 9K AR DR B 2 v A I L £ B A T 2 WEB flig
S5 IR B .
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¢ Command

’AT+RESTORE

2. Ml ESP32 14454 Station + SoftAP izl ,
¢ Command

’AT+CWMODE:3

3. iXE SoftAP {1 ssid il password (5B BRIA 44 ssid A pos_softap, TCEERSRT Wi-Fi) .,
¢ Command

AT+CWSAP="pos_softap","",11,0,3

4. [EREZIEH.

¢ Command

’AT+CIPMUX:1

5. B web server, Uil 80, FRAFEHEMIT]: 25s (BIAH KN 60s).

¢ Command

’ AT+WEBSERVER=1, 80, 25

R, BN Eiddr SR8l web server J5, FTIFRCI A Wi-Fi EIZDIRE, 14 ESP32 &Y AP:

WLAN @€

B WLAN 3l)3&

pos_softap
Bk (1L

)

B 1: P Ve #4492 ESP32 AP

1i}H(X'J'£2§&J_ﬂiEI_J1mU TERC M 5 28 142 3] ESP32 45 J5, BRI &% HTTP K, FeE 2 AR h
AR (R, DISEREE A SZ R M B Ve AR A AP, a0, ansR i F FALE 5] ESP32 [ AP,
1§73 EFMT B A ESP32 4 friie ARG . ) T{XJLL.L%"%EP%J/\ web server ZRIAf IP Mk (ﬁﬂ%ﬂ%m
' BSP32 %4511 SoftAP IP Hihl, BRikJy 192.168.4.1, #:a] DAt AT+CIPAP? fir A28 4 B 1Y SoftAP IP
Hohb), FTFFECFE, S ABIER K A0 ssid. password, iy “FFARECH” B ATFFURTHC M :

HY P AT DA TE ) BT e SSID S AHEA 5 i) R RIAE, A ESP32 BURFILHY AP 51136, WefEH A5 AP
HHmA password J5, iy “IFARECK” BIATEZSHECM -

WFICIISE A TR R S B s A

VLW 1 BCRRSIE , MORE E Sl P, AT REAREE TR T, T IR A ESP32 A Y 1P ik, FORHT
TFM BT

[, AEAR H R an e e

+WEBSERVERRSP : 1 /] REKE BN

WIFI CONNECTED // REKIE K&

WIFI GOT IP /) EERGFKIE 1P

+WEBSERVERRSP : 2 /) RERM A KB R MK SR, it T B K wEB KR

AOSREC AR, TR SR

[FEF, FEE DRl ~E S
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® 192.168.4.1 O

waiting config

H g Bck

Bl 20 30 BEARIT T L I St i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

== b 2|

connect OK

Vel 4 30T T I i 2
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

el 5 330 g e 1 2
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+WEBSERVERRSP : 1 /) REEBHEMN, REREAREENRKIR IP W E L, MCUL
SN EREZLAHERETHR, B REEH, WERFN LK.

AL FRHERR

BEWT 1 EC TOTELCE RN R AR R . TR A ESP32 B Wi-Fi AP 2B IERIH R, VAN AP [
MXRECE, IFHIAE L8 A BRI AT 62 305 web server,

4.6.2 fEHFBLE T OTA FlfETH,
Wi

WYIAHITIT web server (R TS, AT LAREREHEA OTA JHE T, ik ) 5T ESP32 BB EAT [ 71 4% o

ik

o ITIF OTA B B N &
o SRR K E R E 4

o B Fo B MR IELER

FIJF OTA BV WP, M54 T “OTA FR4L” ¥, 47JF OTA BB Wik 5, W AR Y
R A . AT Core R :

LW 1 Y30 AR e RE ESP32 ML AP, sl 171 OTA WML Ui 1 755 ESP32 BIBGE AL —4
TR, AR AT B S

eI 2: W ERIRE C4RTEECARY A EE P R N AR A S, T PEE . /build.py
menuconfig->Component config->AT->AT firmware version (Z#%iF ESP-AT T42) H i

GMRASS , HSLFEEIRAS S W AR PR A, DASE T BN AR e [ A o

PEFEIF R GHORISIE i, S BUE A PV L, SRR A AR R -

PEW] 10 AR R AT, RGN R B F A TR A . 44 05 2625 bin, HIHR/NA
it 2M,

WEPE R E R Wk, B R, R TR
[, AEHR H iR R e R

+WEBSERVERRSP : 3 /) REFHER otTA B4 %K
+WEBSERVERRSP : 4 /) RERGE R otTa EHHEFETHEHRI EAH, ki MCUL
ST NEBER ESP32 % &, VN A K AN E N

A OTA BRI I, FEEp DRI B A R R R :

+WEBSERVERRSP : 3 /) REF M ER ota B 4 H i
+WEBSERVERRSP : 5 /o RERBKRE oA EHFEERBAK, AP TNKEEHFITHF OTAL
SHERATE, B LIRS BEHIT oTA BHEAR
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Kl 6: OTA FLE A
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esp-at-vZ.1.1.bin

Bl FR

Vel 7: e o A A TR

Vel 8: I A ] 1 ik B
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4.6.3 PENRE/DRYFREST Wi-Fi fic
iF]x
TRl /IR P T 0 i 2 R A /DR P 4% ESP32 s B AP, i i (ol /IR P 7 B 2 1 AP

S L sy ESP32 4, ESP32 i illid iX Luqi R FIRT I AP, -8 MR /IR E 19 45 28 14 A e
T

Wikt

BEABE R AT AT AT R AT DU 2

fic. & ESP32 1% & %3k
VLR ¥ IRy 4

H 4% AP 4%
PATE A

MCYE ESP32 e S8, T ik/IMEfF R ESP32 i f, ESP32 B hi WHUE K AP + STA #i3, H-AIH
—> WEB 55 4345 i/ MR 3, XHRI AT iy a0F
L JEBRZ BB RAE L, WERATEERIC R, ATREDR AR AR PR B 2 AT e 1 AT 5:2 WEB fiie
Fan oA IR

¢ Command

’AT+RESTORE ‘

2. Ml ESP32 #4454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. 1% & SoftAP 7 ssid 11 password (kB BRI 2 ssid A pos_softap, password “Hj espressif ) .
e Command

’AT+CWSAP="pos?softap", "espressif",11,3,3 ‘

i S/ IR ERIA L ssid A pos_softap, password Ay espressif 1) SoftAP iRz, AR
FF ESP32 A5 1 S 4R IR FR e B e T

1. (EREZ .

¢ Command

’AT+CIPMUX21

2. 17 web server, 10 80, I RIERENTAE]: 40s (ERAHAK KA 60s).
e Command

’AT+WEBSERVER:1, 80,40 ‘

MR FTOFPHURAE, 0T i 4
EAPIR T SN S N WE R
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IS S E

B 9: BRIBUIMEF Y 4E T

ESP-AT

BN SSID

B =inFnns

P 10z /INER e T 1) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

fz.
2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I

HERBEF
AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 —

9 M e va
EixEis

B 11 FEI e EE R A A B B A%

2 ATIRUE /N, AT AR B/ IR T 28 H 30 2718 24 Fi i i 4 1) ssid 7 FAST_FWR310_02",

TR QR H U R R C IR R B Fh A ssid, T N B E CEFEEANRET, W4 E T
R

3. i AR AR password J5, il “TFIRECM .
T AN Y S IR TTR VN
[JE, e ER ] a5 B

+WEBSERVERRSP : 1 /) R R E M

WIFI CONNECTED /] RERIEE#E

WIFI GOT IP /] FEER G FREE 1P

+WEBSERVERRSP : 2 /) REFEANBRFREER R ERE, LT IUER WEB XK

5. HTER I, /N e BT A -
[, AEAR H R an R e R

S

+WEBSERVERRSP : 1 /) REREBSHEM, RAFEZAREHENLKZR IP B &, MCUL
SN AEREZAMERREIHR, B W AR, NRRF X

&

o

FHEAN HEbs AP AP T-HL AR IEFERC R A UL AP, U PORTR S A ssid, i
T AAHLE AP (1) password , IFARIEHETR LI TIFFAL AP RIRT (AR FHLSCFEF R TIF Wi-Fi #1935
MR, AR EITTIF AL AP).

L e E /IR P TR AL LGS BRIHE, S AAPLIGT Y password Ji5, it “TFAAHECM 7.
2. FEEM G, FERENERR CEETALGE T ERRE, IHREAYLTFYLSGSE LIPS, I ESP32

BRI H Bl R B A RO AR i

3. BC P £ RAE /IR e DU TH 194 52705 DA B A 1 i o1 P8t 5o “Re AR H AR AP AR AHLIE 4L
SO, 5% L3
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FAST_FWR310_02

Message

| ERESIE

P 120 /IR PRIV AR B o 17

Espressif Systems 251 Release v2.3.0.0-esp32c3-138-g792c138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 4. AT #y2 R

28 Ko PoYy e

P 130 BRI A/ MR P
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FAST_FWR310_02

1234567890

connecting

| BRI

[l 14: /IR JE 2l ESP32 REHGE SR
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ARG

Eo IR Ih

RAET

Pl 150 /IR ) B
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el 160 /IR P T 194 2 I A T
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T RmEAN SSID

066888666

Message

FHNFEN RS

& 17: % AAHL AP |y password
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666888666

Message

AR FHAS

Bl 18: THIRIEEAL AP
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T WL HERR
BEWT 1: FEC TOTERCE RS B AR R . TR A ESP32 i) Wi-Fi AP 2B IERIH R, VAN AP [
MRECE, IFHAC L8 A LRI AT 652 8205 FH web server,

eI 2 BCR BTSN CIERE AP R, TR M A i Wi-Fi R DIRE RS TTIT, K ESP32
By Wi-Fi AP 275 IEWIFFS, DAJ AP (1 ssid, password 275 4% Fik BRI TRCHE

eI 30 FCMBTHEMCENER R “ RGERERY Wi-Fi BCELEN” . 3 T3 60 L% ESP32 Bk AP, Hfiik
ESP32 #iHf) ssid. password C 25 IR Fidkt b BRI T RO E

4.6.4 ENGE/ DR OTA [fESF2%
G /NP SCRFAE R 52 ) ESP32 B WY T2, 5% Biddc B ESP32 % & -4 W AP TR 5E

ESP32 B & (AR AAEM M e S, AN ERRE) . SR EE, SaHA4T OTA [E Tt
F AR5 S BE A AT OTA BEPETIERML, 5254 A Rl W &5 14T OTA B 2

4.6.5 ESP32 {§i ] Captive Portal Jjfig
Wi
Captive Portal , J2—Fh “SRHENAIET T $R, 248 ] 3+ Captive Portal f station #5742 3|2 {1t Captive

Portal g 55 1) AP £ i), Hfill & station 15845 1A Wi 2 B % 248 2 9 T . B £ & T+ Captive Portal [/}
2, 5% Captive Portal Wiki,

2 BATEOLR AT web IR B %I fE, AJLAMEE . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support G
ZUIRe, REHiFE LR (3% %iF ESP-AT T42) . WAk, BHZIIRE, P8 SEUE MG/ DEF #ET
e = OTA [EITHR I A 2E DTk, R SUACAE B I ks 17 1) AT web It 2T BE -

JE ] Captive Portal THREESS , 5% LiRBLIR 1% &% 4% ESP32 3% % W H (AL 852 i ESP32 Bith (it &, 4
J& 1% ESP32 4511 AP:

WLAN &

o] F§ WLAN %z&

pos_softap —

0
SR (RBR/AID) '

& 19: #4:FT I Captive Portal TIEER) AP

M _FK, station $£51EH:F] T Captive Portal ZHER) ESP32 %4510 AP )5, $/~ “FEFANLE", KRGk E
SIS, B S AT web 11 A0 . #5AGE H shBkEE, iEARYE station WA H9HRR, sy “INIE”
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b BRI “pos_softap” # LA FR, Falifilik Captive Portal H ZhFTHHI¥i#s, #EAF] AT web (¥
F 5 .
s WL BB

BEW] 10 GlAEAU7 (station Wgy. AP ix4) #FSCHF Captive Portal DJfEA RECRILX DN AEIEHMEA, UL,
R TERE BSP32 4511 AP JERHER “FaskANIE”, IFHICH H3EA T AT web (9351, "IHERZ
station L5 AN SZRFIZTIEE, ULH, TS LRk B % 5 2 i B 12 8 (1 BRI TF Zh4TIF AT web (1)
B R

4.7 HTTP AT 75

AT BRI ESP32 e LasfTHTTP AT 44 % 2 IR 1l .

HTTP % p 3% HEAD % £ 7 %

HTTP & P 3% GET i £ 7 i%

HTTP % p 3% POST & K 7 % (&8 F POST 'y &3k )
HTTP % F 3% POST & K. 7% (##H 7 X))

HTTP % 7 3% PUT #5 3£ 7 i%

HTTP % F 5% DELETE # % 7 %

B p] ESP-AT G HTTP % i I fE -

4.7.1 HTTP % )3 HEAD %2k Ji i

ZNBI LA http://httpbin.org {E25 HTTP iR 5% .
L RE ) &E.

’AT+RESTORE

M B <

[ox |
2. P Wi-Fi #8354 station,

’AT+CWMODE:1

Nl i <

E |

3. JEHEK AR

’AT+CWJAP:"espressif","1234567890" ‘

M .
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WIFI CONNECTED
WIFI GOT IP

OK

LR
o Bk AR SSID A A BERR 3R v AN TR] 5 R0 % H #5517 SSID FI% A
4. K%k —> HTTP HEAD K. % H opt 4 1 (HEAD %), url § http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).,

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1
Mg |3«

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

AR
o ROREREI HTTP SGER(E 5 n] 5 _Eidm B g A F] o

4.7.2 HTTP %y GET i :K Jj i

AFIPAF 88— PG &2 R i SC Bl . B R &84 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

L RE T BLE.

i
’ AT+RESTORE ‘
Mg |3«
o |
2. B Wi-Fi 25} station.
i

’AT+CWMODE=1
i B -
[ox |

3. EREH .

’AT+CWJAP:"eSpreSSif","1234567890" ‘
Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

LK
o fka A SSID HI RS i REER_Ead v H AN o i B SR B ph 45 SSID RS
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4. Jik— HTTP GET i3K. % H opt H 2 (GET ¥:), url i https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,

transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform.jpg",,,2

Wi

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>

mntrRGB XYZ <0x07><0xce><break>
<0x02><break>

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcid>y<0Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0x£f0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>]| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9¢c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]1<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.7.3 HTTP % i POST iRk Jj7k (G T POST b i)

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L PR .

AT+RESTORE

M .
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’OK

2. P Wi-Fi #8354 station,

’AT+CWMODE=1

i B <

’OK

3. MR oA

’AT+CWJAP:"espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK
K
o T4 AT SSID RIS A] BEER B A S BN o 1 8 AR % B 5 17) SSID F4% S
4. )% % — 4~ HTTP POST % K. &% & opt 2 3 (POST J ¥) , url N http://
httpbin.org/post, content—type A 1 (application/json) , transport_type N 1
(HTTP_TRANSPORT_OVER_TCP),

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\

<"HET
Wi K7 -
+HTTPCLIENT:282, {
"args": {},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {1},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=

+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}

"json": {
"form": {
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
LK

o BHRIEN R ZE R AT e -5 bk B2 A ] .
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4.7.4 HTTP % /i POST iR ik (et i)
MRS POST 8l AN 2, Ca@d T & AT I8 WK EEEIMH 256, I @ WA DA fl
JJAT+HTTPCPOST 4.
%/l LA http://httpbin.org {24 HTTP lRd54%, $RIEHN application/json.
L RS .

e

’AT+RESTORE

Wi K7 -

[ox

2. B Wi-Fi f25} station.

’AT+CWMODE:1

Mg <

’oz<

3. EREH .

’AT+CWJAP:"espressif","1234567890"

Nl <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o A SSID FIE I ] iR i ar & P RTR] . 56 A % B 45 ) SSID FIEfH
4. Post 5 & K H ¥, Z @SR E HTTP Ll F B & K 2, 4 2 connection F
Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,
R ARAEEE post 1) JSON FHgan T, KJEH 472 575,

{"headers": {"Accept": "application/json","Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}

AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

i . <

OK

>

iAm Y RIR AT SR IR R AT 8, U RT DA A B, 24 AT Bedfe 3 il d KRk 2|
<length> J5, HHEEHTI.

+HTTPCPOST:281, {

" args ". { } ,
(N oiakzn)
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(£ L£50)

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\", \"X-Amzn—-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4b£f5218070413\"}}

"

"files": {1},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"
}l

"json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace—-Id": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"
}
}I
"origin": "20.187.154
+HTTPCPOST:45, .207",

"url": "http://httpbin.org/post"
}
SEND OK
AR
* AT it > “FAF)E, HTTP body W HYHRFIATAFA 5 B8 SCFAFIATHE L, AT EDABI T4
(CR-LF),

4.7.5 HTTP %y PUT iR Jj ik

/R BilA http://httpbin.org {2 HTTP g 554 . PUT 35K S0 Al 745 h 240 K.
LRE 1) e

’AT+RESTORE

N . :

’OK

2. B Wi-Fi f25} station.
i

’AT+CWMODE:1

M .
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’OK

3. JERS AR

iy

’AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PP :
o Bk AR SSID A n] BERR 3R v BN Ta] o 5 SR % H #5517 SSID FI4% A .
4. kiE—A HTTP PUT iE3K. i%E opt 2 4 (PUT J7¥%), url A http://httpbin.org/put,
transport_type 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,,1

Mg |«

+HTTPCLIENT: 282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140, 0ot=1-61503d41-1dd8cbe0056190£f721ab1912"
}I
"jJson": null,
"origin": "20.187.154.207",
"url": "http://httpbin.org/put?user=foo"

OK

LK
o BRI A5 R T RE-5 i B P AN o

4.7.6 HTTP % )i DELETE 2K Jjik:
ZnBIVA hitp:/httpbin.org {125 HTTP [z 54% . DELETE J5 35 1 FIMERAR 55 &% L9958 . DELETE #3K 19
S 5525 -

L PR .

iy

’AT+RESTORE

i B -

’OK
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2. PEE Wi-Fi 814 station.
s

’AT+CWMODE=1

N . :

’OK

3. EREH .

i

’AT+CWJAP="eSpressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

YiHH -
o Bk A SSID AR T BERR 3R a2 AR o 5 R0 % H #5517 SSID FI4% A
4. %i%—>HTTP DELETE K. % H opt to 5 (DELETE }{), url N http://httpbin.org/
delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP),

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1
R
+HTTPCLIENT:282, {
"args": {},
"data": A\l ",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
YHH -

o QORI A5 R AT RS _Eadk i AR AN

4.8 ESP32 Classic Bluetooth AT 7134

A CRY F B ESP32 %45 12T ESP32 Classic Bluetooth® AT 44~ 1& 6y W EA -
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o VA K R A5 5D W iE R E PC Ao ESP32 219 3% 5 SPP i 455+ H.i% & 10 #& 7 % Nolnput-
NoOutput

o VA B X EAS B IE R AE PC 4o ESP32 Z 7] 3% 5 SPP % 455 Bi% & 10 48 /1 4 NolnputNoOutput

o EHFWERH PC Fo ESP32 2 I8 3% 5 SPP %355 Hi% & 10 4% 71 4 KeyboardOnly

o A ESP32 Fr ZARZ 1) 3% 51 SPP 3%

o 35 A2DP % 3:5F )2 A A2DP Sink 3538 &

o il FoiF M Classic Bluetooth 7o 3515 &%) &

=

B [EBRAIAAS S EF Classic Bluetooth 1y 4, 18255 U 4o 77 /& il ESP-AT #2 3¢ 35 7 {fifig Classic Bluetooth
A\
o

4.8.1 DLl % MBS AEE 2L if i PC f1 ESP32 Z [njidt vy, SPP JE42 )1 H.ix B 10
fie J7°4 NoInputNoOutput
TEABI, FEHEE PC A EHL, ESP32 WMAL. Bl T anfiTEsr SPP %z .

1. Classic Bluetooth #J 154, .
i

’AT+BTINIT=1
i Y«
[ox |

2. Classic Bluetooth SPP 1My ¥ 4G 40 F: HAX B €6 °H slave,
ros

’AT+BTSPPINIT=2 ‘

N . :
[ox |
3. P¢'E Classic Bluetooth 14544 Ff o

’AT+BTNAME="EXAMPLE" ‘
N . :
[ox |

4. $#EE Classic Bluetooth Ff#i#= o] & BL T 2 ,
e

’AT+BTSCANMODE=2 ‘

M B <

[ox |

5. % B Classic Bluetooth %4> &%, & & io_cap N NoInputNoOutput, pin_type 4 fixed,
pin_codeto 9527,

’AT+BTSECPARAM:3, 1,"9527" ‘

Nl -

[ox |
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6. FFJ5 Classic Bluetooth SPP /38,
e

’AT+BTSPPSTART ‘

M. :

Lox |
7. BEh R EEE PC AR ER .

Rl PC W REHRFI 4 “EXAMPLE” HYME A 35eet . QRSB PC AR IEHIT i # T
HEHE, ESP32 3R

’+BTSPPCONN:O,"eO:24:81:47:90:bc" ‘
K
o ORIE bk AT RES AR b AN ] .
8. hik 4 FATHE.

s
’AT+BTSPPSEND=O,4 ‘

i B <

E |
g > KR AT HERAFRCHR D80, B EsmT DA AR, U8 KA 3| 240 <data_len>

AR, PATE AL,
A 4 FARE, Bl ABdEE test, ZJE AT M HPATEER.
[ox |
WA :
o G AR it AT+BTSPPSEND fr S E KL (n), WARGLMW)Y. busy p..., I
RIRBARII T 0 AFAT, KIRSERUSI R OK.,
o AT HiH > FAFG , s T A RRIR TN TE B SRR TR L, AT AR T4 R (CR-LF),
9. Falf 4 FATEE .
R BNHIEEE PC &% 4 R8s (Bdih test), WARFKXIUR:

’+BTDATA:4,test ‘

10. KiHF Classic Bluetooth SPP %4,

’AT+BTSPPDISCONN=O ‘
Mg 3.

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

AR
o BRECE R HhE AT BB -5 _Eadme B B ]

4.8.2 UIEELBRERBIRIGH PC Al ESP32 2 [&: )y SPP &)1 H.¥tH 10 fith
& NoInputNoOutput

FEABI R, BRIk PC ML, ESP32 MAHL. ZonBlER T Unfa s SPP i .

1. Classic Bluetooth #1541k .
e

AT+BTINIT=1

M .
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’OK

2. Classic Bluetooth SPP 1My 4G40 Ft HAX B (6 °A slave,

’AT+BTSPPINIT:2

Mg K7 -
’ OK
3. % Classic Bluetooth 15544 F5

’AT+BTNAME="EXAMPLE"

M B -

’OK

4. $EE Classic Bluetooth 3= o] & BL T i 4 ,
e

’AT+BTSCANMODE=2

i . <

’ox

5. % B Classic Bluetooth &4 Z: %, & & io_cap N NoInputNoOutput, pin_type H fixed,

pin_code 24 9527,

’ AT+BTSECPARAM=3,1, "9527"

i B -

’OK

6. FfJ& Classic Bluetooth SPP /38,

’AT+BTSPPSTART

i B <

’ox

7. B e PC Lk .
#ah g PC W BEFEN 4 A “EXAMPLE” (W5 F %4 WIRFE BTG PC &R iER & T
VR ESP32 ¥R

’+BTSPPCONN:O,"eO:24:81:47:90:bc"

LK
o QORI IR AT RE-S5_E A AP AR
8. TEE RN A

AT+BTSPPSEND

M B -

OK

>

R R AT B8 B ERR .
AR
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o AT FEAFEERGE, H B L2 BB i eE PC .
9. {F 1k KB .
TEFAL R R F S R, 2R B E B ) — L 8dE +++, WRGRSRHES Lk, IiE 2% R
Ly, HET 4% AT @4 HHE, WREEEEITFHA +++, A 0l 55 i) A8 1M A e gk
TRHTESE = +. B4 5 7% AT+BTSPPSEND

WP T +++ TR EE AR, FREER AT i, Sl n] A AT+BTSPPSEND fiy
AR A

10. WrFF Classic Bluetooth SPP i##% .

AT+BTSPPDISCONN=0
M B -

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

PAE
o BHRIE R HhE AT BE -5 _Eadme B2 A ] o

4.8.3 Afefeghliifisk s PC Fl ESP32 Z[aj&d . SPP ¥E#:31 H.i% ¥ 10 & J1 4 Keyboar-
dOnly

Zat R E AR S A A X A B iR F PC = ESP32 2 W32 5 SPP % 3:5F Bk B IO 42 h A
NolnputNoOutput iR i) —Hf . ME—F X FIET L ESH0LE

1. Classic Bluetooth #1514k .

’AT+BTINIT:1

M .

B \
2. Classic Bluetooth SPP #X# 4G 4L F Hi% B f 8K slave,

’AT+BTSPPINIT:2 ‘

M .

[ox |

3. ik Classic Bluetooth {4544 K
AP -
A

=

’AT+BTNAME="EXAMPLE" ‘
M B -
[ox |

4. ¥# Classic Bluetooth i A n] A& PR o] %4 .

e
’AT+BTSCANMODE=2 ‘
M B -

[ox |
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5. % B Classic Bluetooth %4> &%, & & io_cap N KeyboardOnly, pin_type 2 variable,
pin_code S 9527,

’AT+BTSECPARAM=2,0,"9527"

i . <

’OK

6. FJ Classic Bluetooth SPP 31

’AT+BTSPPSTART

i B <

’OK

7. BEh R EEE PC AR ER .
i iG e PC W] DAKGR I = 2E PIN f, 50l DATE ESP32 i A PIN fi5,

’AT+BTKEYREPLY:O,676572

WRERH N, RGN SRR

’+BTSPPCONN:O,"e0:24:81:47:90:bc"

A
o M AR PIN i nRE S iRy S igARIa] . 58 FH B SLh PIN i /LEr .
o BARIE| ik v GBS _Fad e i A AR TE] .
8. Wi Classic Bluetooth SPP %3,
zs

AT+BTSPPDISCONN=0

N . :

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

AR
o BB R HIE AT RE -5 _Eadme B B AN ]

4.8.4 {EWIA ESP32 JFRBiZ il SPP ¥

N P ESP32 TR MR B, — BN L, B,

W FEVN R BIR PA E T KA R 2 B A ATRI AT, DA AL Sk i A R 2 E M L
PATRINT o AR AR R B R E e s B0 N5 2 AL A LR AT o

1. Classic Bluetooth #1514k .

’AT+BTINIT:1

M .

’OK

2. Classic Bluetooth SPP ¥MX W] 154k
FAL:
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’AT+BTSPPINIT=1

N . :

’OK

ML

’AT+BTSPPINIT=2

M. :
o
3. #E Classic Bluetooth 158544 F1
MAL:
i

’AT+BTNAME:"EXAMPLE"

Mg K7 -

’ox

4. B Classic Bluetooth 335555 o] & B vl %4,
MAL:

AN A -
g

’AT+BTSCANMODE=2

W

’OK

5. % B Classic Bluetooth %4 5%, & & io_cap N NoInputNoOutput, pin_type H fixed,
pin_code i 9527,
AL

’ AT+BTSECPARAM=3,1,"9527"

i B«

’OK

6. FFJ& Classic Bluetooth SPP /¥,
ML

’AT+BTSPPSTART

Nl B -

’OK

7. F)g & B Classic Bluetooth Ji] Fil 5 £ B ERFLENF RS 10 B2, BT RAMSCEN ) [=1 57 (R %5k 10,
FHL:

AN A -
e

’AT+BTSTARTDISC=O,10,1O

M B -

+BTSTARTDISC:"10:f6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0,-34
+BTSTARTDISC:"24:0a:c4:d6:e4:46", EXAMPLE, ,,, 27
+BTSTARTDISC:"10:f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-33

(N 4kZE)
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(£ L£50)

+BTSTARTDISC:"24:0a:c4:d6:e4:46", EXAMPLE, ,,,—-25
+BTSTARTDISC:"ac:d6:18:47:0c:ae",,0x2,0x3,0x2d0,-72
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,,—26
+BTSTARTDISC:"10:f6:05:f9:bc:4£f",,0x2,0x3,0x2d0,-41
+BTSTARTDISC:"24:0a:c4:2c:a8:a2",,,,,-50
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,,—26
+BTSTARTDISC:"10:f6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0,-39
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, 23
+BTSTARTDISC:"10:£f6:05:f9:bc:4£f", realme V11 5G, 0x2,0x3,0x2d0,-36
+BTSTARTDISC:"10:£6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0,-41
+BTSTARTDISC:"b4:a5:ac:16:14:8c",,0x2,0x3, 0x2d0, =57
+BTSTARTDISC:"24:0a:c4:2c:a8:a2"
+BTSTARTDISC:"b4:a5:ac:16:14:8c"

OK

i
o WP LA TR S LR i A R A
8. 757 SPP 4%,
FHL:

AT+BTSPPCONN=0,0,"24:0a:c4:d6:e4d4:406"

Mg .«

+BTSPPCONN:0,"24:0a:c4:d6:ed:46"

OK

BiH :
o WA _LaRay A, 3RS MALHBIE .
o YR EEEE ST, MWL N &4 7R +BTSPPCONN: 0, "30:ae:a4:80:06:8e",
9. WrJT Classic Bluetooth SPP j£#%.
MAIL:

AT+BTSPPDISCONN=0

i B <

+BTSPPDISCONN:0,"30:ae:a4:80:06:8e"

OK

AR
o EHLFMBLER AT DA S W F i 8 .
o UR B NI, FHLEN SRR +BTSPPDISCONN: 0, "24:0a:c4:d6:e4:46",

4.8.5 & A2DP #ER: I A2DP Sink #5350k

g
o ffifl A2DP Sink FEEFHOWM 125 AR w1kt 128 A AIES1ES % a2dp sink
o

* decoder I AR IR AU BTG 2R EATUS 0 s 1 BB T B AR«

1. Classic Bluetooth #J 154k .
i
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’AT+BTINIT21

N . :

[ox

2. Classic Bluetooth A2DP $MX#] 54k F H % B @4 sink,

’AT+BTA2DPINIT=2

Mg J3

’OK

3. #%& Classic Bluetooth 15544 F5

’AT+BTNAME:"EXAMPLE"

M B -

’OK

4. $#EE Classic Bluetooth = o] & PU T 82 .
i

’AT+BTSCANMODE=2

i B <

’OK

5. HESTIERE
source fi A REFRF 4 “EXAMPLE” (WA 4. TEAG A 0T DAGE HT R0 A% 3l i 37 i e
RSN E ., ESP32 R

’+BTA2DPCONN:O,"eO:24:8l:47:90:bc"

LK
o QORI HLIE AT RE-S5_E e B A AN
6. JHIATRICE K -

’AT+BTA2DPCTRL:O,1

Mg K -

’OK

PR
o TIPS % AT+ BTA2DPCTRL
7 AF RS R

Py N
e

’AT+BTA2DPCTRL:0,0

Wi K7 -

’OK

R
o T A 5% AT+ BTA2DPCTRL.
8. WiTT A2DP %%,

i

AT+BTA2DPDISCONN=0

M B -
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OK
+BTA2DPDISCONN:0,"e0:24:81:47:90:bc"

4.8.6 iy Classic Bluetooth Jiiiss 45 414

L PRIBUIN S B #5134

’AT+BTENCDEV?
Mg J3

+BTA2DPDISCONN:0, "e0:24:81:47:90:bc"
OK

L
o WERZEIA RSB ER, AT AR oK,
2. ¥4 Classic Bluetooth fiI 255 #5511 32,
A WA 0] DTS RN a8 1 2
1. A2 {EMH BRI 20 25 A i 48 E 1384

’AT+BTENCCLEAR=O ‘

M 5/ -

[ox |

2. MBS A A

iy

’AT+BTENCCLEAR ‘

M Y =

[ox |

4.9 Sleep AT 713451

AR RPN A2 BRI AT ESP32 22417 i B AT iy S50 BRI

o AN

o & Wi-Fi #2 X TFi& E A Modem-sleep #2 X,
o & Wi-Fi #: X, Fi& & 4 Light-sleep #2 X,

o AT A TIRE A Modem-sleep 43 X,
o AT EIES TR E A Modem-sleep 4% X,
o AT A TR A A Light-sleep 42 X,

o E¥TEIES TR E A Light-sleep 12X,

o % H A Deep-sleep 12 X,

49.1 T4

ESP32 ZFR N SeBbry AT BLEOAR , W] DATERS [l B B R 2 () D048 . 24T, ESP-AT SZRpPAR PUFHZh
FERR (CEZRIRIBEATE S5 BB ) -
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1. Active B R EHAT TARRES. AT AR, EERIIHES

2. Modem-sleep #izl: CPU RliafT, HIBRAI#EACE . Wi-Fi Bay, W 3oy fUoC i .

3. Light-sleep #i: CPU #{5i21T. RTC fF-iE#8FISME DA ULP th b BEZRIZAT . AT it
(MAC. F#Ll. RTC @25k AN W) # Ml b

4. Deep-sleep fiz: CPU MBI A, HA RTC fFifigsfl RTC ShxcAb T TARRE.

BOAKOL T, ESP32 XAERGE LG dEA Active B, 24 CPU ATFHFE—E TAERS, BlUnSERroMEE ol
WL, ARG DABE AR IAERL

ESP32 [ II#E, 2% ESP32 RS HEARMME

S pie
o REOTHEIATE Wi-Fi BECHIE A B0 N R ESP32 BN MEAR AR .
o YEEA Wi-Fi i, HA station Bz Modem-sleep B F1 Light-sleep iz,
o AT UE BT Light —sleep Bist, iRINBAETE 32 KHz fifk. WURAMBARTEAE 32 KHz
indli, ESP-AT ¢ TAF7E Modem-sleep #%:X.

IR WIRPS

St G A R T B SR T, U A O A R AR S AL T
WAERN S5 TR, (FE, EPITRBUURE T ESP32 , SNETCHIYEHE.)

Digit Multimeter

B EEE e

EEEEE

FEEEFTaSaTdiiN

ESP32_DevKitc_V4

& 20: ESP32 T {1145
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4.9.2 AF Wi-Fi X F %8 A~ Modem-sleep 5\

1. &5 Wi-Fi 4 station fx,
i

’AT+CWMODE:1

i . <

’OK

2. B HAR .

’AT+CWJAP:"espressif", "1234567890"

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PAE
o AR SSID BT AEER Lid iy P AOANIF] o 35 T R e 45 Y SSID AT
3. WERIREAN Modem-sleep 55X
et

’AT+SLEEP=1

Mg 3

’OK

i
o RF ¥HR¥5 AP [¥) DTIM ZE3 X M] (B as— i E DTIM A 1),

4.9.3 1E Wi-Fi BiX T % ¥ b Light-sleep i

1. %% Wi-Fi 2% station 3,

’AT+CWMODE=1

i B«

’OK

2. FERRpKHAR. BCEMWTIRIRE N 3.

’AT+CWJAP="espressif", "1234567890",,,,3

i B <

WIFI CONNECTED
WIFI GOT IP

OK

LK
o %A R SSID MY Al REFR ik S rr AT o 35 B R0 b 5 SSID FIZE RS .
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3. BEMKHUEAN Light-sleep F55K.

s

’AT+SLEEP:2

Mg Jo

’OK

ke
o CPU 52 HahRHR, RF MISHRIGAT+CWIAP B A T[] B 52 3 54 P

4.9.4 AEESF)HRA B BEh Modem-sleep Fi5X

L. W i
s

’AT+BLEINIT:2

g Jo

’OK

2. WEMEH) RS BEMEE) R 1s,

s

’AT+BLEADVPARAM=1600,1600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO"

Mg J3

’OK

3. JHUE R

G2

’AT+BLEADVSTART

Mg |3«

’ox

4. #H Wi-Fi,
oS

’AT+CWMODE=O

N . :

’OK

5. WHERIRAEACH Modem-sleep #52.
iy

’AT+SLEEP=1

i B <

’OK

4.9.5 AEWZFEREE T % ¥ Modem-sleep 55X

L R AR i 0 2 1R 55 S o
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iy

’AT+BLEINIT=2 ‘
Mg |3«

’OK ‘
2. JPRUEFT i

frd

’ AT+BLEADVSTART ‘
Mg |3

’OK ‘
3. HRpER.

WA FER AL A, W AT R8s

+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
AR
o TEXAIRBIF, AR P il 47:31:86:dced:7d,
o %t F £ % {5 A (+BLECONN and +BLECONNPARAM) ., % % % AT+BLECONN

FNAT+BLECONNPARAM #EUHE {58, .
4. BT ER SR WEEA TR 1s.

Eﬂé>

’AT+BLECONNPARAM:O,800,800,0,500 ‘

M . <

[ox |
WAIERESECE N, W AT RFa4R:
’+BLECONNPARAM:O,800,800,800,0,500 ‘
K

o % T4R{EH (+BLECONNPARAM), i%:% AT+BLECONNPARAM $EUH 215 5 .

5. 2 Wi-Fi,

’AT+CWMODE:O

g Jo

’ OK ‘
RERFE A Modem-sleep % .

B
AN A -
iy

’Z—\T+SLEEP=1 ‘
M B :

G \

4.9.6 Al A) 7k F ¥ E b Light-sleep X
L. HIaRA R €0 6 2 R 55 i -
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e

’AT+BLEINIT=2

Mg |3«

’OK

2. WEBRA) RS WEEST) RN s,

’AT+BLEADVPARAM=1600,1600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO"

i B -

[ox

3. JHR

’AT+BLEADVSTART

i B«

’OK

4. 2 Wi-Fi,
LS

’AT+CWMODE=O

i Y«

’OK

5. BEMKHEN Light-sleep F3K.

’AT+SLEEP=2

N Y. :

’OK

4.9.7 AP EEEA T Bk Light-sleep 85X

L WAR AR i 0 A A 55 i o

’AT+BLEINIT:2

M B -

’ox

2. JHR)

’AT+BLEADVSTART

M B -

’OK

3. S
WEREERGH LN, W AT ff 23
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+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM: 0, 0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
BiHH -
o FERXARGIF, W AR Pm il A 47:3f:86:dcied:7d
e %t F 4% % {5 B (+BLECONN and +BLECONNPARAM) . i% % #AT+BLECONN

FIAT+BLECONNPARAM 3B 245 ..
4. EHREASERESE . WEESERRER s,

’AT+BLECONNPARAMZO,800,800,0,500

Nl B <

’OK

WREE SRR, W AT fF&4R:

’+BLECONNPARAM:O,800,800,800,0,500

K
o STTHERIEE (+BLECONNPARAM), %% AT+BLECONNPARAM KU Z2(5 4. .
5. ] Wi-Fi,
iy

’AT+CWMODE=O

W R

’OK

6. BCEIKHRA AN Light-sleep £

e

’AT+SLEEP=2

Mg [

’OK

4.9.8 ¥t¥h Deep-sleep i,

1. EERIEFECH Deep-sleep iz, X' deep-sleep Ff[a] 5 3600000 ms,

’AT+GSLP=36000OO

M . <

’OK

LK
o BOERRIENG, Bef H SMeRE, VAT R MERRMLREAE , SRS g AR -
* T Deep-sleep #i3, ME— ML 5 T4 7 IR o
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Il g ERIDE 2 3 O AT TR

51 4%k ESP-AT T4

ASCRETEAN N E3 T A 3% ESP-AT TAR, FFR5A4 slin B 5k 1) ESP32 i M4BERIN B 7 & 4 04
B) P OV TR, IR A E LAT 55 v &, K4 5 TR % ARy K 45, IR 2G0T Bigm i
ESP-AT T2,

511 PRAIDER
AR T TP IR, SEA ESP-AT TRERVERE . FRIGZCH . L. ik DA Sobes.

o % —%: ESP-IDF Heift A1)
o % —%: 3IESP-AT

« =Y wHORE

e FwY: LG

e B AW WLETAL

o B BmiFTAE

o B RFEIFEZE

build.py # %

51.2 45— ESP-IDF i Al]

1E41E ESP-AT TREZ 1, 155+~ {#/1] ESP-IDF, [N’} ESP-AT ;2T ESP-IDF JT %Y.

5 A ESP-IDF v4.3 MUt A1 30R 1946 %, 56 hello_world TRMMEE . Hi%bAK FREMAE
ESP32 JF 4B 55 3%

il WP, HARGCEREE, SRAVEESE P R, PAZAZE ESP-IDF -4 fR A1
GUNEZ L

Se_E—2 1) ESP-IDF O A5, f#n] PAJFAG T ESP-AT TR 415

283
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5.1.3 &5 2b: 3RHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
T ESP32 RAIALA , DA B Rz 4T ESP-IDF 4.3 CMD,

cd %Suserprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

S AT E B 5 GitHub A [ ME, W] DA ] git clone https://gitee.com/
EspressifSystems/esp—at.git F3KEL ESP-AT, W HESEE P,

ESP-AT ¥ 2k £ Linux #l macOS [f{] ~/esp/esp-at. Windows [{{] Suserprofile%\esp\esp-at,

ik FEASCRY Y, Linux Al macOS #:/E R G:H ESP-AT fBAN L2 KL N ~/esp; Windows #E RS
HIERIAIE 1SN Suserprofile$\esp. LI DARF ESP-AT ZAEfEATA B ISR T, (HigHE B
AT AT Br e . R, ESP-AT A SRR A SIS

51.4 52 2P

AT H TH install SRZLEHMITE, B2e%E T H R B 3 % 25 (KM 1) Python £, ESP-IDF {3 J# DA J&
ESP-IDF {K#ffif) dikas . T HE,

 Linux 5{ macOS

’./build.py install

¢ Windows

’ python build.py install

WNSRIE SR — LRI, 150 ESP32 B PR DA i B il .

e PP Platform name, 4N ESP32 &% 45i%$E PLATFORM_ESP32, Platform name Hj fac-
tory_param_data.csv i ¥,

* %# Module name, 440 ESP32-WROOM-32D ## 21 1% £& WROOM-32, Module name [ fac-
tory_param_data.csv i %o

* JFHBEEH silence mode, Jo FHEPRFINER—L8 HEFF BB/ — MG O FIg4EH .

o {1 build/module_info.json XHAFE, PR = A ECERTFASHI. HiL, REHE
LB R, T Bz .

5.1.5 SEPUb: R
{41 USB 2L 46r ESP32 #4545 3 PC £, DUN B PFAIFH H A&, PRI It prid 4. TR, gk

BAE R R P AR K% AT fr SN AT Wi, WIRTEEEST “AT a7 8, T BRI
FE IS B B % e fTiX B AT 3% 2 5.,

5.1.6 B hzb: ME TR

2470 H T.H menuconfig Rl E .
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* Linux B{ macOS

’./build.py menuconfig

¢ Windows

’python build.py menuconfig

WERPAEBTA S BRI RS, W23 R TR

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration ---=
Bootloader config --->
Security features ---=
I
Partition Table --->

optimization level (Debug) --->
Component config --->

< Exit > < Help > < Save > < Load >

B TR - RO
SR BT DA SR B A TR, Q0o AT s VA M. RN s Fohbeds, R MBI E, o
i IR BRI T B i T AR
51.7 N ST R

BITPA T i 2 gmik LAE.
* Linux 3{ macOS

’./build.py build

* Windows

’python build.py build

R T AT, BRI, SRS AT ota 48 IR/,
FIFSEGATE build/ factory M N A I QIFHR=EIE. B 215 Bi55 WESP-AT B4 £ 5.
51.8 L BekFikss

BT AN A2 RE A B [ Bk 21 ESP32 4% b
 Linux B{ macOS

’./build.py -p (PORT) flash

* Windows

’python build.py -p (PORT) flash

VERE ) ESP32 & 1 HR LA B (PORT) o B 4 MRN8 ERF [l (Fe sk B flash o 3R TR B
B (PORT) .
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4 F ESP-AT bin ANEE)E 3, I HATEIH “ota data partition invalid” , %3147 python build.py
erase_flash RERIEA flash, IRIFHFTFER AT .

5.1.9 build.py 5 7k

build.py AR ET idfpy B2 T EH (B idf.py <cmd> HIEEYH ST build.py <cmd> H),
A AIB T A T a2 AR E L k.

e Linux 5{ macOS

’./build.py -—help

¢ Windows

’python build.py —-—help

5.2 Wl e AT S 145D

ARSI YA T AT 1B e ESP32 RS FEEH AT port 451 . BRIANTEOL R, ESP-AT fli P4 UART £ 1442
NAT S H . — DT AE (ARFC ARG, 75— MHT R AT Aoy, (PARFRY
Ay H ) o

FEE BSP32 A AT s A, WVi%:

o # 1% ESP-AT 142,

* ¥F menuconfig fit & T. EL5 factory_param_data.csv FEH& HHAE IO R 48 I

o /iF T42, FEbuild/customized_partitions/factory_param.bin AT bin .
o JEH784 bin AR RIEIE S

AR A IMESCGE I, S BRI TR E S R E

ik MBS O AT 6B 0§ 2% (1] AT SPLZ 1, AT through SPT Al (/1] AT £ 871 .

5.2.1 ESP32 %%

ESP32 AT [y H i H A< A BT LA E E SOV VB, W25 (ESP32 RS HFiih &
AR AE

{80 H &0 1A

BOANTEOLT . AREESRALAY ESP32 AT [E/F(E 1] AT UARTO & il fn i H 35

* TX: GPIO1
* RX: GPIO3

1 41% ESP-AT TA2i5, A i menuconfig Fitl & T HAF HAS MO H B -

e ./build.py menuconfig > Component config > Common ESP-related —> UART for
console output
e ./build.py menuconfig —> Component config —> Common ESP-related —> UART TX

on GPIO#
e ./build.py menuconfig —> Component config —> Common ESP-related —> UART RX
on GPIO#
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s g i % S 11 55 D
BOANEOL T, UARTL I %1% AT fi QML AT WRy, HAT R & (A factory_param_data.csv A% H 1)

vart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin f vart_rts_pin %],
AT PAELHZAE factory_param_data.csv 2 FH B i 145 ) -

o FTH A factory_param_data.csv,
o BB PTLERTT
o IRPEFRERE uart_port
o MPRFETILE vart_tx_pin fll uart_rx_pin,
o AT EM AR RIEYIRE, R uart_cts_pin Mluart_rts_pin WEN -1,
o PRAEFRNE .

53 @ AT w4

A SRR T Qe ESP-AT TAR SN e LY AT x4, PAATHTEST fir Nl st A0 T%
RN

FE SC— AR . DIRE RAFIY % 2T A NPT

i K’X.A71W ?
° /17%’ AT 4 op 7

— BN a2 BB T B R
o ZIX—TFE
AP BRIE T X R A2 an s, TR ) FR 2k ik 4 .
LR E)Y A
TRIG A H At
%]wlﬁ}4>fi*i

[ A S0 AT
MATAA 3R B N 89 B

AT frARMIEACRRATTIR, DA FESCIE BN, BRI 3 SO AT a4 1 =il

531 X AT w4

TEE AT Ap8 2, HIcHE AT 224 PRI E
Ay AR«

o G NPA + £k

o THEER (A~2, a~z). B (0~9) MHTSEGF (1, 5. -, . v ), HEIETEILAT 445
o tE

AT G2 W DAVE YRR Mhikar 4. Eifard . WE M MIITam S, B2EES AT 44

5
¢

S E B
AR 4

WG, & XIrHRRBN L. (B AT+TEST SCREAICA FPUFP AL, R e AR RBR R A .
HIRFwiTia

o

uint8_t at_test_cmd_test (uint8_t *cmd_name)

{
uint8_t buffer[64] = {0};

Q)
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(8L 7))
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;

i
i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;
3
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT RESULT CODE_OK;
I3
AT :
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
(QEE3)
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esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

)5, WMesp_at_cmd_struct RiE L AT iy HIGHASCREA, TR BT E LT 4FRHN
+TEST " (FWT O AT) IFSEHTAIRERIR G2

static esp_at_cmd_struct at_custom_cmd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

QRN E SCRAN R, K HRE N NULL,

532 B AT w4

M APl esp_at_custom _cmd_array_regist () KM AT 5%, PAFE2HM AT+TEST HI/RBGIL
i,

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

i W esp_at_custom_cmd_array_regist flIA app_main () H'iJ at_custom_init ().

533 2%k P

WRRC B 588 T IR IE, 590% BESP-AT TREFHBesk i, % a2 B a4 L iE #1847
Slisfr— !

N2 AT+TEST HYizf 7150 .

I 4 :

AT+TEST="?

W i :

AT+TEST="?
this cmd is test cmd: +TEST

OK

A i fr 4 :

AT+TEST?

Wi i ¢

AT+TEST?
this cmd is query cmd: +TEST

OK

BeEm A
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AT+TEST=1, "espressif"

Wi % ¢

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif

OK

WA 4

AT+TEST

Wi i ¢

AT+TEST
this cmd is execute cmd: +TEST

OK

534 @ LRI E
ESP-AT B4 Hfesp_at_result_code_string index X T —LikEE S, WLk A EIES AT
JH H.

W T return BEGR FREE, WAJJHH APl esp_at_response_result () RiREaSHATE R . 7]
FEAHS  [EHEE ] API fl1ESP_AT RESULT_CODE_SEND_OK MESP_AT RESULT _CODE_SEND_FATL,

BN, 24 AT+TEST BT 2 AR5 2R 8k MCU K ik¥diit, Mesp_at_response_result ()
Kkl kg A, return ARXORAR B @y A PATEE R, RBRILAITR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W& B MCU R BEM OB OE R E
send_data_to_server();

// & [ SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

AT R I

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK
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535 RMESE

ESP-AT 42t LAF P4~ APL 3R Hin & 24

e esp_at_get_para_as_digit () WIRBFESE.
* esp_at_get_para_as_str() ﬂ%ﬁl??ﬁ%%éﬁo

IR RARAT G 4.
53.6 AWt H

AT AU E R L i S RO RS AL
IR SRR LR = ¢

o HwkiR B — i Ak
A e S 8

B 8RS AT+TEST iy 9y <param_2> Ml <param_3> ZHWENESH, HH <param_2> Jhk
TEH, <param_3> HFFFHSHL.

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

SRS .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 0;
int32_t para_int_2 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",_
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/)T Bl R

/) FREEEXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_
—2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

Q3]
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} else {
/B R A
VAR5 B
/) FREEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
7 B-F-S« X
memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_3);

esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/7 7 BR A
ZE LT EXE S
/) FmEEXERE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

A B

R AT+TEST fip 1 <param_3> ZECHFRHRSE, HANEE—SE, EHRGERENTTERSE.
AT+TEST=<param_1>, <param_2>[, <param_3>]
WG AT PRAR A I A5 O

¢ AT+TEST=<param_1>,<param_2>

e AT+TEST=<param_1>,<param_2>,
SEEARRL AT .
uint8_t at_setup_cmd_test (uint8_t para_num)
{

QNE3)
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int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/)RR
/)Tl EXEAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 Bl R
/BB ZNEK
/)Tl EXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
}
return ESP_AT_RESULT_CODE_OK;
i
/I AR ARFRRSEC) ", WZSEBIRA A b .
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5.3.7 PFIEMAIIRIT

A EAR P ZEHEA AT, SR — D PUTEER, RIERGE T XA EERTRES IR U [F] 1 {E .
—oRUL, X RO THFES HEARSF AR TR .

WM ] semaphore [,

NIRRT

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 Bl R

// R A A ) B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 ME A AW RAT

/& “f%//\#urm%%

// BH¥HES% T H xSemaphoreGive 3k ¥ JX semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

5.3.8 M\ AT iy A 1 U A I Bt

ESP-AT SZHFM AT g3 75 05 AR R, e LA R #54> APLL

* esp_at_port_enter_specific () WERIVIREL, AT iy IR M ARERG, R Z%
e
* esp_at_port_exit_specific () M esp_at_port_enter_specific BEHEIHEEL.

AR ) J5 T 2 MRS R A e A BT AT

TR KL A Bt
R 2 MM <param_1> F5E THIKE, WITFHIR.

AT+TEST=<param_1>

PATR /R BB AU AN AT v FERBUK B2 <param_1> [ A X .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

QS
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int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer[64] = {0};
if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) {
return ESP_AT_RESULT_CODE_ERROR;
3
buf = (uint8_t *)malloc (specified_len);
if (buf == NULL) {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/) B R

// b A AL Al B semaphores

if ('at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) BB RNBERT S T

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AR LS R &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len —_
—received_len);

if (specified_len == received_len) {
esp_at_port_exit_specific();

/) RBRE A MNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/7 Bl R
SO WmERRABRERE >0, WEFRARERKREATHENEREKEKE
/7 VB E X de AT AL HE Ik MR & B3R
/7 A RR B AT O R AR KR
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}

/7w B R

VA R &

memset (buffer, 0, 64);

snprintf ((char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, specified_len);

break;

free (buf) ;

(FOAkED)
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return ESP_AT_RESULT_CODE_OK;

L, QR E AT+TEST=5, M AMEdE N 1234567890, W4 ESP-AT iR BIL5HATT IR

AT+TEST=5

>67890

received data is: 12345
OK

AR K L 4 A B

XAH IR, Wi-Fi S 45X, NEELRKIE.

AT+TEST

fii% ESP-AT 5 HAT IR MIBATEE R, OIS .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer([64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 Bl R

// Ak FE AL Bl B semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) RERNRERTHE >
esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREEK, EEKIARARERE AT {0 H A

esp_at_port_enter_specific(wait_data_callback);

L€ DN &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
memset (buf, 0, BUFFER_LEN);

(T oUgkEE)
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received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

// AR SR E R

/)R AERERE e TR

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

/)T BR A

SO ERABERKE >0, WHZRARAMARETELE

/7 OB E AT AR R A& B

/7 WA R AT W R & KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}

break;
} else if (received_len > 0) {
/7 Bl R
AEN- S G Eop 3 N &
VAR - I A2 I &
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
I3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

PRI, RS — AN ARG 2 1234567890, 55 " AMAKUIERZ +++, A4 ESP-AT R BIZRAIT R,

AT+TEST

>

received data is: 1234567890
OK

5.4  mfufHt s ESP-AT Pk fig

BRATEOUT . ESP-AT M EALZ (8] fl 1 UART JEATIE A, PR bt o A b RO Sl A, B
it 115200 bps. I AN%E ESP-AT SCBUR AR &, 5 1 ARASC, U A S PRI E . A< SCRA
ESP32 S fil, AZiffal4ii ESP-AT FFitEAE

Frik: ASCHET ESP-AT AT 542X ), fibfe i TCP/UDP/SSL A5k PERE R — Btk I ik

F PR A R I — M A, R R

o [f#] PeikBe E
o [IFH] RABBIEAR., AT MR E
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54.1 [ R] Pakifc i

L ¥ &S, LWIP, Wi-Fi G TR 58

B EACHS BedE DI 3B I 2 module_config/module_esp32_default/sdkconfig.defaults S0 )5,
‘B ESP32 R G4 TH B WO . 46 T ) sdkeonfig.defaults SC{4:.

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP32_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP32_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO-y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 2735 UART ZE0p1X Je /by
YR ACRS B D1 at_uart_task.c SCAET uart_driver_install() 17 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERARCE . Skl . Bexkiats

rm —-rf build sdkconfig
./build.py build
./build.py flash monitor

4. ELnibt s UART Jfs
B AT iy 4500 -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/] B

W PRE T B0 7 YA — R P R AR A, (EAT AT BB BEARE T I . 53 AN LB E T REA
%ﬁﬂ?ﬁ@#ﬁ%ﬁ, P B i T BE I A IR A S . I, P T ARG NIRRTk, AT
FEREHBIC

542 [Hiedd] BB . BERPEHAC E
) ESP-AT f3I [ R R KR HA 40T -
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System
53 G0
AT Core ‘—R3|
Y
[ 3
G9
TCP/UDP - == =» TCP/UDP
A
R4| 1S4
S2(|R2 i Remote Host S8| [R8
Y 1P
s1 |
Medium = | sedium R5 S5
R1 A
UART UART i \j
= a7 Link Interface 44—|i
Wi-Fi
SDIO SDIO L —> (( )) S7 o
Socket Socket Ethenct R6 R7
Host MCU ESP-AT AP Internet

P 2: et i

UnEl Tk B

* ESP-AT %3% (TX) %l S1 > S2 > $3 -> S4 -> S5 -> 86 -> S7 -> S8

* ESP-AT #1it (RX) fU%di 5 R8 > R7 ->R6 ->R5 -> R4 ->R3 ->R2 > R1
AR RIS T K, BB m e, 5 2 IR RO R A AR Y R AT O, AT 2
HARLE AR B BUUA Y R Z BTN, DA A IR 9 . FESCBR =i, fEAE
HUf B e — R ae A e B AT, P s SR i 5 3 A0 oy P B R T

Frilis NG EIY VAR NAE SR N RIERES PRI LA L AT+SYSRAM iy SR AL AT AT«

1. GO fyukfift
GO ARG AMILALAY Ry, S H I E AT :

CONFIG_ESP_SYSTEM EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP32_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP32_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_ 80M=y

2. S1. R17¥:fE4E

WHFREOUT, S1 AR & ESP-AT FrEE RIS . FOMBIARE 0L T, ESP-AT Fl J: ML i) i
JH UART BT 1R, By 115200, 1 UART R fF L, 35 BRIy S Mbps. t, J
M FATALT S Mbps, 0] PARE I BRIARY UART V0 R EALZ (B A5 o, [T PAEA T
T,

2.1 #£75 UART Z&m X K/
B AR B DI R f at_vart_task.c SCAEH wart_driver_install() 47 o
 }i7% UART TX it
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uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

25 UART RX i

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

$42 UART TX #l RX 750

uvart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI UART J
S AT Ay FPAI AT :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPSEND

.z & &

ik MR P UART n ASCRFEIX AR PR, I FLEAUN ESP-AT 2 8] UART #E4R
] REHbAT .

2 W PR T BT 5 Mbps, ATRAZZFE(f ] SPI. SDIO. Socket %5 =, HiA&ki
2%

e SDIO: SDIO AT 35

 Socket: Socket AT 4554

3.82, R2. R3. S3 #rukfiifk

WM E, S2. R2. R3. S3 A& ESP-AT BRI M. A AT core £ UART 221 [X
FLAE VM (5 4 2 2 (A a5, DCAE R BASRERTI N 25, o1k,

4.S4. R4. S5. R5. S6. R6 HH-LAL

ESP-AT I :#H12 [a)f#i B UART #EfTi#{5, S4. R4. S5. RS, S6. R6 JLFEi4k. ESP-AT HI
FALZ L AL N BT TiE I, S4. R4, S5, RS, S6. R6 @@ mifrntr)— P HE.

S4. R4, S5. R5. S6. R6 Gl EtLmIEH)Z. MEZ . MEHREERRZ 2 M EdEm. 1
5 42 ESP-IDF o W45 Wi-Fi il OB, 7RISR, 6T PR . SRRk DL
IE . /build.py menuconfig HHfTHECE.

o {4k S4 -> S5 -> S6: KR I E
o fiAk R6 -> RS -> R4 BRI 7 [ i &

5.S6. R6 -4t

S6 Fll R6 sl {5 MU Rt 25, ESP32 nl AR Wi-Fi sl UK N ki it Wi-Fi
BT LB ATTIRZ AL, ATREIE T 7 0

* 5 RF LG5
BRIN K SDl T A R F I m AR, P e DUE R AT+ RFPOWER fip %2 Flik
H RF G,

o P 802.11 b/g/n HpiX
R Wi-Fi #5024 802.11 b/g/m 8, B P ] 38 3 AT+ CWSTAPROTO iy A 25 ) FIi B
802.11 b/g/n PMIL. ELE XA, K bEW AP by Wi-Fi #ixUH & >, 802.11 b/g/n #piil,
5 5 it B HT20/HT40 (20/40 MHz) A&,

Espressif Systems 300 Release v2.3.0.0-esp32¢3-138-g792¢138
Submit Document Feedback


https://github.com/espressif/esp-at/blob/792c138/main/interface/socket/README.md
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-guides/wifi.html#how-to-improve-wi-fi-performance
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-guides/wifi.html#id64
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-guides/wifi.html#id64
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 5. WA 4iFHIF & H O AT TR

6. S7.

R7. S8. R8 fF+H-1ifk

WHENOT, S7. R7. S8, R8 Ajg ESP-AT Fritfifbiiufl . A FISEER 2847 58, M 2%
BT PP B K.

5.5l piily) S8 RS

R G Tﬁﬂﬁ)@li‘%éﬂiﬁké/\ﬁmxw ESP-AT 1]~ 24—
REAEE ESP-AT [ b (152 LE NS, SRR H = UART &,
*%ﬁ”zﬁ(ﬁt%%%ﬁo

whn, %

i S (factory MODULE_NAME.bin),
DI AT AT 22 T A

e factory_param_type.csv
e factory_param_data.csv

TR ™28 A0 3 A X S A SR AR B E ) SR R SO
o F3g—A g R SEA
© AR LSH
o ISR ALY T S R

5.5.1 factory_param_type.csv

factory_param_type.csv 41t} T AT LAE LT A S48,

AR SR IR B AR, B

customized_partitions/raw_data/factory_param/factory_param_type.csv,

TR THASHEE .

param_name

WA

description TE9m1%E ESP-AT T AE R 7~ BUARZH B I 2.

magic_flag Z{HE R Oxfefe,

version PEPNEREE A H T S HL A, S aThicA A 3, ANEWEN.
reserved1 ==

tx_max_power | ESP32 [ Wi-Fi fx K B TR [40,84], VEIEE WL ESP32 % BT 2% 5 Byl .
uart_port T A%k AT A FIEI AT [ 1) UART i [

start_channel H G Wi-Fi {278,

channel_num Wi-Fi ) 5 1E 4T

country_code FEEZNES

uart_baudrate UART HJJFERR,

uart_tx_pin UART tx &}

uart_rx_pin UART rx &,

uart_cts_pin UART cts I, ANd RS E N -1,

uart_rts_pin

UART rts 45, AEHBHEE N -1,

tx_control_pin

FETT R Iy, % x I RS MCU pJF . AEHREE Y -1,

rx_control_pin

ST e BRI, % rx TR RS MCU 39T . AT RN -1,

reserved?2 ==
platform BATAAIEE S (RS R £ .

module_name

ABAT 2 i F A

5.5.2 factory_param_data.csv

factory_param_data.csv & ¥ 1% 7% T factory_param_type.csv W 58 X W) 2 0 {H, X ¥ ESP32

A 5 11 41

p'e
el o s R P I E R B E SO T 2 80t S

% R AEAFTE cus-

tomized_partitions/raw_data/factory_param/factory_param_data.csv 1,
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5.5.3 Wil A Fow OBl

AT ARG G UATALE factory_param_data.csv HIVRII—AN & UL, ARG ) S8 i
S ARIEAE S —~44 2 MY_MODULE [ ESP32 B2l AL ity )~ S8 — bl e, HE RIS K TP,
Wi-Fi {5380 1 & 14, H'ES%(5 PLATFORM_ESP32 [fJ WROOM-32 Si4AH R, W JE AT 5 B4
1.

o W58 factory_param_data.csv
» 157 esp_at_module_info Mtk

o EHmIF LA L A TURA

& factory_param_data.csv

1r factory_param_data.csv ¢ FH i & MY_MODULE I A S 5E .
HIE, ERMIEEEA—AT, AEMALTSHUE.

e param_name: value

¢ platform: PLATFORM_ESP32
¢ module_name: MY_MODULE

e description: MY_DESCRIPTION
» magic_flag: Oxfcfc

e version: 3

e reservedl: O

e tx_max_power: 78

e uart_port: 1

e start_channel: 1

e channel num: 14

* country_code: JP

e uart_baudrate: 115200

e uvart_tx_pin: 17

e uart_rx_pin: 16

e uart_cts_pin: 15

e uart_rts_pin: 14

* tx_control_pin: -1

* rx_control_pin: -1

& J5 1Y factory_param_data.csv A& A1 R s .

platform,module_name,description,magic_flag,version, reservedl, tx_max_power,uart_
—port, start_channel, channel_num, country_code,uart_baudrate,uart_tx_pin,uart_rx_
—pin,uart_cts_pin,uart_rts_pin,tx_control_pin,rx_control_pin
PLATFORM_ESP32,WROOM-32,,0xfcfc,3,0,78,1,1,13,CN,115200,17,16,15,14,-1,-1

PLATFORM_ESP32,MY_MODULE,MY_DESCRIPTION,Oxfcfc,3,0,78,1,1,14,JP,115200,17,16,15,14,
—-1,-1

&% esp_at_module_info &yl

1E at/src/at_default_config.c F1[1] esp_at_module_info ZEMETRINE & XAEHWEE .
esp_at_module_info AR AL oTA FFZIGHIE token:

typedef struct ({
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;
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AR oTA BhEE, IRASE A28 ota_token MIE=/13% ota_ssl_token Wi%iXE & NULL,
F—AZH module_name PJ5 factory_param_data.csv A4 H1H) module_name —F(.

THE2BWEH esp_at_module_info Z5ffk,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

{"WROOM-32", CONFIG_ESP_AT OTA_TOKEN_WROOM32, CONFIG_ESP_AT OTA_
—SSL_TOKEN_WROOM32 }, // %ﬁV\S ESP32-WROOM-32

{"WROOM-32", CONFIG_ESP_AT_OTA_TOKEN_WROOM32, CONFIG_ESP_AT_OTA_
—.SSL_TOKEN_WROOM32 }, // ESP32-WROOM-32

{"WROVER-32", CONFIG_ESP_AT_OTA_TOKEN_WROVER32, CONFIG_ESP_AT_OTA_
<.SSL_TOKEN_WROVER32 }, // ESP32-WROVER

{"PICO-D4", CONFIG_ESP_AT_OTA_TOKEN_ESP32 PICO_D4, CONFIG_ESP_AT OTA_
—SSL_TOKEN_ESP32_PICO_D4}, // ESP32-PICO-D4

{"soLo-1", CONFIG_ESP_AT_OTA_TOKEN_ESP32_SOLO_1, CONFIG_ESP_AT_OTA_
.SSL_TOKEN_ESP32_SOLO_1 }, // ESP32-S0OLO-1

{"MINI-1", CONFIG_ESP_AT_OTA_TOKEN_ESP32_MINI_1, CONFIG_ESP_AT_OTA_
< SSL_TOKEN_ESP32_MINI_1 1}, // ESP32-MINI-1

{"ESP32-D2WD", NULL, NULL }, // ESP32-D2WD

{"ESP32_QCLOUD", CONFIG_ESP_AT_OTA_TOKEN_ESP32_QCLOUD, CONFIG_ESP_AT_OTA_
—SSL_TOKEN_ESP32_QCLOUD }, // ESP32-QCLOUD

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<,SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

#1f defined (CONFIG_IDF TARGET ESP32C3)

{"MINI-1", CONFIG_ESP_AT OTA_TOKEN_ESP32C3_MINI, CONFIG_ESP_AT
—OTA_SSL_TOKEN_ESP32C3_MINI },

{"ESP32C3 _QCLOUD", CONFIG ESP_AT OTA TOKEN_ ESP32C3 MINI_QCLOUD, CONFIG_ESP AT
—OTA_SSIL_TOKEN_ESP32C3_MINI_QCLOUD },
#endif
bi

23CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%HzfCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XFE3L Y at/private_include/at_ota_token.h Hf .

#if defined (CONFIG_IDF_TARGET_ESP32)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
. DEFAULT
FR R LR F PR A e UBEEL

TEUSINE € ARG, iR % ESP-AT 142 SRR 86 T4, (el B T AR e B SORCA

Platform name:

1. PLATFORM_ESP32

2. PLATFORM_ESP32C3
choose (range[1,2]):1

Module name:

WROOM-32

WROVER-32

PICO-D4

SOLO-1

MINI-1 (description: ESP32-U4WDH chip inside)
ESP32-D2WD (description: 2MB flash, No OTA)

o U W DN

(T IUgkEE)
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7. ESP32_QCLOUD (description: QCLOUD TX:17 RX:16)
8. MY_MODULE (description: MY_DESCRIPTION)
choose (range[1,8]) :8

G5 MU P fE esp-at /build/customized_partitions SCPRJE MR BN A M T 28 0k il 5L
e

554 W HEXSE

AT AR BN A AT A A E XS RGN MY_MODULE IS4 date, G HILE
20210603, FIHEIELA T A TR

152 factory_param_type.csv
142 factory_param_data.csv

232 g & LA
EHBIF AL

& factory_param_type.csv

T& factory_param_type.csv 1 5E X 24 date.
HE, TERMIIREEA—IT, RIFRESEIATR (param_name). fifs i (offset). A (type) FIK/)N

(size),

param_name | offset | type size
description -1 String 0
date 88 String | 9

&) factory_param_data.csv

1 factory_param_data.csv fitJ5—FIRIETIHEA 51, H@kH date, SKIEH MY_MODULE XM A(E I
j‘y202106030

PAF RIBEUSH) CSV Ak .

platform,module_name,description,magic_flag,version, reservedl, tx_max_power,uart_
—port, start_channel, channel_num, country_code,uart_baudrate,uart_tx_pin,uart_rx_
—Pin,uart_cts_pin,uart_rts_pin,tx_control_pin,rx_control_pin,date
PLATFORM_ESP32, WROOM-32,,0xfcfc,3,0,78,1,1,13,CN,115200,17,16,15,14,-1,-1

PLATFORM_ESP32,MY_MODULE,MY_DESCRIPTION, Oxfcfc,3,0,78,1,1,14,JpP,115200,17,16,15,14,
—-1,-1,20210603

AP e LS

TERTLAE E R EORAEEE A 2 U 25 date, LATR IR b HH S AU .

static void esp_at_factory_parameter_date_init (void)
{

const esp_partition_t * partition = esp_at_custom_partition_find(0x40, Oxff,
—"factory_param");

char* data = NULL;

Q)
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char* str_date = NULL;

if (!partition) {
printf ("factory_parameter partition missed\r\n");
return;

}

data = (char*)malloc (ESP_AT_FACTORY_PARAMETER_SIZE); // i ¥
assert (data != NULL);
if (esp_partition_read(partition, 0, data, ESP_AT_FACTORY_PARAMETER_SIZE) !=_
—ESP_OK) {
free (data);
return;

if ((data[0] !'= 0xFC) || (data[l] != OxFC)) { // # & magic flag = & # Oxfc._
—0xfc
return;

}

/7 7B R A

/7 B E X AT A S # date

/7 WAL E B AT date B

str_date = sdata[88]; // date F Bk g % it
printf ("date is %s\r\n", str_date);

free (data);

return;

FH ik TR

B2 Ui ESP-AT 142 R gmidd e Tz,

iR MG AT AE esp-at/build/customized_partitions CHEJe R FNAE AT H T S5t 6 SC
.

555 EdiATEAlril) S BEE
RS SR B BI factory_param_data.csv HPBLA IR ) S8R, PR NI E —Fh k.

o EHTIFEAN AL
o RmiFd T AA bk

. ﬁ?féﬁ%i’iﬁ}”%é’i—:xﬁ%l #

R PRI TR

¥TIF factory_param_data.csv H ARG FEE S5 .

H T 4% ESP-AT L (S %m ¥ ESP-AT T42) , W) S8 il X XA esp-at/build/
customized_partitions XHJA K.
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Rguikily) S8 sk

Yoe, TS BSP-AT T#E.
R, Bif: ESP-AT TRMRE SR, MAPAT@®S, HEH 245,

python tools/factory_param_generate.py —--platform PLATFORM --module MODULE —-
—~define_file DEFINE_FILE --module_file MODULE_FILE --bin_name BIN_NAME --log_file..
—~LOG_FILE

o PLATFORM #¥fe WELH -4, Wi factory_param_data.csv H plat form [{E—3.
* MODULE F#e W44 R, W5 factory_param_data.csv ' module_name HJ{E—E.
e DEFINE_FILE ¥}y factory_param_type.csv [AHXT ISR

e MODULE_FILE ¥}y factory_param_data.csv [t FH %t 4%

* BIN_NAME Bk i) S8 S 44 .

* LOG_FILE fif fAAH A PRI SCIF4

PAF b MY_MODULE HY/RBilALH5 .

python tools/factory_param_generate.py --platform PLATFORM_ESP32 --module MY_
—MODULE --define_file components/customized_partitions/raw_data/factory_param/
—factory_param_type.csv ——module_file components/customized_partitions/raw_data/
—factory_param/factory_param_data.csv —-bin_name ./factory_param.bin —--log_file ./
—factory_parameter.log

AT B a5, R R H SRR AR PA T =430t

e factory_param.bin
* factory_parameter.log
e factory_param_MY_MODULE.bin

«H?ﬁéﬁﬁﬁﬁ’] factory_param_MY_MODULE.bin [F#;%| flash /7, W]ff Jf] ESP-AT #2£f) esptool.py #F47
, 7 ESP-AT Wi H AR H Sk FHATA R s, IR i —Le40.

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset --after hard_reset --chip auto write_flash —--flash_mode dio ——
—flash_size detect -—-flash_freqg 40m ADDRESS FILEDIRECTORY

* PORT &4t Ay 144 9% o

* BAUD i H4RR .

 ADDRESS # 2y flash - 1fHhE . ESP-AT Xf ADDRESS 404 A& B EK, AN BRI )2
BRSBTS I R .

# L SRR SR Bt

e & Hodt
PLATFORM_ESP32 | i [EfF | 0x30000

e FILEDIRECTORY i Ay i) S40 — HEH ORI AR X A%
T R B TS SCpe sk B MY_MODULE i 47 il .

python esp-idf/components/esptool_py/esptool/esptool.py -p /dev/ttyUSBO -b 921600 -
——-before default_reset -—-after hard_reset --chip auto write_flash —--flash_mode.
—~dio —-—flash_size detect —-flash freqg 40m 0x30000 ./factory_param MY MODULE.bin

FLEREECIN) S8 RS

H b T EATIF ) S8 30 300, M4 factory_param_type.csv HHESEU A &, EEAAMY A7 E
PEATIEEC.

FHE WU factory_param.bin 3% 2 flash (BER T UL T #546-F) o
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5.6 ol 5 SUIESFEEE F IR 55

ARSI A T QAR ] ESP-AT $2 AL RDIFERE F IR 55 R SCPHE ESP32 Besg b H & SARIIAE R A Ik 55 -

o IR E TR SR L
o AR SURIAAHE T IR 5
— 15K A I T IR S5-Ik S

— % R ble_data.bin X1
— T # ble_data.bin X1

IRTIFE 1 ik 95 1 LR GATT S5 1) 2 oo, i 20805 — A JE 13 4L (attribute type) 2y 0x2800
B 255 (primary service). BEANMRST M2 H— RS SCRULAMFIEAH AL . BN RS2 B —ME
AIBERIHEIATFH N . EZMAEEESH CGEAZOMTEY  F119 Generic Attribute Profile (GATT) —7,

5.6.1 (EIRCHE SR 5 B I

I T 6 W A ik 45 VR SC 1 2 ESP-AT L A% A1) 8 % 2 48 05 2 Ik 45 P AR 0 19 S, SO 2 T cus-
tomized_partitions/raw_data/ble_data/example.csv, PNZUTFEIR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

0 16 0x2800 | 0x01 | 2 2 A002

1 16 0x2803 | 0x01 1 1 2

2 16 0xC300 | 0x01 1 1 30

3 16 0x2901 | Ox11 1 1 30
PAR @ X BRI .

o perm FRHWAMIR, TFE ESP-AT TR E LANHFis.

/* relate to BTA_GATT PERM xxx 1in bta/bta_gatt_api.h */

/*)(‘

* @brief Attribute permissions

*/

#define ESP_GATT_PERM READ (1 << 0) /* bit 0 - 0x0001 */
. /* relate to BTA_GATT PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
. /* relate to BTA_GATT PERM READ_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT _PERM _READ ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
— /* relate to BTA_GATT_PERM_READ_ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 - 0x0010 */
. /* relate to BTA_GATT PERM WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */
. /* relate to BTA_GATT_PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT _PERM WRITE ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
o /* relate to BTA_GATT PERM WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
N /* relate to BTA_GATT PERM_WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE SIGNED MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT_PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT_PERM _READ AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

* B 47172 UUID 2 0x2002 [l 55 5E .
o B ATRAFEAY S, UUID 0x2803 FRFRALA], (A (value) 2 BEEAUR, AURKIEN 8 fif,
B AR EIERRUR, 1 FORSCRRRIRE, 0 A
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fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© AT LT S RHIE . %A THY UUID S24FAERY UUID, S{E 2 4R AR EUE
o SEPUATIE SCTRHERAST (FT3E)

A X UUID W Z {5 B8 2% WA SORIKEL BT -

WK EAEAE ESP32 Besg BRI BOAIRSCI:, AMUEMMENS, FF@RARIIFEI T e, IATER i &
W55k a5 e, SAFEIA R AR .

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
ropert READ
e (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

562 FESUICIREEE A R 55
TR DA 28 i SRS REHE F 5«

o WEBURH AL T IR 5k S
o % ble_data.bin 4

o T2 ble_data.bin M

fE A TR 58 1R 55 D S 1

ASE ARG, BN, EEE L =55 (Server A, Server B fll server_C), NIFFZLIFX =4
e 25 45 MPHES o oh T SCEEA S5 AR AR RN, X BEFRATUARE SC— AR5 i, HoAt iz 55 5 mT DA
IR BITEA TR S

L AR5 5 o
ABIE LT —AMER OXFFOL [ 32 B S5
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2. NIRRT AR

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

31 16 0x2800 | 0x01 | 2 2 FFO1
A LT —4> UUID 2 0xC300 F A2 BARE, IR ILE IS N 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

32 16 0x2803 | Ox11 1 1 0A

33 16 0xC300 | Ox11 | 1 1 30

3. IINFFERGARE (RT3E) o
ARG T & PR, £ 0x0000 &5 A1 (notification) Fl1F&7~ (indication) #{ 25 H .

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 | 2 2 0000
SEMA FARRRE, B E SCRARIIFEE IR 55 AT .
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 | 1 1 30
34 16 0x2902 | Ox11 | 2 2 0000

H: )%, ble_data.bin 3¢}

AR LA M AT T —Fh oy 3 A ble_data.bin S

o 4Pk ESP-AT T.#8, 4% ble_data.bin, FEiENE~F: %HitTie,

* PUT BLEService.py {7, 4% ble_data.bin SC{4-.
BLEService.py HII§f& N tools/BLEService.py, 0] PAYE ESP-AT BHR H ZPATLA T o>
A= Ji%, ble_data.bin 34

python ./tools/BLEService.py components/customized_partitions/raw_data/ble_
—data/example.csv

“F#k ble_data.bin 3¢

AR PA AT R —Fh 7 20T 24 ble_data.bin SCHE, 35X I A A ble_data.bin 34 3K —/ N R 2 9 2 1
ble_data.bin 3L 15

o FEEFHMIFLA ESP-AT Fff, HEFHILE LS wR2X &,
* {UF 2k ble_data.bin, XFRT7 % H HHrise s 111 ble_data X
&I PATE ESP-AT MR H SR 40AT AR i< 1 4K ble_data.bin SCF.

esptool.py —--chip auto —--port PORTNAME --baud 921600 --before default_reset —-
—after hard_reset write_flash -z —-—-flash_mode dio —--flash_freq 40m —--flash_
<»size 4MB ADDRESS ble_data.bin

Ff PORTNAME Ff AT ER LI 4 F5%, ADDRESS Frif iy T 2% ble_data.bin SCIFF kL, AFEHIHF
ANE R E k.
— ESP32: 0x21000

NESERUR, BTSRRI, R T m AR RS W B

57 AR X
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Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic

UuID:

0000¢300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE
Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration
UUID: 0x2902
Value: Notifications and indications disabled

ARG T W] A 5 0 ESP-AT #2411 at_customize.csv 3K H & X ESP32 52 114X, BB

R P REN oy X

—4 43 X 3 partitions_at.csv flE RGEi ], FEULERY A A partitions_at.bin U, W2 r K FE A, &
GRS . R, AREWUEEL partitions_at.csv.

ESP-AT 24T — 243 X 3 at_customize.csv 77 A & XBERY, BET RS X HE,
FEM ESP32 545 YA X, G BT AP IR E . SO A 24 BB T R = AN R

o 157K at_customize.csv
o & m% at_customize.bin

o &3 at_customize.bin £ ESP32 1% &

o T hl

5.7.1 {&¢i at_customize.csv

5% N R BIH A at_customize.csv,

2% 2: at_customize.csv 158

|customize.csv

Fa T B
N * WROOM-32 $:d(-:onﬁg/module esp32_default/at | customize.csv
* PICO-D4 - - - T
e SOLO-1
e MINI-1
ESP32 WROVER-32 module_config/module_wrover-
32/at_customize.csv
ESP32 ESP32-D2WD module_config/module_esp32-
d2wd/at_customize.csv
ESP32 ESP32_QCLOUD mod-
ule_config/module_esp32_qcloud/at |
SRIG, TEAER at_customize.csv A SEAE DA LI .

o O X F4r X Name 1 Type AR, {H SubType. Offset il Size HJRATHIL.
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o WHRETFERIM—NH A P IX, ek d e 27 B4 7E ESP-IDF (esp_partition.h) ¢
X

- BB BN, i Type {5 ESP-IDF [ .

- WRAE L, R Type WHE K 0x40,

« P4 X1 Name ARG 16 7.

* at_customize ZF KIERIAK/NE LAE partitions_at.csv K, AT 43 X G A 258 L .

5.7.2 )k at_customize.bin

& at_customize.csv 5, W] DAEE 415 ESP-AT T2 ] python B4 gen_esp32part .py A AL
at_customize.bin {4,

WRME A, £ ESP-AT TAAR H 3¢ F#UFTA F a4, I8k INPUT Ml OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

* INPUT B HRFARITIY at_customize.csv 5, il U R AR .
* OUTPUT Fffe A i) i il s CSV SCHFBRAR, WNSRAAME, R AR ER

5.7.3 45k at_customize.bin £ ESP32 ¢ 5%

ff at_customize.bin ‘N F| flash Hr, T UMAPRE T BE I SCUBESR 2 ESP32 4%, WS E e AT B 4%
& . TERNARRL at_customize.bin ST EHbbE .

2 3: AR at_customize.bin 1 &k

=) ®=4E it K/

ESP32 WROOM.32 0x20000 0xE0000

WROVER-32
PICO-D4
SOLO-1

MINI-1
ESP32-D2WD
ESP32_QCLOUD

L] L] L] L] L] L] L]

FEHBEAE DR, WAI0FF at_customize.bin F#% 3 flash 5 A4 REf 2L AT 4

AT+SYSFLASH: 183,125 flash JA P 5 X
AT+FS: I #F % %dRfk

SSL IR 55 #e A K fir %

BLE JIR 554l K fim &

57.4 rpi

AR GARF 2 test [ 4 KB 73 IXES I E] ESP32-WROOM-32 K .,

B4k 3] ESP32-WROOM-32 ) at_customize.csv 3, ¥ EH/ XK Name, Type. SubType, Offset #l
Size,

# Name, Type, SubType, Of fset, Size
test, 0x40,15,0x3D000, 4K
fatfs,data, fat, 0x70000, 576K

B, EHYE ESP-AT TR, =i YE ESP-AT iR H 5% N 47T python A4 i at_customize.bin,
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python esp-idf/components/partition_table/gen_esp32part.py —gq ./module_config/
—module_esp32_default/at_customize.csv at_customize.bin

SRIG, ESP-AT HH s 23 2E i at_customize.bin,
5=, T2k at_customize.bin % flash,
1E ESP-AT TR H SR FHATPA F s, H-E#k PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset —--after hard_reset --chip auto write_flash ——-flash_mode dio ——
—flash_size detect --flash_freq 40m 0x20000 ./at_customize.bin

* PORT Fr i Hyin 1 44 7K
* BAUD B HilFrg.

5.8 i i1 ESP-AT £ s oF

BINTEOL T, ESP32 #41 AT [E{1:4% I 2000 F AT %, #7175 ESP32 & LA, & ML T AR
BefE. M40 AT RS G h =28, @A 4. SPP x4l A2DP x4, R4 mI LA
s HAEEA
1. %% ESP-AT 142,
2. $f7 . /build.py menuconfig (Linux B{3# macOS) B{# build.py menuconfig (Windows)
KizAThlE T H.
3. EHEFREN L.

o RIS @

Component config->AT->AT bt command support

* J2 ] SPP 5%
Component config->AT ->AT bt command support ->AT bt spp command
support

* 3 A2DP 54,
Component config->AT->AT bt command support ->AT bt a2dp command
support

4. ¥ T42 , fFbuild/esp-at.bin FAE B E 4.
5. 3 B R RS R aIE .

5.9 il £ ESP-AT Uk M hie

59.1 gk

AICHEAESG T M7 S ) ESP-AT Ethernet, H il fa] AL, /s AT i 2 75 5 s o

592 g REIFROK

1. ./build.py menuconfig -> Component config ->AT -> AT ethernet support &M PA
K IfE

2. ./build.py menuconfig->Component config->AT->Ethernet PHY %3 PL KN PHY.,
YEPELUK M PHY MULEHTE 2% PHY Bt &
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3. EHiSIE esp-at TR (B35 %% ESP-AT T42), FHE MR B PHRER BT AR HiztT .

PHY fid &

i . /build.py menuconfig BLE: AN HEE FELM AR PHY bk, MCE IR AR SRR 1A ]
TR B AN

Espressif [ 56 {4 AR M I % iGBRIA B C 222 1 TP101 PHY A8idk. ESP32 AT iz 2 32 ¢ VU DAK M
PHY: LAN8720, IP101, DP83848 I RTL8201. M TI{5F4Ef=, TLK110 PHY & AT Hr. a0
BLURMUE o PHY , 352% ESP32-Ethernet-Kit V1.2 A 13555 #1715t .

593 95 EHIFRABIFIEA

K5 KA AL P RSB H R 2%, R AR B 3l &% DHCP 355K 25 U TP Hudik . 4SR5 45 3R 1P
Huhk R, PR 2T DA 34 2 %0 h 414 PC ping i8I AR -

510 G B m—Ay Pk 3

ESP-AT TR L a3t TRl & Sk . factory_param_data.csv il module_config, T %4
T ESP-AT TRSZFRT-E (RS R R5) . B DA AR A e & SO 7 B

e | B4 N =L
ESP32 *« WROOM- ¢ module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢« PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
¢ module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
¢ module_config/module_esp32-d2wd/sdkconfig.defaults

¢ module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32 | ESP32_QCLOUD
-Q * module_config/module_esp32_gcloud/sdkconfig.defaults

* module_config/module_esp32_qcloud/sdkconfig_silence.defaults

ESP32- | MINI-1
C3 ¢ module_config/module_esp32c3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C3_QCLOUD
C3 -Q * module_config/module_esp32c¢3_qcloud/sdkconfig.defaults

* module_config/module_esp32c¢3_qcloud/sdkconfig_silence.defaults

e« X4 /build.py menuconfig [ silence mode F 0 A}, X W BLH Ay H & C4K
sdkconfig.defaults,
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e 24 /build.py menuconfig W silence mode iy 1 W}, XMV B He B i & 4R

sdkconfig_silence.defaults,

WA EAE ESP-AT TAE AN ESP32 410 30HF, WIFG 2B X U e B30, LAkl “ESP32 ##
NI

o ESP-AT T FE%f A e Se A, 4% ESP-AT TU3ih B AH L Fr BB, AR & B A Bt H AR
Ho, EABBGRNEY, PR TERER, SR AMER.
» ESP-AT TRECIER SRR, (B P Z B MGERA B &1

ASCRFF UL AT e ESP-AT TAE ol ESP-AT LSRRk ESP32 0 R S B A RTZE S0 8F, R 3ChA
A hnxs ESP32-WROOM-32 .5 A1, %441 ] SDIO M A2 #kikr) UART #2H .

5.10.1 AF factory_param_data.csv 73N {5 5

FTHFAHY factory_param_data.csv , FERMGIGHA—AT, WIBLIRTHEEREMXSE AOId, KA
¥ platform ¥ & A PLATFORM_ESP32, module_name % & 5 WROOM32-SDIO, HAMSEi% B (L

T (BH0E S % factory_param_type.csv) .

platform: PLATFORM_ESP32
module_name: WROOM32-SDIO
description:

magic_flag: Oxfcfc

version: 3

reservedl: O

tx_max_power: 78

uart_port: 1

start_channel: 1

channel_num: 13
country_code: CN
uart_baudrate: -1

uart_tx_pin: -1

uart_rx_pin: -1

uart_cts_pin: -1

uart_rts_pin: -1

tx_control_pin: -1
rx_control_pin: -1

5.10.2 {4 esp_at_module_info &5y

TR 2% 05 7 esp_at_module_info 5 )1k .

5.10.3  Pic ¥ B S

156, #EA module_config U, AN — A1 S e e A7 OB 4H 1 L B S (SC e s k7
5), SRIGTEE AN AR E S IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults DA J
sdkconfig_silence.defaults

A, FATE HK W module_esp32_default 3L e K Hov g L B SO, HFEMA A
module_wroom32-sdio. fEABIH, FAiE {4 IDF_VERSION, at_customize.csv 1 partitions_at.csv T35
B, FA1RFB U sdkeonfig.defaults A1 sdkconfig_silence.defaults:

o ffiffl module_wroom32-sdio X NHYHIXFE, FEBWINEE
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CONFIG_PARTITION_TABLE_CUSTOM_ FILENAME="module_ config/module_wroom32-sdio/
—partitions_at.csv"
CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"
CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* fiiJ}] SDIO il ¥, 5Kk UART L
- #PFk UART fCE:

’ CONFIG_AT_BASE_ON_UART=n ‘
— iy SDIO AL’

’ CONFIG_AT_BASE_ON_SDIO=y ‘

SE FRE RIS, W EE BT 401 ESP-AT TREAE LA [ (4. &G d, RATERE TR, Mk
PLATFORM_ESP32 Hl WROOM32-SDIO A SiAki2H [ {2

5.11 ESP32SDIO AT {5/

511.1 4y

ESP32 SDIO AT fii [f] SDIO Hp A7, H ESP32 {4 SDIO slave 5 MCU #4731 .
SDIO AJfifi fj —£k el U Az, £/DFHE 4 14 CMD. CLK. DATO f1 DATI.,

o XTgRI, FAET 44 CMD. CLK. DATO F1 DATI, Jt DATI fE kit ;
o MTFPUSA, LGN DAT2 Fl DAT3,

SDIO slave &1 frs

« CLK: GPIOl4
« CMD: GPIOIS
« DATO: GPIO2
« DAT1: GPIO4
« DAT2: GPIOI2 (pU%)
« DAT3: GPIOI3 (pU%)

5.11.2 ifffi A SDIO AT

ZEt SDIO AT @52 B, 1G5 I SD Pull-up Requirements [ 7+ 24 %} ESP32 Fi {4 HE A7 A0 3, 765 1]
SDIO {523 74

Slave il

AT T H BRA i ] UART {E-NA& A G, RAILAE T . /build.py menuconfig -> Component
config->AT -> communicate method for AT command->AT throughSDIO @J}ﬁ&j’yﬁﬁ SDIO ﬂf

MR Z RS esp-at TR, BBz

Host

ESP-AT #3441t 7 ESP32 il STM32 /£ SDIO host ] at_sdio_host % R, %}F ESP32 %% w6, AJPA
i AT TAEAY esp-idf RASBATHRIRER: X T STM32, FRATHEHAEA 5T STM32F103ZET, 5 fii
Keil5 #7430
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XFHA-G, ATAS AR B TIE T -

5.11.3 SDIO %2 I mfE
Host fil]

1. #141L SDIO host
* SDIO host ¥ ft, 122 SDIO HMX BTG L, fIHEE 1 2l 4 22, SDIO 4., ¥4l SD
mode.
2. Hid SDIO @i,
© BXHB4Y 3 B4R SDIO spec HUBRIERYEK , B SDIO slave Wi 4L
o PRRIT B E, WA SDIO host Al slave T E R, IPA, MIRTTEE45LEE slave WIHEILSE A
§ PP, — i host SAERIZIRHRMTER, %45 slave JH3h5E, FIIFEAIET SDIO G@f.
3. HlEdE
o R T SR EE I DATL 1 IR fi55 o 4303 sHIBT 55 )5, host SR IR T o
55, QR slave HHRE K%, host 27 il CMDS3 3HL slave (%5 -
4. FIRKd
* SDIO AT DEMO W, Jik $efiidlad #3 A, #8J5 host )] CMDS3 4l ikl % .
© WEYEENR, WMRLIREN, B2 A EE slave Il ELFE, MU host Fl slave 75 2 E BT 4R
{t. SDIO.
* {EJHAT+RST Wi AT+RESTORE fiy% )55 , host il slave thi[al FEFFE EH i1 1t SDIO,

Slave il

SDIO slave fJ4bFH5 SDIO host Z:{bl, slave ZE4% IS F] SDIO host & 4 % J5 , il 50 AT core IK5 54 K&
54 AT core HEATANE, AF AT core AbFRSE G, F-AILEHRE4Z SDIO host,

1. #14&4k SDIO slave
e J# sdio_slave_initialize #J4{4{k SDIO slave driver.
e i1/ sdio_slave_recv_register_buf FEMHEW ALY buffer, 5 T imPussloE &, At
T ZA~82UK buffer.
o JEH sdio_slave_recv_load_buf iz KM buffer, HEABAICEHE.
* sdio_slave_set_host_intena % E host 0] F i, =3 2HEHEPRE k%G
Hfﬁ' SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET,
* W sdio_slave_start FER{F I IRHERCRI K% o
2. Rik¥dE
 [H# SDIO slave % % ByHHE S BARIERER: DMA 500, FTPAZE B0 AT P a2 Ul 31 n] gk
DMA 5 NTET, SRGTEH sdio_slave_transmit $#f7 k3%,
3. Bl
* i T Ak SDIO ¥l &4 45 AT core %, FEJHA] sdio_slave_recv 1§ SDIO %4k
J&, B T IR R IR R L i B AT core,

512 A 9B OTA S8k

ATCR i ANl ESP32 R IMLERSCIL OTA JH. HET, ESP-AT #13f AR SR LA =4 OTA
fir . BRTDMREE H R FHRIEFSE A/ OTA fird.

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRSEE AT B -

o OTA 4435 YW B 39 7%
o &l ESP-AT OTA 4% 4T OTA 4%
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5.12.1 OTA A %tbe K i 35k

AT+USEROTA

By AT URL S8 OTA R4k, Gm DATHREHCEAE HTTP R 4548 FAEE. B BiR A 00 H: B 1
SRTR . W55 AT+USEROTA BUE £ (5 4.

T a8 T A E L4, ST LATE I B 2k at/sre/at_user_cmd.c YRR LI Z A<

B BB 3 550 T

L&A T 1 2R HTTP 5545 .
2. s dithie URL,

%

o WUERGTIRAGEF R AR R XA EE, FETHRGERUS , @I REJCIA(E 1] AT+CIUPDATE fiy
ST, AR IR % B AT+CIUPDATE 34T OTA +45 A T H O34

AT+CIUPDATE

By 4 il iot.espressif.cn 1 BRIA HTTP AR 45 2% . 1% AR AT AR 740 X, i8] AT
at_customize.csv FE XA HE XK. WG HEE RELEMIRA, %mdf_aT9%
FRBRANINA . 5 % AT+CIUPDATE 3XBUE £ 15 5.
HHZAAS TR A & X bin 30, FHIEFEAT Tz —.
1. f iot.espressif.cn B H [ W) HITP iR 5595 , IS4 B i . ] SC 88 H . #9 AT+CIUPDATE
2, &% at/src/at_ota_cmd.c,
2. 1t iot.espressif.cn F@IH—AN %45, JEAEIL F F4% bin S0k, (A AEBEA @1 TR R CLgont i 5
RN S5 2% ORI 4% . ) 55 %1% ] AT+CIUPDATE # 47 OTA F+%8 KBUE {5 H.,
e AN SRR :
L B RLRE RARE, NI SR E KA.
2. BEA I 1w U bin SCPE, HEA 11 AR HTTP R 5585 .
3. BAACH HITP 3575 B VI R4 XA, B4 2T AE at_customize.csv Sz Y
W e o X .

AT+WEBSERVER

B LT BB N T AT . FII, Vv LR TR R K 9306 2ETFAA T
Gz, WA web IR 55 gt I HEHRE AT [ ¢F52 1 2] i sl AL L. W] PAS 25 AT+ WEBSERVER
i Web Server AT 7 18] FREUH 2215 & .

TSP E O R HTML W, 155% 56 fs_image/index.html., 4 T SCHLE H O 19 AT+WEBSERVER
2, &% R at/src/at_web_server_cmd.c,

B4 B35 S T
LGSR IR OTA TH%, ol TR & .

iR

o WERETHRE AR S IR AT E A, FETRSEUE, EnTREICIA A AT+CIUPDATE fiy
ATV, MR IRAE A AT+CIUPDATE #:47 OTA JH48 87 T H O 4 .
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5.12.2 {di)l] ESP-AT OTA A $i1 OTA J1-4%
f#iJl] AT+USEROTA 47 OTA 7|4

%% AT+USEROTA 3B E L5 H..

{#iJll AT+CIUPDATE 3}k OTA J}-4%

i AT+CIUPDATE 2T+ H & L bin SCHE, B AR BB 82 15 bin SO EAZ 3 iot.espressif.cn Ff HAR
B3| token { . AT AERIIA T UM HE iot.espressif.cn b #E £ A% bin SC{f.

1. FTIF M3k http://iot.espressif.cn By https://iot.espressif.cn.

o0® < m = #/ (@] iot.espressif.cn [v] [ui] )

My tasks - Team Work ESP32 Programming Guide ~Cisco WebEx Mestings ~ Espressif Systems B/ +

|0tBUCket i Start ~ Join Login

% ﬂuj \H "'nmum; e motip® Y @
2P
N WHAT * MOBILE | REA] MEMS "

I 3: 47T iot.espressif.cn [ 3k
2. Rl A B “Join”, BT AR T, HIEAEHBIE ARG .

Iot-Espressif #istart~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Emall
Password Password
Join

& 4: fillA iot.espressif.cn

i
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* M) Join WIRERAKIHT N . ARG IZIIRE, IR RiE.

3. MM e AR “Device”, SRS Mt “Create” SRfEd— k.

Iot. ESpreSSIf Device Product ii Start ~ 2 weiyuanjia ~

-
Devlce search device name, serial, key, e product ] & Export + Create

rd

iot_test

Id 147469
Serial 107¢7503 &
(=)  8daysago

K 5: fd “Device”

Iot‘ Es preSSIf Device Product i Start ~ 2 weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
Public Device

Product

<«

Create Batch Create?

K 6: i “Create”

4. MR BIHBIE 2 AN, T E TR
5. MEARZ IR HIFAN OTA bin U, BLE AT OTA token ML ARUN T 4N fT 7 :

#7E: WIEM SSL OTA, 1T “The SSL token for AT OTA” 22 3Ef & .

6. miis “Product” AW TL, 41 FANFT/R . B I %4, £ “ROM Deploy” i AJUA<HI corename.
R PR 5 Y bin SCAFE AN “otabin” FELRTE

e
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|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

K 7 A A

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 8: Fil E AT OTA token %54H - 4% 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 9: it ® AT OTA token %54H - LB 2 #11 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
& 10: % AJRASFI corename
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o WREMETI at_customize.csv FIE LR HE LXK, HFER ota. bin Fril
FHE & A X bin SCEFEPTAT
o XT corename FE, MFEAUH TH BIEX 4 bin S04

7. il ota.bin K HARAT R Y HTRAS -

3 Product {id: 3867, serial: 6b4dd7a9 }

Id 3887

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status developing...
Activated / Total orf2
0%
Datastreams ROM Deploy
it i AT Gurnt versicn

chore(beta): v1.0 codanamediot)

@ sta, bin

+ Deploy

& 11: AR 24 iR AR ota.bin

8. fE# FizfTAT+USEROTA fip % . WERMZEE IR, FFIT4R OTA THH

GRS

o W AL iot.espressif.cn [ bin SCEAZ PRI, 5 E0E AT HLN -
- WERFAG app 47X, #HKF bin XL E N ota.bin,
= WERFAGH B @ X5, 55 bin U424 E A at_customize . csv 1] Name FEL,
Ban, WHET factory_Param 43X, iERHRE N factory_ param.bin,
o ESP-AT R B 7B TES ] OTA 4rIX b, axXkE, B OTA i FRAMNRFE R, JElh ESP-AT [#
PHRBIE R IZ T, EXT HE XX, BT ESP-AT %A &0k, /0T
o MURERFT RN —IF UG BT o T bin SCPE, AR 26K ARRIRE AL, 530 %8 OTA token % ¥
1 H I token .

il AT+WEBSERVER 47 OTA J}-4%

5253 AT+ WEBSERVER | Web Server AT % $REUE 25 8.,

513 il ESP-IDF A

ESP-AT [F| {1 5 T R Bk K HESE (ESP-IDF), fANHUA ) ESP-AT [El {446 b 54452 1) ESP-IDF Jit
A%, BRPIHALE A ESP-AT T R2BRiA K ESP-IDF A4S, Ag i3 35 ESP-IDF 7, [ libesp32_at_core.a
JIGJZ 1 ESP-IDF Jit4s 5 ESP-AT T#2() IDF Wi A< A —80n] B2 T 2 E i A5 A
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B2, FEHLERRIRIGOLT , ESP-IDF /A TR Wl GE1E M T ESP-AT TAE. WIRETHEE R, 43
(ERIK (VS =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4 il ¢ #F IDF_VERSION ({4 Ht, 3X L% 30 4 43 i £ module_config
CAFJE R B9 A AR A SR e . i SO A A T BE A [ 4 By B T ) ESP-IDF [ 4y 57, A
ID Fl4 5 #ihk. 541, PLATFORM_ESP32 & [) WROOM-32 4] [y IDF_VERSION {i F mod-
ule_config/module_esp32_default/IDF_VERSION,

UNAR AR ESP-AT [E|{F 50 ESP-IDF JiiAs, 5% MDA A2 9R4RAE

o R FHIL Y IDF_VERSION {4

o MHEFRERH PRS0 222 ID FI AL .

o Mg esp-at MHEZFIRAM esp-1df, PAH R IR 40§ 46 e % IDF_VERSION H14g & 1)
ESP-IDF Jfi 75

o H %1 ESP-AT T#E,

VER, 4 ESP-AT JiiAF1 ESP-IDF iR AR UCHE, Fwiskit S i T 4.

’Please wait for the update to complete, which will take some time

5.14 ESP-AT [H-2: 5%

ASCRIHCEL T i) — ESP32 RN AT [PHESCR a4 . BECF . BRI 25

5.14.1 ESP32 %%

AFTIEHVAT ESP32 241 AT [ X

« ESP32-WROOM-32_AT_Bin (Z<%if#i#52 WROOM Bin)
« ESP32-WROVER-32_AT _Bin (A {5y WROVER Bin)
« ESP32-PICO-D4_AT Bin (A5 fi#; PICO-D4 Bin)

« ESP32-SOLO-1_AT_Bin (A<if#j#% SOLO-1 Bin

« ESP32-MINI-1_AT Bin (A f##5% MINI-1 Bin)

« ESP32-D2WD_AT _Bin (Z{&#5>y D2WD Bin)

« ESP32-QLOUD_AT Bin (A<%5{&#i2 QCLOUD Bin)

SCRFI A 4

NI T HE T IERCH) ESP32 51 AT [ FERIA SRRy S48 (1] &0 201 )  BRIAR SCRFET DATERS
BRI E ESP-AT TR S a4 (9 %%, R R Fmmeds 1 O £R), FHREASIH
e RN TE A A oM. B AR ECE AT B, CERCHR AR BA R, FFEALT
GiiE. BATHIER B TR MRS B T ISS AR T OTA JH4k.
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woE

WROOM
Bin

WROVER
Bin

PICO-D4
Bin

SOLO-1
Bin

MINI-1
Bin

D2WD
Bin

QCLOUD
Bin

base

user

wifi

net

MDNS

WPS

smart-
config

ping

MQTT

http

ble

ble hid

blufi

bt spp

bt a2dp

ethernet

FS

driver

WPA2

WEB

OTA

gcloud

IoT

2% 5

G

WROOM
Bin

WROVER
Bin

PICO-D4
Bin

SOLO-1
Bin

MINI-1
Bin

D2WD
Bin

QCLOUD
Bin

Flash

4 MB

4 MB

4 MB

4 MB

4 MB

2MB

4 MB

PSRAM

8 MB

(]

(]

UART &
B%[] 1

TX: 17
RX: 16
CTS: 15
RTS: 14

TX: 22
RX: 19
CTS: 15
RTS: 14

TX: 22
RX: 19
CTS: 15
RTS: 14

TX: 17
RX: 16
CTS: 15
RTS: 14

TX: 22
RX: 19
CTS: 15
RTS: 14

TX: 22
RX: 19
CTS: 15
RTS: 14

TX: 17
RX: 16
CTS: 15
RTS: 14

S HREIRELE

NI T ESP32 R4 AT [ {F SRS

" UART % HIT F & 3, WG HSZofTiE B AT 3% 06 i,
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T

WROOM

WROVER
Bin

PICO-D4

SOLO-1

MINI-1
Bin

D2wWD

QCLOUD

Bin Bin Bin Bin Bin

ESP32- [x] [x]

WROOM-32E

ESP32-
WROOM-32UE

ESP32-
WROOM-32D

ESP32-
WROOM-32U

ESP32-
WROOM-32

0O 0 O 9O ©
0O 0 O 9O ©
0O 0 O 9O ©
0O 0 O 9O ©

ESP32-
WROOM-32SE

ESP32-
WROVER-E

ESP32-
WROVER-IE

ESP32-
WROVER-B

ESP32-
WROVER-IB

ESP32-
WROVER

0O O 0 0 O O ©
0O O 0 0 O O ©
0O O 0 0 O O ©

ESP32-
WROVER-I

ESP32-SOLO-1

ESP32-D2WD

300
300

ESP32-MINI-1

000«
0000
000«
000«

ESP32-PICO-D4

515 4pfaf P\ GitHub b Zdpdriiit e A AT [ 1F

Hi T ESP-AT £ GitHub _FJe ] CT (P20, B R AURD % 1) GitHub #5242 1 ESP-AT [E {1
i il A% o

R AT SR TERRA SO T A, SREAMILNTT, EFZATIIA6E.
TEPRATAF RIS PR EL B P 8RuE R, 1T ) L n] BRI M BUE (L.

PATT B S N far A GitHub "R il A AT [

1. 5 GitHub k-5
TEFFIRZ B, WS I GitHub WK RN 35 B 535 28 SRR .
2. ¥TFFMITT https://github.com/espressif/esp-at
Hir “Actions” PEA “Actions” T[]
4. pmiify “Branch” JEEEHEE 4 3L
BRINA master 43 3. QSRR #OH & 3 S [, sy “Branch” iE AR 73 3L
i) workflow T [j
M EGET Y workflow 3 A workflow T i
6. REHR BN B )5, & Artifacts B AP eEpEbu N AR 4

hed

b
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B espressif/ esp-at @Waich ~ 44 7 Str | 371 | Y Fork | 251

<> Code () Issues 50 i Pull requests 4 (®) Actions [T Projects 00 wiki @ security ces

¥ master ~ Go to file Add file ~ About

AT application for ESP32

e xcguang Merge branch 'docs/update_how_to_customize ble... .. + Gdaysago Y0 1,473 ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
B .github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS SDK
8 components feat(core): Update at core version to 8789daa0 7 days ago espa266 esp32  wifi
B docs Merge branch 'docsfupdate_how_to_customize_... 6 days ago Dle  spi uvart  ethemet
. esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
& View license
I tools feature: Support compile on windows OS 7 months ago

I 12: ESP-AT GitHub ‘B 71 Jfi

H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251

<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae

¥ master ~ Go to file Add file About

AT application for ESP32 ESP-

e xcguang Merge branch 'docs/update_how_to_customize_ble_s... -- + Gdaysago 1,473 IDF & ESP32S2 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

&l 13: f5+F Actions
Espressif Systems 327 Release v2.3.0.0-esp32c3-138-g792¢138

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 5. WA 4RI & H O AT T2

H espressif/ esp-at @Wakch ~ 44y S| 371 %9 Fork 251
<> Code () Issues 50 11 Pull requests 4 (@ Actions [ Projects M wiki @ Security [+ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
%, clciCl Q Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docs/update_how_to_customize ... T ] 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.6.0 espas [ 7 days ago
CIC++ Cl #270: Commit 7135f05 pushed by igrr G) 6m 44s
© Merge branch 'feature/update_at_core_esp8266'i... LT AP CHEL T P, [ 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr G) 8m 47s
& 14: Actions T [&]
All workflows
Showing runs from all workflows
Q branch:master
224 workflow run results Event = Status - Branch = Actor =

Filter by branch

Find a branch

@ Merge branch 'docs/update BLEADVPARAM_param... .
master
ClC++ CI #285: Commit b492079 pushed by igrr [
© Merge branch 'docsitrans_compile_project_and_ad... .
master
clC++ CI #283: Commit e5ca22e pushed by igrr
© Merge branch 'docsitrans_four_compile_develop_d... .
master
CIC++ Cl #282: Commit cc39436 pushed by igrr
@ Merge branch 'docs/update_copyright_year' into 'm... =
master
CIC++ CI #281: Commit c6c38fb pushed by igrr
@ Merge branch 'docsl/fix_firmware_diff_doc' into 'mas... .
master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

Merne hranch 'darsladd cinstate command' intn 'm

¥ 15: j55f Branch

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3
release/v2.2.0.0_espB8266

test

[ [T = Py
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Workflows All workflows

All workfl Showing runs from all workflows
workflows

Py Clc++Cl Q. Filter workflow runs

271 workflow runs Event ~ Status ~ Branch - Actor =

@ Merge branch 'docs/update_how_to_customize_ble... = B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘feature/lupdate_at_core_esp32' into ...

° g P - —esp. release/v2.2.0.0_esp32 ETMYS agoe
CIC++ CI #270: Commit 713505 pushed by igrr @ 6m 44s
Merge branch ‘feature/update_at_core_esp8266" into...

° g P - —esp! release/v2.2.0.0_esp8266 ETMYS agoe
CIC++ CI #269: Commit 48e0237 pushed by igrr @ 8m 47s

K 16: S5 E 1 Workflow

@ Merge branch 'docs/update_how to customize ble services' into 'master’ C/C++ Cl #271

Summ
GD ary Triggered via push & days ago Status Total duration Artifacts
o 2 igr pushed - ec5792h master Success 6m 255 1
obns
@ build-esp32-wroom-at
; main.ymil
@ build-esp32-wrover-at y
on: push

@ build-esp32-pico-d4-at

build-esp32-solo-at
o p @ build-esp32-wroom-at 4m33s

@ build-esp32-dzwd-at @ build-esp32-wrover-at Sm 40s

@ build-esp32-mini-1-at @ build-esp32-pico-dd-at  5m30s
@ build-esp32-gcloud @ build-esp32-solo-at 5m18s
@ build-esp32-at-full-function-test @ build-esp32-d2wd-at 5m27s
@ build-esp32c3-mini-1-at ®© huild-esp32-mini-1-at 5m25s
@ build-esp32c3-at-full-function-test © huild-esp32-gcloud 5m30s
@ build-esp32c3-qcloud @ build-esp32-at-full-functi... 5m46s

@ build-esp32¢3-mini-1-at 5mis
@ build-esp32c3-at-full-fun... &m 11s

@ build-esp32¢3-goloud 5m32s

&l 17: 5511 Workflow T ]

Espressif Systems 329 Release v2.3.0.0-esp32c3-138-g792¢138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 5. WA 4RI & H O AT T2

Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 18: Artifacts T [f]
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7. il BB SR I iR AT AT [

s WA Artifacts TUHE P ERCA KRBT IR, 1555 ESP-AT B 1 £ 7 I 4
AT

516 1% X Bluetooth LE Services T.H

ESP-AT $2{{ python ji4< BLEService.py ¥ HE X Bluetooth LE [R5 % °h ble_data.bin. #TH
7E X Bluetooth LE [R5, 155:% SCR 4o T B & UK 4 05 T IR 55

o ARt M

o FHSRE LA @A LI

5.16.1 A=k k] Sk

AT AR —4 i ble_data.bin,

o R
o i 1) £ R

JEVAS 1 i

A BLEService.py B2 2 tools/BLEService.py. XA DAL —h M IREUHA M HE B E . GdnT
PAE#EE A DA N fr A ble_data.bin k| S0,

python <SCRIPT_PATH> [-t TARGET_FILE_NAME] <source_file> ‘

e SCRIPT_PATH: A%, WIREIEAT “tools” HiE R, N SCRIPT_PATH j BLEService.py.

* TARGET_FILE_NAME: ZRAFA MM HARSCIE (H BRSO W 4 kb s Ao ik ) s 2R i
HigwE, WEHE source_file JIfEH S FA M ATBleService . bin —HEHI S0,

* source_file: fHFEHY) Bluetooth LE GATT 45 JE ST (PR ST 4 Xo) otk 55 AH X HihE )

Ban, ERIPAAT A R a2 FE tools Hag AL ble_data.bin —iEHl S04,

python BLEService.py -t ble_data.bin ../components/customized_partitions/raw_data/
—ble_data/example.csv

G PRSI ] 28
ESP-AT 1 Bluetooth LE GATT service A7 %45~ components/customized_partitions/raw_data,

XFEFEH & X Bluetooth LE iR %5, iS55 A 4ot g & LUIKH 48 35 F R 5.
X /EREYIF ESP-AT T/, 15S% 0k %5 ESP-AT 142,

5062 F RS T BT

A BLquService oy AU TERFUE D SO — e SCfF . T DA DA 5 2R 3k i S e sk
2| flash ¢
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1. gl besk THAGR
1. Windows

15 2 Windows Flash 7§ T EL,

2% zip PR readme . pdf B doc HRPE LA KXZ THINER
2. Linux or macOS

158 ] esptool.py.

R AS H 4T 2 AR 335 T IR 5 SRBUE Z (5 5.

esptool.py —--chip auto —--port PORINAME --baud 921600 --before default_reset —-—
—after hard_reset write_flash -z —--flash_mode dio —--flash_freq 40m --flash_
—size 4MB ADDRESS FILEDIRECTORY

¥ PORTNAME EI kA EE 0., ¥ ADDRESS Biife et ihl. % FILEDIRECTORY &ty — it
ﬂ‘%J SCAFFTER H 5%

2. JE A IR A ik S
1. AT+SYSFLASH £y

BE S

PAESP32 #A A B, AT ASIATA T fir 2R B H ble_data 73X {HSHAT+SYSFLASH 3B
ZAiE ..
1. A flash J 401X

AT+SYSFLASH?
e <
+SYSFLASH:"ble_data",64,1,0x21000, 0x3000
+SYSFLASH: "server_cert",64,2,0x24000, 0x2000
+SYSFLASH: "server_key",64,3,0x26000, 0x2000
+SYSFLASH:"server_ca",64,4,0x28000,0x2000
+SYSFLASH:"client_cert",64,5,0x2a000,0x2000
+SYSFLASH:"client_key",64,6,0x2c000, 0x2000
+SYSFLASH:"client_ca",64,7,0x2e000,0x2000
+SYSFLASH:"factory_param", 64,8, 0x30000,0x1000
+SYSFLASH: "wpa2_cert",64,9,0x31000, 0x2000
+SYSFLASH: "wpa2_key",64,10,0x33000,0x2000
+SYSFLASH: "wpa2_ca",64,11,0x35000, 0x2000
+SYSFLASH: "mgtt_cert",64,12,0x37000, 0x2000
+SYSFLASH: "mgtt_key",64,13,0x39000,0x2000
+SYSFLASH: "mgtt_ca", 64,14, 0x3b000, 0x2000
+SYSFLASH:"fatfs",1,129,0x70000, 0x90000
OK

2. g ble_data X

A A -
i

’AT+SYSFLASH=O,"ble_data"

M.

[ox

3. i ble_data 43X

PNy N
i

’AT+SYSFLASH=1,"ble_data",0,2344

M.

>

Y4 <operator> j write i,

¥, BARKEZN S <length> —8. HHABMEZNZ)S,

RGN M 5 ok
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OK ‘

2. AT+CIUPDATE
B, ] PAIAT PAE 1y 7%%%‘)? ble_data 24X (Hi$22 &L H Wi-Fi Tifg) . 55
% AT+CIUPDATE B 245 8,

Y QR X U ble_data 73X, BUABISEHL A Y OTA &4, S U4
17T 5230, OTA F+28.,

AT+CIUPDATE=1,"v2.2.0.0", "ble_data"

ek AR S M hE 2 IR, 7500 ESP-AT [E {4 0] fEANRE TAE. 25 B bl (i 5 faf ooy 3
BEHITH 4 AT+SYSFLASH?,

517 ffaf Az )k PKI LA

ESP-AT $2{}t python i< AtPKI . py X SSL e 55 @ ubA5 3¢, SSL & w45 3¢, MQTT UL 3¢
WPA2 JEFSCE (835 CAESS, cert UEHFIAAET) ity il Sk

. GE i XX

o FHESRA BAES B M

5171 UEP R SC A R

B 1R SO ) R SCPESL A ALPKT . py i Sl b SCF I — L2 ME .
PRI SCPRIS , RERAESCHESL T AN BRI 12 7958, IR SCPER BT 4 7% 5F

FB ik
magic code (2 F7) 0xF1 OxF1
HESNINICESH ) kS B
KR (4 577) Pl AR = B SCIERV)N - magie code K/ - 91K/
- KEER/D
ER (1 57Y)
ca: 0x01
certificate: 0x02
key: 0x03
ID (157) FFVURCIE 45 3
NEKE (2 1) ARy RSO IE T SR R

PAZE e 5 =2 ) ST /NI AEIR client_cert . bin UPFRBI, THEHISCAEITLH)/Dmfi 12 7
TR s -
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FE ik

magic code (2 ) 0xF1 OxF1

I ESVIRCESD) 0x02 0x00

K (457 0x20 0x09 0x00 0x00
KA (1577) 0x02

D (1575) 0x00

NEKE (2F7%) 0x8C 0x04

R ML SRS, A AtPRI . py B RAERREE — UL SCPFM R MIE S SCPRRIT KA 4 T35
o SCPFTF R/ NS 4 = Bl dn s

FE iR
FAL (1 777)
ca: 0x01
certificate: 0x02
key: 0x03
ID (1577) T VCRCE 15 3
WEKE (25797) B3k — B SR IE A5 SR RN

PAZ Rk 45 =3 5] S ANIT A Y client_cert.bin SCAAB, SCHTFLEY/Nmat 4 458
WRFTR:

FE Haik

KA (1 57) certificate: 0x02
ID (137) 0x01

WEEE Q5T 0x8C 0x04

5.17.2 AR e ScE
TEREEA T 22— BOIE Bk Sk

o JEPAR A R,
o iF IR & R,

JIEIAS 7=

A4S AtPKI. py B4 tools/APKLpy, SH] PAME LS —h PEUARHUHAAYRT BN (E B . it n] ARl
PATR iy 2 B i S

python <SCRIPT_PATH> generate_bin [-b OUTPUT_BIN_NAME] <PKI_LIST> <source_file> ‘

e SCRIPT_PATH: AR, WIRAIFAT “tools” HixF, W SCRIPT_PATH N AtPKI.py.

* OUTPUT_BIN_NAME: ZELRAFA N H ARSI (H AR SO A 4t ik sl AR ok ) 5 4R -b
OUTPUT_BIN_NAME #AHWE, AR AU FI H S NA K PRI . bin UM

e PKI_LIST: WZET ca. cert. key H1—4,

 source_file: FEAFEIAIUEASIE SO IEBIR PR 4o X Huhk s AR L )

PA ESP-AT ) SSL % itk 45 SC- R i, 80T DASRAT R T ) i 27E tools H3g R4 client_cert.bin
I S
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python AtPKI.py generate_bin -b ./client_cert.bin cert ../components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt cert ../components/customized_
—partitions/raw_data/client_cert/client_cert_0l.crt

2R P 10 1] A2

ESP-AT I S04 i 454 components/customized_partitions/raw_data.

PA ESP-AT i) SSL & P iiE S B . R A8 A= i | ©ORY SSL & il 35 gkl So i, b i H
sk client_ca FHY CAIEBEHHEHCH CAES, FFH client_cert H3E FHY cert ﬂ%*&i‘ﬁwj
HCOW cert iE, £ client_ key HR FHRHE B CHIFAE .

WA ZEUEATSCIE, 4% BRSO B X B H SRR o BT DAKE SR 44 PARIC T 45
AR ORIEAS SCPFR IR -

BRISE N 5, Al DAS % %% ESP-AT 142 K4%1% ESP-AT T .

5.17.3 P WHUEAS RSk

EZIK AtPKI . py S SATTRAUEA SO — B S0 ST A e AR 5 2R b i SCPFpe k2 flash

MR TRk

¢ Windows
1% 2k Windows Flash 2% T H.,
5% zip UFJeH readme . pdf 8(# doc HIRRIUEZA Xz LEMEE.
¢ Linux or macOS
1514 ] esptool.py.
&N DAFE ESP-AT A H Sk R U T T TR fi 2 s — kil S«

esptool.py —--chip auto —--port PORTINAME --baud 921600 --before default_reset --
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_
—»size 4MB ADDRESS FILEDIRECTORY

¥ PORTNAME #5345t E: [, B ADDRESS #ffe hybe ol . ¥ FILEDIRECTORY ¥l —
il SO BT EE R H 53

i A A 9 W

o AT+SYSFLASH x4
PAESP32 BLAHAH, EATLAPATLA R R H client_cert 53X, 155 H AT+SYSFLASH $REL
CIEASH
1. #ify flash H]f40 X

PNy AN
iy

AT+SYSFLASH?

M.

+SYSFLASH:"ble_data",64,1,0x21000, 0x3000
+SYSFLASH: "server_cert",64,2,0x24000,0x2000
+SYSFLASH: "server_key", 64, 3,0x26000, 0x2000
+SYSFLASH: "server_ca", 64,4,0x28000,0x2000
+SYSFLASH:"client_cert",64,5,0x2a000, 0x2000
+SYSFLASH:"client_key", 64,6,0x2c000,0x2000
+SYSFLASH:"client_ca",64,7,0x2e000,0x2000

(Qi¥i#3)
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(£ LT
+SYSFLASH:"factory_param", 64,8, 0x30000,0x1000
+SYSFLASH: "wpa2_cert",64,9,0x31000, 0x2000
+SYSFLASH: "wpa2_key",64,10,0x33000, 0x2000
+SYSFLASH: "wpa2_ca",64,11,0x35000, 0x2000
+SYSFLASH: "mgtt_cert",64,12,0x37000, 0x2000
+SYSFLASH: "mgtt_key",64,13,0x39000, 0x2000
+SYSFLASH: "mgtt_ca", 64,14, 0x3b000, 0x2000
+SYSFLASH:"fatfs",1,129,0x70000, 0x90000
OK
+SYSFLASH: "ble_data",64,1,0x1£f000, 0x6000
+SYSFLASH: "server_cert",64,2,0x25000, 0x2000
+SYSFLASH: "server_key",64,3,0x27000, 0x2000
+SYSFLASH: "server_ca", 64,4,0x29000,0x2000
+SYSFLASH:"client_cert", 64,5, 0x2b000, 0x2000
+SYSFLASH:"client_key", 64,6,0x2d000, 0x2000
+SYSFLASH:"client_ca",64,7,0x2f000,0x2000
+SYSFLASH:"factory_param", 64,8,0x31000,0x1000
+SYSFLASH: "wpa2_cert", 64,9,0x32000, 0x2000
+SYSFLASH: "wpa2_key",64,10,0x34000, 0x2000
+SYSFLASH: "wpa2_ca",64,11,0x36000, 0x2000
+SYSFLASH: "mgtt_cert", 64,12,0x38000, 0x2000
+SYSFLASH: "mgtt_key", 64,13, 0x3a000, 0x2000
+SYSFLASH: "mgtt_ca", 64,14,0x3c000, 0x2000
+SYSFLASH:"fatfs",1,129,0x47000,0x19000
OK
2. R client_cert 40X
’AT+SYSFLASH=O,"client_cert" ‘
M.
E |
3. ¥ client_cert X
’AT+SYSFLASH=1,"client_cert",0,2344 ‘
M.
g |
24 <operator> Jwrite W, RGEWF| M AT GEHATIRE] >, HEHETR DU A ZE
s, BIRKEN S <length> —F(. J:‘a’——f;/\?%ﬂ’lfmﬂzz}é, %,Lz%erbﬂ:{n,w

[ox

» AT+CIUPDATE 1%

BN, EATPASATOA R R BB client_ca 43X, 1§55 AT+CIUPDATE JRINEZ (5 E .

R QR AR X R S UE BT client_ca A X, EOASEHL H 8 OTA ¥4, 1HES% L

}li 4o 7T 23 OTA aﬂré&o

AT+CIUPDATE=1,"v2.2.0.0","client_ca"

i AT PRBEsR p I 2 IR AR, 500 ESP-AT [ ] BEARE T AF.

AR BERAAE

= Wiy

K [H]

HATT
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iM% AT+SYSFLASH?,

5.18 AT API Reference

5.18.1 Header File

¢ components/at/include/esp_at_core.h

5.18.2 Functions

void esp_at_module_init (uint32_t netconn_max, const uint8_t *custom_version)

This function should be called only once, before any other AT functions are called.

S8
* netconn_max —the maximum number of the link in the at module
* custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

e
* para_index —the index of parameter
* value —the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)

Parse string parameter from command string.

S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e« ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
P[]
e true : succeed
* false : fail
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void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

B8
* custom_at_cmd_array —at command set
¢ cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%4 ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_ar_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)

get at module version number,

J&a] at version bit31~bit24: at main version bit23~bit16: at sub version bit1 5~bit8 : at test version
bit7~bit( : at custom version

void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,

¥
e data —data buffer to be written
* len —data length

B

e >=( : the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
ZH

* data —data buffer
* len —data length

Bl
e >=( : the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

%4 timeout_msec —timeout time,The unit is millisecond.
Rl

* true : succeed,transmit data completely
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* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
PR
* >=(: the length of the data received
* others : fail
bool esp_at_base_cmd_regist (void)
regist at base command set. If not,you can not use AT base command
bool esp_at_user_cmd_regist (void)
regist at user command set. If not,you can not use AT user command
bool esp_at_wifi_cmd_regist (void)
regist at wifi command set. If not,you can not use AT wifi command
bool esp_at_net_cmd_regist (void)
regist at net command set. If not,you can not use AT net command
bool esp_at_mdns_cmd_regist (void)
regist at mdns command set. If not,you can not use AT mdns command
bool esp_at_driver_cmd_regist (void)
regist at driver command set. If not,you can not use AT driver command
bool esp_at_wps_cmd_regist (void)
regist at wps command set. If not,you can not use AT wps command
bool esp_at_smartconfig_cmd_regist (void)
regist at smartconfig command set. If not,you can not use AT smartconfig command
bool esp_at_ping_cmd_regist (void)
regist at ping command set. If not,you can not use AT ping command
bool esp_at_http_cmd_regist (void)
regist at http command set. If not,you can not use AT http command
bool esp_at_mgtt_cmd_regist (void)
regist at mqtt command set. If not,you can not use AT mqtt command
bool esp_at_ble_cmd_regist (void)
regist at ble command set. If not,you can not use AT ble command
bool esp_at_ble_hid_cmd_regist (void)
regist at ble hid command set. If not,you can not use AT ble hid command
bool esp_at_blufi_cmd_regist (void)
regist at blufi command set. If not,you can not use AT blufi command
bool esp_at_bt_cmd_regist (void)
regist at bt command set. If not,you can not use AT bt command
bool esp_at_bt_spp_cmd_regist (void)
regist at bt spp command set. If not,you can not use AT bt spp command
bool esp_at_bt_a2dp_cmd_regist (void)
regist at bt a2dp command set. If not,you can not use AT bt a2dp command
bool esp_at_£fs_cmd_regist (void)
regist at fs command set. If not,you can not use AT fs command
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bool esp_at_eap_cmd_regist (void)

regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command
bool esp_at_eth_cmd_regist (void)

regist at ethernet command set. If not,you can not use AT ethernet command

bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.
%4 terminator —the line terminator
A
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
Al the command line terminator

const esp_partition_t *esp_at_custom_partition_find (esp_partition_type_t type,

esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
B8
* type —the type of the partition

* subtype —the subtype of the partition
* label —Partition label

&[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application
void esp_at_port_enter_specific (esp_ar_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)

{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {

len esp_at_port_read_data(data, data_len);
// TODO:

%% callback —which will be called when received data from AT port
void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)
Get current AT command name.
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5.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data
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void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)
callback when AT status changes

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

5.18.4 Macros

at_min(x,y)

at_max (X, y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT CMD_ERROR_OK
No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)
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ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)
parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)
parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_ CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress
ESP_AT_CMD_ERROR_CMD_OP_ERROR
the command operation type is error

5.18.5 Type Definitions

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

5.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum esp_at_module

module number,Now just AT module

Values:
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enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT _SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type
the result of AT parse

Values:
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enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT_PARA PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
[13 OK b2

enumerator ESP_AT_RESULT CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_ CODE_FAIL
“ERROR”

enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

5.18.7 Header File

¢ components/at/include/esp_at.h

5.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name
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const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)

get current module id

void esp_at_board_init (void)

init peripheral and default parameters in factory_param.bin

bool esp_at_web_server_cmd_regist (void)

regist WiFi config via web command. If not,you can not use web server to config wifi connect

5.18.9 Macros

ESP_AT PORT_TX_WAIT_MS_MAX

ESP_AT_ FACTORY_PARAMETER_SIZE
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4. BHCAFE NS AMEE, R AT+ TCPRDINFOSET $4it T —AS8ii ik B M5 E.,
)ﬂﬂ{é}gﬂﬂi‘f%&% B P B AN, M W 55 ok s A iR R, MR IO A ) s as
AfFEAREE,

5. EFENT, W&ISHEMMUTF AT K, PATRIIE, B&%HE BB SR FESRY flash H, 5
SE T AR AR T 3 iy AT+ TCDEVINFOSET?? 0@ AR IR & (5 BOF IR B RS
MQTT Ji %5 .
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il

AT+TCDEVREG

OK
+TCDEVREG: 0K

AT+TCMODULE: g {5 S L

Titie AREUSLALRE OB 7 SR

Pira s wd:

AT+TCMODULE

Wi i ¢

Module HW name: #4172 K

Module FW version: M 4 B 4z &

Module Mac addr: Wi-Fi # 4 mac #b 4t

Module FW compiled time: # 41 @ # 4 ¥ & ik M |
Module Flash size: # #4 flash Kk />

OK

il

AT+TCMODULE

Module HW name: ESP-WROOM-32D

Module FW version: QCloud_AT_ESP32 v2.0.0
Module Mac addr: 3c:71:bf:33:b0:2e

Module FW compiled time: Jun 17 2020 16:25:27
Module Flash size: 2MB

OK

AT+TCRESTORE: j5RBid] s

hiie e flash EORAFIVISIR = A5 B

Wik % fr s

’AT+TCRESTORE=?

W

|ox

AT wa:

’AT+TCRESTORE

Wi % ¢

|ox

B9
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+CME ERROR: <err>

e
s MRABAC L EEB NS MQTT HB%%%% Mk o] 5, H P R S IR W O O 4 Ay
(AT+TCMQTTDISCONN) A REHATZ A2
o WIHUIRAS VR, WERIE OK, K518 AL EIRAFE IS IR o A0 k& S s e, ARZEAR
OTA [{HEE, I E B,
o A AL REAE R (B AT+ TCMODULE W ABERURIME E) PAK ESP32 %4511 NVS £
45 Wi-Fi fe, QR FHR 2SR Wi-Fi BLE(5 5 55 2404 T AT+RESTORE,

il

AT+TCRESTORE

OK

TC MQTT %4

AT+TCMQTTCONN: [t MQTT #H: 55

it BLE MQTT S HL, W% M mAIRIS S DBkmIRE . Siffail. HHERIE IRz ik o5 4

AT+TCMQTTCONN="?

W .

+TCMQTTCONN : <TLSMODE_SELECTED>, <CMDTIMEOUT_VALUE>, <KEEPALIVE> (max 690s), <CLEAN_
—SESSION> (0/1), <RECONNECT> (0/1)

OK

AT+TCMQTTCONN?

MW 3% <

+TCMQTTCONN: <tlsmode>, <cmdtimeout>, <keepalive>, <clean_session>, <reconnect>

OK

BenR
« KEEPALIVE [/JBRA{E >4 240, CLEAN_SESSION [#JERIAE A 1

’AT+TCMQTTCONN:<tlsmode>,<cmdtimeout>,<keepalive>,<clean_session>,<reconnect>

W

’OK
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&

+CME ERR: <err>

B

o <tlsmode>: A J X, WIEI, (UK <tlsmode> iy 1 BRI

- 0: HIERK

- 1: TLS &5

- 2: TLS kA=, #A
o <cmdtimeout>: @A AN, LAEI, A MQTT ##:. &7, 1T RMER IR, RAZR,

WA 5000, A DA P 45 AT RE B . Y5 A 1000 ~ 10000 ZF5

o <keepalive>: .CoBk[A][F, SAHTN, AL R 60 ~ 690 #2, ERIA(E A 240
o <clean_session>: S EIRSTE, IEIR, A

- 0: A%

- 1: R (BN
e <reconnect>: MQTT Wi 2 G E %, WIHW, %A

- 0: NENEE

- 1 HIEE
o LA BB AT+ TCDEVINFOSET 3%

il

AT+TCMQTTCONN=1,5000,240,1,1

OK
+TCMQTTCONN: OK

AT+TCMQTTDISCONN: WiJf MQTT ¥4

g Wit S IR=R MQTT &4

Wikdrs frd:

’AT+TCMQTTDISCONN=?

Wi i ¢

[ox

Piran s e

’AT+TCMQTTDISCONN

’+CME ERROR: <err>

Bl

o WIRBIHALT OTA RASH, PUTZa 22BN OTA 5 G455 BN MQTT 1442
o RIEBIRATIZME +CME ERROR: <err>
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il

AT+TCMQTTDISCONN

OK

AT+TCMQTTPUB: [ij 44> Topic % Ahiii e

i a2 Topic ZARTIHE

Wik % s

AT+TCMQTTPUB="?

W i ¢

+TCMQTTPUB: "TOPIC_NAME (maxlen 128)", "QOS(0/1)","PAYLOAD"

OK

’ AT+TCMQTTPUB=<topic>, <gqos>, <message>

Wi i <

|ox

Y

’+CME ERR: <err>

Bl
o WOR B WK E B I MQTT ik 55 #%, W& 85 3%, M P %R 2 kK kEEm
(AT+TCMQTTCONN) # 8 %A E.
o WREAAE, ﬁf’aa_lil OK, PRk E LMW S5, g2 QoS JHE, 25 F
PUBACK & i 26 I iR
— +TCMQTTPUB: OK: ﬁ%ﬁﬁjzyj
— +TCMQTITPUB: FAIL,<err_code>: KfiKkK

* <topic>: 7;21‘5/%@13’] Topic name, “FAFHREAKE 128
* <qos>: QoS {H, BHFFOAM 1
* <message>: Vyi?‘ﬁlél@{ﬁuﬁiﬂ’]l’\]%}

v
o WREEK AT o B FEF KA 256 777, FlaHss, XTHBERNES LK EES
FESP-AT 44 m H =AY,

il
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/) OB K AR

AT+TCMQTTPUB="iot-ee54phlu/devicel/get",1, "hello world"

OK
+TCMQTTPUB: OK

AT+TCMQTTPUBL: [ 5:4™ Topic %A K15 6

hiie 1t Topic AAKINE, MTAT+TCMOTTPUB Ji BA K EER K 5+

a4 w4

AT+TCMQTTPUBL="

W

+TCMQTTPUBL: "TOPIC_NAME (maxlen 128)", "QOS(0/1)","LEN(1-2048)"

OK

B A

AT+TCMQTTPUBL=<topic>, <gos>, <msg_length>

Wi i ¢

OK
>

Y

+CME ERR:<err>

B):

s IR BIA MR IEREB NS MQTT Ik 548, WRMH R, HPREEREEZGS
(AT+TCMQTTCONN) A e KA1 ..
o QARBLHALT OTA FEARASY, T WARERS, ARz AmEEmS, SREHR.
o WARENA AR, BRI OK, B FORIRE] >, #EABGH E payload JRZ, %] <msg_length> K JiF
HIE G, SRR ] &k MQTT JH B45 4 -
— +TCMQTTPUBL:0K: K13
— +TCMQTTPUBL:FAIL, <err_code>: KKK
o HEAFEIIE S payload RIS, A 20 FP8h 2o A7 (A8 I I IR], 40 SR 68 i i 05 B i B0 I /N T
<msg_length>, s{EFULE] +++\r\n, NE B B payload JRZ, iz [ 4R +CME ERR:<err>,
HHAS Ki%%Z MQTT JH &,
* 45 payload N[l iE .

o <topic>: K7il S Topic name, I AKFLFERKE 128

* <qos>: QoS fH, B HFFOA 1

o <msg_length>: KAHHEMARMNKE, B RKE 2048, i KERNLIELE RN /c/n, XTHEAEN
B SH AR ESP-AT 4 4 5L0 F57
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il

/)RR AR
AT+TCMQTTPUBL="iot-eeb4phlu/devicel/get", 1,11
>

Hello,world
OK

+TCMQTTPUBL: OK

AT+TCMQTTPUBRAW: [ 3EA™ Topic % Aii — bR 6.

Iifie 1% Topic Jffi “HERIBARI R, WTLA%A A & SRR RELAR AR SCA 23 ISON Kl , BidlE
AAT AT e SCAL B

it % w4

AT+TCMQTTPUBRAW="

W )i *

+TCMQTTPUBRAW: "TOPIC_NAME (maxlenl128)", "QOS(0/1)","LEN(1-2048)"

OK

AT+TCMQTTPUBRAW=<topic>, <qos>, <msg_length>

W

OK
>

1%

+CME ERR:<err>

K
o QR AT ORI I MQTT Ml 55 #%, R ] 5% %, 7 258 K08 0% & v &
(AT+TCMQTTCONN) A fe k1A 5B
o QRAEZHAL T OTA FEURZS, W T INAARIERS, A SHRxkmilEme, SkmlHR.
o WEREAGYE, BRI OK, #FRIRME >, EABUGHE payload K7, #EF| <msg_length>
KEMEGEE, SPREBOTR B % MQTT JHE 4558 :
— +TCMQTTPUBRAW: OK: & 1f )
— +TCMQTTPUBRAW:FAIL, <err_code>: KTk
o FEAFEWON B payload JqRAS )G, A 20 FhBh A A i) A I B[], 4 2R B S e ) EiodE A BE /N T
<msg_length>, BEFIE] +++\r\n, MR EYOH B payload RZ, iR [A] 4 1% +CME ERR: <err>,
H HA S Kk i%% MQTT JH &
* & payload £ [a] i,

* <topic>: KAfi{H 51 Topic name, FHKFAFHICE 128
* <qos>: QoS fH, B HIFF0F 1
* <msg_length>: KAAMTHEMRMKLEE, FRKEE 2048, ZKEAAIELEREN /o/n
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il

/)RR AR
AT+TCMQTTPUBRAW="Sthing/up/raw/iot-ee54phlu/devicel", 1,10
>

0x0102030405060708090A
OK

+TCMQTTPUBRAW: OK

AT+TCMQTTSUB: iJ 3 MQTT X4~ Topic

i 1T MQTT J&A4~ Topic, Wi-Fi #4155 2 S F¢1T [ 10 4~ Topic

a4 wde

AT+TCMQTTSUB="?

W

+TCMQTTSUB: "TOPIC_NAME (maxlen 128)","Q0S(0/1)"

OK

P A

’AT+TCMQTTSUB?

W

’OK

11

+TCMQTTSUB: <topic>, <qos>

:list of sub topic
+TCMQTTSUB: <topic_n>, <gos>

OK

B
s WAL EMNE, IREEIT ) Topic 413

’AT+TCMQTTSUB:<topic>,<qos>

W )i :

[ox

&

’+CME ERROR:<err>
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e
o WIIR LA WK E BB I MQTT ik 45 #%, W& [ 4 %,
(AT+TCMQTTCONN) AT 3 B.
o WERBLZHALT OTA FECRASH, T SCRRZ AT, SIRIEER
o IR B AL MR E B IR = MQTT iR 45 %%, AR 0] 4% 3%,
(AT+TCMQTTCONN) 7637 4.4
o WURBZALT OTA FERSH, AZFrizmsd, SiREHR.

M T 2 e Kk ik

H PG e ks T By A

¥ i 4

o WREAGTE, EERIE oK, ARSTRIET RIS, %4 2 ERE] SUBACK i I 2 M

SIS
— +TCMQTTSUB:OK: 1] [Tl
— +TCMQTTSUB:FAIL, <err_code>: 1] [H%k

BH

» <topic>: 1] %Y Topic name, KK 128
* <qos>: QoS fH, B HHFFOA 1

il

AT+TCMQTTSUB="iot-eeb4phlu/devicel/control", 0

OK
+TCMQTTSUB: OK

AT+TCMQTTUNSUB: i E£iT k1) Topic

Uitie BUHCE TR Topic

it % w4

AT+TCMQTTUNSUB="

Wi 3% ¢

+TCMQTTUNSUB: "TOPIC_NAME"

OK

DA R R

’AT+TCMQTTUNSUB?
LT)
E

KEmA WA

’AT+TCMQTTUNSUB:<tOpiC>

Wi i *

[ox

Y
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+CME ERROR:<err>

[PLE
s IR BIAHMAKIEREB IR MQTT Ik 548, WRMH R, HPETFEEREEERZGS
(AT+TCMQTTCONN) A 3T I B .
o WRBLZHALT OTA FHEURSH, ACFrzimsd, 2RMPIHER.
o WAEI AR, HEOCRE OK, ARJEREIGH T FAL) 545
— +TCMQTTUNSUB:OK: HBUHIT Y ;
— +TCMQTTUNSUB:FAIL, <err_code>: BT %M.

ZH
o <topic>: HiH 1T 7K Topic

AT+TCMQTTSTATE: #ifj MQTT ¥EfaR A

it A MQTT HEHIRE

it % A

’ATJrTCMQTTSTATE:? ‘

W

[ox |

DA R

’AT+TCMQTTSTATE ? ‘

Wy
+TCMQTTSTATE: <state>
OK
o <state>: MQTT #ER2IRES
- 0: MQTT B WrFF
- 1: MQTT Zi%#:
il
AT+TCMQTTSTATE?

+TCMQTTSTATE: 1
OK

TC OTA W%

AT+TCOTASET: OTA Yjfigfli gl S A e v
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Jiiie OTA JhREREAESE il MARA IE.

ik % s

AT+TCOTASET="?

W i <

+TCOTASET: 1 (ENABLE) /0 (DISABLE), "FW version"

OK

AT+TCOTASET?

W i :

OK
+TCOTASET: <ctlstate>, <fw_ver>

o

’+CME ERROR:<err>

BEMA A

’AT+TCOTASET:<ctlstate>,<fw_ver>

W

’OK

o

’+CME ERROR:<err>

v :

o WREAGYE, BISERI Ok, SRJE1T1H OTA ) Topic (H P IE/iF-sh11 1% Topic) , &zl OTA
JEEES, H ERARHRA, REPATEER . WREEES E LRI BT RERE, WHFT
SR ERAHE A . IR EZTE OTA FERSH, PATZG N SR [ 4% .

o ZMAPITHRIIZ G, BASA TR TR aARAS, XAEHEUR H PG R T E
a4, BAMTar B2 JEa#EA OTA TR L)t +TCOTASTATUS : ENTERUPDATE [1)
URC %3 MCU, #f A OTA T#URESZ G, SRS AT s, R MRS

o M4l MR # %5 R, M Ih £ b +TCOTASTATUS:UPDATESUCCESS, 4 Il & F
+TCOTASTATUS:UPDATEFAIL, H iR FEMEFS. XMW EFEFRIITZMS, I2H
HadEE T EES .

o B ECC R NS, FRARMERBSE, ETFEHRS LFHFEN N

o WIZA A R B EE T HATSS £ 30R MCU I [E14 T #0A B2l B S B2, X B &
IR, FERM N EsEh2 J5 2 Bt +TCOTASTATUS : UPDATERESET, HHE 2 B)5 HEhE )5
AT

— +TCOTASET : OK: OTA IfEik EH OK
— +TCOTASET:FAIL, <err_code>: OTA WJREIXE R
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BH

o <ctlstate>: OTA fligEHs], /KA, 0 M, 1 {HfE, enable L RAHR AT Hh )G & AT 5%
disable WHH 5 & T #AL55
o <fw_ver>: RGUFIEIRAGE, F4F8, BAHE: VRC, B 1.00. KA 1~32 53

hil

AT+TCOTASET=1,"1.0.1"
OK
+TCOTASET :OK

AT+TCFWINFO: I 2% A e 2

itie PR AT A B

a4 w4

AT+TCEWINEO="?

Wi % ¢

+TCFWINFO: "FW_VERSION","FW_SIZE","FW_MD5","FW_MAX_SIZE_OF_MODULE"

OK

Bl

* FW_MAX_SIZE_OF_MODULE j& il F 7+ OTA (e R 718, 4RI B B v G OLiR
[, fme/ st 128 KB

B @A

’AT+TCFWINFO?

W

OK
+TCFWINFO:<fw_verion>, <fw_size>, <fw_md5>, <module_buffer_size>

114

’+CME ERROR:<err>

Bl

o BERATUREPEE B, B I RO S 7 BT IR L O
o WREZAE OTA FEUIRA, TR [] 4 %

il

AT+TCFWINFO ?

OK
+TCFWINFO:"2.0.0",516360,"93412d9ab8£3039%caed9%9667a1d151e86"

AT+TCREADFWDATA : 35U 25 A BB be
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Dyiie SRR A Y R

ik % s

AT+TCREADFWDATA=?

W i <

+TCREADFWDATA: "LEN_FOR_READ"
OK

B WA

’AT+TCREADFWDATAZ<len>

Wi % ¢

’+CME ERROR:<err>

11

’+TCREADFWDATA:len,hexdata'~

Bl
o BpEEU, BIASCHmAS RN, PSR B R NI R T B GE e . AR AT IR, H
R BN T O, WSR2 B . P R SR A R, FREA
HAT+TCFWINFO iy 2R s g%, A 0] ABR T AR SRS 1 o
* ARIEAE OTA FEARSH, WLR[HIH5R.

BH
o <len>: BERHJEIFRE, B

il

AT+TCREADFWDATA=512
OK
+TCREADFWDATA:512,01020AF5 -+ . .

Bl I 2 ToT P57 347 OTA JyheiRFiHER

URC B8] ¥:3h it MCU {58

+TCMQTTRCVPUB (W EIiT i) Topic It 4R E )

Tifie WeEIT FgRY Topic HIH BT L4 MCU #{5 &

ERSEAEN

+TCMQTTRCVPUB: <topic>, <message_len>, <message>
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H4H & B Z10T Hub C-SDKX$5O0TA ThiE

MCU

oK

- 3

HATHIEE

(FF#L. FEARPRLE)

AT+TCOTASET="Enbale”, "FW_vesion™

BA=I0TES

1TIHOTA topic, IRiZ &EHFRA

Sata/update/$(product | idy3(device_name) >

HEEITIA

fEfEOTAThRE oK
TR RE SAM AT
—5 (EHTHEE)
iR NFHRURCEER
o _ +TCOTASTATUS: ENTERUPDATERETEMaTess
[ THAGE
2]
|
ﬁﬁxﬁ‘
TH T
FENET
LIRFHBERURCIES
+TCOTASTATUS| UPDATESUCA
sE

:TCOTASTATUS: UPDATEFAIL

AT+TCFWINFO

RREFEHER

&
<

FW_ver, MD5, FW_size

ATHTCREADFWDATA=<len>

P B E KR, b
TCREADFWDATAlendats (Yl

— T SRS

RBEH

FHREH
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BH

o <topic>: YLF|JH S ¥ Topic
« <message_len>: F{HAL, WEEEAMEKE CRE ")
 <message>: i F|H B R N2

B
o BEAAN D> T AT Bt & — BE i Btk J& 747 4t , BT A message INRGE—H ", AISRAT FYY
Topic 4742 —#EH (Topic TR R FATHRILE oM, TFAE HOHFEWNE), FE
A TR ", B4R R M, Topic $thing/down/raw/CTQS08Y5LG/Dev0l "F4T i il 4k
i 1234 3y 0x1234, PANFERT, A WFERF, #0 TAESZEM.

il

+TCMQTTRCVPUB: "CTQS08Y5LG/Dev0l/get",11,"hello world"

+TCMQTTDISCON (MQTT WiJFit 4R 8)

hiie MQTT M35 IR 55 as Wi Ty B4R i) URC KW T4 8 15 A

e
o Code H5 RGN Al PAEF IR 53548 X err code

2Nl

+TCMQTTDISCON, <err_code>

+TCMQTTRECONNECTING (MQTT jEAE i mf a5 E)

iie MQTT M4 5 ik 55 g Wi T+ IEAEUEA T B S B E4Rkiy URC

hil

+TCMQTTRECONNECTING

+TCMQTTRECONNECTED (MQTT ¥k St I HRifs )

it MQTT ¥4 555 2 Wit 5 A s E 2 s B4y URC

il

+TCMQTTRECONNECTED

+TCOTASTATUS ( L4z OTA k%)

hiie OTARI AL B4R AY URC

Espressif Systems 366 Release v2.3.0.0-esp32¢3-138-g792¢138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

Chapter 6. 55 =77 £ #il{t. AT iyl {F

R X

+TCOTASTATUS: <state>

ZH
o <state>: OTART
— ENTERUPDATE: #4131 A OTA B4 F IS
UPDATESUCCESS: [ F#) (45 [ e 5 f 22 A7 i) )
UPDATEFAIL,<err_code>: [l #% 2: f
UPDATERESET: #i4 { & [E{F A8, 752 B aa HahE A

il

+TCOTASTATUS: UPDATESUCCESS

Wi-Fi fidi Je AT $iill a4

AT+TCSTARTSMART: UJ, SmartConfig Jj XJEfT Wi-Fi et K Be£5 45 €

Yiiie VA SmartConfig J5 AilEAT Wi-Fi Bt MR = i dhE , o 25 MINEE MEFI A5 M. H A
SCHF5RE%E ESP-TOUCH X, BARMC M LI 5% 16 TH = P I 5~ F 5 B 19 SRS

it % w4

AT+TCSTARTSMART="?

W

AT+TCSTARTSMART: CMD FOR START SMARTCONFIG
OK

Wiifns frd:

’AT+TCSTARTSMART

’+CME ERROR: <err>

RS B e Je B ATS5 , ikl

’+TCSTARTSMART:OK /) HNE ROR A KT
o
’ +TCSTARTSMART :FAIL, <err_code> /) HNE ROR A & K

FERC I S 4852 B ) 2 iz o]
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’+TCSTARTSMART:WIFI_CONNECT_SUCCESS

o

’+TCSTARTSMART:WIFI_CONNECT_FAILED, <err_code, sub_code>

B

o QEAREALET MQTT EEERESH, WA SRR E S, SRPIFIR. 25T MQTT #k.
o A PATHING, 0 Wi-Fi RS HEA 500 ms R AN RAS, XA AP AT I 1% 1%

/NEEFF_E TS N 8 B4 IR R A T

o ASRAE S N BOA AT A B4 B SR I RDIRAS , R

202,

il

[A] B8R : + TCSTARTSMART : FAIL,

AT+TCSTARTSMART

OK
+TCSTARTSMART : WIFI_CONNECT_SUCCESS

AT+TCSTOPSMART: j#!l} SmartConfig 75X Wi-Fi fig R 2

Uit 1B H SmartConfig J5 2l FLRES

a4 ade

AT+TCSTOPSMART="

W

AT+TCSTOPSMART: CMD TO STOP SMARTCONFEIG
OK

Baitrs frd

’AT+TCSTOPSMART

’+CME ERROR: <err>

B

o AREALAET MQTT EEEREH, WA STRRZ A M2,

il

ZIREIEE R TSI MQTT 4% .

AT+TCSTOPSMART

OK
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AT+TCSAP: UJ softAP Jj k4T Wi-Fi it Kz Be 2598w

Il VA softAP 7 sUHETT Wi-Fi LW ISR i 0, T

BOHSH BN = WM T -1 6 F W S0R

it A

T TIEE/ MEF R A 5E M. RAREL R P

AT+TCSAP="

W

+TCSAP=<ssid>[, <pwd>, <ch>]

OK

B9

’+CME ERROR: <err>

SRIG IR K€ Ja B AE55, HF ikl

’+TCSZ—\P:OK /) H#ONE R R A K B

B

’ +TCSAP :FAIL<err code> /] HNTE MR A K K

TERC I S 4852 A ) 2 ik o]

’+TCSAP:WIFI_CONNECT_SUCCESS

5 JUJ 3% [m]

’+TCSAP:WIFI_CONNECT_FAILED,<err_code,sub_code>

Bl

o QERFHALT MQTT CiEHREH, WASTRHZ B E S, SREIR. FEREWIT MQTT % .
o A PATIIN G, H 0 Wi-Fi 557847 S0P 200 ms S FH N AR, XA I T IS TR £

ANER Y _E TS I A A 4 IR R R A T

o WIRTE 5 4P INIA PATEAE, F4H B HERDIRES, IR 4% : +TCSAP:FAIL, 202,
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BH

o <ssid>: b ssid, EAMEN softAP B} ssid, i 32 =Y
o <pwi>: BURHTD, BHEIER SoftAP B psw, S AKIE 32 545, K
e <ch>: AR, BATEN softAP O, THSH

B
o NG, AR FTECERY ssid BURR, THLRT DASRICE 1) B D R PR R R I BN, R[]
it & —~ UDP server, serverip:192.168.4.1.
o APP FIEEZH () L 9 W] 304752 E AR I -
o AR HRAE ssid, WS E BTN Wi-Fi #k.

il

AT+TCSAP="Test—-SoftAP","12345678"

OK
+TCSAP:WIFI_CONNECT_SUCCESS

AT+TCSTOPSAP: il softAP J5 3, Wi-Fi IR A&

it 1B softAP Jy s MR

a4 e

AT+TCSTOPSAP="?

Wi i ¢

AT+TCSTOPSAP: CMD TO STOP SOFTAP
OK

7

P s s

’AT+TCSTOPSAP

Wi i ¢

[ox

%

’+CME ERROR: <err>

B :
o QERKHAL T MQTT CIEHREH, WASTRHZ B E S, SRR R, FEREWIT MQTT % .

il

AT+TCSTOPSAP

OK

AT+TCMODINFOSET: ESP32 Big] {5 B8 H
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Dyt B ESP32 B RAYME R, W AFR, flash K/NEE

ik % s

AT+TCMODINFOSET?

W i <

+TCMODINFOSET: "MODULE NAME", "FLASH_SIZE (2/4)","WIFI LED GPIO","FW BASE ADDR", "FW.
—MAX SIZE","FIXED CONNID"

OK

BRAA @A

AT+TCMODINFOSET?

W ) :

+TCMODINFOSET : <module_name>, <flash_size>, <WiFi_LED_GPIO>, <fw_base_addr>, <fw_max_
—size>,<fixed_conn_id>

OK

iR K e

AT+TCMODINFOSET=<module_name>, <flash_size>,<WiFi_LED_GPIO>, <fw_base_addr>, <fw_max_
—size>,<fixed_conn_id>

’+CME ERROR: <err>

vei:
s MBI E ZIEREE N MQTT R 45 4%, Wk M &R, HPHELEKERITERESS
(AT+TCMQTTDISCONN) 7} AT % 6 2
o WARENA YR, WEOGRE] OK, BRI MR FERERI S5 E
- +TCMODINFOSET:0K: B AT, HAHKIESIRAFE] flash, R LK
— +TCMODINFOSET:FAIL, <err_code>: iXE RN

* <module_name>: BIZHHFR, FAFERRA, HAKE 30

o <flash_size>: HiZ flash K/ (B MB), 2 (¥ 4, FfEzen

o <WiFi_LED_GPIO>: 2L Ml GPIO 345l Wi-FiRESAT, Ffdzrzl

o <fw_base_addr>: B AL OTA THE W B4 SRAr bk, FUE2AY, % H75 4 0x1000
HEEAE I HAS/NVT 0x111000

o <fw_max_size>: WAL 1AL OTA TR [ F e K23 1a], BUEZRA, Z{E A KT 716800
(700 KB)

o <fixed_conn_id>: 3BT, BRAK 1
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Bl
* ESP32 Wi-Fi B4 [ (F FIALAL {5 SAF6H T AN ) flash 731X, AL R 1A 2l i o 2 S UL 15 5 T
FHRZBCE A AT PAGEAR[F] — RRAS LA [ T DATE AN ] RO RS A

il

/) B K
AT+TCMODINFOSET="ESP-WROOM-02D",2,0,1118208, 716800, 1

OK
+TCMODINFOSET:0K

AT+TCMQTTSRV: ¥ H Rz MQTT Jii 55 25 Huhl

g WEBIN S MQTT JIR454% host Mudil:, & 1 TRAA AR el E & 537 5

it A

AT+TCMQTTSRV="

W

+TCMQTTSRV: "MQTT SERVER IP"

OK

AT+TCMQTTSRV?

W

+TCMQTTSRV:192.168.10.118
OK

’AT+TCMQTTSRV:<HOSt addr>

Wi i :

’OK

Y

’+CME ERROR:<err>

LR
o WIEEAGYE, BHERE oK, RIFIREIWE IS5
— +TCMQTTSRV:O0K: &HE IP J%Th
— +TCMQTTSRV:FAIL: & H IP KK
o WERBHALT MQTT CERRAS T, WA FHZRE ML, SREER, FTEEHH MQTT ##.
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S
o <Host addr>: iz MQTT #4548 IP i3 44 Huht

AT+TCVER: BHUSRA [ ToT SDK JiiAc {5 5

ifie REBUALREF ToT SDK A~ B

Wiis @

AT+TCVER

il

AT+TCVER

Tencent Cloud IoT AT version: QCloud_AT_ESP32_v2.0.0
Tencent Cloud IoT SDK version: 3.2.0

Firmware compile time: Jun 17 2020 16:25:27

Tencent Technology Co. Ltd.

OK

TC P31 &

AT+TCGWBIND: X85 TSt A

ifie M AT BT W i BE, aTDAE I i a0 I TR I T E SO R DR
IV ENIU R R g

Wik w4

AT+TCGWBIND="?

W i <

+TCGWBIND:"MODE", "PRODUCT_ID", "DEVICE_NAME", "DEVICE_SECRET"

OK

B frd

’AT+TCGWBIND?

W i :

[ox

&

+TCGWBIND: <product_id>, <device_name>

:list of all bind sub-devices
+TCGWBIND: <product_id>, <device_name>

OK
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Bl
o BEfAr 42l MQTT I B AWM G & 20 C 248 7 24 Bl M X P i (5 8, TRk
wRIE.

’AT+TCGWBIND=<mode>,<product1d>,<deviceName>[,<deviceSecret>]

W

[ox

&

’+CME ERROR: <err>

B
o AR ABLAL M OR IE 3 S IR = MQTT iR 55 %, Wik [ul 85 52, JI 7 7 2800 K a8 3 3%y &
(AT+TCMQTTCONN) A e K ATH B -
o A NET MQTT JHER A A, SPHIEE #9050 sURI A2 s R H .
© AREAGTE, EHIRI OK, TR AR [0 465 s AREE T i s R S 1
- +TCGWBIND:OK: AR, XTF 4 #ll, B0 MR M. X TR EA, Rk
P BB A AR 1] ) o

— + TCGWBIND:FAIL,<err_code>: EAELRIN

o <mode>: IR SEL, LIEIN
- 0: BPEEE
- 1: fREGLEAE
o <productld>: T-#7=iid, WWIEI, FRAHFEE, HRKE 10 7147,
o <deviceName>: TG AFK, WMHIT, FAFERIRA, AR 48 795,
o <deviceSecret>: T, TR, FAFRERA, HRKE 4 7147, FEREERIERE, AHEE
PACTRASEY  FEG0E BB, WAL TR H T, I AL B AP ) T34 =0T
A BEESE R (% B TR B A G R At s P & sh S 23K

il

/] HRTFEE RS

AT+TCGWBIND=0, "CTQSO08Y5LG", "Dev01l", "ZHNkIGRzZCA="

OK
+TCGWBIND:0K

AT+TCGWONLINE: WJCARBE1-Bedy b F e %

ifie 2 AT BT TP C B EE, n] P ik & AU N Tl s AR A, DOCR Y
MR

it % w4

AT+TCGWONLINE="?

W
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+TCGWONLINE: "MODE", "PRODUCT_ID", "DEVICE_NAME"

OK

P A

’AT+TCGWONLINE?

+TCGWONLINE: <product_id>,<device_name>

:1list of online sub-device
+TCGWONLINE: <product_id>,<device_name>

OK

B
© ARACAAELN TR, RIPIEAELN TR (E SR

peEmY mA

’AT+TCGWONLINE:<mode>,<productId>,<deviceName>

] oz <

[ox

B

’+CME ERROR: <err> ‘

LK
o MR AL WK IE B I MQTT ik 5 4%, Wk 55, MR ELEREEREGS
(AT+TCMQTTCONN) A BE K ATIH S «
o ZAAET MQTT JH B R 4E, SHEE 2 FTFABETNEEERE .
o WEREAGYE, BOERIE OK, 271 RiR 48 & BB i &R Eah 5%
— +TCGWONLINE:OK: FERIY
— + TCGWONLINE:FAIL,<err_code>: PA/EZRIK

S8
* <mode>: BIXZSHL, WHIHIT
- 0: PR
- 10 NEEAE
o <productld>: Fi%#& ™/ id, WM, FAFHRER, HEARKE 10 717
¢ <deviceName>: [RFAHR, W, FAFHREA, KA 48 77

il
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/] FREELERY

AT+TCGWONLINE=0, "CTQS08Y5LG", "Dev01"

OK
+TCGWONLINE : OK

/) FERELERGE, RXTUARETHRE LA

AT+TCMQTTPUB="CTQS08Y5LG/Dev0l/data", 0, "hello world"

OK
+TCMQTTPUB: OK

AT+TCSUBDEVINFOSET: T-i%% (s EiE

ifie BEEMIREWER -GN TRa R, TR iR

it % A

AT+TCSUBDEVINFOSET="?

Wi i ¢

+TCSUBDEVINFOSET: "MODE", "PRODUCT_ID", "DEVICE_NAME", "DEVICE_SECRET_BCC", "PRODUCT_
—~REGION"

OK

B A

AT+TCSUBDEVINFOSET?

W i <

+TCSUBDEVINFOSET: <product_id>,<device_name>, <devicesecret_checksum>, <product_
—~region>

OK

Y

+CME ERROR: <err>

LR
o RiR[H] devicesecret ) FAFERE NES, H ik [0 devicesecret 4 H: HIRI LA (BCC)

AT+TCSUBDEVINFOSET=<mode>, <product_id>, <device_name>, <device_secret>[, <product_
—region>]

Wi i :

OK

5
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+CME ERROR: <err>

B

AN T M ) MQTT 1442

s AR, HOERE OK, 2Tk i s B B 55
— +TCSUBDEVINFOSET:0K: & BRI
— + TCSUBDEVINFOSET:FAIL<err_code>: &EEIK

o <mode>: RS, WIEHIN
- 00 BCEAAE
- 1 JHERERAE
o <product_id>: 77 id, WMEI, FAREREA, FRKE 10 7Y
o <device_name>: XEZFR, I, FAERA, HAOKE 48 F4Y
+ <device_secret> YCAHH], AHUT, FRFRAA, AR E 44
o <product_region>: 7= Xk, PEIEIN, FAFEERT BOCKER 24 £, WESORERE, BRACk
E Kk A% 5 “ap-guangzhou”

2Nl

/) EE KT
AT+TCSUBDEVINFOSET=0, "CTQS08Y5LG", "Dev01l", "ZHNkIGRzZCA="

OK
+TCSUBDEVINFOSET : 0K

AT+TCSUBDEVPRDSET: T-B:4%) s b s

Iiiie BCEMIN YR G QA T AR, T M TR AT Eh A 5

Wik % s

AT+TCSUBDEVPRDSET="?

W i <

+TCSUBDEVPRDSET: "MODE", "PRODUCT_ID", "PRODUCT_SECRET_BCC", "DEVICE_NAME", "PRODUCT_
—REGION"

OK

BRAA @

’AT+TCSUBDEVPRDSET?

Wi i ¢

[ox

o
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+TCSUBDEVPRDSET : <product_ID>, <product_secret_checksum>, <device_name>, <product_
—region>

:list of all sub-device
+TCSUBDEVPRDSET : <product_ID>, <product_secret_checksum>, <device_name>, <product_

—~region>

OK

Bl
s WERACAREN T, RECRER TiEE %R

AT+TCSUBDEVPRDSET=<mode>, <product_ID>, <product_secret>, <device_name> [, <product_
—region>]

+CME ERROR: <err> ‘

Bl

AT AN R 24 1 9 S ) MQTT 4%

WA AR, EOERE OK, 2 T RRNFR&AFEERERNSH
— +TCSUBDEVPRDSET:0K: ENI, romdsa{ifFs)| flash, s ANFE%k
— +TCSUBDEVPRDSET:FAIL, <err_code>: WERIK

* <mode>: BIXZEL, WHIHIT
- 0: WHEBRME
- 1: PHERERE
+ <product_ID>: 7= ID, MEIF, FAFEREA, HAKEE 10
» <product_secret>: Fﬁpnmléﬂ MBI, FAFERRA, BRK R 32
o <device_name>: &4 FR, WIEI, FAFERBRAL, FRK 48,
* <product_region>: F':unlzjﬁk, JﬁiﬁI\ FAFRRA, KK R 24 277, WAL, BRI+
E KEiAH = “ap-guangzhou”,

il

/) & E K
AT+TCSUBDEVPRDSET=0, "CTQS08Y5LG", "ZHNKIGRzZCA=", "Dev0O1"

OK
+TCSUBDEVPRDSET : OK

AT+TCSUBDEVREG: #4715 A1

e WE T TR MPEISET, MR TSI TS SN A B R R
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TN O GO

AT+TCSUBDEVREG="

Wi 3% ¢

+TCSUBDEVREG: "PRODUCT_ID", "DEVICE_NAME"

OK

DA A

’AT+TCSUBDEVREG? ‘

W

[ox |

o

+TCSUBDEVREG: <product_id>, <device_name>

:list of registered sub-device
+TCSUBDEVREG: <product_id>, <device_name>

OK

Bl
o AR CETENII T, R E N T EF RS

P s

’AT+TCSUBDEVREG:<productId>,<deviceName> ‘

W i <
[ox |
9
’+CME ERROR: <err> ‘
i B

o WRPATIRSATE, BRI OK, 2 F R bl F- R &M Eh 54

* +TCSUBDEVREG:OK: ZNiSHMAT, FIR&%HE B3 flash

¢ +TCSUBDEVREG:FAIL, <err_code>: ZNAWMEM, WREIEHRID, HARS LA R A A 2
S

o <productld>: F£7= i id, M\iﬁiﬁ, TR, KA 10 77
o <deviceName>: IR, WMHIT, FAFEREA, FARKE 48 577

BEW] G TR A S S R U
L QR B se B i i R, RO TR AR NRBEE , MR, R S/ R
2. M FEAE— TR A, HECHEMARBIIRE, WR M - AT+ TCSUBDEVPRDSET H it
TR et A, MIEEEN, ZimaEHone PSK, &b s/ kM.
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3. B FEFE—DTIEE A, HEEHMEEIEIRES, R A - H AT+ TCSUBDEVPRDSET 44t
Eﬁgu%{nuﬂim A, WATENRIN, AT ARG, F o o B0 T i (2 s e 2 B T
WS HEE

4. BIHDAE TR A M5, NS P AT+ TCSUBDEVPRDSET 324 T— A5 B {5 B,
?UA@% BT A B IO B RV, YENF RS2 R4 B Hf5 5., BIBLALEE A FI B 103LH

R, B S TEAHCEIGT 0, BTHONE, Bd Bl B O 2 (A AL flash
%2 B WA AL I AT 5 43 4 AT+TCSUBDEVINFOSET? #5142 75 77 4E 1IE EI’J%X%&. B

6. F & 4 2 45 VE M R T U5 5 A % i 3 I 3 95 7 fp SAT+TCGWBIND 3 47 45 %, T il

AT+ TCGWONLINE |28 )5, A HE#EFT MQTT jiifl.
il
AT+TCSUBDEVREG="CTQS08Y5LG", "Dev0Ol"
OK
+TCSUBDEVREG : OK
iR
K 5% 5 AH G err code
% 1: <err> 0715
<err> | XA X REBFEE
nSE]
101 WATERE R IR device connect fail
110 WARTT RIS . I Topic ALFR device subscribe fail: unauthorized operation
111 WK RS R device subscribe fail: system error
120 WHEIBTT R RGehEiR device unsubscribe fail: system error
130 B KATIHE RN T Topic KATALSR device publish message to topic fail : unauthorized
operation
131 4G KA B publish #8153 55 3% FR 1 device publish message to topic fail: reach max
limit
132 A KA B R payload #1d J& R il device publish message to topic fail: payload too
long
20 PUTHE IR
1T | FXEX REBFE
B OIR
A5
J1001 | Fr R WOR QCLOUD_ERR_FAILURE
-1002 | FoRSHOCRGE R, s dEst QCLOUD_ERR_INVAL
-3, TR ALK MR QCLOUD_ERR_HTTP_CLOSED
-4, HTTP RH4Ei% QCLOUD_ERR_HTTP
s, TR QCLOUD_ERR_HTTP_PRTCL
-6, I 44 FRAT 2R L QCLOUD_ERR_HTTP_UNRESOLVED_DNS
-7, URL f#tfr 2 g QCLOUD_ERR_HTTP_PARSE
3, HTTP &3 0 QCLOUD_ERR_HTTP_CONN
-9, HTTP %Ay ] 5 QCLOUD_ERR_HTTP_AUTH
-10, HTTP 404 QCLOUD_ERR_HTTP_NOT_FOUND
-11, HTTP #H1} QCLOUD_ERR_HTTP_TIMEOUT
002 | B ACK S BT R e 0ol QCLOUD_ERR_MQTT PUSH_TO_LIST FAIL

TodkE:

ED
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Fk2-8FW
1T | FXEX REBFE
" ix
5
-103 ForA 5 MQTT R 2e i E ok O 28 JF | QCLOUD_ERR_MQTT_NO_CONN
HEHE
-104 Fi1s MQTT &/ R s QCLOUD_ERR_MQTT_UNKNOWN
-105 TR MQTT R % iy e QCLOUD_ERR_MQTT_ATTEMPTING_RECONNECT
-106 oo Ik O 2R T QCLOUD_ERR_MQTT_RECONNECT_TIMEQUT
-107 B IR CEB QCLOUD_ERR_MQTT_MAX_SUBSCRIPTIONS
-108 FoR1] R BRI, BIIRSS A fbids QCLOUD_ERR_MQTT_SUB
-109 FRJe MQTT AH 7 ] PLEER QCLOUD_ERR_MQTT_NOTHING_TO_READ
-110 TR U MQTT 550 )3 QCLOUD_ERR_MQTT_PACKET_READ
-111 Ze7n MQTT AH VB K AR QCLOUD_ERR_MQTT_REQUEST_TIMEOUT
112 FoRE Fu MQTT & AR QCLOUD_ERR_MQTT_CONNACK_UNKNOWN
113 FoRE e MQTT JRAGS % QCLOUD_ERR_MQTT_CONANCK_UNACCEPTABLE_PROT(
114 TR P R QCLOUD_ERR_MQTT_CONNACK_IDENTIFIER_REJECTED
-115 FoRRE 2 T QCLOUD_ERR_MQTT_CONNACK_SERVER |[UNAVAILABLE
-116 FRK P iERE S B0 ) username By pass- | QCLOUD_ERR_MQTT_CONNACK_BAD_USERDATA
word £
117 PR PR IE R I QCLOUD_ERR_MQTT_CONNACK_NOT_AUTHORIZED
118 EoRIE I B IRk QCLOUD_ERR_RX_MESSAGE_INVAL
-119 FoniH BRI i XK BN E R K | QCLOUD_ERR_BUF_TOO_SHORT
-120 FIRZ QoS I T QCLOUD_ERR_MQTT_QOS_NOT_SUPPORT
-121 FORPGHE T R 38R W, iz 3 BUNEAE QCLOUD_ERR_MQTT_UNSUB_FAIL
132 Z 71 JSON flbT R QCLOUD_ERR_JSON_PARSE
-133 1 JSON SCR 2 1k BT QCLOUD_ERR_JSON_BUFFER_TRUNCATED
134 T A7 JSON LRSI ZE0F X A/N QCLOUD_ERR_JSON_BUFFER_TOO_SMALI]
-135 F1 JSON SCRYAE R E 7 QCLOUD_ERR_JSON
-136 For BT JSON SCRS F ) fi K Token % QCLOUD_ERR_MAX_JSON_TOKEN
137 R [ I R ) SCRY oK QCLOUD_ERR_MAX_APPENDING_REQUEST
-138 TR BT B AE B K Topic K& QCLOUD_ERR_MAX_TOPIC_LENGTH
-601 FR TCP BT B 7RI QCLOUD_ERR_TCP_SOCKET_FAILED
-602 T JevEam L L4 3B IP HBHE QCLOUD_ERR_TCP_UNKNOWN_HOST
-603 ZE/NHT. TCP JERE R QCLOUD_ERR_TCP_CONNECT
-604 K TCP AR QCLOUD_ERR_TCP_READ_TIMEOUT
-605 %K TCP SHEf QCLOUD_ERR_TCP_WRITE_TIMEOUT
-606 Foor TCP 13451R QCLOUD_ERR_TCP_READ_FAIL
-607 %5 TCP BA45i% QCLOUD_ERR_TCP_WRITE_FAIL
-608 27~ TCP X <) 1 1432 QCLOUD_ERR_TCP_PEER_SHUTDOWN
-609 FRCE B BT DR QCLOUD_ERR_TCP_NOTHING_TO_READ
2701 %R SSL WG 2L QCLOUD_ERR_SSL_INIT
2702 27 SSL IEFkH 3¢ ) QCLOUD_ERR_SSL_CERT
703 F SSL E RN QCLOUD_ERR_SSL_CONNECT
=704 R SSL &S T QCLOUD_ERR_SSL_CONNECT_TIMEOUT
705 5 SSL B BT QCLOUD_ERR_SSL_WRITE_TIMEOUT
706 Fo SSL BERE R QCLOUD_ERR_SSL_WRITE
=707 5 SSL R fEmT QCLOUD_ERR_SSL_READ_TIMEOUT
708 Fr SSL ki QCLOUD_ERR_SSL_READ
=709 TR BT PAEEE QCLOUD_ERR_SSL_NOTHING_TO_READ

CME ERROR i35 g
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<err> X715 EX
200 Previous command is not complete
201 msg packet over size
202 command timeout
203 check failed
204 Parameter invalid
205 No valid firmware
206 Memory allocation error
207 Flash access error
208 State error or not ready. eg: pub msg when MQTT not connected
209 Command execution error
210 Unknown error
211 Module self-OTA error
212 FLASH ERASE is going on
213 HTTP error
BT A ARTE M AR
B IR | NEFER A
5
1000 ErrorCode_SDK_ InternalError N EREE R
1004 ErrorCode_SDK_ProductNotExists 7 ANEAE
1006 ErrorCode_SDK_InvalidParam SRR
1010 ErrorCode_SDK_CheckSecretError I 2 T
1011 ErrorCode_SDK_NotSupportRegister PR S ST
1012 ErrorCode_SDK_ExceedRegisterTimes BT I A B R E R B
1020 ErrorCode_SDK_NoSuchDevice AR E A
1021 ErrorCode_SDK_DeviceHasRegisted WA BN
1031 ErrorCode_SDK_ExceedRegisterLimits WA i K H sh ) 2 s
B LA B B 2 B Ty i SR
<err> {75 EX
1 MQTT connect error
2 APP command error
3 WIFI boarding stop
4 RTOS task error
5 RTOS queue error
6 WIFI STA init error
7 WIFI AP init error
8 WIFI start error
9 WIFI config error
10 WIFI connect error
11 WIFI disconnect error
12 WIFI AP STA error
13 Smartconfig start error
14 Smartconfig data error
15-22 TCP/UDP socket error

WA 5% 1 B fir A RGO 2R
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$EIRAD ik
0 &
-1 W 525 AR 0 e % TR RS
-2 R, e BAEE R
301 T ok SRR
802 W AR, BB A
803 AW TERI
804 B IR
805 2k EL
806 RIS RS E
807 A3 135 AN RE R E
808 AN SV A
809 HE
810 AT H T3
W

YA X IR 2 MQTT JIR55 25

G
- e

AT+TCDEVINFOSET="1", "CTQS08Y5LG", "devicel", "ZHNKkIGRzZCA="

. W

OK
+TCDEVINFOSET: OK

2. TLS #4075, IR ECE y 5000 ms, (LAY 240's, clean session 2 1, {EREFZNEIE, I
R MQTT IR 554%

s %

AT+TCMQTTCONN=1,5000,240,1,1

. WY

OK
+TCMQTTCONN: OK

LB
« @l

AT+TCMQTTSUB="CTQS08Y5LG/devicel/control"

o MLy,

OK
+TCMQTTSUB: OK

BT EAHE, WREZEINT i B E R E TSR RS, Mikas i Ac
IHE, HFidid URC A3 Bk

© e

AT+TCMQTTPUB="CTQS08Y5LG/devicel/data",0," {\"action\":\"test\"\,\"time\
—":1565075992}"
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.

OK
+TCMQTTPUB: OK

+TCMQTTRCVPUB: "CTQS08Y5LG/devicel/data", 35, "{"action":"test", "time":1565075992}"

Bl v TR Bessiad MQTT sl 5 IR = Wy R A TRt S EL TG A TG LA S s

L WIHRIIT - 5 R si A X
FH T YR AN RS UL, AT SC B R R ST T A, ATk 5 S TRIE T/ MR 7 22
., BARIES%E SO Bl i

2. WPERIM RSB 5 T Y
WA 5 T SO MR 55 A i B S AT — ORISR B, s il ol 3 TR A RS R
£, BWESEH IO W TR

3. HEX
JA PRI E S SO MQTT 32 8URIY P s

P EALEE MCU i ] ESP32 #¢45 %E #il AT [ F SR8 IR A H., nl % T A [ B B fi i
PEATAH St & A

1. A8 S BCELRE I = WK M e 5 5L
ERZJE, MCU W ek Al e e T IR M B E S, RS E B R AR, Wil
i e E A = AR AR ST, W AR E
H KA
* AT+TCDEVINFOSET
* AT+TCPRDINFOSET
2. i) Wi-Fi BRI S BC M £
M E AR S5, MCU nlSE i) Wi-Fi B2 20 20 Mh R Wi-Fi, WERBCAECR, WnTpA
A A X iy - A2 T AT X AR 5 W e M TR A2 /N P A T IS ) B 8 o S 48 A
%f%?ﬂﬂ%ﬁéﬂ‘i’iﬁiﬁ%%‘% , HFERRCEL PRI B A, WHERCIM N 2 J5 2 A shilt A7 2h
lm\Eﬂﬂ‘o
LIPS
o AT+CWIJAP
e AT+CIPSTA
o AT+TCSTARTSMART
e AT+TCSAP
3. MQTT #4% KT 17
FE A BOE R B E & Wi-Fi 882 J5, MCU wl it MQTT H3:Bem iR 45, A4 H &
OB E R S8 (R RO BRI FR &%) LA AT BAR B A3 EL Topic, FF4E MCU FCEAH %
MQTT j# B_EAi 2 3EHRE URC (4 [l 4L BEALH] o
LEESiice
o AT+TCMQTTCONN
o AT+TCMQTTSUB
o AT+TCMQTTSTATE
4. MQTT WU A &,
MCU FEACRIH B, AR R BRG] PUB 8% PUBL fir%. ERE A1 JSON Ffli i 2t
FTHE AL PR R R 454
LIPS
o AT+TCMQTTPUB
e AT+TCMQTTPUBL
5. OTA {fifig Je iy
WAE MQTT N2 )5, fifE OTA Thig, BHXEBNEG OTA (L5 W = mi FH R, #
WENTHR Ay J5 2 B 3R #E RIS flash, If@ it URC @ MCU, MCU F5%4LHH OTA #H 5%
URC iR, 78T BRI J5 T A A 5K iy 236 MCU H AR [ 7«
FH KA
* AT+TCOTASET
* AT+TCFWINFO
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 AT+TCREADFWDATA
6. KiIF MQTT
W LT MQTT REPATWIT @4, HNEMAS D FRMBI AR, FESH O,
ATy 22 BUH BT A 1T 1) Topic, WNEEHT 2R 2 KT 4
Pty
o AT+TCMQTTDISCONN

6.1.2 Tencent Cloud IoT AT Firmware
ESP32

o fREsIm
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Chapter 7

AT FAQ

o AT B
— ROBULEH T H A A B, SofT SEIGE A 4 B4 2
— def T3 AT E) 4R L ¢
- B LA E 8y AT B B4 fT T 2 2
— JofT L ESP-AT %yiF b R 89 P bin S ¢
- AR AT BT S FARAE 2
o AT 44 Lof
— AT 3%5F busy = H 45 A ¢
AT B, b BAES —AGLERRBRTRNEL, AL
FE R AR20 Ay BRIN AT Bl Z 3508 44, VAR 6 A MOARAS R R TT 45 S 3 2
F MCU %5 ESP32 % 4% AT b Ribhwl, A 2RH ¢
ESP-AT 4r %3 % % ¥ ESP-WIFI-MESH ?
— AT % % % 3 websocket 454~ 2
R LA AT Ak 21T 2 2 oA B R 2 7 ) 2
- AT G4 % BT VAR BRI B T B AT 5 2
o T SAF AR L BRGNS A2 ST A e B Aot iF ESP-AT TAZ 5 X504 ¥
AT G4 P 2 PR F A Ao fT AT 2
— AT 4 F 1 o R R LTS ? (BN 115200)
ESP32 12 ) AT #5 4 NG HARX, do RiEE0 M EQWTTT, ESP32 iR G5 BB A RTIZ & ¢

— ADV & A AT 32 FH 2 B B iE el TR E 2
o R
- ERFE AR Loy AT B2 KGR flash % K 2
— AT B 4ofT & F error log ?
— AT fx ESP32 #5%0 v #% UARTI i# =% Wr k5 ESP32 ¥22044 datasheet 2N UARTI 5 i T~ —%% 2
o MAE
— AT Wi-Fi £ 35360F % ) 2
— ESP-AT E) 9 TCP & i% % 1 KN 5T ANS K 2
— ESP32 AT vt hofTMiX Z AR ¢
o b
— RS R T AR IR 3R v R Ry AT 74 2
— ESP32 AT 4efT45 € TLS ¥R A ¢
— AT B 4o T4 0 TCP 5445 ¢

7.1 AT it

387



Chapter 7. AT FAQ

711 BB BT IR A, AR IBUSE T B ?

UIRAT B AT SO BRI R [, 0T % AR 1e% -

o FEIAIR RO B AT A [ (SRR ESP-AT Bl # 2 5%
o HVRIARER A3 o | A — st ) U 9F B AT 4R B # .

712 WARIRC AT B FDRES ?
ESP-AT [, THEGES % esp-at

7.1.3  EM_LBCE R AT WPEmpr B ?

o Past T H3E T4 Flash T2 T .
o PERHAIHESHAT FHI5h.

7.1.4 WAy ESP-AT Zak il RGBT bin 3041 7

A PABE ] Flash "~ 2 T A ) combine #4117 # 5

7.1.5 Pl LRg ESP32-WROVE-E gl Filf, HinTEIg R “flash read err,1000” j
fH 25 7 AL I AT @54 ?

* ESP32-WROVER-E [{i2H ] VA5 besk ESP-AT [, Pt “flash read err” HES 5.

o QARAHZLAE ] ESP32-WROVER-E B[ AT Ay PIRE, 15575 W F HERE IR (4R pe s [l 4«
- FHEH;
— HIERM
- BeE

7.1.6  BRLIY) AT PR & SRy ?

o B SCRAE RS, (HRA SRR A
o XTI R, GA] DA ER i AT+ UART_CUR 835 AT+UART_DEF #4184 .
o BAHIEALE .

7.2 AT %r > 5

7.2.1 AT $5 busy {25 7

o PR “busy” FIURIETELIEHI—F5anS, JLEMN YA B AT ap b @ sctiny, R
WPESERT— A5, A RBIRICT — &M 2
o YHZRIATNEFGFRAR, REMEHER “busy” 3 “ERROR”, FAEATER AGHIA, B9
AR AHIA
- A AT+GMR (#174F CR LF) (ZZ484F), HT AT+GMR (#1747 CR LF) & &2 —4k 0%
AT 38T, REXPITZGS . TR RS0 AR 588 AT+GMR #:4E, Bl 15T
SRAF, OIS, REHR “busy”. HURE R RS L5 T AT+GMR
1B, FRIREISZSHERT, SRR — KRN mS, REHR “ERROR”,
— MCU %% AT+CIPSEND J5, k%] busy p.. W)y, MCU FEZEHEH A iEHdE. F-A busy p.. 05
%*%ﬁéﬁﬁﬂﬁ,%W%A%ﬁo@&%ATLQ%QQW@E,MOIEE%E%%Q
o
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7.22 AT Hilff, BEWRRES A G20 FRfEs, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

7.2.3 AEAFIEEL ERERIN AT SRR i 4, DLRWIBRE fiy 4 AWIBA R A I 465 52
7
o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

7.24 1 MCU 43 ESP32 55k AT a2 JCiBIl, et 2 5H 7

492 MCU 4 ESP3 W5 1% AT & R R BRI AEES, AERUFH 0T AT, 7]
B E AT B2 ERFA.

7.2.5 ESP-AT w4 &M %+ ESP-WIFI-MESH ?

ESP-AT 474 37+ ESP-WIFI-MESH,

7.2.6 AT 5% #F websocket my4> ?

o A AN LR websocket fy4 .
o Wi HE LA SiBl, S % websocket, DA e B € SU AT 44,

2

7.2.7 JEMAT AT i A 3BT L 2 UL R IR 2o il ?

HER AT B, AISH LR

s TR A HZ%: AT+MQTT aliyun,
o BIRENHS%E: AT+MQTT QCloud,

#F A OCloud AT BV #F, RN = AT 4 2B RS .
7.2.8 AT G4 R4 nl A RS ECHE A S o % 7

Al PA. ESP32 f#) Wi-Fi il Bluetooth LE Jt | —#i K4k, Wi f]AT+RFPOWER it & 1% & .
7.2.9 nfU ik AT 4528 ESP32-WROOM-32 Eibh B ¥k HID g0, ?

FIPARY, 1§57 Bluetooth LE AT <7 %% . "N THIX M HEHE 2 ) BRI S 5588 https:/pan.baidu.
com/s/1TgNE2DpJtVARGgB- jb8UIQ £ HifE : f6hu,
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7.2.10 %Mif#%%#ﬂti}\Iﬁlﬁﬂ‘)‘iﬁﬂﬂﬂuﬁﬁﬂﬁm%% ESP-AT TR X Feiyfi
A7

BIANTE ESP32 R 51 S Fp 4 WPA2 itk th 45 DhARE, 75 413 7E menuconfig H T 5 %20
BE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command support.

7211 AT PR A g b2 7

W PABFEAT & % 5 3 BT PR SCP AR .

7.2.12 AT dnAvp s 0 et T DU 7 (BRIN: 115200)

AT iy 2-Hf FERFR2 0] DAB R -

o H—Fhyyk, AT DAE L ER 1 6y AT+ UART_CUR S AT+UART_DEF
o BRI, BRI DAEE R g AT B¢, gIFENG: defT4F AT 142 5157 UART %
BERE,

7.2.13 ESP32 i)} AT f54 0k BB, WORERZMIIRIF, ESP32 fEMay A
DAL S E S

“WIFI DISCONNECTm” .
o FEEBENE, EHALE AT V210 ZJFHM, v2.1.0 &2 A k6T % 4

7.2.14 ADV ) HES L 32 7V 2R A A e ?

AT+BLEADVDATA fip4 345 adv | S5 Roh 32 57717, AIRFERE TR %28, %
& I AT+ BLESCANRSPDATA 6415 8 .

7.3 #Wifk
7.3.1 AEARIEAL LR AT BIPFEERE R flash 2K 7

AT ESP32 R, LERIASFHESP-AT Bt £ 5t .

7.3.2 ESP32 AT fjifuf A UARTO 11 jif5 ?

BN AT [ {2 UARTL CHEfERY, QSR E UARTO G, 752 T 871 4% ESP-AT.

o B%%iF ESP-AT 42 JHAFHPFFREE:

» &K factory_param_data.csv & H N AR ZH Y UART &, Kf vart_tx_pin 188k GPIO1,
uart_tx_pin & A GPIO3;

o ¥ E: /build.py menuconfig > Component config > Common ESP-related > UART for
console output(Custom) > Uart peripheral to use for console output(0-1)(UART1) > (1)UART
TX on GPIO# (NEW) > (3)UART TX on GPIO# (NEW).
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7.3.3 AT [ nfu#5 5 error log ?

» ESP32 7F download port Z: % error log, ZRiA UARTO & GPIO1, GPIO3,
o T AS P st ik 4k

7.3.4 AT 1£ ESP32 Big] |-ty UARTI {3455 415 ESP32 Bigl() datasheet ;i\ UART1

HIEA—E 7

 ESP32 3(F; 10 FEFFE4 , TE4i¢ ESP-AT [R5, W] PATE menuconfig il i #{4 L & 44 7L UARTI
M THINCE, FrPARk£ 3R datasheet 457 IR — RO -
o &M AT PAZ A factory_param_data.csv,

74 Yiig

7.4.1 AT Wi-Fi ZE8:6EmF 220 7

* TN FEJHFT, AT Wi-Fi FEZFE SN 5 # . EAESCBRE H, Wi-Fi S AT 5 2
PERE, PIZGEREE, BURRLIERESZ AT,

o A[PAEITAT+CWIAP [ <jap_timeout> B4, K15 B iy )BT .
7.4.2 ESP-AT [ TCP k55 11 A/ hEmal Ul isk ?

» TCP kA% N Y EiJoykida ar B0, 75 BEH0 B A g i3 ESP-AT LR AR UE i [ 4 o
o 1] DA EE Pl B menuconfig %, Component config > LWIP > TCP >Default send buffer

size,

7.4.3 ESP32 AT frut sl ik K At ?
o AT fert KR S R %, @] esp-idf Fy iperf /R GIUEATIL (O AT M, 31
BTy, FHREE R 1460 T ELE KX)o
o FIGERAW R F K, G LASH 4o fTiR & ESP-AT ek ft KL R EAR,
7.4.4 ESP32 AT 2K\ {F Bluetooth LE UART iE &1 KA 5t ?

IVASTFRERE TR, & 0I5 2000000 i, ESP-AT Bluetooth -4 44 7 2%y 0.56 Mbps,
ESP-AT Bluetooth LE -4 £ 7% 0.101 Mbps.,

7.5 A

7.5.1 URESH Ll B vORfed AT a4 7

« ESP32 37} UART. SDIO % 13 f5 .

o AT BOABCF 261 UART £ DR fedi. i A RaE 21 SDIO si# SPI 4 1 #4718
%, ATDASET ESP-AT M4 F, TRIIT W45 Fo Tt 4L,

« MEZYRHES % i) AT SDIO #2110, flii] AT SPLE:IT | B @l AT B 7 .
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7.5.2 ESP32 AT Uk MYtiednfffdi Hl ?

AT BN FE M RAF B AR MBI RERY, AR AT B AR GE, G0 ASH 4o T 2 A
ESP-AT vA X IR Ty 4t

7.5.3 ESP-AT {iff 347 BQB Ak ?

" 2% ESP32 B £ I BQB #i AL,

7.5.4 ESP32 AT 455 TLS BpillhiAs ?

Y15 ESP-AT LAER}, W PAZE./build.py menuconfig -> Component config -> mbedTLS H#F, 7
PASEAN T B0 A PR il g

7.5.5 AT FlfEnf ik TCP &% ?

 HAT AT BOAFEF) TCP e KIEFECH 5.

* ESP32 AT £ R SCHF 16 4> TCP 4%, I PAYE menuconfig HBEATHCE., FCE AU :
— ./build.py menuconfig—> Component config—> AT—> (16)AT socket maximum connection number
— ./build.py menuconfig—> LWIP—> (16)Max number of open sockets
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Chapter 8

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

o After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command

and restart the module.

¢ After sending the AT+BTSPPSEND execute command successfully and returns >.

¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.

A BER AT BN TARRG . FEar BT, AT & din LIS LA P AP S e 1F AT ardE 1AL

H, [E AT A2 0B A HATE R . AT FE FIEI T, SNG4 X dEASIER X,

* KIAAT+CIPSEND B n ), & > 2 )5
* KIKRAT+CIPSEND AT, WK > 25
* RIRAT+CIPSENDL B iy 182, 1 > 2 5
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* KIRAT+CIPSENDEX B85, WM& >2 )5

o KiEAT+SAVETRANSLINK % &4 W3, A% (AT+RST) 4, MU ERZ G

* JIRAT+BTSPPSEND $A7a2 1, K > 2 )5

* JIRAT+BLESPP HATH2 W, K >2Z )5
EBIAY, Kik+++ i, SMBIEREX B, dEAGESEX.

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for

special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

* After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command

and restart the module.

o After sending the AT+BTSPPSEND execute command successfully and returns >.

 After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.

Bm e el B, AT G & im I AR AT A DU AR (B THRIIRIY+++) , A2 AT

T, EHHE S OB A g, AT 7E RIMEOLR, LMK FEARIEAE X

L]

RIEAT+CIPSEND ¥ E Ay Y, W& > 2 )5
KIRAT+CIPSEND PATHA2 ), WK > 25
R i%AT+CIPSENDL &4 ), & > 2 )5
K iKAT+CIPSENDEX 82 Yy, W& > 2 )5
%1% AT+SAVETRANSLINK B G, FRREAT+RST s, BAERZ G
* JikAT+BTSPPSEND P A7an 4, W& > 25
* KiKAT+BLESPP Y7164y, WK > 25
PR, Rik+++ @4, SNBIEEX B, #EAGSEX.
DHCP Dynamic Host Configuration Protocol
A FAECE YL
DNS Domain Name System
PSS
DTIM Delivery Traffic Indication Map
TR A% i 4 7~ S
GATTC Generic Attributes client
GATT & i
GATTS Generic Attributes server
GATT JiR55 4%
HID Human Interface Device
NI mpr s
I2C Inter-Integrated Circuit
A HA I i 2k
ICMP Intemet Control Message Protocol
PR AR 19X 2 i 4 SC MR
LwIP A Lightweight TCP/IP stack
— MR TCP/IP Hpisl ik
LWT Last Will and Testament
R
MAC Media Access Control
MAC Hihi:
mDNS Multicast Domain Name System
Z 4% DNS
MSB Most Significant Bit
AR
MTU maximum transmission unit
SN2 TN
NVS Non-Volatile Storage
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A5 KA A

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

B2 01 W NN e
BT, H AT PA%GE AT fird-. BN, Al A AT+CIPSEND fig4:, ik AT fiy
2 HCE ) MCU df 2L Fdd i . M AEE il B 8o, 2ilid AT 64 iR [E 4 MCU, - [r] i
2Bl +IPD fF .
Fm LAy, RIERWIT, ESP32 ASHEIE, FHRRERBTIT.
WL A 1557 Transmission Mode Shift Diagram.,

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

AR WAl “BEE SRR,
BT, FPARERSHE AT ard, B TR0 +++ . AT ard HEI I BT iy MCU
%A&TE%‘M%J'T:@E&%, ReIE B kgt . AL FM ] AR 20l i AT S 1 e o, &1
75 MCU.,
Wi-Fi i At iy, WSRIESMTIT, ESP32 M0 Pminy, SO E, s foh
A+++ B iE, WL, ESP32 MRS ARINT, 2 K AIRERL RN T BT A e 1, U gt
A+++ 1B iER .
L A5 55 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

]
AT+SAVETRANSLINK=1,.] '
AT+RST i

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1£ 442 X))
e Passthrough Receiving Mode (i% 15 304 X))
e Passthrough Mode (:% 12 X)
e AT+CIPMODE
e AT+CIPSEND
o 4+
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
BALIMORR TE-5- 58 14 42 X A B AR X 2 [ — M Im s =
TEBL RN, AT ANRERIEHAE R L Hxt i 5 AT W] AR R B AR50 i s, i AT 6y
A O TR R %5 MCU., #2123 22 Transmission Mode Shift Diagram .
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PBC Push Button Configuration
T HICE
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIAIE, 7E ESP-AT TAEF{5H/2Er OPEN Al WEP PASMY) Wi-Fi IAIERLE.
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIFEARGIE R . AJFEPERER (PKD) 2—HliE k. k. 5%, EHECkS s
B R, HEMIE TG A8, B BH . A AR S T .
EENRESH NI EPIIRE .
PLCP Physical Layer Convergence Procedure
PLCP Wi, BIYPRZ &R
PMF protected management frame
SEPRAPH A R
PSK Pre-shared Key
X ]
PWM Pulse-Width Modulation
fikrt 5 P ] ol
QoS Quality of Service
iz 55 o
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, O SoC HrR)—ZHHLE, TEAEMTE AR N AR RE R PR T AR
SMP Security Manager Protocol
ARG MY
SNI Server Name Indication
e 95 4% 44 R 7
SNTP Simple Network Time Protocol
{7 B[ 265 s ) P
SPI Serial Peripheral Interface
AN O
SPP Serial Port Profile
SPP #is, RIS I #
SSL Secure Sockets Layer
SSL il RIZZas g il
TLS Transport Layer Security
TLS i, RIf& k)= 2t
URC Unsolicited Result Code
FERREERNS, —BONE % MCU By & iR [0l
UTC Coordinated Universal Time
PRI T S
UUID universally unique identifier
A1 PE— TR ]
WEP Wired-Equivalent Privacy
WEP #7530, R 2% 8
WPA Wi-Fi Protected Access
Wi-Fi {47151
WPA2 Wi-Fi Protected Access 11
Wi-Fi f4p7 ) 11
WPS Wi-Fi Protected Setup
Wi-Fi fRIPIEE
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
ANSEEEEEEEERERRE
FESEEEEEEERERR
FEESEEEEEEERRRE
FEEEEEEEEEERERE

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
* N TCP/IP HEALFIA G 2
o REMESEMBAR IR B2 BRIV T
o TEHUXHHE B 5 T b
o PR E SCAT iy

¢ genindex
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AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4

Espressif Systems 398 Release v2.3.0.0-esp32c3-138-g792¢138
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-138-g792c138

£

A

A2DP, 393

ADC, 393

ALPN, 393

AT, 393

AT command port, 393
AT log port, 393
AT port, 393

AT 443,393

AT H X3, 393

AT 3% H, 393

at_max (C macro), 342
at_min (C macro), 342

B

Bluetooth LE, 393
BluFi, 393

C

Command Mode, 393

D

Data Mode, 394
DHCP, 394

DNS, 394

DTIM, 394

E

esp_at_base_cmd_regist (C++ function), 339
esp_at_ble_cmd_regist (C++ function), 339
esp_at_ble_hid_cmd_regist (C++ function),
339
esp_at_blufi_cmd_regist (C++ function), 339
esp_at_board_init (C++ function), 346
esp_at_bt_a2dp_cmd_regist (C++ function),
339
esp_at_bt_cmd_regist (C++ function), 339
esp_at_bt_spp_cmd_regist (C++ function),
339
ESP_AT_CMD_ERROR_CMD_EXEC_FAIL
macro), 343
ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
343
ESP_AT_CMD_ERROR_CMD_PROCESSING
macro), 343
ESP_AT_CMD_ERROR_CMD_UNSUPPORT
macro), 343

(c

(«

(c

ESP_AT_CMD_ERROR_NON_FINISH (C macro),
342

ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
342

ESP_AT_CMD_ERROR_OK (C macro), 342

ESP_AT_CMD_ERROR_PARA_INVALID (C macro),
343

ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),
343

ESP_AT_CMD_ERROR_PARA_NUM (C macro), 343

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL
macro), 343

ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 343

esp_at_cmd_struct (C++ struct), 341

(@

esp_at_cmd_struct: :at_cmdName (C++
member), 341
esp_at_cmd_struct::at_exeCmd (C++ mem-
ber), 341
esp_at_cmd_struct::at_queryCmd (C++
member), 341
esp_at_cmd_struct::at_setupCmd (C++
member), 341
esp_at_cmd_struct::at_testCmd (C++

member), 341
esp_at_custom_ble_ops_regist (C++ func-
tion), 338
esp_at_custom_ble_ops_struct (C++ struct),
342

esp_at_custom_ble_ops_struct::connect_

(C++ member), 342

esp_at_custom_ble_ops_struct::disconnect_cb

(C++ member), 342

cb

esp_at_custom_ble_ops_struct::recv_data

(C++ member), 342
esp_at_custom_cmd_array_regist
function), 338
esp_at_custom_cmd_line_terminator_get
(C++ function), 340
esp_at_custom_cmd_line_terminator_set
(C++ function), 340
esp_at_custom_net_ops_regist (C++ func-
tion), 338
esp_at_custom_net_ops_struct (C++ struct),
341

(C++

esp_at_custom_net_ops_struct::connect_

(C++ member), 341

cb

esp_at_custom_net_ops_struct::disconnect_
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(C++ member), 342 346
esp_at_custom_net_ops_struct::recv_datesp_at_fs_cmd_regist (C++ function), 339

(C++ member), 341 esp_at_get_current_cmd_name (C++ func-
esp_at_custom_ops_regist (C++ function), tion), 340

338 esp_at_get_current_module_name (C++
esp_at_custom_ops_struct (C++ struct), 342 function), 345
esp_at_custom_ops_struct: :pre_deepsleepesmldibaykt _module_id (C++ function), 346

(C++ member), 342 esp_at_get_module_name_by_id (C++ func-
esp_at_custom_ops_struct: :pre_restart_callbaclion), 345

(C++ member), 342 esp_at_get_para_as_digit (C++ function),
esp_at_custom_ops_struct::status_callback 337

(C++ member), 342 esp_at_get_para_as_str (C++ function), 337
esp_at_custom_partition_find (C++ func- esp_at_get_version (C++ function), 338

tion), 340 esp_at_http_cmd_regist (C++ function), 339
esp_at_device_ops_regist (C++ function), esp_at_mdns_cmd_regist (C++ function), 339

338 esp_at_module (C++ enum), 343
esp_at_device_ops_struct (C++ struct), 341 esp_at_module: :ESP_AT_MODULE_NUM (C++
esp_at_device_ops_struct::get_data_length enumerator), 343

(C++ member), 341 esp_at_module_init (C++ function), 337
esp_at_device_ops_struct::read_data esp_at_mgtt_cmd_regist (C++ function), 339

(C++ member), 341 esp_at_net_cmd_regist (C++ function), 339
esp_at_device_ops_struct::wait_write_comgdette para_parse_result_type (C++

(C++ member), 341 enum), 344
esp_at_device_ops_struct::write_data esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_

(C++ member), 341 (C++ enumerator), 344
esp_at_driver_cmd_regist (C++ function), esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_

339 (C++ enumerator), 345
esp_at_eap_cmd_regist (C++ function), 339 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_error_code (C++ enum), 344 (C++ enumerator), 345
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_&¥dlat_ping_cmd_regist (C++ function), 339

(C++ enumerator), 344 esp_at_port_enter_specific (C++ function),
esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERROR 340

(C++ enumerator), 344 esp_at_port_exit_specific (C++ function),
esp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING 340

(C++ enumerator), 344 esp_at_port_get_data_length (C++ func-
esp_at_error_code: :ESP_AT_SUB_COMMON_ERROR tion), 339

(C++ enumerator), 344 esp_at_port_read_data (C++ function), 338
esp_at_error_code::ESP_AT_SUB_NO_AT esp_at_port_recv_data_notify (C++ func-

(C++ enumerator), 344 tion), 337
esp_at_error_code: :ESP_AT_SUB_NO_TERMINASFRat_port_recv_data_notify_from_isr

(C++ enumerator), 344 (C++ function), 337
esp_at_error_code: :ESP_AT_SUB_OK (C++ esp_at_port_specific_callback_t (C++

enumerator), 344 type), 343
esp_at_error_code: :ESP_AT_SUB_PARA_INVASH AT_PORT_TX_WAIT_MS_MAX (C macro), 346

(C++ enumerator), 344 esp_at_port_wait_write_complete (C++
esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISYamden), 338

(C++ enumerator), 344 esp_at_port_write_data (C++ function), 338
esp_at_error_code: :ESP_AT_SUB_PARA_NUM @HSMATCHesponse_result (C++ function), 338

(C++ enumerator), 344 esp_at_result_code_string_index (C++
esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAILenum), 345

(C++ enumerator), 344 esp_at_result_code_string_index::ESP_AT_RESULT_CO
esp_at_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH+ enumerator), 345

(C++ enumerator), 344 esp_at_result_code_string_index::ESP_AT_RESULT_CO
esp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD (C++ enumerator), 345

(C++ enumerator), 344 esp_at_result_code_string_index::ESP_AT_RESULT_CO
ESP_AT_ERROR_NO (C macro), 342 (C++ enumerator), 345
esp_at_eth_cmd_regist (C++ function), 340 esp_at_result_code_string_index::ESP_AT_RESULT_CO
ESP_AT_FACTORY_PARAMETER_SIZE (C macro), (C++ enumerator), 345
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esp_at_result_code_string_index::ESP_ATPIRIESBI6_CODE_OK

(C++ enumerator), 345 PMF, 396
esp_at_result_code_string_index::ESP_ATPFEIYGT_CODE_OK_AND_INPUT_PROMPT
(C++ enumerator), 345 PWM, 396

esp_at_result_code_string_index::ESP_AT_ RESULT_CODE_PROCESS_DONE
(C++ enumerator), 345

esp_at_result_code_string_index::ESP_ATHREI9FT_CODE_SEND_FAIL
(C++ enumerator), 345

esp_at_result_code_string_index: :ESP_AIBRESULT_CODE_SEND_OK

(C++ enumerator), 345 RTC, 396
esp_at_smartconfig_cmd_regist (C++ func-

tion), 339
esp_at_status_type (C++ enum), 343 SMP, 396

esp_at_status_type: :ESP_AT_STATUS_NORMAS];NI 396
(C++ enumerator), 343 ;

SNTP, 396
esp_at_status_type: :ESP_AT_STATUS_TRANS%VE 396
(C++ enumerator), 343 SPP, 396
esp_at_transmit_terminal (C++ function), SSL, 396
338
esp_at_transmit_terminal_from_isr T

(C++ function), 337
esp_at_user_cmd_regist (C++ function), 339
esp_at_web_server_cmd_regist (C++ func-

tion), 346 U
esp_at_wifi_cmd_regist (C++ function), 339

TLS, 396

Transmission Mode Shift Diagram, 395

esp_at_wps_cmd_regist (C++ function), 339 URC, 396
UTC, 396

G UU1ID, 396

GATTC, 394 W

GATTS, 394 WEP. 396

H WPA, 396
WPA2, 396

HID, 394 WPS, 396

| P

I12C, 394 .

ICMP, 394 A ER, 393

L o

LwIP, 394 gL, 394

LWT, 394 THEkmER, 395

M @

MAC, 394 FEEERER, 395

mDNS, 394 FHEER, 395

MSB, 394

MTU, 394

N

Normal Transmission Mode, 395

NVS, 394

P

Passthrough Mode, 395
Passthrough Receiving Mode, 395
PBC, 396

PCI Authentication, 396

PKI, 396
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